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YCNOBHbIE OBO3HAYEHUA

O603HaueHue

OnucaHue

Mony>XupHbIA WpndT

Mony»XMpHbIM  WPUPTOM  BblAeNeHbl MPUMEYAHUA U NpeaynpexaeHus,
Ha3BaHMe rnas, 3aro/IOBKOB, 3aro/1I0BKOB TabanL,.

Kypcusom Calibri

Kypcueom Calibri ykasbiBaetca nHbopmaums, Tpebytow,aa ocoboro BHUMaHMA.

AHanoroBbii TenedoHHbIM annapat

SIP-cepBep

o

Yctpoicteo cemelictea RG-2400/RG-4400

Ly

KomnbtoTep

7 4

Z

4

Undposan TeneBn3anoHHaA npucrtaBka STB

I

«[loakntoyeHne K cetn»

‘~
N’

becnposopaHas ceTb

MpumeyaHusa n npegynpexaeHus

copep:KaT BaXKHyl0 MHPOPMaLMUIO, COBETbl WU pPeKoMeHgauuu no

MpumeyaHums
y MUCMNOb30BaAHUIO U HAaCTPOIiiKe YCTPOMUCTBA.

.‘

AdHHDbIX.

MpeaynpexaeHna UHGOPMUPYIOT NONb30OBATENA O CUTYaLMUAX, KOTOPble MOFYT HaHeCTU Bpes,
YCTPOMUCTBY MM 4YenoBeKy, NMPUBECTU K HEKOppPeKTHoW paboTe ycTpoicTBa uam notepe
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HELTEX

BBEAEHUE

B Hactoawee Bpemsa |IP-TenepoHna 3To ogHa U3  Haubonee 6bICTPO  Pa3BUBALOLLMXCA
TENEKOMMYHUKALMOHHBIX ycayr. [aa BO3MOXHOCTM npegocTasieHuna VolP-ycnyr aboHeHTam ceTu
pa3paboTaHbl aboHeHTCKMe wWAo3bl cepun RG-2400/RG-4400 (panee «ycTpoiicTBo»): RG-2402G, RG-
2404G, RG-2402G-W, RG-2404G-W, RG-4402G-W, RG4402GF-W.

YCcTpoMcTBa BbIMYCKAOTCA B Pas/nyHbIX MoAUdUKaUMAX, oTandatoTcs Habopom uHTepdelicoB
dYHKLMOHaNbHBIMU BO3MOXKHOCTAMMU.

ABoHeHTCKMe wWwno3bl  IP-TenepoHnn cepum  RG-2400/RG-4400 obecne4ymBatoT MNoOAKAKOHYEHUE
aHanoroBbix TenedOHHbIX anMmapaToB K CEeTAM MNaKeTHOMW nepefayn [AaHHbIX, BbIXOA Ha KoTopble
ocyuwecTsnaeTca yepes nHtepoelicol Ethernet.

yCTpOVICTBO OPUNEHTNPOBAHO Ha AOMaLWIHUX nosb3oBaTtesien U HebonbLne Od)MCbI.

B HacToAwem pyKoBOACTBE MO 3KCM/AyaTauMW M3/10XKEeHbl Ha3HAYeHWEe, OCHOBHbIE TeXHUYEecKue
XapaKTePUCTUKKN, NpPaBuNa KOHOUIYPUPOBAHUSA, MOHUTOPMHIA M CMEHbl MPorpamMmmMHoro obecneyeHus
aboHeHTCKMx w0308 IP-tenepoHnn cepun RG-2400/RG-4400.
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HELTEX

1 ONMUCAHUE U3AENUA

1.1 HasHaueHue

YcTtpoiictBo cepun RG-2400/RG-4400 — BbICOKOMPOM3BOAUTENbHbIA abOHEHTCKUI w3  IP-
TenedoHUM ¢ NoSIHbIM Habopom GYHKLMIM, NO3BONAIOLMX NOTPEOUTENIO MCMOb30BaTL NpenmMylLecTsa IP-
TenedoHuu.

ABOHEHTCKMI W03 cepun RG-2400/RG-4400 npepHasHayeH ANA MNOAKNOYEHUA aHaNoroBbIxX
TenedoHHbIX annapatoB M ¢akc-moaemoB K |IP-cetn. bnarogapa BCTPOEHHOMY MapLUpyTM3aTOpPY
YCTpOiiCcTBO o0becneyYnBaeT BO3MOXKHOCTb MNOAKAOYEHUA 06OpyAOBaHMA /IOKANbHOMW CeTU K CeTu
LMPOKOMNONOCHOIO A0CTyMa. K ycTpolACTBY MOMKHO MOAKNOUUTL A0 YeTblpex KOMMbIOTEPOB, AOCTYN B
WUHTEPHET A/1A KOTOPbIX BO3MOMKEH C MOMOLLbIO BCTPOEHHbIX GyHKumin NAT/DHCP-cepsepa. USB-pasbem
MCMOJIb3YeTCa A8 NMOAKIIOYEHNA BHEWHNX HakonuTenen nnm 3G/4G USB-mogema.

1.2 BapwuaHTbl UICNONHEHUA

YCTpOMCTBO BbIMyCKaeTcA B cieayowmux moambukaumsx, Tabauua 1.

Tabnunuya 1 — BapmaHTbl UCNONHEHUS

HaumeHoBaHue o Konunuectso noptos Konuuectso -

moaenm Wntepgeitc WAN uHTepdeica L':\N noptos FXS Hanuuue Wi-Fi
RG-2402G RJ-45 4 Gigabit Ethernet 2 -
RG-2404G RJ-45 4 Gigabit Ethernet 4 -
RG-2402G-W RJ-45 4 Gigabit Ethernet 2 +
RG-2404G-W RJ-45 4 Gigabit Ethernet 4 +
RG-4402G-W RJ-45 4 Gigabit Ethernet 2 +
RG-4402GF-W SFP 4 Gigabit Ethernet 2 +

Yctpoiictea RG-2402G-W, RG-2404G-W  wmetoT BCTpoeHHbI agantep Wi-Fi. Mogenm
RG-2402G-W n RG-2404G-W obecneunBatoT BO3MOKHOCTb MOAKIOYEHUS A0 ABYX BHELIHWUX aHTEHH.
Mogenn RG-4402G-W n RG-4402GF-W umetloT aBe BHYTPEHHME aHTeHHbl. BCcTpoeHHbIt agantep Wi-Fi
nopgaep:meaeTt TexHonormo 802.11n, 4YTO NO3BOAAET MPEAOCTaBAATb YCAYrM nNepefavu AaHHbIX Mo
b6ecnpoBogHoit ceTm ¢ 6osee BbLICOKMM KayeCcTBOM CepBMCA MO CPABHEHWUIO C YCTPOWMCTBAMM,
nopaep:mearowmmm ctaHaapt 802.11g, octaBasacb Npu 3TOM 0BPaTHO COBMECTUMBIM C YCTPOMCTBaMMU
802.11g 1 802.11b. Kpome 3Toro nogaeprkmMpaerca paboTa o4HOBPEMEHHO B ABYX AMANa3oHax YyacToT: 2.4
n5Imu.

8 Ab6oHeHmcKul wto3 cepuu RG-2400/RG-4400



HELTEX

1.3 XapakTepucCTUKa yCTPOMUCTBA

Unmepdpelicoi:
o FXS: 2 unu 4* nopta RI-11;
e LAN: 4 nopra Ethernet RJ-45 10/100/1000BASE-T;

e WAN: 1 noprt Ethernet (RJ-45 10/100/1000BASE-T) nau SFP 1000 BASE-X?;
e WLAN: |EEE 802.11 a/b/g/n’;
e USB: 1 nopt USB2.0.

MuTaHMe W33 OCYLLECTBASETCA Yepes BHelWHUN aganTep 12 B nocTtosHHOro Toka ot cetu 220 B.

DyHKYUU:

e cemesble hyHKYUU:

— paboTa B perKMme «MOCTa» UM KMapLlpyTM3aTopa;

— noaaepka PPPoE (PAP, SPAP 1 CHAP asTopusauus, PPPoE komnpeccus);

— noaaeprkka PPTP;

— noajeprkka L2TP;

— noadepkKa ctatuveckoro agpeca n DHCP (DHCP-knuneHT Ha ctopoHe WAN, DHCP-cepsep
Ha cTopoHe LAN);

— nogaepkka DNS;

— nogaeprka NAT;

—  CeTeBOW 3KpaH;

— nopgaepxka NTP;

—  nopAaepskka MexaHM3MOB KadyecTBa 06cnykmBaHua QoS (QoS no DSCP n 802.1P);

e nognepKa yHKumn IPTV;

e npoToKonbl IP-tenedpoHum: SIP;

e 3XO KOMMeHcauus (pekomeHgauumn G.168);

e [eTEKTOp aKTUBHOCTM peun (VAD);

e reHepaTop KOMPOPTHOrO LWYMa;

e O0OHapy»KeHWe U reHepupoBaHue curHanos DTMF;
e nepeaada DTMF (INBAND, rfc2833, SIP INFO);

e nepepaayva dakKca:

-  G.711A/G.711U;
- T.38;

e pabora c SIP-cepsepom 1 6e3 Hero;
e pyHKYuu ABO:

— yAeprkaHue Bbi3oBa — Call Hold;

— nepepgadva BbizoBa — Call Transfer;

— yBeAoMJIeHMe O NOCTynieHnn HoBoro Bbi3oBa — Call Waiting;
— nepeagpecaumns no 3aHaToctn — Call Forward at Busy;

— nepeagpecauma no HeotseTy — Call Forward at No Response;
— besycnosHas nepeagpecaums — Call Forward Unconditional;
— He becnokouTtb — DND;

— Caller ID: FSK, DTMF;

! TonbKo gns mogeneit RG-2404G, RG-2404G-W
2Toano ons mogeneit RG-2402G-W, RG-2404G-W, RG-4402G-W, RG-4402GF-W
3Toano ona mogeny RG-4402GF-W
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— ropayas amHuaA — Hotline;

—  TpynnoBoii BbI30B;

— nepexsart BbizoBa — Call Pickup;
—  IMBKMIA NNaH Hymepauuu;

o o06HoBneHue N0 yepes web-nHTepdeiic;

o noaaep:xka DHCP-based autoprovisioning;

e TR-069;

e yAaNeHHbI MOHUTOPUHT, KOHOUTYpUpoBaHMe U HacTpolika: Web-untepdeiic, Telnet, SNMP.

Ha pucyHke 1 npuBeaeHa cxema npumeHeHus obopyaoBaHus cepumn RG-2400/RG-4400 Ha npumepe
RG-2404G-W.

MK c Wi-Fi moaynem INTERNET

PucyHok 1 — dyHKLMOHaNbHAA CXema MCNoNb30BaHMA RG-2404G-W

1.4 CrpyKTypa v npuHUMn paboTbl n3genusn

ABOHEHTCKUNI TepmmnHan cepnn RG-2400/RG-4400 cocTounT 13 cieayowmx noAcUCTeM:
e KOHTPOJI/IEP, B COCTAaB KOTOPOrO BXOAMT:

— BbICOKOMHTErpMpoOBaHHaA cuctema Ha Kpuctanne (System-on-a-Chip — SoC) Realtek
RTL8954C, Bkntoyatollaa B ceba npoueccop, rmrabuTHbI KOMMYTaTOpP CO BCTPOEHHbLIMMU
PHY, annapaTHyto akcenepauuio TpadmKka L2/L3/L4, USB 2.0 noptbl, PCI-E KoHTponnepsl, 8
KaHanos PCM pgns paboTbl npuaoxkenuit VolP;

— flash-namatb — 8MB;

— onepatmBHaa namATb SDRAM — 128MB;

e aboHeHTCcKMe komnneKTbl SLIC (2 nnn 4 nopta FXS);

e Ethernet-kommyTatop RJ-45 10/100/1000BASE-T Ha 4 nopTa — LAN;

e Ethernet-moaynb WAN: RJ-45 10/100/1000BASE-T/SFP 1000 BASE—Xl;

e 802.11n dual-band Wi-Fi aganTep (Tonbko ans moaeneit RG-2402G-W, RG-2404G-W, RG-4402G-
w);

e USB Host nopr.

Tonbko ana moaenu RG-4402GF-W
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HELTEX

CTpYKTYpHas cxema yCTPOWCTBa NPUBEAEHA Ha PUCYHKe 2.

RJ45 R145 R145 RJ145 R145

T T T T
ETHERNET SWITCH

KOHTpoOnnep

USB-uHTepdeiic

CPU

il

Wi-Fi mogynb

Soc RTL8954C

RJ11 RJ11 RJ11 RJ11

FXSO0 FXS1

PucyHok 2 — CTpyKTypHasa cxema RG-2404G-W

CTPYKTypHaa cxema Apyrux ycTpoicTs cepun RG-2400/RG-4400 oTAnYaeTca KONMYecTBOM NopToB
FXS n otcytctBnem moayna Wi-Fi.

YcTpoiicTBo paboTaeT nog ynpaBieHMEM OMepaumoHHOM cuctembl Linux. OCHOBHble ¢yHKLUK
yrpaB/ieHna cocpefoTodeHbl B npoueccope Realtek, KoTopblt ocyuwiectBaseT mapwpytusaumio IP-
nakeTtos, obecneumnsaeT paboTy IP-TenedpoHUM, NPOKCUpPOBaAHME FPYNNoBOro TpaduKka u T.4,.

®YHKLMOHANBbHO YCTPOMCTBO MOXKHO pa3gaennTb Ha 4 610Ka:

e bnoK nopaeprKku ceteBbix GyHKLUIA YCTPOMCTBA;

e bnok IP-tenedoHuy;

e bBnok 06paboTkun multicast-Tpaduka;

¢ bnok ynpasneHus (onepaupoHHas cuctema Linux).

BnoK noapepKu ceteBbix PyHKLMNA yCTpoOIicTBa obecneymnBaeT NPOXoXaeHNe U KommyTaumio IP-
MakeToB B COOTBETCTBUM C Tabsvueld MmaplpyTMsaummM YCTPOWMCTBA, MOXeT o0b6pabaTbiBaTb Kak
HeTerMpoBaHHble, TaK U TerMpoBaHHble MaKeTbl B 3aBUCMMOCTM OT HACTPOMKM CeTEBbIX UHTEPdenCcoB.
Noppeprknsaet npotokonbl DHCP, PPPoE, PPTP, L2TP.

Bbnok IP-renedpoHun obecneumnsaet paboTy ycTpoincTBa no npoToKoay SIP ana nepenaun peyesbix
CUrHaNOB MO CETM C KOMMyTauueh nakeToB. PeyeBoi curHan aboHeHTa nNoOCTynaeT Ha MoAy/b
aboHeHTCcKnx KomnnekTtoB SLIC, rge npeobpasoBbiBaeTca B uubpoBoit BUg. OuMPpoBaHHbIN CUrHAN
HanpasnseTca B 610K IP-TenedoHnn, rae Kogupyercs no o4HOMY M3 BblBPaHHbIX CTaHAAPTOB UM B BUAE
UMPPOBBIX MAKETOB MOCTyMNaeT B KOHTPOJIIEp Yepe3 BHYTPUCUCTEMHYIO MarucTpanb. Liudposbie nakeTsl
cogepkaT, KpOMe peyeBblX, CUTHa/bl YNPaBAeHUsA U B3aMMOAENCTBUS.

AboHeHmcKuli wto3 cepuu RG-2400/RG-4400 11
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Bbnok o6paboTku multicast-rpadpuka npegHasHauyeH gns 06paboTkn IGMP-coobueHnin u multicast-
TpaduKa C Uenblo NoaaepKKu GyHKumMi IP-TenesngeHms.

BnoK ynpaeneHuA Ha 6ase onepauMoHHON cucTembl Linux KOHTposMpyeT paboTy BCex oCTasbHbIX
6710K0B M NOACUCTEM YCTPOWCTBA M 06ecrneunBaeT Ux BsaMmoaencrame.

dyHKUMOHaNbHaA cxema ycTpoictea cepun RG-2400/RG-4400 npeactasieHa Ha PUCYHKe 3.

bnok
NoAAepPHKN
ceTeBblX
YHKUMA

YCTPOMCTBA

Bnok
IP-TenedoHmm

Bnok obpaboTku
multicast-Tpadmka

PucyHoK 3 — ®yHKUMOHaNbHaA cxema yCTpoicTea cepun RG-2400/RG-4400

1.5 OcHOBHble TeEXHUYECKMEe napameTpbl

OcCHOBHble TEXHUYECKME NapaMeTpbl YCTPOCTBA NpuBeaeHbl B Tabauue 2.

Tabnuua 2 — OCHOBHble TEXHUYECKME NapaMeTpbl

MpoTtokonbi VolP

| MNopaepxmBaemble NPOTOKOAbI SIP
Ayaunokoaeku
Kogeku G.729, annex A, annex B, G.711a, G.711u, G.723.1,

G.722, G.726-24, G.726-32
MNepepaya moaema: G.711a, G.711u
MNepepaya ¢akca: G.711a, G.711u, T.38

NapameTtpbl WAN-uHtepdeiica Ethernet

Konnyectso noptos

1

INEeKTPUYECKUI pasbem

RJ-45

CKopocTb nepegaun, Méut/c

10/100/1000, aBTooNpeaeneHne

MoaaepykKa cTaHAapPTOB

BASE-T, 1000 BASE-X*

NapameTpbl LAN-uHTepdeiica Ethernet

Konnuectso nHTepdeiicos 4

DNEeKTPUYECKUI pasbem RJ-45

CKopocTb nepegaun, Méut/c 10/100/1000, aBToONpeaeneHne
MNopaepKKa cTaHgapToB BASE-T

Tonbko ana moaenu RG-4402GF-W
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MapameTpbl aHaNOroBbix aBOHEHTCKUX NOPTOB

RG-2402G, RG-2402G-W, | 2
Konunyectso noptos: RG-4402G-W, RG-4402GF-W

RG-2404G, RG-2404G-W 4
ConpoTtueneHue wnenda 00 2 KOm

Mpuem Habopa

MMNYNbCHbIN/YacToTHbIN (DTMF)

3awmnTa abOHEHTCKMX OKOHYaHUI

MO TOKY U NO HanpAXXeHUto

Bblgava Caller ID

FSK BELL202/FSK V.23/DTMF

Napametpbl 6ecnposogHoro uHTepdeiica’

CraHaapThbl 802.11 a/b/g/n
YacToTHbIN AnanasoH, Mrly, 2.4~2.48351Tu, 5.15~5.35Ty
Moaynauua BPSK, QPSK, 16 QAM, 64 QAM, DBPSK, DQPSK, CCK

CKopocTb nepeaayn AaHHbix, Méut/c

802.11b(CCK): 1, 2, 5.5 ,11

802.11g(OFDM): 6, 9, 12, 18, 24, 36, 48, 54

811n (HT20, 800ns Gl): 13, 26, 39, 78, 104, 117, 130
802.11n (HT40, 400ns Gl): 30, 60, 90, 120, 180, 240,
270, 300

802.11n (HT40, 800ns Gl): 27, 54, 81, 108, 162, 216,
243,270

MaKcMmanbHan BbIXOAHAA MOLLHOCTb NepeaaTynKka

802.11b: 16dBm

802.11g: 11dBm

802.11n(20MHz MCS0/8): 19 dBm
802.11n(20MHz MCS7/15): 12 dBm
802.11n(40MHz MCS0/8): 19 dBm
802.11n(40MHz MCS7/15): 11 dBm

YyBCTBUTEIBHOCTb NPUEMHMKA

802.11b: -83 dBm

802.11g: -70 dBm
802.11n(20MHz MCS7): -67 dBm
802.11n(20MHz MCS15): -66 dBm
802.11n(40MHz MCS7): -65 dBm

besonacHocTb

64/128/152-6utHoe WEP-lundpoBaHme AaHHBbIX;
WEP, TKIP n AES

YnpasneHue

YpaneHHoe ynpasneHune

Web-nHtepdeiic, Telnet, SNMP, TR-069

OrpaHuyeHune goctyna

Mo naposio

O6wue napameTpbl

MutaHue

agantep nutaHua 12V DC, 2 A.

MNoTpebnseman MOLLHOCTb RG-2404G

He 6onee 10 Bt

RG-2404G-W

He 6onee 12 Bt

RG-2402G

He 6onee 7.5 BT

RG-2402G-W

He 6onee 9 BT

RG-4402G-W

He 6onee 10 BT

RG-4402GF-W

He 6onee 11,5 BT

Pabouunii ananasoH Temneparyp

oT +5 go +40°C

OTHOCUTENbHaA BNAXKHOCTb NpKn TemnepaType 25°C

no 80%

labapuTtbl cepua RG-2400 218x120x49 mm
cepua RG-4400 187x125x32 mm
Macca He 6onee 0,3 Kr.

! TonbKko gns mogeneit RG-2402G-W, RG-2404G-W
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HELTEX

1.6 KOHCTpyKTMBHOE UCNONHEHUe

ABOHEHTCKMIM TepmuHan cepum RG-2400/RG-4400 BbINOAHEH B MNAACTMKOBOM KoOpnyce pasmepamu
218x120x49 mm.

1.6.1 [llepedHasa naHenb ycmpolicmea

BHewHW BUA nepeaHen naHenn yctponcrtsa RG-2404G-W npuseaeH Ha PUCYHKe 4.

4 N

go2.11n M STANL (Phonel___JUsB I :G.m:cw I
O O O: O O: O O P$'
2 Oro A o)
k  — — j
1 2 3 4 5 6

PucyHok 4 — BHewHu BuA, nepegHent naHenn RG-2404G-W

Ha nepegHelt naHenu ycrpoiictea cepun RG-2400/RG-4400 pacnosiosKeHbl cneaytolime CBeToBble
MHAWKATOPbI M OpraHbl ynpasaeHua:

Tabnuua 3 — OnucaHne MHAMKATOPOB M OPraHOB yNpaBAEeHUA nepeaHel naHenu

dnemeHT nepegHein naHenu OnucaHue
1 Wi-Fi* MHAMKaTop paboTbl 6ecnpoBoHOM CeTU
2 WAN mHankatop WAN-uHTepdeica
3 LAN MHAnKaTopbl noptoB LAN-uHTepdelica
4 Phone MHAMKaTOPbl PaboTbl aHaNOroBbIX TeNeOHHbIX annapaTos
5 USB MHAMKaTop paboTbl BHewHero USB-ycTpoiictea (USB flash, BHewHNi
WeCTKui amck, 3G/4G USB-moaem)
6 Power WHAMKATOP NUTaHWA U cTaTyca paboTbl ycTpolicTea

1Toano ona mogenei RG-2402G-W, RG-2404G-W, RG4402G-W, RG-4402GF-W
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1.6.2 3adHaa naHens ycmpolicmea

BHewHW BUA 3agHen naHenm yctpoictea RG-2404G-W npuBeaeH Ha pucyHKe 5.

- = N

13 b0 pa| 0

Onfoff -'G'+ (02] 19300/
m L , o

\ I .

7 8 9 10 1 12 13 14 7

PucyHok 5 — BHelwHW Bug, 3agHert naHenn RG-2404G-W

Ha 3agHei naHenwn yctponctBa cepun RG-2400 pacnosioXKeHbl cieaylolime pasbemMbl U OpraHbl
ynpasneHus, Tabnvua 4.

Tabnvua 4 — OnncaHMe MHAMKATOPOB W OPraHoOB yrnpaBaeHua 3aaHen naHenan RG2400

dnemeHT 3agHel naHenun OnucaHue

7 pasbem 414 NOAKAIYEeHUA Wi-Fi-aHTeHHbI"

8 On/Off TyMmb1ep BKAOYEHWNA/BbIKAOYEHUA YCTPOICTBA

9 12v pasbem 4NA NOAKAYEHMA aganTepa NUTAaHNA

10 USB pasbem USB ana noaxntodeHua sHewHero USB-ycTpoictea (USB flash,
KeCcTKu auck, 3G/4G USB-mopgem)
pasbem RJ-11 gns nofAKAOUYEHUS aHAaNorosbix TenedoHHbIX annapaTos:

11 Phone - ans ycTpoicts RG-2402G, RG-2402G-W:  2;
- ans yctponcte RG-2404G, RG-2404G-W: 4.

1 LAN 4 nopra 10/100/1000BASE-T Ethernet (pasbem RJ-45) ans
NOAKNOYEHUA CETEBbIX YCTPOMCTB

13 WAN nopt 10/100/1000BASE-T (pasbem RIJ-45) pgna noaknoueHus K
BHELLHel ceTn

14 r bYHKUMOHANbHAA KHOMKa A/aa nepesarpysku yctpoictea u cbpoca K
3aBOACKMM HaCTPOMKam

BHewHMn BMA 3agHen naHenu yctpoiictea RG-4402G-W npuBeaeH Ha puUcyHKe 6. BHelwHWin Bug
3agHen naHenu yctpoinctea RG-4402GF-W npuBeaeH Ha puUcyHKe 7.

\ [ owor v rw.i"_ﬂ - . 1 2 3 a |
ORI e [ e G ]

Phone LAN 10/100/1000 \ F

1 2 3 4 5 6

PucyHoK 6 — BHelwwHW BuA, 3aaHelt naHenn RG-4402G-W
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| \ ON/OFF 12V WAN SFP

Phone LAN 10/100/1000 | ‘

PucyHoK 7 — BHelwHW BUA 3aaHen naHenn RG-4402GF-W

Ha 3agHelt naHenun ycTpoictea cepum RG-4400 pacnofioxKeHbl cieaylolme pasbembl U OpraHbl

ynpasneHusa, Tabaunua 5.

Tabnnua 5 — OnucaHMe MHAMKATOPOB U OPraHoOB yrpaBaeHuMA 3aaHen naHean RG-4400

dnemeHT 3agHei naHenun

OnucaHue

1 On/Off TYyMB/1ep BKIOYEHNA/BbLIKNHOYEHUA YCTPOMCTBA
2 12v pasbem 414 NOAKAOYEHUA aganTepa NUTaHMUA
ona RG-4402G-W WAN nopT 10/100/1000BASE-T (pa3bem RJ-45)
3
ana RG-4402GF-W | WAN SFP | 1000 BASE-X (waccu ana SFP)
4 USB pasbem USB gns nogkntouyeHma BHewHero USB-ycTpolictea (USB flash,
XeCTKuU auck, 3G/4G USB-moaem)
5 Phone pasbem RI-11 ana noaxNOYEHNA aHaNoroBbIx TenedOHHbIX annapaTos
4 10/100/1000BASE-T Eth RJ-4
6 LAN 10/100/1000 nopta 10/100/1000BAS vt ernet (pasbem RJ-45) ana
NOAKAOYEHUA CETEBbIX YCTPOMNCTB

1.7 CseToBasa MHAUKauma

TeKyuwee coctoaHue ycTpoinctea RG-2400/RG-4400 otobparkaeTca npu nomoum nHamkatopos Wi-
Fil, WAN, LAN, Phone, Power — pacnonoxeHHblx Ha nepegHel naHenu. [lepeyeHb COCTOAHWUIM

WHAMKATOPOB NpuBeaeH B Tabuue 6.

Tabnnua 6 — CBeToBas MHAMKALMA COCTOAHUA yCTpolicTBa cepumn RG-2400/RG-4400

NHgukaTop CocTosHMe UHAMKaTOPa CocTosHuMe yCcTpolicTBa

3eNeHbli, TopUT NOCTOAHHO cetb Wi-Fi-akTnsHa

Pa—
Wi-Fi
3eneHbln, muraet

npouecc nepegadun AaHHbIX NO 6ecnposo,u,H0|7| cetn

roput 3eneHbim (10, 100Mbps)/
opaHkesbiMm (1000 Mbps)

YCTaHOB/NIEHO COeANHEHNE MEXKAY CTaHLMOHHbIM
TEPMMHANOM U aBOHEHTCKMM YCTPOMCTBOM

WAN
npouecc NakeTHoW nepeaaym AaHHbix no WAN-
Mmuraet UHTepoency
b YCTaHOB/IEHO COEANHEHMNE C NOAKNOYEHHbBIM
roput 3eneHbim (10, 100 Mbps)/ CETEBbIM YCTPOHCTROM
LAN opaH:kesbiMm (1000 Mbps)

mMuUraet

npoLecc NakeTHou nepeaaum gaHHbIx no LAN-
MHTEepdency

! Tonbko Aana mogeneit RG-2402G-W, RG-2404G-W, RG4402G-W, RG4402GF-W
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3e/1eHbli, FOPUT NOCTOAHHO TenedoHHan TpybKa noaHATa (MMHUA aKTMBHA)
He roput TpybKa nonoxkeHa, HopmanbHasa paboTa
Phone0 B TEYEHME CEKYHAbI MUraeT ¢ Yactoton 20 . .
Ha TenedOoHHbI NOPT NOCTyNaeT BXOAALLMA BbI30B
Phonel l'u, 3aTem 4 cekyHAbl Naysa
1 o
Phone2 3eneHbI, nepuoguyeckoe pefiKoe | OTCYTCTBYET perucrpauma abOHEHTCKOro mopTa Ha
2
Phone3 MUraHue SIP-npokcu cepsepe

,EI,BOI:iHbIE KOPOTKHne MUraHuAa C

noeTt Tect AMHUn
MHTEPBA/IOM B 3 CeKyHAabl

USB 3€e/IeHbIN, ropuT USB-yCTPOACTBO NOAK/IOYEHO
He ropuT USB-yCTPOMCTBO OTK/OYEHO
o BK/NIOYEHO MUTaHWE YCTPOICTBA, HOPMasbHas
3e/IeHbl, ropuT NOCTOAHHO
paboTa
Power OpaHKeBbI, FOPUT NOCTOAHHO OTCYTCTBYET BbIXxoA B MHTepHeT
KPACHbIN, FOPUT NOCTOAHHO 3arpyska ycTpowctea, cbpoc ycTpoicTBa K

33aBOACKMM HaCTPOMKam

1.8 C6poc K 3aBOACKMM HAaCTPOMKam

[na 3anycka ycTpoMcTBa C 3aBOACKMMM HACTPOMKAMM HeoHXOAMMO B 3arpyEHHOM COCTOSHUMU
HaXkaTb W YyAEpPXMBATb KHOMKY «F», Moka WHAMKATOp «Power» He 3aropuTcA KPacHbIM LBETOM.
MpousoraeT aBTOMaTMYecKas mnepesarpyska ycTpoictea. [pu 3aBoAcKMX ycTaHoBKax Ha WAN-
nHTepoerice 3anyweH DHCP-knueHT, agpec wuHTepdeinica LAN - 192.168.1.1, macKa nopcetm -—
255.255.255.0; nma nosb3osaTtensa/naposb Ana gocryna yepes web-unrtepgeric: admin/password.

1.9 KomnaekTt nocrtaBKu

B 6a308Bblii KOMMNIEKT NOCTaBKM ycTpoicTea cepun RG-2400/RG-4400 BxoaAT:

e TepMWHan abOHEHTCKUI YHUBEPCA/bHbIN;

e agjanTtep nuTaHua 220/12B 2 A;

e 2 CbEMHbIE aHTeHHbI (TO/IbKO ANA ycTpoiicTe RG-2402G-W, RG-2404G-W; ycTpolictBa RG-4402G-W
1 RG4402GF-W vMeloT BHYTPEHHME aHTEHHbI);

e PYKOBOZCTBO MO YCTAHOBKE W HAaCTPOMKe.

1Toano ona mogenei RG-2404G, RG-2404G-W
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2 YNPABJIEHUE YCTPOMCTBOM YEPE3 WEB-KOH®UTYPATOP

2.1 Hayvano pabotbl

[na Hayana paboTbl HYXKHO NOAKAOUNTLCA K YCTPOMCTBY No MHTepdeicy LAN yepes Web-6paysep:
1. Otkpoitte Web-6paysep (nNporpammy-npocMOTPLUMK TUMNEPTEKCTOBLIX [AOKYMEHTOB),

Hanpumep, Firefox, Opera, Chrome.
2. BeawuTte B agpecHom cTpoke bpaysepa IP-agpec ycTpoiictsa.

V 3aBogacKoii IP-agpec yctpoiictBa: 192.168.1.1, macKa noaceTtu: 255.255.255.0

Mpu ycnewHom OBOHapyXeHUM YCTPOMCTBA B OKHe bpay3epa oTobpasmTcA CTpaHMLa C 3anNpocom
MMEHM N0JIb30BaTeNA U Napons.

Eltex RG-2404G-W

NoruA

Naponk:

BoATu

3. BseauTe uMMA no/ib3oBaTeNs B CTPoKe «JIOTMH» W Napoib B CTpoke «[laposib».

V 3aBoAcKue yCTAaHOBKMU: NOruH: admin, naponb: password.
4. HaxXmuTte KHOMNKy «BoliTn». B oKHe 6paysepa oTKkpoetca MacTtep 6bICTPOI HAaCTPOMKM.

2.2 Macrtep 6bICTpPOI1 HACTPOUKHU

MacTtep bbICTPOIM HAaCTPOMKM NO3BOAAET NPOMU3BECTU ObICTPOE N3MEHEHME OCHOBHbIX MapamMeTpoB
ycTpoicTea. HacTpolika TemaTUyYeckn nogeneHa Ha CemMb LUAros:
e Tun NOOKMIOYEHUA K cemu — Ha AaHHOM Lwware cneayeT BblbpaTb MPOTOKOJ, NO KoTopomy byzet
OCYLLECTBNATLCA NMOAK/IOUYEHNE K BHELIHEN ceTu:

Twn nooKkNYeHNa K ceTu

TWUN NOAKNKYEHNA DHCP
® Static
PPPOE
PPTP
L2TP
3G/M4G USB-mogem

®

N OB

€ Hasan Nanee »
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Hacmpoliku eHewHeli cemu — Ha AaHHOM wware Heobxo4MMO BBECTM HACTPOMKM, cneumduuHble
AN BbIBpaHHOro BaMy TWMNa NOAKAIOYEHUA K BHeLWHeW ceTu. MNpu BbIBpaHHOM Ha npeablgyliem
ware noakatouyeHun yepes 3G/4G mogem A0CTaToYHO BygeT BbibpaTb onepatopa M TUM COTOBOW
ceTu:

HacTpolikn BHELWHe ceTn

MoBuneHBIN NpoBafaep MTC v
Tun Moaema 4G v
@
€ Hasan Nanee »
-3
7
HacTpoiika BHellHel ceTu ana noaxkatodeHna 3G/4G USB-moaem
HacTpolkn BHeLHeR ceTn
VLAN D
Kma nonesoeaTens
. Mapone
BTopoi gocTtyn DHCP v
it
rd
€ Hasan Hanee »

HacTtpoitka BHewwHel ceTn ana PPPoE nogKkntoueHus

Hacmpoliku IP-menegoHuu (VoIP) — Ha paHHOM Lware npousBoauTca 6a3oBas HacTpoiika IP-
TenedoHuU: cnepyet BBecTn aapec SIP-NpoKcu cepeepa, cepBepa PerucTpaLmm, a Takxke Homepa
TenedoHOB, MMEHA NOJIb30BaTes1IeM, NOrMHbI U NAPOAN ANA TeNePOHHbIX NTNHWUNA:

HacTtponkn |P-TenedoHun (VolP)

Napametpel SIP

SIP-NpoKcH cepeep

&

- CepBep perncTpaLn
Homep

f3 WmMA nonesoBatens TNMorux Napone
TenedoHa

4 MuHua 0 001

NuHKA 1 o002

TNuHKA 2 003

NuHKUA 3 o004

£ Hazan Hanee ¥
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e Hacmpoliku yugposozo menesudeHusa (IPTV) — no3BonseT BKAOUYUTL 60 oTKAtounTb IPTV, npu
HeobxoaMMOCTH, BBECTM Ucnonbayembliit VLAN ID, a TakKe BKAKOYUTbL M BbIOpaTb NopThbl gns STB:

HacTpoitkn undposoro Tenesngenuns (IPTV)

IPTV
BrnounTe IPTV &
- WLAM ID
STB
£
BrniounTe STB
7

< Hazan Nanee »

e Hacmpoliku 6ecnposodHoli cemu (Wi-Fi) — Ha paHHOM Lware npeanaraeTca BKAKOUYUTbL AM6BO
oTkatountb Wi-Fi ana gmanasoHos 2.4 wu 5 [Ty, COOTBETCTBEHHO, a TaKXe HACTPOUTb
NAeHTUOUKATOPbI CETU U NAPOU:

HacTpoiiku 6ecnposogHoil cetu (Wi-Fi)

Wi-Fi 2.4 'y
BrniounTe Wi-Fi - &
@
. MaeHTUMkaTop ceTk (SSID) EltexWiFi
Maponk (knoY WRA)

1

Wi-Fi 5y
rd

BrntounTe Wi-Fi - ¥
MaeHTUUKaTOp ceTh (SSID) EltexWiFisG

Maponk (Knkoy WPA)

¢ Hazan Nanee »

e Hacmpoliku 6e3onacHocmu — Npea/iaraeTcs CMEHUTb Napo/b agMUHUCTPATOPA YCTPOMCTBA:

HacTpoiikn 6esonacHocTi

MNapone

MoaTEEpHaEHnE Napons

{ Hasan Hanee »
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MPUMEYAHMUE! Mepexoa K cneayrollemy Liary HacTPOMKM OyaeT 3ab6/10KMPOBaH A0 YCTaHOBKM
HOBOrO NapoA (ycTaHaBAMBaEeMbIi MAPOJib MOMKET COBMNAAATb C TEKYLLUM).

o Hacmpoliku epemeHu — Ha gaHHOM Liare TpebyeTca BbIOpaTh YacoOBOM MOAC, a TaKKe BBECTU agpec
cepBepa CUHXPOHW3aUUK BpeMeHN 1Mbo BbIOpaTb cepBep M3 BbIMNaLaloWwero cnmcKa:

HacTpoWkn sBpemeHn

YacoBoM NoAc Moscow, Russia ¥

CepBep CHHXPOHU3ALINK

@

NB

Mocne BbINONHEHWUA BCEX LIArOB CAeAyeT HaXKaTb Ha KHOMNKY «MpUMEHUTb», NOC/E YEero BO3MOXKHO
NPOAOKUTb PaboTy C YyCTPOMCTBOM.

APUMEYAHUE! TMNocne npumeHeHUs KoHourypaumum 6yaeT npousBeAeHO aBTOMaTUYecKoe
nepeHanpas/sieHne Ha cTpaHuuy no agpecy http://192.168.1.1/.

N3 macTepa ObICTPON HACTPOMKM MOXKHO B Nt0OOM MOMEHT BbINTM, BblbpaB B HOKOBOM MEH!O
MoHuTopwMHT, MANTKM nan HacTporiky.

2.3 CmeHa nonb3oBaTenem

Ha ycTpoicTee cylwiectByeT Tpu TMna nosb3osaTtesei: admin, user u viewer. Monb3osatesb admin
(naponb no ymonuaHuio: password) MmeeT MOMHbIA AOCTYN K YCTPOMWCTBY: YTEHWE M 3anucb Mobbix
HaCTPOEK, MNOJIHbIN MOHUTOPUHT COCTOSAHUA YCTPOWCTBA. M01b30BaTENb USer (Maposib MO YMOYAHUIO: User)
MMeeT BO3MOXKHOCTb BbINOJHUTb TO/IbKO HAcTpPoiKy PPPoOE ana nogkntoueHusa K MIHTEPHET M HacTpoMKy
Wi-Fi, He nmeeT JocTyna K MOHUTOPUHIY COCTOAHMA YCTpoicTBa. Mosb3oBaTesb viewer MMmeeT MpaBo
TONbKO MPOCMATPUBATbL BCIO KOHOMrypaLumio ycTpoincTea 6e€3 BO3MOMKHOCTM YTO-IMBO pesakTMpoBaTb,
MOHWTOPUHT COCTOSAIHUA YCTPOICTBA MY AOCTYNEH B MOIHOM 06beme.

RG-2404G-W we s

Cete UEEENZGGEIEN IP-Tenesngerdde  lokanoHbie waTepgedcel  CHcTema

MpY HaxKaTUK Ha KHOMKY «8biXx00» TEKYLLLAA Ceccus Nosb3oBaTens byaeT 3aBeplueHa, 0TobpasuTca
OKHO aBTOPU3aLMMK:

Eltex RG-2404G-W

NoruH

user

Mapone

BoATH
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Onsa cmeHbl gocTyna HeobxoAMMO yKasaTb COOTBETCTBYHOLIME MMSA MOJIb30BATENA U MapO0Jib, HaXaTb
KHONKY «Bolimu».

2.4 Pexumbi pabotbl WEB-uHtepdeica

WEB-uHTepdeiic ycTpoiictea cepun RG-2400/RG-4400 moeT paboTaTb B TPEX PeXKMUMaX:

MOHUTOPUHT — PEXMUM MOHUTOPUHTA CUCTEMbI — UCMOb3YETCA AN NPOCMOTPA PA3/IMYHOIO poaa
MHPopMauumn o paboTe YCTPOMCTBA: aKTUBHOCTb MHTEpPHET-COeaMHEHUS, COCTOAHME TenepOHHOTO
nopTa, 06bem NpUHATLIX/NepeaaHHbIX 4aHHbIX NO CETEBbIM MHTepdeicam v T.4.;

MANTKU — perrmm B6bICTPOro KOHPUrypMpOBaHMA CUCTEMbI — B KaXKAOM MAWUTKE CrpynnupoBaHbl
HacTpPoMKM no wux OYHKUMOHaNbHOMY HasHauyeHuto: WHTepHeT, IP-tenedponus, Wi-Fl, IP-
TenesugeHme n  Cuctema. B nanTKy BbiBeAeHbl TObKO OCHOBHblE MapaMeTpbl, NO3BOJANOLINE
MaKCMMasibHO BbICTPO HAaCTPOUTb onpesesieHHY0 GYHKLMIO YCTPONCTBA;

HacTpoiikKm — paclMpeHHbIN  pPeMm  KOHOUIYPUPOBAHUA  CUCTEMbI  (PEeXMM  MOJIHOrO
KOHOUIrypupoBaHMa) — NO3BOAAET BbINOJHUTL NOJIHOE KOHPUTYpUpPOBaHME YCTPOMCTBA.

Macrtep 6bICTPOii HAacTPOKN — peMm 6a30BOro KOHPUIrYpPUPOBAHUA CUCTEMDBI, COCTOALMMN U3
CeMM TeMaTMYEeCKMX LWAroB M MO3BOMAKOWMIA NPOU3BECTU ObiCTpylo 6a30BYyl0 HACTPOMKY
yCTpoicTBa.

[na HaBuraumm mexay pexunmamu WEB-uHTepdeiica ncnonb3yeTtca naHeb, KOTOPas HaXo4MUTCA C

nesoi ctopoHbl WEB-uHTepderica. Mpy HaBeAeHMM YKa3aTeNs MbIWW NaHeNb PacKpblBaeTcA:

WHTepHer WHTepHeTt
Pesxim pad Pexum pa
MpoTg Mpo]

BHelHKA IP-ag) Bueiiii ]
Macka noac @ MOHUTOPHHT b
2 LUnko3 no ymonya £5E NUTEM Iy
. MepBrdHBIA [ $# HacTpolikn i
7 BTOpI4HbIA [ # MacTep GbicTpoit HacTpodikn HI

N3 peskuma «MAnTKU» B pesum «HacTporKkm» nepexos, BO3MOMEH TaKKe uepe3 CCbIAKy

«no,a,po6Hee» B Ha3BaHWU NANTKWN.

2.5

MpumeHeHMe KOHOUrypaLum n oTMeHa U3SMeHeHUM

1 TMNpumeHeHWe KoHPUrypaumm

Mo HaXaTuio Ha KHONKY «MpUMeHUTb» NPOUCXOAUT cOXpaHeHMe KoHdurypauum Bo flash-
NamATb YCTPOMUCTBA M NPUMEHEHUE HOBbIX HAaCTpoeK. Bce HacTpoiiku BcTynaloT B cuny 6e3
nepesarpysKu ycTpoicrea.

22
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KHoMKa «MpuMeHUTb» B MEHI0 BbICTPOro KOHOUIYPUPOBAHMSA M B MEHI0 PaCLUMPEHHbIX HAacTpoek

+ TpHMEHUTE
COOTBETCTBEHHO MMeeT BUA,: ; .

B WEB-uHTepdeiice peannsoBaHa BM3yanbHas MWHAMKAUMA TeKyllero CocToAHMA npolecca
npumeHeHus HacTpoek (Tabauua 7) .

Tabnnuya 7 — BuayanbHaa MHAMKALMA TEKYLLETO COCTOAHUA NpoLecca NPUMEHEHMA HACTPOEK

BHewHwWii Bug, OnucaHue cocToaHUA

MNocne Ha)katmMa Ha KHOMKY ((anIMEHMTb» nponcxoguT npouecc npMMeHeHNA “n

HacTpoiky ceTH <

3anucKM HacTpoeKk B namATb ycTpoictBa. O6 atom MHPOpMUPYET 3HAYOK HB
Ha3BaHMW BKAAAKM M Ha KHOMKe «[1pUMEHUTbY.

HaCTpOiKW CETH @ 06 ycnewHoM COXPaHEeHUW U MPUMEHEHUU HACTPOEK MHPOPMMPYET 3HAYOK kil B
Ha3BaHMM BKAAOKM.

Ecnn 3HaueHne napameTpa 6b1N0 yKa3aHO C OWNBKOM — NOCAe HaMKaTuA Ha KHOMKY
«MMpMEHNTL» NOABUTCA COOTBETCTBYIOLLEE coobluleHne 06 olwmnbKe C yKasaHuem

NPUYnUHbI, @ B Ha3BaHUW BK/Z1aAKHN OTO6pa3MTCH 3HA4OK E]

HacTpofky ceTi @

2 OTmeHa u3meHeHun

Jl OTMeHa M3MEHEHMiIi NPOM3BOAUTCA TOJIbKO A0 HaXaTUA Ha KHONKY «lMpumeHutb». B aTom

cnyyae U3MeHEHHble Ha CTpaHuMue napameTpbl OGHOBATCA TEKYLMMWM 3HAuYeHUAMM,

3anuMcaHHbIMM B NaMATU ycTpoiictBa. Mocne Ha)KaTMa Ha KHoMKy «lMpuMmeHUTb» BO3BpaT K
npeAbiAyLWMM HacTpoiiKam b6yaeT HEBO3MOXKEH.

KHOMKa OTMEHbl M3MEHEHUI B MEHIO ObICTPOro KOHPUIypuUpPOBAHUA U B MEHIO PaCLUIMPEHHbIX

x ® Ormena
HACTPOEK COOTBETCTBEHHO UMEET BUA: ;

2.6 MeH10 6bICTPOro KOHGUrypUpoOBaHUA

B MeHIo BbICTPOro KOHGUIrypMpoBaHUA oTOBpaXKatoTCA OCHOBHbIE HACTPOMKM YCTPOMCcTBa, PUCYHOK

RG-2404G-W we  agmn
WnTepHer nogpoSHee IP-TenecoHma noapoGHes Wi-Fi noppoGHee IP-TeneBuaeHue noaposHee
PexiaM paboTs  MapwpyTwsatop * Mema 0 Tisns A 2 THiA F 24rmy STy BRMOUHTS IPTV @
PeaM patoTer Touka A0CTyna BT HTTE 4
BeNiounTe & npoKcH
Mepayibi DNS [E——
Homep | 00 s MopT HTTP | 1234
L BropuuHeil DNS .
AyTeHTURHKALMA Ssli =
MMA NONB3oEATENA Pexmum Ge3onacHocTH
i’ -
Cucrema nonposHes
HocTyn k Web
HTTP @
HTTPS
-

©000 Tioednpuamue "3nmerc’, 2011 — 2017

PucyHoK 8 — MeHto BbICTpOoro KOHPUrypmpoBaHua
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2.6.1

HacTpoliku pasgeneHbl No caeayowmm KaTeropmsam:

e UWHMepHem — BbICTPasA HACTPOIIKa BbIXOAA B CeTb MIHTEPHET;

e IP-menegoHua — bBbicTpas HAcTPOMKa TenepoHuu;

e Wi-Fi— HacTpolika 6ecnpoBO4HOMN TOYKN A0CTYNa;

e IP-menesudeHue — KOHOUIYPUPOBAHUE YCTPOMCTBA AN NOAAEPHKKMN PYyHKLMI IPTV;

e Cucmema — HACTPOWKa CUCTEMHbIX NMapameTpoB (A40CTyN K YCTPOWCTBY, CUHXPOHM3ALMA BPEMEHU

unp.).

NHmepHem

Ona poctyna K cetM WMHTepHeT HeobxoAMMO YCTaHOBMTb OCHOBHblE HAcTPOWKM B pasaene
«MHTepHeT». ANA yKa3aHUsA A0NONHUTENbHbIX NapameTpoB NepenamTe B PeXKUM pPacLiMpPEHHbIX HACTPOoEK,
HaKaB CCbINKY «noapobHee».

e Pexcum pabomesi — pexkxum paboTbl YCTPOMCTBA:

Mapwpymuzamop — mexay LAN- u WAN-uHTepdpeincom ycTaHaBIMBAETCA PeEXUM
mapLupyTtunsatopa (LAN nsonmposaH ot WAN);

Mocm — mexgy WAN u LAN-uHTeppencom yCTaHaBAMBAETCA PEXMM MOCTA: AaHHble
nepegatotca npospayHo n3 LAN 8 WAN u obpatHo.

e [lpomokon — BbIBOP MPOTOKOMA, MO KOTOpOoMy OyaeT ocywecTBaATbca noakatodeHne WAN-
nHTepdelica yCTPoNCTBa K CeTn npoBangepa:

— Static — pexxum paboTbl, Nnpu KoTopom IP-aapec n Bce Heobxoaumble napametpbl Ha WAN-

nHTepdenc HasHayaloTca ctatmuecku. Mpu Bbibope Tuna «Static» Ana pefakTMpPOBaAHUSA
6yayT AOCTYMHbI Cieaylowme napameTpbi:

- BHewHul IP-adpec ycmpolicme — ycTaHoBKa IP-agpeca WAN-uHTepdelica ycTpolicTa B

ceTV NpoBanaepa;

- Macka nodcemu — macKa BHelIHeWn NoaceTy;
- LLAo3 no ymMon4aHuo — afpec, Ha KOTOPbIA OTNPaBAAETCA NaKeT, ecan A8 Hero He

HallgeH MapwpyT B TabanLe mapLupyTmsauuu;

- MepsuyHbili DNS, BmopuyHseili DNS — appeca cepBepoB [AOMEHHbIX WMEH

(ncnonb3ytotca ana onpeaeneHna IP-agpeca ycTponCcTBa MO €ro AOMEHHOMY MMEHM).
[laHHble N0AA MOMKHO He 3aN0/HATb, ECAN B HUX HET HE0BX0AUMOCTH.

DHCP — pexxum paboTbl, npu KoTopom IP-aapec, macka noaceTn, agpec DNS-cepsepa, w03
Mo YMOJIYaHUIO U Apyrve napameTpbl, Heobxogumble ans paboTbl B CETU, BYAyT NOAyYeHbI
ot DHCP-cepBepa aBTOMATUYECKMU.

Moaaeps>kmMBaemble onLUUn:

1 — macka ceTty;

3 —aapec ceTeBoOro W03a N0 YMONYAHMIO;

6 —agpec DNS-cepBepa;

12 — ceTeBOE UMSA YCTPOMCTBA;

28 — lWwMpoKoBeLLaTeNbHbIM afpec ceTy;

33 - cTaTU4ecKMe MapLlpyThbl;

42 — appec NTP-cepBepa;

43 — cneundmryHaa MHPopmaLma NPoON3BOANTENS;
60 — anbTepHaTmBHbIi Vendor ID;

66 —apgpec TFTP cepsepa;

24
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67 — nma ¢aiina nporpammHoro obecnedyeHuma ana 3arpyskn no TFTP c cepsepa u3
onunmn 66;
121 — becKknaccoBble CTaTUYECKME MapPLLPYThI.

B DHCP-3anpoce B onuumM 60 ycTpoicTBO nepedaeT creaywowyo nHGopmauuto
npoussoautens B popmare:

[VENDOR:npoussoautens][DEVICE:Tnn ycTpoicteal][HW:annapatHasn Bepcus]
[SN:cepuitHbii  Homep][WAN:MAC- aapec wuHTepdeiica WAN][LAN:MAC- agpec
nHtepderica LAN][VERSION:Bepcua nporpammHoro obecrneyeHus)

Mpumenp:
[VENDOR:EItex][DEVICE:RG-2404G-W][HW:1.4][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:#1.12.0]

CnucoKk ucnonb3yemblx DHCP onuuin Ha Kaxkaom ceteBom WHTepdelice (Internet, VolP,
Management) MOMHO 3agaBaTb Bpy4Hyl. WHPopmaumsa Mo HaACTPOMKe CrUcKa B
NpUAoXeHunn B.

— PPPoE — pexum paboTbl, npn KoTopom Ha WAN-uHTepdelice nogHumaetcs PPP-ceccus.
Mpu BblIbOpe «PPPOE» ans pegakTMpoBaHMA CTaHYT AOCTYMHbI caedytolmMe napameTpbl:

- UIma none3zosamesnda — MA NONb30BaTeNa Ana asTopmsaunn Ha PPP-cepsepe;

- Maposab — naponb ana astTopmusauunm Ha PPP-cepsepe;

- Service-Name — vmsa ycnyrn — 3HadeHue Tera Service-Name B coobuweHuun PADI gns
WMHULManuM3aumm PPPoE-coeguHeHus (MCnosib3oBaHWE AaHHOW OMNuUUKM He ABAAEeTCA
06s3aTeNIbHbIM, 3TOT NapameTp HacTpPaMBaeTca TO/bKO Mo TpeboBaHMIO NpoBaliaepa);

- Bmopotli docmyn — Tmn A0CTyna K 10Ka/IbHbIM CETEBLIM PECYPCAM.

Mo»Ho BbIOpaTb 2 BapuaHTa:

DHCP — puHamuyeckuit goctyn, Korgaa IP-agpec M Bce Heobxogumble MmapameTpbl
nosay4atoTca no npotokoay DHCP;

Static — cTaTUYeCcKMn — B 3TOM c/lydae Heobxoaumble g AOCTyna napameTpbl HYXKHO
yKasaTb Bpy4Hyto: IP-adpec, Macka nodcemu, DNS-cepsep.

— PPTP — peXum, Npu KOTOPOM BbIXOg, B MHTEPHET OCyLLecTBAAETCA Yepe3 chneumasbHbli
KaHan, TyHHenb, ucnosb3dysa npotokon PPTP. Mpu Bbibope «PPTP» pna pepakTMpoBaHWUSA
CTaHYT AOCTYMNHbI cCheaytowme napameTpsbl:

- PPTP-Cepsep — appec cepsepa PPTP (gomeHHoe ums unu IP-agpec B dopmare IPv4);
- UIMa none3zosamend — MA NONb30BaTeNa AnA asTopmsaunm Ha PPTP-cepsepe;
- Mapons — naponb gna asTopmsaumm Ha PPTP-cepsepe;
- Bmopoli docmyn — TMn AOCTyna K JIOKaAbHbIA ceTeBbiM pecypcam u PPTP-cepsepy.
Mo»Ho BbIOpaTb 2 BapuaHTa:
DHCP — auHamuyeckuit goctyn, Koraa IP-agpec M Bce Heobxogumble MnapameTpbl
nosay4atotca no npotokony DHCP;
Static — cTaTU4eCcKuit, B 3TOM C/ay4yae Heobxogumble ana goctyna kK PPTP-cepsepy
napameTpbl 33a43at0TCA BPYUHYIO:
= |P-gdpec — npu CTaTUYECKOM AOCTyne C 3TOro agpeca OCyLLecTBAAETCA AOCTyn
0o PPTP-cepsepa;
= Macka nodcemu — nNpu CTaTUYECKOM A0CTyNe Macka noaceTu;
= DNS-cepsep — npu ctaTuyeckom goctyne cepsep DNS, ucnonbsyembii B
NIOKanbHOWM cetw;
= [ll703 — NpU CTaTUYECKOM AOCTyne w3 gns goctyna K PPTP-cepsepy (ecam
Heobxoaum).
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— L2TP — peXXum, Npu KOTOPOM BbIXoZ B MHTEpHET ocylecTBAAETCs yepes chneuumasbHbli
KaHan, TYHHeNb, ucnonb3ya npoTtokon L2TP. Mpwu Bbibope «L2TP» pna penakTMpoBaHuA
CTaHyT AOCTYMHbI Cneaytowme napameTpbl:

- L2TP-Cepsep — appec cepsepa L2TP (gomeHHoe uma nau IP-agpec B popmarte IPv4);

- ImA nons3osamesnsa — UMA NONb30BaTeNA ANA aBTopu3aummn Ha L2TP-cepeepe;

- [lapoas — naponb gna aBTopmsaumm Ha L2TP-cepsepe;

- Bmopoli docmyn — TMn AOCTyna K JIOKa/bHbIA ceTeBbiM pecypcam u L2TP-cepsepy.
MoKHo BbIbpaTb 2 BapuaHTa:
DHCP — panHamuuyeckuir goctyn, Koraa IP-agpec u Bce Heobxoaumble napameTpbl
nosy4atorca no npotokony DHCP;
Static — cTaTM4YecKuit, B 3TOM C/lydyae Heobxoaumble ans goctyna K L2TP-cepsepy
napameTpbl 3a4at0TCA BPYUHYIO:

= |P-gOpec — Npu CTaTUYECKOM ZOCTyne € 3TOro agpeca OCyLLeCTBAAETCA AO0CTyn
00 PPTP-cepsepa;

= MacKka nodcemu — nNpwn CTaTUYECKOM A0CTYNe MacKa NoACeTH;

= DNS-cepsep — npu cratmdeckom pgoctyne cepsep DNS, ucnonb3yembii B
JIOKaNbHOWM ceTy;

= [llA03 — Npu CTaTUYECKOM AO0CTyne W3 Ana goctyna K L2TP-cepsepy (ecau
Heobxoanm).

Mpotokonbl PPTP u L2TP mcnonb3yloTca gnA CO34aHMA 3aWMLLEHHOrO KaHana
CBA3K yepe3 Internet mexKAy KOMNbIOTEPOM yAaNeHHOro Mo/b30BaTeNsA M YacTHOM
ceTbto ero opraHmsaumn. PPTP n L2TP ocHoBbiBatoTcaA Ha npoTokone Point-to-Point
Protocol (PPP) n aBnstoTcs ero pacwmpeHnamu. JaHHblie BEpXHUX ypoBHei mogenn OSI
CHa4yana nHKancyampytotca 8 PPP, a 3atem B PPTP naun L2TP ans TyHHeNbHOM Nepeaayn
yepes cetu obuero goctyna. OyHKUMOHaNbHbIE BO3MOXHOCTU PPTP 1 L2TP pasinyHbl.
L2TP moeT MCcnonb3oBaTbcA He ToNbKOo B IP-ceTax, cnyxebHble coobuieHua ans
CO34aHMA TYHHENA U NepPecblIKM N0 HEMY AaHHbIX UCMOAb3YHOT O4MHAKOBbIV popmaT m
npoTokosibl. PPTP Mo)KeT npumeHATbCA ToAbKO B IP-ceTax, n emy Heobxoaumo
otaenbHoe coeauHeHue TCP ana co3gaHua M MCNOAb30BaHWUA TyHHenA. L2TP nosepx
IPSec' npepnaraetT 6onblie ypoBHel GesonacHocTv, Yem PPTP, U MMeeT BbICOKYHO
cTeneHb 6€30MacHOCTM BaXKHbIX A48 OpraHM3aumm 4aHHbIX.

OcobeHHocTn L2TP penatoT ero odeHb NepCcrneKkTUBHbIM MPOTOKO/IOM A/1A NOCTPOEHUS
BUPTYa/bHbIX ceTeil.

2 v v
Mocm® — ycTpoiicTBo pabotaeT B perkume mocTa (5-mopToBbli KOMMyTaTop), AAs [0CTyna K
YCTPOMCTBY YCTAaHOBUTE MapameTpbl:

e |P-adpec — IP-agpec mocTa;
e Macka nodcemu — macKa noacetn mocTa.

[na BCTynneHus B CUAY HOBOM KOHOMIypauum UM 3aHeCeHUA HACTPOEK B 3HEpProHe3aBUCUMYIO

NamMATb HAXXMUTE KHOMKY . [0na oTmeHbl NU3MEHEHUN HaXKmuTe KHOMKY

YT106bI NOAKAOUYUTL YCTPOMCTBO K CETU NPOBaiaepa, HEOBX0AMMO YTOYHUTL Yy OnepaTopa ceTeBble
HaACTPOMKK. MpK NCNONBb30BAHUWN CTaTUYECKUX HACTPOEK B nosie «[pOTOKON» HYKHO BbIOpaTb 3Ha4YeHue
«Static», 3anonHUTL Nnona «BHewHun IP-agpec ycTpoincTea», «Macka noacetn», «LLnto3 no ymonyaHuo»,
«MepBuYHbIl DNS» u «BTopuuyHbin DNS», npeaoctaBneHHbIMM NPOBAaNAEPOM COOTBETCTBYHOLLMMM
3HayeHuamuU. Ecam ycTponcTea B CETM NpoBaigepa Nosy4atoT ceTeBble HAaCTPOMKM No npoTokonam DHCP,

1 o

B TeKkyLei Bepcum nporpammHoro obecneyenus IPSec He noaaeprkMBaeTcs.
2

B Bepcum MO 1.5.0 Henb3A co3aaTb MOCT B TEFTMPOBAHHOM peXxume.
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PPPoE, PPTP mnu L2TP — B nose «lpoTokon» BbibepuTe COOTBETCTBYIOWMIA NPOTOKOA U BOCNOAb3YUTECH
WMHCTPYKLMAMM NpoBangepa AN NOAHOM U NPaBUAbHOM HAaCTPOMKM YCTPOMCTBA.

2.6.2 IP-menedgoHun

Ons paboTbl IP-TenedoHNM HEOOXOAMMO YCTAaHOBUTb HAaCTPOMKU B pasgene «IP-tenedpoHus». Ona
YKa3aHWA [LOMNONAHWUTE/bHbIX MNapaMeTpoB MEpPeVanTe B PEXUM PACLUMPEHHbIX HACTPOEK, HaXKaB CCbIIKY
«noapobHee».

Bo Bknagkax «/IMHMA 0» .. «/IMHMA 3»' BbINONHAIOTCA OCHOBHbIE HACTPOMKM TenepOHHbIX MOpPTOB
ycTpolictBa «Phone0».. «Phone3» cooTBeTCTBEHHO:

e Bkaw4Yumb — Npu yCcTaHOB/IEHHOM dare gaHHasA JIMHUA aKTUBHA;

e Homep — abOHEHTCKMIN HOMEP, 3aKPENJIEHHbIN 3a TeNedOHHOM NNHNEN;

e VimMAa noss3osamerss — UMA NONb30BATENA ANA ayTeHTUPUKaLMK Ha SIP-cepBepe;
e [laposab —naponb ana ayteHTUdUKaumm Ha SIP-cepsepe.

Bo BKnaake «SIP» BbINONHAOTCA OCHOBHbIE HAacTPOMKK ana SIP-npokcu cepeepa:

e SIP-npoKcu cepsep — ceTeBol agpec SIP-cepBepa — yCTPOWMCTBa, OCYLLECTBAAKOLWLETO KOHTPO/b
AocTyna Bcex aboHeHTOB K TeniepOHHON ceTu npoBangepa. MoXHO yKasaTtb Kak IP-agpec, Tak 1
AOMEHHOe UMA (Yepes [BOETOYME MOXKHO 334aTb anbTepHaTMBHbIM UDP-nopt SIP-cepsepa, no
ymosiyaHuio 5060);

e Pezucmpayus — nNpwu ycTaHOBMEHHOM ¢nare paspelleHa pernctpauma aboHEHTCKMX MOPTOB Ha
cepsepe perucTpaumm;

e (Cepsep pezucmpayuu — ceTeBOM aapec YCTPOMCTBA, HAa KOTOPOM OCYLLECTBAAETCA perncrpauma
Bcex aboHeHTOB TenedoHHOM CeTu C Lesiblo NpesocTaBNeHma MM NpaBa NoJib30BaTbCA YCaAyramm
cBA3M (Y4epe3s ABOETOUME MOMKHO YKasaTb aNbTEepPHATUBHLIN MOPT CepBepa perncrpauuu, no
ymonuyaHuio 5060). MoKHO yKasaTb Kak |P-agpec, Tak n gomeHHoe uma. O6blYHO cepBep
perucTpauumn Gpusmnyeckm coBmellieH ¢ SIP-npokcn cepsepom (OHM MMEIOT OANHAKOBLIN agpec);

e SIP domain — pomeH, B KOTOPOM Haxo4MTCA YCTPOMCTBO (3aMONHATL MPU HEOBXOAMMOCTH).

[na BCTYNAEHMA B CUAY HOBOW KOHOUIYpauMM M 3aHECEHMA HACTPOEeK B 3HEProHe3aBMCUMYLO

NamMmATb HAXXMUTE KHOMKY . Ona oTmeHbl M3MEHEHUIN HaXKMmnTe KHOMKY

2.6.3 Wi-Fi

Ons paboTbl ycTpoiicTea no cetu Wi-Fi Hy»KHO yKa3aTb OCHOBHble HacTpolKkKn B pasgene «Wi-Fiy».
[nAa yKasaHWA [OMNONHUTENbHbIX MAPAMETPOB MeperauTe B PEeXMM PaACLUMPEHHbIX HACTPOEK, HaKaB
CCbI/IKY «NoApobHee».

Bo BKknagke «2.4 Mu» BbINONHAKTCA HAacTpoku ana cetn Wi-Fi Ha yactoTe 2.4 T, BO BKhagKe «5
[Tu» BbINOAHAOTCA HAacTpolku ana cetn Wi-Fi Ha yactote 5 T

e Brmoyume Wi-Fi — npu yctaHoBfeHHOM ¢nare akTMBMpoBaHa 6ecnpoBogHas TOYKa AOCTyna B
COOTBETCTBYIOWEM AManasoHe yactoT (2.4 T wan 5 Tu), npu cHAaTOm dnare — TouKa AocTtyna
OTK/IIOYEHQ;

e SSID — umsa becnpoBOAHOM CETU, UCNONb3YETCA ANA NOAKNIOYEHMA K YCTPOMCTBY. MaKcumanbHas
O/MHA UMeHM — 32 CMMBOAA, BBOJ, C YYETOM perncrTpa Knasuatypbl. JaHHbIA napameTp MOXKeT

1,£|,}1ﬂ mogeneit RG-2402G, RG-2402G-W, RG-4402G-W, RG-4402GF-W ons HacTpOMKM AOCTYMHbI TO/IbKO BK/IaZKK
«InHuna 0», «JInHna 1»
’ Mantka Wi-Fi OO0CTYMNHa ToNbKo ans mogenei RG-2402G-W, RG-2404G-W, RG-4402G-W, RG-4402GF-W
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cocTtoATb M3 umbp, NaTUHCKMX OYKB, a Takke cumsonos "-", " ", "', "I" "1 UH' npu aTom
cumsonbl 1", "M "#'Y He moryT cToATb NepBbIMU;

e Pexcum 6e3onacHocmu — Bblbop perknma 6e3onacHOCTN 6ecnpoBOAHOMN CeTu:

— Off — oTkNtoYeHo WndpoBaHMe 6ecnpoBoAHON CETU, HU3KNI ypOBEHb be30onacHOCTY;

—  WEP — ayteHTUdUKauma WEP. WEP-KAtO4 A0/IKEH COCTOATb U3 WIECTHAALATEPUYHbBIX UndpP U
umeTb AanHy 10 uam 26 cMmBOIOB, MO0 A0NKeH BbiTb CTPOKoK (cumBonbl a-z, A-Z, 0-9,
~@#S%"N&*()_-+=) n umeTb AnMHY 5 nan 13 cumsonos.

— WPA, WPA2 — ayteHTudmkauma WPA n WPA2. [invHa Katoya coctasnseTr oT 8 go 63
CMMBONIOB. Pa3speluaeTca MCNONb30BaTb TOILKO CUMBOAbLL: a-z, A-Z, 0-9, ~I@#S%"&*() -
+=;:\\|/?.,<>"" unn npoben.

[nAa BCTynneHus B CUAY HOBOM KOHOMIypauum M 3aHeCceHUA HACTPOEK B SHEProHe3aBUCUMYIO

NamMmATb HaXXKMUTE KHOMKY . ﬂ,ﬂﬂ OTMEHbI USMEHEHWUI HaXKMUTE KHOMKY

2.6.4 IP-menesudeHue

Ana paboTbl GyHKUMK IPTV HYKHO BbINOJHUTL OCHOBHbIE HACTPOWMKN B pasaene «IP-TenesmaeHune».
[NA yKasaHWAa [ONONHUTENbHbLIX NAapameTpoB NepenamuTe B PEXMM PaCUMPEHHbIX HACTPOeK, HaXkas
CCbINIKY «MoApobHeey.

e Brkarwyume IPTV — npu ycTtaHoB/IeHHOM dJiare paspelleHa TpaHcaauma naketos IP-tenesmngeHun ¢
WAN-uHTepdeiica RG-2400/RG-4400 (13 ceTu npoBaitaepa) Ha YCTPOWCTBA, MOAKAIOYEHHbIE K
LAN-uHTepoecy;

e Brarwyume HTTP-npokcu — npw ycTaHoBAeHHOM dnare ncnonb3osatb HTTP-npokcn. HTTP-npokcu
ocyuiectBasieT npeobpasosaHme UDP-notoka B noTok HTTP, 4To nNo3BosAET yAyyllMTb KayecTBo
TPAHCANPYEMOTO M300PaXKEHUA NPU NIOXOM KayecTBe KaHafa CBA3M B JIOKa/IbHOM ceTu. OyHKUmA
nonesHa npu npocmotpe IPTV yepes 6ecnpoBogHbIi KaHan Wi-Fi;

e [lopm HTTP — Homep nopTta HTTP-npoKcK, ¢ KOTOpOro 6yAeT oCyLecTBAATLCA TPAHCAMPOBaHUE
BMAE0-NOTOKA. Mcnonb3yinte 3TOT MOPT ANA MNOAKAOYEHUA K TPAHCAMPYEMBIM YCTPOMCTBOM
notokam IPTV.

Hanpumep, ecnn yctponcteo umeeT Ha LAN-uHTepdelice agpec 192.168.0.1, p1s nopTa NpoKcu-cepeepa
BblbpaHO 3HauyeHue 2345, u HeobxoaMmo BocnpoussecTn KaHan 227.50.50.100, TpaHcaupyowminca Ha
UDP-nopt 1234 - pgna nporpammbl  VLC agpec NOTOKa  HY)HO 3agatb B BuAe:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[nAa BCTynneHus B CUYy HOBOM KOHOUIypauuM M 3aHECEeHWA HACcTPOeK B 3HEepProHesaBUCHMMYIo

NamMATb HAXMUTE KHOMKY . Ona otmeHbl N3MEHEHMUI HaXXMmuTe KHOMKY

2.6.5 Cucmema

B pasgene «Cuctema» BbINOMHAIOTCA HACTPOWKM AocTyna K web-koHdurypatopy ycTpoiictea. [ns
YKa3aHuA LONOJHUTE/IbHbIX NapaMeTPoB NepermTe B PEXUM PACLUMPEHHbIX HACTPOEK, Ha)KaB CCbUIKY
«noapobHee».

Loctyn K Web yepe3 WAN:

e HTTP — npwu ycTaHOBAEHHOM ¢nare paspeLlleHo NoAKAoYEHNE K Web-KoHUrypaTopy ycTporictea
yepe3 WAN-nopT no npotokony HTTP (Hebe3onacHoe noakatoyeHme);

e HTTPS — npu ycTaHOBAEHHOM dnare paspeLleHo NoakatodeHne K web-koHdurypatopy ycTponctsea
yepe3 WAN-nopT no npotokony HTTPS (6e3onacHoe nogkaoueHune).
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Mo ymonuaHuwo poctyn K Web-untepdeiicy yctpoidicTBa paspelwieH ToabKo uepe3 LAN-
uHTepdeiic.

[na BCTYNAeHMA B CUAY HOBOW KOHOUIypauMM M 3aHECeHMA HaCTPOEeK B 3HEProHe3aBMCUMYLO

NamMATb HAXKMUTE KHOMKY . Ona oTmeHbl WU3MEHEHUN HaXXMUTe KHOMKY =

2.7

PacwmpeHHble HaCTPOMKHU

[na nepexona B PeXKMM PACLUMPEHHbIX HAaCTPOEK YCTPOMCTBA HAXXMUTE CCbIIKY «100pobHee» Unm

Ha naHenu cneBa BbibepuTe NyHKT « HacmpolKu».

2.7.1 OcHosHble anemeHmol WEB-uHmepdgelica

Ha pucyHKe 9 npeacTaB/ieHbl an1emeHTbl HaBuraumm WEB-KoHbUrypaTopa B pexkMme paclumpeHHbIX
HACTpPOEK.

RG-2404G-W 1 we admn

Cers m P-renesuaenwe  flokanshsie nnTepdeics  Cucrema )
3

Cetesble HacTpoiiku IP-TenedoHnn =}

e i [l * 7
® :J
d HacTtpoiika IPSec

o —

o Npruerrs T ;)

'/ o HVLM-.. i

PucyHoOK 9 — dnemeHTbl Hasuraumm Web-koHdurypatopa

OKHO NoNb30BaTe/IbCKOro UHTepdeica pasgeneHo Ha cemb obnacreii:

Mma nonb3osaTtens, nof, KOTOpbIM Obl/l OCYLLECTBJEH BXOZ B CUCTEMY, KHOMKa 3aBeplleHus
ceaHca pabotbl B WEB-MHTepdeiice (86/x00) Noa AaHHbIM M0/Ib30BAaTE/IEM U BbINaAaloLee MeHHo
BblbOpa A3blka web-nHTepdeica.

BKMaaKM MEHI0 TpynnupyroT BKAAAKM NogmMeHto no KaTeropuam: Cetb, IP-tenedoHua, IP-
TenesBngeHue, JlokanbHble nHTepdeiicobl, Cuctema.

BknagKku nogmeHto cny»KaT 414 ynpaB/ieHWsA NoJieM HacTpoeK.

MaHenb cmeHbl pexkuma WEB-koHduUrypaTopa (onvcaHue B pasgene 2.4)

Mone HacTpoek ycTpoincTBa, KoTopoe 6asmpyeTcs Ha Bbibope Nonb3oBaTeNsa, npeaHasHa4YeHo Ana
NPOCMOTpPA HACTPOEK YCTPOMCTBA U BBOAA KOHPUIYPALMOHHbIX SAHHbIX.

KHonMKKM ynpasneHusa KoHdurypauymei, nogpobHaa nHbopmaums npmseseHa B pasgene 2.5
NHdbopmaumoHHoe nose, B KOTopom oTobparkaeTca Bepcus N0, sepcua WEB-uHTepdeiica.
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2.7.2 MeHwo «Cemb»

B meHto «CeTb» BbINOAHAKTCA OCHOBHbIE CeTeBbIE HaCTpOﬁKM yCTpOﬁCTBa.

2.7.2.1 [loomeHto «MIHmepHem»

B nogmeHio «UHTepHET» BbINOAHAETCA KOHOUIYpUpPOBaHWE MOAKAOYEHMA K BHeWHel ceTu (no
npotokonam PPPoE, DHCP, PPTP, L2TP, cTaTUYeCKM, B pexume maplipyTnsaTopa U MOCTa) U JIOKa/IbHOM

ceTun.
OBwwne HacTporkn
WA xocTa
BHelHARA ceTb
Mogkniouerme k WHtepHer | TpoBogHOE NoAKMKYEHUE v
@
CropocTs W gynnekc Auto v
Iz
- HacTpo#kn nogkniodeHna
& Pexam paboTwl MapwpyTuaatop v
s Mpotokon DHCP v
AneTepHaTtuexbit Vendor D (onuua 60)
Whdpopmauna arenta DHCP Relay (Onuwa 82)
Mepeuuneii DNS
Bropuueii DNS
Paamep MTU 1500
WMenoneaoeate VLAN
OTKMKHUTE TPEHCMALMIO 8APECOB OTNPaBUTENA
IokanbHas ceTb
|P-agpec 192.168.1.1
Macka nogceTu 255 255 2550
HacTpolika IPSec
BrntouuTe Coemecmyan paboma mpaHcnAuuy adpecoe omnpaaumend u [PSec HeeoamoxHa
Obwue Hacmpoliku
e Uma xocma — cemesoe ums ycmpoﬁcmea.
BrewHsaa cemeo
o [loOknryeHue K MHmepHem —cnocob noaknt4vyeHmA YCTPOVICTBa K BHellHel ceTu:
- ﬂpoeodHoe MooKnYeHue — nogknw4yeHme K cetn MHTepHET OCyLWwecTBaiAeTCA TOJIbKO MO
Ethernet-kabento yepes nopt WAN;
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— 3G/4G USB-modem — nogxnodeHune K cet MHTepHeT ocyuiecTsaseTca yepes 6ecnpoBoaHoM
USB-mogem 3G/AG (4epe3 ceTb MOBMANbLHOM CBA3M), NOAKAYEHHbIN K USB-nopty
YCTPONCTBA;

Wi-Fi nodknawyeHue — noaknoyeHMe K cetTu VIHTepHeT ocywecTBaseTcs udepes
6ecnposBogHyto cetb Wi-Fi.

e CKopocmb u OyrnaeKc — yCTaHOBKA CKOPOCTM Mepesayn AaHHbIX U pexuma paboTbl Aynsiekca Ha
Ethernet-nopty WAN aboHEHTCKOrO LWAtO3a:

Auto — aBTOMaTMYeCKOe COr/lacoBaHMe CKOPOCTU U AynaeKca;

1000 Full — nopaepunsaetca ckopocTb 1000 M6UT/C ¢ AYNNEKCHBIM PEXKUMOM;
100 Half — nopaep»nsaetca ckopocTb 100 M6UT/c ¢ NONYyAYyNAEKCHbIN PEXKUMOM;
100 Full - nopaepxusaeTca ckopocTb 100 M6UT/C ¢ AyNAEKCHbIM PEXUMOM;

10 Half — nopaepxusaetca ckopoctb 10 M6UT/C ¢ NonyaynieKCHbIM PEXUMOM;
10 Full - noagaepskmsaeTtca ckopoctb 10 M6UT/C ¢ AynneKCHbIM PEKUMOM.

Hacmpoliku nodknroueHus

1. NMpwu BbIGOpPE cnocoba noaxntoveHns «MpoBogHOE NOAKAOYEeHUe» ByayT AOCTYMNHbI Caeaytowme
HACTPOMKMU:

e Pexcum pabomel — pexkum paboTbl ycTpoiicTBa:
- Mapwpymuzamop - mexay LAN- n WAN-uHTepdencamm YCTaHAB/IMBAETCA PEKUM

mapupytmsatopa (LAN nsonmposaH ot WAN);

Mocm — mexay WAN u LAN-uHTepdeiicamm yCTaHaB/AMBAETCA PEXMM MOCTA: AaHHble

nepegatotca npospayHo M3 LAN B WAN 1 obpaTHO — paKTMYecKn ycTpoicTBo paboTtaeT B

pernme KOMMyTaToOpa.

Mpu BblGope pexunma paboTbl «Mapwpymuszamop» 6yayT [OCTYMHbI CAedylowme HacTPOMKM
NOAKAOYEeHUA:

e [lpomokon — BblGOP NPOTOKOMA, MO KOTOPOMY OyAeT OcylecTBaaTbcA nogxaoveHne WAN-
mHTepdelica yCTponcTBa K CeTU NpeaoCcTaB/ieHns yCAyr npoBanaepa:

— Static — pexcum pabomei, npu Komopom IP-adpec u ece Heobxodumeble napamemps! Ha
WAN-uHmepdpelic HasHayaromcs cmamudecku. [lpu ebibope muna «Staticy 0nsa
pedaKkmuposaHua cmaHym 00CcmyrHsl caedyouue napamempei:

- BHewHuli IP-adpec ycmpolicme — yctaHoBKa IP-agpeca WAN-mHTepdelica ycTpolicTea B
ceTu NpoBanaepa;

- Macka nodcemu — macka BHeLWHeW NOACETH;

- a3 no ymon4aHuto — agpec, Ha KOTOPbIA OTNPABAAETCA NAKeT, ecin ANA HEro He
HalAeH MapLpyT B TabaunLe mapLpyTusaumu;

- MepsuuHbili DNS, Bmopu4Hsili DNS — appeca cepBepoB AOMEHHbIX WMEH
(ncnonb3ytoTes ana onpeaeneHus IP-agpeca ycTpoicTBa No ero JOMEHHOMY UMEHM).
[aHHble NoiA MOXKHO OCTaBUTb MYCTbIMM, €CIU B HUX HET HEOBXO0AMMOCTH.

— DHCP — pexxum paboTbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, wto3
Mo YMOJIYAHUIO U Apyrue napameTpbl, Heobxogumble gns paboTbl B ceTu, ByayT nonyyeHobl
ot DHCP-cepBepa aBToMmaTMyecKu.

MNopaaeprknBaemMble ONUUMK:
1 — mackKa cety;
3 —aapec ceTeBoro W3a No yMoa4YaHuio;
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6 —agpec DNS-cepBepa;

12 — ceTeBOE UMA YCTPOMCTBA;

28 — WKnpoKoBeLaTeIbHbIN agpec ceTu;

33 - cTaTUYecKne mapLupyThbl;

42 — appec NTP-cepBepa;

43 — cneundunyHas MHbopMaLMa NPOU3BOANUTENS;
60 — anbTepHaTUBHLIN Vendor ID;

66 —agpec TFTP-cepBepa;

67 — nma dainna nporpammHoro obecneyeHua ans 3arpysku no TFTP ¢ cepsepa u3
onuunmn 66;

121 — 6ecknaccoBbie CTaTUYECKME MAPLLPYThI.

Ona npotokona DHCP nmeeTcs BO3MOMKHOCTb 3a4aTb Heobxoamnmoe 3HayeHue onuuii 60 u

82.

AnbmepHamusHsili Vendor ID (onyus 60) — npyn yctaHoBieHHOM daare ycTpoicTBo
nepenaér 8 DHCP-coobuweHunax B onuum 60 (Vendor class ID) 3HauyeHne w3 nons
Vendor ID (onyus 60). Mpn nyctom nose onuma 60 B coobuieHmax npotokona DHCP
He nepepaérca.

Echn dnar AnemepHamueHelili Vendor ID (onyus 60) He ycTtaHoBNeH — B onuun 60
nepeaaerca 3Ha4YeHUe No YMOoN4YaHUI0, KOTOPOe UMEET creaytolwmii dopmar:
[VENDOR:npoussoautens][DEVICE:Tmn ycTpoiictea][HW:annapaTHas Bepcus]
[SN:cepuiinbii  Homep][WAN:MAC-agpec uHTepderica WAN][LAN:MAC-agpec
uHtepdelica LAN][VERSION:Bepcus nporpammHoro obecneyeHus]

MNpumep:
[VENDOR:Eltex][DEVICE:RG-2404G-W][HW:1.4][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:28:f9:4b][VERSION:#1.12.0]

MHdbopmauma aredHta DHCP Relay (onuua 82) — npu ycTaHoOBAeHHOM dnare
nossonset gobasutb 8 DHCP 3anpoc:

= UdeHmugpukamop uenu azeHma (Onyua82) — nossonset aobasutb B DHCP
3anpoc onuumio 82, nogonuuto 1 - Agent Circuit ID;

=  UYdeHmugpukamop ydaneHHo2o azeHma (Onyua82) — nossonaeT Aob6aBuTb B
DHCP 3anpoc onumtio 82, nogonuuto 2 - Agent Remote ID.

Cnucok mcnonbayemblx DHCP onumii Ha Kaxkgom ceTeBom MHTepodeice (Internet, VolP,
Management) MOXHO 3adaBaTb BpydHyto. WHPopmauma no HacTpPoiMKe CNucka B
NpUNoXKeHuun B.

MepsuuHeblli DNS, Bmopu4Hebili DNS — IP-agpeca DNS-cepsepoB — ecnn agpeca DNS-
CepBEPOB He Ha3HaYatoTCA aBTOMATUYeCcKKn No npoTtokoay DHCP, npu HeobxoanmocTu
3afaiTe MX Bpy4YHylo. Adpeca, 3aAaHHble BPy4YHylo, ByayT MMeTb NPUOPUTET Haz
agpecamun DNS-cepsepos, nonydeHHbIMKU No npoTtokony DHCP.

PPPoE — pexum pabotbl, npu Kotopom Ha WAN-unHtepdeiice nogHumaetca PPP-ceccus.
Mpwu BbIbOpe «PPPOE» gna peaakTMPOBaHUA CTaHYT AOCTYMHbI Caeayowme napameTpbl:

Umsa nonb3zosamesnsa — MA NONb30BaTeNA AnAa asTopmsaunmn Ha PPP-cepsepe;

lapons — naponb Ana asTopusaumm;

MTU — MaKcumanbHbld  padmep 6/70Ka [AaHHbIX, MNepegaBaemMblXx MO  CeTU
(pekomeHayemoe 3HaueHue — 1492);

Service-Name — nma ycnyru — 3HadeHue 1ara Service-Name B coobuieHuun PADI (none
He 0653aTeNbHO 4/1A 3aM0/IHEHUA);

Bmopoli docmyn — Tvn AoCTyna K N0Ka/IbHbIM CETEBLIM PECYpPCaM.
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MoKHo BblbpaTh 2 BapuaHTa:

DHCP — auHamunyeckuit goctyn, Korga IP-agpec u Bce Heobxogumble napameTpbl
nosy4atorca no npotokony DHCP;

Static — cTaTuyeckuii — B 3TOM C/iydae Heobxoaumble AnA A0CTyna napameTpsl
3a4atoTcsA BpyyHyto: IP-adpec, Macka noocemu, DNS-cepsep;

AnnapamHoe yckopeHue mpaguKka — B 3aBUCMMOCTM OT BblbpaHHOro 3HauyeHwus
OOCTUraeTcs yBeJ/IMYEHWE NPOMYCKHOW CnoCOBHOCTM yCTpOWMCTBA MNpu nepegade
Tpaduka PPP (npu Bbibope PPP) nnu IPoE (npu Bbibope Ethernet).

— PPTP — peXum, nNpu KOTOPOM BbIXOA, B MHTEPHET OCYLLECTBAAETCA Yepe3 cheumanbHbli
KaHan, TYHHeNb, Ucnosab3ya npotokon PPTP. Mpu Bbibope «PPTP» pna peaakTMpoBaHuA
CTaHYT AOCTYMHbI cheayolpye napameTpbl:

PPTP-Cepsep — IP-agpec cepsepa PPTP;

Umsa nonbzosamesna — nma NONb30BaTeNA ANa aBTtopmsauunm Ha PPTP-cepsepe;
lMaponb — naponb gnAa asTopusaummn Ha  PPTP-cepsepe;

MTU — MaKkcumanbHbih pasmep 610Ka [AaHHbIX, NepeaaBaembiXx MO  CEeTU
(pekomeHayemoe 3HaveHue — 1462);

Bmopoli docmyn — TN AOCTyNa K IOKanbHbI ceTeBbiM pecypcam n PPTP-cepsepy.

MoxHo BblbpaTh 2 BapmaHTa:

DHCP — guHamuyeckuin goctyn, Korga IP-agpec u Bce Heobxoaumble MapameTpbl
nosay4yatorca no npotokony DHCP;

Static — cTaTUYecKuii, B 3TOM c/lydae Heobxoammble gns goctyna kK PPTP-cepsepy
napameTpbl 3a4at0TCA BPYYHYIO:

IP-adpec — npu cTaTMYeCcKOM [OCTyne C 3TOro ajpeca OCYLWeCcTBAAETCA AO0CTyn A0
PPTP-cepBepa;

Macka nodcemu — npu cTaTUYECKOM JOCTyNe Macka noacetu;

DNS-cepsep — npu ctatuyeckom goctyne cepsep DNS, ncnonb3yemblit B 10KanbHOM

ceTu;
LUao3 — npu cTaTM4ecKoM [ocTyne w3 ana goctyna K PPTP-cepsepy (ecau
Heobxoaum).

AnnapaTHoe yckopeHue TpadurKa paboTaeT TONbKO AN MHTepdeiica BToporo aoctyna (IPoE).

— L2TP — peXum, Npu KOTOPOM Bbixo4 B MHTEpPHET ocyl,ecTBAAETCS yepe3 chneumasbHbli
KaHan, TyYHHenb, ucnonb3ys npoTokon L2TP. Mpu Bbibope «L2TP» ana peaakTMpoBaHuWA
CTaHYT AOCTYMHbI CAeaytowme napameTpbl:

L2TP-Cepsep — IP-appec cepsepa L2TP;

Uma nonbzosamesnda — UMa NONb30BaTeNa ANAa aBTopusaunm Ha L2TP-cepsepe;
laponb — naponb ana astopusaunm Ha  L2TP-cepsepe;

MTU — MaKcMmanbHbit pasmep 6/710Ka  AaHHbIX, NepegaBaembiXx MO  CeTU
(pekomeHayemoe 3HauyeHne — 1462);

Bmopol docmyn — TN AocTyna K SIoOKa/ibHbIA ceTeBbiM pecypcam u L2TP-cepBepy.

MoKHo BbIbpaTh 2 BapuaHTa:

DHCP — puHamuueckuit goctyn, Korga IP-agpec n Bce Heobxogumble napameTpsl
nosy4atotca no npotokony DHCP;

Static — cTaTUYecKMin, B 3TOM Cayyae Heobxogumble gns goctyna K L2TP-cepsepy
napameTpbl 334al0TCA BPYYHYIO:
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IP-adpec — Npn CTaTUYECKOM AOCTyne C 3TOro ajpeca OCyLLeCcTBAAETCA AOCTyn 40
PPTP-cepBepa;

Macka nodcemu — npu CTaTUYECKOM A0CTyrne Macka NoaceTu;

DNS-cepsep — npu ctatuyeckom goctyne cepep DNS, ncnonbsyemblin B N10KaNbHOM

cetu;
Lno3 — npu cTtaTMyeckom AgocTyne w3 ana gocrtyna K L2TP-cepsepy (ecnu
Heobxoaum).

AnnapaTHoe ycKkopeHue TpaduKa paboTaeT ToNbKO ANA MHTepdeica BToporo goctyna (IPoE).

MpoTokonbl PPTP 1 L2TP ncnonb3yoTca gaa co34aHMA 3aWMLWLEHHOro KaHana CBA3N Yepes
Internet mexay KOMMNbIOTEPOM YAANEHHOro Mo/Ab30BaTe/Is W YACTHOM CeTblo  ero
opraHusaumn. PPTP u L2TP ocHoBbiBatoTcA Ha npoTokone Point-to-Point Protocol (PPP) u
ABNAIOTCA €ro pacwupeHnamu. [aHHble BepxHUX ypoBHen mogenn OS| cHavana
MHKancyaupytoTca B PPP, a 3atem B PPTP nan L2TP gna TyHHeNbHOM nepefayn yepes cetu
obuwero goctyna. ®yHKUMOHaA/bHble BO3MOMKHOCTU PPTP n L2TP pasnunuyHbl. L2TP moxer
MCNONb30BaTbCA He TO/MbKO B IP-ceTaX, cnyxebHble cOObLWEHNs AaAa CO34aHMA TYHHena u
nepecbisIKM N0 HEMY AaHHbIX UCMO/b3YIOT O4MHAKOBbIA GOpPMaT U NPOTOKOAblL. PPTP moxeT
NPUMEHATLCA TOMbKO B IP-ceTax, U emy Heobxoammo oTaenbHoe coeauHeHne TCP ans
CO3[aHMA U WCMONb30BaHMA TyHHenA. L2TP nosepx IPSec' npepnaraeT 6onblue ypoBHeit
6e3onacHoctn, Yyem PPTP, n rapaHTMpoBaTb BbICOKYIO cTeneHb 6e30MacHOCTb BayKHbIX AJiA
OpraHM3aLum AaHHbIX.

OcobeHHocTn L2TP penatoT ero o4YeHb MEPCNEKTMBHbIM NPOTOKOJIOM A/A MOCTPOEHUA
BUPTYa/IbHbIX CETEN.

Ucnonszosame VLAN — npu yctaHoBneHHOM ¢Jiare MCNonb30BaTb AAA Bbixogaa B WHTepHeT
naeHtnoukatop VLAN, nponucaHHbiit B none «VLAN ID».

— VLAN ID — naeHtndumkatop VLAN, ncnonb3yemblit s JaHHOM ycayru;

— 802.1P — npusHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), yctaHaBAMBaeMbli Ha
ucxogsawme ¢ gaHHoro wuHTepdeiica IP-nakeTbl. MNpuHUMaeT 3HavyeHus oT O (HM3WWKIA
npuopuTet) Ao 7 (HamBbICWIMIA NPUOPUTET).

VLAN — supmyanbHas s0KanbHAs cems. [peactaBnser coboit rpynny  XocTos,
06begMHEHHbIX B OAHY CETb, HE3aBUCMMO OT UX OGUINYECKOrO MECTOHAXOXAEHMA.
YcTponcTBa, CrpynnupoBaHHble B OA4HY BMpTyanbHyto ceTb VLAN, umeroT oauHaKoOBbIM
naeHtuoumrkatop VLAN-ID.

OmKAYUMb MPAHCAAYUl adpecos ommnpasumesns — MPU YCTaHOBAEHHOM dare OTK/loYeHa
noAmeHa agpeca OTnpaBuTeA NaKeTa U3 I0KaAbHOM noaceTu (oTKNtoYeHne masquerading).

Mpu Bbibope perkuma paboTbl «Mocm» 6yAyT AOCTYMHbI CAeAYIOWME HACTPOMKM NOAKNOYEHUA:

lMpomokon — BbIBOP NPOTOKO/IA, MO KOTOpOMYy OyAeT ocyliecTBaAaTbcs nogkaoveHve WAN-
nHTepdelica yCTPOMCTBA K CETU NpeaoCTaBeHNs yCayr NpoBangepa:

— Static — pexxum paboTbl, Nnpn Kotopom IP-aapec n Bce Heobxoaumble napametpbl Ha WAN-
WUHTepdelic HasHavatoTca cTtatuyecku. Mpu Bblibope TuNa «Static» AnA pepakTMpoBaHmA
CTaHYT AOCTYMHbI Cneaytowme napameTpbl:

IP-adpec — yctaHoBKa IP-agpeca WAN-uHTepdelica ycTponcTBa B CETM NpoBanaepa;
Macka nodcemu — MacKa BHeLWHel NnoaceTu;

1 o
B TekyLuen Bepcmm nporpammHoro obecneyeHus IPSec He nogaepuBaercs.
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Uno3 no ymon4yaHuro — afpec, Ha KOTOPbIi OTNPaBAAETCA NaKeT, ec/in ANA Hero He
HangeH MapLlwpyT B Tabavue mapLpyTmsaumm;

MepsuunHbili DNS, BmopuuHsili DNS — appeca CcepBepoB [AOMEHHbIX WMEH
(ncnonb3ytoTea ansa onpepenenus IP-agpeca ycTpomucTBa NO €ro AOMEHHOMY MMEHH).
[JaHHble NoaA MOXKHO OCTaBUTb NYCTbIMMU, ECIN B HUX HET HEOBX0ANUMOCTH.

— DHCP — pexum paboTbl, npu KoTopom IP-agpec, macka noacetn, agpec DNS-cepsepa, wto3
Mo YMOJIYAHUIO U gpyrue napameTpbl, Heobxogumble gns paboTbl B ceTu, byayT nosyyeHbl
oT

AnemepHamusHsili Vendor ID (onyus 60) — npu ycTaHoBNeHHOM ¢nare yCTPOMCTBO
nepenaér 8 DHCP-coobuieHunsax B onummn 60 (Vendor class ID) 3HaueHue u3 nons
Vendor ID (onyus 60). Mpwn nyctom none onuusa 60 B coobuieHmax npotokona DHCP
He nepegaéTca.

Ecnn dnar AnemepHamusHsili Vendor ID (onyus 60) He ycTtaHoBAeH — B onuun 60
nepegaercs 3Ha4YeHue No ymo4aHuIo, KOTOpoe MMeET caeaytowmii popmar:
[VENDOR:npoussoauTtens][DEVICE:T1n ycTpoiictea][HW:annapaTtHan Bepcus]
[SN:cepuitHbii  Homep][WAN:MAC-agpec  uHtepdeiica WAN][LAN:MAC-agpec
nHtepdelica LAN][VERSION:Bepcua nporpammHoro obecrneyeHus)

Mpumep:
[VENDOR:Eltex][DEVICE:RG-2404G-W][HW:1.4][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#1.12.0]

NHdopmauma areHta DHCP Relay (onuma 82) — npu ycTaHoBAeHHOM dnare
nossonset gobasmtb B DHCP 3anpoc:

= WoeHmugukamop uyenu azeHma (Onyus82) — nossonsetr aobasutb B DHCP
3anpoc onuuto 82, nogonuumto 1 - Agent Circuit ID;

= UoeHmugukamop yoaneHHo2o azeHma (Onyua82) — no3sonseTr Ao6aBUTb B
DHCP 3anpoc onuuto 82, nogonuuto 2 - Agent Remote ID.

Cnucok ucnone3yemoix DHCP onyuli Ha kaxoom cemesom uHmepdgelice (Internet, VolP,
Management) moxcHo 3a0asame 8py4Hyt0. UHGpopmayus no Hacmpolike crnucka 8
npunoxceHuu B.

MepsuyHobili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepos — ecnm agpeca DNS-
CepBepoB He Ha3HaYalTCA aBTOMATUYECKK Mo npoTokoay DHCP, npu HeobxoamMmocTu
3a4anTe NX BPY4HYIO.

2. Mpu BblGope cnocoba nogxnodeHns «3G/4G USB-mogem» O/1A HacTPoOMKu ByayT AOCTYMHbI
cnegytouime nons:

HacTpolikn noakniveHna

MOBUNEHSIA NPOEARAER | CRAATMHK v

KA NONE30BATENA mobile
Maponk internet
HomMep f03e0HA #ITT

NONONHUTENEHBIE NapaMETOLI

MHMLMANMIELMM
MATL 14892
AR 3aN0NHERLR HRCIpoeK # M0 yMOMHaHK

PEXOMEHA0BEHALIML NPOBaIaen0M
SHEHEHLAML REKMLUIME KHONKY
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MobunbHblli nposatidep — nma NposBanaepa, NnpeaocTasastoLero 4ocTyn K cetm 3G/4G. U3 cnucka
Bbl MoKeTe BblOpaTb OAHOMO M3 LWeCcTU MOBW/IbHBIX ONEPAaTOPOB (HACTPOMKM KaxKAOro U3 HUX
XPaHATCA B NAaMATU YCTPOMCTBA), MPMUCYTCTBYIOWMX Ha Tepputopun Poccuitckon Pepepaunu:
MeradoH, BunaitH, MTC, CkaauHk, Tene2, Yota. lMNpu HaxkaTMM Ha KHONKy «[Mo ymonyaHuio»
NPOW30MAET 3aMno/IHEHWE HAaCTPOEK NOAKNIOUYEHUA NapaMeTpamMu BbibpaHHOro nposalaepa. Ecam
HACTPOMKM NpoBainaepa B Bawem perMoHe OoTANYAIOTCA OT NPEAOKEHHbIX, OTPEAAKTUPYHTE UX B
COOTBETCTBUM C HEOBXOANUMBIMM 3HAYEHNAMM.

Ecnu Bawero npoBaigepa HeT B CNUCKe — BblibepuTe 3HaueHme «[lpyron» 1 3anoaHUTe BCE NOASA B
COOTBETCTBUM C HAacTpOMKamu Bawero nposaliaepa;

lpomoKon — none [OCTYNHO TOAbKO Npu Bblbope 3HauYeHUA «dpyroi» u3 cnmnucka MobuabHbIX
nposanaepoB. B 6onblIMHCTBE cayvyaeB MOOU/IbHblE OnepaTopbl UCMONbL3YIOT NpoTokoa PPPoE
ANA A0CTyna K CBOeW ceTu, ofHaKo aas paboTbl ¢ MogeMamn HEKOTOPbIX MPOBaiAepPOB MOXKET
notpeboBaTbCa BbI6Op NpoToKkosa DHCP;

Uma nonv3oseamens — WMA NoNb30BaTens Aaa MAEHTUOMKauMM Npu  NOAKAOYEHUM K
6ecnpoBoaHON ceTH;

Mapose — naponb ana NAEHTUPUKALMM NPU NOAKAOYEHUN K BECNPOBOAHOM CETY;

Homep f03BOHA — HOMep 403BOHa A5 NOAKAOYEHMA K becnpoBoaHoi cetu (npumep: *99***1#);
JononHumersnsHble napamempsi — NapaMeTpbl 418 MOAKNOYEHUA K CeTM MOOUAbHOW CBA3MU
(npumep: AT+CGDCONT=L,IP,internet — ana MeradoH); B AaHHOW CTPOKE HENb3A MCNOAb30BaTh
KaBblYKM;

MTU — MmaKcMManbHbii pasmep 6/10Ka AaHHbIX, NepegaBaemMblXx MO CETU, PeKoMeHayemoe
3HayeHune — 1492,

KHonKa «lo ymonuyaHuio» npeaHasHadeHa ANA 3ano/IHEHUA HACTPOeK MpoBaigepa 3apaHee
npeaycTaHOBAEHHbIMW 3HAYEHMAMM, XPaHUMbIMM B MamMATU YCTPOMCTBA, TEM Cambim U3basnas
no/ib30BaTesNA 0T He0HBXOANMOCTU UCKaTb 3TU HACTPOMKK B MHTepHeTe.

3. Mpu BbiBope cnocoba noaknodeHna «Wi-Fi nopkniouyeHne» 6yayT AOCTYNHbI cheaylolime

HaCTPOMKM:

MoaknioyeHne K MHTepHeT Wi-Fi noaknioyeHne v

OvanasoH 24TTY A\l ..l CkannposaThb admp

NaeHTUDUKATOP CeTH (SSID) | EltexWiF

HacTpOMKK NOAKMKYEHUA

Pestim 802.11 802.11n v
LLnpuHa kaHana 40 My v
Peskin Ge30nacHoCTH Off v

MowWHoCTe chrHana 100%
Pesum padoTel MapLwpyTriaTop v
MpoTokon DHCP v

AnbTepHaTUBHLIR Vendor ID (onuwa 60)
MepBuYHEIR DNS 217.24176.230
BTopu4HEIR DNS 217.24177.2

Wecnons3oeats VAN BO BHeEWHeR ceTh

e JluanasoH — Bbl6op paboyero AnManasoHa: 2.4 MMy mam 5 Mwu;
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/ Mpu ucnonbsosauum pexkuma «Wi-Fi noaknioueHne» Touka aoctyna Wi-Fi 6yaer HegocTynHa B
Bbl6paHHOM AManasoHe NOAKAIOUYEHUA.

e  UOoeHmugukamop cemu (SSID) — nma 6ecnpoBOAHON CETU, UCMOMb3YETCS ANA NOAKAHYEHMA K
ycTpoiicTey. MaKkcumanbHasa AfMHa MMeHM — 32 CMMBOJIA, BBOJ, C Y4ETOM PerucTpa KaaBmatypbl.
[aHHbI NapameTp MOKET cocToATb U3 Lndp, NaTUHCKMX OYKB, a Takke cumsosos "-", " """ "I",
" "#Y m npobena, npu atom cumeonbl 1M, MY, "#" M npoben He MoryT CTOATb NepPBbIMY;

e Pexcum 802.11 — BbIb6Op perknma paboTbl becnpoBogHoro nHtepdeiica.

Ona 2.4 1MTu;

— 802.11b — ecnn Bce becnpoBOAHble KAWEHTbI Noagep:kuBatoT crtaHgapt 802.11b, no
AaHHOMY CTaHAAPTY MaKCMMasibHaA CKOPOCTb cocTasnsaeT 11 Méut/c;

— 802.11bg — ecnun B CceTM NPUCYTCTBYIOT BecnpoBoAHbIe KMEHTbI ¢ nogaepKKon 802.11b u
802.11g, no ctaHaapTy 802.11g maKkcMmanbHaa CKOPOCTb cocTasnaeT 54 Méut/c;

— 802.11bgn — ecnn B ceTM NpUCYTCTBYIOT HecnpoBoaHble KANEHTbI C nogaepxKkon 802.11b,
802.11g 1 802.11n;

— 802.11n — paHHbLIA CTaHAAPT MpeaycMaTpyMBaeT MaKCMmasbHylo ckopoctb 300 M6éut/c.
802.11n wucnonb3yet TexHonornio MIMO (HECKONbKO BXOZ0B, HECKO/IbKO BbIXO40B),
06paboTKy CUFHANOB M TEXHOJIOTUIO WHTE/NNIEKTYa/IbHOM aHTEeHHbl AAa  nepegayu
HECKOJIbKMX MOTOKOB AAHHbIX Yepe3 HEeCKO/IbKO aHTEHH. ITO AAET NATUKPATHOE yBenveHune
NPOM3BOOMTENIBHOCTM W ABYKPATHOE yBe/JMYEeHMe Juarna3oHa Mo  CPaBHEHUKO C
npegblaywmm ctaHgaptom 802.11g.

Ona51Tu;:

— 802.11a — maKkcumasibHaa CKOpPoCTb cocTasnsaet 54 M6éut/c;

— 802.11n — paHHbLIA CTaHAAPT MNpeaycMaTpuMBaeT MaKCMmasbHylo ckopocTb 300 M6éut/c.
802.11n wucnonb3yet TexHonornio MIMO (HECKONbKO BXOZ0B, HECKOJ/IbKO BbIXO40B),
06paboOTKy CUTHANOB W TEXHONOIMIO WHTENNEKTYa/IbHOW aHTEHHbl ANA  nepejayn
HECKOJ/IbKMX NOTOKOB AaHHbIX Yepe3 HECKO/IbKO aHTEHH;

e [lJupuHa KaHGAa — WMWPMHA NONOCbI YAcTOT KaHasna, Ha Kotopom pabotaetr Wi-Fi KaueHrT,
NpUHUMaeT 3HaveHua 20 n 40 Mru;
e Pexcum 6e3onacHocmu — BbIbOp pexxmnma 6e3onacHocTM 6ecnpoBoaHOM CeTH:

— Off — oTKANtoYeHO WndposaHne 6ecnpPoBOAHOM CETU, HU3KUI ypOBEHb 6E30NACHOCTY;

— WEP — wndposaHne WEP. WEP-kntou gonxeH cocToATb M3 WeCTHaguaTepuyHbIX umMdp n
nmeTb AamnHy 10 unm 26 CMMBOJIOB, MO0 AOKEH BbITb CTPOKOWN (cumBonsbl a-z, A-Z, 0-9,
~l@#5%"&*()_-+=) u umeTb ANnHY 5 nam 13 cumBoNOB.

— WPA, WPA2 — wndposaHme WPA n WPA2. [innHa Kntoda cocTaBnseT oT 8 Ao 63 cMMBOOB.
Pa3peluaeTca UCNoNb30BaTb TO/bKO CUMBObL: a-z, A-Z, 0-9, ~1@#S%"&*()_-+=;:\\|/?.,<>""
unn npoben. PekomeHAyeTCA WMCMNO/b30BaTb pPexuMmbl WwindpoBaHna WPA n WPA2 Kak
Hanbonee 6e3onacHble Ha AAHHbI MOMEHT.

e MouwHocmes cu2Hana — perynmpoBKa MOLLHOCTM curHana npuemonepeaatymka Wi-Fi B npoueHTax
OT MaKCMMasibHOTO YPOBHS;
e Pexcum pabomol — pexmm paboTbl yCTPONCTBA:

- Mapwpymuzamop — mexay LAN- n WAN-untepdeiicamm (WAN-nHTeppeincom cTaHoBUTCA
becnpoBoaHoi uHTepderic Wi-Fi) ycTaHaBnuMBaeTca peum maplupytusatopa (LAN
nsonunposaH ot WAN);

— Mocm — ycTaHaBAuBaeTca pexxum 6ecnpoBogHOro MocTa K nogKatoueHHon cetn Wi-Fi.

e [lpomokon — BbI6OP MPOTOKO/A, MO KOTOPOMYy OyaeT OCyLecTBAATbCA NnogkaoveHne no Wi-Fi
MHTepdelicy yCTPOMCTBA K CeTU NpeaocTaBAeHUA ycayr nposangepa:
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— Static — pexxum paboTbl, Npn KoTopom IP-agpec n Bce Heobxoaumble napametpbl Ha WAN-
MHTepdelic HasHavatoTca cTtatuyecku. Mpu Bblibope TuNa «Static» AnA pepakTMpoBaHMA
CTaHYT AOCTYMHbI Cneaytowme napameTpbi:

BrewHuli IP-adpec ycmpolicmea — ycTaHOBKa IP-agpeca W-nHTepdeica ycTpoicrea B
ceTn npoBaiaepa;

Macka nodcemu — macKa BHELIHeN NoAceTy;

LLnto3 no ymon4yaHuro — aapec, Ha KOTOpbIl OTNPaBAAETCA NAKeT, ecan ANa Hero He
HalaeH MapLupyT B Tabauvue mapLlpyTUsaumu;

MepsuuHelli DNS, Bmopu4Helli DNS — appeca cepBepoB [AOMEHHbIX WMEH
(ncnonbsytoTca ans onpeaeneHus IP-agpeca ycTpocTea No ero AOMeHHOMY UMEHN).
JaHHble NoNsA MOMKHO OCTaBUTb NYCTbIMU, €CIU B HUX HET HEOBXOAUMOCTMU.

— DHCP — pexum paboTbl, npu KoTopom IP-aapec, macka noacetu, agpec DNS-cepsepa, w03
Nno YMO/IYaHUIO U ApyrMe napameTpbl, Heobxoanmble ans paboTbl B CETU, ByAyT NonyYeHbl

AnbmepHamusHsili Vendor ID (onyus 60) — npyn yctaHoBAeHHOM daare ycTpoicTBo
nepenaér 8 DHCP-coobuweHuax B onuum 60 (Vendor class ID) 3HauyeHne w3 nons
Vendor ID (onyus 60). Mpu nyctom nose onuma 60 B coobuieHmax npotokona DHCP
He nepepaérca.

Echn dnar AnemepHamueHelili Vendor ID (onyus 60) He ycTtaHoBneH — B onuun 60
nepegaeTca 3HaYeHue Nno yMmoa4aHuio, KOTopoe MMeET caeaytowmnii popmar:
[VENDOR:npoussoauTens][DEVICE:Tmn yctpoiictea][HW:annapaTHas Bepcus]
[SN:cepuiinbii  Homep][WAN:MAC-agpec  wuHTepdeiica WAN][LAN:MAC-agpec
nHtepdeica LAN]J[VERSION:Bepcusa nporpammHoro obecnevyeHus]

Mpumep:
[VENDOR:EItex][DEVICE:RG-2404G-W][HW:1.4][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:28:f9:4b][VERSION:#1.12.0]

NHbopmauyma areHta DHCP Relay (onuua 82) — npu yctaHoBnAeHHomM dnare
nossonset gobasutb 8 DHCP 3anpoc:

= UoeHmugukamop yenu azeHma (Onyus82) — nossonsetr gobasutb B DHCP
3anpoc onuuto 82, nogonumio 1 - Agent Circuit ID;

= UoeHmugukamop yoaneHHo20 azeHma (Onyua82) — nossonset Aob6aBuTb B
DHCP 3anpoc onumio 82, nogonuuto 2 - Agent Remote ID.

Cnucok ucnons3zyemobix DHCP onyuli Ha kaxodom cemesom uHmepgelice (Internet,
VolP, Management) moxcHO 3adasame epy4Hyto. UHgpopmauyua no Hacmpolike
CNUCKQ 8 NpusaoxeHuu B.

MepsuyHebili DNS, BmopuyHsili DNS — IP-agpeca DNS-cepsepoB — ecnm agpeca DNS-
CEpPBEPOB He HAa3HaAYatoTCA aBTOMATUYecKKn no npotokoay DHCP, npu HeobxoanmocTu
3aflaiiTe Mx Bpy4YHylo. Aapeca, 3aAaHHble Bpy4YHyto, ByayT MMeTb NpuoputeT Hapg,
agpecamun DNS-cepsepos, noanydyeHHbIMKU No npoTtokoay DHCP.

JIoKanbHasa cemso:

IP-adpec ycmpolicmea — IP-agpec yCTPONCTBA B /IOKa/IbHOM ceTH;
MacKka nodcemu — MacKa NOACETU B IOKANbHOW CETU.

MNpu u3MeHeHUM agapeca /IOKAa/NbHOW NOACETU MNPOUCXOAUT aBTOMATMUECKAA CMeHa nyna
appecos NoKanbHoro DHCP-cepBepa (MHTepHeT — DHCP-cepBep).
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Hacmpolika IPSec:

B faHHOM pasgene ocyLecTBAsSeTcs HacTpoliKa wiudpoBaHus no TexHonornm IPSec (IP Security).

IPSec — 3710 Habop npoToKo/OB AnA obecnevyeHWs 3aWMTbl AaHHbIX, NepeaaBaembiXx Mo
MeXKceTeBOMy  NpoTokosy IP,  nO3BONAIOWMA  OCYLWECTBAATb  NOATBEPXKAEHME  MOANMHHOCTU
(ayTeHTMdMKaumIO), npoBepKy uenocTHocT u/vnmn wnudposaHue IP-naketos. IPSec TakKe BK/OYaeT B
cebs NpPoTOKObI A5 3aWMILEHHOTO 0O6MeHa Kntoyamm B ceT MHTepHeT.

HacTpoiika IPSec

Brnwounte ¥

WuTepdeic Ethernst hd
Nokanesbii P-agpec
Appec nokantHoi nogceT
Macka nokansHol NOGCETH
Appec yaaneHHoi nogceT
Macka yganeHHoi nogcetw
¥OanenHblil wnws

Pessim NAT-T Off v
ATPECCHEHBII PEXHM

Tun ugenTudimkaTopa address s

geHTudinkatop
Pasza 1

3apaHee 2afaHHbIi Koy

ANropUTM 8yTEHTHGMKALMK md5 bl
ANrOpUTM WHPOBAHHA des v
pynna Ouddu-Xennmada 1 ¥

Bpema ®uzHn dasel 1, cek 285400

dasza 2

ANTOpUTM 8YTEHTHEMEALHH hmac_md5 b
AnropuTM wudpoBaHuA des b
Ipynna Oudidu-Xennmana 1 A

Bpema musHu asel 2, cex 3600

e Braoyume — paspeLllnTb UCNOb30BaHME NPOTOKoAA IPSec gna wndpoBaHMA AaHHbIX;

e UHmepcpelic — HacTpoMKa MMeeT CMAY TONbKO Npu Bbibope ana MHTepHeTa npoTokonos PPPOE,
PPTP nnun L2TP n onpeaensaeT, Ana AocTyna No Kakomy uHTepoericy ncnonb3osatb IPSec: Ethernet
(nHTepdodeiic BToporo goctyna) unu PPP (nHTepdeinc nepsoro goctyna). MNpu Bbibope NpoToKonoB
DHCP wnu Static B ycnyre akTMBeH TobKO oauH UHTepdelic (Ethernet), no KoTopomy Bo3mMOXKeH
[0CTyn To/IbKO nocpeactsom IPSec.

e JlokanoHell IP-adpec — appec ycTponctea gns paboTbl no npotokony IPSec;

e Adpec nokanvHol nodcemu coBMecTHO ¢ MacKoli noKanbHol nodcemu oOnpeaensitoT NOKaNbHYHO
noaceTb ANA CO34aHMA TONONOTUIN CETb-CETb MU CETb-TOYUKA;

e Adpec ydaneHHoli nodcemu coBmecTHO ¢ Mackol ydaneHHoli nodcemu onpeaensaoT agpec
yAaneHHoW NoaceT! oA CBA3U C UCNO/b30BaHMeM WKMdpPoBaHUA No npoTokoay IPSec. Ecan macka
mmeeT 3HaveHue 255.255.255.255 — cBA3b OCyLL,eCTBAAETCA C eAUHCTBEHHbIM XOocToM. Macka,
oTAnyHas ot 255.255.255.255, nos3BosseT 3agatb Uenylo noacetb. Takum  obpasom,
GYHKUMOHaNbHbIE BO3MOHOCTM YCTPOMCTBA MO3BOJIAOT OpPraHM3oBaTb 4 TOMONOTUM CETU C
MCNosb30BaHMEM WKNdpPoBaHMA TpaduKa No NPOTOKoAy IPSec: TOYKA-TOYKA, CETb-TOYKA, TOYKA-
CeTb, CETb-CETb;

e YOasneHHbIl w03 — W3, Yepes KOToPbIi OCyLecTBASETCS A40CTYN K YAaNAeHHOM NoACeTH;
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Pexcum NAT-T — Bbibop pexkuma NAT-T. NAT-T (NAT Traversal) nHkancyaupyeT Tpaduk IPSec u
ofHoBpeMeHHO co3gaeT nakeTbl UDP, kotopble ycTpoirictBo NAT KoppeKTHO nepecbinaer. Ons
atoro NAT-T nomewaer gonosHUTeNbHbIN 3aronoBok UDP nepepn naketom IPSec, uTobbl OH BO
Bcel ceTn obpabaTtbiBanca Kak ob6biuHbIM nakeT UDP, n xocT nonyyatens He NpoOBOAM/T HUKAKUX
NPOBEPOK LENOCTHOCTU. [locne NOCTynAeHMA NaKeTa K MeCTy Ha3HayeHuAa 3aronosok UDP
VAANAETCH, U NaKeT AaHHbIX NPOAO/IKAeT CBOM AanbHENLIMIA NYTb KaK MHKANCY/IMPOBaHHbIN NakeT
IPSec. C nomouwbto TexHMKM NAT-T BO3MOMKHO YyCTaHOBAEHWME CBA3U meXay KameHTamum IPSec B
3alMLEHHDBIX ceTAX U obweaocTynHbIMK XocTamu IPSec yepes merkceTeBble 3KpPaHbl. Pexumbl
paboTbl NAT-T:

— on — pexxum NAT-T akTuBMpyeTcsa ToNIbKO Npun obHapy:KeHMM NAT Ha nyTu K XocTy
Ha3HauyeHus;

— force — B ntobom cnyyae ucnonbsosatb NAT-T;

—  off —He ucnonb3zoBaTb NAT-T npu yCTAHOB/IEHUU COEANHEHMA.

JocTtynHbl cnegytowme HacTpoliku NAT-T:

— UDP-nopm NAT-T — UDP-nopT NaKeToB, B KOTOPbl€ OCYLLECTBAAETCA MHKANCyAauma
coobueHuit IPSec. Mo ymonyaHuio 4500.

—  WHmepsan omnpasku nakemos NAT-T keepalive, cek — WHTepBan OTMNPABKM
nepuoamnYecknx cooblleHnii ans noagepraHua akTUBHOro coctoaHus UDP-
coeaMHeEHMA Ha yCTpoKcTBe, BbiNosHALWero ¢yHKumm NAT.

AepeccusHsblili pexcum — pexum pabotbl Ha ¢ase 1, korga obmeH Bcelt Heobxoammow
MHbOPMaUMeEN OCYLLECTBAAETCA Tpems HelMdpoBaHHbIMU NakeTaMu. B cTaHOApTHOM peskume
(main mode) 06MeH ocyLLecTBAAETCA WECTbio HelnppPOoBaHHbIMK NaKeTaMu;

Tun udeHmugukamopa — TN npgeHTUdPUKaTopa yctpoiictea: address, fqdn, keyed, user_fqdn,
asnldn;

HNoeHmugukamop — naeHTMOUKaToOp YCTPONCTBA, UCNONb3YEMbIN ANA NAeHTUdMKauMm Ha dase 1
(3anonHATb Npu HeobxoamMmocTtn). Popmat MaeHTUPMKaTOPa 3aBUCUT OT TUNa.

®asza 1. Ha nepsom 3sTane (dpase) ABa y3na «A0roBapuBaloTcaA» O MeToAe MAeHTUOUKaLMK,

anroputme WndposaHua, xaw anroputme u rpynne Diffie Hellman. OHKM Tak:ke nMaeHTUGUUMPYIOT Apyr
apyra. na ¢asbl 1 umetoTca cnegytoLimMe HacTPOMKK:

3apaHee 3a0aHHbIl KAHOY — CEKPETHBIN K/tOY, UCMOIb3YEMbI B aNroputme ayTeHTUMdMKaLmMm Ha
dase 1. Mpeacrasnser coboii CTpoKy OT 8 A0 63 CUMBO/OB;

Aneopumm aymeHmuguKkayuu — BbIbOp OAHOTO M3 CMKUCKa afropuTmoB ayTeHTUGUKaummn: MDS5,
SHA1Z;

Anzopumm wugposaHus — BbIGOp oQHOro M3 cnucka anroputmos wudposaHua: DES, 3DES,
Blowfish;

pynna Augppu-XennamaHa — Bbibop rpynnbl Diffie-Hellman;

Bpemsa usHuU asel 1, cek — Bpems, NO MWCTEYEHUM KOTOPOro Yy3nam Heobxoammo
nepenaeHTMOULMPOBaTL APYr APYra U CPAaBHUTb NOANTURY (Apyroe HasBaHue IKE SA lifetime). Mo
ymonuaHuio 24 vyaca (86400 ceKyHa).

®asza 2. Ha BTOpOM 3Tane reHepUPYOTCA [JaHHble K/Al4Yel, y3nbl «[0roBapusaloTca» 06

MCNOJIb3YyeMOW MOJIMTUKE. ITOT PEXMM, TaKXKe HasblBaemMblit ObicTpbiM pexkumom (quick mode),
OT/IMYaeTCcA OT NepBoi ¢asbl TEM, YTO MOMKET YCTAaHOBUTbCA TOJIbKO NOC/e MepBOro 3Tana, Korga Bce
nakeTtbl BTOpon ¢asbl WndpytoTca.

Anzopumm aymeHmugukayuu — BbiI6op 0AHOI0 U3 CAUCKA anroputmoB ayTeHTuduKkaumm: HMAC -
MD5, HMAC-SHA1, DES, 3DES;

Anzopumm wugposaHUA — BbIDOP OAHOrO M3 CNUCKa anroputmos wndposaHua: DES, 3DES,
Blowfish;
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o [pynna Augpgpu-XenamaHa — Bbibop rpynnsl Diffie-Hellman;
e Bpems #u3HU ¢asel 2, ceK — BPeMs, Yepes KoTopoe NPOoUCXoamMT CMeHa Katouya WudpoBaHUS
AaHHbIX (apyroe HassaHue IPSec SA lifetime). Mo ymonuanuto 60 MuHyYT (3600 cekyHA).

[na BCTYNAEHMs B CUNY HOBOW KOHOUIYpauum M 3aHECeHUA HACTPOeK B 3HeproHesaBUCUMMYIo
NamATb HAXKMUTE KHOMKY «[TpumeHumeo». na oTMeHbl USMEHEHUI HAXKMUTE KHOMKRY «OmmeHa».

/ DaHHaa peanusauma IPSec paboTaeT TO/NbKO NpPM OTK/OYEHHOM TPAHCAAUMU agpecoB
oTnpasuTens, Tak Kak IP-agpec knaneHTta yyacrsyet B popmuposaHum wudpa.

2.7.2.2 [loomeHro «QoS»

B noameHio «QoS» OCYyLLECTBASETCA HACTPOMKA NPUOpPUTETOB 00paboTkM TpaduKa M TuMa
ouepesei.

Hactpoika QoS

KoHTponb noToka @

Hacmpolika QoS

e KoHMPposb Momoka — BKAOYEHME/BbIKAOUYEHWE MeXaHW3Ma YMpaB/AeHUA MOTOKOM MNepesauu
OaHHbIX No npoTtokony TCP;

e Boibop npuopumemos — Bbibop cnocoba nproputesaumm Tpaduka:

— DSCP — mexaHu3m Knaccudwukaumu, ynpasneHus Tpapukom M obecrneyvyeHus KayecTsa
06CcNyKMBaHMA NOCPEACTBOM NPUOPUTETOB;

— 802.1p — npu3Hak (gpyroe HassaHue CoS — Class of Service), ycTaHaBnMBaeMbli Ha
nucxogalimMe € paHHoro uHTepdeica IP-nakeTbl. MNMpuHUMaeT 3HavyeHus oT 0 (HWM3WWIA
npuopuTet) Ao 7 (HamBbICWUIUIA NPUOPUTET).

V Mpu BKAIOUEHHOM KOHTPOJ1E NOTOKA HAaCTPOIMKN NPUOPUTETOB HEAOCTYMHbDI.

e Tun oyepedu — BbIGOP AUCUMNANHBI O6CAYKMBAHUM OUYepeaeit:

— Strict — pucuMnavMHa obCNy»KMBaHMA o4yepenelt, NpU KOTopoi TpaduK ¢ bonee HU3KUM
npuopuTETOM nNepenaeTca, TO/MbKO KOrda y)Ke nepegaHa odepegb ¢ 6osiee BbICOKMM
NPUOPUTETOM;

— WRQ - pucumnavHa obcnyXuBaHMA odepesein, Npu  KOTOPOW AOCTynMHas noJsoca
NPONYCKaHUA AeNNTCA MeX4y odyepeaAamm NPonopLUOHaNbHO NPUOPUTETY.

e [lpuopumem 0..5 — onpepensaetca Bec npMopuTeTa B AnanasoHe ot 1 go 127, yem Bbilwe Bec, TeEM
npuopuTeTHee TpaduK.
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2.7.2.3 [lodmeHro «lllelinuHe mpaghuxka»

B nogmeHto «LUeinuHr TpaduKka» NpoM3BOAUTCA HACTPOMKa orpaHUYeHUs BXoaallei u ncxoaaulein
CKOpOCTU TpadMKa Ha KakaoM oTAeNbHOM UHTepdelice.

WWeinuHr Tpaduka
OrpaHu4eHHe CKOPOCTH
WHTepdeic Le@nuHr BKNKYEH
Broanwmi Tpaduk Wexogawmni Tpaduk

LAMO % Briknioyen - -

LANA * BriknoueH - -

LANZ X BriknioueH - -

LAM3 ® Brikniouen - -

WAN % Briknioyen - -

[JaHHOoe nogMmeHIo NpeacTaBfeHo B BuAe Tabauupbl, B KOTOPOM HanNpoTUB Kaxaoro MHtepdeica
YKasaH CTaTyc WeWnMHra Ha HEM WM 3HaAYeHMUs MAKCMMaNbHO pPa3peLlEHHbIX CKOPOCTel BXOAALLEro M
ucxogawero tpaduka. Ona TOro, 4ToObl NMEeperTn K HAcTpOMKamM KOHKPETHOro uHtepdenca, creayet
K/IMKHYTb Ha ero Ha3BaHwue.

LeinuHr Tpadhuka Ha nHTepdheiice "LANO"

Brnrounte WeinnHr

OrpaHuyeHne CKOpPOCTH BXOAALLETD
Tpadmka, kbut'c

OrpaHi4eHne CKOPOCTH MCXOAALLLEro
Tpaguka, kbut/c

UlelinuHe mpaguka Ha uHMepgelice:

e BKawyume welinuHe — BKAOYEHME OrPaHUYEHNI CKOPOCTM BXOAALLETO U UCXOAALLEro TpaduKa;

e O2paHuyeHue ckopocmu exo0Aue20/ucxodawe2o0 mpaguKka, Kbum/c — 3aAaHne MakCMMabHOM
CKOpOCTM BXxogAwero/vcxoasawero Tpapuka B K6ut/c B amanasoHe ot 0 go 1048576 k6uT/C,
MPUYEM LIar U3IMEHEHMA CKOPOCTU BXoAALero TpaduKka coctasaset 16 K6ut/c, a ucxoasauiero 64
Kéut/c.

MNPUMEYAHME! 3HaueHne «0» 03HaYaeT OTCYTCTBUE IMMUTUPOBAHUA BXOAALLEro/McxoaaLlero Tpapuka.
2.7.2.4 [lodmeHto «Hacmpolika MAC-adpecoe»

B noameHio «Hactpoiika MAC-agpecoB» MOXHO u3MeHUTb MAC-agpec WAN-unHtepdeiica
yCTpOMCTBa.
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HacTtpoika MAC-agpeca WAN

®

Mepeonpegennute MAC

MAC =

HacTpoiika MAC-agpeca Ha uHTepdelice "IP-TenedoHus"”

N

MAC 7

HacTtpoiika MAC-agpeca Ha uHtepdeice "VLAN ynpaenenns'

MAC =

e [lepeonpedenums MAC — npu ycTaHoBAeHHOM ¢iare Ha uHTepdelice MHTEpHET Mchob3yeTca
MAC-agpec n3 nona MAC.

Mpn HaxaTMM Ha KHOMKY BbliNajawowero meHto B none «MAC» so3moxcHo 3anmncatb MAC-agpec
KOMMblOTEpPa, C KoToporo Bbl nogkatoyeHbl K WEB-koHbuUrypaTopy. 3Ta dyHKUMS ByaeT nosiesHa, ecam Ha
ceTu Bawero MHTepHeT-NpoBaigepa ncnob3yetcsa npmsaska no MAC-agpecy. B atom cnyyae, ecim Bam
HeobxoAMMO MUCMONb30BaTb YCTPOMCTBO B KayecTBe maplipyTtusatopa, Ha WAN-uHTepdelic ycTponcTea
HeobxoaMmo HasHaunTb MAC-agpec Balwero KomnbloTepa (KOTOpbii paHee 6bin MOAKAOYEH K CETU
UHTepHeT).

Ons nepeonpegenenHnsa MAC Ha wuHTepdelice «IP-tenedpoHuna» unm «VLAN ynpasneHus»
BOCMO/Ib3yMNTECh pa3genamm «Hactpoitka MAC-agpeca Ha uHtepdelice IP-menegoHus» nan «Hactpolika
MAC-agpeca Ha uHtepoerice VLAN ynpasneHusa».

AN BCTyNAeHUA B CUAY HOBOM KOHOUIypauuu W 3aHECEHUA HACTPOEK B SHEProHesaBUCUMYIO
NamATb HAXKMUTE KHOMKY «[TpumeHumeo». [1na OTMEHbl USMEHEHMI HAXKMUTE KHOMKY «OmmeHa».

2.7.2.5 [ModmeHto «DHCP-cepsep»

B noameHto  «DHCP-cepBep»  BbINOMHAKTCA  HACTPOMKM  nokanbHoro  DHCP-cepsepa,
YCTaHaB/MBAKOTCA CTaTUYECKNE NPUBA3KN a4 PECOB.

YctpoiictBo RG-2400/RG-4400 vimeeT BO3MOMKHOCTb MOCPEACTBOM MPOTOKO/A AUMHAMMYECKOro
KoHdurypuposaHma (DHCP — Dynamic Host Configuration Protocol) aBTomaTtnyeckn HasHauaTb IP-agpeca
N Heobxoaumble s BbiIXxoAa B MHTEPHET NapameTpbl KOMMblOTepam, NoAKAoYeHHbIM K LAN-uHTepdeiicy
n 6ecnposoaHoi Wi-Fi Touke poctyna. Ero ncnonbsoBaHue nossonseT usbexaTb OrpaHUYEHUI pyYHOM
HacTpoliku npoTtokona TCP/IP.
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@ HacTtpoiikn DHCP-cepsepa
Bintoyen ¥
HauansHbii IP-agpec 19216812
KonuyecTso aapecos 250

CpokK apeHas! (B MUHYTaX) | 720

« TIPUMEHNTB. % OTMeHa

CtaTudueckue NPpUBA3KW agpecoB

Wmsa MAC-agpec IP-agpec

Hacmpoliku DHCP-cepsepa

e BKsoYeH — npu ycTaHOBAEHHOM dnare BKAOUYUTL JIoKanbHbii DHCP-cepBep;

e HauanbHbil IP-a0pec — HaYanbHbIM agpec nyna IP-agpecos;

e Konuyecmeo adpecos — KONMYECTBO afipecoB B Ny/e;

e CpoKk apeHObl  — YCTAaHOBKA MaKCMMa/JbHOTO BpPEMEHW WCMO/Ib30BaHMA MOAKAOYEHHbBIM
ycTpoiicteom IP-agpeca, HazHayeHHoro DHCP-cepBepom, MUHYTBI.

[na BCTynneHus B CUAY HOBOM KOHOMUIypauun U 3aHeCceHWA HACTPOEK B SHEpProHe3aBUCUMYIO

NamATb HAXXMKUTe KHONKY «[lpumeHume». Jna oTMmeHbl N3MEHEHUN HaXKMmuUTe KHOMKY «OmmeHa».

fJ Mpu nonbITKE U3MEHUTb HaYa/NIbHbIA aApec Ha 3HaYeHue U3 APYroi NoACeTU NO OTHOLLUEHUIO K
i noacetu uHtepdeiica LAN — npoucxoaut aBTOMaTUuYecKas YCTAaHOBKA MNy/a Nopj TeKyliee
3HauyeHue agpeca JI0Ka/IbHOW NoAaceTH.

Cmamuyeckue npussasKu adpecos

Ona pob6aBneHMs HOBOM CTAaTUYECKON MNPUBASKU HaKMUTE KHOMKY «Jobasume» W 3anofiHUTe
cneaytolime nons:

COS,D,aTb cCTaTUHeCcky NPUBA3KY afpeCcOB

A
MAC-anpec =

IP-agpec

o Uma —uma mekyweli cmamuyeckol npussasKu;

e MAC-a0pec — ycTtaHoBKa ctathyeckoro MAC-agpeca. 3agaetca B dopmate XX:XX:XX:XX:XX:XX,
BO3MOXEH Bbl6OP agpeca NOAKAOUYEHHbIX YCTPOMCTB U3 BCM/bIBAOLLEFO MEHIO;

e |P-adpec — ycTaHOBKa cTaTMyeckoro IP-agpeca ana ykasaHHoro MAC-agpeca.
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KoHpurypupoBsaHme cTaTMYecKMx MNpuBA3OK MNosesHo, ecam Bam  Heobxogumo, u4TO6bI
onpeaeneHHOMY KommnbtoTepy, nogkatoveHHomy K LAN-uHTepdeicy ycTpolicTBa, Bcerga HasHavanca
onpeaeneHHbln IP-agpec.

Haxkmunte KHonKy «flpumeHUumb» gnAa BHeceHuAa IP-agpeca B CNUCOK cTaTudeckmx IP-agpecos gna
DHCP-cepBepa. [1na oTMEHbI UBMEHEHUIA HAXXKMUTE KHOMKY «OmmeHa».

Ona ypaneHusa agpeca M3 CNUCKa HeobxoAMMO YCTaHOBWUTb ¢iar HampoTMB COOTBETCTBYIOLLEN
3aMnMCK U HaXaTb Ha KHOMKY «Y0aaumeoe».

2.7.2.6 [loomeHo «/lokanbHbil DNS»

B nogmeHio «JlokanbHbit DNS» npousBoauTca KOHPUrypupoBaHue nokanbHoro DNS-cepsepa
ycTpoicTea nytem gobasneHus B 6a3y nap IP-agpec — gomeHHoOe nms.

JNokanbHbin DNS nossosifeT wato3y noayyuuTb IP-agpec B3anMmoaencTBYOLWEro YCTPOMCTBA MO ero
ceTeBOMY MMeHM (xocTy). B ciyyae oTcytcTeus cepsepa DNS B cermeHTe ceTu, KOTOPOMY NPUHAANEKUT
W03, HO NPW HEOBXOAMMOCTM MAPLIPYTU3ALLMKN MO CETEBLIM MMeHaM NBO MCNONb30BAHUA B KayecTse
agpeca SIP-cepBepa ero ceteBOro MMEHWU, MOXHO WCNo/sb3oBaTb «JIoKanbHbii DNS». Mpu 3sTOoMm
HeobXxo0AMMO 3HaTb YCTAHOBJ/IEHHbIE COOTBETCTBMA MEXAY MMeHaMM y3/10B (XocToB) 1 ux IP-agpecamu.

NmveHa yanos

OdomeHHoE MMA IP-agpec

ocal 127001

Hacmpolika y3nos

[na pnobasneHua agpeca B CNMCOK HEOBXOAMMO HaxkaTb KHOMKY «Zobasume» n B okHe «Co30amb
coomeemcmeue» 3anoNHNUTb CAeayloLlme nons:

Cosgatbe cooTBETCTBNE

HomMeHHOoe MMA local

IP-agpec 127.0.01

e [JlomeHHOEe uMsA — VMA Y3N13;
e [IP-adpec — IP-agpec y3na.

Haxmute KHOMKy «/lpumeHumoe» ONA CO3AaHMA cOOTBeTCTBUA IP-agpec — aomeHHoe ums. Ona

OTMEHbl M3MEHEHUI HaXMWUTe KHOMKy «OmmeHa». Onsa yAaneHua 3anucu M3 cnucka Heobxogmmo
YCTaHOBWTb ¢1ar HaNPOTMB COOTBETCTBYIOLLEN 3aMUCU U HaKaTb Ha KHOMNKY «Y0aaume».

2.7.2.7 [MoomeHto «NAT u npobpoc nopmos»

B nogmeHto «NAT u npobpoc nopTOB» BbLINOJHAETCA HAcTpolKa npobpoca noptoB (ports
forwarding) us WAN-uHtepdeica B LAN-uHTEpdEiC.
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NAT — (Network Address Translation) pexum TpaHCNAUMM CETeBbIX agpPecoB — MO3BOASET
npeobpas3osbiBaTh IP-agpeca u ceteBble NopTbl IP-nakeToB. Mpobpoc ceTeBbix MOPTOB HEOOXOAMM, KOraa
TCP/UDP-coeamMHeHne Cc  NOKadbHbiM  (nogxntodeHHbiIM K LAN-mHTepdeiicy) KomnbioTepom
YyCTaHaBAMBAETCA M3 BHeLWHelN ceTu. [JaHHOe MeHI0 HacTpOeK NO3BOAAET 3a4aTb NpPaBuUa, paspeLlatolume
NPOXOXAEHME NAKETOB M3 BHELWIHEW CETW HA YKasaHHbIA afpec B JIOKA/IbHOW CETWU, TEM CaMbIiM Aenas
BO3MOXHbIM YCTaHOB/IEHME coeguHeHuA. [pobpoc nopToB rnaBHbiIM 06pasom Heobxoaum npwu
ncnonb3oBaHuM torrent U p2p-cepBucoB. [lAAa 3TOro B HacTpolKax torrent uam p2p-KAMEHTA HYXKHO
NMocmoTpeTb ncnoabayemble um TCP/UDP-nopTbl 1 3a4ath 418 3TUX NMOPTOB COOTBETCTBYIOLLME Mpasua
npobpoca Ha IP-agpec Bawero Komnblotepa.

HacTtpoiikn NAT

BrniounTs NAT

Mpasuna NAT

Wma LAN IP MopTel LAN MNpoTtokon WAN IP NopTel WAN

Hacmpolika npasuna NAT

Ona pobasneHua Hosoro npasuaa NAT HaxkmuTe KHOMKY «/Jobasumb» N B OTKPbIBLUEMCA OKHE
«Co3paTb HOBOE NPaBUAO» 3aNOHUTE caeaytolme Nonsa:

Coa,anb HOBOE& npaBuno
Wns
IP-2[p&C HA3HAYEHUA NAKETOB LAN
MopThl HAZHAYEHUA LAN
MNpoTokon TCP v
IP-agpec NCTOYHKKR NakeTos WAN

MopTel HAasHaveHna WAN

+ MpUMEHNTE x OTmeHa

e /mA — Ha3BaHWe npasuia (None 06A3aTeNbHO AN 3aMN0HEHUSA);

e IP-adpec HaszHa4yeHua nakemos LAN — IP-agpec xocTa B JIOKa/bHOW CETWU, Ha KOTOpbIi
OCYLLECTBAAETCA TPAHCAALMA NAaKeTOB, NoNagatowWwmx noa JaHHOe NPaBuo;

e [lopmbl  HasHavyeHua LAN — TCP/UDP-nopTbl nosyyatens, Ha KoTtopble 6yayTt
TPAHC/IMPOBATLCA MAKETbl B JIOKA/IbHYIO CETb (A0MyCKaeTca yKasbiBaTb MO0 OLVNHOYHBIN
nopT, N"Mbo Yepes “-“ gManasoH NOpPToB);

e [Ipomokon — BbIGOP NPOTOKONA NaKeTa, NoMajatoLero nog gaHHoe npasuno: TCP, UDP,
TCP/UDP;

e |P-adpec ucmoyHuka nakemos WAN — IP-agpec oTnpaBuTena NakeTa BO BHELWIHEN CeTw,
nonagatoLLero noa AaHHoOe NpaBuIo;

e [lopmesi HasHaueHua WAN — TCP/UDP-nopTbl nosy4yaTens naketa BO BHELUHEW CeTu, npu
KOTOpPbIX NakKeT nonagaeT nog gaHHoe NpaBuo (JonycKaeTcs yKasbiBaTb MO0 OAMHOYHDIN
nopT, nb6o yepes “-“ gManasoH NopTos).

Mpasuno npobpoca noptoB paboTtaeT cnegytowmm obpasom. Y nakeTa, NpuUxoaALLero Ha agpec
WAN-uHTepdenca ycTponcTea no NpoToKkony «[1pomoKoan» Ha NopT U3 AnanasoHa «[lopmel HA3HAYeHUA
WAN» n umelollero aapec UCTOYHUKa «IP-adpec ucmouvHuka nakemos WAN» (ecnn 3To napameTtp
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OCTaBWUTb MYCTbIM — afpec UCTOYHWKA He aHa/NU3UPYeTCs), OCYLLEeCTBAAETCA NogMeHa agpeca M nopTta
Ha3HayeHM Ha 3HaYeHUA COOTBETCTBEHHO W3 nosnen «IP-adpec Ha3HayeHuUs nakemos LAN» wn «[Topmei
Ha3HayeHus LAN».

Haxmute KHoMKy «[lpumeHume» pgna pobasneHuMAa HOBOro npaswia. [na OTMEHbl M3MEHEHWN
HaXXMUTe KHONKY «OmmeHa».

Ana yAaneHna npasuia U3 CrnncCKa H606XO,D,MMO YCTaHOBUTb d)nar HanpoTue COOTBeTCTByPOLI.I,Eﬁ
3aNNUCN N HaXXaTb Ha KHOMKY «Ypanutb».

2.7.2.8 [lodmeHto «Cemeasoli IKPaH»

B noameHto «Cemegoli SKpaH» YyCTaHABNMBAIOTCA NPaBMAA NPOXOKAEHUA BXOAALLETO, UCXOAALLETO
W TpaH3uUTHOro Tpaduka. MimeeTcA BO3MOXKHOCTb OrpaHW4YMBaTL MPOXOXKAEHWe TpaduKka pasHoOro Tvna
(BXo4AWMIA, UCXOOAWMMN, TPaAH3UTHbIN) B 3aBUCMMOCTM OT NPOTOKONA, IP-aapecoB WUCTOYHMKA W
Ha3HayeHuA, TCP/UDP-nopToB MCTOYHMKA U Ha3HayeHus (gna npotokona TCP uan UDP), Tuna coobuweHua
ICMP.

MpaBuna ana BxogdAwero Tpaduka

Hmn MpoTtokon Afpec oTnpaEuTenA MopTel oTNpaEBATENA MopTel nony4aTens OeWcTEME

MpaBuna ana ncxogqawero Tpaduka

N

HUmna Mpotokon MopTel oTNpaeuTens Anpec nony4artens MopTel nony4atensa Oencrene

MpaBuna ona TpaH3UTHOro Tpaduka

WUmAa MpoToken Agpec oTnpaeuTensa [opTel OTNpaEWTenA Agpec nony4atensa [opTel nony4atens OedcTEne

Hacmpolika npasun cemegoz2o 3KkpaHa

Ona po6asneHVs HOBOro MpaBuia HaKMUTE KHOMKY «/Zob6asumb» W B OTKPbIBLUEMCA OKHe
«Co34aTb HOBOE NPABUJ/IO» 3aNONHUTE CAeAytoLLMe NoNs:

Cozgartb HoBOE npasuno

MMA
@
Tun Tpaduka BxopAwmi v
MpoTokon TCP v
-4
Afpec 0TNpaBuTENs
7

MopTel 0TNPaBUTENA 0
MopTel NOMyYaTeEnA 0

[eictene MponycTUTL v
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e /ImAa —Ha3BaHue npasuna;

e Tun mpaguxka — BbibOp TMNa TpaduKa, Ha KOTOPbIA pPaACMPOCTpPaAHAETCA AeNCTBME AaHHOro
npasuna:

— Bxoodawuli — BXogsAWMM Ha yCTPOMCTBO TpadmK (nonyyatenem ABASETCA HENOCPeaCTBEHHO
OAMH U3 ceTeBbIX MHTepdelicoB ycTpoicTea). Mpu Bbibope AaHHOro TMNa Tpaduka ANs
pefaKkTMPOBAHUA CTaHYT AOCTYMHbI CAeaytouue nons:

Adpec omnpasumessa — 3aAaeT HadanbHbll IP-agpec otnpasutens. Yepes cumeon "/"
MOMHO YKa3aTb MaCKy noAceTn B PopmaTax XXX.XXX.XXX.XXX MW XX, Hanpumep,
192.168.16.0/24 wnn 192.168.16.0/255.255.255.0, 4Tobbl BblAENUTL CPa3y LeAbli
AMnanasoH agpecos (3anncb Macku B Buae /24 cooTtseTtcTayer 3anucu /255.255.255.0);

— Ucxodawuli — vcxofAawmMn ¢ ycTpoicTea TpaduK (TpaduK, reHepupyemblit N0KabHO
YCTPOICTBOM C 04HOIO U3 ceTeBbiXx HTepdelicos). Mpu Bbibope AaHHOro TMNa Tpaduka ana
penakTUPOBaHWUA CTaHYT AOCTYNHbI Cheaylolme noaa:

Adpec nonyyamens — 3agaet IP-agpec nonyyatena. Yepes cumson "/" MOXHO yKa3aTb
MaCKy MoAceTv B GpopmMaTax XXX.XXX.XXX.XXX UAK XX, Hanpumep, 192.168.18.0/24 van
192.168.18.0/255.255.255.0, 4To6bl BblAENNUTL CPa3y Lienblii Anana3oH aapecos;

— TpaH3umHsbili — TPaH3UTHbIA Tpaduk (Tpaduk, nNpoxodawMin mexay ABYMSA CETEBbIMU
MHTepdericamm, Korga oTNPaBUTENIEM M NOJyYaTENEM ABAAIOTCA BHELHWE YCTPOICTBa). Mpun
BblbOpe faHHOro TMNa TpadurKa ANa PefaKTUPOBAHNUA CTaHYT AOCTYMHbI Ceaytowme nons:

Adpec omnpasumena — 3apaet IP-agpec otnpasuTena. Yepes cumson "/" MoKHO
yKasaTb Macky noacetm B GOpMaTax XXX.XXX.XXX.XXX WAW XX, Hanpumep,
192.168.16.0/24 wnn 192.168.16.0/255.255.255.0, 4Tobbl BblAENUTL CPa3y LeAbli
ANanasoH afpecos;

Adpec nonyyamensa —3aaaet IP-agpec nonyyatens. Yepes cumeon "/" MOXKHO yKasaTtb
MaCKy noAaceTu B popmaTax XXX.XXX.XXX.XXX UM XX, Hanpumep, 192.168.18.0/24 nnu
192.168.18.0/255.255.255.0, 4T06bI BblAEIUTH CPA3Y LiE/bliA AMana3oH aApecos;

e [pOTOKOM — NPOTOKO/ NAKeTa, Ha KOTOPbIN pacnpocTpaHAeTca AencTBue gaHHoro npasuna: TCP,
UDP, TCP/UDP, ICMP, noboli.

e Jelicmeue — fieicTBue, coBeplIaemoe Hag naketamu (0T6pocuTb/nponycTuTb).

Mpwu sbibope npoTokoaos TCP, UDP, TCP/UDP ana peaaktupoBaHua ByayT AOCTYNHbI HACTPOMUKM:

e [lopmbl omnpasumesns — CNUCOK NOPTOB OTMNPaBUTENS, MaKeTbl KOTOPOro 6yayT nonafatb Nog,
AaHHOe npaBuao (gonycKaeTcs yKasbiBaTb AMBO OAWMHOYHBIN NopT, NMbo uyepes “-“ AnanasoH
NnopToB); ANA YKa3aHWA BCeX NOpPToB BBeAMTe AMana3oH «0-65535»;

e [lopmesl nonyyamena — CNUCOK MOPTOB MOAy4YaTeNA, MaKeTbl KOTOporo OyayT nonagatb Noa
AaHHOe MnpaBuao ([OoNycKkaeTca yKasbiBaTb IM60 OAMHOYHLIA MOPT, NMbo 4Yepe3 “-“ guanasoH
NopToB); ANA YKa3aHWs BCeX MOPTOB BBeAMTe AMana3oH «0-65535»;.

Mpu BbIbOpe npoTokona ICMP ana peaakTMpoBaHua 6yayT AOCTYNHbI HACTPOMKMK:

e Tun coobujeHUss — MOXHO c0o34aTb NPABM/IO TONbKO ANA onpeaeneHHoro Tmna ICMP-coobweHus
nnbo ana Bcex.

Haxkmute KHomnKy «lpumeHMTb» Ans AobasneHWAa HOBOro npasuaa. OaAa OTMEHbl U3MeHEeHWi
HaxXmuTe KHonky «OTmeHa». 1A yaaneHua 3anucy 13 Crnmcka Heobxoammo yCTaHOBUTL ¢ar HanpoTuB
COOTBETCTBYIOLLEM 3aMMUCK U HaXKaTb Ha KHOMNKY «YA4anuTb».
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2.7.2.9 [loomeHro «ACL»

B noameHto «ACL» BbINOMHAIOTCA HACTPOMKM CnNUCKOB gocTyna. Access Control List uam ACL —
CMUCOK KOHTPOJIA [AO0CTyna, COLEPXXWUT MNpaBwu/ia, OMpefensAlolWwme MpoxoxKaeHne TpaduKka depes
nHTepdelic.

OrpaHuderns no MAC-agpecam

Ne craryc MAC-agpec docTtyn OrpaHnyeHne cKopocTH

=+ [lobaBuTh W Yaanutb

OrpaHuderusa no URL-anpecam

N2 Cratyc URL

+ [JobapnTs [EREEAEHTNS

OrpaHu4eHnst Mo BPEMEHN CYTOK

Ne Cratyc Havano KoHey OocTtyn OrpaHM4eHHe CKOPOCTH

+ [lobaBuTh W Yaanutb

OzpaHuyeHua no MAC-adpecam.

Cosgatb HoBOE npasnno

BKNHOYATE
@
MAC-anpec -
3anpeTuTe AocTyn &
e
Vg

e BKa4YUMb — NPW yCTAaHOBAEHHOM dJiare akTUBMpYeTcA Npasuao euabTpaumm no MAGC;
e MAC-a0pec — MAC-agpec ycTpoicTBa, 41A KoToporo 6yaeT AeicTBoBaTb CO34aHHOE NPaBuo;

e 3anpemums 0ocmyn — Npu ycTaHOBAeHHOM dnare ¢ 3aJaHHOro ycTpoicTea byaeT NosHOCTbIO
3anpeLLéH JocTyn U nepesaya TpaH3MTHOro Tpaduka. Ecam dnar He ycTaHOB/EH, CKOpPOCTb byaeT
orpaHWYeHa A0 YKa3aHHOro 3HayeHus;

o OzpaHuyeHue ckopocmu, K6um/c — MmaKcMmasibHas CKOPOCTb MOTOKAa AaHHbIX A8 YCTPOWCTBa C
yKaszaHHbIM MAC-aapecom (0 KBUT/c — 3KBMBANEHTHO OTCYTCTBMIO OrpaHMYEHMA CKOPOCTU MOTOKa
OAHHbIX);
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OzpaHuyeHusa no URL-a0pecam.

Cospatb HoBOE npasnno

BKMNHOYUTE
@
URL
e
7
e BKawYUMb — NpU yCTaHOBNEHHOM dare akTMBMpyeTca npasuno dunbtpaymm no URL;
e URL — URL-agpec ycTpoicTBa, 415 KOToporo byaeTt AencTBoBaTb CO34aHHOE NPaBuIo;
O2paHuyeHuUs Mo epemeHu Cymox.
COS,EI,aTb HOBOE npaenno
BKNHYHTE
@
Hayano 00:00
Kosey | 00:00
o
3anpeTuTb oocTyn ¥
7

e BKawoyume — Npw ycTaHOBAEHHOM dnare npasuno GuUAbTPaLMM aKTUBUPYETCA U AeaKTUBMpPYeTca
B Ha3Ha4yeHHoe Bpems;

e Hauano — Bpems B 24-4yacoBom ¢dopmaTte cuUMcieHus (44:MM), C KoToporo byaeT AencTBoBaTb
CO34aHHOoe NpaBuIo;

e KoHeuy — Bpema B 24-yacoBom dopmaTte cumcieHus (44:Mm), A0 KoToporo byaeTt AeicTBoBaTthb
CO34aHHOe NpPaBuIo;

e 3anpemums Oocmyn — Npu ycTaHOBAeHHOM ¢nare OyaeT NOJHOCTbIO 3anpewéH AocTyn U
nepefaya TpaH3UTHOro TpaduKa. Ecam dnar He ycTaHOBNEH, CKOPOCTb OyAeT orpaHuyeHa Ao
YKa3aHHOro 3HayeHus;

e O2paHuyeHue cKopocmu, Kbum/c — B Te4yeHMUe 3a4aHHOrO MHTEpPBasa BPeMeHM, CKopocTb byaer
orpaHMyeHa A0 yKasaHHOro 3HayeHusa (0 KBUT/c — 3KBMBANEHTHO OTCYTCTBUIO OrpaHUYeHua
CKOPOCTW MNOTOKA AaHHbIX).
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2.7.2.10 MNMoomeHro «Wi-Fi»

B nogmeHto «Wi-Fi» BbinonHAlOTCA HacTpoiikn becnpoBogHoit Wi-Fi cetn. MogmeHio AOCTYMHO
ToNbKo ans moaenen RG-2402G-W, RG-2404G-W, RG-4402G-W, RG-4402GF-W. HacTpoiKu BbINoHAKTCA
ans cetm Wi-Fi Ha yactoTte 2.4 Ty n 5 Ty, YcTponcTBo nogaepmBaer paboTy 0AHOBPEMEHHO B ABYX

Anana3oHax 4acToT.

Bce HaCTDOﬁKM pa3geneHbl Ha 6asoBble U AONO/IHUTENbHbIE.

Wi-Fi 2.4 TTy

Bemoeawme Wi-F

EltesWiF
802.11bg .
WEAZ N
Moes3aTe Enaod
40 MMy -
Bepoos -
SHIN aut -
Crpemeii pes
Brmiouwte WM ¥
WHODTE CHTREN
Wi-Fi 5Ty
Eaz0EmE H3CTPOM JononseTEnessiE KICTRO
Benorsete Wi-F
nerTediraTop cemH (S510) Eh=xWiFiGGdigdig
Pz 802 802 .
Pexin B230n3CHOCTR WRAZ .
Hmios WRA | sesemsssrssens

P — -
Lpprez g3=an 40 MMy -
DrHoEROR BEHED Bepus -

EXE St .

bazosbie HacmpoUlku

o Bkmaoyume Wi-Fi — npu yctaHoBneHHOM dnare BKAtoYeHa 6ecnpoBogHan
COOTBETCTBYHOLLEM AManNa3oHe YacToT;

TOYKa AO0CTyna B
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Y

ndeHmugpukamop cemu (SSID) — nma 6ecnpoBOAHOMN CETU, UCNONb3YETCA ANA NOAKAOYEHUS K
ycTponctBy. MaKkcMmanbHaa aAaiMHa MMeHn — 32 CMMBOJa, BBOJ, C YY4ETOM Peructpa KaaBuaTtypbl.
[aHHbIV NapaMeTp MOXKET COCTOATb U3 UMdp, NAaTUHCKUX BYKB, Npobenos, a TakxKe cMmBosios "-",
nonn o Y npyM 3TOM CMMBOBI , "#" M npoben He MoryT CTOATb NEPBbIMU;

Pexcum 802.11 — Bblb6Op pexxknma paboTbl becnpoBogHOro UHTepdenca.

IIIII n.n
L

Ona 2.4 Mu;

— 802.11b — ecnn Bce becnpoBoAHble KAMEHTbl NoadepXusatwT craHaapt 802.11b, no
AaHHOMY CTaHAAPTYy MaKCMManbHaA CKOPOCTb cocTasaseTt 11 Méut/c;

— 802.11bg — ecnun B CETM NPUCYTCTBYIOT HECNpOBOAHbIE KAMEHTbI C noaaepkoi 802.11b u
802.11g, no craHaapty 802.11g makcMmanbHaa CKOPOCTb cocTasaaeT 54 Méut/c;

— 802.11bgn — ecnu B ceT NPUCYTCTBYIOT 6ecnpoBoaHble KANEHTbI C noaaep:kKkon 802.11b,
802.11g n 802.11n;

— 802.11n — paHHbIA CTaHOAPT npedycMaTpuBaeT MaKcMmasbHyto ckopocTb 300 Méut/c.
802.11n wucnonb3yeT TexHonornio MIMO (HECKO/NIbKO BXOAOB, HECKO/IbKO BbIXOAOB),
06paboTKy CUTrHANIOB W TEXHONOIMIO WHTENNEKTYa/lIbHOW aHTEHHbl ANA  nepesayu
HECKO/IbKMX NOTOKOB AaHHbIX Yepes3 HEeCKO/IbKO aHTeHH. 3TO AAéT NATUKpaATHOe yBenveHne
Nnpou3BOAMTENBHOCTM W  ABYKpaTHOe yBe/AuveHWe [Anana3oHa Mo  CpaBHEHUD C
npegblaywmm ctangaptom 802.11g.

Ona5Imu:

— 802.11a — makcumasibHasa CKOPOCTb cocTasnset 54 M6éuTt/c;

— 802.11n — paHHbLIN CTaHAAPT NpeaycMaTpuMBaeT MaKCMMasbHyo ckopocTb 300 M6wut/c.
802.11n wucnonb3ayetr TexHonoro MIMO (HECKONbKO BXOAHbIX MOTOKOB, HECKO/bKO
BbIXOAHbIX MOTOKOB), 0O6PabOTKY CUrHANOB U TEXHONOTUIO MHTENNEKTYa/IbHON aHTEHHbI A5
nepezavym HeECKObKMX MOTOKOB AaHHbIX Yepe3 HECKOIbKO aHTEHH.

Pexcum 6e3onacHocmu — Bblbop pexunma 6esonacHocTM 6ecnpoBoLHON ceTu:

— Off — oTknto4YeHo WwudposaHue becnpoBoAHOM CETU, HU3KKUI ypoBEHb Be3onacHOCTY;

— WEP — wudposaHne WEP. WEP-KNo4 [O/IKEH COCTOATb M3 LWECTHAAUATEPUYHbIX LMdp U
umeTb aanHy 10 uam 26 cumBonoBs, AMBO A0MKeEH BbiTb CTPOKoM (cMmBonbl a-z, A-Z, 0-9,
~@#S%"&*()_-+=) n umeTb AnnHY 5 namn 13 cumsonos.

— WPA, WPA2 — wndposaHne WPA n WPA2. innHa Knatoda coctaBnseT oT 8 Ao 63 cMMBONOB.
Pa3peluaeTca MCNOb30BaTh TO/ILKO CUMBOJbI: a-z, A-Z, 0-9, ~1@#S% &*() -+=;:\\|/?.,<>""
unn npoben. PekomeHayeTCcA WMCNOb30BaTb peXKumbl WwnudpoBaHna WPA n WPA2 Kak
Hanbonee 6e3onacHble HA JAHHbIA MOMEHT.

PeKomeHgyeTcA UCMNOAb30BaTb peXumbl 6esonacHoctu WPA un WPA2 Kak Haubonee
6e3onacHble.

LLlupuHa KaHAAG — WWPKUHA NOJIOCbl YacTOT KaHana, Ha KoTopom paboTaeT 6ecnpoBoaHas TOYKa
[0CTyNna, NpuHUMaeT 3HaveHmna 20 n 40 Mlu;

OcHoBHOU KaHaA — OCHOBHOM KaHan TOYKKM gocTyna. HacTpoiKka gocTynHa npu Bbibope WupKrHbI
KaHana B 40 Mly — B 3TOM c/lydyae CymmapHbIii KaHan 40 MIy obpasyeTca u3 AByx CoceaHux
YaCTOTHbIX KaHasnoB no 20 Mrlu. Bbibop OCHOBHOro KaHasia onpeaensierca MNoaoXKeHuem
OTHOCUTE/IbHO AONO/IHUTENBbHOTO:

- BerHVIl\;I —Y4aCTOTa OCHOBHOrIoO KaHasna Bbllle 4YaCToTbl AONO/IHUTE/IbHOTO,
— HWXKHMI — YacToTa OCHOBHOIO KaHafa HUMXKe YacToTbl AONO/THUTENIbHOTO.

KaHan — Homep KaHana ans pabotbl BecnpoBogHoit ceTu. Mpu Bbibope 3Ha4YeHUsA «auto»
aBTOMAaTMYECKM ONpesenseTca KaHal C MEHbLUMM YPOBHEM MOMEX;

Ckpbimeblli pexcum — npu ycTaHoBAeHHOM ¢niare TOYKa AocTyna OyaeTr cKpbiTa B 3dupe.
MoAKNOUYMTLCA K HE MOXKHO, TO/IbKO 3apaHee 3Has eé SSID;

52

Ab6oHeHmcKul wto3 cepuu RG-2400/RG-4400



HELTEX

— Paspewums WMM — npu ycTaHoBneHHOM dnare BKAlodeHa yHKums  Wi-Fi
Multimedia, KoTopasa No3BosfeT ONTUMM3MPOBATb Nepeaavy MyabTUMeauHOro Tpaduka
no 6ecnpoBogHoON cpeae;

— MowHocmb cuzHana — peryMpoBKa MOLLHOCTM CUTHana TOYKM AOCTyna B NPOLEHTax oT
MaKCMMAIbHOTO YPOBHA.

JlononHumesnsHble HACMPOUKU

Mopoz pazmeHmayuu (Fragmentation Threshold) — makcMmanbHbIi pa3mep HenpepbiBHOroO
6n0Ka AaHHbIX 4NnA nepegaydnM no becnpoBogHoin ceTu. [aHHble 6onbliero pasmepa 6yayt
pa3buTbl Ha YacTn — PparMeHTUPOBaHbI; NPMHUMAET 3HadeHua ot 0 o 2346;

Mopoz RTS (RTS Threshold) — maKcMmanbHbIt 3anpallvMBaembli pasmep 6/10Kka AaHHbIX AAS
nepeaaun. B texHonormn CSMA/CA naketbl RTS (request to send) nocbinatotca 6a30Boit ctaHUUK
00 nepegayn peanbHblX AaHHbIX. Mpu HanMuun cBoboaHOro OKHa 6asa oTBedvaeT naketom CTS
(clear to send) 1 KNMeHT OTCbiNaeT NaKeT 3anpolUeHHOro pasmepa. Yem meHblie pasmep RTS, Tem
b6o/siblle  BEPOATHOCTb MOAYyYUTb  paspelleHne oOT 6a3oBoiM  cTaHuMKM, Tem ObicTpee
BOCCTaHaB/IMBAETCA CETb MOC/Ie KOMIU3UIA, HO TEM MEHbLUEe NMPOU3BOAUTENBHOCTb CETU B LLE/IOM.
MpuHmaeT 3HavyeHua ot 0 go 2347;

Mepuod omnpasku cayxebHoix coobujeHul, mc (Beacon Interval) — NpomeKyTOK BpeMeHN MeXay
CcnyXebHbiMM coobueHnamn B HecnpoBogHon cetu. CnyxebHble coobuieHua nepeaaroT
napameTpbl YacToT, NPOTOKON0B, 6€30MacHOCTU, MOLLHOCTU MepeaaTynKkoB, 3adepXkeKk M T. 4.
MpuHMMmaeT 3HaveHuAa ot 20 go 1024;

Tun npeambynbl (Preample Length) — paamep npeambynbl NOKa3biBaeT AJNHY CAyXKebHOoro nons s
Ka)kaom nakete. OanHHaa npeambyna coctouT n3 128 6UT, KOpOTKas — M3 56 6UT. KopoTKuit
pasmep npeambynbl nosbiaeT obllee 6bICTPOAENCTBME CUCTEMbI, WCMOAb3yeTcA ANA
MYNbTUMEANA-NPUNOKEHWIA;

Bkarouume IAPP — npotokon IAPP (Inter-Access Point Protocol) no3sonseT ncnonb3osaTb pOYMUHT
KNMEHTOB MeX Yy HECKO/NbKMMM TOYKaMM AOCTYMNa BHYTPU OLHOrO CermeHTa CeTu;

Omkmoyums 3aujumy (Wi-Fi Protection) — 3To cneumanbHbli mexaHusm ana cetein 802.11 b/g.
BK/lOYEHNE MEeXaHU3Ma rapaHTMpPyeT BO3MOXKHOCTb paboTbl MeaA/IeHHbIX YCTPOMCTB CTaHAapTa b B
cpeae ¢ 601bWINMM KOIMYECTBOM BbICOKOCKOPOCTHbIX YCTPOMCTB CTaHZapTa g. ITo AocTuraerca
yBeAnYeHMEM BPEMEHM 0BCNYKMBAHNA CTAPbIX KAMEHTOB, 3a4aHMEM A4 HUX MEHbLUEro pasmepa
OKHa RTS, cHMKeHMem obLero 6bICTpOAENCTBUS CETY;

AZPEZGL{UH (Aggregation) — BKJ/IlO4HaeT BO3MOXKHOCTb 06'beﬂ,I/IHEHMFI HECKONIbKUX MaA/IEHbKUX
NaKeToB AnA nepeaayvyn B 0o4HOM 60ﬂbLUOM;

Kopomkuli 3aujumHeili uimepeaan (Short Gl) — cpeACTBO CHUMKEHUS OLMBOK NpW B3auMoaeiCcTBUN
pagno YCTPOWMCTB — MyCTOM MPOMEXKYTOK MeXAay nepeaaBaembiMK LLECTHAALATEPUYHbBIMU
cumonammn  (0,1,...E,F). CraHaapTHbIA AOAWHHBLIA  3aWUTHbIA  KMHTepBan (Long Gl) wumeer
npoaoiKmuTenbHocTb 800HC. CuMTaeTcs, YyTo 3a 3TO BPEMS CUrHaA MOJIHOCTbIO A0X0AUT A0
NpPUEeMHKKa C yYeTOM BCEX 3aZlepXKeK U oTparkeHui. Mo ucTteyeHnn sToro MHTepBana, nepeaaercs
cnegyrowmin cumson. Short Gl gnutca 400Hc. Mcnonb3osaHue Short Gl nosblwaeT obuyo
npousBoAuTeNbHOCTL 6ecnpoBOAHON CeTU NpUMepHO Ha 11%, HO MHOrAa BeAEeT K YBENUYEHUIO
olwmnboK npnema/nepesauu;

N3zonayus knueHmos (WLAN Partition) — BKAloYeHWe 3anpeTa B3aMMoAencTBus 6ecnpoBOaHbIX
K/IMEHTOB MeXay cobon;

Braoyumes STBC — BKAoUYeHUe mexaHuM3ma Space Time Block Coding (STBC), ucnonbsyetcs B
6ecnpoBOAHbIX CETAX ANA Nepenayn KOnui NOTOKA AAHHbIX Yepe3 HEeCKOIbKO aHTEHH U AnA
obecneyeHns npméma pasHbix Bepcuin 6/10Ka AaHHbIX B LEeNAX MNOBbIWEHNA HAAEXKHOCTM 06MeHa
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OaHHbIMK. M3BECTHO, YTO pagMOCUrHan PacnpocTpaHsieTca B cpede MO AOCTAaTOMHO C/IOMKHbIM
TPAEKTOPUAM U MOABEPXKEH BAUAHUIO OTPaXKeHus, pedpakuuM, paccemBaHua, a TaKXkKe
NCKaXKaeTcs BO34ENCTBUEM TEMNJIOBOIO LWYMa NPUEMHMKA, YTO B KOHEYHOM CYETE NPUBOAMUT K TOMY,
YTO OAHM KONUM NepesaHHOro CUrHaNa MOryT OKasaTbCA 3HAYMTE/IbHO Nyylle (MeHee UCKaXKeHbI)
Apyrvx. dTa M3ObITOYHOCTb MOBbIWAET BEPOATHOCTb KOPPEKTHO AEKOAMPOBaTb CUrHaN wu3
HECKOJIbKUX ero Komnui Ha npuémHoi ctopoHe. TexHonorma STBC ob6beauHseT Bce Konuu
NPUHATOro 6710Ka AaHHbIX ONTMMabHbIM 0OPa3om AN M3BEYEHMA MAaKCUMaAJIbHOrO KOJIMYeCTBa
MHOOPMALMM U3 KaXKA0N U3 HUX.

CocywecmesosaHue 20/40MTly (20/40MHz Coexist) — BKAOYEHHAA ONUMA NPUBOAUT K TOMY, YTO
ecin B paguyce OeNCTBMS Hallel TOYKM goctyna OyayT oOHapy)KeHbl ApyrMe TOYKM Ha
aHaNOrMYHbIX YaCTOTHbIX KaHanax WMAM BCe KaHa/bl ByAyT CUIbHO 3arpyeHbl — Halla TouYKa
[0CTyna OTKAOYNUT UCMOJIb30BaHWE YAaCTOTHOTO AnanasoHa 40Mru, 4Tobbl He MeLlaTb Coceanm;

AdanmueHasa ouaepamma HanpasaeHHocmu (Beamforming) — TexHonoruns, noApasymesatollas
dbopmMmUpoBaHME 3/IEKTPOMArHUTHOTO NOAA aHTEeHHbl 6a30BOM CTaHUMWM B JasibHEW 30He B BUAE
Y3KOHanpaB/IeHHOTo IN1aBHOro fienecTka, OPUEHTUPOBAHHOTO B CTOPOHY abOHEHTCKOro yCTPOCTBa
C BO3MOXHOCTbIO WM3MEHEHUS HanpaB/AeHHbIX CBOWCTB MPU M3MEHEHWW MOJIOKEHUA 3TOrO
obopyaoBaHuA.

Ecnu ycTpoicTBo paboTaeT B ABYX AMana3oHax 4acToT (ogHOBpeMeHHO BKAtoYeHbl « Wi-Fi 2.4MTu» n

«Wi-Fi 5[Ty») — MaKcMmanbHana CKOpPOCTb Mepedayn Ana Kaxaoro Auanas’oHa ymeHblumTbes go 150
M6uT/c BBMAY OTKAOYEHUA TexHonorm MIMO.

[na BCTYNAEHUA B CUAY HOBOM KOHOWUIypauuu M 3aHECEHMA HACTPOEeK B 3IHEProHe3aBUCUMYHO

NamATb HAXXMUTEe KHONKY «[lpumeHume». Jna OTMeHbl N3MEHEHUN HaXKmuTe KHOMKY «OmmeHa».

2.7.2.11 NMoomeHro «Dunsmp MAC»

B noameHo «Punbtp MAC» BbINOAHATCA HACcTPOMKa dunbTpauma goctyna no Wi-Fi u MAC-agpecy

KneHTa.

HocTyn K ycTpoicTBy

®

PeskiiM (UNsTPa NPOBOAHOMN CETH | OTKIIOYNTS v
- PesiM unbTpa Wi-Fi 2.4 TTY | OTKIIO4YMTE v
PeskiM unbTpa Wi-Fi 5 Ty | OTKoYMTh v

N

HacTpoiiku orpaHuyenus gocryna no Wi-Fi

Pexcum ¢unempa — 3agaeTca oTaeNbHO Ansa guanasoHos 2.4 n 5 Ty n onpegenset oanH U3 Tpex
anroputmos paboTbl duabTpa B 3aBucumocTn oT MAC-agpeca KamMeHTa:

— OmKayums — dunbtpaumna no MAC-agpecam OTKAOYEHA — BCEM K/AMEHTAM pa3pelleHo
NOAKNOYATLCA K TOYKE A0CTYNa;

— YépHbili cnucok — B AaHHOM pexXume paboTbl dpuabTpa KaneHtam, MAC-aapeca KOTOPbIX
yKasaHbl B «Cnucke MAC-agpecoB», 3anpelieHo MOAKAYATbCA K TO4YKe [0CTyna.
AboHeHTam, MAC-agpeca KOTOPbIX He YKa3aHbl B CMUCKE, MOAKAIOYEHNE PAa3pELLEHO;
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— bBenelli cnucok — B gaHHOM pexume paboTbl punbTpa KnmveHTam, MAC-agpeca KOTopbIX
yKasaHbl B «Cnucke MAC-agpecoB», paspelweHO MNOAKAKYATbCA K TO4Ke AocTyna.
AboHeHTam, MAC-agpeca KOTOpPbIX B CMUCKE HE yKa3aHbl, MOAK/I0YEeHME 3anpeLLeHo.

Cnucok MAC-agpecos

3apaeTcA oTAeNbHO ANA KaXKAoro Anana3oHa. B cnucok MoXKHo BHecTu Ao Tpuauatn MAC-agpecos
KNMEHTOB, [IOCTYN KOTOPbIM K TOYKe [OCTyna pPeryiMpyetca HacTpoWKon pexuma uabtpa
COOTBETCTBYHIOLLErO AMarnasoHa 4acTorT.

Ons pobaBneHUss HOBOroO K/AMEHTA B CMUCOK HaxXmuTe KHonky «Jobasume» n Beegute ero MAC-
agpec, MMb0o HaxXKMUTE KHOMKY BbiNagatowero meHo 1 Bbibepute MAC noaKAOYEHHOro YCTPOMCTBA MO
nposoaHoi cetn nnn cetn Wi-Fi.

Ona BCTYNAEHMS B CUNY HOBOW KOHOUIYpauMWM M 3aHECeHUs HACTPOEeK B 3HEProHe3aBMCUMYLO
NamATb HAXKMUTE KHOMKY «[TpumeHumeo». na oTMeHbl USMEHEHMWI HAXKMUTE KHOMKY «OmmeHa».

2.7.2.12 MoomeHro « WPS»

B nogmeHto « WPS» BbinosiHAETCcs HacTpoiKa npotokona WPS (Wi-Fi Protected Setup).

WPS — cTaHAapT no/syaBTOMaTU4YeCcKoro cosgaHua becnposogHon cet Wi-Fi. Lenbio npoTtokona
WPS aBnaeTcs ynpolieHue npouecca HacTpoikm becnpoBogHoi cetn. WPS aBTomatmyeckn obosHavaeT
UMA CETU M 3a4aeT WKdpoBaHUE ANA 3aWMUTbl OT HECAHKLUMOHMPOBAHHONO AOCTYyNa B CETb, MPU 3TOM HET
HeobXxo4MMOCTM BPYYHYIO 334aBaTb BCE NapameTpbl.

WPS

Paspelnts WPS

®

=== HeofxoamMmo Hanuyne akTMBHOro HTepdeica Wi-Fi ¢ sknioyeHHoR dyHkumed WPS

@ pp—
HEOGX0AMMO HANMUYME CKOHIPUIYPUPOBEHHOMD MHTEPMENCa Wi-Fi ¢ BKNKYEHHOI (hyHKLMER WPS

3anpeTuTe PIN gocTyn

PIN 22148438

COpPOCHTL KOHUIYPaLIMID

KoHdpurypauna cOpowexa

®yHKuma WPS akTUBMpYeTCA (AeaKkTBMpyeTcs) cpasy Ha 060MX AManasoHax YacToT.
Mcnonb3ya TepmuHonornio WPS, yCTPOMCTBO MOXKET HaX04UTbCA B ABYX COCTOAHMAX:

e Configured — TouKa goctyna (xoTa 6bl B O4HOM AManNas3oHe 4acToT) CKoOHdUrypMpoBaHa — 3TO
3HAYMT, YTO HACTPOEHbI UMA CETU, NApPamMeTpbl WNPPOBAHMA U Apyrue napameTpbl;

e Unconfigured — Touka goctyna B 060MX gManasoHax YacToT He CKOHOUIYPUPOBaHA — 3TO 3HAYMT,
yTo Bce napameTtpbl Wi-Fi UMeloT HaCTPOMKKM MO YMOAYAHMUIO.

B 3aBMCMMOCTM OT COCTOAHWMA TOYKM [JOCTyna Hekotopble OyHKUMKM WPS moryT  6biTb
3a6710KMpPOBaHbI.
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Paszpewums WPS — npu yctaHoB/feHHOM ¢nare paspeleHo Mcnonb3oBaTb npotokon WPS gns
aBTOMaTMYECKOM HAcTpoWiku BecnposogHoi cetu; dpyHKuMA WPS akTuBMpyeTca cpasy B 0b6omx
AmnanasoHax vactot. PyHKumio WPS Henb3a BKAOUYMTb, €CAn XOTA Bbl B O4HOM AMana3oHe YacToT
HacTpoeH pexum wndposaHma WEP nan WPA.

Start PBC — nporpammHas kKHornka PBC (Push Button Configuration) — BbinonHAET GyHKLUMM KHOMKK
WPS Ha Kopnyce ycTponcTea. MogKkaoueHne KaMeHTa NpoucxoanT aBTOMaTUYECKM NOoC/e HaxkaTus
Ha [OaHHYIO KHOMKY. [logKkntovyeHune KanMeHTa no KHomnke PBC BO3MOXHO KaK M3 COCTOAHMA
«Unconfigured» (Touka gocTyna He cKOHGUIypupoBaHa), Tak M 13 coctoaHua «Configured» (Touka
JocTyna ckoHourypuposaHa). Mpu nogxntoveHun ms coctosiHmA «Configured» KnueHT nonydyaet
HaCTPOEHHble Ha YCTPOMCTBE MMA CETU M MNapameTpbl wudposaHuA. MNpu NoakAoYEHUUN U3
coctoaHua «Unconfigured» ycTpoicTBO aBTOMATUYECKM FeHEPUpPYeT M HA3HAYaeT KAMEHTY UMA
cetTM W napameTpbl wWudpoBaHua. Mocne HaxkaTua Ha KHonky PBC ¢yHKkuma WPS akTuBHa B
TeyeHune OBYX MUHYT.

PIN KaueHma — ucnonb3yerca AN NOAKAYEeHUA KaneHTa no ero PIN-Koay (TONbKO Koraa Touka
gocTtyna Haxoautca B coctoaHuMm «Configured». Onsa noakatoyeHua KaneHTa sBeeguTte ero PIN B
noJie BBOAA M HaXXMUTE KHOMKY «CTapT». PYHKUMA aKTUBHA B TEYEHUE ABYX MUHYT NOC/E HaXKaTuA
Ha KHonKy «CrtapT».

3anpemums PIN Odocmyna — 3anpeT noAknwuyeHua K Touke goctyna no PIN-koay (PIN-kopg
YCTPOMCTBA YKasaH B none PIN). HacTpolika umeeT cuay, Korga TouKa AOCTyMa HaxoamTtcs B
coctoaHmmn «Unconfigured», n ocywwecreaserca nonbiTka Wi-Fi-kaneHTa nogxnouMTbea K HEW NO
PIN-koay.

Cébpocums KoHGpuypayurw — ANA NPUHYAUTENbHOTO NepeBoAa TOYKM AOCTyna M3 COCTOAHMA
«Configured» B coctoaHme «Unconfigured» Haxmute KHONMKy «Cbpocumb KOHguzypayuw» -
YCTaHOBATCA HacTpolikn Wi-Fi no ymonyaHuio.

Pazbnokuposams — ecnu Wi-Fi-knueHT 10 pas noapan BBefeT HeBepHbI PIN-Kog ToUKM gocTyna
(Npn NonbITKe NOAKAUNTLCA K Hel no PIN-Koay, Korga oHa HaxoaumTca B coctosHMm Unconfigured)
— o¢yHKUMA WPS 3abnokupyetca. Ons npuHyautenbHoro pasbnokuposaHua ¢yHKumm WPS
HaXXMUTe KHOMKY «Pa36a10Kuposame».

[na BCTYNAEHUA B CUAY HOBOM KOHOUIypauum M 3aHECEHUA HACTPOeK B JHEProHesaBUCUMYIO

NamATb HAXXMUTEe KHONKY «[lpumeHume». Jna OTMeHbl N3MEHEHUN HaXKmuTe KHOMKY «OmmeHa».

nonA:

2.7.2.13 [MoomeHwo «Mapuwpymusayusa»

B nogmeHto « MapLipyT13aumsa» ycTaHaBAMBaKOTCA CTaTUYECKME MapLIPYTbl YCTPOMCTBA.

MapwpyTusayua

[ Anpec HazHauenna Macka noaceti Watos

oute 192.168.23.0 2652652550 192.168.0.1

[na pobasneHUa HOBOrO MapLUpyTa HaKMUTE Ha KHOMKY «Jo6aBuTb» U 3ano/iHUTe ciedytolime
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NobaeuTe mapwpyT
MmaA
A,:l,pec HazHa4yeHWA
Macka nogceTH

LLnto3

e Mmsa — Ha3BaHMe MaplipyTa, MCMo/b3yeTca Ans yaobcTBa BOCNPUATUA YeIOBEKOM, mose
MOXHO OCTaBMUTb MYCTbIM;

e Adpec HasHa4eHuUs — |P-agpec xocTa UAM NOoACETM HasHaYeHus, 40 KOTOopbiX HeobxoaMmo
YCTAaHOBUTb MapLUpPYT;

e Macka nodcemu — macka nogcetu. [lna xocta macka noAceTy ycTaHaBAMBaETCSA B 3HaYeHMe
255.255.255.255, gna nogcetn — B 3aBUCMMOCTU OT €€ pasmepa;

e Llimo3 — IP-agpec Wwnt3a, Yepes KOTOPbIM OCYLLECTB/IAETCA BbIXO4 Ha «AOpec Ha3HAYeHUs».

[na BCTYNAeHMA B CUAY HOBOW KOHOUIypauMm M 3aHECEeHMA HACTPOEeK B 3HEProHe3aBMCUMYLD
NaMATb Ha*KMUTE KHOMKY «[TpumeHums». [1nAa 0TMeHbl U3MEHEHUIA HaXXMUTE KHONKY «OmmeHa».

2.7.2.14 MoomeHto «JuHamuveckuli DNS»
B nogmeHto «AnHammyeckmnit DNS» BbINONHAETCA HAaCTPOMKA COOTBETCTBYHOLLLENO CepBumCca.

AurHamuyeckuli DNS (D-DNS) nossonsetr uHoopmauum Ha DNS-cepBepe 06HOBAATHCA B peasibHOM
BpeMeHU M (No KenaHui) B aBTOMATMYECKOM pexkume. MpumeHseTca ANA Ha3HauyeHMs MOCTOAHHOro
OOMEHHOT0 MMEHW YCTPOICTBY (KOMMbIOTEPY, POYTEPY) C AMHAMMYECKUM IP-agpecom.

OunHamunueckunii DNS yacTo npMMeHAeTCs B JIOKaNbHbIX CETAX, rae KAMeHTbl nonydatot IP-agpec no
DHCP, a notTom peructpmpytoT CBOM MMeHa Ha noKkanbHom DNS-cepsepe.

OuHamuueckuin DNS

BrniounTe D-DNS ¥

@

Mposaipep D-DNS dyndns.org v

VMR nonb3osaTenA

MNapons

HNomeHHoe nms 0
IomeHHoe 1Ma 1
MNomeHHoe 1ms 2
TomeHHOe UMA 3
NomeHHoe nma 4
NomeHHOe UMA 5
TomeHHoe MMA 6
HNomeHHoe s 7
[omeHHoe MMA 8

HNomeHHoe 1ms 9
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Bkatouume D-DNS — npu yctaHoBneHHoM dnare cepsuc D-DNS akTMBEH M A1a pefakTMpoBaHus
OOCTYMHbI CAeAyroLLne HAaCTPOMKM:

lpoesaiidep D-DNS — Ha3BaHue npoBangepa D-DNS — BbibepuTe o4HOro nposanaepa U3 CrmncKa
OOCTYNHbIX;

Umsa nonb3zosamesis — UM NOJIb30BaTeNA ANA AOCTYNa K y4eTHoM 3anmcu cepsuca D-DNS;
Maponab — Nnaposb ANa foCTyna K yyeTHon 3anncu cepsuca D-DNS;

JlomeHHoe umsa (0..9) — MOMKHO 3aperucTpupoBaTb [0 AEeCATU AOMEHHbIX MMEH YCTPOMCTBa
(06bluHO TpebyeTca nnib oaHo). O6HoBAEeHUEe nHPopMaLMK 06 IP-aapece ycTpolicTBa Ha cepeepe
nposaiaepa NpomMcxoanT nepnogmyeckn Yepes 60 cekyHa,

[na BCTynneHus B CUAY HOBOM KOHOMUIypauun U 3aHeceHWA HACTPOEK B SHEpProHe3aBUCUMYIO

NamATb HAXKMUTE KHOMKRY «[TpumeHums». Ana oTMeHblI USMEHEHUI HAaXMUTE KHOMKY « OmmeHa».

2.7.2.15 MoomeHro «Hacmpoiika SNMP»

MporpammHoe obecnevyeHne RG-2400/RG-4400 no3sonAeT MNpPOBOAUTb KOHUrypuposaHue W

MOHWUTOPUHI COCTOAHMA YCTPOMCTBA M €ro AaTyMKoB, UCNonb3ya npotokon SNMP. B nogmeHio «SNMP»
BbINONHAOTCA HAcTPOMKM napameTpoB SNMP-areHTa. YCTPOMCTBO MOAAEPKMBAET MPOTOKONbl BEPCUit
SNMPv1, SNMPv2c, SNMPv3.

HacTpoiika SNMP

BrntounTe SNMP

C]

Maponk Ha YTeHue

Maponk Ha 3anuck

Adpec And npuéma Tpanos vi

Adpec And npuéma Tpanos v2

Aapec ana npwéma coobLleHni Inform
CHCTeMHOE MMA yCTpolicTea

KOHTaKTHasA UHhopMaLMA
NpOW3BOANTENA

MeCcTONoNoKEHWe YCTPORCTEA

Mapons B Tpanax

Bkatouumes SNMP — npu ycTaHoB/IeHHOM dare pa3peLlleHo Ncnoib3oBaHue npoTokon SNMP;
Maponb Ha YmeHuUe — Napo/ib Ha YTeHWe NapameTpoB (obLenpuHATbIN: public);
Maposb Ha 3anuce — Napo/ib Ha 3aNMCcb NAapameTpoB (06LLLENPUHATLIN: private);

Adpec 0na npuéma mparnos vl — IP-agpec nan AOMeHHOe MMA NpPUemMHuKa coobueHmnin SNMPv1-
trap B popmate HOST [COMMUNITY [PORT]];
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e Adpec 0nq npuéma mpanos v2 — IP-agpec uan 4oMeHHOe MMA NpUeMHUKa coobuieHnin SNMPy2-
trap B popmate HOST [COMMUNITY [PORT]];

e Adpec 0ns npuéma coobweHuli Inform — IP-agpec nan AOMeHHOe MMA NMPUEMHUKA COObLLEeHNM
Inform B dopmate HOST [COMMUNITY [PORT]];

e CucmemHoe umsa ycmpolicmea — UMS YCTPOICTBA;

e KoHmakmHaa uHgopmayus npou3sodumesnss — KOHTAKTHaa WHdopmauusa npousBoaMTeNs
YCTPOICTBA;

e MecmononoxceHue ycmpolicmea — nHGOPMaLMA O MECTONOJIOKEHUWN YCTPOMCTBA;
e [laponb 8 mpanax —naposb, COAepPKaLLMICA B Tpanax (Mo ymoiyaHuio: trap).

B TeKylwielt Bepcum nporpammHoro obecrnedyeHus no npoTtokony SNMP mmeeTca BO3IMOMXKHOCTb
KOHUIypupoBaTb OTAE/IbHbIE NapaMeTpPbl YCTPOMCTBA: 0bLime HacTporku SIP, HacTpoliku SIP-npodunen,
HacTpoMKM FXS-nopToB, HAaCTPOMKM Fpynn BbI30Ba, HAaCTPOMKN KOAoB ynpasneHua ABO c tenedoHHOro
annapata, HacTpoikn SNMP, HaCTPOMKMN CUCTEMHOTO XKypHaa.

Huxe npuBeseH CAMCOK OODBLEKTOB, NOAAEPYKMBAEMbIX ANA UYTEHMA U KOHPUIYpMpPOBaAHMA
nocpeactsom npotokona SNMP:

e Enterprise.1.3.1 — o6wme HacTpoiikn SIP-npoduneit

e Enterprise.1.3.2.1 — HacTpounku SIP-npodunei

e Enterprise.1.1.2.1 — HacTpolku FXS-nopTtoB

e Enterprise.1.4.1.1 — HacTpPOWMKM rpynn BbI30Ba

e Enterprise.1.5 — Kogpl akTMBauuun BO c TenepoHHOro annapaTta
o Enterprise.2.1 — HacTpolikn SNMP

e Enterprise.3.1 — HAaCTPOMKM CUCTEMHOTO XKypHana

rae Enterprise — 1.3.6.1.4.1.35265.1.56, ngeHtndukatop npegnpmatna dNTeKc.

[Ons coxpaHeHMA M3MEeHEHWN B OMEpPaTUBHYIO MaMATb YCTPOMCTBA HaxKaTb KHOMKY «CoxpaHume
usmeHeHua» («Save Changes»). Qns 3anucu HAaCTPOEK B SHEPrOHE3aBUCMMYIO MAMATb HAXKMUTE KHOMKY
«lMpumerumeo» («Apply»).

2.7.2.16 MNMoomeHto «[lMonvzosamenbvckue VLAN»

MNonb3oBaTenbckaa VLAN onpepgensetca naeHtudpukatopom VLAN, ceTeBoit TpaduK B npeagenax
KOoToporo npoxoaut npospadvHo ¢ WAN-nnHtepdeiica yctpoiictea Ha LAN ¢ nocneayowmm CHATUEM Tara B
NoKanbHOM ceTn. To ecTb GaKTUYeCKM Npu BKAKOYEHMM nosib3oBaTesnbckon VLAN B ycTpoucTse
MHUUManm3mpyeTca ceteBoit moct mexagy WAN-noptom u onpegeneHHbimmn LAN-nopTamum, npy 3Tom Ha
ctopoHe WAN Tpaduk nepeaaérca/npuHmMmaeTca ¢ 3agaHHbiM naeHtndukatopom VLAN, a Ha cTopoHe
LAN Tar cHMmaerTcA.
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Monb3oBaTtenbckne VLAN

CraTyc
= VLAN O BEIknoyeH
® WLAMN 1 BbikntoyeH
7 VLAN 2 BLIKnioYeH
VLAN 3 BrIKNO4eH

Hma cepeunca VLAN ID
VLANO
VLANA

VLANZ

VLANZ

WHTepdeckl

e Cmamyc — oTobparkaeTca coctosHMe aaHHoro VLAN (BKAoYeH/BbIKAOYEH);
e Umsa cepsuca — uma nonb3osatesnbckoi VLAN;
e VLAN ID — naoeHtudpuratop VLAN;

e UHmepgelicol — cnucok noptos LAN, nprBA3aHHbIX K AaHHOM nosb3oBatesibckoi VLAN.

B ycTpolicTBe MOXKHO CKOHPUIypupoBaTb A0 4YeTblpéx nonb3osaTenbckux VLAN. YTobbl OTKpbITL

HacTponkn VLAN ana pegakTUpOBaHUSA, KAIMKHUTE NO oA4HOM 13 ccbiiok VLANO...VLAN3:

®

" NPUMEHNTE ® OTMeHa

PepaktuposaTts VLAN O
BrntounTs
Wma cepeuca

VLAN ID

WHTepgeick!

e Brmwoyums — npu ycTtaHosneHHom dnare nonb3osBatesnbckaa VLAN BkatouveHa. Mpu nonbiTke
OTK/IOUNUTb NoJsib30BaTesbCkuit VLAN, K KOTOpoMy NpuBA3aHbl OAUH UAM HeCcKoNbKo LAN-nopTos,

5Tn LAN-NOpTbI NPUBAXKYTCA K CepBUCY VIHTEPHET;

e UmA cepsuca — NPON3BONbLHOE MMA, COMOCTaBAAeMOe C AaHHbIM Noab3oBaTenbckum VLAN;

e VLAN ID — naeHtTndmKaunoHHbln Homep VLAN, npuHumaeT 3HavyeHus ot 1 go 4095; He aonxeH

coBnagaTtb ¢ ngeHTnduKatopamm VLAN apyrux cepBucos;

e UHmepgpelicol — cNUCoKk MHTepdelicoB, KOTOpble MNPUBSA3aHbI K AAHHOMY MOJIb30BaTe/IbCKOMY
VLAN. Hepepaktnpyemoe none. Ona npuesaskn LAN-NopToB yCTpoOMCTBA K MONb30BATE/NbCKOM

VLAN nepeiante Ha nanTKy "/lokanbHble UHTepdelickl".

[N 3anvcyu HacTpOeK B SHEProHE3aBUCUMYIO NaMATb HAXKMUTE KHOMRY «flpumeHumeo» («Apply»).

[Nna oTMeHbl U3MEHEHUIA HAXKMUTE KHOMKY «OmmeHa».

2.7.3 MeHio «IP-menegoHuA»

B meHto «IP-TenedoHus» BbinonHATCA HacTponku VolP (Voice over IP): HacTpoiika npoTokona SIP,
KoHduUrypauma nHtepdeicos FXS, ycTaHOBKA KOAEKOB, MAaHa HyMepauuu, mMeToaoB nepegayn ¢akca u

mogema.
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2.7.3.1 [ModmeHto «Hacmpoliku cemu»

B nogmeHto ((HaCTpOﬁKM cetTn» mmeetTca BO3MOXKHOCTb 3a4aTb COBCTBEHHbIE CeTeBble HaCTpOﬁKM

ana ycnyru VolP.

CeTteBble HacTpoikn IP-TenedoHnn

WMcnone3oeate HAcTpoKkM Internet ¥

HacTpoiika IPSec

BKMOYHTE

N

Ucnonvzosams Hacmpoliku Internet — npy ycTaHOBAEHHOM dJiare MCno/ib3oBaTb HACTPOMKK CETH,
YCTaHOB/IEHHbIE B MEHIO «MHMepHem» -> «Hacmpoliku cemu», UHaYe — HACTPOMKM, YCTAaHOB/EHHbIE B

TEKYLLEM MEHI0;

e Ucnonvsosame VLAN' — npw yctaHosneHHom dnare ycnyra VolP 6yaet pabotaTb B BblAeNeHHOM
VLAN, Homep KoTopoW yKasaH B none «VLAN ID» .

e 802.1P

npusHak 802.1P (apyroe HasBaHwe CoS — Class of Service), ycTaHaBAMBaeMblil Ha

nucxogalme ¢ gaHHoro uHtepderica IP-naketbl. MpUHMMaeT 3HayeHus oT O (HM3WWIA NPUOPUTET)
00 7 (HamBbICWINIK NpUOPUTET).

e [lpomokos — BbIGOP NPOTOKONA Ha3HAYeHMA aapeca Ha UHTepdelic ycayrm VolP:

— Static — pexxum paboTbl, Npu KoTopom IP-agpec 1 Bce Heobxogmmble HacTpolikn Ha WAN-
nHTepdelic HasHayaeTca BpyYHyto. MNpun Bbibope TMNa «Static» gns peAakTMpPoOBaHMA CTaHYT
OOCTYMNHbI cieaytoLine napameTpbl:

IP-adpec — ycTaHoBKa IP-agpeca uHtepdelica ycayrm VolP;

Macka nodcemu — macka noacetv nHtepdeica ycnyrun VolP;

LLnro3 no ymonuaHuto — IP-agpec wnto3a nHtepdelica ycnyrm VolP no ymonyaHuio;
MepsuyHbili DNS, BmopuuHeili DNS — IP-agpeca DNS-cepsepoB, Heobxoaumbix ans
pabotbl ycnyru VolP.

— DHCP — pexum paboTbl, Npn KoTopom IP-aapec, macka noacetu, aapeca DNS-cepeepos u
Apyrne napameTpbl, Heobxogumble pas  paboTbl ycayrn (Hanpumep, CTaTUYecKue
mapupyTbl ao SIP-cepBepa, cepBepa peructpauuum), byayt nonydyeHol ot DHCP-cepBepa
aBTomaTmyeckn. Ecnm oT nposaligepa He yaaértca nonyyumTb agpeca DNS-cepsepos, Bbl
MOXeTe Ha3HauYnTb UX BPYUHYI0 B nonax «flepsuyHelili DNS» n «BmopuyHeil DNS». Aapeca,
3aJaHHble BPYYHYtO, byayT MMeTb NpuopuTeT Hag, agpecamm DNS-cepBepoB, NosyYeHHbIMM
no npotokony DHCP.

[ns npotokona DHCP nmeetca BO3MOXKHOCTb 3a4aTb Heobxoanumoe 3HayeHue onuumi
60 n 82.

AnbmepHamusHsili Vendor ID (onyus 60) — npwn ycTaHoBieHHOM diare ycTpoicTBO
nepenaér 8 DHCP-coobuweHusx B onuun 60 (Vendor class ID) 3HaueHue m3 nons
Vendor ID (onyus 60). MNpwn nyctom none onuus 60 B coobuweHunax npotokona DHCP
He nepegaéTca.

1 o .
PaspelaeTca 3agasatb UHANBMAYANbHbIE CeTeBble HAaCTPOnKM ycayrn VolP Tonbko B BbligeneHHon VLAN.
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Echn dnar AnemepHamuseHelili Vendor ID (onyus 60) He ycTtaHoBneH — B onumn 60
nepegaerca 3HaYeHue No yMONYaHMIo, KOTOpoe MMeeT caeaytowmnii popmar:
[VENDOR:npoussogutens][DEVICE:Tmn yctpoiictea][HW:annapaTHas Bepcus]
[SN:cepuiinbii  Homep][WAN:MAC-agpec uHTepderica WAN][LAN:MAC-agpec
uHtepdelica LAN][VERSION:Bepcus nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:EItex][DEVICE:RG-2404G-W][HW:1.4][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#1.12.0]

NHdbopmauus areHta DHCP Relay (onuma 82) — npu yctaHoBNAeHHOM dnare no3BoaseT
nobasuTb B DHCP 3anpoc:

= UoeHmugukamop yenu azeHma (Onyus82) — nossonsetr gobasutb B DHCP
3anpoc onuuto 82, nogonumio 1 - Agent Circuit ID;

=  UoeHmugukamop yodaneHHo20 azeHma (Onyua82) — nossonset Aob6aBuTb B
DHCP 3anpoc onumio 82, nogonuuto 2 - Agent Remote ID.

Cnucok wucnonbsyemblx DHCP onuuii Ha Kaxgom ceteBom WuHTepdelice (Internet, VolP,
Management) MOXHO 3aaBaTb BPy4YHYt0. MHbOpPMaLMA No HAaCTPOMKe CNMCKa B MPUIOMKeHUU B.

Hacmpolika IPSec:

B AgaHHOM pasfesnie ocylLLecTBAAETCA HAacTpoliKa wundposaHma no TexHosnormm IPSec (IP Security).

IPSec — 3710 Habop NPOTOKO/IOB A5 obecnevyeHUs 3alWuUTbl AaHHbIX, MNepegaBaemMblX Mo
MeXKceTeBOMy  MpoToKosy [P,  nNo3BOAAIOWMIA  OCYLWLEeCTBASATb  NOATBEPXKAEHME  NOAJIMHHOCTM
(ayTeHTMdMKaUMIO), NPOBEPKY LENOCTHOCTU n/uan wudposaHue IP-nakeTos. IPSec TaksKe BK/OYaEeT B
cebs NPOTOKONbI ANA 3aWULLEHHOrO 0bMeHa Katoyamm B ceT MHTepHeT.

B TekyLLe Bepcum NporpammMHoro obecneyeHus nocpeacTsom IPSec MOXKHO OCyLLEeCTBAATL TObKO
[0CTyn K MHTepdeiicam ynpasnieHus ycrpoictsom (Web, Telnet, SSH).

MoapobHoe onucaHmne HacTpoek IPSec npuseaeHo B pasgene 2.7.2.1 B rpade «Hacmpolika IPSec» .

[na BCTynneHus B CUAY HOBOM KOHOMUIypauuM U 3aHeCeHWA HACTPOEK B SHEpProHe3aBUCUMMYIO
NamMATb HAXKMUTE KHOMKY «[IpumeHuUmMs». AnAa oTMEHbl U3MEHEHUIA HAaXKMUTE KHOMKY «OmmeHa».

2.7.3.2 [MoomeHro «Hacmpolika nuHuii»

B nogmeHto «Hacmpolika auHuli» BbINOAHAOTCA HAaCTPOMKM TenedoHHbIX nopToB Phonel .. Phone3
COOTBETCTBEHHO.

Cnvcok TenedoHHbIX NUHUA

LCCTE] Cratyc Homep Tenedona WMs nonescearens TNeruH SIP nopt Npeodune
-

o BrnoveH 001 5060 2nd profile

1 BrntoueH 1011 1011 2060 2nd profile

2 BblknoyeH 003 5060 1st profile
7 3 BblknoyeH oo4 5060 1st profile

[nA pegakTMPOBaHMA HACTPOEK HaXXMUTE J/IeBOM KHOMKOMW MbIWKM MO CCbIIKE C HOMEpPOM
HacTpauMBaeMoi IMHMUM U B OTKPbIBLLEMCA OKHe «PeiakTMpoBaTh NOPT:» 3aMnoHWUTe ciedytolime nons:
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PenaktupoeaTe MUHMKD 1° HAcTpoika akkayHTa

BrnunTe

MNpodune

HowMep TenedioHa
Mma nonszeeaTens

V1cnons20BaTE aNETEPHATHEHbIN
HOMEp

SIP nopT

KaTeropus afoHenTa
AyTeHTUhWEAUWA

IMa nonbzosaTens
MNapone
Hactpoika [1BO
PextumM wcnonesoeaquA flash
Pexium nepegaqy Bwizoea
Mpamoi Homep
O#MAaHUE BhizoBa

Bblaaya HOMEPE BblZhl BAKWETD
afoHeHTa NpW O#MAEHHW BbiZ0Ba

OcTanoska Habopa npu #
FopRYaR/TENNAA NHHAA

BesycnosHan nepeagpecayns
Nepeagpecayna no 3aHATOCTH
Nepsagpecauna no HEOTBETY

He GecnokouTb

PazpewnTE NEPEXEAT BLIZ0BA HA NOPT

CLIR

W

2nd profile

1011

5060

He wcnonbsosaTh

1011

Atftended caltransfer

HomGWHHpOBaHHRI

Boikn

HacTpoiika chruandeckux napameTpoB

Brigaua HoMEpPa BEISEIBAKILLETD
TaiimayT HalBopa nepeoil yadpe. ©
TalimayT "3anAta”, ©

TalimayT Brizoea aboHeHTa, ©

MuHnmansHoe epema obHapyenna
otboA, Mc

MuHUMansHoe BpeMA obHapy®eHnA
flash, mc

Yeunenne Ha npueme, 0.1dB
Ycunenne Ha nepegade. 0.1dB
[AnUTEnEHOCTE MMAYNECE LMDPEL MC

MuHMManEHEIR MexunhpoBoi NHTEpEaN,
MC

Mepenonwcoska

Off

120

800

100

-70

100

200
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Hacmpolika akkayHma

BKato4yume — npu ycTaHOBAEHHOM dnare faHHbIA NOPT aKTUBEH;

Mpoguns — BbIGOP SIP-Npoduna 13 nepeyHsa AocTynHblXx. HacTpolika npoduneit npomssoguTca B
MeHI0 «IP-menegoHua» -> «lpogunu».

Homep menedoHa — abOHEHTCKUIN HOMep, MPUCBOEHHbIV TenepoHHOMY NOpPTY;

Mmsa noneszosamesns — UMA NOIb30BaTeNA, CONOCTaB/NIEHHOE C AaHHbIM NopTom (oTobparkaeTca B
none Display-Name 3aronosKka From B ucxoaauimx coobiueHuax SIP);

Ucnonb3zosamb anbmepHAMuUBHbIli Homep — NpU ycTaHoBAeHHOM ¢Jiare B 3arosioBok «From»
coobueHuit SIP, oTnpasBnsaembix ¢ AaHHOro nopTta, byaeT NoAcTaBAATLCA a/ibTEPHATUBHbIN HOMEP
(8 yacTHoCTM, 4YTOBbI MacKMpoBaTb CBOM peanbHblit HOMep OT cuctembl AOH Bbi3biBaeMoOro
aboHeHTa);

Modcmasname 3020a1080K 8 Contact — anbTepPHaATUBHbI HOMEpP, MPUCBOEHHbIN TenedpoHHOMY
nopTy, OyAeT 3amMeHeH Ha VYKasaHHbli Homep B 3aronoBke Contact coobuweHusa SIP.
[laHHas HacTpoMKa MCMONb3yeTcs TONbKO AJ/A MOPTOB, HAaxOAALWMXCA B rpynne Bbi30Ba;

SIP nopm — UDP-nopt ana npnéma BxogAwmx coobuieHnin SIP Ha gaHHbIM aKKayHT, a TakXe ana
oTNpaBKku ucxoasaumx SIP-cooblleHnii ¢ AaHHOTO akKkayHTa. MpuHMMmaeT 3HadyeHua 1-65535 (no
ymonyaHuio 5060);

Kamezopus aboHeHma — KaTeropus Bbi3blBatowero aboHeHTa (calling party category) -
MCMNONb3yeTca ANA nepeaadyn B 3arosoBke From ucxoaawmin cooblueHnit; nociegHuin npyu aTom
nepegaetcs B popmate Tel-URI (cm. RFC3966);

WmAa nonvszosamensa u naposas 048 aymeHMuguKayuu — WMSA NOMb30BaTeNns M Napoib,
ncnonbsyemble Ans ayteHTUdMKaunm aboHeHTa Ha SIP-cepeepe (1 cepBepe perucrTpaumm);

Hacmpolika 1BO

Pexcum ucnoneszosaHus flash — pexmm ucnonb3oBaHma GyHKUMK flash (KopoTkuit oT6oI):

— Transmit flash — nepegaya flash B KaHan (ogHMM M3 MeTOL0B, HAaCTPOEHHbIX BO BK/IagKe
«Mpodunn» B napameTtpe lepedaua Flash);

— Attended calltransfer — flash o6pabaTbiBaeTcs /O0KaNbHO YCTPOMCTBOM (Mepesaya Bbi30Ba
OCYLLECTBNAETCA MOCNe YCTAHOB/IEHUSA COeAMHEHUs ¢ TpeTbMm aboHeHTOom). MoapobHoe
onucaHue anroputma paboTbl «Attended calltransfer» cmoTtpute B pasgene 3.1 MNepepaya
Bbl30B3;

— Unattended calltransfer — flash obpabaTbiBaeTca /I0OKanbHO YCTPOCTBOM (Nepeaaya Bbi30Ba
OCYLLECTBNAETCA MO OKOHYaHWIO Habopa Homepa TpeTbero aboHeHTa). MoapobHoe
onucaHue anroputma paboTbl «Unattended calltransfer» cmotpute B paspene 3.1
Mepenaya BbI3OBA;

— Local calltransfer — nepepnava Bbi30Ba BHYTPW YCTPOICTBA, 6€3 oTnpasku coobuieHnsa REFER.
MoapobHoe onucaHue anroputma pabotbl «Local calltransfer» cmoTtpute B pasgene 3.1
MNepeaaya BbI3OBA.

Pexcum nepedayu 8bI308a — HACTPOMKa AoOCTynHa Tonbko ans Attended calltransfer u Local
calltransfer, oTBe4aeT 3a pekMm aKTMBaLMM YCAYTU Nepenaym BbI30Ba:

—  KombuHuposaHHbIl — Nepefaya BbI30Ba aKTUBMpPYeETCA Mo oT600 1 No HaxkaTuio R 4;
—  Flash+4 —nepepaya Bbi30Ba aKTMBMPYETCA Noc/e Haxatma R 4;
— [lo omb6orio — nepefaya BbI30Ba aKTUBMpPYETCA nocne oTboA.
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Mpamoli Homep — Npn Noabeme TPYO6KM TenedoHa Cpasy OCYLLECTBAAETCA BbI3OB HA YKa3aHHbIN
HOMep;

OxcudaHue 8bi1308a — NPU YCTaHOBNEHHOM ¢nare paspelleHa ycnyra «OxcudaHue 8bi308a» (ycnyra
OOCTyMHa B pexkume ncnosibsoBaHusa ¢yHkumm flash — call transfer);

Bbidavya Homepa sbi3bigarouje2o aboHeHmMa npu oxUGaHUU 8613080 — NPU YCTAaHOBAEHHOM daare
NPOUCXOAMNT BblAaya HoMepa aboHeHTa ANA YCAYTU OXKUOAHWA BbI30BA;

OcmaHoska Habopa npu # — Npwn ycTaHOBNIEHHOM d1are UCro/ib30BaTb KHOMKY ‘# Ha TenedpoHHOM
annapate A/ OKOHYaHWA Habopa, uHadve ‘#, HabpaHHaA ¢ TenedoOHHOro annaparta, MCNoJb3yeTcs
KaK 4acTb HOMepa;

lopavaa/mennas AuHUA — Npu ycTaHOBNeHHOM dnare paspelleHa ycayra «2opAa4as/mennas
AUHUA». Ycnyra no3BoasieT aBTOMATUYECKM YCTAHOBUTb MCXOAfALLEE COeAMHEeHWe NMpu nogbéme
Tpy6KM TenedoHa 6e3 Habopa Homepa C 3a4aHHOM 3a4epKKoM (B ceKyHaax). Mpu ycTaHOBNEHHOM
dnare 3anonHUTe cneayoLme Nons:

— Homep ycnayau "eopayas/mennaa aAuHUA" — Homep TenedoHa, C KoTopbim Byaer
YCTaHaB/MBATLCA COEAMHEHME 4epe3 Bpems, paBHoe «TalkmayTy 3afepyKKu», nocne
noaHATMA TpybKkM TenedoHa (B nnaHe Hymepauuu mcnosbdyemoro SIP-npoduns ponxeH
6bITb NPedUKC Ha JaHHOE HamnpaBaeHue);

— Talimaym 3a0epyiKu, C — WHTEpPBaa BpPemeHW, Yyepe3 KoTopblid byaeT ycTaHaBAMBaTbCA
coeauHeHue ¢ BCTPeYHbIM abOHEHTOM, B CEKYHAAX;

be3ycnosHas nepeadpecauua — Npwu ycTaHoBAeHHOM ¢nare paspeuweHa ycayra CFU (Call Forward
Unconditional) — Bce BxoasliMe BbI30Bbl NepeHanpaBAAOTCA Ha YKa3aHHbIA Homep 6e3ycnoBHoOM
nepeaapecaumu. MNpu yctaHoBaeHHOM daare 3anonHUTe cnedytollime nons:

— Homep 6e3ycnosHoli nepeadpecayuu — HOMEpP, Ha KOTOPbIM MNepeHanpaBAAloTCcA Bce
BXOAALLME BbI30BbI, MPU BK/IOYEHHOWN ycayrn «besycnoBHas nepeagpecauusa» (B nnaHe
Hymepaumm ucnonbayemoro SIP-npoounsa gonxkeH 6biTb NpeduKe Ha LaHHOE HanpaBAeHue);

Mepeadpecayus no 3gHAMocmu — NpWU ycTaHOBAEeHHOM ¢nare paspeweHa ycnyra CFB (Call
Forward at Busy) — nepeagpecauus Bbi3oBa Npu 3aHATOCTM abOHEHTA Ha YKa3aHHbIW Homep. Mpu
YCTaHOB/IEHHOM ¢are 3anoHUTE c/eaytolwue nons:

— Homep nepeadpecayuu no 3aHAMOCMU — HOMEpP, Ha KOTOPbIM MNepeHanpaBAAloTCA
BXOAALLME BbI30BbI NPY 3aHATOCTU abOHEHTa, NPU BKAKOUYEHHOM ycayre «MMepeagpecaumsa no
3aHATOCTM» (B NiaHe Hymepauuu ucnonbsyemoro SIP-npodunsa gonkeH 6biTb NpeduKe Ha
[JaHHOe HanpaB/ieHue);

Mepeadpecayus no Heomeemy — Npu ycTaHoBAeHHOM ¢nare paspeweHa ycayra CFNR (Call
Forward at No Response) — nepeagpecauus BbiI30Ba Npy HeoTBeTe aboHeHTa. Mpu yCTaHOBNEHHOM
dnare 3anonHUTe cneaytouine nons:

— Homep nepeadpecayuu no Heomsemy — HOMepP, Ha KOTOPbIN NepeHanpPasaATCca BXoAALLmne
BbI30Bbl NPU HeoTBeTe aboHeHTa NpPU BKAOYEHHOM ycayre «lepeagpecauma nNo HEOTBETY»
(8 nnaHe Hymepaumm ucnosnbsyemoro SIP-npoduns gonxeH 6biTb NpeduKc Ha AaHHOe
Hanpas/fieHue);

— Talimaym Heomeema, C — WHTEpPBa/ BPEMEHW, Yepe3 KoTopbld 6yaeT npov3BoaMTbCA
nepeagpecaums Bbi30Ba B C/ly4ae HeoTBeTa aboHeHTa, B CEKyHAaX;

He 6ecriokoums — Npu yCTaHOBAEHHOM dare yCTaHaB/NMBAETCA BPEMEHHbIN 3anpeT BxoaAllein
cBasu (ycnyra DND — Don’t Disturb).

Mpy BKAOYEHUM OAHOBPEMEHHO HECKONbKMX YCAYyr MpuopuTeT cieaylowmii (B nopagke
CHUXKEeHMA):
— CFU;
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- DND;
- CFB, CFNA.

e Paspewums nepexsam 6bi308a HA 10pPM — NPU BKJOYEHHOW ONUMKW paspelleH nepexsart
BXOAALWMX HA MOPT BbI30BOB (MepexsBaT paspellaeTcA TOAbKO B MpeAenax OAHOW rpymnnbl
nepexsara v Npw ycl0BMM MCNOJb30BaHMA NopTamu ogHoro SIP-npoduns);

e CLIR — orpaHuyeHune naeHTMdUKaLMm HoMepa Bbi3bIBaOLLLETO abOHEHTa.

— Bbikn —ycnyra CLIR oTkato4eHa;

— SIP:From — B 3arosioBKe From coobuieHuii npotokona SIP 6yaeTt nepegasatbcs Anonymous
sip:anonymous@unknown.host

— SIP:From u SIP:Contact — 8 3azos08Kax From u Contact coobueHuii npotokona SIP 6byaet
nepeaasaTbcs Anonymous sip:anonymous@unknown.host

Hacmpolika ¢husuyeckux napamempos

e Bbidaua Homepa 6bi3bigarowe20 — BblbepuTe pexum onpenesieHUs HOMepPa Bbi3biBAOLWLErO
aboHeHTa (Caller ID). AnAa pabotbl Caller ID HeobxoauMo, UTO6bI TENEePOHHbIN annapaT aboHeHTa
noaAepXmMBan YyCTaHOB/IEHHbIN MeToA;

— Off —onpeaeneHne Homepa BbI3blBatOLWEr0 abOHEHTA BbIKNHOYEHO;

— FSK Bell 202, FSK V.23 — onpegeneHne HOMepa U MMEHM Bbi3biBatoLLero aboHeHTa MeToA0M
FSK (no ctaHgapty Bell202, nan ITU-T V.23). Bbigaya Homepa B NUHMIO OCYLLECTBAAETCS
MeXay nepBbiM M BTOPbIM CUTHA/NIOM MOCbIJIKWM Bbl30Ba MOTOKOM AaHHbIX C Y4acCTOTHOWM
moaynaume.

— DTMF - onpegeneHne Homepa Bbl3biBatowero aboHeHTa metogom DTMF. Bolgaya Homepa B
JIMHUIO  OCYLLECTBNIAETCA MeXAy MepBbiIM U  BTOPbIM CUTHAAOM MOCbIIKM  Bbi30Ba
AByx4acToTHbiMK DTMF nocbiikamu.

e Talimaym Habopa nepsoli yugpsl, ¢ — Taimep 0XuAaHMA Habopa nepsBoi Unbpbl HoMepa. Mpu
OTCYTCTBMM Habopa B Te4yeHWe YCTAaHOBNEHHOrO BPemeHW, aboHeHTy OyaeT BblgaH CUrHan
«3aHATO» U NpeKpaLLeH npuem Habopa Homepa;

— Talimaym «3aHAmo», ¢ — Talimep BblAa4n aboHEHTy curHana «3aHATo». Ecam no ucreveHun
YCTaHOB/IEHHOrO TaliMayTa aboOHEHT He NONOXKUT TPyOKy TenedoHa — B AMHUIO ByaeT BblAaH
CUTrHa OWNbKY;

— Talimaym ebi3oea aboHeHmMa, ¢ — 3amnycKaeTcs MNpW MOCTYMNJAEHUU BXOAALLETO Bbi30Ba M
onpeaenseT MakKCMMasibHOe BPEMA OTBEeTa Ha BbI30B. 10 MCTeYEHWU YCTAaHOBIEHHOrO
TaliMayTa yaaneHHoMy aboHeHTy 6yaeT oTnpaB/ieH CUrHaa 3aHATOCTU.

— MuHumaneHoEe B8pemMs He3aHAMocmu ab6OHEeHMCKO20 KOMIAeKmd, MC — MWHWMANbHOe
Bpems obHapyKeHuA oT60s, B MuAAnCeRyHAaX. OAHOBPEMEHHO C 3TUM, AAHHbIA NapameTp
ABAAETCA MaKCMMa/IbHbIM BpEMEHEM AETEKTUPOBAHMA KOpoTKoro otbos (flash).

—  MuHumarneHoe epems flash — mMHMManbHoe Bpema obHapy»KeHua KopoTKkoro otbos, (80-
1000) mc;

— YcuneHue Ha npuem, 0.1dB — ycuneHue curHana Ha npuém (cMrHan, KOTopbli BblgaeTca B
TpybKy TenedoHa), eamHnua nsmepenua — 0,1 ab;

— YcuneHue Ha nepedaye, 0.1dB — ycuneHue cUrHana Ha nepegady (cMrHana, nocTynaroLlero B
MUKPOPOH TenedoHHON TPyOKK), eanHuLa nsmepenuns — 0,1 ab;

— [naumensHocmb UMMYAbCA Uugpsl, MC — HACTPOMKA HeobxoAWma MpU MMMY/IbCHOM
pexxunme Habopa Homepa, (10-150) mc;
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—  MuHumanoeHbIl mexcyupposoli UHMepPsasa — HACTPOMKA Heobxogauma npu MMMNYAbCHOM

pexnme Habopa Homepa, (150-20000) mc;

— [lepenontocoska — npu BKAKYEHHOM ONUMM NPU  MUCXOAALWEM Bbl30BE MPOUCXOAMUT
M3MEHEeHMe NONAPHOCTN HAMPAXKEHUA NUTAHUA B IMHUM CPa3y NOC/e OTBETa Bbi3bIBAEMOro
aboHeHTa. Mocne oT60sA MONAPHOCTb HAMPAXEHUSA MUTAHMA BO3BPALLAETCA B MCXOAHOE

3HayeHne. Onuua Heobxoamma pgna paboThbl
HaNpPAXEeHUs NUTaHMA CUTHAZIM3UPYET O Hayae NAaTHOIO UHTEPBaa BPEMEHMU).

TakcodoHa

(M3meHeHMe nonapHocTU

[na BCTYNAeHUs B CUNY HOBOW KOHOUIYpauuM M 3aHECeHUs HACTPOeK B 3HEProHe3aBMCUMYLO
NamMATb HA*KMUTE KHOMKY «[TpumeHumob». Ana OTMeHbl U3MEHEHUI HAXXMUTE KHOMKY « OmmeHa».

2.7.3.3 [loomeHto «lpoghunu»

B noameHio «lMpodunm» BbINOAHATCA HAcTpPoMKKU SIP-npoduneit yctponcrtea. 3a Kaxkapim SIP-
npoduiem MOXKHO Ha3HA4YUTb cOBCTBEHHble agpeca SIP-cepsepa M cepBepa perncrpalmu, ronocosble

KodeKM U Kodeku dakca/moaema,

WHOMBMAYANbHLIA NAaH Hymepauum W Apyrve napametpsbl.

HeobxoamMmocTb MCMNob30BaHUA pasHbix SIP-npoduieit BO3HMKAET, Koraa pasHbie aboHEHTCKMEe nopTbl
paboTaloT Yepes pasHble HanpasaeHus cBA3un (pasHble SIP-cepBepbl). Mpy 3TOM 33 KaxKabiM aBOHEHTCKUM
NMOPTOM MOMKET bbITb 3aKpenneH ToNbko oauH SIP-npodunb (HacTpoika B meHi «IP-menegoHus» ->

«Hacmpolika nuruii»).

Cnncok npodunein SIP
Wms npocpuns TNnkun
1st profile 0.1.23
2nd profile
3rd profile
4th profile

5th profile

O6Lne HacTPOMKK
Wcnonbaosats STUN
Taiimep T1, Mc
Taiimep T2, Mc

Taiimep B, Mc

SIP-npokcu cepeep

4000

32000

Ana Hacmpoek matr SiP
PEKOMEHODBAHHEIM U SHAYEHUSML HEXMUME KHONKY

TpaHcnopT

CREUMBHKALMA TOHOB

UDP (npeanodTnTensho), TC v

Poccua v

(100-1000)
(1000-32000)

(1000-39000)

Cepeep pernerpauun

SIP-nomen

Pexnm Outbound

ONna  pefakTMpoOBaHMA HACTPOEK NpodMAA HAXKMWUTE JIeBOM KHOMKOW MbIWW MO  CCbINKe
HacTpamsaemoro npoduna. B oTKpbiBlLIEMCA OKHe «PeaaKkTMpoBaTb NPoduab:» 3anosHMTe caeaylolime

nonA:
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Pepnaktuposats npoduns SIP
NapameTpel SIP
CocTae npogpuna M 0,1, 2,3
Wma npopuna | 1st profile
Pexum Mcnonb3oBaHua SIP-npokcu Homing
SIP-npokcu cepeep
Permctpaums L)
Cepeep perucTpauum
MeToq KOHTPONA OCHOBHOIO Cepeepa Invite

Mepuod KOHTpONA OCHOBHOIO CEpPBEpa, © 30

PezepEHEIe SIP-npokckH

+ [lo6aBuTh W Yaan e

SIP-nomen
MpuMeHuTe SIP Domain ans percTpagun L
PexumM Outbound BhIKNo4YeH
MNep1og BpeMeHn NepeperucTpaLmn 1800
VIHTEpBAN NOBTOpa pervcTpaynm 30
My BnuyHLIR agpec
Mcnone3osate SIP Display Name npu perucTpagan L
Beloada KMB npu nonyvedun 183 Progress L)
BbI30B a00HEHTa 180 Ringing
100rel Supported
Paspewmts timer ¥
MHUHUMaNEHOE BPEMA CECCUM, C 120
Bpema ceccuu, 1800
Mepuodu4eckuii onpotc SIP-cepeepa OTKNOYEH
OGpabaTelBaTe 3aronoBok Alert-Info [
[MpoBEpATE TONBKO MMA Nonk3oeatens e RURI L

Mepenasats IP-agpec B 3aronosxe Call-1ID L)
TpEXCTOPOHHAA KOHthepeHUWA

Pesrm NokansHas

Cepeep KoHMEpPEHLMK
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HacTtpo#ka IMS

PexMM IMS

WM& yenyrn "Yaep#aHue Bel3osa”

Mma yenyrn "Oxuaanve eoizoea”

MMs yenyrn "TpexcTOPOHHAR KOHDepeHUma"
MR yeryri "TopaYas NMHKUA"

Mma ycnyri "Tlepeaadya Bei30Ba"
MNnaH Hymepayuun

HacTpolika nnaHa Hymepauum

HacTpoiika ronocoBbIX KOOEKOB

Koaek 1

Kopek 2

Kopek 3

Koaek 4

Kogek &

Koaek 6

Kopek 7

Bpema naketusauun G.711, mc
Bpema naketusauun G.729, mc
Bpema nakeTusaumun G 723, Mc
Bpema nakeTusaymn G.726-24, Mc
Bpema naketusauum G.726-32, Mc
Tun Harpyskm G.726-24

Tun Harpyskn G.726-32

Bpema aucnepcuu, Mc

OxntTep-bydep
MUHUMAaNeHaA JafepKKa, MC
MakcuManeHasa JafepKKa, MC
I'Iopor HEMEANEHHOMD YOaneHWAa NakeTos, MC

QakTop onTHMKU3aUnK Gydepa

BhIknoYeH

call-hold

call-waiting

three-party-conference

hot-line-service

explicit-call-transfer

S5, L5 ([XABCD'#1.S)

G.71a
G.729
G.711u
G.723
G.726-24
G.726-32
G.722

20

20

30

20

20

103

104

32

40

130
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MNepepaqa dhakca v Mogema

Mepegaua megema G.711aVBD v
Kopex dhakca 1 G.7Ma v
Kenek dakeca 2 G.711u v
Kenek dakea 3 Bk nicHeH v

MpuHrmate nepexcg 8 T.38
LononHuTensHble napameTpebl

Mepenaua DTWF RFC 2833 v
Mepegaua Flash SIP Info (Hookflash) v
Tun Harpyakw ans naketos RFC 2833 | 96
OuHaKOBLI THN HATPY3KK ANA NPUEMA 1 Nepataun
WMenonsaceate obHapy#eHne TUWKHHEL ¥
Mcnone3oceate axonogasnexne ¥
WMcnonesoeate RTCP &
MuTepean nepegaun | 5
Mepuon npuema | 5

RTCP-XR

lapamempesi SIP

Cocmas npoguna — cnUCOK aBOHEHTCKMX MNOPTOB, KOTOPbIM HA3HayeH npodunb, nose He
penakTMpyemoe;

Vims npogpuns — NONb30BaTENbCKOE MMSA HACcTpanBaemoro npoduns;

Pexcum ucnons3osaHusa SIP-npoKcu — B HACNAZAIOWEM CIMCKE MOXHO BblOpaTb pexum paboTbl ¢
SIP-cepsepom:

— He ncnonb3oBathb;
— Parking — pexkum pesepsupoBaHua SIP-npokcn 6e3 KoHTpoaA ocHoBHOro SIP-npokcy;
— Homing — pexunm pesepsupoBaHna SIP-NpoKcK ¢ KOHTPOEM OCHOBHOrO SIP-npoKcu.

LLnto3 mosKeT paboTaTb C OA4HMM OCHOBHbIM M MAKCUMYM YETbIPbMA pe3epBHbIMKU SIP-npoKcu.
Mpun paboTe ToNbKO C OCHOBHbIM SIP-nNpoKcK, pexxknumbl Parking 1 Homing Huuem apyr ot gpyra
He oTaunyatoTca. B aTom ciydae npu oTKase ocHoBHoro SIP-npokcn notpebyetca ero
BOCCTAHOB/IEHME A/1A obecneyeHnn paboTocnocobHOCTH.

Mpn Hannumm pesepBHbIX SIP-NpokcK paboTa B perkmumax Parking n Homing ocyuiectenaeTca
cnenyowmm obpasom. Mpu coBepLIEHMM UCXOAALLETO BbI30BA LWJIO3 OTNPaBAsfeT coobueHne
INVITE Ha agpec ocHOBHOro SIP-MpoKcM MAM Npu MOMbITKE PerucTpaumm — cooblieHne
REGISTER. B cnyyae ecnm no uctedeHnm Bpemenu Invite total timeout ot ocHoBHoro SIP-npoKcu
He NpuxoauT oTBeT Anbo npuxoaut oTeeT 408 unm 503 — wnto3 otnpasnaset INVITE (nmbo
REGISTER) Ha aapec nepBoro pesepsBHoro SIP-npokcu. Eciv oH TOXKe He AO0CTyneH, 3anpoc
nepenpasnfeTca Ha cnefyowmnii pesepBHbI SIP-mpokcn u T.4. Kak TOAbKO AOCTYMHbIN
pe3epBHbIN SIP-npokcn ByaeT HageH, NpousonaeT nepeperncTpanmsa Ha Hem.

[anee, B 3aBUCMMOCTM OT BbIOPAHHOTO PEKMMA pe3epPBUPOBAHNA, AEACTBUA CNeayoLLME:

B perxume parking HeT KOHTpons OCHOBHOro SIP-MpoKcu W W03 npoaosKaer
paboTaTb ¢ pe3epBHbIM SIP-NPOKCK, AarKe eciM OCHOBHOM BOCCTaHOBAEH. [Mpu noTtepe
cBA3M € Tekywmm SIP-npoKcn byaeT npoao/KeH onpoc Nocaesyowmnx pe3epBHbIX
SIP-npokcKM no onucaHHOMY Bbiwe anroputmy. lpu HepoCcTymHOCTM noc/iefHero
pe3epBHOro SIP-npoKcy onpoc NpPogoAXKUTCA MO KPYry, HAYMHAA C OCHOBHOTO.
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B pexume homing p[ocTynHO TpU BMAA KOHTPONA OCHOBHOro SIP-npokcu:
nocpescTBOM NepuoaMyeckon nepegaym Ha ero agpec coobueHun OPTIONS,
nocpescTBOM NepuoaMyeckon nepegaydm Ha ero agpec coobueHuin REGISTER nunbo
nocpeactsom nepegauvm 3anpoca INVITE npu cosepuweHMn mcxoaallero BbI30OBa.
3anpoc INVITE cHayana nepeaaetcs Ha OCHOBHoOM SIP-npoKcu, a 3aTem, B Cay4dae ero
HeAOCTYNHOCTU, Ha TEKYLUMIA pe3epBHbIi U T.4. He3aBUCMMO OT BUAA KOHTPOAA, ecau
OOHapy)KeHO, 4YTO OCHOBHOW  SIP-NpoKCM  BOCCTAHOBMACA —  NPOUCXOAUT
nepeperucrTpauma Ha Hem. LLno3 HaumHaeT paboTaTb ¢ OCHOBHbIM SIP-NpoKcu.

SIP-npokcu cepsep — ceteBon aapec SIP-cepBepa — yCTPOWMCTBA, OCYLLECTBAAIOLWLEIO KOHTPO/b
A0CTyna Bcex aboHeHTOB K TesiepoHHOM ceTu nposaiigepa. MoXxKHO yKasaTb KaK IP-agpec, Tak 1
AOMeHHoe UmMs (Yepes aBoeToume MoXKHO 3aaaTb UDP-nopt SIP-cepsepa, no ymonyaHuo 5060);

Pezucmpayusa — npu ycTaHOBNEeHHOM ¢nare perncTpMpoBaTb MOPTbl, MUCMNO/b3YIOLWME AAHHBbIN
npodunb, Ha cepBepe perncTpaumu;

Cepsep peaucmpayuu — ceTeBOM aapec YCTPOMCTBA, HAa KOTOPOM OCYLLECTBAAETCA perncrpauma
BCex abOHEHTOB TesiepOHHOM CETU C Lenbio NpeaocTaBieHMa UM NpaBa MoJib30BaTbCA YCayramu
cBA3KN (Yepe3 ABoeTouMe MOXKHO yKasaTb UDP-nopt cepBepa peructpaumm, no ymondaHuo 5060).
Mo*KHO yKasaTb KaK IP-agpec, Tak u gomeHHoe nmsa. Ob6bIYHO cepBep perucTpaumm GUsnyecku
coBmellleH ¢ SIP-npoKcu cepBepom (OHU MMEIOT 0A4MHAKOBbIe aapeca);

MemoO KoHMpona 0CHOBHO20 cepeepa — BbIBOP METoAa KOHTPOAA AOCTYNHOCTU OocHoBHoOro SIP-
cepsepa B pexkume Homing:

— Invite — KOHTPONb NOCPEACTBOM Mepenayun Ha ero agpec 3anpoca INVITE npu cosepieHum
NCcXoaALLEero Bbi30Ba;

— Register — KOHTPO/Ib NMOCPEACTBOM NEPUOLAMYECKON Mepesayvnm Ha ero agpec coobuieHui
REGISTER;

— Options — KOHTPOAb NOCPeACTBOM NEPUOANYECKOM Nepesayn Ha ero agpec coobLieHWi
OPTIONS;

Mepuod KOHMPOAA OCHOBHO20 cepgepd, € — UHTePBaN OTNPABKU MEepUOSMYECKUX COOBLLEHMI B
CeKyHAax C Lebio NPOBEPKM AOCTYMHOCTM OCHOBHOTO SIP-cepBepa.

PesepesHbie SIP-ipokcu

Ona pobaeneHuns pesepBHOro SIP-NPoKcK HaxmuTe KHOMKY «[106aBuTb» U BbINOAHUTE Cleadytolime

HACTPOMKMU:

SIP-npoKcu cepsep — ceTeBoW agpec pesepsBHoro SIP-cepsepa. MoHO yKasaTb KaK IP-agpec, Tak u
AOMeHHOe umMs (Yepes gBoeToume MoXKHO 3aaaTb UDP-nopTt SIP-cepBepa, no ymonyaHuio 5060);

Cepsep peaucmpayuu — CETEBON afpec Pe3epBHOro cepBepa perucrpaumm (4epes gsoetouue
MOXHO yKa3zatb UDP-nopT, no ymonyaHuio 5060). MoKHO yKasaTb KaK IP-agpec, Tak U AoMeHHoe
ums. Ecnm yctaHosneH ¢nar nepeg nonem Cepsepa peaucmpayuu, TO BKAOYEHA PerncTpauma Ha
pe3epBHOM cepBepe.

Onsa ypaneHusa pesepBHoro SIP-npokcy yctaHoBuTe dar HAaNPOTMB 3a4aHHOTO aZpeca U HaxKMUTe

KHOMKY «Yaanntb»

SIP domain — pomeH, B KOTOPOM HaxoAMTCA YCTPOMCTBO (3aN0NHATL NPU HE06X0AMMOCTH);

lMpumeHume SIP Domain 0ns pecucmpayuu — npu yctaHoBneHHOM dnare npumeHnTb SIP Domain
ana pernctpaunn (SIP-gomeH byaet nogcrasnatbea B Request-Line 3anpocos Register);
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Pexcum Outbound — pexkum Outbound:

—  BbIKAtOYEeH — MapLUPYTU3MPOBATb BbI3OBbI COM/IACHO MJlaHa Hymepaumy;

— Outbound — pna paboTbl McxoaAwen CBA3M HeobxoAMM NJjaH Hymepauuu, oAHaKo Bce
BbI30BbI OYAyT MapLLpyTU3MpoBaTbcA Yepes SIP-cepBep; B c/iyyae OTCYTCTBUS perucrpauum
abOHEeHTY BblAAETCA OTBET CTaHLMM, 4TOObl MOMKHO OblJIO OCYLLECTBAATL YMpaBieHue
aboHeHTCcKMMm cepBucom (ynpasneHue 4BO);

— Outbound c ebidayeli «3aHAMO» — Ana paboTbl McxoddAlwen CBA3M Heobxoaum nnaH
HYMepauMn, oAHAKo BCe BbI30Bbl OyayT maplpyTusmposatbcs 4vepes SIP-cepsep; npu
OTCYTCTBUM pPerucTpaumm BOCMO/b30BaTbCcA TenedoHMel OyaeT HEeBO3MOMKHO: B TPYOKy
BblAAETCA CUrHAN OLINOKM.

Mepuod epemeHU rnepepeaucmpayuu — BPEMS, B T@YEHME KOTOPOro AeNCTBUTENbHA perncTpaums
aboHeHTCKOro nopta Ha SIP-cepsepe. Mepeperucrpauma NopTa OCyLLECTBASETCA B CpeHEM Yepes
2/3 yKkasaHHOro nepuoaa;

WUHmepean nosmopa peaucmpayuu — TNPOMEXYTOK BPEMEHU  MeXAYy  MNOMbITKaMu
3aperucTpupoBaTtbes Ha SIP-cepsepe B c/iydae HeycrnewHon perncrpaumu;

MybauyHbIli adpec — AaHHbIA NAapaMeTp MCMNOb3YeTCA B KayecTBe BHELIHEro afpeca yCTpomncTsea
npu pabote 3a NAT (3a wato3om). B KavectBe nybanyHoro agpeca NponuUcbiBaeTca agpec
BHewHero (WAN) mnHtepdelica wnto3a (NAT), 3a KoTopbim ycTaHoBneH RG-2400/RG-4400. Mpwu
3ToM Ha camom uio3e (NAT) Heobxoammo caenatb npobpoc cootsetcTByowmx SIP- n RTP-
NopTOB, UCMONb3YyeMbIX YCTPOMUCTBOM cepun RG-2400/RG-4400;

Ucnonwvzosamoe SIP Display Name npu pesucmpayuu — npu ycTaHOB/AEHHOM ¢nare nepeaasaTb
nms nosnbsosatens B none SIP Display Info coobweHua Register;

Bwidaua «KMB» npu nosyyeHuu 183 Progress — npu ycTaHOBNeHHOM dnare BblgaBaTb CUrHan
«KOHTpOb MOCbI/IKK BbI30Ba» Npu npueme coobueHna «183 Progress» (6e3 BnoxkeHHoro SDP);

Bbi3os aboHeHma — npeaBapuTenbHbiA  OTBET, KOTOPbIM OTNPAaBAAETCA YCTPONCTBOM
BbI3blBaloLEeMY 060PYA0BAHUIO NPU BXOAALLEM 3BOHKE:

— 180 Ringing — Bbi3biBalollemy obopyaoBaHuio oTnpasnsetca oteeT 180; nosyuuB 3TO
coobleHne, Bbi3biBaloLWee 060pya0BaHNE AOMKHO BblAATb B JIMHUIO IOKA/bHbLIA CUTHAN
KNB;

— 183 Progress with SDP — BbI3blBatowemy obopyaoBaHuio otnpasnserca otser 183+SDP —
NCNONb3YyeTcA ANA NPOKAOYEHUA PAa3roBOPHOrO TPAKTA A0 OTBETA BbI3blBaeMoro. B gaHHOM
cnyyae RG-2400/RG-4400 6yaneT yaaneHo BblaasaTb Bbi3blBatoLemy aboHeHTy curHan KMB.

100rel — ncnonb3oBaHWe HaZeXHbIX NpeaBapuTenbHbix oTBeToB (RFC3262):

— Supported— noaaepXKa MCnoab3oBaHNA HadeXHbIX NpeaBapuUTe/IbHbIX OTBETOB,
— Required— Tp86OBaHMe MCNON1b30BaTb HaAeXHble NpeaBapuUTe/IbHbIE OTBETDI,
— Bobikao4yeH — He UCNONb30BaTb HaAeXHble NpeaBapuUTeibHble OTBETbI;

MpoTokonom SIP onpegeneHo ABa TMnNa OTBETOB Ha 3aMpocC, UHULMWMPYIOLWMIA coeanHeHue

(INVITE) — npeaBapuTenbHble M OKOHYaTenbHble. OTBETbI Kacca 2xX, 3xXX, 4xX, 5XX U 6XX ABNAIOTCA
OKOHYaATEe/IbHbIMW M MepesatoTca HaZeXHO — ¢ noaTeeprKaeHMem mx coobuweHnem ACK. OTBeTbl
Knacca 1xx, 3a uckaouveHnem oteeta 100 Trying, ABNAOTCA NpenBapuUTE/IbHbBIMW U MepeaalTca
HeHafeHo — 6e3 noartsepxaeHua (RFC3261). 3T oTeeTbl coAepXaT UHMOPMAUUIO O TeKyLlen
cTagum obpaboTtku 3anpoca INVITE, BcneactBume 4ero notepsA TaKMX OTBETOB HeXKenaTesbHa.
Mcnonb3oBaHMe HadeXHbIX NPeiBapuTebHbIX OTBETOB TaKKe NpeaycMoTpeHo npoTokonom SIP (RFC
3262) u onpepensetrca Hanuvumem Tera 100rel B MHUUMMPYIOLLEM 3anpoce, B 3TOM Cc/iyyae
npeaBapuTesibHble OTBETbI NOATBEPKAAt0TCA coobueHmnem PRACK.
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Paboma Hacmpoliku npu ucxodaweli ceasu:

— Supported — nepepasaTb B 3anpoce INVITE Ter supported: 100rel. B 3tom cnydae
B3aMMOOENCTBYIOLNIM  WAO3 NO  CBOEMY  YCMOTPEHWUIO  MOXeT  nepenasaTb
npeasapuTesibHble OTBETbI MO0 HAAEKHO, MO0 HET;

— Required — nepepnaBatb B 3anpoce INVITE Teru supported: 100rel v required: 100rel. B sTom
C/ly4yae B3aMMOZENCTBYIOWMIA LWINO3 AO/KEH NepefaBaTb MpeaBapuTesibHble OTBETbI
HagexHo. Ecanm  B3aMMOAENCTBYIOWMIA  WAKO3  He  MNOAAEPKMBAET  HaZeXHble
npeaBapuTesibHble OTBETbl, TO OH JOJ/I)KEH OTKNOHWUTb 3anpoc coobueHnem 420 ¢
YyKasaHMem Henoaaeprknpaemoro Tera unsupported: 100rel, B 3TOM cnydyae Oyger
oTnpas/ieH NOBTOPHbIN 3anpoc INVITE 6e3 Tera required: 100rel,;

— BoblKntovyeH — He nepepaBaTb B 3anpoce INVITE HM oamH u3 Teros supported: 100rel v
required: 100rel. B 3Tom cnyyae B3auMmogencTeyowmii w03 6byaet nepenasaTb
npeasapuTesibHble OTBETbI HEHAAEKHO.

Paboma HacmpoliKu npu exodsauweli cea3u:

— Supported, Required — npu npueme B 3anpoce INVITE tera supported: 100rel, nmbo Tera
required: 100rel, nepenaBatb npeasapuTenbHble OTBETbl HadeXHo. Ecan Tera supported:
100rel B 3anpoce INVITE HeT, To nepeaaBaTtbh npeaBapuTe/ibHble OTBETbl HEHAAEXKHO;

— BolKaovyeH — npu npueme B 3anpoce INVITE Tera required: 100rel, oTKAOHMTL 3anpoc
coobuweHnem 420 c ykasaHMem Henoaaepxkmpaemoro Tera unsupported: 100rel. B
OCTa/IbHbIX C/ly4Yasx nepenaBaTb NpeaBapuUTe/ibHble OTBETbI HEHAAEKHO.

Paspewums timer — npu ycTaHoBAeHHOM ¢are BKAOUYEHa noaaep:kka paclmpenua timer (RFC
4028). Mocne ycTaHOB/IEHUA coeanHEHNA, ecn 0be CTOPOHbI NoAAepPKUBAIOT timer, ogHa U3 HUX
nepuoamnyeckn otnpasnseT 3anpocbl re-INVITE ona KoHTpons coeauMHeHus (ecnu BCTpedHas
CTOopoHa nogaep:xmeaetr meton UPDATE, ons yero oH fo/iXKeH ObITb yKasaH B 3aronoske Allow —
0bHOBNEHME CECCMM OCYLLECTBASIETCA MNOCPEACTBOM MepuogMYEcKon OTMPaBKM COOBLLEHNI
UPDATE);

MuHumaneHoe 8pems ceccuu, C — MWHUMANbHbLIA WHTEPBAN NPOBEPKU PaboOTOCNOCOOHOCTM
coeanHeHusa (ot 90 ao 1800 ¢, no ymonuyanuio 120 c.);

Bpemsa ceccuu, ¢ — nepuop BPEMEHW B CEKyHAAX, NO WUCTEYEHMW KOTOpPOro mnpousonget
NPUHYAUTENbHOE 3aBEPLUEHME CECCUU, B C/yHae ecn ceccusa He byaeT BoBpemsa obHoBneHa (oT
90 no 80000 c., pekomeHayemoe 3HayeHue — 1800 ¢, 0 — Bpema ceccum He orpaHMYeHo);

MepuoduyecKuii onpoc SIP-cepsepa — BbIboOp cnocoba onpoca SIP-cepsepa:

— OmekntoyeH — SIP-cepBep He onpawmsaeTcs;

— Options — onpoc SIP-cepsepa npu nomoluy coobuieHnii OPTIONS;
— Notify — onpoc SIP-cepsepa npu nomouy coobuieHuii NOTIFY;

— CLRF —onpoc SIP-cepsepa nyctoim UDP-naketom;

ViHmepsan onpoca, ¢ — Nnepuog, BpemMeHu B CEKYHAAX, Yepes3 KOTOPbIi BbiNoaHseTcs onpoc SIP-
cepsepa;

Obpabameisams 3a201080K Alert-Info — obpabatbiBaTh 3arosioBoK Alert-Info B 3anpoce INVITE
AN1A BblAauM Ha aBOHEHTCKMIM NOPT OTIMYHOM OT CTaHAAPTHOM NOCbIIKM BbI30BA;

Mposepsamob monsvKo umsa nonaszoeamena 6 RURI — ecnn ¢dnar yctaHoBAEH, TO aHanU3MpyeTcs
TONbKO abOHEHTCKMI HOomep (user), Npu COBMALEHWW KOTOPOro BbI3OB OyAeT HasHayeH Ha
aboHeHTCKMI nopT. Ecnm dnar CHAT, TO Npu NOCTYNAEHUM BXOAALLErO BbI30BA NPOU3BOAMTCA
aHanms scex anemeHToB URI (user, host n port — aboHeHTCKUi1 Homep, IP-agpec n UDP/TCP-nopT).
Mpu coBnaaeHuun scex anemeHToB URI Bbi3oB byaeT HazHauyeH Ha abOHEHTCKUIA NopT.
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Mepedasame IP-adpec 6 3azonoske Call-ID — ecnn dnar ycraHosneH, To B 3arosioske Call-ID npu
ncxoasLlei cBasm ncnoabayeTtcsa cobcTBeHHbIN IP-agpec ycTpoiictBa B popmarte localid@host.

TpexcmopoHHAA KOHepeHyuUs

Pextum — pexkum paboTbl TPEXCTOPOHHEN KOHPepeHLMM. BO3MOXKHO ABa pexuma:

— JlokanbHas — KoHdepeHuMa cobupaetcs NOKaNbHO YCTPOMCTBOM MOCAE HaXKaTua
KombuHaumm «flash+3»;

— YOaneHHas — koHbepeHLMA cobMpaeTca Ha yaaleHHOM cepBepe, ANA YEero nocae Haxkatma
«flash+3» Ha cepBep oTnpaBnseTca coobuieHue Invite Ha HoOmep, yKasaHHbIM B none
«Cepsep KOHpepeHyuu». B 3Tom cnydyae KoHdepeHums paboTaeT no anroputmy,
onucaHHomy B RFC4579. MNoapobHO AaHHbIN aNropuTtm onmcaH B NyHKTe 3.3.2.

Cepsep KoHthepeHyuu — B 0DOLWEM C/nyvyae afpec cepsepa, OCYLLECTBAAIOLWLEro yCTaHOB/AEHME
KOHpepeHUUn no anroputmy, onucaHHomy B RFC4579. Agpec 3agaetca B ¢popmate SIP-URI:
user@address:port. MOXXHO yKa3aTb TO/IbKO NOAb30BaTeIbCKyto YacTb URI (user) — B aTom cnyvae
coobuleHue Invite otnpasuTca Ha agpec SIP-npokcu.

Hacmpolka IMS

Paspewums ynpasneHue [BO c¢ IMS — npu ycTtaHOBAeHHOM dnare pa3pelleHo ynpas/ieHue
HeKoTopbIMU BUAammM ycayr ¢ cepsepa IMS (IP Multimedia Subsystem). B atom cnyyae BKAtoYeHUe
ycnyr «TpexcTopoHHAs KoHdepeHuus» (paboTaeT TonbKo no anroputmy RFC4579), «YaeprkaHue
Bbi30Ba», «OxungaHune BbizoBa», «fopayan AMHUA» (HE3aBUCMMO OT TOTO, BK/TIOUYEHbI OHWU U HET
B KOHdUrypauumn) nponssoauT yaaneHHo cepsep IMS nocpencrsom otnpasku coobuieHnin Notify,
B Tesie KOTOPbIX NepesaloTcs KOMaHAbl Ha aKTuBauuio/oeaktmsaumio ycayr B dopmate XCAP
(dbakTmueckn — XML, RFC4825);

—  BbiknoyeH — IMS He ncnonbsyercs;

— be3 noonucku - pa3speLlleHo ynpaB/ieHne HeKOTOpbIMM BUAAMKU ycayr c cepsepa IMS (IP
Multimedia Subsystem). B aTom cnydyae BKAtoYeHUe ycayr « TPEXCTOPOHHAA KoHbepeHuma»
(paboTaet ToNbKO No anropuTmy RFCA579), «Yaep:KaHue Bbi3oBa», «OKuaaHMe Bbi30Ba»,
«lfopsAyasa AMHUA» (HE3aBUCMMO OT TOrO, BKJIIOYEHbI OHW WM HET B KOHbUrypauum)
npousBoguT yaaneHHo cepsep IMS nocpeactsom oTnpaBku coobuweHuin Notify, B Tene
KOTOPbIX NepenaloTcs KOomaHAbl Ha aKTMBaumio/aeakTuBaumio ycayr B ¢dopmate XCAP
(baktueckm — XML, RFC4825). Mpwu Takom BapuaHTe 3anpocbl SUBSCRIBE nocne
pernctpauum aboHEHTOB LWAKO30M He OTnpaBaatoTca, obpabatbiBatotca Tonbko NOTIFY
3anpochbl, NpuUHATbIE OT IMS, C TOMOLLBIO KOTOPLIX MPOUCXOANT YyNPaBAEHNE YCAYraMu;

— C noonuckoli - paspeLleHo ynpaB/ieHWe HEKOTOPbIMW BUAAMWU ycayr ¢ cepsepa IMS (IP
Multimedia Subsystem). B aTom cny4yae BKAtoUeHUE ycayr « TPEXCTOPOHHAA KoHbepeHLma»
(paboTaeT Tonbko no anroputmy RFC4579), «YaepxaHue BbizoBay, «OxKuagaHue Bbi30Ba»,
«lopAYaa AuMHMA» (HE3aBMCMMO OT TOrO, BKAOYEHbI OHWM WM HET B KOHPUrypaumu)
npousBoguT yaaneHHo cepsep IMS nocpeactsom oTnpaBku coobuweHunit Notify, B Tene
KOTOpbIX NepesaloTcd KOMaHAbl Ha aKTuBauuio/aeakTtmBaumio ycayr B ¢opmate XCAP
(dakTnyeckm — XML, RFC4825). Mpu Takom BapuaHTe W03 oTnpasaseT 3anpocbl SUBSCRIBE
nocse perncrpaummM aboHeHTOB 1 Npu ycnewwHol noanncke obpabatbisaeT NOTIFY 3anpocsl,
npuHATbie oT IMS, ¢ NOMOLLbIO KOTOPbIX MPOUCXOAUT YPaB/IEHME YCAyraMu.

Umsa ycayeu “YoepraHue 8bi308a” — HasBaHue anemeHTa XML B Tene coobuweHus Notify,
MCMNob3yeMoro A/ nepeaaym KoMaHAabl akTUBaLMK/aeakTUBaummn ycayrn «Yaep»aHme Bbi3oBar.
Hanpumep, ecanm mma ycnyrm  umeeT 3HadveHue «call-hold», To KomaHaa aKtuBauum byaet
BbIFALETD TaK:

<call-hold active="true"/>
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a KOMaHAa JeaKkTUBaLuuu:
<call-hold active="false"/>

Umsa ycnyeu "OmudaHue ebizoea" — HasBaHue 3nemeHTa XML B Tene coobuweHus Notify,
MCMONb3yEMOro ANs Nepeaayun KoOMaHAbl akTMBaUMW/aeaktmeaumm ycnyrm « OxuaaHve Bbi3oBa».
Hanpumep, ecnn mmsa ycnyrm ummeeT 3HadeHue «call-waiting», To KomaHga akTMBauuu byaet
BbIFNALETb TaK:

<call-waiting active="true"/>
a KOMaHAa AeaKTuBaLUuu:
<call-waiting active="false"/>

Uma ycayau "TpexcmopoHHAA KoHgepeHyusa" — Ha3BaHue anemeHTa XML B Tene coobuieHus
Notify, ucnosnbsyemoro Aans  nepejayun  KOMaHAbl  aKTMBauuu/geakTMBauum  yCayru
«TPexcTOpoHHAA KOHdepeHLusa». Hanpumep, ecim ums ycayrm uUmeeT 3HavyeHue «three-party-
conference», TO KOMaHAa akTUBaLUMK ByaeT BbIrNAAETb TaK:

< three-party-conference active="true"/>
a KOMaHAa fleakTUBaLuu:
< three-party-conference active="false"/>

Uma ycayau '"Topsyasa auHus" — Ha3BaHMe 3nemeHTa XML B Tene coobuweHua Notify,
MCMNO/Nb3yeMoro ANA nepefayn KomaHAbl akTusauuu ycnyru «lfopadas nuHuA». B KomaHge
aKTUBALMM NepenaoTcs HoMep TesepoHa ropsyein MHUKM U TalimayT BbioBa. Hanpumep, ecau
UMS yCAYyrM  MmeeT 3HayeHue «hot-line-service» n HeobxogMmo coBepllaTb BbI30OB HA HOMep
30001 yepes 6 cekyHA nocne nogbema TpybKkM TenedoHa - KoMmaHAa aKTMBALMKM OyaeT BbIrALETb
Tak:

<hot-line-service>
<addr>30001</addr>
<timeout>6</timeout>
</hot-line-service>
Ecnn KomaHaa akTMBaLMK He noaydeHa, ycayra «fopadas AMHUA» 6yaeT BblKNtoYeHa.

Umsa ycayeu "lMepedaua evbi3oea” — Ha3BaHMe 3snemeHTa XML B Tene coobuieHus Notify,
MCMNONb3yeMoro ANsA nepefadn KomaHAbl aKkTUBauMu/OeaKTUBaUMKM YCayrn «TPexcTOPOHHAA
KOHdepeHuMa». Hanpumep, ecam Mma ycayru  umeeT 3HadeHue «call-transfer», To KomaHga
aKkTMBaumm 6yaeT BbIrNAAETb TakK:

< call-transfer active="true"/>
a KOMaHAa AeaKTusBaLmu:
< call-transfer active="false"/>

Mo YMOJIHaHUIKO €CI1 HE NpULllia KOMaH4a Ha aKTUBaAU MO — BCE BbllWe nepeyvyuncaeHHble ycnyru
0eaKTUBMUPOBAHDLI.

[lngH Hymepauuu
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MnaH Hymepauuy 3a[aetca Npu NMOMOLLM PErynapHbIX BbiparkeHWid B none «HacTpoika nnaHa
HyMmepauum».

Huxe npmBoanTca CTPYKTYpa M popmaT perynspHbiX BblparkeHun, obecneymBatowmx pasiMyHble
BO3MOHOCTM Habopa Homepa.

CTpyKTypa perynapHOro BblparkeHusa:

Sxx, Lxx (),

rae

XX — MPOWN3BOJIbHbIE 3HAYeHUA TalimepoB S u L;
() — rpaHMUpl NNaHa Hymepaumu.

e OcHoBOll AaABnAlTcA 0603HavyeHMA [AAA  3anNUcK  NOCNeA0BaTeNbHOCTM  HabpaHHbIX  Undp.
MocnenoBaTe/IbHOCTb UMPP 3aNUCbIBAETCA C MOMOLLBbIO HECKO/IbKMX 0003HauYeHun: uudpsl,
Habupaemble ¢ KnaBuatypbl TenedoHa: 0, 1, 2, 3, ..., 9, # n *. Ucnonb3oBaHne cumsBona # B
AnannnaHe moxxet 6J10KMpoBaTb 3aBepLieHne Habopa ¢ NOMOLLbIO 3TOI Knasuwn!

e [locnepoBatenibHOCTb LI,Md)p, 3aK/N04EHHAA B KBagpaTHble CKO6KVI, COOTBETCTBYET mo6omy ns3
3aKNHOYEHHBIX B CKOOKM CUMBOAY.

— Npumep: ([1239]) — cooTBeTcTBYET Nt06OM M3 UMDpP 1, 2, 3 MAn 9.

[ ‘-Iepe3 TNpe MOXeT 6bITb YKa3aH Aunana3oH CUMMBOJIOB. Yawe Bcero MCNoNb3yeTCA BHYTPU
KBa4paTHbIX CKOBOK.

— Mpwumep 1: (1-5) - nobas umdpa ot 1 go 5.
— Mpumep 2:([1-39]) - npumep 13 NpeablayLLEro NYHKTa C MHOM GOpMOit 3anucu.

e Cumson X cooTBetcTByeT ntoboi umdpe ot 0 o 9.

— Npumep: (1XX) - ntob0I TPEX3HAUYHbIA HOMEpP, HaunHatloLWMitca Ha 1.

e «.» - MOBTOPEHME Npeablaywero cumeosa oT 0 40 6eCKOHEeYHOCTH pas.
e «+» - NOBTOPEHUE NpeablayL,ero cumeosa ot 1 4o 6eckoHeYyHoCTU pas.
¢ {a,b} — noBTOpeHMe NpeapiayLLEro CMMBONA OT a A0 b pas;

e {a,}— nosTopeHue NpeablaylLero CMMBOAa He MeHbllie a pas;

e {,b}—nosTopeHune npeablayLLero cMmBoaa He 6onblie b pas.

— Mpumep: (810X.) - MexkayHapOAHbIA HOMEp C Nt06bIM KoanyecTBom umdp.
HacTpoiku, Bavawowme Ha 06paboTKy guanniaHa:

Interdigit Long Timer (bykea «L» 8 3anucu nAaHa Hymepayuu) - BPEMA OXUAAHUSA
BBOAA Cheayowen unopbl B TOM Clyyae, eciv HeT WabsoHOB, NOAXOAALUMX MOA
HabpaHHy0 KOMBUHaLNIO;

Interdigit Short Timer (6ykea «S» e 3anucu NaAAGHA HymMepauuu) - BPEMS OXKUAAHWUA
BBOZa cneayowen undpbl, ecnm ¢ HabpaHHON KOMBMHaLMEN NONHOCTbIO coBNaaaeT
X0TA 6bl 0AMH WabA0H 1 NpU 3TOM MMeeTcsA elle XoTa bbl 0auH WabnoH, Ao NoAHOro
COBMAAEHMA C KOTOPbIM HEOHXOANMMO OCyLLECTBUTL AOHAbOp HOMepa.

[ononHUTENbHbIE BO3MOXHOCTH:
1 3ameHa HabpaHHOW Nocaeso0BaTENLHOCTH

CuHTaKcuc: <argl:arg2>
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[aHHas BO3MOXKHOCTb MO3BO/AET 3aMeHWTb HabpaHHY NOCNefOoBaTE/NbHOCTL Ha Jobyio
nocaeaoBaTeNbHOCTb HabrMpaemMbix CUMBOOB. [PKY 3TOM BTOPOM apryMeHT A0/KeH bbITb yKasaH
onpeaenéHHbIM 3HaYeHnem, oba aprymeHTa MoryT 6bITb NYCTbIMM.

= Mpumep: (<83812:> XXXXXX) - maHHas 3anucb byaeT cOOTBETCTBOBATb HabpaHHbIM
umdpam 83812, Ho 3Ta nocnenoBaTeNbHOCTL ByAET onyleHa U He byaeT nepeaaHa
Ha SIP-cepsep.

2 BcTtaBKa TOHa B Habop

Mpu BbiIxoge Ha Mexropod (B OPUCHbIX CTAHUMAX - HA ropod) NPUBbLIYHO CAbilaTb OTBET
CTaHUMM, YTO MOXKHO pPeasin3oBaTb BCTABKOM 3aMATOM B HYXKHYIO MNO3ULMIO NOC/1eA0BaTE/IbHOCTU

unop.

= MMpumep: (8, 770) - npu Habope Homepa 8770 nocne umdpbl 8 byaeT BblaaH
HenpepbIBHbIN TOH.

3 3anpet Habopa Homepa.

Y

Ecin B KOHUe wabnoHa Homepa A06aBUTb BOCKAMLATE/NbHLIN 3HAK ‘!, To Habop Homepos,

COOTBETCTBYOWMX WabioHy, byaeT 3a610KMpPOBaH.

= [pumep: (8 10X xxxxxxx ! | 8 XXX XXXXXXX ) — BblpaxeHue paspeluaeT Habop TONAbKO
MEXKAYropoAHUX HOMEPOB M UCK/OYAET MeXKAyHAapOHble Bbi30BbI.

4 3ameHa 3HayeHW TalMmepoB Habopa Homepa

3HayeHUss TalMepoB MOryT ObiTb Ha3Ha4YeHbl KaK AN BCEro AManniaHa, Tak M Aans
onpeaenéHHoro wabnoHa. bykBa «S» oTBeyaeT 3a ycTaHOBKY «Interdigit Short Timer», a «L» - 3a
«Interdigit Long Timer». 3HayeHWA TalimepoB MOXKeT OblTb yKasaHO Ans Bcex WabnoHoB B
AnannnaHe, eCan 3HaYEHNA NepeyncieHbl 40 OTKPbIBAIOLLENCA KPYTI0M CKOOKM.

* Mpumep: S4 (8XXX.) nau S4,L8 (XXX)

Ecnn 3T 3HayeHMA yKasaHbl TO/IbKO B OAHOM U3 NOC/ief0BaTeNbHOCTEN, TO AENCTBYIOT TO/IbKO
OnA Heé. TakKe B 3TOM C/lyYae He Hafo CTaBWUTb ABOETOUYME MENKAY K/UOM U 3HaYeHuem
TalimayTa, 3HaYeHne MOoXKeT BbITb pacnosioxeHo B Ntobom mecTe wabaoHa.

= [pumep: (5S4 8XXX. | XXX) nnu ([1-5] XX SO) — 3anucb BbI3OBET MIHOBEHHYIO Nepeaady
BbI30Ba Npu Habope TpexaHayHOro Homepa, HaumHatouweroca Ha 1,2, ..., 5.

5 Hab6op no npamomy agpecy (IP Dialing)

CuMmBON «@», MOCTAB/IEHHbIN NOC/E HOMEpPA, O3HAYaET, YTO Aasiee byaeT yKasaH agpec cepBepa,
Ha KoTopblIi ByAeT OTNpaB/ieH BbI30B HAa HabpaHHbIM HOMep. PekomeHayeTca ncnoab3osaTb «/P
Dialing», a Tak»e Npuém n nepeaady Bbi3oBoB 6e3 peructpaumn («Call Without Reg», «Answer
Without Reg»). 3ToO MOKeT NOMOYb B C/ly4ae OTKa3a cepsepa.

Kpome Toro, dopmatr agpeca c IP Dialing MmoxeT 6biITb KWCNONb30BaH B HOMepPaXx,
npeaHasHayeHHbIX ANA nepeagpecaumm 3BOHKOB.

= Mpumep 1: ( 8 xxx XXXXXXX ) - 11-3HaUYHbI HOMEp, HauMHatloLWMlicA Ha 8.

= [pumep 2: ( 8 xxX XXXXXXX | <:8495> xxxxxXX ) - 11-3HauHbIli HOMEpP, HauMHaoLWMIACA
Ha 8, ecin BBeAEH 7-MM 3HAYHbIN, TO A06aBUTL K Nepegasaemomy Homepy 8495.

= Mpumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxxX) - HABOP HOMEPOB SKCTPEHHbIX C/IYK6, a TaK
YK€ HEKOTOPOTo CTPaHHOro Habopa MexayropoaHUX HOMEpPOB.

= Mpumep 4: (SO <:82125551234>) - 6bicTpbli Habop yKaszaHHOro Homepa, aHanor
pexxnma «Hotline» Ha apyrux wnwosax.

= Mpumep 5: (S5 <:1000> | xxxx) - AaHHbIK AuannnaH no3sonset HabpaTb soboin
HOMEep, COCTOAWMI U3 UMPP, a eCcn HUYEro He BBEAEHO B TeyeHWe 5 ceKkyHa,
BbI3BaTb Homep 1000 (gonycTnm, 3TO CeKpeTapb).

= Mpumep 6: (FS5x*XXXXFXH# | * 2X*XXXXXXXXXXXH | #xxH | [2-7]xxxxx |8,  [2-9]xxxxxxxxx |8,
10x.|1xx<:@10.110.60.51:5060>).
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= Mpumep 7: (1xx|0[1-9]]|00[1-8]]*Sx*xxxx*x#t|* 2x*xxXXXXXXXXXH | #xxH | [2-7]xxXXX | 8,
[2-9]xxxxxxxxx |8, 10x.).

NHoraa moskeT noTpeboBaTbcA COBEPLUATL 3BOHKU I0Ka/IbHO BHYTPU ycTpoiicTBa. Mpn aTom ecau
IP-agpec ycTpoicTBa He MU3BECTEH MAM MepUoaMUYEcKU M3MeHseTcs, yAobHO UCNonb3oBaTh B
KayecTBe ajgpeca cepBepa 3apesepBupoBaHHoe cnoBo «{local}», uyTo o03HayaeT oTNpaBKy
COOTBETCTBYIOLLLEN NOC/eA0BaTENbHOCTM UMPP HAa COBCTBEHHbIN agpec yCTPOUCTBA.

* [pumep: (123@{local}) — BbI3oB Ha Homep 123 ByaeT 06paboTaH NOKaNbHO BHYTPU
yCTpOMCTBa.

Hacmpolika koda nepexsama

Mpu nomowm ,CI,E]HHOVI KOMaHAbl MOXHO YCTAaHOBWUTb KO/ nNepexsaTta AnA 3aAaHHOf/‘I rpynnobl.

CuHTaKcuc: ABC@{pickup:X}

roe ABC — Koa, nepexsaTa (Hanpumep *8);

X — Homep rpynnbl nepexeaTta (Hymepauma rpynn nepexsarta c 0).

Mpumep: 112@{pickup:0} — aboHeHTblI A 1 b coCTOAT B 0AHOM rpynne nepexsaTta C
nHaekcom 0. B cnyyae ecnmn aboHeHTy A nocTynaeT BXOAALWMMA BbI30B, TO abOHEHT b
MOXKET NepexBaTUTb Bbi30B, Habpas KOMBUHaumo undp 112.

YcmaHoska npogunel dialplan

[Ons Kaxaoro Hanpas/ieHMA MOXHO BblbpaTb He 6onee oagHoro npoduns dialplan, KoTtopbiit 6yaer
onpeaensaTb NapameTpbl BbI30BOB Ha 3TOM HanpasieHWW. HacTpoliku npodunelt npoussogatca B
pasgene MogmeHio «Mpodunm dialplan». [na Kaxporo HanpaB/ieHWA HacTpOMKa anbTepHATUBHOrO
npodunan yKasblBaeTca B KPYrbix CKobKax nocne cnosa «profile:».

= NMpumep: Mpumep:([23]xxx(profile:0)

Hacmpolika 2010co8bix KOOeKos

CurHanbHblit  npoueccop RG-2400/RG-4400 BbinonHAET GYHKUMW KOAMPOBAaHWA aHanoroBoro
peueBoro TpaduKa, AaHHbIX paKkca/moaemMa B UMPPOBbIE CUrHA/DbI, @ TaKKe 06pPaTHOro AEKOAMPOBAHMA.
LLno3 noaaepusaet cneayrowme ronocosble kogekn: G.711A, G.711U, G.729, G723.1, G.726, G.722.

G.711 — npepacrtaBnsetr coboit MKM-koampoBaHue 6e3 cxkatua pedeBoi MHPopmaumn. [aHHbIi
KOLEK O0J/IKeH 6biTb 006A3aTeNbHO nogaep:kaH Bcemu npoussogutenamm VolP-obopyaosaHua. Kogeku
G.711A n G.711U oTtanyatoTca Apyr oT Apyra 3aKOHOM KoAMpoBaHMA (A-3aKOH — IMHeHoe KogupoBaHue
1 U-3aKOH - HeauHeiHoe). KoampoBaHue no U-3akoHy npumeHaeTca B CeBepHolt AMepuKe, No A-3aKOHY —
B EBpone.

G.722 — WMPOKOMNONOCHbIM Koaek, ucnonbsytowmn AQUKM ¢ pasgeneHnem Ha nogamanasoHbl U
paboTatolmii co ckopocTbio 48, 56 1 64 k6ut/c.

G.723.1 — KOZEK CO CXKaTuem peyeBoit MHbOpMaUUKM, NpeaycMmaTpuBaeT ABa penma pabortbl: 6.3
Kéut/c n 5.3 Kéut/c. Kogek G.723.1 nmeeTt AeTEKTOP pevyeBoin aKTMBHOCTU U obecrneymBaeT reHepaumio
KOMGOPTHOrO WyMa Ha yAaNeHHOM KOHLE B NePUOL MOYAHUS.

G.726-24, G.726-32 - KOAEK co cxKaThnem peyeson nHpopmaumm no anroputmy AANKM u ckopocTbio
nepeaauun 24 nnn 32 Kéut/c.
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G.729 — TaKKe ABNSAETCA KOAEKOM CO CXKaTuem peyeBol MHbopmauMM M obecrneymBaeT CKOPOCTb
nepegaun 8 Kbéut/c. AHanormuyHo Kopeky G.723.1, Komaek G.729 nopaepskusaeT OETEKTOP peveBoi
aKTMBHOCTM 1 obecneyYnBaeT reHepauunto KOMGOPTHOrO LWyMa.

e Kodek 1..7 — no3BonsieT BblOpaTb KOAEKM U NOPAAOK, B KOTOPOM OHWU ByayT MCMOJ/ib30BaTbCA.
KogeKk ¢ HauBbICWUMM NPUOPUTETOM HYXHO nponucaTb B none «Koaek 1». Ons paboTbl
HEeobXoAMMO yKasaTb XOTs Obl 0ANH KOAEK:

— BblKato4YeH - KogeK He UCNo/b3yeTca.

— G.711a —wucnonb3oBaTtb Kogek G.711A;

— G.711u - uncnonb3oBaTb KogeKk G.711U;

— G.723 —ucnonb3osatb Kogek G.723.1;

— @G.729 —ucnonb3osatb Kogek G.729.

— G.726-24 - ncnonb3oBsatb Kogek G.726 co ckopocTbio 24 Kéut/c
— G.726-32 - ncnonb3osatb Kogek G.726 co ckopocTbio 32 Kbut/c
— G.722 - ucnonb3osatb Kogek G.722

e Bpemsa nakemus3ayuu — YUCNO MUANUCEKYHA peuyn B ogHoM RTP-nakete (gns komekos G.711 ,
G.729, G.723 n G.726).

e Tun Hazpy3Ku - TUN ANHAMMYECKOWN Harpysku ans Kogeka G.726-24 nnu G.726-32 (paspelleHHble
A/1A UCNOb30BaHMA 3HaYeHMA — oT 96 go 127).

e Bpems ducriepcuu, Mc — napameTp, NO3BOAIOLWNIM BOPOTLCA C 3XOM, BbI3BaHHbIM AMCMEpPCUEN
peyeBoro cMrHana. 3Ha4yeHMA NnapameTpa UIMEHAKOTCA B NpOMeXKyTKe oT 2 40 128 mc.

e MNPUMEYAHME! MoryT 6biTb 3agaHbl a/fbTepPHATUBHbIE FO/IOCOBbIE KOAEKU ANs BblGpaHHOro
HanpaB/eHuA. [lNA KaXX40ro M3 HanpasAeHUN B NiaHe HyMepauun ecTb BO3MOXHOCTb 3afaHuA
npeanoYTUTENbHOTO KOAEKa ANA nepefayn pedn. Hactpoka NnponsBoanTCA B NaaHe Hymepauuu.
OnAa Kaxporo HanpaB/ieHMA [O0NOJHUTENbHbIE HAaCTPOMKM KOAEKOB YKa3blBAOTCA B KPYI/bIX
cKObBKax nocne cnosa «codecs:».

e Ecnm HeobxoAMMO MCNOb30BaHME HECKO/IbKMX KOAEKOB, TO UX NEPEYUCNAIOT Yepe3 CUMBOJ «,».
MOHO yKa3blBaTb HECKO/IbKO NMapameTpoB A/19 HanpaB/ieHWA. B Takom ciydae OHM JOMKHbI HbiTh
pasgeneHbl cumBosiom «;» - (paraml:subparaml,subparam2;param2:subparaml,subparam?2).
JdonycTumble 3HayeHuMA cybnapameTtpoB subparamX: g711a, g711u, g729, g723.

e [Jonyctmble 3Ha4yeHMA napameTpos paraml n param2 — codecs u rfc2833_PT cooTBeTcTBEHHO.
¢ Mpumep: ([23]xxx(codecs:g729; rfc2833 PT:96)|8x.(codecs:g711a;g711u)).

[cummep-6ygep

OxkuTTep (jitter) — 3TO HEPAaBHOMEPHOCTb NEPUOAOB BPEMEHU, OTBEAEHHBIX HA AOCTaBKY NaKeTa.
3afeprKka B AOCTaBKe MaKeTa U [KUTTEP UCUMCNAETCA B MUAIMCEKYHAOAX. BennunHa mxutrepa nmeet
60/1blLOE 3HAYeHME MpKM Nepegade MHGOPMALUKN B PEXUME PEASIbHOrO BPEMEHU (Hanpumep, rooc Uamn
BMAEO).

B npotoKkone RTP, KOTOpbIl ele Ha3biBAlOT «MNPOTOKOJIOM MOTOKa nepegatollelt cpegbl» (media
stream), ecTb nosie Ans MeTKM TOYHOTO BpPEMEeHM Mepefayun OTHocuTesbHO Bcero RTP-noToka.
MpYHUMatoLLEee YCTPOMCTBO MCMONb3YEeT 3TU BPEMEHHbIEe METKM A/A BblACHEHWMA TOFO, Koraa cienyet
0XMOATb NakeT, cobntofeH AM NOpsAOK nakeToB. Mcxoaa M3 3ToM MHPOpmaLMK, NpUEeMHas CTOpOHa
BbIACHAET, KaK cneayeT HAaCTPOUTb CBOM NapameTpbl, YTOObl 3aMacKMpOBaTb MOTEHLMANbHbIE CETEBblE
npobnembl, TakMe KaK 33a[ep:KKM U axuTTep. Ecam oxupaemoe Bpema Ha [OCTaBKy NakeTa oOT
OTNPaBUTENA K NMPUEMHWMKY Ha MPOTAXKEHMU BCEro nepuoga pasroBopa CTPOro pPaBHO OnpeaeneHHoOMY
3HaueHuto, Hanpumep 50 Mc, MOXKHO YTBEPKAATb, YTO B TaKOM CeTU AKUTTepa HeT. Ho 3ayacTyto nakeTsbl
33ePKMBAIOTCA B CETU, U BPEMEHHOM MHTEPBAA AOCTaBKM MOXKET KonebaTbca B A0BObHO 6oMbwOM (C
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TOYKU 3peHUA Tpad)MKa, KPUTUYHOIO KO BpeMeHVI) BpemMeHHOM Anana3oHe. B Cniydae ecnn npunoxeHue-
NMPUEMHUK TAaKOro 3ByKa nam snaeo 6YAET BOCNpoOmn3BoAUTb €ro B TOM BpeEMEHHOM MNMOpAAKE, B KOTOPOM
NpuUXoaAT NaKeTbl, Mbl MOJIYYUM 3aMETHOE yXyaLleHNA Ka4eCTBa rosioca (MIIM BM,D,EO). Hanpmmep, ecnn aTo
KacCaeTCA rosioca, To0 Mbl yCbllUMM NpepbiBaHUE B TOZ10CE U APYyTrne NoMeXxH.

YCTPOMCTBO MMEET CeAyIoLLne HACTPOMKN axxntTep-bydepa:

e  MuHUManbHAsA 300epPiKa, MC — MUHUMA/IbHOE OXKMAaemMoe BPems 3a4epPKKM pacrnpocTpaHeHusn
IP-naKeTa no cety;

e MakcumanoHasa 3a0epxKa, MC — MaKCMMaslbHOE OXUAaemMoe Bpems 3a4€epKKM pacnpocTpaHeHns
IP-naKkeTta no cety;

e [lopoe HemeOdneHHO20 ydaneHUs MAKemos, MC — MaKCUMa/bHbIA MPOMEXKYTOK BpPEeMeHMU, Yyepes
KOTOpPbIA NPOUCXOAMT yOaNeHWe pedyeBbiX MakeToB U3 bydepa. 3HayeHMe gJaHHOro napametpa
60/blle UNM PaBHO MaKCUMaNbHOM 3a4epXKKe;

e ®akmop onmumusayuu 6ygepa — napameTp, WUCNOAb3yeMbld ANA ONTUMM3AUMKM pa3mepa
OXKUTTEp-bydepa. PekomeHayeTcs BbICTaBAATb ero 3HayeHue B 0.

lepedaya ghakca u modema

Mepegaya ¢akca MOXKET OCYLLeCTBAATbCA C WUCMNO/b30BaHMEM peyeBoro Kogeka 711 wan
cneumanbHOro KogeKka ansa nepedadun GakcMMmnabHbIX cooblueHuni T.38.

T.38 — cTaHAapT, oNuCbiBaloWMI Nepeaady GakCUMUAbHbLIX COOBLLEHWI B peaslbHOM BPEMEHM Yyepes
IP-ceTn. CurHanbl M AaHHble, nepeaaBaemble (GAKCUMMWAbHBLIM annapaToM, KOOMPYIOTCA B MaKeTbl
npoTokona T.38. B popmupyemble MakeTbl MOMKET BBOAUTLCA M3ObITOYHOCTb — AaHHbIE M3 MpeablayLmx
NaKeToB, YTO MNO3BOAET OCYLLECTBAATb HAAEKHYI0 Nepeaady dpakca no HecTabuabHbIM KaHanam.

e [lepedavya modema — Bbl6Op KOAEKA, KOTOPbIM ByAeT MCNoNb30BaTLCA AJ15 Nepesayn AaHHbIX Npu
AETEKTUPOBAHUU LWNO30M CUTHAN0B MOLEMa:

— BbIKAOYEH — HE AETEKTMPOBATb CUTHAbI MOAEMA;
- G.711a VBD — ncnonb3oatb Koaek G.711A B pexxume VBD;
- G.711u VBD — ncnonb3osatb KogeKk G.711U B pexkume VBD.

B pexkume VBD (Voice band data) wnto3 BbiKAOYAET AeTEKTOP akTMBHOCTU peun (VAD), reHepaTtop
KompopTHoro wyma (CNG) M 3XOKOMMEHCaTopbl, YTO HEeobXoAMMO NpPWU YCTAHOBAEHUM MOLEMHOTO
CoeaMHEHNA.

V BblbpaHHbIA KOAEK A0MKEH ObITb TaKXKe aKTUBEH B CMUCKE PA3roBOPHbIX KOAEKOB.

e Koldek ¢pakca 1.3 — nos3BonseT BblbpaTb KOAEKM M MNOPAAOK, B KOTOPOM OHM byayT
Mcnonb3oBaThea. Kogek ¢ HamBbICLIMM NPUOPUTETOM HYXKHO NponucaTb B none «Kogek dakca 1».
[na paboTbl HEOHXOAMMO YKa3aTb XOTA 6bl 0AMH KOAEK:

Bbiknto4eH — KOAEK He NCNONb3YeTCA.
G.711a — ncnonb3oBaTb KoaeKk G.711A;
— G.711u —vncnonb3oBaTb Koaek G.711A;
T.38 — ncnonb3zoBatb NpoToKkon T.38.

/ Bce Koaeku daKca foKHbI 6bITb pasHbiMmu! Kpome aTtoro npu Bbi6ope G.711a unm G.711u
COOTBETCTBYHOLMIA KOAEK A0JIKEH 6bITb aKTUBEH B CNUCKE Pa3roBOPHbIX KOAEKOB
ycTpoiicTBa.

80 Ab6oHeHmcKul wto3 cepuu RG-2400/RG-4400



HELTEX

e [lpuHumame nepexod e T.38 — npu ycTaHOBAEHHOM dnare paspelleH BXoaAwmin re-invite Ha T.38
OT BCTPEYHOrO LWAO33;

e Pasmep uzbsimouHocmu T.38 Redundancy — nobasneHune nsbbiTouHOCTM B NakeTbl T.38, 3HaYeHne
COOTBETCTBYET KO/IMYECTBY NpeAblayLLMX NakeToB, KOTopoe Ayb6anpyeTcs B Kaxa0M HOBOM NakeTe
T.38. TaKoi cnocob M3bbITOYHOCTM NpeAHa3HA4YeH B C/lydae NoTepu NakeTos Npu nepegade.

JononHumensHsle napamempbl

e [lepedaya DTMF — cnocob nepegaum curHanos DTMF:

— Inband — BHYTpMNONOCHas Nepeaaya;

— RFC2833 — cornacHo pekomeHgaumm RFC2833 B KauecTBe BblAe/IEHHOW Harpy3Ku B peyeBbixX
naketax RTP;

— SIP info — nepenaya coobuieHumii no npotokoay SIP B 3anpocax INFO.

e [lepedaua Flash — cnocob nepegaun Flash:

— SIP info (Hookflash) — nepepaya coobuieHniA Ha B3aMMOAEWUCTBYIOLLYIO CTOPOHY NO
npotokony SIP B 3anpocax INFO. Cobbitme flash nepegaetca B pacliMpeHuuU
Application/Hook Flash Kak signal=hf;

— SIP info (DTMF Relay) — nepepaya coobuleHUIA Ha B3aMMOAEWCTBYIOLLYIO CTOPOHY Mo
npotokony SIP B 3anpocax INFO. Cobbitme flash nepepaetca B pacliMpeHuUuU
Application/dtmf-relay kak signal=hf;

— SIP info (Broadsoft) — nepefaya COOGLWEHUI Ha B3aMMOAEWNCTBYIOLLYHO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitme flash nepepaetca B pacllMpeHuun
Application/Broadsoft kak event flashhook;

— SIP info (SSCC) — nepepava cooblieHMi i Ha B3aMMOAENCTBYIOLLYIO CTOPOHY MO MPOTOKOAY
SIP B 3anpocax INFO. CobbiTue flash nepepaetca B pacwmpeHmu Application/sscc Kak event
flashhook.

V B TeKyuweii Bepcum MO nepegaya Flash BoamorkHa TonbKo no npotoKony SIP.

e Tun Haepy3ku 0nas nakemoe RFC2833 — TN Harpysku aAnAa nepegayum naketos no RFC2833
(paspelueHHble s MCNONb30BaHMA 3HaYeHUa — oT 96 ao 127);

e OOuHaKosbIli mun Haz2py3Ku 044 npuéma u nepeda4yu — OMNUUA UCNOb3YeTCA MPU UCXOAALLEM
BbI30BE A/151 COr/lacoBaHUA TUMNa Harpysku cobbiTuii, nepeaasaembix no RFC2833 (DTMF u Flash).
Mpu ycTtaHoBneHHOM dnare nepegada M npuem cobbituni no RFC2833 ocyuiectennerca c
HarpysKoi 13 NPUHATOrO OT BCTPEYHOM CTOPOHbI coobweHna 2000k. Mpu cHAToM dnare nepeaaya
cobbiTin no RFC2833 ocyllecTBaseTca ¢ Harpyskon us npuHatoro 2000k, a npuém — ¢ TMnom
HarpysKku us cobCTBeHHOW KOHPUrypaLumm (yKasbiBaeTcs B ucxogalem Invite);

e MUcnonvzosame O6HprJ+(€HU€ muwuHbl — NPn yCTaHOBJIEHHOM d)nare MCcnonb3oBaTb AETEKTOP
TULWNHDbI;

e Vcnons3osame axonodasneHue — npun yCTaHOB/IEHHOM ¢nare MCNoab30BaTb aXonoaaBeHUE;

e Ucnons3oseame RTCP — npu ycTaHoBAeHHOM diare ncnosib3osatb NpoTokon RTCP ana KoHTpons
33 PaA3roBOPHbIM KaHa/OM:

- WHmepsan nepeda4yu — HTEPBaAN Nepegadn naketos RTCP, cek;

AboHeHmcKul wto3 cepuu RG-2400/RG-4400 81



HELTEX

— [epuood npuema — nepuog npmuéma coobwerHns RTCP nsmepsaeTtcs B eANHULAX MHTepBana
nepegayun; ecnm Mo WUCTeYeHMM nepuoga npuéma OT BCTPEYHOM CTOPOHbI He byaer
noayyeHo HU oaHoro naketa — RG-2400/RG-4400 pa3pbiBaeT coeguHeHUe.

RTCP-XR — npw ycTtaHoBneHHoM dnare byayT oTnpaBnaatbca naketbl RTCP Extended Reports B
cootseTcTBmn ¢ RFC 3611.

O6wme HacTpoiku npoduneit SIP

Ucnonbszoeams STUN — npu yctaHoBneHHoM dnare ucnonb3yetca npotokon STUN (Session
Traversal Utilities for NAT) ans onpeaeneHua nybamMyHoro agpeca ycTpoicTea (BHelWHero aapeca
NAT). PekomeHayeTca UCNO/1b30BaThb AaHHbIM NPOTOKO Npu paboTe ycTponctea Yepes NAT;

Adpec STUN-cepsepa — IP-agpec unm gomeHHoe ums cepsepa STUN, yepes gBOETOUME MOMKHO
BBECTU a/ibTEPHATUBHbIN NOPT cepeepa (No ymonyaHuio 3478);

Unmepsan onpoca STUN-cepsepa, cek — nHTepsan, No UCTEYEHMN KOTOPOro OTNPaBAAETCA 3anpoc
Ha cepsep STUN. Yem meHblle MHTEpPBan ONpoca, TEM Bbille CKOPOCTb peakumMu Ha U3MeHeHue
nybanyHoro agpeca;

Talimep T1, mc — nHTepBan mexay nocbinkoi nepsoro INVITE n BToporo npu oTcyTCTBUM OTBETA HA
nepeblit B Mc, ana nocneaytowmx INVITE (TpeTbero, 4eTBepToro M T.4.) AdHHbIA MHTepBan
yBennumsaetca Basoe (Hanpumep, npu 3HadeHnn 300 mc, BTopoit INVITE 6yaeT nepesaH yepes
300 mc, TpeTuit —vepes 600 mc, YeTBepTbiid —Yepe3 1200 mc n T.4.);

Talimep T2, MC — MaKcMMaJ/ibHbIM MHTEpPBaN a4na nepenocbiikn He-INVITE 3anpocoB 1 oTBETOB Ha
INVITE 3anpocbl;

Tatimep B, mc — obwuii malimaym nepedayu coobujeHuli INVITE 8 mc. o ucmeyeHuu 0aHHO20
malimayma onpedensemcs, Ymo HanpassaeHue HedocmynHo. Mcrnonsayemcs 048 02paHuvyeHus
pempaHcnayuli coobweruli INVITE, 8 mom yucne 015 onpedeneHua docmynHocmu

TpaHcriopm — BbI6OP NPOTOKONA ANA TPAHCMOPTUMPOBKM coobLEeHMI npoToKoa SIP.

Cneyuchuxkayus moHos - BbIbop CTpaHbl, 4NA onpeaeneHns cnosib3yeMoro Habopa TOHOB.

[na BCTYNAEHUA B CUNY HOBOM KOHOUIypauuu M 3aHECEHWA HACTPOEK B 3HEepProHesaBUCUMYIO
NaMATb HAXKMUTE KHOMKY «[TpumeHumes». [11a OTMEHbl U3MEHEHUIA HAXKMUTE KHOMKY «OmmeHa».

2.7.3.4 [MoomeHto «lMpogpunu dialplan»

MoameHio «Mpodunu dialplan»

B

3TOM NOAMEHKD MOXHO HaCTpPOUTb I'IpO(I)MﬂM Bbl30Ba A1 UCNO/1Ib30BaHMA Ha pPa3/INYHbIX

HanpasB/aeHUAX.

Cnucok npochunei dialplan

Homep npodmna dialplan Mpocunu SIP
profile: 0
profile: 1
profile: 2

profile: 3
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Bcero moxHo HacTpoutb 4 npoduns dialplan.

PedakmuposaHue npoguns dialplan

PepaktupoeaHve npodunsa dialplan 0

Kooerm

Koper 1 G.711a v

Kopex 2 G.729 v

Kopex 3 G.711u v

Kopex 4 G.723 r

Kopek 5 G.726-24 r

Kopex 6 G.726-32 r

Kopew 7 G.722 v

BpemAa naketraaumm G711, mc 20 v
Bpema naketnaaumn G.729, mc 20 v
Bpema naketnaaumn G.723, mc 30 v
Bpema naketnaauymmn G.726-24, mc 20 v
Bpema nakeTuaagun G.726-32, mc 20 v

Tun warpyaen G.726-24 | 103

Tun Harpyskn G.726-32 | 104

MNepena4a drakca W mogema

MNepenaua monema G.71aVvBD r
Konex dpakca 1 G.7Ma r
Konex dpakca 2 G.711u v
Kopek doakca 3 Bk niueH v

MpuHKMaTe nepexocg B T.38
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Kodeku

e Koldek 1..7 — no3BonseT Bbl6paTb KOAEKN M MOPAAOK, B KOTOPOM OHM ByayT MCNO/Ab30BaTbCA.
KodeK C HauBbICLUIMM NPUOPUTETOM HYXKHO nponucate B none «Kogek 1». Ona paboTbl

HOI'IOI'IHHTE]'II:HI:IE napameTpel

Mepenaua DTMF

Tun Harpyaku ana naketoe RFC 2833
WMcnoneaoeate obHapyweHWe THLLMHEI
Mcnonk3oBaTk axonogaeneHue
Bpema gucnepcuu, Mc

MakcumansHoe KoNnMYecTED BLI0BOE
Mxutrep-Bydhep

MUHUMANEHAA 330epHKa, MC

MakcumansHan 3agep#ka, Mo

DakTop onTUMKU3aLMK Dychepa

[Nopor HEMEeQNEHHOro YOANEHUA NaKETOR, MC
CoMHaKoBLIA TUN HArPY3KW NA NPUEME W Nepetayl
ABTOMATUUECKDE YCUMIEHME HE NMPUEME

YPOBEHb YCUNEHMA NPHEME

ABTOMATUUECKDE YCUNEHWE HA Nepenade

YpOBEHB YCUNEHWUA Nepenaun

RFC 2833

-

-25 ob

-25 ob

HeobXxoAMMO yKa3aTb XOTA 6bl OANH KOAEK:

e Bpemsa nakemusauuu — YACNO MWUANUCEKYHA peyn B oaHom RTP-nakete (ans kKogekos G.711,

BbiKnto4eH - KOAEK He UCMOoJib3yeTcs.
G.711a — ncnonb3oBaTb KogeKk G.711A;
G.711u — ucnonb3osatb Kogek G.711U;
G.723 —ncnonb3oBaTb Kogek G.723.1;
G.729 — ncnonb3oBaTb Kogek G.729.
G.726-24 - ncnonb3osath Kogek G.726 co ckopocTbio 24 K6ut/c
G.726-32 - ucnonb3osath Kogek G.726 co ckopocTbio 32 K6ut/c
G.722 - ucnonb3oBaTtb Kogek G.722

G.729, G.723 n G.726).

o Tun Hazpy3Ku - TUN AMHAMUYECKOM Harpy3kun ana Kogaeka G.726-24 unun G.726-32 (pa3pelleHHble

AN UCNO/Ib30BaHUA 3HaYeHus — oT 96 go 127).
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lepedaya ¢hakca u modema

o [lepedaya modema — BbIGOP KOAEKaA, KOTOPbIA ByAET MCNONb30BaTbCA AN Nepeaayn AaHHbIX Npu
AEeTeKTMPOBAHUU LWNO30M CUTHANI0B MOAeMa:

—  BbIK/OYEH — He AeTEeKTUPOBATb CUTHAIbI MOAEMA;
— G.711a VBD — uncnonbsoBatb Kogek G.711A B pexkume VBD;
— G.711u VBD — ncnonb3osatb Kogek G.711U B pexnme VBD.

B pexkmme VBD (Voice band data) wnto3 BbiKAoYaeT AeTeKkTop akTuBHocTM peun (VAD), reHepaTop
KomdopTHoro wyma (CNG) M 3XOKOMNeHcaTopbl, YTO HeobXoAMMO MNPW YCTAaHOBJEHWUU MOLEMHOTIO
coeamHeHus.

/ Bbl6paHHblﬁ KoAdeK A0/1XKeH 6bITb TaKXKe aKTUBEH B CNUCKe Pa3roBOpHbIX KOAEKOB.

e KoOerk ¢pakca 1.3 — nos3BondeT BblbpaTb KOAEKM W MOPSAOK, B KOTOPOM OHW bOyayT
MCNosb3oBaTbcA. KoAeK ¢ HauBbICLIMM NPUOPUTETOM HYXKHO NponucaTh B none «Koaek dakxca 1».
Ona paboTbl HEOOXOANMMO YKa3aTb XOTA Obl OANH KOAEK:

—  BbikntoyeH — KOLEK He NCMOoJIb3yeTca.
— G.711a — ncnonb3oBaTtb Kogek G.711A;
— G.711u —wucnonb3oBatb KoaeKk G.711A;
— T.38 —ucnonb3osartb npotokon T.38.

/ Bce Koaekun ¢akca A0/MKHbI 6biTb pasHbimu! Kpome atoro npu Bbibope G.711a nau
G.711u COOTBETCTBYHOLMUA KOAEK [OMXKEH ObiTb AaKTUBEH B CNUCKE pPa3roBOPHbIX
KOAEKOB YCTPOMCTBA.

e [IpuHumame nepexod 8 T.38 — Npu ycTaHOBAEHHOM diare paspeLleH BXOAALWMN re-invite Ha T.38
OT BCTPEYHOTO LU/033;

e Pasmep uzbbimoyHocmu T.38 Redundancy — dobasneHue u3bbimoyHocmu 6 nakemeol T.38,
3Ha4YeHUe coomeemcmsayem Koau4Yecmsy npeobioyuux nakemos, Komopoe 0ybaupyemcs 8
Kaxdom Hosom nakeme T.38. Takol cnocob uzbbimoyHocmu npedHa3Ha4yeH 8 cay4vae nomepu
nakemoes npu nepeoaye.

dononHumensHsle napamempbi

e [lepedaya DTMF — cnocob nepegaum curHanos DTMF:

— Inband — BHyTpMnoaoCHan nepegaya;

— RFC2833 — cornacHo pekomeHgaumm RFC2833 B KauecTBe BblAENE€HHON HArpy3KM B peveBbIX
naketax RTP;

— SIP info — nepenaya cooblueHuii no npotokony SIP B 3anpocax INFO.

e [lepedaya Flash — cnocob nepeaaun Flash:
— SIP info (Hookflash) — nepegaya coobuweHMiA Ha B3aMMOAEWUCTBYIOLLYIO CTOPOHY NO

npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetca B pacllMpeHuu
Application/Hook Flash kak signal=hf;
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— SIP info (DTMF Relay) — nepepaya coobWeHU Ha B3aMMOAEMNCTBYIOWYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetcs B paclIMpeHUH
Application/dtmf-relay kak signal=hf;

— SIP info (Broadsoft) — nepepaya COOGLWEHWA HA B3aMMOAEMCTBYIOWLYO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetcs B paclIMpeHUU
Application/Broadsoft kak event flashhook;

— SIP info (SSCC) — nepepaya coobLEHUI HA B3aMMOLENCTBYIOLLYIO CTOPOHY MO NPOTOKOAY
SIP B 3anpocax INFO. Cobbitue flash nepepaetca B pacwmpeHun Application/sscc Kak event
flashhook.

« B Tekyuweit Bepcum MO nepeaaya Flash Bo3amorKkHa TonbKo no npoTtoKony SIP.

e Tun Hazpy3sKku 0nsa nakemos RFC2833 — Tun Harpy3ku gas nepegavm naketosB no RFC2833
(paspelleHHble AN UCNONb30BaHMA 3HaYeHuA — oT 96 ao 127);

e OOuHaKo8bIl mun Hagpy3ku 078 Npuéma u nepeda4yu — ONuMa UCNOJb3yeTcA MpU UCXoAALLEM
BbI30BE /18 COr/IaCoBaHMA TMNa Harpysku cobbiTuid, nepeaaBaemblix no RFC2833 (DTMF u Flash).
Mpu yctaHoBneHHOm dnare nepegada M npuem cobbitmii no RFC2833 ocyuwiectsaserca c
Harpy3Koi 13 NPUHATOrO OT BCTPEYHOM CTOPOHbI coobuieHusa 2000k. Mpu cHATom dnare nepegava
cobbituit no RFC2833 ocyuiecTBnseTca ¢ Harpyskoi u3 npuHatoro 2000k, a npuém — ¢ Tmnom
Harpysku us cobcTBeHHoOM KoHdUrypaumm (yKasbiBaeTca B ucxogsauwem Invite);

e Ucnonsv3zosams O6HCI,0y)+(€HU€ muwuHbl — NP yCTaHOBZIEHHOM d)nare MCNO1b30BaTb AOETEKTOP
TULLNHbI;

e Ucnonsb3oeamse 3xonodaeneHue — npuycmaHo8s1eHHOM dmaze ucrnonezoeameo 3XOI70006/7€HU€,‘

e Bpemsa ducnepcuu, Mc — napamemp, no38oaswWuli 6opomecsa € 3XoM, 8bI38aHHbIM ducriepcueli
pevesoeo cu2HaANA. 3Ha4YeHusA napamempa UsmeHaomca 8 npomexcymxke om 2 0o 128 mc.

e MakcumanbHoe Koau4yecmeo 86130608 — 3TOT NapameTp NO3BOJIAET YCTAHOBUTb OrpaHMUyeHue Ha
KO/IN4eCTBO O4HOBPEMEHHbIX BbI3OBOB Ha HanpaBaeHUN.

ummep-6ydep

e  MuHUMOAbHAA 300epiKa, MC — MUHUMA/IbHOE OXKMAAeMoe Bpems 3aZePHKKM PacnpocTpaHeHun
IP-naKkeTa no cetu;

e  MaKcumanoHaA 3a0epiKa, MC — MaKCMMaJIbHOE OXKMAAEMOE BPEMSA 3a4EPKKM PacnpoCTpaHeHumn
IP-naKkeTa no cety;

e [lopoz HemeOdneHHO20 yOaneHUAs MNaKemos, MC — MaKCUMasbHbIA NPOMEXKYTOK BPeMeHW, Yepes
KOTOPbIN MPOUCXOAUT yAasfeHne peyeBbix NakeToB M3 bydepa. 3HaueHuWe [aHHOrO napameTpa
60/ble NNK PaBHO MaKCUMaIbHOW 3a4€ePIKKe;

e ®akmop onmumusayuu b6ygepa — NapameTp, WMCNOAb3yembld Aad ONTUMM3ALMM pasmepa
AKnTTEP-bydepa. PekomeHAayeTcs BbICTaBAATbL €ro 3HayeHue B 0;

e [lopoz HemeOsieHHO20 ydaseHUs NAaKemos — fnepuod epemeHu, Mocsae Komopozo npu MA2KOM
pexcume yoanaomca ece nakemsi (Gonycmumesie 3Ha4eHuUs om 0 do 500, Ho He meHee 3HaYeHus
MaKcumasbHo20 bygepa Oxcummepa);

e OOuHaKosbili mun Haz2py3ku 014 npuéma u nepeda4yu — [PU YCMAHOB/AEHHOM naze
ucnoanb308ame 0OUHAKO8LIU mun Hazpy3Ku 015 npuema u nepeoayu;
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e Asmomamuyeckoe ycusneHue Ha rpuéme — ecau haaz yCmaHo8seH, Mo NpUHUMaemMsil cuzHas
bydem ycuneH 00 3000HHO20 YPOBHA (MAKCUMAsbHOE ycuneHue cu2Hana +/- 150b), uHaye —
ycuseHue npouszeooumscs He bydem;

e YposeHb ycusneHus npuéma — onpedensdem 3Ha4eHue yposHs, 00 Komopoz2o bydem ycunusamoecs
aHa10208bIl cuesHan npu npueme (donycmumel 3HavyeHuUs -25, -22, -19, -16, -13, -10, -7, -4, -1 0b);

e Asmomamuyeckoe ycusneHue Ha nepedaye — ecau ¢aaz ycmaHoeseH, mo rnepedasaemsili cuzHasn
bydem ycuneH 00 3000HHO20 YPOBHA (MAKCUMAAbHOE ycuneHue cu2Hana +/- 150b), uHaye —
ycuseHue npouszeooumscs He bydem;

e YposeHb ycuneHua nepedayu — onpedensem 3HayeHuUe ypoeHs, 00 Komopoz2o bydem
ycunu8amuCa aHanM0208sIl cueHaa npu nepedaye (Oonycmumel 3HavyeHUA -25, -22, -19, -16, -13, -
10, -7, -4, -1 06b).

2.7.3.5 [lodmeHro «[pynnei 8bi308a»

B nogmeHto «I'pynnbl BbI30Ba» BbINOJHAETCA yrpasaeHmne rpyrnnamm Bbi30BOB.

lpynnbl Bbi3oBa npeaHasHayeHbl ANA BbINOAHEHUA GYHKUMA LeHTpa 06paboTKM BbI3OBOB.
YcTponcTBom noagepKmBaetca 3 pexkuma paboTbl rpynn Bbi30Ba:

e [pynnoegoli (Group) — pexKum, Npu KOTOPOM BbI3OB MOCTynaeT Ha Bce CBOBOAHbIE NOPTLI rPynmbl
oAHoBpemeHHo. lpu OTBETE OAHOMO M3 YYaCTHMKOB TPynMbl, BbI30B Ha OCTajbHble MNOPThI
npekpalaercs;

e 3adepxaHHblli epynnogoli (Serial) — pexum, Npu KOTOPOM BbI3OB MOCTyNaeT Ha nNepBbli
CcBOOOAHbIN B CMMCKE Tpynnbl MOPT, 3aTeM 4epe3 OnpenesieHHbli MPOMEXKYTOK BpeMeHU
(Talimaym ewi308a crniedyrouje2o nopma) K 0OCHOBHOMY f06aBAAeTcA cnenyolmii cBoboaHbIN B
cnucke nopT v T.4. Mpu OTBETE OA4HOrO M3 YYAaCTHMKOB TPYMMbl, BbI30B HA OCTaJibHble MOPTbI
npekpallaeTcs;

e [louckoewslli (Cyclic) — pexkum, npu KoTopom no Taimayty (Talimaym evizoea caedyrouw,e2o nopma)
nocnefoBateNbHO BblbMpaeTca cBOOOAHbIA YY4aCTHUMK M3 cocTaBa rpynnbl M Ha 3TOT HOMeEp
nepexoauT BbI30B.

I'pynnbl Ebl30OBaA
= Wma rpynnsi Cratyc Mpodmne Homep tenedrona CocTtae rpynnsi
= Group1 BriknoueHa 1st profile
& Group2 BriknioueHa 1st profile
v Group3 BriknoueHa 1st profile
Groupd BriknoueHa 1st profile
Groups BriknoueHa 1st profile

— WmsA epynnbl — Ha3BaHWe rpynnbl BbI30Ba;

— Cmamyc — coCToAHME TPynMbl BbI30BaA: BK/KOYEH, BbIK/OYEH;
— Tpoghune — SIP-npodunnb, Ha3HAYEHHbIM rpynne BbI30Ba

— Homep menegoHa — Homep TenedpoHa rpynnbl BbI30Ba;

— Cocmae 2pynrbl — CNUCOK IMHUI (NOPTOB), KOTOPbIE BXOAAT B FPYNMy BbI30Ba.
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[na BbINONIHEHMA HACTPOEK rpynnbl Bbl30Ba HAaXXMWUTE Ha COOTBETCTBYIOLLYIO CCbIIKY B KONOHKe
«Mma epynnoei»:

PepakTupoBatb rpynny

BrnrounTs
)
Mpodune 1st profile r
=
Wma rpynnel | Group
*

Homep tenedona

mA noneaoeaTenA gnA
AYTEHTUMKAEL N

Mapone onA ayTeHTUdUKaLIY
SIP nopt | 5060
Tun rpynnsl Group v
Pazmep ouepegw Beiz0Ba 10
TaiimayT oTeeTa Ha eeizo, ¢ | 20

Pa3spelunTe Nepexear BbI30BA HA rpynny ¥
CocTaB rpynnbi

TNuHna 0
Tunna 1
TNunna 2

TNuHmA 3

e BKao4umb — Npu yCTaHOBNIEHHOM ¢Jiare UCMoib30BaTb rpynny;

e [Ipoguns — SIP-npodunb, HazHAYEHHbIN rpynne Bbi3oBa. HacTpoinkm npoduaa BbINOAHAIOTCA B
pasaene «IP-menegoHus -> [pogunu;

e Umsa epynnel — naeHTUGUKALMOHHOE UMSA TPYMMbI;
e Homep menegoHa — TenedoHHbIN HOMEp rPynMbl BbI30B3;

e UmA nonvzosamesns 044 aymeHMu@pUKAyUU — UMA MONb30BATENA, KOTOPOE WMCMOAb3yeTca AAs
ayTeHTUdKnKaumm Ha SIP-cepeepe;

e [laposnb 019 aymeHmuguKkayuu — Naponb gas ayteHTMduKaumm Ha SIP-cepsepe;
e SIP nopm — anbTepHaTMBHbIN SIP-nopT rpynnbl (no ymonyaHuio 5060);
e Tun epynnsl — TN rPynNnbl BbI30Ba:

— Group — cuMrHan BbI30Ba NOAAETCA HA BCE MOPTbI B Fpynne o4HOBPEMEHHO;

— Serial — Konn4ecTBo NnopTOB, Ha KOTOpPble NoAaeTcA BbI3bIBHO CUrHan, ysean4vmBaeTca Ha
OA4unH NOo Ncre4yeHnmn TaﬁmayTa Bbl30Ba C/ieAyloulero nopTa;
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— Cyclic — curHan Bbi30Ba Yepes MHTEPBAJ, PaBHbIA TaimayTy Bbi30Ba C/leAyHOWEro nopTa,
noZaeTcs No oyepear Ha KaxKablh nopT B rpynne. MNpu AOCTUXKEHWUM NocnedHero nopra B
rpynne o63BOH NPOAO/IMKAETCA BHOBb C NEPBOro NopTa;

— Talimaym ebi308a cnedyrouwe2o nopma, ¢ — onumsa MUCNob3yeTca rpynnamm Tuna «serial» u
«cyclic» 1 3agaeT MHTepBan BPEeMeHN B CEKYHAAX, Yepes3 KOTOPbIA OCYLLECTBAAETCA Bbi30OB
cneaytoulero/cneayowumx nopTos;

— Pasmep o4yepedu 86130808 — HACTPOMKa MNO3BOAAET OrPaHUMYUTb MaKCUMalbHOE YUCNOo
HeoTBeYEHHbIX BbI30BOB B o4yepeau rpynmnbl Bbi3oBa. MoCTynuBLIMIA BbI30OB He CTaBMTCA B
ouepefp, €c/iv B rpynne ectb cBob6oAHble NOPTbI;

— Talimaym omeema Ha 8bi308, C — eCciv He ByaeT oTBeTa Ha rPynMnoBoiA BbI3OB NO UCTEYEHUM
AaHHOro MHTepBana BpemeHH, Bbi3oB cbpacbiBaeTcs;

— Paspewumbs nepexsam 86bi308a HA epynny — NPU YCTAaHOBAEHHOM dnare paspelleH
nepexsaT BbI30Ba, MOCTYNMBLUErO Ha rpynny. MNepexsaT BblI30Ba BO3MOMEH, TOJIbKO ecau
aboHeHTbI rpynnbl Bbl30Ba MPWHAANENKAT OAOM Tpynmne nepexeata (CMoOTpuTe B pasgene
2.7.3.8 MoameHio «pynnbl nepexasaTar).

— Cocmas 2pynnsi — NpU ycTaHoBreHHom dnare, anHuA (nopt) BbyaeT BXOAWUTb B COCTaB
AaHHOM rpynnbl Bbi30Ba.

[na BCTYNAEHMs B CUNY HOBOW KOHOUIYpauMM M 3aHECeHUs HACTPOEeK B 3HEProHe3aBUCUMYLO
NamATb HAXKMUTE KHOMKY «[TpumeHumeo». na oTMeHbl USMEHEHUI HAXKMUTE KHOMKRY «OmmeHa».

2.7.3.6 [loomeHo «QoS»

B noameHtio «QoS» HacTpamBatoTca dyHKUMM obecnedyeHus KadectBa obcnyxmsaHusa (Quality of
Service).

HacTtpoiika ananazoHa RTP-nopTtos

MuHUMansHei RTP-nopt | 23000

MakcumaneHeit RTP-nopr | 26000

Hactpoika DSCP ansa curHanusayum (SIP)

SIP-nopT DSCP

HactpoWka gmManasoHa RTP-nopTtos

e  MuHumanoeHslli RTP-nopm - HWKHAS TpaHUUA AnanasoHa RTP-nopToB, Mchnosib3yembix s
nepenayun pasroBopHOro TpadukKa;

e MakcumansHblli RTP-nopm - BepxHAs rpaHuua Aumana3oHa RTP-nopTtoB, Mcnonb3yembix Ans
nepesayn pasroBopHOro TpadukKa;

HacTpoiika DSCP ana curHanmsaumm (SIP)
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HobaeuTte

SIP-nopt | 0

DSCP |0

HacTpoika npasuna QoS

e SIP-nopm — 3HayeHWe NopTa UCTOYHWUKA A1 UCXOAALLEro rosiocoBoro TpaduKa, KoTopblit byaeT
MapKMpoBaTbcA 3agaHHbIMm Kogom DSCP;

e DSCP - 3HauyeHue nona DSCP 3aronoBKa IP-nakeTa aas ronocoBoro TpaduKa ¢ 3a4aHHbIM NOPTOM
NCTOYHMKA

Ona BCTynneHua B CUAY HOBOW KOHGUrypauMuM U 3aHECEHUSA HACTPOEK B 3HEProHe3aBUCUMYIO
NamaTb HAXKMUTE KHOMKY «[TpumeHumsb». [Ana oTMeHbl U3MEHEHUI HaXXMUTE KHOMKY « OmmeHa».

2.7.3.7 [loodmeHro «lpegukcs! ynpasneHus [1BO»

B noameHto « Mpedukcol ynpasneHna ABO» HacTpamBaroTca Koabl, Habnpaemble ¢ TenedpoHHOro
annapaTta, AnAa akTMBauum uaun geaktnsauum yenyr BO.

ABOHEHT MOXKeT ynpaBiATb COCTOAHMEM YCAyr CO CBoero TenepoHHOro annapata. [ocTynHbl
cnegytowme GyHKUNN:

e aKTMBAUMA ycayrm — * Kog_ycnyru #;
e MpPOBEPKA aKTUBHOCTU ycnyru — *# kop_ycnyru #;
e OTMeHa ycnyru - # kog_ycnyru #;

Ona akTusaumm ycnyr «besycnosHasa nepeagpecauma», «llepeagpecauus Bbi30Ba NO 3aHATOCTUY,
«Mepeaapecauna no HeoTBeTy», «fopAYasn/Tennan NMHUA» TpebyeTcAa BBECTM HOMep TenedoHa:

* kog_ycnyrn * Homep_tenedoHa #

Mocne BBOAA KOAA aKTMBALMM UAN OTMEHbI YCAYTWM aBOHEHT YCAbIWKUT curHan «MoarsepykaeHue» (3
KOPOTKUX CUrHaNa), KOTOPbIV TOBOPUT O TOM, YTO YC/Iyra yCnewHo akTUBMPOBaHa UK OTMEHeHa.

Mocne BBOAA KOAA MPOBEPKWU YCAYrM aBOHEHT MOXKET ycablwaTtb M60o curHan «OTBeT cTaHuum»
(HenpepbIBHbINA curHan), AMbo curHan «3aHATo» (KopoTkue ryakun). CurHan «OTBET CTaHUMM» FOBOPUT O
TOM, YTO YC/Iyra BKAKOYEHA U aKTUBMPOBAHA, CUTHAN «3aHATO» — YC/Iyra BbIK/NOYEHa.
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Mpedukcel ynpaenedna JBO

Yenyrn ABO Koa akTMBaummn Koa aeakTMeauum Koa npoBepku cTatyca ycnyru
- BesycnoBHan nepeaapecayna < 20 " #20# #20%
£

MNepeaapecalis BLI308a NO 3aHATOCTH J 21 " #21# #21#
7

MNepeaapecauuns no HeoTBETY < 09 " #22¢ H22%

PaspelnTs NepexsaT Bul30Ba Ha NopT < 03 " #22# H23#

FopAYaATennan nuHUS < 04 " #24# H24%

O#uAaHue BbI30Ba < 05 " #25¢8 H258

He GecnokonTs < o6 " #26# H26#

+ [pUMEHHTE x OTMeHa

YnpasaeHve aboOHEHTCKUM CEPBUCOM

e Ycayeu [1BO — cnucok ycnyr BO:

— be3ycnoeHasa nepeadpecayus — ycayra, NPy akTMBaLLMM KOTOPOW BCe BbI30BbI, MOCTYNMBLINE
aboHeHTY NnepeHanpaBAAoTCA Ha 3a4aHHbIN HOMep;

— [Mepeadpecayus ebi308a MO 3aHAMOCMU — YCAyra, NPW akTMBaALMM KOTOPOM BCE BbI30BbI,
nocTtynuelume aboHeHTY, B C/ly4ae ero 3aHATOCTU, MepeHanpaBAfoTCA Ha 3a4aHHbIM Homep;

— [lepeadpecayua no Heomeemy — YyCayra, nNpu axkTMBaLMKU KOTOPOM BCE BbI3OBbLI,
noctynuelume aboHeHTY NepeHanpasAAloTCcA Ha 3a4aHHbI HOMepP Npu HeoTBeTe aboHeHTa B
TEeYEeHNe onpeaeneHHOro BpeMeHM;

— Paspewums rnepexeam 6613084 HA MOPM — €CAW YCAyra akTuBMpoBaHa aboHeHTOM —
MOCTYNUBLLME HAa HEro BbI30Bbl MOryT BbITb NepexsayeHbl ApYyruMn aboHEeHTaMM 13 TOM Ke
rpynnbl nepexsara;

— Tlops4as/mennaa 7AuUHUA — NPW aKTMBAUWMW YCAYrM, NoOcAe MOAHATUA TPybKM uvepes
YCTaHOB/IEHHbIN WHTEPBAN BPEMEHWM MNPOUCXOOUT aBTOMATUUYECKMI Habop 3a4aHHOro
HOMepa;

— OmudaHue 8bI308a — adKTBaUMA yCnyrm no3BoONAET a6OHeHTy B COCTOAHWMWU pa3rosopa
nonyyaTtb ysegomneHne O HOBOM nNoOCTynuellem Bbl3OBe. ABOHEHT MOMKeT NPUHATD,
OTKZIOHUTb NI UTHOPUPOBATb O)‘KMAaIOLIJ,Mﬁ BblI30B;

— He 6ecnokoums — ycnyra no3Bondaer a6OHeHTy BPEMEHHO OrpaHN4YnNTb BCE BXOoAALMUE
Bbl30BbI.

e K00 akmusayuu — Koa, ANA aKTUBALMUU YCAYTU;
e K00 deakmusayuu — Koa ANs AeakTUBaLMU YCAYTU;
e K00 nposepku cmamyca ycayau — Ko, AN KOHTPOAA aKTUBHOCTU YCAYTU.

/ Kopa, aeakTuBauum 1 Kog NpoBepKU CTaTyca yCAyru 3ano/IHAKTCA aBTOMATUYECKM HAa OCHOBaAHUM Kopaa
| aKTMBauuMm.

[na BCTYNAEHMA B CUAY HOBOW KOHOUIYpauuM M 3aHECeHMA HACTPOeK B 3HEProHe3aBMCUMYLD
NamATb HaXKMUTE KHOMKY «[TpumeHumeo». [Ina oTMeHbl USMEHEHMUI HaXKMUTE KHOMKY «OmmeHa».
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2.7.3.8 [loomeHro «[pynnsl nepexeama»

MNoameHto «lpynna nepexeama» CNYKUT A8 HACTPOMKKN NepexBaTa BXOAALLEr0O Ha MOPT UM rpynny
NnopToB BbI30Ba. Bcero MoKeT 6biTb CKOHGUIYPUPOBAHO A0 4 PasNMYHbIX TPyNM nepexsara.

lpynna nepexBaTa Bbl30Ba — rpynna aboOHEHTOB, YNOJHOMOYEHHbIX NMPUHUMATL (NepexBaTbiBaTb)
No601t BbI30B, HanpaB/eHHbIN Ha Apyroro aboHeHTa, BXoAAawero B rpynny. To ecTb KaxKablh abOHEHT,
NpUHaZNEeXKalmMi rpynne, MOXKeT MepexBaTUTb BbI30B, MOCTYNMBLIMK Ha nwboro apyroro aboHeHTa
AaHHOM rpynnbl nyTem Habopa Koja nepexsaTa. HacTpolKa Kofa nepexsaTa OCYLLECTBAAETCA B MYyHKTe
«lMnaH Hymepaumm» nogmeHto «Mpoduan».

Mpynnel nepexeaTta

NnHmna 0 Nnena 1 NyHna 2 NnHKna 3
= Mpynna 1 v i e
& Mpynna 2 e = )
7 Mpynna 3 7 "

Mpynna 4

Ona npobasneHuns/yaaneHna AMHUM B ONpeaeneHHyIo rpynny yctaHoBuTe/cHumuTe daar Ha NpoTMB
3a4aHHOM rpynnbl.

[na BCTynneHus B CUAY HOBOM KOHOMUIypauuM UM 3aHeCeHWA HACTPOEK B SHEpProHe3aBUCUMYIO
NamMATb HAXKMUTE KHOMKY «[TpumeHumes». [11a OTMEHbI U3MEHEHWIA HAXKMUTE KHOMKY «OmmeHa».

Ucnone3osaHue ycayau:

Ha TenedoHHbI annapat aboHeHTa, NpuMHaafeXKallero rpynmne nepexsara, NocTynaeT Bbi3oB. Eciu
aboHEeHT He MOXKeT OTBETUTb Ha Bbi30B, TO APYrol aboHEHT, TaKXKe NpUHaane)Kalluii 3ToW rpynne w
MCNO/b3YIOLWNI TaKkol e npodunb SIP, MoKeT nepexsaTuTb NOCTYNUBLUNIA BbI30B. 1A 3TOr0 OH A0/IXEH
nocne noabema TPybKkM HabpaTb Kog nepexsaTa, Nocae Yero NPOU3OMAET coeAUHEHME C BbI3blBaOLLMM
aboHeHTOM.

ObpaTtnTe BHMMAHME, YTO NepexBaT BbI30BA BO3MOKEH TOJ/IbKO B TOM C/ly4ae, ec/iv Bbi3biBaeMblit 1
nepexBaTbiBalOWMI BbI30B aBOHEHTbI MUCMO/b3YIOT OAMH M TOT e SIP npodub.

I'pyrlna nepexsarta MOXET UCNOoJ1b30BaTbCA COBMECTHO C rpynnoﬁ Bbl30Ba, 414 3TOr0 BCE NOPTHI,
NnpuHagnexawue rpynne Bbi3oBa, 40/IXKHbI NPUHAANEXKATb rpynne nepexsara. B atom Cay4dae noboit nopTt
I'IpMHaAI'IEH(aLLI,Ml)‘I rpynne Bbi30Ba MOXET NepexBaTuTb BbIi30B, I'IOCTyI'IMBLLIMVI Ha rpynnoaoﬁ HOMEp.

Ecnn aboHeHT HabupaeT Koa nepexBaTa B MOMEHT, KOr4a Ha rpynny He MocTynaeT HWU OA4HOro
BbI30Ba, TO abOHEHTY byAeT BblAaH CUrHAN «3aHATOY.

2.7.3.9 [loomeHro «CucHas1bl 8b13080»

B noameHto «CUrHanbl BblI30Ba» OCYLIECTBAAEGTCA HACTPOMKa a/ibTePHATUBHOIO CUrHanNa MoOCbIKK
Bbi30Ba (KageHuUMW) B 3aBMCMMOCTM OT HOMEpPa Bbi3blBatollero aboHeHTa AM6O B 3aBUCMMOCTM OT
3HayeHua 3aronosKa Alert-Info Bo Bxoadulem Invite. 3HaveHWe KageHUMU ANA KaXKA0ro CMrHana Bbi30Ba
3aaéTca B BUAE NOC/AeA0BaTe/IbHOCTU Yepeayowmnxca AANTeNbHOCTEN UMMNYAbCa U nay3, pasaeneHHbIX
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cumsonom "," uam ;" 3HayeHme ANUTENbHOCTM MMMYAbca/Nay3bl 3343€TCA B MUIMCEKYHAAX U OONKHO
6bITb KpaTHO 100. MUHMManNbHaa AAUTENbHOCTb MMNyAbca/naysbl coctasnaet 200mMc, MakCUManbHasn -
8000 mc.

Ons TOro 4ytobbl NpuBA3aTb OMNPEAENEHHYIO KaAeHUMIO K 3HayeHuto 3aronosBka Alert-Info Bo
Bxoasuwem Invite, Heobxoanmo B cooTBeTCTBYlOWEM npodune SIP aktuBuposatb dnar «Obpabamsieams
30201080K Alert-Info», a B HacTPOMKax KageHUMN yKa3aTb Ha3BaHWe CUMTHANA B none «HassaHMe curHana»
(Hanpumep, Example-cadence). KageHuma 6OyaeTr npourpaHa B NMHUIO, eciM BO Bxogsawem Invite
3aronosoK Alert-Info 6yaeT umeTb 3HaveHue <http://127.0.0.1/Example-cadence>.

Ecnn KageHuua no 3aronoBky Alert-Info He HanpgeHa, 6yaeT npousBeaeHa MONbITKA HaAWUTK
KaJeHUMI0 Mo HOMepy Bbi3biBalowero aboHeHTa. Mpu OTCYTCTBUMM Noc/iedHein BblaaeTcs CTaHAaPTHbIN
CUrHan BbI30Ba € KageHuuel "1000,4000".

Tabnuua curHanos

HaseaHWe curiana KapeHuus
Bellcore-dr1 1000,4000
Bellcore-dr2 1000,3000
Bellcore-dr3 1000,2000
Bellcore-drd 1000,1000
Bellicore-drs 700,700,700,3000

Ona pepaktMpoBaHMAa onpeaeneHHOro CUrHana Ha*XMUTe Ha COOTBETCBYIOLLYIO CCbIJIKY B KOJIOHKe
«Ha3zsaHue cucHana».

Ana AO6aB!'IEHMF| CUrHana HaXXMUTE KHOMKY ((ﬂ06aBMTb)) 1 BbINO/IHUTE chegyouine HaCTpOVIKMZ

PE,D,aKTIprO BaTb CUrHan
HaseaHWe curHana Bellcore-dr1

KaneHuwAa 1000.4000

e HaseaHue cuz2HANA — UMA CUTHANA;

e KadeHuyusa — pAVUTENbHOCTb MOZAYM BbI3bIBHOMO HanpsXKeHus Ha TenedOoHHbI annapaTt U yepes
3anATYIO/TOYKY C 3anATON A/IUTENbHOCTb May3bl MeXAy CuUrHanamum Bbi3oBa, oba 3HayeHus
OO0MKHbI 6bITb KpaTHbI 100 MC, MMHUMaIbHOE 3HaYeHne 200mc, MakcumanbHoe — 8000 mc;

[na BCTYNAEHMA B CUAY HOBOW KOHOUIYpauuM M 3aHECEeHMA HACTPOEeK B 3HEProHe3aBMCUMYLD
NamATb HAXKMUTE KHOMKY «[TpumeHumeo». [Ina oTMeHbl USMEHEHMUI HAXKMUTE KHOMKY «OmmeHa».

2.7.3.10 ModmeHro «Micmopus 86130808»

B noameHto «MCTOpVI‘r'I BbI30BOB» NMPOU3BOAUNTCA HaCTDOﬁKa BeAeHNA XPOHONOTMN BbI3OBOB.
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McTopua BeIZOBOB

Pa3mep UCTOpPWK BbI30BOB | 10

Mony4nTe ain MCTOPKUKU BEI30BOB ™ CkauaTb

O4YUCTUTE MCTOPUID BLIZOBOB X OYUCTHTB

MOCMOTPETh "UCMOPUIK 8530808"

e Pasmep ucmopuu 8b130808 — MAKCMMaNbHOE KO/AMYECTBO 3anucei B KypHane. [ManasoH
A0NyCcTUMBbIX 3HaYeHu ot 0 o 10000 cTpoK. 3HayeHne O OTKAOYAET BEAEHNE UCTOPUN BbI3OBOB.
Mpu JOCTUXEHUU YCTAaHOB/IEHHOTO OFPaHMYEHUA B JKypPHane KarkaaA noc/aeayowas 3anucb
YOANNUT CaMyHo CTPYHO 3aMMCb B Havane XypHana;

e [onyuntb dain McTopun BbLI3OBOB — AN cOXpaHeHusa daina voip_history Ha nokanbHom K
HaXXMUTE Ha KHOMKY «CKavaTby;

e  OuunctnTtb NUCTOPUIO BbI3SOBOB — A1 OYUCTKU NCTOPUU BbI3SOBOB Ha*XMUTE Ha KHOMKY «OUNCTUTBLY?.

[na npocmoTpa UCTOpWM BbI3OBOB Nepengute no ccbinke «MoCcMOTpeTb “UcCmopulo 86130808 »
( onncaHMe MOHWUTOPUHIA NapameTPOoB NPUBEAEHO B pasgene MNoameHio «McTopusa BbI3OBOBY)

[na BCTynneHus B CUAY HOBOM KOHOUIypauuM U 3aHECeHWA HACTPOEK B SHEpProHe3aBUCUMMYIO
NamMATb HAXKMUTE KHOMRY «[IpumeHuUms». na OTMEHbI U3MEHEHWIA HAaXXMUTE KHOMKY «OmmeHa».
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2.7.4

MeHro «IP-menesudeHue»

2.7.4.1 T[loomeHto «IPTV»

B nogmeHto «IPTV» BbINOAHAIOTCA HAaCTPOMKKM ANna paboTbl cepBuca IP-TeneBnaeHus.

HacTpolikn unuchposoro TenesnaeHns

Brnrounts IPTY ¥

Bepcua IGMP 3 v
Nepvoanyeckoe oGHOENeHWE NOANUCKN

BrnounTte &

Mepuoa OGHOBNeHMA, ¢ | 30

ELICTPbIA BbIXOA W3 FPYNnbI

&

Brnoynte &

N

Hactpo#ka VLAN ans IPTV

Mcnonb3osate VLAN - @
VLAN ID 0

802.1P 0 v
Hactpoika HTTP-npokchn

BrniounTte

MopT HTTP 1234

Braouyume IPTV — npu ycTaHOBAEHHOM ¢iare paspelleHa TpaHCAsuma curHanos IP-tenesngeHus
¢ WAN-uHTepdeitca RG-2400/RG-4400 (13 ceTn nposaiaepa) Ha yCTPOMCTBA, NOAKAIOHYEHHbIE K
LAN-uHTepdeiicy (no Ethernet unn Wi-Fi);

Bepcus IGMP — Bepcusa npoTokona IGMP ana otnpasku IGMP-coobuweHunit ¢ WAN-uHTepdelica
(coobwieHnn  akTMBaUMM WAM  LeaKTMBaUMM  MOAMMCKM Ha  KaHanbl  IP-TenesupeHwus).
MNopaepxKmBatoTca Bepcum 2 n 3.

[epuoduyeckoe 0bHoss1eHUEe NOONUCKU

BKA104UMb — NPY BKAKOYEHHOM ONLMM NPOUCXOAUT Nepuoamyeckan otnpaska ¢ WAN-uHTepodelica
COOBOLLEHUNI CO CMUCKOM aKTMBHbIX IPTV-KaHasoB Ha BbIWECTOALLMIA CEPBEP, OCYLLECTBAAKOLMIMA
TpaHCcAAUMIO curHanos IP-TenesnaeHus. BratoyeHWe ¢GyHKUMKM Nepuoamyeckoro obHOBAEHUS
NOAMUCKM HEOBX0AMMO, EC/I BbILIECTOALLMI CepBep OTK/AOYaeT TpaHcaAumio IPTV-KaHanos yepes
onpeAaeneHHblit MHTepBan BPeMEeHH;

lepuod obHoBAEHUA, C — Nepuoj OTNPaBKMU COOBLLEHUIA CO CMUCKOM aKTUBHbIX IPTV-kaHanos, B
CeKyHAax. YCTaHOBUTE BeAMUYMHY nepuofa OOHOBAEHWS B 3HAYeHME, MeHbllee, Yem TamayT
OTKAKOYEHMA TPAHCAALNM CUTHANA BbILWECTOALLMM CEPBEPOM.
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Hacmpolika VLAN 0as IPTV

Ucnonezosame VLAN — npu ycTaHOBAEHHOM dare ucnonb3osaTb Ans ycayru IPTV BblaeneHHbIM
VLAN (Homep VLAN moxeT coBnagatb ¢ Homepom VLAN ana ycayru UHTepHeT unum STB), nHaue —
ana IPTV 6ypeT ucnonb3osBatbca WHTepdeinc ycayrm WMHTepHeT. dTa HacTpolKa no3BonseT
onpeaennTb MHTepdenc ans Npuéma rpynnosoro Tpaduka;

VLAN ID — nageHtnduKaumoHHbit Homep VLAN gns npuéma curHanos IP-tenesnaeHus;

802.1P — npusHak 802.1P (apyroe Ha3saHue CoS — Class of Service), ycTaHaB/iMBaembl Ha
nucxogsalume ¢ gaHHoro uHtepdelica IP-naketbl. MpuUHMMaeT 3HauyeHus oT O (HM3LWKIA NpUopUTET)
00 7 (HauBbicwui npuopuTteT). Ucnonblyetcs B paboTe anroputmMoB obecrneyeHus KadecTsa
cepsuca (QoS).

Hacmpolika HTTP-npokcu

Bkawouyume — npu ycTaHOBNEHHOM dnare BKAoYeHa ¢yHKumMAa HTTP-npokcnu. HTTP-npokcu
ocywecTsnaetr npeobpasosaHme UDP-notoka B notok HTTP, ucnosnb3ytowmin npotokon TCP
(MpoTOKON HaZesKHOW A0CTaBKM MAKeTOB), YTO MO3BOSAET Y/AYYLUTb KauyecTBO TPaHCAMPYEMOTO
N306parKeHma Mpu MNJOXOM KauyecTBe KaHana CBA3W B JIOKa/ibHOM ceTu. ®yHKUMA nonesHa npu
npocmoTpe IPTV yepes 6ecnpoBogHbiii KaHan Wi-Fi;

Mopm HTTP — Homep nopTta HTTP-npoKcu, ¢ KOToporo byaeT ocywecTBAATbLCA TpaHCAUpPOBaHME
BMAE0-NOTOKa. Ncnonb3yiTe 3TOT NOPT ANA NOAKAOYEHUA K TPAHCAUMPYEMbIM YCTPOMCTBOM RG-
2400/RG-4400 notokam IPTV.

Hanpumep, ecnn RG-2400/RG-4400 nmeet Ha LAN-uHTepodelice agpec 192.168.0.1, ansa nopta
NpoKcu-cepsepa BbibpaHO 3HauveHne 2345, n HeobxoamMmo BocnpousBecTM KaHan 227.50.50.100,
TpaHcampyrowminca Ha UDP-nopt 1234 — ans nporpammbl VLC agpec NoTOKa HYXKHO 3a4aTb B BUAE:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

Ana BCTynneHWs B CUNY HOBOM KOHOUIypauuMu WM 3aHECEHWA HACTPOEK B 3SHEProHe3aBUCUMYHO

NaMATb Ha*XMUTE KHOMKY «/7pumeHumb». ﬂ,ﬂﬂ OTMEHbI USMEHEHWI HaXkMUTe KHOMKY «OmmeHa».

2.7.4.2 T[loomeHro «STB»

B nogmeHto «STB» BbINOAHAOTCA HACTPOiKM BblgeneHHon VLAN ana paboTbl umdpoBsol

TeNeBM3MOHHOM NpucTaBku (Set-Top Box).

HacTpoiika eolgeneHHoro VLAN ona TB-npucTtaekn (Set Top Box)

BrniounTe STB &

®

Vicnonb3osate VLAN

VLAN ID 124

£~
802.1P 0 v
7
Ana npusasxu NoxansHsix uHmepghedcos K cepeucy STB nepeldume Ha cmpasuly "MokansHsie
uHmepgiedcs - OyHKUUOHANEHOE Ha3HaveHue
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e Bknwoyumes STB — npu ycTaHoBneHHOM diare byaeT BKAOYEH pexum STB gns COOTBETCTBYHOLLMX
nopToB B pasaene «J/lIoKanbHble MHTEPPENCHI»;

e Ucnionezosams VLAN — npu ycTaHoBAeHHOM ¢sare uMcno/sb3oBaTb Aas  TB-npucTaBku
BblgeneHHbin VLAN (Homep VLAN moxeT coBnagaTb ¢ Homepom VLAN ans ycayru MHTepHeT unm
IPTV), nHauye 6yaet ocyuwecTBnseTca pabota STB 6e3 Tera VLAN BO BHeLWHEN ceTy;

e UoeHmugukamop VLAN — Homep VLAN, KoTopblli ByaeT ncnosib3oBaTbca AN nepegadn TpadpuKa
cepsuca STB c nHtepderica WAN ycTpolicTBa;

e 802.1P — npwusHak 802.1P (gpyroe HasBaHwe CoS — Class of Service), yctaHaBAuMBaeMblli Ha
nucxogslme ¢ gaHHoro uHtepderica IP-naketbl. MpUHMMaeT 3HauYeHusa oT O (HM3LWWIA NPUOpPUTET)
8o 7 (Hausbicwuii npuoputeT). Ucnonbsyetca B paboTe anroputmoB obecrneyeHMs KadyecTsa
cepsuca (QoS).

[Oob6asneHune noptoB LAN B cepsuc STB npomsBoanTca B NAUTKe «/l0KaGnbHble UHMepgelicbl» n3
pexuma bbicTporo KoHdurypmposaHua yctpoictea. Ana yctpoincts ¢ Wi-Fi B cepsuc STB Takke MOXKHO
[06aBuTb Touky goctyna 2.4 uam 5 Ty (mnn obe cpasy). Mpu atom mexgy WAN m LAN (WLAN)-
nHTepdelicom cepsuca STB co3gaétca MOCT A/1a NPO3PAYHOro MPOXOXKAEHUA MakeToB OT TB-npuctaBku
yepes ycTPOMCTBO M 0bpaTHO. Cnesyer OTMETUTb, UTO B C/ly4ae BK/AKOYEHHOW onuumn «Mcnonb3osaTb
VLAN» c uHtepderica WAN TpaduK yxoamTt u NnpMHUMAETCA € HacTpoeHHbIMm Terom VLAN, a Ha nHTepdelice
LAN (WLAN) — TpadumK HeTerMpoBaHHbIl (Ter cHuUMmaeTca).

[na BCTYNAEHMS B CUNY HOBOW KOHOUIYpauMM M 3aHECeHUs HACTPOEeK B 3HEProHe3aBUCUMYLO
NamATb HAXKMUTE KHOMKY «[TpumeHumeo». na oTMeHbl USMEHEHUI HAXKMUTE KHOMKY «OmmeHa».

2.7.5 MeHio «/loKanbHble uHmepgelicol»

B MeHI0 «JloKanbHble MHTepdENChI» ANA KaxAoro MHTepdeica yctaHaBAnBaeTca GyHKUMOHaNbHOe
HasHaveHue.

2.7.5.1 [lodmeHto « PyHKYUOHAMbHOE Ha3HAYeHuUe»

B nogmeHto «PyHKUMOHaANbHOE Ha3HayeHue» ana Kaxpgoro nopta LAN wn Wi-Fi nHTepdeitca
YyCTaHaBAMBAETCA TUM NPEAOCTaBAAEMOM YCAYTU.

¢yHKuMOHaHbHOE Ha3Ha4YeHue

LAN O MIHTEpHET b

LAN 1 STB v

LAN 2 STB A

LAN 3 VIHTepHeT v

Wi-Fi 2.4 Iy WHTEpHET v

Wi-Fiarlmy VIHTEpHET v

% OTmeHa

B Tekyweii Bepcuu MO gna nokanbHbIX MHTEpdeicoB MOXKHO BbI6GpaTb TUN cepBuca UHTepHeT,
V STB unu nonb3oBatenbckue VLAN. Mpu 3Tom Ha KaxkAblii 10KaNbHbI HTepdeiic paspeluaeTca

TpaHcAAuMA curHanos IP-teneBngeHns Npu BKAOUeHHONU GpyHKuuuU IPTV.

Tun cepBuca MHTepHET 03HavaeT, 4YTo ¢ AaHHoro LAN-nopta ByaeT ocylecTBAATLCA BbIXOA B CETb
MHTepHeT; TMn cepBuca STB — gaHHbIM LAN-nopT npeaHasHayeH AAa NOAKNOYEHMA TeneBU3NOHHOM
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npuctaBkn (Set-Top-Box). Mpu atom nopT WNHTepHeT coeamHeH ¢ WAN-uHTepdpencom ogHOUMMEHHOM
YyCAyrn 4yepes mapupytusaumio, a nopt STB coeanHeH ¢ WAN-uHTepdpencom ycnyrn STB uyepes mocT
(Tpadumk npoxoguT npospayHo c WAN Ha LAN n o6paTHO).

WAN-uHTepdeinc ycnyrm STB HacTpaumBaeTtca B pasgene 2.7.4.2 MogmeHto «STB».

Ha yctpoitctBax RG-2402G-W, RG-2404G-W, RG-4404G-W wn RG4402GF-W Tun cepsuca 3aaaércs
TakKe ana mHtepdeincos Wi-Fi — otgenbHo gna 2.4 n 5 Mu. Tun cepBuca MIHTEPHET 03HayaeT, yTo ¢
naHHoro Wi-Fi-uHTepdelica yepe3 maplupyTM3aumio ocyLecTBasieTcs AocTyn B MHTepHeT; TMn cepBuca
STB — paHHbIN Wi-Fi-uHTepdeinc BratoveH B mocT STB 1 npospayHo coeanHéH ¢ WAN-uHTepdeiicom aToi
ycnyru.

Takum o6pasom, yctpoictso cepumn RG-2400/RG-4400 obecneumBaeT BO3MOMKHOCTb BbIXOAa B

NHTEepHET M NOAKNIOYEHUSA TeNeBU3MOHHOW MNPUCTAaBKU Kak MO NPOBOAHOMY KaHajy, Tak M yepes
becnpoBogHoe noakatoueHme no Wi-Fi B ntobom ananasoHe 4acTor.

Ona BCTynneHua B CUAY HOBOW KOHOUIypauMuM U 3aHECEHUS HACTPOEK B 3HEProHe3aBUCUMYIO
NamsaTb HAXKMUTE KHOMKY «MpUMeHUTb». [N OTMEHbI U3SMEHEHUI HaXKMUTE KHOMKY «OTMeHa».

2.7.6 MeHio «Cucmema»
B meHio «CucTtema» BbIMOJHAKOTCA HACTPOMKM CUCTEMbI, BPEMEHM, AOCTyna K YCTPOWCTBY MO

pa3/IMYHbIM MPOTOKO/MAM, MPOU3BOAUTCA CMEHa napons U obHOB/AEHME MporpamMmmHoro obecneyeHwus
YCTPOWMCTBa.

2.7.6.1 [loomeHto «Bpemsa»

B nogmeHto «HacTpolikv BpemeHn» BbINONHAETCA HAaCTPOIKa MPOTOKOIA CUHXPOHM3ALMN BpEMEHM
(NTP).

HacTpoiku BpemeHn

Yacosoil noac Moscow, Russia v

®

ABTOMaTHYECKWIA NEpeXod Ha NeTHee/ L4
JUMHEE BREMA

-3 MNepexod Ha NeTHee BpemA - v - v - v
7 Bl - v - v
MNepexon Ha 3UMHEE BpeMA - v - v - v
B - v - v
COBWr BpEMEHW (MWH.) 60

BrniounTs NTP &

CepBep CMHXPOHW3aUWU | pool.ntp.org -
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Hacmpolku spemeHu

e Yacoeoli noac — nossonset YCTaHOBUTb 4YaCcoBOW MOAC B COOTBETCTBMU C HAMMKANLWIMM ropoaom B
Bawem pernoHe n3 3agaHHOro Cnuncka,

o Asmomamuyeckuli nepexod Ha snemHee/3umMHee 8pemMs — TMpPU yCTaHOBJAEHHOM ¢nare byaer
nepexoa Ha feTHee/3sumHee Bpems OyAeT BbINOMHATLCA aBTOMATMYECKM B 3afaHHbIM nepuog,
BpemeHMU:

— [lepexod Ha nemHee 8pemMsa — AeHb, KOTAa BbINOAHATb Nepexos Ha 1eTHee Bpems;

— [lepexod Ha 3umHee epems — AeHb, KOTAa BbIMOMHATbL NEPEXOA Ha 3MMHEe BpeMS;

— (COsu2 speMeHU (MUH.) — Nepuos, BpeMeHN B MUHYTaxX, Ha KOTOPbIA BbINOJHAETCA CABMT
BpEeMEeHU.

e Brawyume NTP — yctaHoBuTe ¢diar, eciim HeobXoAMMO BK/IIOYUTb CUHXPOHU3ALMIO CUCTEMHOIO
BPEeMEHMW YCTPOMCTBA € onpeaesieHHoro cepsepa NTP;

e Cepsep cuHxpoHusayuu — |P-agpec/gomeHHoe WMA cepBepa CUHXPOHM3ALUUW BPEMEHU.
Bo3MmorKeH py4yHOW BBOA, agpeca cepBepa UAuM BbIBOp U3 CrucKa.

Ona BCTYNAEHMS B CUNY HOBOW KOHOUIYpauMWM M 3aHECEeHMs HACTPOEeK B 3HEProHe3aBMCUMYLO
NamATb HAXKMUTE KHOMKY «[TpumeHumeo». lna oTMeHbl USMEHEHUI HAXKMUTE KHOMKY «OmmeHa».

2.7.6.2 [loomeHro «[Jocmyn»

B nogmeHto «ocTyn» HacTpanmBaeTca AOCTyn K ycTpoictey nocpeactsom WEB-uHTepodelica, Telnet
n SSH, a Tak*Ke 4ocTyn no npoTokony FTP K HaKonNuTento, noaknto4eHHomy K nopty USB.
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MopTel 4ocTyna

docTyn K ycnyre "MHTEpHeT"
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Mopmei docmyna

B gaHHOM pasgene BbINOHAETCA HacTpoliKa tcp-nopToB ana cepsucos HTTP, HTTPS, Telnet, SSH.

e [opT HTTP — Homep nopTa gna goctyna K web-uHtepodeiicy yctponctea no npotokony HTTP, no
ymonyanuio — 80;

e [opt HTTPS — Homep nopTta Ana aoctyna K web-nHTepdeicy yctpoictea no npotokony HTTPS
(HTTP Secure — 6e3onacHoe NoAKAYEHME), NO yMOoYaHuo — 443;

e [opt Telnet — Homep NopTa 4nA AOCTYNa K YCTPONCTBY No npoTokony Telnet, no ymonyaHuio — 23;
e [opTt SSH — HomMep nopTa A1a AOCTyNa K YCTPOMCTBY No npoTokoay SSH, no ymonyaHuio — 22.

Mo npoTokonam Telnet 1 SSH ocylecTBAseTcA Z4OCTYN K KOMaHAHOM CTpoKe (KoHcoAb linux).

docmyn K ycay2e uHmepHem

Ons  nonyyeHWs [oCTyna K YCTPOMCTBY C  UHTEpPDENCOB YCAYyrM MHTEPHET YyCTaHOBUTE
COOTBETCTBYHOLLME Pa3peLLeHUs:

Web, BHellHAA ceTb:

e HTTP — npwu ycTraHoBNeHHOM dnare paspelieHo nogknoveHne K Web-koHdurypaTopy ycrpoicTsa
yepe3z WAN-nopT no npotokony HTTP (Hebe3onacHoe nogkaoUeHue);

e HTTPS —npu ycTtaHoBAEHHOM ¢nare paspelleHo nogkatoveHme Kk Web-koHdurypatopy yctpoincrsea
yepe3s WAN-nopT no npotokony HTTPS (6esonacHoe noaxatoueHue).

Web, BHyTpeHHsAA ceTb:

e HTTP — npu yctaHoB/ieHHOM ¢diare pa3pelleHo noakaoveHmne kK Web-koHdurypaTopy ycTpoicTea
yepes LAN-nopT (Mnu uyepes 6ecnpoBoAHyt TOYKy gocTyna Wi-Fi) no npotokony HTTP
(Hebe3sonacHoe nogknoyeHme);

e HTTPS — npu yctaHOBNEHHOM dnare paspelleHo nogxaoveHne Kk Web-koHourypaTtopy ycTpolicrtea
yepes LAN-nopT (MnmM uyepe3 becnpoBoaHyk Touky pgoctyna Wi-Fi) no npoTtokony HTTPS
(6esonacHoe noaknoueHue).

Telnet:

Telnet — npoToKon, npeaHasHayYeHHbI ANA OpraHu3auMu ynpasneHusa no ceTtu. [lossonser
YAANeHHO NOAKNOUUTLCA K LJHO3Y C KOMMNbIOTEPaA A1 HACTPOMKM U yNpaBAeHUA.

[ns paspelleHunsa A0CTyna K yCTpoicTBy no npoTokony Telnet ns BHewHen (Yepe3s WAN-nopT) mau
BHyTpeHHei (yepes LAN-nopt wuan bHecnpoBoaHyto Touky pgoctyna Wi-Fi) cetu ycTaHoBuTe
cooTBeTcTBYlOWME daru.

SSH:

SSH — 6e30nacHbIit MPOTOKOA YAANEeHHOro ynpasiaeHus ycTpouctBamu. B oTamume ot Telnet
npoTtokon SSH wudpyeT Becb TpaduK, BKAOYAA NepesaBaemble NAPOM.

[ns paspelleHns AocTyna K yCTPOMCTBY Mo npoTtokony SSH m3 BHewHen (4epe3s WAN-nopT) uau
BHyTpeHHei (yepes LAN-nopt wuau bHecnpoBoaHyto Touky pgoctyna Wi-Fi) ceTu ycTaHoBuTe
cooTBeTCTBYlOWME daru.
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Locmyn K ycayze VolP:

B pgaHHOM pasgenie OCyLLECTBAAETCA HACTpPOMKa Aoctyna K uHTepdeincy ycayrm VolP
(nHTepdeiic ycnyrn VolP HacTpanBaeTca Ha cTpaHuue IP-TenedoHns — HacTponMKa ceTu) yepes
WEB (npotokonbl HTTP nan HTTPS), a Takke no npotokonam Telnet u SSH. Ons pa3speleHun
A0CTYMa No KaKomy-n11Mbo M3 yKasaHHbIX NPOTOKO/10B YCTaHOBUTE COOTBETCTBYOWME daaru.

Jocmyn K ycay2e uHmepgelic ynpasaeHus:

Pasgen nos3BosnseT HacTpouTb A[OCTYN AAA  YhpaBAeHWA YCTPOWCTBOM, WCMO/b3yA
npoTtoKonbl http, https, telnet nam ssh. Hactpolika mnHTepdeinca nponssoanTca Ha cTpaHuLe
cuctema — vlan ynpasnenusa. [na paspelleHuMa [ocCTyna no KakoMy-nmbo M3 yKasaHHbIX
NMPOTOKO/10B YCTAHOBUTE COOTBETCTBYHOLLME dAaru.

|  [Ona asTopusaumMm no npotokonam Telnet m SSH no ymonuaHuio MUcNoAb3yloTcA UMA

V nonb3osartena admin, naponb — password. Nocne aBTOpU3aLMU CTaHET AOCTYNHA KOHCOJb

onepauuoHHoi cuctembl LinuX C BO3MOMKHOCTbIO WMCMO/Ib30OBAaHUA OCHOBHbBIX KOMaHA
KOMaHAHoro uHtepnpetatopa shell.

Hocmyn k USB:

B maHHOM pasgene OcCylecTBASAETCA HAacTPOMKa AOCTyna K YCTPOWCTBY, NoAK/Ito4eHHoMy K USB-
nopTy, no npoTokony FTP.

[Ons paspelweHns goctyna K nogknatodeHHomy USB-ycTpolictBy no npoTokony FTP 13 BHelwHew
(uepe3s WAN-nopT) unmn BHyTpeHHen (4epe3 LAN-nopT mam 6ecnpoBofHyto TouKy aoctyna Wi-Fi) cetu
yCTaHOBMUTe COOTBETCTBYOLWME dnaru.

Ona paspelleHns [OCTyNna aHOHMMHOMY  NOAb30BaTesl0 K noakatoveHHomy USB-ycTpoicTay
ycTaHoBuTe ¢nar «PaspelwmnTsb 4OCTYN aHOHMMHOMY MOJ/1b30BATENION.

[na paspeweHnsa 3anmMcu AaHHbIX Ha USB-yCcTPOMCTBO aHOHMMHOMY MNOJIb30BATENO YCTAHOBMUTE
dnar «PaspewwmnTb 3aNMCb aHOHMMHOMY NO/Ib30BATENIOY.

[na BCTynneHus B CUAY HOBOM KOHOMUIypauun M 3aHECeHWA HACTPOEK B SHEProHe3aBUCUMYIO
NamMATb HAXKMUTE KHOMKY «[lpumeHums». Ina oTMeHbl U3MEHEHUIA HAXKMUTE KHOMKY «OmmeHa».

2.7.6.3 [loomeHro «ypHan»

MoameHo «XypHan» npeaHasHayeHO A1A HACTPOMKM BbIBOAA Pa3HOro poga OTAaA0uUHbIX
CoObLLIEHNI cUCTeMbl B Lenax obHapysKeHWa npuumH npobnem B paboTe ycTpoictea. OTnafouHyto
MHPOPMaLMIO BO3MOXKHO NOYYMTb OT CAeAyoWmMX NPOorpaMmHbIX MoAayAei ycTponcTea:

e MeHegaxep TenedpoHnmM — oTBeYaeT 3a paboTty GyHKUMI IP-TenedoHun.
e CUCTEMHbIN MeHeaKep — OTBEYAEeT 3a HAaCTPOMKY YCTPOMCTBA coracHo daliny KoHdurypaumm.

e MeHeaxep KOHPUTrypauum — oTBeYyaeT 3a paboTy ¢ paliiom KoHPUrypauum (4TeHne mn 3anucb B
KOHdUr-dbain 13 pasniMiHbIX UCTOYHMKOB) U COOP MHPOPMALIMN MOHUTOPUHIA YCTPOKCTBA.
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AKypHan TenedoHuK

BoiBog sypHana OTknHYEHD b
Owmen
NpegynpexaeHua
QTnagoyHans HHBOpKMAaLHA
MndopMmaLmonibie coobwerus

¥poBeHs TpaccupoBkn SIP

JRYpHAN CUCTEMHOMO MeHeIHepa
BuiBog #ypHana OTknoysHo "
Ownben
NpegynpexneHun
OTnagoynas wHhopMaymua

MHtopraLHoHHble coobweHna

RypHan mMeHeaxepa KoHUrypaLum
BuiBog #ypHana OTrnysHD -
Ownbkn
MpeynpexaeEHis
OTnagounas wHhopMayus

MHtropMayLHoHble coobweHna

Hactpoiika Syslog
BrnounTe
Pesm
Appec Syelog-cepeepa

MNopT Syslog-cepeepa

HypHan menegoHuUU

e BbI800 #ypHana — HanpaB/eHWe BbIBOAA COOBLLEHMI }KypHaNa:
—  OMmKA0YEHO — }KYPHAN OTK/IIOYEH;

— Syslog — coobuieHna BbIBOAATCA MO MPOTOKOAY Syslog Ha yaaneHHbld cepsep Anbo B
JIOKaNbHbIM dhain (HacTpoiKa NPOTOKO/A OCYLLECTBAAETCA HUXKe);

— KoHconb — coobueHna BbIBOSATCA B KOHCOJIb YCTPOWMCTBA (HEOOXOAMMO MNOAKIHOYEHUE
yepes nepexogHnk COM-nopTta);
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— Telnet — coobweHuna BbiBOAATCA B telnet-ceccuto; ans aToro cHavana HeobxoAMMO €O34aTb
noAKAtoYeHne no npoTokoy telnet.

Huke HacTpanBaeTcs TMN COOBLLEHM, BbIBOAMMbIX B *KYpPHan TenedoHuu:

OwubKu — yctaHoBuTe dpaar, ecim HeobxoAMMO BbIBOAUTb CO0OLEHMA TUMNa «OWNBOKMY»;

lpedynpexcdeHus  — ycTtaHoBuTe dnar, ecanm HeobxoAMMoO BbIBOAUTL COObLLEHUS TuUMa
«[TpedynpexcoeHusn»;

Omnado4yHaa uHgpopmMmayua — ycTaHoBuTe dnar, ecnm HeobxoAMMO BbIBOAUTL OTNAA0YHbIE
coobueHus;

UHpopmayuoHHble coobujeHua — yctaHoBuTe ¢nar, ecam HeobxogMMO  BbIBOAWUTH
MHPOPMaLMNOHHbIE COOBLLEHUS;

YposeHb mpaccuposku SIP — 3apaéT ypoBeHb BbiBOAA COO0bOLWIEHWM cTeka SIP-meHeaxkepa
TenepoHUu.

HypHan cucmemHo20 meHeoxepa

Bbig800 M#(ypHaaa — HanpasJeHME BblBOAA COOBLLEHMI KypHana:
—  OMKA0YEeHO — }KypPHan OTKNIOYEH;

—  Syslog — coobuieHuns BbIBOAATCA NO NPOTOKOAY syslog Ha yaaneHHbIl cepsep 1Mbo B
NOKaNbHbI palin (HacTpoliKa NPOTOKO/A OCYLLECTBASETCA HUMKE);

— KoHconb — coOoblEeHMs BbIBOAATCA B KOHCO/Mb ycTpoicTBa (HeobxoamMmo
noAkaoyeHne Yyepes nepexogHnk COM-noprta);

— Telnet — coobueHuns BbiBOAATCA B telnet-ceccuto; gns 3Toro cHavana HeobxoaMmo
€034aTb NOAKAOYEHME MO NpoToKoAy telnet.

HuKe HacTpanBaeTca TN COOBLLEHMIA, BbIBOAMMBIX B }KYPHaN CUCTEMHOTO MeHeaKepa:

Owubku — ycTtaHoBuTe dnar, ecim HeobxoANMMO BbIBOAMUTL CO0bLLEHMA TUNA «OWMBKNY;

lpedynpexcdeHus  — ycTaHoBWUTe ¢nar, ecin HeobXxogMMO BbIBOAUTL COOBLWEHUs Tuna
«[pedynpexcdeHun»;

Omnado4yHaa uHgpopmayua — ycTaHoBuTe nar, ecnm HeobXoAMMO BbIBOAUTL OTNAA0UYHbIE
coobueHus;

UHpopmMmayuoHHble coobujeHus — ycTaHoBMTe ¢nar, ecaM  HeobxoguMMo  BbIBOAMTb
MHPOPMaLMOHHbIE CO0bLEHMS;

MypHOA MeHeOMepa KoHgpuU2ypayuu

Bbi800 M#(ypHasa — HanpasieHMe BblBOAA COOBLLEHMI KypHana:
—  OMKA0YEHO — KypHaN OTKOYEH;

— Syslog — coobuieHna BbIBOAATCS MO NPOTOKOAY Syslog Ha yaaneHHbli cepeep anbo B
NIOKanbHbI ¢pann (HaCcTPoMKa NPOTOKONA OCYLLECTBASAETCA HUKE);

— KoHconb — coobuweHna BbIBOAATCA B KOHCO/Ib YCTPOWMCTBA (HEOOXOAMMO NOAKAOYEHUEe
yepes nepexogHnk COM-noprTa);
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— Telnet — coobuweHna BbIBOAATCA B telnet-ceccuto; ana sToro cHavyasna HeobxoAMMO co34aTb
NnoAKAto4eHMe No npoTokony telnet.

Huke HacTpanBaeTcs TN COOBLLEHMI, BbIBOAMMbIX B }KYPHaN MeHeaKepa KOHPUrypauuu:

e OwubKu —ycTaHoBUTe daar, ecim HeobXxoANMMO BbIBOAUTb COOOLEHNA TUNA « ONOKNY;

e [IpedynpexcdeHua  — ycTaHoBuTe d¢nar, ecim HeobxogMmo BbIBOAUTb COOOLLEHUs TuUMa
«[MpedynpexoeHusa»;

e OmnadoyHas UHpopmayua — ycTaHOBUTE nar, ecin HeobxoAMMO BbIBOAMTb OTNAA0YHbIE
coobuieHus;

e UWHgopmayuoHHble coobweHus — ycTaHoBuTe dnar, ecaM HeobxoAMMO  BbIBOAWTH
MHPOPMaLMOHHbIE COOBLLEHNA.

Hacmpolika Syslog

Ecan xota 6bl OAMH M3 KypHanoB (meHegyKepa TenedoHUWM, CUCTEMHOTO MEHeAMKepa MWAn
MeHeaKepa KoHOUrypaumm) HacTpoeH gna BbiBoga B Syslog, Heobxogumo BKAOUMTL Syslog-areHTa,
KOTopbl ByaeT nepexBaTbiBaTb OTNAA0YHblE COOOLLEHMS OT COOTBETCTBYIOLWLEINO MeHeasKepa W
OTNPaBAATb UX MMB0 Ha yAaNEHHbI cepBep, IMBO COXPaHATb B IOKaNbHbIN dalin B popmaTe Syslog.

e BKkaw4umoe — npu ycTaHoBeHHOM ¢nare 3anyuleH Syslog-areHT;
e Pextum — pexmum paboTbl Syslog-areHTa:

— CepBep — MHbOpPMaLMA XKypHaNoB OTNPaBAAETCA Ha yAaNeHHbI Syslog-cepsep (3TOT pexxum
Ha3blBaETCA «YAANEHHbIN }KypHan»);

— JlokanbHbIM $aitn — nHGopmauma KypHaIOB COXPaHAETCA B IOKa/ibHOM daitne;

— Cepsep 1 Ppaiin — MHGOPMaLMA KYPHANOB OTNPABAAETCA Ha YAaNeHHbIn Syslog-cepsep U
COXPaHAETCA B IOKasibHOM daline.

[anee B 3aBUCMMOCTM OT pekmMma Syslog-areHTa LOCTyMNHbI HACTPOMKM:

e Appec Syslog-cepsepa — IP-agpec unu gomeHHoe ums Syslog-cepsepa (He0H6x04MMO ANA peXnma
«Cepsep»);

e [opT Syslog-cepBepa — nopT Ans BxogAwmx coobuweHnin Syslog-cepsepa (No ymonuyanuio 514,
Heobxoanmo ans pexnma «Cepsep»);

e Wmsa daina — nma daiina ans xpaHeHUn KypHana B popmaTe Syslog (Heobxoaumo Aans pexxkuma
«Danny;

e Pasmep d¢aiina, KB — mMakcumanbHbIi pasmep daina KypHana (HeobxoAMMO ANA perKuma
«Paiin»).

2.7.6.4 [lodmeHto «llaponu»

B nogmMeHHo « I'Iaponvl» YCTaHaB/IMBAOTCA napoaun AocCTtyna AOMUHUCTPATOPA,
HENPUBUNIETUPOBAHHOIO NOZ1Ib30BATENA U Ha6ﬂ+0,ﬂ,aTeﬂﬂ.

YcTaHOBNEHHbIE NAPOM UCMONBL3YIOTCA ANA JOCTYNa K ycTponctey Yepe3 WEB-uHTepdelic, a Takxke
no npoTtokosam Telnet n SSH.
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MNpun Bxope yepes WEB-uHTepdenc agMmmuHucTpatop (naponb Mo ymonyaHuto: password) nmeet
NOJIHbIA A0CTYN K YCTPOWCTBY: YTEHME M 3anucb NOObIX HACTPOEK, MOJHbIA MOHWUTOPUHI COCTOSHUSA
ycTpoicTBa. HenpueBuaernpoBaHHbIi Nonb3oBaTeb (Napo/ib Mo YMOIYAHUIO: USer) MMeeT BO3MOMKHOCTb
BbIMNO/IHUTL TO/IbKO CETEBble HACTPOMKKU (KpOMe HacTPoeK NogKatoYeHus K MHTepHeT) u HacTpoiku Wi-Fi,
MMeeT A0CTyNn K MOHWTOPWHIY COCTOSIHMA ycTpolcTBa. Habntogatenb (naposb No ymonuyaHuio: viewer)
MMeeT BO3MOMKHOCTb TOJ/IbKO MPOCMaTpPMBaTb KOHPUrypaLMio M AaHHble MOHUTOPWHra ycTpoictea bes

BO3MOXHOCTU BHOCUTb Kakne-anbo M3meHeHus.

/‘ NorvH agpmunuctpatopa: admin
\ A JloruH HenpuBMNErMPOBAHHOrO NONb30BaTeNA: User
Norux Habngatena: viewer

Mapone agMmuHucTpaTopa (admin)

Mapone

MoaTeepHaeHNE

Maponb HENPUBWIErMPOBAHHOTO NONb30BATENS (USer)

Napone

MoATBEpHAEHUE

Mapone HabnwogaTtens (viewer)

Napons

MoaTeepkaeHne

e [aponb agmUHWUCTpPaTOpa — B COOTBETCTBYlOWME NOAA BBeAUTE Maposb aAMMHUCTPATOPa M

noareepanTe ero;

[ I'Iop,TBepm,u,eHme napona — B COOTBETCTBYHOLME NONA BBEOAUTE NAPOJib HENPUBUNIETUPOBAHHOIO

nonb30BaTeENA U NOATBEPAUTE €ro.

[na BCTynneHus B CUAY HOBOM KOHOMIypauum M 3aHeCceHWUA HACTPOEK B SHEpProHe3aBUCUMYIO
NamMATb HAXKMUTE KHOMKY «[IpumeHums». Ina oTMeHbl U3MEHEHUIA HAaXKMUTE KHOMKY «OmmeHa».

2.7.6.5 [loomeHto «YnpasneHue KoHguaypayuel»

B nogmeHio «YnpaBneHve KoHGUrypaumein» BbIMOAHAETCA COXpaHeHMe W O0BHOBAEHME TeKyllei

KOHUrypauum.
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dalinbl KOHUrypaymnm

Nony4nTe apxMe KOHQUIypauum c ™ Cravate
YCTpoWCTEa
3arpysnTb apXme KOHDUIypaumn Ha BrifepuTe dpaiin | PAAN He BEIOpaH
|

YCTPORCTBO

& 3arpyanTb
CBpot Ha 33BOACKWE HACTPONKK W

[onyyeHue KoHgpu2ypayuu

YT0Obl COXPaHUTb TEKYLY KOHPUrypaumio YCTPOMCTBA Ha JIOKa/IbHbIN KOMMbIOTEP, HaXXmuTe
KHOMKY «CKayaTb».

Ob6Hoss1eHUe KoHgu2ypayuu

e 3arpysuTb apxvMB KOHPUrypaumm Ha YCTPOMCTBO — BbIOOP COXPAHEHHOrO Ha JIOKa/lbHOM
KomnbloTepe danna KoHpurypauum. Ons obHOBAEHUS KOHOUrypauum YCTPOMCTBA HaXKMUTE
KHOMKY «Bblbepute dain», ykaxuTe daiin (B dopmaTe .tar.gz) U HaXKMUTE KHOMKY «3arpysuTby».
3arpyKeHHan KoHbUrypaLuma NpuMeHAeTCA aBToMaTUYeCcKn 6e3 nepesarpyskm ycTpomncTsa.

Cébpoc Ha 3a800ckue Hacmpoliku — gna cbpoca yCTPOMCTBA K HACTPOMKam MO YMOJIYaHUIO
Ha*KMMTe KHOMKy «Copocy.

2.7.6.6 T[loomeHto «O6HosnaeHue MO»

MNogmeHto «O6HoBNeHUe MO» NpegHa3HaAYeHo ANA OGHOBNEHUA yNpaBAAOLWEN MUKPONPOrpaMmmbl
yCTpolicTBa.

OBGHoBneHNe nporpammHoro obecneyeHna

AxtueHan sepcuA MO 1.14.1.527

Obxoenexus M0 makxe docmynHel No adpecy: hif 15k rufdownloads

Gaiin obHoenenua MO Buibepie daitn aitn He BLIDpaH

Mpu eozepame Ha espouro 1.9.x U Huxe, Korgusypauus yompolicmea Bydem copowera Ha 3asodcryo!

& 3arpyaute dhaiin

e Bepcusa M0 — Bepcus NporpammHoro obecneyeHus, yCTaHOBNEHHOTO Ha YCTPOMCTBE;

e [lposepumb 006HOBAEHUA — KHOMKa AAA MPOBEPKM MNOC/NeAHeld BEepCcUM MNpPOrpaMmMHOro
obecneyeHnsn. C nomoLbto 3Toi GyHKLMM Bbl MoKeTe BbICTPO NPOBEPUTL HAIMUME HOBOM BEpPCUM
nporpammHoro obecnevyeHuns 1 B Cly4ae HEOH6XOAMMOCTU BbIMOAHWUTL €ro 06HOBAEHME.

DOns paboTtbl dyHKUMM NpoBEPKU 06HOBNEHUA HEO6XO4MMO Hannume Bbixoga B UHTepHer.

O6HOBUTb NporpammHoe obecneyeHre YCTPOMCTBA MOXKHO TaK»Ke BPYYHYlo, NpeaBapuUTesbHO
3arpysus ¢aitn MO c cata http://eltex.nsk.ru/downloads v coxpaHuns ero Ha KomnbloTepe. [1aa 3TOro0
HaXXMUTe KHONKy «Bblbepute dainn» B none @alin obHosneHus 1O n yKaxuTe NyTb K danny
ynpasnstoLein nporpammol B popmare .tar.gz.
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[na 3anycka npouecca 06HOBNEHUA HEOBXOAMMO HaXKaTb KHOMKY «3arpysuTb ¢ain». Mpouecc
06HOB/IEHWNA 3alMET HECKO/IbKO MUHYT (O ero TeKyluem cTaTyce ByAeT yKasaHo Ha CTpaHuMLe), Noc/ie Yero
YCTPOMCTBO aBTOMATUYECKM NepesarpysmTcs.

-

I

e

He oTKnlouaiite nUTaHKe yCTPOMCTBA, He BbINONHATE ero nepesarpysKy B npouecce
o6HoBneHus MNO.

2.7.6.7 [loomeHto «[lepe3azpy3kax»

B nogmeHto «lMepe3arpyska» BbINOMHAETCA NepesanycK ycTpoicTaa.

Mepesarpyzka yCcTpoORCTEA

Z Nepesarpyswrs

[na nepesarpysky ycTpoiCTBa HakMMTe Ha KHOMKy «[Mepesarpysutb». lpouecc nepesarpysku
YCTPOWCTBA 3aHMMAET NPUMEPHO 1 MUHYTY.

2.7.6.8 [loomeHro «ABMOKOHU2ypuposaHue»

B noameHto «ABTOKOHOUIypMpOBaHME» BbINONHAETCA HACcTpolhKa anroputma DHCP-based
autoprovisioning (aBTokoH$UrypmnposaHMe Ha ocHoBe npoTokosa DHCP) M npoTokona aBTOMATUYECKOrO
KOH}UryprupoBaHMa aboHeHTCKNxX ycTpoicte TR-069.

ABTOKOHDUIypUpOBaHUe Ha ocHoee npoTokona DHCP
MpHOPUTET NapamMeTpos W3 DOHCP ocptions v

KoHdpury pauqa

ABTOMETHYECKOE ODOHOBNEHKE MNEpUOIUHETEH v

GEAN KOHGWIYPaLMK (thp(http)//download server loc/config_file.cfg)
WuTepsan oSHOBNEHMA KOHWIYDaLUMH, © 300

Mporpammyoce obecnedveHnes

ABTOMETHHECKDE OOHOBNEHHE MepuogiuUecty v

taiin No (titp(http ) //download server. locfimmware. file)
WuTepean obHosnenua MO, © 3600
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ABTOKOHDUIYpUpOBaHWEe Ha OCHOBe npoTokona DHCP

MpHCPMTET NAPaMETPOB U3
Kordpury pauma
ABTOMATHYECKDE OOHOBMEHKE
Dain KoOHMIYPaLmMM
WHTepsan cOHOBNEHWA KOHDMIYDELUMM, ¢

Mporpammyce obecnedveHne

ABTOMATHYECKDE ODHOBNEHWE
dain Mo

WuTepean obHosnetua MO, ¢

DHCP opticns v
Mepuogudecku v
300

Mepuogudecku v

A00
ol

ABTOKOHDUrypupoBaHue no npotokony TR-069

0o e

BinioumuTe knnedTa TR-DES
HTepdent

Anpet cepeepa ACS

BEMIUHTE NEPHOIHHECKKA ONpoE

Mepnog onpoca, ©
3anpoc coeguienna c ACS

MwmAa nonbsoceaTens

Maponb
Janpoc coeOWHEHWA C KITHEHTOM

Mma nonezoearens

Mapone
HacTpoikm NAT

Pesam MAT

Agpet STUMN-cepeepa

MopT STUN-<cepBepa
MUHWIMENEHEIR NEPUO] CNpoca, ©

MaKCHMENEHBIR NERHOS CNPOCa, ¢

«ones

Intemet v

hitp:/fupdate. local: 9595/

[=r]
[==]

ats

admin

STUN r

stun.local

(tftpihttp)://download serverlociconfig_file.cfg)

(tftpihttp)//download serverloc/fimmwane file)
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ABMOKOHU2ypUposaHuUe Ha ocHose npomokosaa DHCP:

e [lpuopumem napamempos U3 — AaHHbIA MapaMeTp onpeaenseT, OTKyAa HeobxoauMo B3ATb
Ha3BaHMA 1 pacnoaoXxKeHne pannos KoOHOUIypaLmm 1 NPOrpaMmmHOro obecneyeHusa:

— Static settings — nytM K ¢annam KoHoUrypauuMm M nporpammHoro obecnevyeHus
onpeaensaloTca COOTBETCTBEHHO M3 napameTpoB «®daiin KoHourypaumm» n «Paiin MNO»;
noapobHee paboTy anropnTma cMoOTpUTE B pasgene 5;

— DHCP options — nymm K d¢ainnam KoHourypaumm u nporpaMmmHoro obecneyeHus
onpegenatotca us DHCP onumit 43 1 66 (ana atoro HeobxogmMmo ana ycayrm UHTepHet
BblbpaTb npoTokon DHCP); noapobHee paboTy anroputma CMoOTpuUTe B pasgene 5;

e Asmomamu4ecKoe obHogneHue — panAa obHoBAeHUs KoHdurypaumm mn MO OTAE/NIbHO MOMKHO
3343aTb OAMH U3 HECKONbKUX PEXMMOB OOHOBAEHUS:

— BbIkNlo4eHO - aBTOMaTUYecKoe O6HOBAEHWE KoHOUrypauum WAKM  NPOrPamMmMHOro
obecneyeHunsa yCTPOMCTBA OTK/THIOYEHO;

— MNepurognyeckm - aBTOOOHOBAEHME KOHPUIypauum WAM NPOrpaMMHOro obecrneyeHus
yCTpoMncTBa byaeT Npon3BoaMTCA Yepes 3aJaHHbI MPOMEIKYTOK BPEMEHMU;

— Mo pacnucaHuio - aBTOOOHOBJ/IEHWE KOHOUTypauMM WMAW NPOrpammHOro obecnevyeHus
yCTpoiicTBa byaeT NpoM3BOANTCA B 3a4aHHOE BPEMS, B YKa3aHHble AHU Heaenun.

o ®alin KoHguzypauuu — NOAHbIA NyTb K dainy KoHburypaumm — 3agaétca 8 ¢opmarte URL (Ha
OaHHbI MOMEHT BO3MOMKHA 3arpyska ¢aiina KoHourypaumm no npotokosam TFTP n HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

roe < server address > — agpec HTTP- unu TFTP-cepBepa (gomeHHoe ums uau IPv4),
< full path to cfg file > — nonHbI nyTb K dainy kKoHbUrypaunmn Ha cepsepe;

e WHMepsan obHosAEHUA KOH@U2Ypayuu, ¢ — NPOMEKYTOK BPEMEHM B CEKyHAaX, Yepes KoTOopbli
OCYLLECTBNAETCA Nepuoanyeckoe ob6HOBAEHWE KOHGUrypaumm ycTpoWCTBa; Bbl6op 3HayeHua O
03HayYaeT 04HOKpaTHoe 06HOB/IEHME TOIbKO CPasy Noc/ie 3arpy3kn yCTpoCTBa;

e Bpemsa obHosneHuA ¢alina KoHguaypayuu - Bpemsa B 24-yacoBom ¢dopmate, B KoTopoe byaet
NpoM3BOAUTCA aBTOOOHOBEHWE KOHOUTYpaLuK;

e [IHU 06HOBMEHUA KOHGuU2ypauuu - OHW Heaenu, B KoOTopble B 3afdaHHoe Bpems byaer
NPOV3BOAUTLCS aBTOOOHOBEHNE KOHPUIYpaL MK,

e @aqlin 1O — nonHbIM NyTb K daliny nporpammHoro obecnevyeHusa — 3agaérca B ¢opmarte URL (Ha
AaHHbI MOMEHT BO3MOKHa 3arpysKa ¢aiina MO no npotokonam TFTP u HTTP):

tftp://<server address>/<full path to firmware file>

http://<server address>/<full path to firmware file>

roe < server address > — agpec HTTP- unu TFTP-cepBepa (aomeHHoe uma unu IPv4),
< full path to firmware file > — nonHbIi NyTb K daitny MO Ha cepBepe;

e WHmepsan o6HoesneHua [10, ¢ — NPOMEXKYTOK BPEMEHM B CEKyHAaX, 4Yepe3 KOTopbIl
OCYLLECTBNISIETCA Nepuoamyeckoe 06HOBNEHWE NporpaMmHoro obecrneyeHus yCTPOMCTBA; Bbibop
3HayeHua 0 03HaYaeT oAHOKpaTHOe 0BHOB/IEHWNE TOJIbKO Cpasy NoC/e 3arpysKu yCTPOCTBa;

e Bpema obHosneHus 10 - Bpems B 24-yacoBom c¢opmaTte, B KoTopoe OyaeT Npou3BOAMTCA
aBTOOOGHOBNEHWME NPOrpamMMHOro obecneyeHus;

e [JlHu o6HosneHua 10 - aHW Hegsenw, B KOTopble B 3agaHHOe Bpema 6OyaeT MpPoOM3BOAUTHCA
aBTOO6HOBNEHME NporpamMMHOro obecnedyeHusn.
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[eTanbHoe onucaHue anropuTma aBTOMATMYecKoro obHoBAEHMA Ha OcHoBe npoTokona DHCP
cMoTpuTe B pasgene 5.

ABMOKOoH@uU2ypuposaHue no Nnpomokoay TR-069:

Obuwue:

e Bkaw4yume kaueHma TR-069 — npu ycTaHoOBAeHHOM dnare paspelleHa paboTa BCTPOEHHOro
KAneHTa npoTtokona TR-069;

e UHmepgpelic — BbIbOP MHTEpdeiica ana paboTbl Nno npoTokony TR-069. Ecan Ha wao3e BKAKOYEH
uHtepdeiic VLAN ynpasneHus, To gaHHas VLAN aBTOmaTMyecku OyaeT MCnonb3oBaTbCsA AN
paboTbl no npoTtokony TR-069. HacTpoiika Bbibopa nHTepdeica byaeT 3ab10KMPOBaHa;

e Ao0pec cepsepa ACS — aapec cepBepa aBTOKOHOUIypupoBaHua. Agpec HeobxoaMmo BBOAUTL B
dopmate http://<address>:<port> uam https://<address>:<port> (<address> — IP-agpec unm
AomeHHoe umsa ACS-cepsepa, <port> — nopT cepsepa ACS, no ymondyaHuio nopt 80). Bo BTopom
C/yyae KAneHT byget ucnonb3oBaTtb besonacHbiii npotokon HTTPS gna obmeHa MHpopmaumen ¢
cepBepom ACS. ACS-cepBep dpupmsbl Eltex no ymonuaHuto ncnonbayet ansa ceasm nopt 9595;

e BKawoyume nepuodudeckuli onpoc — NpuU yCTaHOBAEHHOM dJiare BCTPOEHHbIN KaneHT TR-069
OCYLLECTBASAET Nepuoamnyeckunin onpoc cepsepa ACS c MHTepBanom, paBHbIM «lepuody onpoca», B
cekyHaax. Llenb onpoca - 06HapyKUTb BO3MOMKHbIE U3MEHEHUA B KOHOUTYPaALLMM YCTPOACTBA.

3anpoc coeduHeHus ¢ ACS:

e Umsa nonvsoeamens, [laposnb — nmaA NoAb3oBaTeNa U Naposb ANA A0CTyNa KaneHTa K ACS-cepeepy.

3anpoc coeduHeHUs € KAUeHmMom:

e Umsa nonvzosamens, Mapoas — UMA NONAb30BaTENA M NapOab Ans gocTyna ACS-cepBepa K KAUEHTY
TR-069.

Hacmpoliku NAT:

ECnn Ha NyTM mexay KaneHTom un cepeepom ACS nmeeT mecto npeobpasoBaHMe CETEBbIX agpecos
(NAT — network address translation) — cepep ACS MOMET He WMMeTb BO3MOXKHOCTb YCTaHOBMUTb
COeAMHEHME C K/IMEHTOM, €C/iM He WCMOo/b30BaTb OnpedeneHHble TEeXHO0rMM, MO3BO/AIOWME 3TOr0
n3bexKatb. ITU TEXHONOIMU CBOAATCA K OMPEeAeNeHUI0 KAMEHTOM CBOEro TaK HasblBaemoro nybanyHoro
agpeca (agpeca NAT mav no-gpyromy — BHELWHEro aJpeca LW/to3a, 33 KOTOPbIM YCTaHOBAEH K/MEHT).
Onpeaenve cBoi Ny6AMYHbIN aApec, KAWEHT coobliaeT ero cepsepy, U cepeBep B AajbHelwem ANsA
YCTaHOB/IEHWNA COEAMHEHMA C KNMEHTOM MUCMOb3YET Y¥Ke He ero JIoKasbHbIN agpec, a Ny6aAnYHbINA.

o Pexum NAT — onpeaenseTt, Kakum 06pas’om KAMEHT AO/KEH MOAYYUTb MHPOPMaLMIO O CBOEM
ny6aMyHoM agpece. BO3MOXKHbI Cneayowme pexnmei:

— STUN — ucnonb3osaTb npotokosa STUN ana onpegenenHuns nybiMyHoro agpeca;

— Manual — py4Holt pexxum, Korga nybanyHbIn agpec 3agaetcs ABHO B KOHOUIypaumm; B 3TOM
pexume Ha ycTpoicTtse, BbinoaHsawwem ¢yHKumMmn NAT, Heobxogumo fo6aBuTb NpasBuao
npobpoca TCP-nopTa, ncnosibayemoro KnameHtom TR-069;

— Off — NAT He ncnonb3yetca — AaHHbIA PEXUM PEKOMEHAYETCA MCMONb30BaTb, TOJIbKO KOraa
YCTPOMCTBO NOAKAto4eHO K cepsepy ACS Hanpamyto, 6e3 npeobpasoBaHMA ceTeBbIX
agpecos. B atom cnyyae nybanyHbIN agpec coBnafaeT ¢ IOKaAbHbIM a4 pPeCcOM KIMEHTA.

Mpu BbIbOpe perxxknuma STUN HeobxoamMmo 3a4aTth c/ieaytowme HacTPOnKu:

— Aodpec STUN-cepsepa — IP-agpec unu pomeHHoe uma STUN-cepsepa;

AboHeHmcKul wnto3 cepuu RG-2400/RG-4400 111



HELTEX

— Mopm STUN-cepsepa — UDP-nopt STUN-cepBepa (no ymonyaHuio 3HayeHue 3478);

— MuHumaneHeil nepuod onpoca, ¢ U MakcumansHbili nepuod onpoca, ¢ — ONpenensatoT
WHTEPBaN BPEMEHU B CEKYHAAX A/1A OTMNPaBKM Nepuoamyeckmx coobuwerHnin Ha STUN-cepsep
C uenbto obHapyKeHMA n3MeHeHus nybanyHoro agpeca.

Mpu BbIbOpE pexxkuma Manual ny6AnYHbBIN agpec KAneHTa 3a4aeTCa BPYUYHYIO Yepes napameTp
Aodpec NAT (agpec Heobxoamnmo BBoAUTb B dopmarte IPv4).

/’5’ Dna KoppeKTHoW pabotbl ¢ ACS-cepsepom 3a NAT mMuMHUManbHbI nepuog onpoca STUN-
< cepsepa AoKeH OblTb MeHblue, 4eM MaKCMManbHoe Bpemsa coxpaHeHua ceccun NAT-
YCTPOMCTBOM.

Mo npotokony TR-069 BO3MOXKHO MNPOU3BECTM MONHOE KOHOUIYpUPOBAHWE YCTPOMCTBA,
0b6HOBNEHWE NpPOrpaMMmHOro obecneyveHus, YyteHne MHoopmauumn ob ycTpolictee (Bepcua MO, moaens,
CepPUiiHbIN HOMEpP M T.4.), 3arpy3Ky M BbIrpy3Ky Lienoro ¢ainna KoHGUrypaumn, yaaneHHyo nepesarpysky
ycTpoiicTea (noaaep»aHbl cneunduKkaumm TR-069, TR-098, TR-104).

[nAa BCTynAeHUs B CUMAYy HOBOM KOHOMUIypauunm M 3aHECeHMA HACTPOeK B 3HEpProHe3aBUCHUMYIO
NamMATb HAXKMUTE KHOMKY «[IpumeHUmMs». Ana oTMEHbl U3MEHEHWIA HAaXKMUTE KHOMKY «OmmeHa».

2.7.6.9 [lodmeHto «MUlHmepdgpelic ynpasaeHUa»

MeHt0 No3BONAET HACTPOUTb CETeBOM MHTepdenc ANA OpraHM3auumM ynpaBieHUA YCTPOMCTBOM,
ncnonbaya npoTtokonsl HTTP, HTTPS, Telnet n SSH.

WHTepdelc ynpasneHus

BrntouuTe MHTepdhelc ynpaenedna ¥

Tun gocTyna Tagged v
VLAN D 20

302.1P 0 v

lMpoTokon DHCP v

AnsTepHaTueHbIR Viendor 1D (onuwa 60)
Whdpopmauun aresta DHCP Relay (Onuwa 82)
MepeuuHeii DNS

Bropuutbiii DMS

e Brawoyumes uHmepgpelic ynpasneHua — Npu ycTaHOBAeHHOM dnare ynpaBieHWe YCTPOMNCTBOM
npon3BoAUTCA Yepes AaHHbI MHTepdelic,

e Tun docmyna — 3a4aeT pexxum paboTtbl UHTepdeica:

— Tagged — paHHble nepegatoTca NHTepdencom ¢ cnonbloBaHnem sagaHHoro VLAN ID;
— Untagged — paHHble nepegatotca nHtepdeiicom 6e3 ncnonbsosaHma VLAN.
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VLAN ID — ngeHtndmkatop Ana sBbiaeneHuns nHtepderica B BUPTyanbHYIO JIOKaNbHYIO CETb;

npusHak 802.1P (gpyroe HasaHue CoS — Class of Service), ycTaHaBnMBaemblii Ha

ncxogslme ¢ gaHHoro uHtepoderica IP-naketbl. MpMHMMaeT 3HayeHusa oT O (HM3WKIA NpuopuUTeT)
00 7 (HaMBbICWININ NpUOPUTET);

MpoToKon — BbIGOP NPOTOKONA HAa3HAaYeHUA agpeca Ha uHTepdeic:

— Static — pexum paboTbl, Npn KoTopom IP-aapec n Bce Heobxoanmble HacTPokn Ha WAN-
nHTepdelic HasHayaeTca BpyyHyto. MNpu Bbibope TMNa «Static» gna pefakTMpPOBaHMA CTaHYT
OOCTYMHbI CAeAyroLMe napameTpbl:

IP-agpec —ycTaHOBKa IP-agpeca nHTepdeinca ynpasaeHus;

Macka noaceTv — macka noaceTtn nHtepdeica ynpasieHus;

LWnto3 no ymonyaHuio — IP-agpec ceTeBoro LWito3a MO yMOAYaHUIO UHTepdeinca
ynpassieHus;

MepsuyHbIn DNS, BTopuuHbii DNS — IP-agpeca DNS-cepBepoB, HeobxogMmbIX A
paboTbl NPOTOKO/IOB  aBTOKOHPUIYPUPOBAHMA  LWAO3a, HACTPOMKA  KOTOPbIX
npoun3soamnTcA Ha cTpaHuue Cuctema — ABTOKOHPUIypupoBaHue.

— DHCP — pexkum pabortbl, npu KoTopom IP-aapec, macka noacetu, agpeca DNS-cepBepos u
Apyrve napameTpbl, Heobxoaumble ana pabotbl MHTepdelica (Hanpumep, cTaTUYecKkue
MapLpyTbl), byayt nonydeHol oT DHCP-cepBepa aBTOomMatuyecku. Ecam ot nposaigepa He
yaaérca nonyumtb agpeca DNS-cepsepos, Bbl moxeTe Ha3HauuMTb MX BPYYHYHO B MOAAX
«MNepBnuHbIn DNS» u «BTopuuHbin DNS». Appeca, 3agaHHble Bpy4Hylo, byayT MmeTb
npuopuTeT Hag aapecamu DNS-cepsepoB, nonyyeHHbIMKU No NpoTokony DHCP.

Ona npotokona DHCP nmeeTcs BO3MOXKHOCTb 334aTb HEOOX0AMMOE 3HavyeHne onuuin 60 u

AnbTepHaTtnBHbl Vendor ID (onuus 60) — npu ycTaHOBAEHHOM ¢nare yCTPOMCTBO
nepenaér B8 DHCP-coobuweHusx B onumn 60 (Vendor class ID) 3HayeHue M3 nona
Vendor ID (onuwms 60). Mpu nyctom none onuma 60 B cooblieHnax npotokona DHCP
He nepepaérca.

Ecan dnar AabmepHamusHebili Vendor ID (onyua 60) He ycTaHoBneH — B onuuu 60
nepenaeTcs 3HaYeHMe No YMOYAHMIO, KOTOPOe UMeeT cieayowmnii dopmar:
[VENDOR:npoussoaunTens][DEVICE:T1n yctpovictBa][HW:annapatHasn Bepcus]
[SN:cepuitHbii  Homep][WAN:MAC-agpec uHtepdeiica WAN][LAN:MAC-agpec
nHtepdelica LAN][VERSION:Bepcua nporpammHoro obecnevyeHus]

Mpumep:

[VENDOR:EItex][DEVICE:RG-2404G-W][HW:1.4][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#1.12.0]

NHbopmauus areHTa DHCP Relay (onuma 82) — npu ycTtaHoBAeHHOM diare nos3sonseT
no6asuTtb B DHCP 3anpoc:

= UaeHTuduKatop uenu areHta (Onuma 82) — nossonser gobasutb B DHCP
3anpoc onuuto 82, nogonuuto 1 - Agent Circuit ID;

= WNpeHTuduKaTop yaaneHHoro areHta (Onuua 82) — nossosAeT Aob6aBuTb B
DHCP 3anpoc onuuto 82, nogonuuto 2 - Agent Remote ID.

CnucokK ncnonb3yembix DHCP onumin Ha Kaxkgom ceteBom UHTepdelice (Internet, VolP,
Management) MOXHO 33gaBaTb Bpy4uHytlo. MHPopmauma No HaAcTPOWMKe CNUCKA B
npunoxkeHuu B.
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[nAa BCTynneHus B CUIYy HOBOM KOHOUIypauun M 3aHeCeHWs HACTPOEK B 3HEeproHe3aBUCUMYHO
NamMATb HAXKMUTE KHOMRY «[IpumeHuUmMs». Ana oTMEHbl U3MEHEHWIA HAaXKMUTE KHOMKY «OmmeHa».

2.7.6.10 MoomeHto «Cepmugukameoi»

CepTudpukaTbl

Tun
KopHesoit ceptudukar
KnuenTckuii ceptudukar

WEB-cepTuchukat

il YoanuTe

Obuwee ums
192.168.1.1
<cepmugukam omeymemsyem=

192.168.1.1

OpraHuzauus

Eltex

Eltex Ent

MNogmeHto «CepTuduKaTbl» MO3BOAAET MPOCMATPMBATb, CKAUYMBATb M 3arpyXaTb Ha
cepTMdUKaTbl 41A NCNOIb30BAHUSA B 3aLUMLLEHHbIX COeANHEHMAX TLS.

YCTPOWCTBO

KopHeBoW cepTudukar

CepTudmkar

CepuiiHbIi HomMep

HeneicTeMTenex oo

HepeicTeuTenex nocne
Wma nony4atensa

Obwee uma

OpraHusaumna

[ononHUTENBHEIE JOMEHHBIE adpeca
LleHTp aBTOpM3aummn

Obwee uma

OpraHusaumna

OnepauMu ¢ cepTUdUKaTOM

CkavaTk cepTudUKaT ¢ ycTpoiicTea

3arpy3uTe cepTUdUKaT Ha YCTPORCTBO

B3:E5:E5:58:62:75:B2:BF
01.01.1970

31.12.1975

192.168.1.1

Eltex

192.168.1.1

Eltex

* Crauatb

BuibepuTe daiin Pain He BoibpaH
[ ittt

KopHeBoi cepTudMKaT MCNONb3YeTca 1A MPOBEPKU MOAJAMHHOCTM CepPTUOUKATOB Npu
COoeAMHEHUAX. ITOT cepTUPUKAT A0NKEH BbITb MOANUCAH LLEHTPOM aBTOPU3aLLUM.

e CepuitHbIit HOMEpP — CEPUNHbBIN HOMEp BbIbBpPaHHOTO cepTUPUKATa;

e HepencreuteneH Ao — pgarta Havyana AencTens cepTUdUKaTa;

BXOAALLMNX
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o HepelcTBuTeneH nocine — gaTa OKOHYaHUA AEUCTBUA CepTUDMKAT];

e WmsA nonyyatens — AaHHble O nosyvaTene ceptudukata (Obuiee uma, OpraHusaums,
JononHuTtenbHble JOMEHHbIe aapeca);

e LleHTp aBTOpM3aLMM — AaHHbIE O LieHTpe aBTopu3aumn (O6uee nms, OpraHusaums).

KnueHmckul cepmugukam

KnneHTcknin cepTudmKaT UCNONb3yeTca MNpu UCXOAALLMX COoeaMHeHMAX no npoTokony SIP ¢
ncnosnb3osaHnem TLS.

KnueHTckuid ceptudpukar

3arpyanTe cepTudMKaT Ha yCTPORCTBO BribepnTe dhaiin @ain He BoibpaH

o CepuiiHbIi HOMEpP — CEPUNHbIA HOMep BbiIbpaHHOro cepTUdMKaTa;
e HepeicrtButeneH oo — aarta Hadana AencTBus ceptTudMKaTa;
e HepeicrtButeneH nocne — gata OKOHYaHWS aencTBus cepTuduKaTa;

e Mma nonyyatens —  AdaHHble O nosyyatene ceptudukata (Ob6wee uma, OpraHusaums,
[ononHunTenbHble AOMEHHble aapeca);

e LleHTp aBTOpM3aLMM — AaHHbIe O LeHTpe aBTopu3aumun (06wee nms, OpraHusaums).
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HTTPS.

WEB-cepmughukam

WEB-cepTndumKaT ncnonbsyetca npu goctyne kK WEB-KoHdUrypatopy ycTpoiicTBa Mo NpoOTOKONYy

WEB-cepTudukar

CepTudmkar

CepuiHeli Homep  DB:TE49:EG-AD29:AABA
Hepencteutenen o 01.01.1970

HepencTeuTened nocne  18.01.2038

Wma nony4aTtena

Obwee uma  192.168.1.1
Opranusayma  Eltex Ent

[ononHWTenbHble AOMEHHbIE agpeca —
LleHTp aBTOpM3aumn (camonognuc aHHbeIA ceprudukaT)

Obwee uma 19216811

Opranusayma  Eltex Ent

Onepauuu ¢ cepTUUKATOM

CkavaTe cepTdpMKaT ¢ ycTpoRcTBa * CkavaTb

3arpy3uTe cepTMdIMKaT Ha YCTPORCTBO Pain He BoibpaH

Bribepute dhain

CepuiiHbii HOMEpP — CEePUMHbIN HOMEpP BbIBpaHHOTO cepTUdUKaTa;
HepeicteuteneH oo — garta Havana gencremns ceptuduKkaTa;
HegnelictButeneH nocne — fata OKOHYaAHWUS OEACTBUA CEPTUPMKATA;

Mma nonyyaTena —  paHHble O nonyyaTene ceptuoukata (Obwee wmma, OpraHusauws,
[ononHnTenbHble JOMEHHble agpeca);

LleHTp aBTOpM3aUMnN — AaHHbIe O LeHTpe aBTopu3aumm (Obuwee uma, OpraHusauus).
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2.7.6.11 ModmeHro «/]JonoaHumenbHble HACMpoUKu»

B noameHo «JonosHUTENbHbIE HACTPOMKM» MOXKHO BKItOYMTL UPNP.

UPnP

Bknio4uTs UPNP ¥

3apeszepsupoeaHHeie VLAN 1D

Hayanexei VLAN 1D 1

KoHeuHeld VLAN ID 6

e Brkntountb UPNP — npwu yctaHoBneHHom dnare npotokon UPnP 6yaet aktnseH. MpoTokon UPnP
MUCNONb3YeTCA HEKOTOPbIMU NpunoKkeHnammu (Hanpmumep, DC-knneHTamm, Taknmm Kak FlylinkDC++)
ANA aBTOMaTUYECKOro cosfaHusa npasua npobpoca TCP/UDP-nopToB, MUCNOAb3yeMbIMU 3TUMM
NPUAOXKEHMAMM, HA BbllecToAleM MmapupyTusatope. PekomeHgyetca BKAwUMTb UPnP ana
obecneyeHusa paboTbl cepBucoB obmeHa dpaiiiamm B ceTu.

3ape3epsuposaHHsbie VLAN ID

3apesepsupoBaHHbie VLAN ID HeobxoaMMbl ANA BHYTPUCUCTEMHbIX HYXKA, W32 U MOryT BbiTh
M3MeHEeHbl B 3aBUCMMOCTU OT ucnosibayemoro Ha cetn VLAN ID:

e HayanbHbii VLAN ID — HayanbHoe 3HavyeHue uaeHTudumkatopa VLAN B 3ape3epBMpOBAHHOM
AnanasoHe, NpMHUMaeT 3HadyeHua [1-4090];

e KoHeuHbin VLAN ID — HavyanbHoe 3HauyeHue wuaeHTMduKaTopa VLAN B 3apesepBMpPOBAHHOM
OnanasoHe. [JaHHaA HacTpolKa HenoCTynHa ANAa pPefakTUMPOBAaHMA W PacCUUTbIBAETCA
ABTOMAaTUYECKU.

AN BCTyNAeHUA B CUAY HOBOM KOHOUIypauuu W 3aHECEHWA HACTPOEK B JHEProHesaBUCUMYIO
NamATb HAXKMUTE KHOMKY «[TpumeHumo». [1na OTMEHbl USMEHEHUI HAXKMUTE KHOMKY «OmmeHa».

2.8 MOHUTOPUHT cUCTEMBI

[ns nepexofa B peMM "MOHUTOPUHT cUCTEMbI" HA NaHenu ciieBa Bbibepute NyHKT « MOHUTOPUHI».

i Ha HeKOTOpbIX CTpaHMUAX He peasnM30BaHO aBTOMaTUYecKMe OOHOBNAEHME [AHHbIX
v | MOHMUTOPMHra YCTPOWUCTBA. [NA nonyuyeHua TeKkyuwed MHPOpMaLMU C YCTPOCTBA HaXKMuTe

2 OBHOBHTE

KHOMKY

2.8.1 [ModmeHro «MHMepHem»

B nogmeHi0 «MIHTEpHET» OCYLLECTBASETCA NPOCMOTP OCHOBHbIX CETEBbIX HAaCTPOEK YCTPOMCTBA.
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Beixog B MIHTepHeT

MNoaknoYeHne K ceTk MposoaHoe
MpoTokon gocTyna Static
IP-agpec 192.166.18.123

Z OCHOBWTbL

Bbixo0 8 Internet

e [loakntoveHMe K ceTm — crnocob NOoAKNOYEeHUs K CceT nepedaynm AaHHbiX. HacTpoiika
noAKAoYeHNs npomssoanTtca B pasgesne Cetb — UHTepHer:

— [lposoOHoe — nNOAKAOYEHME K CeTM npoBalgepa OCYyLWecTBAAETCS MOCPeacTBOM
coeaMHEeHNA megHbIM UK ONTUYECKUM naTy-Kopaom c noptom WAN;

— 3G/4G USB-modem — nogKknoueHmne K cetm nposanaepa ocyliecrenaerca yepes 3G/4G USB-
MOZEM, NOAKNOYEHHDBIN K NopTy USB Ha 3aaHel naHenn yCTPOMNCTBa;

—  Wi-Fi-knueHm — noAKAto4eHWe K CeTU NpPoBaiiaepa OCyLLECTBASETCA Yepes aKTUBHYIO TOYKY
poctyna Wi-Fi. Mpu atom RG-2400/RG-4400 sbictynaet 8 poan Wi-Fi-kiveHra.

e [Ipomokosa docmyna — NPOTOKO/, UCMONb3YEMbIN ANA A0CTYNA K ceTU UHTepHeT;
e |P-adpec — IP-agpec ycTpolACTBA BO BHELLHEN CEeTH;
e |P-adpec 8o sHympeHHeli cemu nposalidepa — IP-aapec, KOTOPbIN UCMNONb3YETCA BO BHYTPEHHEMN
CeTM NpoBaiaepa 41a AOCTYNa K IOKa/ibHbIM CETEBbIM pecypcam nposaiaepa.
2.8.2 [ModmeHto «IP-menecpoHus»

B nogmeHto «IP-TenedoHMA» ocyllecTBASETCA NPOCMOTP COCTOAHMA ceTeBoro MHTepdenca VolP,
MOHUTOPUHT aBOHEHTCKMX KOMMIEKTOB U COCTOSHWUA PErMCTPaumMmn rpynn Bbi30Ba, TECTUPOBAHUE JIMHUNA,
MOHUTOPUHT IMS.
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COCTOAHKWE CETEBOrD MHTepherca VolP

2T

o
m
m

|P-agpec 1E2.1

MOHWUTOPHUHT a00HEHTCKMX KOMNINEKTOB

NorvaneHe @ WcTekaer Appec
Nuuna Peructpaunsa

HOMED HEpes cepEepa
0 00 OTenioyesa

D2 Cmensousss
2 003 Omemoussa
3 004 OTenioyesa

MOHWUTOPKHT TPYNN BbI30BEA

WmA rpynnel CocToRHWE Howmep TenedoHa

DBl KMy SHE

Belxmaoussa

Groupd Belxmouess
Growpd Belxmausss
Girouph Belxmaussa

MOHUTOPHHT IIMS

Mawwer 0 1
¥npasnssme ¢ IME
TpSucTopossRR wosdSpSHURR - -
YonepRasne S0IZ0ea - -
Cranasns 2ulznes — —
TopRUYERITENNZR NUEHA - —
Homep roprusi masmm - -
TamuayT opRYSH NAHKKA, © — —

Wws yorym Tlepenaua seizo8s” - -

Cnucok NUHKMA

2

Belums

SECT

CocToRHUE
MTHHAK

Hearmwe+a

3

CocToRHME
eblzoea 1

Belnmousso

YOaneHHeIA CocToRHME YaaneHHbIA TecT
abonenTt 1 EbI30EA 2 aboHenT 2 NHHWRK
Teot
Tect
TecT
PerncrTpauma WeTekaeT vepes Anpec cepeepa

TNy EHS

UTEnioyeHa

TNy eHs

Umniousss

UTENioYeHa

CocmosHue cemeso2o uHmepgetica VolP

IP-adpec — IP-appec ceteBoro nHtepdeiica ycnyrm VolP.

MoHumopuHe a60HEHMCKUX KOMIIAEeKMo8

JluHuA — HOMeEp abOHEHTCKOro KOMMAeKTa yCTpOVICTBa;

J1oKanbHobIl HOmMep — HOomep Tefled)OHa 360HEHTa, 3aerrIl'IEHHbIl7I 3a OadHHbIM abOHEHTCKMM

nopTom;

Peazucmpayus — cocTosHMe perucrTpaumm TenedoHHOro HoMepa rpynnbl Ha MPOKCU-CepBeEpE:

— OmknioyeHa — GYHKLMA peructpaummn Ha SIP-cepBepe BbIK/OUYEHa B HACTPOMKax npogus

SIP;

— OwubKa — npoueaypa perncTpaumnm 3akoHYnIacb Heyaayew;
— BbinosHeHa — npoueaypa perncrpaumm Ha SIP-cepBepe BbINOHEHa YCNELIHO.
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Ncmekaem Yepe3 — Bpema 40 UCTeYeHUA pernctTpaumnmn aboHeHTcKoro nopra Ha SIP-cepsepe;

Adpec cepsepa — aapec cepsepa, Ha KOTOPOM MOCNEAHMI pas NpoLIna perncTpaumio aboHeHTCKas
NNHUSA;

CocmosHue AUHUU — COCTOosiHUE GU3MYECKON NUMHUW. JIMHUA MOMKET HaxoguTbCA B OAHOM U3
cneayroLmx COCTOSHUIA:

— He akmusHa — TenedoHHas Tpybka nonoxkeHa (NMO60O abBOHEHTCKUIA MOPT BbIK/IOUYEH),
HOpMa/sibHaA pPaboTa;

— AKmusHa — TenedoHHas TpybKa NogHATA; B IMHUIO BbIAAETCA CUITHAN OTBETA CTaHLUMK, Inbo
curHan KMB, ambo curHan owmnbKn, nMbo MHMA HAXoAMUTCA B COCTOAHMM Pa3roBopa;

— [ocvbinka 6613080 — Ha TenedoH NOAAETCA BbI3bIBHOM CUTHaA (MPM NOCTYNJIEHUM BXOAALLETO
3BOHKa);

— TecmuposaHue — 3anyLeH NPoLLEeCcc TECTUPOBAHMA INHUMN.

CocmosHue 8bi308a 1, 2 — Kaxablh aDOHEHTCKUI MOPT MOXKET 04HOBPEMEHHO NOAAEPXKMBATL [0
OBYX ceaHCOB cBA3M. B gaHHOM none oTobparkaeTcA COCTOAHME Bbi30Ba C COOTBETCTBYHOLMM
yOaneHHbIM aboHeHTOM. BbI30B MOYXKET HaX0AUTLCA B OAHOM U3 CAeaytoLMX COCTOAHNN:

— Habop Homepa — ocyuwecTBaseTcs Habop Homepa ¢ TesiedpOoHHOro annapara;

— 3aHAMO — BbI30B MO KaKMM IMB0 OTOUICA, B IMHUIO BbIAAETCA CUTHA/ 3aHATO;

— MWUcxodawuli 861308 — OCYLLECTBNAAGTCA BbI30B yAa/ieHHOro aboHeHTa, B /IMHUIO BblOAETCA
curHan KMB;

— Bxodawuli 8bi308 — Ha TenedOHHbIN MOPT NOCTYNAET BXOAALIMUIA BbI30OB, B JIMHUIO BblAaeTCA
BbI3bIBHOM CUTHa;

— Pa32080p — yCTaHOB/IEHO Pa3roBOPHOE COeAMHEHME C YAANEHHbIM abOHEHTOM;

— BcmpeuyHbili Ha yoepHaHuU — yAaneHHblt aboHeHT NOCTaB/IeH Ha yaepyKaHue;

— JIoKanbHbIl Ha yOepHaHUU — NOKaNbHbIA aBOHEHT NOCTaBNEH YAA/IeHHbIM Ha YAepKaHueE;

— OwubKa, noasowume mpybKy — B JIMHUIO BblAAETCA CUTHaA OWMBKU. CurHan owmnbKu
0bblYHO BbIJAETCA MO MCTEYEHUW TalimayTa BblJauM CUrHana 3aHATo (HacTpauBaeTtcs
OTAENbHO ANA KaXKAoM NMHUM), Koraa 3abbinm Nonoxutb TpyoKy TenedoHa.

YOaneHHsili aboHeHm 1, 2 — Homep TenedoHa yaaneHHoro aboHeHTa KaxK4oro ceaHca CBA3M.

Tecm aAuHuu — NO KHoMKe TecT 3anycKaeTca NpoLecc TeCTUPOBaHUA aboHEHTCKON AuHun. O
cTaTyce npouecca CBUMAETENbCTBYEeT 06paTHbii Talmep (B ctonbue «COCTOAHME SIMHUWY),
CUrHaNM3UpYOWMn 06 ocTaBWEMCA BPEMEHM TecTa. Henb3a 3anycTUTb TECT OAHOBPEMEHHO Ha
HECKO/IbKUX NuHMAX. [MpogonxutenbHoctb Tecta — 80 cekyHa. Ha Bpema TecTa aboHEHTCKUIA
KOMIM/IEKT B/I0KMpPyeTCA — COBEPLUATh M MPUHUMMATbL 3BOHKM BYAEeT HEBO3MOKHO.

NuHnA

1

NokaneHeli WecTekaeT Anpec CocToAHNE YAaneHHBI CocToAHIe YaaneHHeI TecT
PervcTtpauma CocToAHNE AMHNN . =
HoOMep Hepes cepEepa EEIZOBA 1 AGOHeHT 1 ELI3OBA 2 AGOHeHT 2 AUHUN

20000 EcTe 000612 182.168.16.250 TecTHpoeaHKe (75)

Mo OKOH4YaHWUM TecTa pPe3ynbTaT MOXHO NOCMOTPETb, HAaXaB HA KHOMKY ... B CTO}'I6LI,e «Tect
NAnHUNY». Pe3ynbTaT NpeacTaBafeTca B Buae Ta6J1VILI,bI N COAEPHKUT Cneayrouine gaHHbIE:

[ata Tecta

MocToAHHOE CTOPOHHEe HanpaxeHne Ha nposoae A(TIP)
MocToAHHOE CTOPOHHEEe HanpAaxeHue Ha nposose B(RING)
MNepemeHHOe CTOPOHHee HanpaxeHue Ha nposoae A(TIP)
MNepemeHHOe CTOPOHHee HanpaXeHue Ha nposose B(RING)
Hanps»eHne nuTaHMa AMHUK

MonepeyHbl TOK (TOK B INHUK)
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MpoaonbHbIM TOK (TOK yTeuKn)

ConpoTtusnexme mexay nposogamu A(TIP) n B(RING)
ConpoTtusneHue mexay nposogom A(TIP) n semnéi
ConpoTtusnexme mexay nposogom B(RING) v semnén
EmkocTb mexay nposogamu A(TIP) n B(RING)
EmkocTb mexkay nposogom A(TIP) n 3emnéii

EmkocTb mexay nposogom B(RING) n semnéin

Mpumep pesynbraTa TecTa AMHUK 1:

Pesynetat Tecta: JIMHUA 1

Hara TecTa 14:13:02 24.03.2017

MocToAHHOE cTOpoHHES HanpAeHWe Ha npoeoge A (TIP) -0.080160 B
MocToAHHE cTOpOHHES HanpAweHWe Ha npoeone B (RING)  -0.048231B
MepemeHHoe CTOPOHHER HanpA¥eHNe Ha npoBoge A (TIP) 0.027222 B

MepemerHoe cTopoHHes HanpAxeHe Ha npoeoge B (RING)  0.043%67 B

HanpAmeHue NUTaHWA NAHAK

Monepeyrsii Tok

MpogonsHeIt Tok

ConpoTueneHue mexgy npoecgamu A (TIP) u B (RING)
Conpotuenerue mexay npoeagom A (TIP) u 3emnéit

Conpotuenexue mexay npoeogom B (RING) u semnéit

53497482 B

0.769864 mA

-1.435697 mA

499453064 kOm

370.952515 kOm

398.127106 kOm

EmkocTe mexay npoecgami A (TIP) u B (RING) 50 HD
EmkocTs meway npoeogom A (TIP) u aemnéi 50 HD
Crg == EmkocTe mexgy npoeogom B (RING) u semngit 50 KO
Wl YoanMTe X 3aKpeme
Mod mabauueli MoHUMOpUH2a _abOHEeHMCKUX KOMIIIEeKmMOo8 HAX00amcs _ KHOMKU _ 0sA

MpuUHyOumesanbHOU peaucmpauyuu uau OmmMeHsbl pe2ucmpayuu 8bl6paHHbIX AUHUU.

MoHumopuH2 2pynn esl308a

Vms epynnbl — Ha3BaHMe rpynnbl BbI30Ba;

CocmosiHue — COCTOsIHME TPynnbl BbI30BA: BK/OYEHA UM BbIK/TIOYEHa;

Homep menegpoHa — Homep TenedoHa, 3aKpenneHHbI 3a rpynnoi Bbi30Ba;

CriucoK AuHUl — CMUCOK IMHWIA (NOPTOB), KOTOPbIE BXOAAT B rpynny;

Pezucmpayus — cocTosHMe perucrTpaumm tenedoHHOro HoMepa rpynnbl Ha MPOKCU-CepBepE:

— OmknioyeHa — GYHKLMA peructpaummn Ha SIP-cepBepe BbIK/OUYEHa B HAacCTPOMKax mpogus
SIP;

— OwubKa — npoueaypa PerncTpauumn 3akoHYMAaCh Heyaaden.

— BbinosHeHa — npoueaypa perncTpaumm Ha SIP-cepsepe BbINOAHEHA YCNELIHO.

Mcmekaem yepe3 — Bpema 40 UCTeYEHMA PerucTpaumm rpynnbl Bbi3oBa Ha SIP-cepsepe.
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e Adpec cepsepa — afpec cepBepa, Ha KOTOPOM MOC/AeAHWUI pas MpoL/ia pernctpaumto rpynna
BbI30Ba.

MoHumopuHz IMS

MoHuTOpMHT |IMS NOKasblBaeT COCTOAHME HEKOTOPbIX YCAYr (AKTMBMPOBaHa MM HE aKTMBMPOBAHA)

Ha Ka)KAOIZ aboHeHTCKOM JIMHUN, Npn YCNOBUU YTO Ha 3TOM NINHUK pa3peweHo yaaneHHoe ynpasaeHumne C

cep

Bepa IMS (IP Multimedia Subsystem).

e YnpasneHue c¢ IMS — nNOKa3blBaeT, BK/OYEHO WM HET yAaneHHOe YMpaB/ieHue YyCyramu
aboHeHTCKOM NnHMKM c cepsepa IMS (HacTpauBaeTca B npodune SIP, cm. 2.7.3.3 MNoameHto
«Mpodunn»);

o  TPEXCMOPOHHAA KOHhepeHUus — NOKa3bIBAET, NpULLIA UAN HET KOMaHAA HA aKTMBALMIO YCAYTM
«TPEXCTOPOHHAA KOHpepeHLUma» ¢ cepaepa IMS;

e YOepxcaHue 8bI308a — NOKa3bIBaET, NPULLIA UAN HET KOMAHAA Ha aKTUBALMIO yCayrn «YaeprkaHue
Bbl30Ba» c cepsepa IMS;

o OudaHue 8bI308a — NOKa3bIBaeT, NPULLAA MW HET KOMAHAA Ha aKTMBaLMIO ycayrm «OxugaHve
Bbl30Ba» € cepsepa IMS;

e [0OpA4Yaa AUHUA — NOKA3bIBAET, NPULLNA UAM HET KOMaHAA Ha aKTUBALMIO yCayrn «lopavaa ANHUA»
c cepsepa IMS;

e Homep 2opa4veli nuHUU — NOKa3blBaeT Homep TesnedoHa ana ycayrm «fopayaa AMHMA» B KOMAHAE
aKTMBaLuK OT cepsepa IMS;

e Talimaym eopaveli nuHUU, ¢ — NOKa3blBaeT TaMmayT Habopa ana ycnyrm «lfopsyaa nuMHUA» B
KOMaHAe aKTMBaLuu oT cepsepa IMS;

o Uma ycnyau «llepedaya 8bi308a» - NOKa3blBaeT 3a4aHHOE UMA ycayru «lNepenaya Bbl3oBa».

' —ycnyra akTUBUPOBaAHa;
¥ —ycnyra He aKTMBMPOBaHa.

2.8.3 [MoomeHro «Ethernet-nopmeol»

B nogmeHto «Ethernet-nopTbi» BbiNoAHAETCA NPOCMOTp cocTonaHuA Ethernet-nopTos ycTpoiicTsa.

CocTogaHue Ethernet-nopTos

Mopt Mogknwyenne CrkopocTe Pexum MepenaHo MpuHATO
WAN Bkn 1000 MGuT/C Full-duplex 27.4 MGaiT (28 748 564 GaiT) 2.4 rganT (2 551 509 812 GainT)
LAM 1 Bbikn

LAN 2 Belkn
LAMN 3 Belkn

LAN 4 Beikn

Z OOHOBUTBL
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CocmosHue Ethernet-nopmos

llopm — Ha3BaHMe nopTa:

— WAN — nopTt BHeLHeM ceTy;
— LAN 0..3 — nopT noKanbHOM ceTu.

e [loOKnto4YeHUe — COCTOAHUE NOAKNHOYEHNA K JaHHOMY NOPTY:

— BKn. — K NOPTY NOAKNOYEHO CETEBOE YCTPOMCTBO (IMHK aKTUBEH);
— BblKa. — K NOPTY He NOAKNOYEHO CETEBOE YCTPOWCTBO (IMHK HE aKTUBEH).

e CKOpocmb — CKOPOCTb MOAKAHOYEHUS BHELWHero ceTeBoro ycrpolctea K nopty (10/100/1000

M6éut/c);
o Pexcum — pexkum nepeaadn AaHHbIX:

— Full-duplex — nonHbIlt gynnekc;
— Half-duplex — nonyaynnekc;

o [lepedaHO — KONMYECTBO NepeaaHHbIX 6aliT c NopTa;

o [IpUHAMO— KONNYECTBO NPUHATLIX BAUT NOPTOM.

Ons  nonydeHma TeKkywein uHPopmaumm o coctoaHuMM Ethernet-noptoB HaxkmuTe

«OBHOBUTbY.

2.8.4 [ModmeHro «Wi-Fi»

KHOMKY

B nogmeHio «Wi-Fi» ocywectensetca npocMoTp MHGOPMaUMM O MNOAKNOUYEHHbIX KAMEHTaxX K

6ecnpoBoaHoi Touke goctyna Wi-Fi.

CocToaHune Wi-Fi (2.4 TTwy)

CTatyc Brikn

®

MmA ceTu (SSID)

Howmep kaHana

N

CocTogaHune Wi-Fi (5 TTu)

CTatyc Brikn
MmA ceTu (SSID)

Homep kaHana

Cnucok NogKNHoUYEHHbIX KIMEHTOB

MAC- Uma IP- YpoBeHb Bpems
SsID OunanaszoH
agpec KNMEHTa agpec  cWrHana NogKNKYeHUA

Z OGHOBHUTb
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CocmosHue Wi-Fi

e Cmamyc — coctoaHune cetn Wi-Fi:

— BbiKn. — cetb Wi-Fi BbIKNtOYEHa;
— BKn. — cetb Wi-Fi BK/toueHa.

e Umsa cemu (SSID) — ums Toukmn goctyna Wi-Fi B COOTBETCTBYIOLLEM AMaNa30He YacToT;

[ Homep KaHanaa — TEKYLLI,VIVI HOMEpP KaHana, MCﬂOﬂb3yeMbIVI TOYKOM AO0CTyna B COOTBETCTBYHOLWLEM
Anana3soHe 4acToT.

CrucoK nodKAYeHHbIX KAUEHMOos

e MAC-aopec — MAC-aapec KNMeHTa, KOTOPbIM NOAKAYEH K ycTpoincTBy no cetu Wi-Fi;
e SSID — MMA TOYKM AOCTYNA, K KOTOPOW NOAKIOYEH KANEHT;

e |P-a0pec — IP-agpec, Ha3HAYEHHbIN KINEHTY;

e YposeHb cu2HAAAG — YPOBEHb CUTHANA OT K/INEHTQ;

e /luana3oH — AMana3oH 4acToT, B KOTOPOM NOAKAIOUYEH KANEHT (2.4 nan 5 Mu);

e Bpemsa MOOKA0YeHUs — BpemAa NoAKNHYEHNA KNIMEeHTA K TOYKE A0CTyna.

Ona nonyyeHna Tekywen uHpopmaumm o  noAaxatoHeHHbiX Wi-Fi-KnMeHTax HasKMute KHOMKY
«OBHOBUTbLY.

2.8.5 [loomeHto «DHCP»

B noameHio «DHCP» MOXHO MOCMOTPETb CMMUCOK NoakntouyeHHbix K LAN (WLAN)-uHTepdelicy
CeTeBbIX YCTPOMCTB, KOTOPbIM 6blIM Ha3HayeHbl IP-aapeca nokanbHbiM DHCP-cepBepom, a TakKe Bpems
00 ncteyeHmna apeHabl IP-agpeca.

Cnucok DHCP-knueHTOB

MAC-agpec Mma knneHTa IP-agpec Bpemsa 0o UCTEYEHWA apeHak]

®

< OGHOBMTBE

N

AKmusHbie DHCP-apeHObi

e MAC-adpec — MAC-agpec NogKAo4eHHOro YCTPOMCTBA;

e  VImMA KnueHmMa — ceteBoe UMA NOAKAOYEHHOTO yCTpOVICTBa,'

IP-adpec — IP-agpec, Ha3HAYEHHbIN KANEHTY U3 Ny/la a4pecos;

e Bpemsa 0o ucmeyveHusa apeHObl — CPOK, Yepe3 KOTOPbI UCTEKAeT apeHaa BblaeNeHHOoro aapeca.

Ona nonyyeHns Tekylwen nHbopmaunm o DHCP-kKAneHTax Haxkmmute KHonKy «OGHOBUTbY.
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2.8.6 [MoomeHro «ARP»

B noameHto «ARP» BbinonHserca npocmoTp ARP-tabnuubl. B ARP-Tabnuue copep:utcs
nHbopmaumsa o cooTsetcTBuM IP- 1 MAC- agpecoB cocegHUX CETEBbIX YCTPOMCTB.

ARP-tabnunua

IP-agpec MAC-agpec WMA KNueHTa WHTepdeic
@&

192165181 ASF9 4B 80ET00 WAN
i
,

ARP-mabauya

e |P-adpec — IP-agpec yCcTpoICTBa;
o MAC-adpec — MAC-agpec yCTpOMnCTBa;
o VIMA KnueHMa — ceTeBoe MM NOLKAOYEHHOIO YCTPOMCTBA;

o VHmepdgelic — uHTepdelic, co CTOPOHbI KOTOPOro akTMBHO ycTponcteo: WAN, LAN, Bridge.

[na nonyyeHns Tekyllein MHGopmaunmn HaxkmuTe KHonKy «OBHOBUTLY.

2.8.7 [ModmeHto «Ycmpoiicmeo»

B nogmeHio «YCTpoicTBO» NpuBeaeHa obwan nHdbopmauma ob ycTpoicTee.

WHdpopmaums ob ycTpolicTee
Mapenue RG-2404G-W
Bepcua MO 1.14.1.527
3aeogckon MAC-agpec ABF9-4B8:11:34:43
CepuiHei Homep W123000062
CUCTEMHOE BPEMA 10:18:33 24.03.2017
Bpema pabote 0 oH, 03:27:56

UHdopmauyus 06 ycmpolicmee

e M30enue — HaMMeHoOBaHME MOAENN YCTPOICTBA;
e Bepcusa M0 — Bepcus NporpaMmmHoro obecneyeHus ycTpomcTea;

e 3asodckoli MAC-adpec — MAC-agpec WAN-uHTepdeiica ycTpomncTBa, YCTaHOB/EHHbIA 3aBOAOM-
N3roToBUTENEM;

e CepuliHbili HOMep — CEPUNHBIN HOMEP YCTPOMCTBA, YCTAaHOB/IEHHbI 3aBO40M-U3rOTOBUTENEM.

e CucmemHoe 8pemMA — Tekyulme BpemMa U Aata, YCTaHOBJ/IEHHbIE B CUCTEME,
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e Bpema pabomel — Bpems paboTbl C MOMEHTA MOCAEAHEro BKAOYEHUA WAM Nepesarpysku
yCTpoicTBa.

2.8.8 [loomeHro «Conntrack»

B nogmeHio «Conntrack» 0To6pa>+(ar0Tcs| TEKYLWME aKTUBHbIE CeTEBbIE COeANHEHUNA YCTDOﬁCTBa.

Bbisog akTuBHeIX ceccuit NAT

YWUENO aKTHBHBIX COEANHEHIIA ]

®

YUCNo NokasaHHLIX CoeauHeHnn 8

# Cnucok coeguHeHuin
7
I'IIJOTOKOH A.npec HUCTOYHUKA A.npec HaZHA4YeHHA Taﬁmayr
TCP 102 168.27 128:3053 192.168.16.48:80 4 aH 234 59 mMuH 59 cex
uopP 192 168 18 485060 192 168 0 200°5060 20 cex
UDP 102 168.18.24.137 192.168.18.255.137 20 cex
IGMP 192 1686 01 224001 9 MUH 32 cek
IGMP 102.0.21 224.0.01 9 MWH 31 cek
IGMP 19216811 224.0.0.1 9 MKH 31 cex
UNKNOWN 192.1658.16.20 2240018 9 MWH 59 cek

TCP

192.168.27.128:3050

192.168.18.48:80

9cek

Z OGHOBHTE

Bbisod akmusHbix cecculi NAT

e Yucno akmusHsbix coeduHeHuli — 06Lu,ee KOJ/INYECTBO aKTUBHbIX CETEBbIX COG,CI,VIHEHMVI;

e Yucsno NoKaszaHHbIX coeOuHeHUli — KONNYecTBO CoeamMHEeHWN, BbiBedeHHbIX B WEB-uHTepdeiic.
YT0bbl He CHWMKaTb Npou3BOAUTENbHOCTb paboTbl WEB-MHTepdeiica, mMaKkcMmasnbHOE YMUCIo
MOKa3aHHbIX COeAMHEHUI orpaHuyeHo 3HadeHnem 1024. OcTafnbHble COEAMHEHUA MOXKHO
MOCMOTPETb Yepes KOMaHAHYO KOHCOb YCTPOWCTBa (KomaHaa cat /proc/net/nf _conntrack).

Cniucok coeduHeHul

e [1pOmMoOKOs1 — NPOTOKO/, MO KOTOPOMY YCTAHOB/IEHO COEAUHEHMUE;
e Adpec ucmoyHuka — IP-agpec U Homep NopPTa UHULMATOPA COeANHEHMUS;
e Adpec HazHayeHus — IP-agpec U HoMep NopTa agpecaTa CoeauHEHUs;

o Tadlwaym — nepuopa spemeHn A0 YHUUTOXKEHNA coeanHeEHNA.

[nA nonyyeHnn Tekylein MHGOPMaL MU HaxKMUTE KHOMKY « OBHOBUTL Y.

2.8.9 [lModmeHro «Mapwpymusayus»

B nogmeHto « MapLpyTusaumsa» oTobpaykaeTcs Tabanua mapLipyTMsaumm ycTponcTea.
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2]

N

Tabnuua mapwpyTusaums

Appecar Linwos Macka ®narn MeTpuka OG6paweHna OGHapyxeHWA WHTepdeic
192168180 00.00 2552552550 U 0 0 0 eth1
192.166.1.0 0.000 2552552550 U 0 0 0 br0
172.20.0.0 192168181 2552552550 UG 0 0 0 eth1
10.100.101.0 192.168.18.1 2552552550 UG 0 0 0 eth1
172.16.0.0 192168181 2552552520 UG 0 0 0 eth1
192.165.0.0 192.168.181 25525500 UG 0 0 0 eth1
0.0.0.0 192168181 0.0.00 UG 0 0 0 eth1

Z OOHOBHUTHL

Adpecam — IP-agpec xocTa Uan NoACETU Ha3HAYEHUS, A0 KOTOPbIX YCTAHOB/IEH MapLLPYT;
LLino3 — IP-aapec Wwnt3a, Yepes KOTOPbI OCYLLLECTB/IAETCA BbIXO Ha adpecaTa;
Macka nodcemu — macKa noaceTy;

®rgeu —  onpefeneHHble XapaKTePUCTMKM AaHHoro mapupyta. CyllecTByloT crieaylolime
3HayeHua Pna2o8:

U - yKa3bIBaeT, YTO MapLUpPYT CO34aH U ABNAETCA MPOXOANMBIM;

H - yKa3biBaeT Ha MapLpyT K onpegeneHHOM y3ny;

G - yKasblBaeT, YTO MapLpyT npoJseraet yepe3 BHewHun wno3. CeteBol MHTepdeic
CUCTEMbI MPeAOoCTaBAAET MApLPYTbl B CETUM C NPAMbIM MNoAKAOYeHMeM. Bce npoune
MapLUpyTbl MPOXOAAT Yepe3 BHelwHWe wWto3bl. dnarom G OTMEYATCA BCE MapLUpyThl,
KpOMe MapLUPYyTOB B CETU C NPSAMbIM NOAKAOYEHMEM;

R - yKasbiBaeT, 4TO MapLipyT, cKopee Bcero, Hbin CO34aH AMHAMMUYECKMM MPOTOKO/NOM
MapLupyTM3aummn, paboTaoWwmum Ha NOKaNbHOW CUCTEME, MOCPeACTBOM NapameTpa reinstate;
D - yKasbiBaeT, 4To MapwpyT 6bin gobaBneH B pesynbTaTe MOJYyYeHMA CoobLLeHUA
nepeHanpasneHus ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe us
coobuweHns ICMP Redirect, mapwpyT BKAtoYaeTca B Tabauvuy MaplpyTusaumm, 4tobbl
WCKNOYNTb NepeHanpasiaeHne A/ NOoCAefylowmX NaKeToB, MpefHa3HAYeHHbIX TOMY Ke
afapecaty. Takme mapLpyTbl oTMeYeHbl pnarom D;

M - yKa3blBaeT, YTO MapLIPYT NOABEPrCA U3MEHEHWUIO - BEPOATHO, B pe3ysbTate paboTbl
ONHAMMWYECKOro MNPOTOKO/Ia MapLIpyTU3aUMM HA JIOKANbHOM CUCTEME U NPUMEHEHMUA
napameTpa mod;

A - yKasblBaeT Ha 6ydepr30BaHHbIA MapLIPYT, KOTOPOMY COOTBETCTBYET 3amnuch B Tabauue
ARP.

C - yKa3bIBAET, YTO UCTOYHMKOM MapLIPYTa ABNAETCA bydep mapLupyTM3aumnmn aapa;

L - yKa3bIBaeT, 4TO NMYHKTOM Ha3Ha4yeHMA MapLupyTa ABAAETCA OAWH M3 afpecoB AAHHOrO
KomnbloTepa. TaKMe «JIOKajbHble  MapLpyTbl»  CYLWECTBYIOT To/AbKo B  bydepe
MapLpyTU3aLumm;

B - yKa3blBaeT, YTO KOHEYHbIM MYHKTOM MapLUpyTa ABAAETCA LIMPOKOBELLATENbHbIN aapec.
TaKue «WMpoKoBeLaTeIbHble MapLLpPYTbI» CYLLECTBYIOT TO/IbKO B bydepe mapLupyTusaumu;

| - yKa3blBaeT, YTO MapLUPYT CBA3aH C KosbuesbiM (loopback) nHtepdeicom c Lenbto MHoM,
Hexenn obpalleHne K KonbLeBoli ceTW. TakuMe «BHYTPEHHME MapLUpYTbl» CyLLeCcTBYOT
TONbKO B Bydepe mapLupyTusaumu;
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— | - yKasblBaeT, YTo AelTarpammbl, Hanpasasemble No 3ToOMy agpecy, byayT oTBepraTbcA
CUCTEMOM;

e Mempuka — onpegenser «CTOMMOCTb» Maplupyta. MeTpuKa WCNonb3yeTca ANA COPTUPOBKM
Ay6MpyoLWMX MapLIpPyTOB, €CN TaKOBbIe NPUCYTCTBYIOT B Tabamue;

e Ob6paujeHus — 3apUKCMPOBAHHOE YMC/I0 0BpaLLEHMIA K MapLIPyTy C LEeNblo Co34aHuUA CoeaAnHEHNA
(He ucnonbayetcs B cucteme);

o O6HApyM#EeHUA —YNCN0 OBHAPYKEHWUIA MapLIPYTa, BbIMOJHEHHbIX MPOTOKO/IOM IP;

e UHmepgpelic — nma ceTeBoro nHTepdeica, Yyepes KOTopbIN NposieraeT AaHHbIN MapLIpyT.

Onsa nonyyeHua Tekylwen MHGopmaLmm HaxkmuTe KHonky « OBHOBUTb».

2.8.10 ModmeHro «Acmopus ebi30808»

B noameHio «MCTOpVIFl BbI30BOB» MOXHO MNPOCMOTPETb CMUCOK COBepPLUEHHbIX Teneq)OHHbIX
BbI30OBOB, a TaKXe CBOAHYIO MHd)OpMaLI,MIO No Ka*Xa0omy Bbi30BY.

B onepaTMBHOI NaMATU YCTPOMCTBA MOXKHO COXpaHnUTb A0 10 000 3anuceit 0 coBepLUEeHHbIX BbI30BaXx.
Mpu Konmuyecte 3anunceit 6onee 10 000 camble cTapble (BBepXy Tabauupl) yAansaoTcs, U B KoHel, daitna

,[],O6aBJ'I‘r'HOTCH HOBbIlE.

3anucb CTaTUCTUKM B KypHaJie BbI30OBOB HE BeAETCA NP HYJ1eBOM pa3mepe UCTOPUM.

OunbTp (NokazaTh)

IMb NapaMempsi Ucmopu.

" . IP-agpec Bpems Bpems
NokaneHel  YOaneHHbIN AP . P P OnuTeneHocTe CocTofHMe Tun NepenaHo MMepepado [puHATO [pHHATE
# JIMHKA ECTPEYHOM MNOCTYNMEHWA Hadana _ -
HOMep HoMep pasroBopa BLI3OBA BLI3OEa  MaKeToB GanT naketoce Gaur
CTOPOHEI BbI30Ba pasroeopa
1 1 001 - - 04:16:56 - - local BXOAAWMA 0 0 0 0
04.01.1970
2 2 ooz - - 04:19:30 - - local BXOAAWMA O 0 0 0
04.01.1970

20 Y 3anuced Ha cTpaHMLE

CTpaHuua 1 u3 1

OnucaHne nonen TabanLbl «KNICTOPUA BbISOBOBY:

e #-NopAAKOBbLIA HOMEp 3anucK B Tabauue;
e JIuHUA — HOMep abOHEHTCKOro NopTa yCTPOMCTBa;
e JIoKanbHbIli HoMep — HoMep abOHEeHTa, 3aKpenneHHbIV 3a AaHHbIM aBOHEHTCKUM NOPTOM;

e YO0aneHHbili HOMep — HOMEp yAaNeHHOro aboHEHTa, C KOTOPbIM ObINI0 YCTaHOBNEHO TesiepOoHHOe
coeauHeHue;

e IP-adpec scmpeyHoli cmopoHsb! — IP-aapec yaaneHHoro aboHeHTa, C KOTOPbIM 6bIN0 YCTaHOBAEHO
TenepoHHoOe coeanHEHME;

e Bpema nocmynaeHUA 8bi308a — BPeMA U AaTa I'IOCTyI'Iﬂ(-Z‘HMH/COBepLLIeHVIﬂ Bbl30Ba;
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e Bpema Ha4ana pas2osopd — Bpems 1 AaTta Havyana pasrosopa;
e [lnumensHOCMb Pa32080pd — ANIUTENIbHOCTb PAa3roBOPa B CEKYHAAX;

o CocmosHue 8bI13080 — NPOMEKYTOYHOE COCTOAHME IMBO NPMYMHA 3aBEPLUEHMS BbI30BA, ONUCaHKE
CTaHOBMWTCA AOCTYMHbIM MPU HaBeAEHUN KYpcopa Ha 3aMMCb COCTOAHUA BbI30Ba;

e Tun 8b/13084 — TN BbI30BA: UCXOASALWMNA NN BXOAALLNN;

e [lepedaHo nakemoe — KonnyecTso nepeaaHHbIX RTP-nakeToB 3a Bpems pa3roBopa;
e [lepedaHo 6alim — KoNN4YeCcTBO NepeaaHHbIX 6aiT 3a Bpems pas3roBopa;

e [IpuHAMO nakemoes — KOANYECTBO NPUHATLIX RTP-NnakeToB 3a Bpems pasroBopa;

e [lpuHamo 6alim — KOIMYECTBO NPUHATLIX bAlT 33 Bpemsa pas3rosopa.

B TabnuMue UCTOPMM 3BOHKOB MOXKHO Mpoun3BecT oTbop 3anuncei No pas/iMYHbIM NapameTpam ANs
3TOr0 Ha)KmuTe CCblIky «dOunbTp (NoKasatb)». OUAbTPALUA MOMKET NPOU3BOAUTLCA MO HOMepy
abOHEHTCKON NNHWUK, IOKA/IbHOMY WM yAaseHHOMY HoMepy, IP-agpecy BCTPEYHOW CTOPOHbLI, BPeMEHU
MOCTYN/IEHNs BbI30BA, BPEMEHW Hayasa pPas3roBopa, COCTOSHUIO Bbi30Ba WM TUMY 3BOHKA. OnwucaHue
napameTpoB GpMAbTPALUKN YKA3aHO B ONMCAHUM Noaen TabmLbl NCTOPUN BbI3SOBOB BbILLE.

Bpemsa nocmynneHusa evizoea om/d0 wnn Bpems Hauana pazeosopa om/00 — BPEMEHHbIE PaMKM
MOCTyNAeHUA/coBepLIeHUs BbI30Ba UM Hadvasia pa3rosopa B popmaTe «H4:MM:CC A.MM.ITIT»,

[Nna CKpbITMA HACTPOMKM NapameTpoB GUAbTPauuM 3anucei B Tabauue HaxKMWUTE Ha CCbUIKY
®dunbmp «CKpbimb».

[Nna HacTpoWKM NapameTpoB WMCTOPUM 3BOHKOB Ha)KMWUTE Ha CCbiIKy «HacTpouTb napameTpbl

nctopun BbI30BOBY». MMoApobHOE onmucaHue HACTPOMKM MapameTpoB NpuBeaeHO B paspene lMoameHto
«McTopmAa BbI30BOBY.

H o o
MpK HaXKaTUKN HA KHOMKY npousoinaeT nepexoa K Tabauue, HauMHas ¢ NepBOM 3anucu.

£ o o o
Mpy HaxaTuM Ha KHOMKY nponsonaeTr nepexon K npegbiayuwien crtpaHuue C Ta6!'IVILJ,EM
MUCTOPUN BbI3OBOB.

’ . . o
Mpwn HaXKaTMKU HA KHOMKY npon3onaeT nepexoa K cneagyrouen ctpaHuue C Ta6nmu,ev1 ncropuun
BblI30OBOB.

4 o o
Mpun HaXaTUM HA KHOMNKY nponsonaeT nepexon K Ta6nmu,e, 3aKaH4YMnBaA nocnegHewn 3anuncblo.

CenekTop «3anucelt Ha CTpaHMLE» MO3BONSET HACTPOUTb KOJIMYECTBO BbIBOAMMbBIX 3anucei
Tabanupbl Ha 0gHOM CTpaHULe.

Mpumep HacmpoUliku

e [Mopgkntoumte MK K ogHomy 13 LAN-NOpTOB YCTPOMCTBA, NPOBOA OT CETU NpoBanaepa NOAKAOUUTE
K nopty WAN;

e B apapecHoli cTpoke 6paysepa seeauTe IP-aapec wnto3a (no ymonyaHuio 192.168.1.1);
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|_|pl/1 ycnewHoOm noAKAHYEHUN K YCTpOﬁCTBy noABUTCA OKHO C 3anpocom J10rMHa WM nNaponA.

YKarute JloeuH —admin, Naponb — password. HaxkmuTte KHOMKy «BoinTtn».

Eltex RG-2402G-W

BoiTh

Ecan 3TO OKHO He NoABWAOCH, yﬁeAMTECb, 4YTO B HaCTpOﬁKaX ceTeBOro noakatoveHue Ha sawem MK

YCTAHOB/ZIEHO aBTOMATUYECKOE Nosy4eHne IP-a,u,peca.

B nnuTke «MHTEepHeT» HAcTpamBaeTcs BHelHee coeauHeHue. B none «[poToKon» Bbibepute
NPOTOKO/I, UCMONb3yeMbI BallMM MNOCTAaBLWMKOM YCayr UHTepHeT, U BBeguTe Heobxoaumble
OaHHbIe COMNacHO WHCTPYKUMAM npoBangepa. Ecam gna noakntodeHuma K ceTu nposangepa
NCNO/b3YOTCA CTaTUYECKME HACTPOMKKU, TO B nosie «MpoTOKON» HYXKHO BblbpaTb 3HaYeHue «Static»,
3ano/HUTb nonsa «BHewHui IP-agpec yctpoiictBa», «Macka noacetu», «LLnto3 no ymonyaHuioy,
«MepBuyHbIi  DNS» u  «BTtopmuyHbin DNS» - 3HauyeHMA napameTpoB NpPeaoCcTaBAAKTCA

nposanaepom. na coOXxpaHeHUA N MPUMEHEHMA HACTPOEK HAXKMMUTE KHOMKY e

UHTepHeT nogpoGHee

Peskin paboTel | MaplpyTHIaTop j
MpoTakon | PPPOE j
IMA Nons30BaTENA | LUSEr
Mapanb | sssesesessssssssesens
Service-Mame | internet

BTopoR gocTyn | DHCP j

= -

[0nAa ykazaHWA AONO/IHUTE/IbHbIX NAapamMeTpoB nepeﬁp,MTe B peXnm pacClMpeHHbIX HaCTPOEK, HaXaB

CCbIIKY «noapobHee» (cmoTpuTte pasgen 2.8.1 MoameHto «MHTepHeT»).

Ecnu B cetn Bawero UHTepHeT npoBakgepa ncnosb3yetca npusAska K MAC-agpecy, Haxmute
KHOMKY «noapobHee» B NAnTKe « MIHTepHET» U OTKpolTe nogMeHto «HacTtpolika MAC-agpecos». B
pasgene «Hactpoiika MAC-agpeca WAN» yctaHosuTe dnar «lepeonpegennts MAC» n BBeaute B
none «MAC» MAC-aapec yCTPOICTBa, KOTOPbIM paHee 6bl NoAKAloUYeH K ceTn UHTepHeT. Ecam
6bln1 nogKkntoueH MK, ¢ KOTOpOro NPomM3BOAUTCA B AAHHbIM MOMEHT HAaCTPOMKA YCTPOWCTBA, TO
OO0CTAaTOYHO HaXKaTb HA KHOMKY «Ka0HUposame», 4Tobbl HasHauuTb W03y MAC-agpec Bawero MK.
OnAa coxpaHeHWAa U NPUMEHEHUA HaCTPOeK HaXKMUTE KHOMKY «[TpuMeHUTb».

HacTpoika MAC-agpeca WAN

MepeonpegeniTs MAC

MAC =

A -
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Ecnn RG-2400/RG-4400 6yneT MCnonb30BaTbCA B KavecTBe 5-MOPTOBOro KOMMYyTatopa, B MAMTKe
«NHTepHeT» BbIbepuTe 3HauveHWe nona «Pexum pabotel» Mocm. B none «IP-agpec» yKaxuTte agpec,
KOTOpPbIA ByAeT HasHauyeH YCTPOMCTBY ANA AOCTyna K Hemy. BeeguTe macky noaceTtv (Mo ymonyaHuio
255.255.255.0) 1 npy HeEobXoAMMOCTM W03 MO YyMon4YaHuio n agpec DNS-cepsepa. Ons coxpaHeHUa U

npumeHeHnA HaCTpPpoeK HaXXMUTE KHOMKY .

WUHtepHeT nogpoGHee
Pesn paBoTel | MocT j
MpoTokon | Static j

|P-anpec | 182.168.1.2

hWacka NOACETM | 25325523550
LUnw3s no yrondanxe | 192 16811
MepeuqHER DMS | 19216811

BTOpM4HEIR DS
,

B pexume Mocm wno3 He byaeT aBTOMaTU4yecku BblgaBaTb IP-agpeca no npotokony DHCP
YCTPOMCTBAM, NOAKAOYEHHbIM K MHTepdelicy LAN.

— B nauTke «IP-TenedoHun» BbinoAHAETCA BbiCTpan HACTPOKa abOHEHTCKMX ANHUIA Ana paboTbl No
npoTtokony SIP. Ana 3toro Bbibepute BKAAAKY «/IMHMA» C HOMEPOM JIMHUW, KOTOPYIO HEO6XoAMMO
HacTpouTb. OTMeTbTE NYHKT «BKAOYNTLY», BBEAUTE HOMep TenedoHa, KOTopbln ByaeT Ha AaHHOW UHMUMK,
JIOTWH M Naponb ANA aBTopu3aumm Ha SIP-cepsepe. 1A COXpaHEHUA U NPUMEHEHMNA HACTPOEK HaXKMUTe

KHOMKY .

IP-TenedroHuna nogpoGHee
MMHMA 0 NUHMA 1 MMHMA 2 NMHKMA 3 SIP

BKNKYUTE
Homep | 902
Noruu | 20007

Naponb | =ssees

TaKum e 06pa3om HacTpoKTe OCTasibHble aDOHEHTCKME IMHUKN B APYTUX BKNALAKAX «JTUHUAY.

e Bbibepute BKNaaKy «SIP» B nantke «IP-tenedoHma» ana HacTpoiku napameTtpos SIP. YKkaxkute IP-
agpec wam pgomeHHoe wmms SIP-cepBepa M cepBepa perucTpauuu (npu HeobxoZumocTu) B
COOTBETCTBYIOLWMX NoNAxX. Ecan Ha cepBepax UCMOAb3YOTCA HOMepa NOPTOB, OTAMYHble oT 5060, To
yepes ABOETOYME YKAXKMTE asibTepHaTMBHble NopTbl. YKaxute SIP gomeH npu HeoBXoAMMOCTMU.
YcTaHoBuTe ¢nar «Peructpauma», ecnm ana pabotol TenedoHun Heobxoguma perucrTpaums
aboHeHTOB Ha SIP-cepBepe (06bl4HO, pernctpauma Heobxoanma). s COXpaHeHUA U NPUMEHEHUA

v
HaCTpoOeK HaXXMuUte KHOMKY .
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IP-tenedoHns noapoGHee

Mena 0 NMuavAa 1 Nuena 2 Nvana 3 SIP

MCMOMNB3YETCA HECKOMBKO MPOMUIEN, HACTPOMKN
[OCTYAHE TONBKO YEPes CTPaHMLY PACLUMPEHHBIX
HaCTpOEK

[nAa ykaszaHnA AON0/IHUTE/IbHbIX NAapamMeTpoB nepeﬁp,MTe B peXnm paClMpeHHbIX HAaCTPOEK, HaXaB

CCbINKY «noapobHee» (cmoTpuTe pasgen 2.7.3 MeHio «IP-TenedoHuaA»).

B nantke «Wi-Fi» HacTpamsatotca napametpol cetu Wi-Fi. Boibepute HEe0b6X04MMbIM YAaCTOTHbIM
AuanasoH 2.4y, nan 5MTu. Ona srkaodeHusa cetn Wi-Fi yctaHosuTe ¢dnar «Bratoumts Wi-Fi». B
none «SSID» 3agaetca MmA ToukuM goctyna. MNpu Bbibope pexmma 6HesonacHoctn «off» ans
nogxntoveHus K cetm Wi-Fi He byaeTt TpeboBaTbca KoY goctyna. [Ana Toro 4tobbl OrpaHUYnTb
poctyn K cetn Wi-Fi B none «Pexum 6esonacHoctu» Bblbepute «WEP», « WPA» nnm « WPA2» n
YKaXKMTe KAtoYd, KOTopbIi ByaeT MCno/b30BaTbCA A4NA NOAKAOYEHMA K ceTW. JanHa Katova ans WEP
J0/1XKHa 6b1Tb 5 Man 13 cumsonos, ans WPA n WPA2 — ot 8 ao 64 cumsonos. YTobbl caenatb Wi-Fi
ceTb Haubonee 3aWMWEHHOW ucnonb3ynte pexum WPA unm WPA2. [Ons coxpaHeHua WU

npUMeHeHNA HaCTPOEeK HaXXMUTe KHOMKY .

Wi-Fi noapoGHee
241TTy 5Ty

BkntounTh Wi-Fi
S8ID | ElexWiFi
PexuM GesonacHocTH | WPA/WPAZ v

Knioy WPA | hgEfg3tu

= -

CyIJJ,eCTBYET BO3MOXHOCTb MCMNO/Ib30BaTb OAHOBPEMEHHO JABa Auana3oHa 4YacTtoT. [nAa 3Toro

HaCTpoWTe aHaNorMYHbiM 06pa3om TOUKY AOCTyNa B APYroi BKAaOKe.

Ona YKa3aHUA OONONTHUTE/IbHbIX MapamMeTpoB nepeﬁp,MTe B peXnm pacClUMpeHHbIX HAaCTPOEK, Ha*KaB

CCbINKY «noapobHee» (cmoTpuTe pasaen 2.7.2.10 NogmeHto « Wi-Fi»).

Ecnn npepgnonaraetca ncnonb3osaHue IP-tenesngeHna — B NAuTKe «IP-TenesuaeHne» oTmeTbTe
NYHKT «Bkaountb IPTV». OnAa BKAOYEHMA BO3MOXKHOCTM nepegaym IPTV notokos no HTTP
OTMeTbTe NYHKT «BkAountb HTTP-npokcu». B none «Mopt HTTP» yKaxkuTe nopT, KoTopblit ByaeT
MCNONb30BaTbCA ANA  MOAK/IIOYEHUA BHELWHUX YCTPOMCTB K fAoKanbHomy HTTP-npokcw.
PekomeHayeTca wucnonb3osatb HTTP-npokcn npu  npocmotpe  IP-TenesmaeHna  4vepes
6ecnpoBoaHyto cetb Wi-Fi (B Uenax yayyweHMa KadecTBa TpaHcaMpyemoro B 3dupe

v
n3obpaxkeHus). Jna coxpaHeHUa U NPUMEHEHUA HACTPOEK HAXKMUTE KHOMKY .
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IP-teneBuaeHue nogpoGHee

BKNiouMTh IPTV

BKNIOYMTE HTTP-
npoKcH

MopT HTTP | 1234
x

Ecnm ana ycnyrm IPTV mucnonbsyetcs oTgenbHbin VLAN, nepeiaute B pexXum pacluMpeHHbIX
HACTPOEK, HaXKaB CCbIIKY «noApobHee» n yKaxkute ID VLAN B cOOTBETCTBYIOLLEM NOE (CMOTpUTE pasaen
2.7.4 MeHto «IP-TenesmaeHue»).
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3 UCNOJ/Ib3OBAHUE AONONHUTE/IbHBIX YCNYT

3.1 Nepepaua Bbi3OBa

Ycnyra nepeaavya BbI30Ba MOXKET BbIMOJIHATLCA /IOKAJIbHO CPeACTBaMM W/t03a MB60 cpescTBamM
B3aMMoZencTaytowero ycrpoictea. Ecnm ycnyra ocywectnsetcs cpefacTBamy B3aMMOZAEMNCTBYIOLWLENO
ycTpoKcTBa, To AocTyn K ycayre «llepefayvya Bbi30Ba» YCTaHAB/AMBAETCA Yepe3 MEHK HACTpoek
aboHeHTCcKoro nopta «IP-menegoHua» -> «Hacmpolika auHuli» nytem Bblbopa 3HadYeHuA «Transmit flash»
B nose «Pexcum ucnone3oeaHus flash». B 3ToOm c/iyyae NOMMKY BbINONHEHMA YCAyrM onpegensert
B3aMMOAENCTBYHOLLEE YCTPOMCTBO.

Mpu BbINOAHEHUU ycnyrn «llepedaya 6bi308a» NOKaNAbHO CPEACTBAMM LW/O3a AOCTYN K Hew
YCTaHaBAMBAETCA Yepe3 MEHI0 HacTpoeK aboHEeHTCKOro nopTta «/P-menegoHusa» -> «Hacmpolika auHul»
nytem Bblbopa 3HaudeHua «Attended calltransfer», «Unattended calltransfer» nuéo «Local calltransfer» B
none «Pexcum ucnonesosaHus flash».

Ycnyra «Attended calltransfer» no3sonsieT BpeMeHHO pa3opBaTb coeAuMHeHue c aboHeHToMm,
Haxo4AWMMCA Ha cBs3M (aboHeHT A), yCTaHOBUTbL coeauHeHue ¢ Apyrum aboHeHTom (aboHeHT C), a 3aTem
BEPHYTbCA K MNpeXHeMy coeanHeHuio 6e3 Habopa Homepa nMbO nepenaTb BbI3OB C OTKAKOYEHMEM
aboHeHTa B.

Ucnonb3soBaHue ycnyrun «Attended calltransfer»:

HaxopgsAcb B COCTOAHUM pa3roBopa C aboHEHTOM A YyCTAHOBWUTb €ro Ha yAep)KaHue C MOMOLLbIO
KopoTKoro ot6os flash (R), goxaaTbcsa curHana «OTBET CTaHUMU» U HabpaTb HoMep aboHeHTa C. Mocne
oTBeTa aboHeHTa C BO3MOKHO BbINOJIHEHWE C/IeAyoWUX onepaymii:

e RO — oTknoyeHMe aboHeHTa, HaxoAALLerocs Ha yAepraHuM, coeguHeHMe C aboHeHTom,
HaXxoAMBLUMMCSA Ha CBA3Y;

e R 1-oTKnoveHne aboHeHTa, HaXoAALWErocA Ha CBA3KN, coeamHeHne C abOHEHTOM, HaxoAMBLIMMCA
Ha yaep>KaHuu;

¢ R 2-—nepeknoyeHne Ha apyroro aboHeHTa (cmeHa aboHeHTa);
e R 3 - KoHbepeHUUs;
e R4 -nepenaya BbI30Ba, YCTAaHAB/IMBAETCA PAa3roBOpHOE coeguHeHMe mexay aboHeHTamu A u C;

e R oT60li — Nnepenaya BbI3OBA, YCTAHAB/IMBAETCA PAa3roBOPHOE COeAMHEHNE MeKay aboHeHTamu A
mC.

Huke Ha pucyHKe npeacTaBaeH anroputm pabotsl yeayrun «Attended calltransfer»:
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ABoHeHT B knager
Tpy6ry (nepesava
BbI308a)

AboHeHT B pazpsigaer

coefuHeHue ¢
aboxenTom A

AboHeHT C

INVITE i
o 100 Trying ABOHEHT A
8 o o ycTaHasmsaer
180 Ringing coeavHenme ¢
° 200 OK abonentom B
ACK 2
-
2 INVITE sendonly
< ABOHeHT B crasut
100 Trying » aboHeHTa A Ha
200 OK receiveonly yaep#aHue (Hamumaer
= ACK Flash)
INVITE B
100 Trying
- 180 Ringing
200 OK
ACK .
Ha aarHom arane aboHeHT B momer: nepexmouarscs memay abi AuC,
ucnonbaya komBuHawmio R (Flash) 2; or6ure oasoro u3 ab , yA
womburauwio R 0, mwbo R 1; coey 6 AunC Tpy6Ky.
INVITE sendonly A
” 100 Trying
» 200 OK receiveonly
ACK o
g REFER (replaces)
202 Accepted
NOTIFY Activated 2|
2 200 OK
INVITE (replaces) Al
1 L
100 Trying
e I
180 Ringing
L)
200 OK
Ll
ACK

v

ABowent C pazpbiBaeT
coeavHenue c abonenTom B

NOTIFY Terminated

BYE

200 OK

=

200 OK

F 3

BYE

F-y

200 OK

h 4

ABoHeHT B
ycTaHasnusaeT
coeamHeHne ¢
abonexTom C

ABOHeHT B craguTt
abouenta C Ha
yaepaHue

ABOHeHT A
ycTaHasnueaer

coeauHeHue ¢
abonentom C
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Ycnyra «Unattended calltransfer» nossonsieT NoctaBuUTb Ha yaepKaHne aboHeHTa, Haxo4ALerocs
Ha cBA3K (aboHeHT A), c nomouiblo KopoTkoro otbosa flash, n ocywectsutb Habop Homepa Apyroro
aboHeHTa (aboHeHTa C). Mepepaya BbI30BA OCYLECTB/AETCA aBTOMATMYECKM MO OKOHYaHUIO Habopa

Homepa aboHeHTOM B.

Huke Ha pucyHKe npeacTaBaeH anroputm pabotsl yeayrn «Unattended calltransfer»:

ABoneHT B Habupaer
Homep aboHeHnTa C u

knager Tpy6ky
(Mepegava sbi3osa)

ABoHeHT B pa3pbigaeT
coeguHeHmne ¢
aboreHToM A

ABoHenT A

(

INVITE > \
100 Trying ABoHeHT A
e ycraHasnueaer
180 Ringing coeguHenme ¢
200 OK aboHexToMm B
ACK > /

INVITE sendonly
NG iy
200 OK receiveonly ;?:si»)(ame (Haxumaer
ACK
REFER (replaces)
202 Accepted >
NOTIFY Activated >
200 OK
BYE
200 OK &
IN'VITE
¢ 100 ‘Il’rylng
‘¢ 180 Rlinging
¢ 200:0K
ACK

NOTIFY Terminated

200 OK

sy

ABoHeHT A
yCTaHaBnueaer
coeAuHeHue ¢
aboxenTom C

Ycnyra «Local calltransfer» nossonsieT caenatb nepeaadvy Bbi30Ba BHYTPW WAt03a 6e3 OTNpaBKU
BHelwHero coobuieHns REFER B Tom cnyyae, ecan aboHeHT C ABAAeTcA /IOKasbHbiM aboHeHTOM RG-
2400/RG-4400 v Bbi30B ero 6bin NpousBeseH Hanpamylo B 06xoa nNpoKcu-cepsepa. Ecam ke aboHeHT C
ABNAETCA BHelWHMM aboHeHTOM NMBO /IoKanbHbIM, HO OH 6bin BbI3BaH 4Yepe3 MPOKCU-CepBep, ycayra

«Local calltransfer» paboTaeT Tak Xe, Kak

OCYLLECTBASETCA NOCPEeACTBOM OTNpaBKu aboHeHTy B coobluieHna REFER.

Attended calltransfer», To ecTb nepeaadya Bbi30Ba
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3.2 YBepomneHue 0 NOCTyn/ieHUU HoBOro Bbi3oBa — Call Waiting

ycnyra no3BonAer a6OHeHTy, npun 3aHATOCTKN €ro Tel'led)OHHbIM pa3roeopom, C nomMmouwbto
onpegeneHHoro CMrHana noslydynTb onoseweHmne o HOBOm BXogALlem Bbi30OBeE.

MNMonb3oBaTesb, NPM MOJAYYEHUU OMOBELLEHMA O HOBOM BbI30BE, MOXET MPUHATb WUAM OTKIOHUTL
OKUAAKoLWM BbI3OB.

JocTyn K ycnyre ycTaHaB/MBAETCA 4epe3 MeHK HacTpoeK abOoHeHTCKOM nuMHuMKM nyTem Bblbopa
3HadeHusa «Attended calltransfer», nnbo «Unattended calltransfer», nv6o «Local calltransfer» B8 none
«Pexcum ucrionszosarus flash» n yctaHosku dnara «OxcudaHue 8bi1308a».

Mcnonb3oBaHue ycayru:

HaxopAacb B COCTOAHMM pa3roseopa U nonyvYeHnn wUHAUMKauuMmM O NOCTynneHMM HOBOIO Bbi30Ba
BO3MOXXHO BbINMNOJ/IHEHUNE Cheayrowmnx onepau,mﬁ:

e R 0O—o0TKa3s OT HOBOrO BbI30OB3;
e R 1-npuHATb OXKMOAOLWMIA BbI3OB;
e R 2-nepekntoyeHne Ha HOBbIM BbI30B (CcMeHa aboHeHTa);

e R —KopoTkuit oTbol (flash).

3.3 TpexcTtopoHHAA KOHpepeHUuUA

TpeXCTOpOHHFIFI KOHd)epeHLI,MFI — ycnyra, 06ECI'IeLIMBaPOUJ,aFI BO3MOXXHOCTb OAOHOBpPEMEHHOIO
TenedoHHoro obuieHns Tpex aboHeHTOB. Mepexos B peXMM KOHbEPEHUUN OCYLLECTBAAETCS MO HaXKaTUIo
knasuw R 3 (onucaHo B pasgene 3.1 lNepeagaya BbI30Ba).

ABOHEeHT, cobpaBwnit KoHdepeHUUO, ABNAETCS ee WMHULUMATOPOM, Apyrne asa aboHeHTa — ee
Y4aCTHUKaMU.

B0O3MOKHO ABa peXrma paboTbl TPEXCTOPOHHEN KOHbEPEHLMN: NOKabHbIA U yaaneHHbIn. B nepsom
pexnme KoHbepeHUMa cobupaeTcs I0KasibHO abOHEHTOM-UHMLMATOPOM, BO BTOPOM — KOHdepeHLus
YCTaHaB/IMBaAETCA C MOMOLLbIO YyAa/NEHHOIO CepBepa, TaK Ha3blBaeMOro cepBepa KOHd)EpEHL],MM.

3.3.1 JloKkanbHaa KoHgepeHyua

B pexxnme KoHpepeHUUn HaxkaTme KopoTkoro oT6os flash nHMUMaTopom - urHopupyetca. CoobLieHms
NPOTOKOMA CUTHAAU3aLMM, NPUHATbIE OT YYAaCTHMKOB U MepeBoAslMe CTOPOHY WMHULMATOPA B PEXUM
yOepKaHWA, NPUBOSAT K BbIBOAY 3TOrO YYaCTHMKA U3 KOHEpeHLMM, Npu 3TOM WMHULMATOP M BTOPOW
YYaCTHUK NEePEKNOYATCA B COCTOAHNE 06bIYHOrO ABYCTOPOHHEro Pasrosopa.

KoHdepeHuusa paspyllaeTca, ecnm ee NOKUAAET MHUMLMATOP, 060MM ydacTHWMKam npu 3Tom byaet
nepenaHo coobuweHne otboa. Ecnm KoHbepeHLMo NoknaaeT ntoboin U3 y4acTHUKOB, TO ee MHULMATOP U
BTOPOW YYaCTHMK NepeKIoYaTca B COCTOAHME 06bIMHOMo ABYCTOPOHHEro pasrosopa. KopoTkuit otboli flash
npu aTom obpabaTtbiBaeTcs Kak onucaHo B pasgenax 3.1 lMepepgadva Bbi3oBa v 3.2 YBegomneHue o
nocTynneHum Hoeoro Bbi3oBa — Call Waiting.

Ha pucyHKe HWXe npeactaBieH anropuTM BbINOAHEHMA ycayrn «3-way conference» NOKanbHO
aboHeHTOM B no npotokoay SIP.
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WUHuumnatop Haxumaer flash 3 -
cobupaet KoHbepeHuuto.
YyacTtHuK 1 npu stom
CHUMAETCA C yaepKaHua.

MHuumaTop paspbiBaet
coevHeHue

INVITE
100 Trying

180 Ringing

h 4

200 OK

\ 4

ACK

 Sermosnencenc
INVITE sendonly
100 Trying

\ 4

200 OK receiveonly

\ 4

ACK

INVITE (sendrecv)
200 OK (sendrecv)

\ 4

UHULIMATOP

WHuuwnatop

ycTaHaBauBaeT
coeguHeHune ¢
| yyacTHukom 1

UHuumatop cTasut
y4yacTHuKa 1 Ha

yAepaHue (Haxkumaet

/| Flash)

INVITE
100 Trying

YHACTHUK 2

A

180 Ringing

F N

200 OK

200 OK

MHUUNATOPOM U

\ 4

A

ACK

BYE

3.3.2 YdaneHHas KoOH(pepeHyua

v

A

200 OK

WUHnunatop
ycTaHaBAuBaeT
coeaunHeHue ¢
Y4aCTHUKOM 2

Y4YacTHUK 2 nokngaer
KOHdepeHuuo

YpaneHHas KoHdepeHuua paboTaeT no anroputmy, onucaHHomy B RFC4579. OcobeHHOCTb
a/ITOPUTMA COCTOUT B TOM, YTO Mo HaxkaTuio flash+3 aboHeHT-MHMLMaTOp ycTaHaBAMBaET coeauHEHNE
C cepBepom KoHdepeHLMN (HasbiBaemMbiM Tak:Ke POKYCoM) , Mocne Yero npocut GoKyC yCTaHOBUTbL
coefMHEHWeE C ABYMA APYTMMM YYACTHUKAMK KoHdepeHuun. HuKe Ha pucyHKe AeTanbHO M306parkeH

anroputm paboTsbl.
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ABOHEHT A (MHuumatop) /
OTNpaBnAeT Ha cepsep |
3anpoc Ha ycTaHOBNEHKE |

KOHdepeHuumn |

(Hawumaet 3)

WHuumaTop npocut

cepBep yCTaHOoBWTb ‘.
coegunHeHue C

|
aboHenTom C |

Y

\

INVITE -
o . | ABoHeHT A
A0 Mnging | ycTaHaBnuBaeT
200 OK | CcoeauHeHue ¢
," AboHeHTOM B
ACK N
_ RTP ABoHeHT A
INVITE, sendonly N | CTaBuT Ha
- | yaepskaHue
L | (Haxumaer
ACK |/ Flash)
2 8
INVITE aboHeHTa .
‘ 180 Ringing
< 200 OK
ACK

INVITE, sendonly

v

200 OK

A

ACK

v

INVITE, sip:Conf-App N
_ 180 Ringing i
200 OK Contact:Conf-ID;isfocus
) ACK >
B
REFER sip:Conf-ID Refer-To:C
< 202 Accepted
< NOTIFY (Trying)
200 OK »
INVITE Contact:Conf-ID;isfocus >
< 180 Ringing
< 200 OK
ACK >
A
<« NOTIFY (OK)
200 OK >
P SUBSCRIBE sip:Conf-1D
200 OK >
ACK >
< 200 OK
<« NOTIFY (OK)
200 OK >

ABoHeHT A

| ycTaHaenueaer
| coefiMHeHwe C

fl AboHeHTOM C

\

| ABOHeHT A cTaBuT

| Ha yaepaHue
| (Haxmmaert Flash)
/| aBoweHTa C

' Cepsep

.“-‘ YCTaHaBnuBaeT
|

| coepuHeHme ¢
| aboHeHToM C
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WHuumatop npocut Js""

cepBep yCTaHOBUTb |
coefMHeHue ¢ |
|

aboHeHTOM B |

Bye

A

200 OK

v

REFER sip:Conf-ID Refer-To:B

202 Accepted F2

&
<«

NOTIFY (Trying) F3

P
«

\

2000K F4
INVITE Contact:Conf-ID;isfocus £5
180 Ringing F6
200 OK F7
ACK F8 R
__ NOTIFY (OK)
200 OK . SUBSCRIBE sip:Conf-ID
200 OK R
NOTIFY R
200 OK
_ NOTIFY (OK)
200 OK 3
Bye
200 OK

A4

/

Cepsep

| yctaHaenusaet
" coepuHeHue ¢
| aboHeHTOM B
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4 AJNOPUTMbI YCTAHOBJIEHUA COEAUHEHUA

4.1 Anroputm ycnewHoro Bbi3oBa no nportokony SIP

MpoTtokon SIP (Session Initiation Protocol) — npoToKkon ycTtaHoBneHus ceaHca obecneyuBaeT
BbINOJIHEHWE 6A30BbIX 33434 YNPaBAEHNA BbI3OBOM, TAKMX KaK OTKPbITUE M 3aBEpPLUEHME CeaHca.

Mpotokon SIP onpepensetr 3 OCHOBHbLIX CLEHapuUA YCTAHOBAEHUA COEOMHEHMUA: MmeXAay
NoNb30BaTeNIAMM, C Yy4yacTMEM MNPOKCU-CepBepa, € y4yacTmem cepsepa nepeagpecaumn. OCHOBHble
ANrOPUTMbl YCTAaHOB/AIEHMA coeauHeHMA onucaHbl B aoKymeHTe |ETF RFC 3665. B gaHHOm pasgene
npueeseH MpuUMep CUEHapuA YCTaHOBJIEHMA COeAUHEHUA Mo MpPoToKony SIP mexay ABYmMA WAK3amMy,
KOTOpbIM 3apaHee n3BecTHbl IP-aapeca apyr gpyra.

<,

INVITE
100 Trying
180 Ringing
200 OK
ACK
BYE
200 OK

| \
|
~ (<)) (9] =~ w N =

OnucaHue anropuTma:

1. AG6OHeHT «A» BbI3blBaeT aboHeHTa «B».

LLnto3 aboHeHTa «B» npuHAN KOmaHay Ha 06paboTKy.

AbBoHeHT «B» cBobogeH. B 3TOT momeHT Ha annapaT aboHeHTa «B» Bblgaetca «[llocbliKa
BbI30Ba», a aboHeHTY «A» «KOHTPO/b MOCbINIKA BbI30BaY.

ABOHEHT «B» OTBeYaeT Ha BbI30B.

LWnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOB/IEHME CECCUM.

OT6011 aboHeHTa «A», aBOHEHTY «B» BblAaETCA aKyCTUYECKMI CUTHAN «3aHATOY.

LWnto3 aboHeHTa «B» noATBepKAAET NPUHATYIO KOMaHAy oT6osA.

wnN

No vk

4.2 Anroputm Bbi3oBa ¢ yyactuem SIP npoKkcu-cepsepa

B AaHHOM pasgesie ONMUCbIBAETCA CLLEHAPUI YCTAHOBAEHUA COEAMHEHNA MEXKAY ABYMA LUIKO3aMM C
yyactmem SIP npoKkcu-cepsepa. B 3Tom ciyyae Bbi3biBatowmii W03 (aboHeHT A) Ao0/KeH 3HaTb
NOCTOAHHbIN agpec aboHeHTa U IP-agpec npokcu-cepeepa. SIP npokcn-cepsep obpabaTbiBaeT coobLLEHMS,
nonyyeHHble oT «aboHeHTa A», BbINOAHAET NOWUCK «aboHeHTa B», npurnawaeT K ceaHcy CBA3U M
BbINOAHAET GYHKLMM MapLIpyTU3aTOpPa MeXay ABYMSA LW03aMu.
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SERVER

\

Register

ABOHEHT A 3anpawusaeT

v Register
asTopU3aLMio \ liz 401 Unauthorized

ABoHeHT B 3anpawmBaet

401 Unauthorized / aBToOpM3auUIo

Register
200 OK

ABOHEHT A peructpupyercs c

Register
asTopu3auueit

ABoHeHT B peructpupyercs ¢

200 OK / asTopu3saumen

INVITE

SIP-cepsep Tpebyet : 4 :407 Proxy authentication required
ayTeHTUdUKaUnio ACK
BbizoB ( INVITE
ayTeHTUdUKaumnein I 100 Trying
i INVITE >
100 Trying
180 Ringing
180 Ringing

200 OK
200 OK

ACK

ACK

BYE
BYE

200 OK
200 OK

OnucaHue anroputma:

Pernctpauusa Ha SIP-cepsepe.

— ABOHeHT «A» 1 aboHeHT «B» peructpupytotca Ha SIP-cepsepe.

— SIP-cepBep 3anpalumMBaeT aBTOPMU3aLMIO.

— ABGOHeHT «A» 1 aboHeHT «B» pernctpmpytotca Ha SIP-cepsepe ¢ aBTopu3aLmeit.

— OtBet SIP-cepBepa 06 ycnewHoMn pernctpaumu.

— ABGOHeHT «A» BbI3blBaeT aboHeHTa «B».

— 3anpoc ayteHTudunKaumm ot SIP-cepsepa.

— LWnto3 aboHeHTa «A» NoATBEpP:KAAET NPUHATYIO KOMaHAY Ha 3anpoc aBTOpU3aLmu.

— ABGOHeHT «A» BbI3blBaeT aboHeHTa «B».

— SIP-cepBep NpuHAA KoMaHAy Ha 06paboTKy.

— SIP-cepBep TpaHCAMPYET 3aNpoc Bbi3oBa aboHeHTOM «A» aboHeHTa «B».

— LWnto3 aboHeHTa «B» NpUHAN KOMaHAy Ha 06paboTKy.

— AGOHeHT «B» cBob6oaeH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» BblgaeTca «[locbiika
Bbl30Ba», a aboHeHTY «A» «KOHTPO/1b NOCBIZIKK BbI30BAY.

— ABOHeHT «B» oTBeYaeT Ha BbI30B.

— LWnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOB/NIEHNE CECCUMN.

— OT60i1 aboHeHTKa «A», aboHeHTY «B» BblaaeTca akyCTUYECKUI CUrHaN «3aHATOY.

— LWnto3 aboHeHTa «B» noATBEpPKAAET NPUHATYIO KOMaHAY 0T60A.

4.3 Anroputm Bbi30Ba C y4acTUeMmM cepBepa nepeagpecaumm

B gaHHOM pa3sgenie oNMCbIBAETCA CLLEHAPUA YCTAaHOBEHUA COEAMHEHNA MeXAYy ABYMA LUI03aMM C
yyacTMem cepsepa nepeagpecauuun. B aTom cnyyae Bbi3biBatowmit Wwto3 (aboHeHT A) camocToATeIbHO
yCTaHaBAMBaET COeAMHEHMNE, a CepBep nepeagpecaunn Avlib peanmsyeT npeobpasosaHMe NOCTOAHHOMO
agpeca BbI3blBaemMoro aboHeHTa B ero TeKywuin agpec. Agpec cepsepa nepeagpecaumm aboHeHT
no/sly4yaeT oT aAMUHUCTPaTOpa CETU.
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AboHeHT A

nepeagpecatimm

o
N

1 INVITE

2 < 100 Trying

3 | 302 Moved Temporarily

4 ACK

5 INVITE

6 100 Trying

7 180 Ringing

8 200 OK

9 ACK

10 BYE

11 200 OK
A 1

OnucaHue aaropuTma:

— AG6oHeHT «A» Bbi3blBaeT aboHeHTa «B». BbI30B HanpaBasAeTca Ha cepBep nepeagpecaunm
nHdopmaumeit ob agpece Bbi3biBaemMoro aboHeHTa.

— Cepsep nepeagpecaumm NpuHAA KOMaHay Ha 06paboTKy.

— CepBep nepeagpecaummn 3anpocun MHPoOpmauMio O Tekyllem agpece aboHeHTa «B» y
cepBepa mectonosioxeHua. MosayyeHHaa WHbopmaums (TeKywmii agpec Bbl3biBaEMOrO
No/ib30BaTeNA WAM CNUCOK 3aperncTpPMpOBaHHbIX 3aAPECOB BbI3bIBAEMOrO MNOJb30BaTENS)
nepeaaetcs B coobuweHnun «302 moved temporarily» aboHeHTy «A».

— LWnto3 aboHeHTa «A» NoATBEPKAAET NPUEM OTBETA OT CepBepa nepeagpecaumu.

— ABOHEHT «A» HanNPAMYIO Bbi3blBaeT aboHeHTa «B».

— LWno3 aboHeHTa «B» NpUHAA KOMaHAY Ha 06paboTKy.

— AGOHeHT «B» cBObOAEH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» BblaaeTca «[locblsika
BbI30Ba», a aboHeHTYy «A» «KOHTPOb NOCbINIKM BbI30BaY.

— ABOHeHT «B» oTBeYaeT Ha BbI30B.

— LWnto3 aboHeHTa «A» NnoATBEPKAAET YCTAaHOBNEHUE Ceccuu.

— OT160i aboHeHTKa «A», aboHeHTy «B» BblAaeTca akKyCTUYECKUI CUTHAN «3aHATOY.

— LWnto3 aboHeHTa «B» noaTBEpPKAAET NPUHATYIO KOMaHAY 0T60A.
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A/ITOPUTM PABOTbl ABTOMATUYECKOrO OBHOBJIEHMA YCTPOUCTBA HA OCHOBE
MPOTOKOJIA DHCP

CeTb

IP-Tenethorna  IP-TeneBuaeHne  MMokanbHeble HHTepdedcal eCTa 15
Ooctyn MWypean Maponn  Ynpasnewwe wokdarypauwen  OSwosneswe MO Mepezarpyzia Agrovontwrypeposanne IR EELETIEER CepndmaTe LononknTent sl & HECTPOAKA

ABTOKOHDUIYPUPOBAHWE Ha OCHOBE npoTokona DHCP

Kondurypauns

AzTouaTidscios ofsoEnesne Mepwome cEm T

dbamn xowd My pEgme Hp(htto):

er locizonfig_file. ofg
HuTmepaan ofkoanssns wondwy paume, © 200
MporpamMuoe oGecneveHne
AzToumsTidecos ofsoEnseRe MepnomecEn A

dain NO titp{http). er locifirmware fi

WeTepean ofwosnssws N0, o 2500

ABTOKOHDUIYPUPOEAHKE MO NpoTokony TR-069

Ohwmne
Bursouwme knnewta TRDE2D &

Wemepdeic Intemnet v

3anpoc coennHednR ¢ ACS

3anpoc COBOWHEHHR C KTHEHTOM

HacTtpoikn NAT

MuHMMANLHLIR NEEROG oNpoCa, ©

MaK CHMANL HEIA NEPROE SNPOCE, © 80

Anroputm paboTbl Mpoueaypbl aBTOMAaTMYECKOro OGHOB/IEHWMS YCTPOMCTBA onpeaensetcs
3HaYeHnem napametpa «/Ipuopumem NAPaMempos us».

1. Ecnm BbibpaHo 3HauyeHune «Static settings», To U3 napameTpoB «Paiin KoHgpuaypayuu» n «dalin
MO» onpenenseTca NOAHbIA NyTb (BK/AtOYas MPOTOKOA [OCTyNa M aapec cepBepa) K dainam
KOHOUrypaumm u nporpammHoro obecneveHunsa. MNonHbIM NyTb yKasbiBaetca B ¢opmaTte URL
(nopnepusatotca npotokoabl HTTP n TFTP):

<protocol>://<server address>/<path to file>, rae

e <protocol> — MpPOTOKO/, UCMONb3yeMblit AAA 3arpysku cooTseTcTsyloulero daina ¢ cepsepa
(nopaeprkuBatorca npotokoabl HTTP n TFTP);
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<server address> — agpec cepBepa, C KOTOPOro He06Xo4MMO 3arpy3uTb Gana (LOMEeHHOe UMA UK
IPv4);

<path to file> — nyTb K danny Ha cepsepe.

B URL pgonyckaeTca MCMNO/Mb30BaHWE CleAylolMX MaKpocoB (3apesepBMpPOBaHHbIE CNOBA,

BMEeCTO KOTOpPbIX yCTpOVICTBO noAacTaBAAET onpeaeneHHble 3Ha‘-IEHMF|)I

SMA — MAC address — BmecTo gaHHoro makpoca B URL ¢aina ycTpoicTBO noacrasnser
cobcTBeHHbIM MAC-agpec;

SSN — Serial number — Bmecto paHHoro makpoca B URL daina ycTpoictBo nogacrasaser
COBCTBEHHbIN CepUiiHbI HOMEP;

SPN — Product name — BMecTo gaHHoro makpoca B URL daiina ycTpoicTBo noAcTaBadeT Ha3BaHMe
moaenu (Hanpumep, RG-2402G-W);

SSWVER — Software version — BmecTo gaHHoro makpoca B8 URL daitna ycrpoictso nogcrasaser
HOMep BepCMM NporpammHoro obecneyeHus;

SHWVER — Hardware version - BmecTto gaHHoro makpoca B URL ¢aiina ycTpoicTsBo noacrasaner
HOMep annapaTHOM BEPCUN YCTPOMCTBA.

MAC-agpec, cepuiiHbli HOMEP U Ha3BaHME MOAE/IN MOMKHO Y3HATb Ha CTPAHULLE MOHMUTOPMUHIA B

pasgene «YCTPOMUCTBO».

lpumepbl URL:

tftp://download.server.loc/firmware.file,
http://192.168.25.34/configs/RG-2400/RG-4400/my.cfg,
tftp://server.tftp/SPN/config/$SN.cfg,
http://server.http/SPN/firmware/SMA.frm u T.4.

Mpu aTOM AonyckaeTcA onyckaTb HekoTopble napameTtpbl URL. Hanpumep, ¢aiin KoHdurypauum

MOXHO 3a4aTb B TAKOM d)OpMaTEZ

http://192.168.18.6
nnu
config_rg24.cfg

Ecnn n3 URL-daina KoHdUrypaumm nam nporpaMmmHoro obecneyeHus He yaaérca M3B/edb Bce

Heobxoaumble ana 3arpy3ku daitna napameTpbl (NPOTOKOA, agpec cepBepa WMAM NyTb K daiay Ha
cepsepe) — byaeT npousBeseHa MNOMbITKA W3BAEYb HeusBecTHbI napameTp m3 DHCP-onuuin 43
(Vendor specific info) unu 66 (TFTP server) n 67 (Boot file name), B cnyyae ecnum B ycnyre NIHTepHer
YCTaHOB/IEHO Mo/y4YyeHue agpeca no npotokony DHCP (dopmat u aHanus DHCP onuuii byget
npusenéH Huxe). Ecam n3 DHCP-onumit He nony4yaeTca M3BaAeYb HeaoCTaloWMi napamerp, byaer
MCNO/1b30BaTbCA 33aHHOE 3HaYeHMe MO YMONYAHUIO:

Ans npotokona: tftp;

— [Ans agpeca cepsepa: update.local;

—  Ans umenu daiina KoHpurypaumu: rg24.cfg;

Ans umenu daiina nporpammHoro obecneyeHus: rg24.fw.

Takum obpasom, ecamn nonsa «@alin KoHguaypayuu» n «@alna [1O» ocTaBUTb MNyCTbIMW, U NO

npotokony DHCP He 6yaeT nonyyeHbl onummn 43 nnm 66, 67 ¢ yKasaHMeEM MECTOMNOJIOKEHMUA 3TUX hannos —
URL danna koHduUrypaumm byaet uMeTb BUA,:

AboHeHmcKul wnto3 cepuu RG-2400/RG-4400 145



HELTEX

tftp://update.local/rg24.cfg,
a URL ¢aiina NO:
tftp://update.local/rg24.fw.

2. Ecnu BbibpaHo 3HaueHne «DHCP options» — URL ¢annos KoHbUrypaLmm n nporpammHoOro
obecneyeHuns ussnekattca u3 DHCP onuuii 43 (Vendor specific info) unu 66 (TFTP server) n 67
(Boot file name), gna yero B ycnyre UHTEepHET [OMKHO ObITb YCTAHOBNEHO NONyYeHMe agpeca No
npotokony DHCP (popmat 1 aHanns DHCP onumin 6yaeTt npuseaéH HuKe). Ecnm ns DHCP onuwmi
He yaaeTca onpeaennTb Kakon-Hnbyab napametp URL — ans Hero ncnonb3yetca 3agaHHoe
3Ha4YeHMe MO YMONYAHMIO:

— Ansa npotokona: tftp;

Ans aapeca cepsepa: update.local;

ana umeHn daina KoHdurypaunu: rg4.cfg;

— ANA MMeHu dalina nporpammHoro obecneveHus: rg24.fw.

dopmar onuuu 43 (Vendor specific info)

1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6]|<config.file>|7|<firmwa
re.file>|8|<vlan_tag>

1 - koA aapeca cepBepa aBTOKOHPUIypMpoBaHMA No npotokoay TR-069;

2 - KoA ANnA yKasaHus napameTpa Provisioning code;

3 - Koa, MMeHu NoNb3oBaTeNA ANA aBTopmusaummn Ha cepsepe TR-069;

4 - Kog, napona ana aBTopmsaummn Ha cepsepe TR-069;

5 - Kop ajpeca cepBepa; agpec cepsepa 3agaetca B ¢dopmarte URL: tftp://address wam
http://address. B nepsom BapunaHTe yKka3aH aapec cepsepa TFTP, Bo sBTopom — HTTP;

6 - Kog UMeHu daina KoHbUrypaumm;

7 - ko4 umeHu daiina MNO;

8 - kop Tera VLAN ana ynpasneHuma.

"|" - obs3aTeNbHbIN Pa3aAenUTEeNbHbIN CUMBON MEXAY KOAAMM U 3HAYEHUAMU NOAONLNNA.

Anroputm onpepeneHus napametpos URL ¢aitnoB KoHdurypauum wu nporpammHoOro
o6ecneueHna ns DHCP onuuii 43 n 66, 67.

e  WHuumnanmsauyma DHCP-obmeHa
Mocne 3arpy3Kku ycTpoincTeo nHnummnpyet DHCP-obmeH.

e AHanuz onuun 43

Mpy nonyyeHun onumu 43 BbINOAHAETCA aHanAW3 Mnogonuui C¢ Kogamum 5, 6 M 7 C uenbio
onpeaeneHus agpeca cepeepa U UMEH $alioB KOHOUTYPaLMK U MPOrPaMMHOro obecneyeHus.

e AHanm3 onuum 66

Ecan onuus 43 ot DHCP-cepBepa He nosy4YyeHa MBO NOJly4eHa, HO M3 Heé He yAanocb M3BeYb
ajpec cepBepa — OCYLLECTBAAETCA NOMCK onumn 66. Ecam umsa dainna MO TakKe He yAanocb NONYyYUTb —
OCYLLECTBAAETCA NOUCK onuun 67. M3 HUX U3BNEKAKOTCA COOTBETCTBEHHO aapec cepsepa TFTP u nyTb K
dainy MO. Oanee pannbl KOHPUTYpaUUM K NporpammHoro obecneyeHuna byayT 3arpy»aTbca ¢ agpeca us
onumun 66 no npotokony TFTP.
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OcobeHHOCTM 06HOBNEHUA KOHUrypauuu.

daitn KoHPUrypaumm poskeH wmmeTb ¢dopmat .tar.gz (B AaHHOM ¢dopmaTte MPOUCXOAUT
COXpaHeHuWe KoHdurypaumm uepes Web-uHtepdeiic B 3aknagke «Cuctema» - «YnpasneHue
KOHdUrypaumen»). 3arpyeHHaa C cepBepa KOHUrypaumsa NpPUMEHSEeTCa aBTOMAaTUYeckn 6es
nepesarpysku ycTpoicTaa.

OcobeHHOCTU 06HOBAEHUA NPOrpaMMHOro obecneyeHums.

®ann nporpaMmHoro obecrneyeHma AoOAKeH UmeTb popmarT .tar.gz. MNocne 3arpysku daina MO
OCYLLEeCTBNISETCA ero pacnakoBKa WM MpPOBeEpPKa Bepcun (no cogeprkumomy daiina version B tar.gz-
apxuse).

Ecnu Tekywwan Bepcua nporpaMmHoOro obecneyeHmsa coBnagaet ¢ Bepcuent daina, nonyyeHHoro
no npotokosy DHCP, o6HoBneHne MO npounssoantbcs He byaeT. ObHOBAEHME NPOU3BOAUTCA TOJIbKO
B C/lydae HecoBnageHus Bepcuit. O 3anyuleHHOM npouecce 3anuMcu obpasa NpPorpammHoOro
obecneyeHunsa Bo flash-mamaTtb ycTpoicTBa cBUAETENbCTBYET NMOOYEPEAHOE LMKIMYECKOE MUraHue
MHAMKaTopa «Power» 3e/1eHbIM, OPaHXEeBbIM MU KPACHbIM LIBETOM.

He oTKnouailTe NUTaHUE M He NeperpyKaiTe ycTpoMCTBO BO Bpemsa 3anucu obpasa Bo flash-
’ namATb. [lJaHHble AeicTBUMA NMPUBEAYT K YacTUuHoMi 3anucu MO, yYTO paBHOLEHHO nopye
3arpysoyHoro pasgena yctpoicrea. JanbHeiiwan pabota ycTpoiictBa 6yaer HeBO3MOMKHa.
DOna BoccTaHOBNAEHMA PaboTOCNOCOBHOCTU YCTPOWUCTBA BOCMONb3YWTECh WHCTPYKUUEN,

KOTOpas npuseaeHa B pasgene 6.
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6 NPOUEAYPA BOCCTAHOBJIEHUA CUCTEMbI MOCNE CBOA TMMPU OBHOBJIEHUU
NMPOrPAMMHOIO OBECINEYEHUA

Ecnv npu BbINOAHEHUM nNpoueaypbl 0B6HOBAEHWA nNporpamMmHoro obecneyeHus (yepes Web-
WHTepdenc WuaM Yepes MexaHM3M aBTOMaTMYecKoro O6HOB/NEHMA Ha ocHoBe npoTokona DHCP)
npowusowen cbon (Hanpumep, M3-3a CY4aMHOrO OTK/IOYEHUA NUTaHMA), B pe3y/abTaTe Yero ganbHenwasn
paboTa ycTpoOWCTBa CTasia HEBO3MOMHOM (MHAMKaTOp «Power» MNOCTOAHHO TOPUT KPacHbIM LIBETOM),
BOCMO/Ib3yWTECH CNEAYIOLMM aITOPUTMOM BOCCTAaHOB/IEHUA PaboTOCNOCOBHOCTM YCTPOIACTBA:

— Pacnakywite apxus ¢ paitiom nporpammHoro obecneyeHums.
— MNopgkntounte MK K nopty WAN ycTpoicTBa, yCTaHOBMTE Ha CeTeBOM MHTepdeice agpec 13
noacetn 192.168.1.0/24.

— 3anyctute Ha MK TFTP-knueHTa (ana Windows pekomeHAayeTcs UCNo/b30BaTb Nporpammy
Tftpd32), B KauyecTBe agpeca yAanéHHoro xocTta ykaxuTte 192.168.1.6, a ana nepenauu
BblbepuTe dpalin linux.bin M3 pacnakoBaHHOro apxnBa NPOrpaMmmHoOro obecneyeHus.

— 3anyctute KOMaHAy oOTnpaBKku ¢aiina Ha yaaneHHbld XxocT (KomaHaa Put). [JonkeH
3anycTuTbhCa npouecc nepegayn daina Ha yctpoiictso RG-2400/RG-4400.

— Ecnm npouecc nepegaun ¢aina Havasaca — AOXKAUTECb €ro OKOHYaHuA, nocne 4yero RG-
2400/RG-4400 npoussefser 3anucb nporpammHoro obecrieyeHns B nNamatb W
aBTOMATMYECKM BbIMOJIHUT 3aMNycK cMcTembl. Bpems 3anuncu coctaBaseTt okoso 5 muHyt. 06
yCheLwHOM BOCCTAHOB/IEHMM YCTPOICTBA CBUAETENbCTBYET OPAHKEBbIM UM 3eNeHbIA LBET
MHAMKaTopa «Power». Mpu 3TOM Ha YCTPOCTBE COXpPaHAeTcA KoOHOUrypaLumsa, Kotopan bblaia
80 cbos. Ecnm noaKNoYMTLCA K YCTPOMCTBY He yaaéTtca — npousseamTte cbpoc Ha 3aBoacKue
HACTPOMKM.

— Ecnv npouecc nepegauv daitna He Havasncs, ybeanTecb B KOPPEKTHOCTM CETEBbIX HACTPOEK
KomnbloTepa M nonpobyiTe ewe pas. B cnyyae Heygaum — yCTPOMCTBO Heobxogmmo
OTNPaBUTb B PEMOHT MO0 BbINMOJHUTL BOCCTAHOB/IEHME, NMOAKIOUYMBLUMCL K YCTPOMCTBY MO
COM-nopTy Yepes cneumanbHbllii agantep (Mpy ero Haanuymm).
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NPUNOMEHWUE A. PACYET A/INHbI TENE®OHHOW IMHUN

Tabnnua — 3aBUCMMOCTb 3/1IEKTPUYECKOTO CONPOTUBAEHMA 1 KM ueneit aboHEHTCKMX KabesbHbIX
JIMHUI NOCTOSIHHOMY TOKY NPK TeMnepaType oKpy:Katowwein cpeabl 20°C oT NpMmeHsieMoro Kabens.

Mapka Kabena ana AJINMC Avametp dneKTpuyeckoe AnvHa nnHun AnvHa nuHun
}KUAbl, MM conpoTtueneHue (apyrue TA), km | (TA Pycb), Km
1 Km yenu, Om,
He 6onee
TN, TNNsn, TNN3, TMMN3n3, 0,32 458,0 3,537 1,528
TANB,TAMN anb, TAN3E, 0,40 296,0 5,473 2,365
TANBF, TNNanblr, TNNB6LLUN, 0,50 192,0 8,438 3,646
TNMNsnB6LLUN, TAN366LUN, 0,64 116,0 13,966 6,034
TNN3snB6LWUn, TAMT 0,70 96,0 16,875 7,292
TNB, TN36I 0,32 458,0 3,537 1,528
0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
Tr, Tb, TBI, TK 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
TCrlWn, TALURN 0,50 192,0 8,438 3,646
0,70 96,0 16,875 7,292
TCB 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
Kcn3n 0,64 116,0 13,966 6,034
KCIn, KCn3nmn, KCnne, 0,90 56,8
KCM3ne, KCnnr, KC3rir,
KCMN3MK 28,521 12,324
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NMPUNOXKEHUE b. 3ANYCK NMPONU3BOJIbHOIO CKPUMTA MNMPU CTAPTE CUCTEMbI

nepMO,ﬂ,M‘-IECKVI BO3HWUKaeET HeO6XO,CI,MMOCTb npu craprte YCTpOﬁCTBa BbINMNOJ/IHATb onpe,u,enéHHue

OEeNCTBUA, KOTOPble HeNb3s OCYLLECTBUTL 3aiaHMEM onpeaesieHHbIX HACTpoeK Yepes pann KoHoUrypaumm.
Ona 3Toro cnydaa B ycTpolictBe cepum RG-2400/RG-4400 npeaycmoTpeHa BO3MOXHOCTb Yepes
KOHOUIYypaUMOHHbIN $ail HacTPOUTb 3amycK MPOWM3BOJIBHOFO CKPUMTa, B KOTOPbLIA MOXHO NMOMECTUTb
Nobyto Kenaemyro Nocief0BaTeIbHOCTb KOMaHA.

[nA 3anycka Npon3BObLHOrO CKpMNTa B daitie KoHOUrypaunm co3gaHa CeKLMA HAaCTPOEK:

UserScript:
Enable: "0"
URL.' nn

Onuusa «Enable» paspeluaeT (ecnm 3HayeHume 1) unum 3anpewaet (ecnm 3HayeHme 0) 3anyck ckpunTa,

NyTb K KOTOPOMY YKa3aH B napametpe URL.

3a|'|yCK36MbIVI CKPUNT MOXeT pacnosiaratbCA KakK Ha yAaﬂéHHOM cepBepe, TaK MU Ha CamMmOM

ycTpoicte. C yAaNéHHOro cepBepa CKPUNT MOXKET BbITb 3arpy*KeH nocpeacTBom npoTtokonos HTTP man
TFTP. PaccmoTpum npumepsbl daiina KoHPUrypaumm gaa 3anycka nosb30BaTeNbCKOrO CKPUMTA C PasHbIX
WCTOYHMKOB.

— 3anyck c HTTP-cepsepa

[na 3anycka ckpunTta ¢ HTTP-cepBepa Heobxoammo B napameTtpe URL yKa3aTb NOJIHbIN NyTb K
danny B popmarte HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne crtapTta ycTpoiictBa dalin script.sh, xpaHawmitca B Katanore user-script
no agpecy 192.168.0.250, aBTOMaTUYeCKM 3arpy3uTca no npotokony HTTP ¢ ykasaHHoOro
cepsepa, nocse Yero byaeTt NnpomsBeaEH ero 3anyck.

— 3anyck c TFTP-cepBepa

[na 3anycka ckpunTa ¢ TFTP-cepsepa HeobxoamMmo B napametpe URL yKasaTb NOAHbLIV NyTb K
¢dainy B popmate TFTP-URL:

URL: “tftp://192.168.0.250/user-script/script.sh”

B aTom cnyyvae nocne ctapTta ycTpoiictBa dalin script.sh, xpaHawmitca B Katanore user-script
no aagpecy 192.168.0.250, aBTOMaTM4eCKM 3arpysuTca no npotokony TFTP ¢ ykasaHHoOro
cepsepa, nocse Yero byaeTt NnpomsBeaEH ero 3anyck.

— 3anycK NoKanbHOro CKpunTa

Benay ocobeHHocTel $ainoBoii CUCTEMbI NOKANbHbIN CKPUNT 4OJIKEH pacnofiaraTbCs TONbKO
B Kartanore /etc/config, T.K. TONbKO cCOAep)MMOe 3TOro KaTajora COXpaHAeTca nocse
nepesarpysku ycTpoicTea. CKpunT B KaTanore /etc/config MmoXHO co3aatb AMBO C MOMOLLbHO
pefakTopa vi, 1Mbo 3arpy3uTb ero ¢ BHelwHero TFTP-cepsepa (KomaHmow tftp —gl user.sh
<TFTP-server address>). Mocne co3gaHUA CKpUMNTa emy HeobXoAMMO Ha3Ha4yMTb MNpaBa Ha
3anycK KomaHaom

chmod 777 /etc/config/user.sh

B dainne koHdpurypaumm URL ans 3anycka SIOKaNbHOrO CKpUNTa MMeeT BUA:

URL: “File://etc/config/user.sh”

BaXHO OTMETUTb, YTO NOJIb30BATENLCKNIA CKPUMT AO/IKEH HAUYMHATLCA C AUpeKTusbl #//bin/sh.
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NPUNOXEHUE B. HACTPOMKA DHCP K/IMEHTOB B MY/IbTUCEPBUCHOM PEXXUME.

Ha ycTtpoiictBax RG-24xx n RG-44xx c Bepcun 1.14.1 nmeeTca BO3MOMKHOCTb HacTpamBaTb OMUUM,
nonyvyaemble DHCP KnveHTamu Ha pasHbix HTepdencax.

Tonbko Internet + VolP Internet + VoIP + Managment
MHTepodelic Int
Option pd
ernet Internet VolP Internet VolP MNG

1 = Subnet Mask + + + + + +
3 = Router + + + + + +
6 = Domain Name

+ + + + + +
Server
12 = Host Name + + o - -
15 = Domain Name + + o - -
26 = Interface MTU + + + + +
28 = Broadcast . . . . . .
Address
33 = Static Route + + + + + +
40 = Network
Information Service + + - o - +
Domain
41 = Network
Information Service + + - o = +
Servers
42 = Network Time

+ + 5 5 - +
Protocol Servers
43 = Vendor-Specific

. + + - - - +

Information
66 = TFTP Server

+ + 5 5 - +
Name
67 = Bootfile name + + = = - +
120 = SIP Servers + - + S + -
121 = Classless Static

+ + + + + +
Route
249 =
Private/Classless

+ + + + + +

Static Route
(Microsoft)

CornacHo npuBeaeHHon Tabauue onuuun 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawmsatbea dhep
KAMeHTaMW Ana Kaxgoro cybuHtepdeiica. COOTBETCTBEHHO AaHHble OnuuW 6yayT MHAMBUAYANbHO
NpMMeHeHbl ANs Kaxpgoro cybuHtepdeiica. Onumnm 12, 15, 40, 41, 42, 43, 66, 67, 120 moryt
3anpalmBaTbCcs U NPUMEHATLCS TONbKO Ans oaHoro dhep KaMeHTa, Tak Kak OHW 0blwecucTemMHble, T.e He
NPMBOAAT K HAaCTPOIKe ceTeBoro nHTepdelica.

KoHdurypaumio cnmMcka 3anpalimMBaemblX OMLMIA MOXHO M3MEHATb M XPaHWUTCA OHa KaKk M Bce
oCTa/ibHble HAacTPOMKKN B KoHdUrypaunoHHom daiine: /etc/config/cfg.yaml. Mo ymonyaHmio cnncku onumii
He nponucaHbl (B KoHoMUrypaumm cneaytowas 3anucbe DHCPOptionList: ""), 3To 3HauMT 4TO onuum
3anpaLLMBatoTCA U MPUMEHAIOTCA COMIAcHO NpuBeAEHHON Bbiwe Tabanue.
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Cnocobbl pefaKTMPOBaHUA KOHOUIypaLmm
1. Cnomouwblo pegakTopa vi

— Cnucok onumit gna mHtepdeiica Internet 3apgaétca B napametpe DHCPOptionList cekuuu
Internet=>Network.

— Cnucok onunit ana unHtepdeitca VolP 3apaétca B napametpe DHCPOptionList cekuuu
Voip=>Network.

— Cnucok onuun gna uHTepdeiica Management 3agaétca B napametrpe DHCPOptionlList
cekumm System=>ManagementVLAN

MNocne PenaKTUPOBaHUA U COXPaHEHUA B penaKkTope vi H606XO,CI,VIMO BbIMNO/IHUTb Cheayouime

KOMaHAbl:

— reloadcfg - npumeHsem M3MeHEHHYIO KOHdUrypauuio B paboTy, pe3y/ibTaT BbIMNOAHEHUSA
KOMaHAbl AonKeH 6bITb "Configuration accepted”
— save - COXpaHAem U3MEeHEHHYI0 KOHOUTYpauma B SHEProHe3aBUCUMYIO NaMATb

l KomaHAay save MOKHO BbIMONHATb TO/IbKO B C/lyyae YCNELWHOro BbiMOJHEHUS
npeablayuweii KomaHgabl. Ecnm npu BbinonHeHuMn KomaHgbl reloadcfg pesynbtat 6bin
"Configuration not accepted", save genatb 3anpewieHo

2. Cnomoupto KomaHab! setconf

[aHHbI meToa, pekomeHayemblii. Takyke oH M36aBasieT OT He0bX0AMMOCTM BbIMOJIHEHUA KOMaHA,
reloadcfg u save. getconf (BbiBecTM Ha 3KpaH Tekywolo KoHduUrypauuio) n setconf (ycTaHOBUTb 3HaUYeHME
napameTpa).

MNpumep 1. Heob6xoaMmo NonyumTb 3HaYeHne DHCPOptionList:

ona nHtepdelica Internet

getconf Internet.Network | grep DHCPOptionList

ona nutepdeiica VolP

getconf Voip.Network | grep DHCPOptionList

ana nHtepdeiica Management

getconf System.ManagementVLAN | grep DHCPOptionList

Mpumep 2. Heo6X0LMMO Ha3HAUUTb HEKOTOPbIM CIIMCOK OMLUUIA:
ana nutepdeliica Internet

setconf Internet.Network DHCPOptionlList "3,6,26,28,33,121,249,12"

ana nHtepdeiica VolP (HasHavyaem CNUCOK OnuMiA No YMONYaHUIO)

setconf Voip.Network DHCPOptionList ""

ana nutepdeiica Management

setconf System.ManagementVLAN DHCPOptionlList "3,6,26,28,33,42,43,66,67,121,249"

3. KoHourypmpoBaHue Ha NepcoHanbHOM KOMMbloTepe
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MpepBapuTeNbHO CKaunBaeTca KoHdUrypauma c yctpoicrea Ha MK (yepes web uHtepdelic), ganee ¢
NMOMOLLLbIO /1I0BOro TEKCTOBOTO PefaKTopa MEHAOTCA 3HAYEHUA, COXPAHALOTCA MU3MEHEHUA. 3aBEPLUAIOLLMM
S3Tan fABAAETCA 3arpy3ka MW3MeHeHHOW KoHourypaumm B ycTpoictBo. !l [laHHbI  meTon He
pekomeHayetcalll

MNpaBuna pegaktuposaHua DHCPOptionList:
e BanuaHble 3HayeHuns: 3,6,12,15,26,28,33,40,41,42,43,66,67,120,121,249;

e Onumm B napameTtpe DHCPOptionList yKasbiBatoTca 4yepes 3anaTyto U 6e3 npobenos mexay
onuuamu, npumep DHCPOptionlList: "3,6,12,15,26,120,121";

e [opsgok cnegoBanus onuuii B DHCPOptionList He BaxeH;

e Kaxpgaa u3 onuuit 12, 15, 40, 41, 42, 43, 66, 67, 120 moXeT b6bITb 3anpoleHa U NPUMEHEHbI
TOJIbKO C OAHOro uHTepdeiica;

e Onumn 1, 3, 6, 26, 28, 33, 121, 249 moryt 3anpawmsaTtbca dhcp KAnMeHTamu AnA Kaxkaoro
cybuHTepdodeiica;

e Onuum 66 1 67 fONKHbI BbITb YKa3aHbl HAa OAHOM M TOM Ke UHTepdelice;

e Ecnn B DHCPOptionList HMYero He yKa3aHO, TO TOr4a CAWMCOK 3anpallMBaeMbIX OMUWUI MO
YMOJIYaHUIO (y4eToM NyHKTa 8);

e Ecnn DHCPOptionList ykasaHbl onumn (M3 NyHKTa 4), KOTOpble MO YMOJYaHMIO 3anpalnBaoTca ¢
apyroro wuHtepdeitica (Ha Kotopom DHCPOptionlist He 3anonHeH), To Toraa onuun 6yayT
3anpawmBaTbCa C NEPBOro UHTepdeiica, a Ha BTOPOM M3 CMMCKA MO YMOJYaHUIO AaHHble onuun
6yayT UCKNIOYEHbI *;

e Ecnu gna nntepdelica 8 DHCPOptionList ykasaH cnucok onuuii, To ByayT 3anpallimMBaTbCA TO/bKO
9TW onumu;

e Onuuio 1 B DHCPOptionList Henb3A yKa3biBaTb, OHa 3anpalUMBaETCA U NPUMEHAETCA BCerga U co
BCEX MHTEP(dENCOB HE3aBUCUMO OT MPOYUX HAaCTPOEK;

Ecnn Kakoit b0 M3 NYHKTOB HapylleH, TO NpU NPUMEHEHUN KOoHUrypaumm 6yaeT BbiBEAEHO
coobuieHne "Configuration not accepted". OWNBKY B KOHOUIYPaALIMU MOMKHO Y3HATb €C/IM BKIOUYUTb N10TU
configd, Torga npu npumeHeHWM KoHdUrypauumn 6yaeT noApobHO yKasaHa MNpuUuYMHA MO KOTOPOM
KOHdUrypaumsa He NpMMeHeHa.

* Mpumep K NyHKTY 8:

Jonyctum ana nHtepdeiica internet ykasaH cieayroLmii CIMCOK Onumii:
Internet.Network.DHCPOptionList: "3,6,26,28,33,121,249,12"

A ana uHTepdelica managment HAYEro He yKasaHo:

System.ManagementVLAN.DHCPOptionList: ""

TOr/Zla COr1IacHO NYHKTY 7, AONMKEH BbITb 3aMpoLleH CNUCOK OnuuMii No ymondanuio 3, 6,12, 15, 26,
28, 33,40, 41, 42,43, 66,67, 121, 249, Ho Tak Kak onuuto 12 mbl yKa3anm ABHO Ha MHTepdeice Internet,
TO M3 3TOro CNMCKa OHa ByaeT UCKAtoYeHa.

B utore 6yayT creaytolme Crmncku:
3HauyeHue napamertpa: Internet.Network.DHCPOptionlList: "3,6,26,28,33,121,249,12"

3anpalimBaemsbliit cnncok onumin: 1,3,6,26,28,33,121,249,12
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3Ha4yeHne napametpa: System.ManagementVLAN.DHCPOptionList:

3anpalumMBaembln cnmcok onumi: 1,3,6,15,26,28,33,40,41,42,43,66,67,121,249

« MNocne peaaktuposaHua DHCPOptionList pekomeHayeTca nepesarpysKa ycrpoicrea. [lo
| nepes3arpy3Ku KOppeKkTHasA paboTa ycTpoicTBa He rapaHTUpyeTcs
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TEXHUYECKAA NOAAEPHKA

Ona nonyyeHma TeXHUYECKOM KOHCYNbTauuu MO BOMPOCAam 3KcnayaTauuu obopyposanma 000
«Mpegnpuatme «/ITEKC» Bbl moxkeTe 06paTnTbca B CEPBUCHbBIN LLEHTP KOMMNAHMUU:

Poccuitckan deaepauyma ,630020, r. HoBocnbupck, yn. OKpy»kHasa, gom 29B.

TenedoHbl LEHTPA TEXHUYECKOM NOALEPHKKN:

+7(383) 274-47-87,

+7(383) 272-83-31,

E-mail: techsupp@eltex.nsk.ru

Ha odumumanbHOM caiite KomnaHuMM Bbl MOXKeTe HAWTU TEXHWYECKYID AOKYMEHTAUMIO M NporpaMmmHoe
obecneyeHune ana npoaykumm 000 «Mpeanpuatne «I/ITEKC», obpaTutbca K B 6ase 3HaHWIA, OCTaBUTb
WHTEePaKTUBHYIO 3aABKY UAM MPOKOHCYNbTUPOBATLCA Y UHXKeHepoB CepBMCHOro LLeHTPa Ha TEXHUYECKOM

dopyme:

http://eltex-media.ru
http://eltex.nsk.ru/support/documentations
http://eltex.nsk.ru/forum
http://eltex.nsk.ru/interaktivnyi-zapros
http://eltex.nsk.ru/database
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