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YCNOBHbIE OBO3HAYEHUA

0O603HauyeHue

OnucaHue

NonyXupHbi Wpnet

Mony>kKMpHbIM  WPUGTOM  BblAeNeHbl MPUMEYAHUA U NpeaynpexXaeHus,
Ha3BaHMWe rnas, 3aro/IOBKOB, 3aro/1I0BKOB TabanL,.

Kypcusom Calibri

Kypcueom Calibri ykasbiBaeTcsa nHdopmaums, Tpebytow,as ocoboro BHUMAHMS.

AHanorosbiii TenedoHHbIN annapart

SIP-cepBep

%

YcTpoiicTeo cemeictea RG-2400/RG-4400

Ly

S,

KomnbtloTtep

G

LUndposan TeneBnsnoHHaa npuctaska STB

I

«llogKknoveHne K ceTn»

~

()

becnpoBogHas ceTb

MpumeyaHua 1 npegynpexaeHus

,‘ MpumeuaHua copeprKaT BaKHylO MWHPOpMauMIoO, COBETbl WAM PeKoOMeHZauuu Mo
MCNO/Ib30BaHMWIO U HAaCTPOIKe YCTPOMCTBA.
l : MpeaynpexaeHna UHGOPMUPYIOT NO/Ib3OBATENA O CUTYALMAX, KOTOPblE MOTYT HaHECTU Bpea
o

OaHHDIX.

YCTPOMCTBY MAU YeNoBeKy, NMPUBECTU K HEKOPpPeKTHOW paborTe ycrpoiictBa Mau nortepe
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HELTEX

BBEAEHUE

B Hactoswee Bpemsa |IP-TenedpoHna 3TO0 ofHa M3 Hambonee 6ObICTPO  PA3BMBAIOLLMXCA
TEeNEKOMMYHUKAUMOHHbIX ycayr. s BO3MOXHOCTM npegocTasneHunna VolP-ycayr aboHeHTam ceTu
pa3paboTaHbl aboHEHTCKMe WAo3bl cepun RG-2400/RG-4400 (panee «ycTpoiicTBo»): RG-2402G, RG-
2404G, RG-2402G-W, RG-2404G-W, RG-4402G-W, RG4402GF-W.

YCTpoincTBa BbIMYCKAOTCA B Pas/iMYHbIX MoAMbMKauMAX, oTau4yatotca Habopom WHTepdencos wu
GYHKLMOHaNbHbIMN BO3MOMKHOCTAMM.

ABOHeHTCKMe wWwnto3bl  IP-TenepoHnn cepun RG-2400/RG-4400 obecneumBaloT nNoAKAOYEHUE
aHanoroBblx TenedOHHbIX annapaToB K CETAM MNAKETHOW nepefayu [aHHbIX, BbIXOA Ha KOTOpble
ocyliecTsaAeTca Yepes nHtepdelicol Ethernet.

yCTpOf/’ICTBO OPUEHTNUPOBAHO Ha AOMALLHUX nosib3oBatenein n Hebonbwune Od)VICbI.

B HacToAwem pyKoBOACTBE MO 3KCNAyaTaUMWU WM3/10XKEHbl Ha3HAYeHWe, OCHOBHbIE TeXHUYEecKue
XapaKTePUCTUKKU, NpaBuna KOHOUIYpPUPOBaHUA, MOHWUTOPUHIA M CMEHbl MPOrpamMmmMHOro obecneyeHus
aboHeHTCKMX w0308 IP-TtenedpoHun cepun RG-2400/RG-4400.
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1 ONMUCAHUE U3LENUA

1.1 Ha3sHaueHue

YcrtpoiictBo cepun RG-2400/RG-4400 — BbICOKOMPOU3BOAUTE/IbHLIA abOHEHTCKMIM w3  |P-
TenedoHUN € NOSIHbIM Habopom GYHKLMIN, NO3BOAAIOLWLMX NOTPEOUTENIO UCMNOJIb30BaTh NpenmyLLecTsa IP-
TenepoHUN.

ABOHEHTCKMI W03 cepum RG-2400/RG-4400 npepHasHadeH AN NOAKNIOYEHUA aHaNOroBbIX
TenedOHHbIX anmapatoB W dakc-moaemoB K IP-cetn. bnarogapa BCTPOEHHOMY MapLIpyTM3aTOpPY
ycTpoiicTBo obecneynBaeT BO3MOMKHOCTb MNOAKAOYEHMA 0OOPYyAOBAaHUA NOKaNbHOW CETU K CeTU
LUMPOKOMOIOCHOTO A0cTyna. K yCTPOMCTBY MOMKHO MOAKAOUNUTL A0 YEeTblPex KOMMbOTEPOB, AOCTYN B
WHTEPHET /17 KOTOPbIX BO3MOMEH C MOMOLLbIO BCTPOEHHbIX ¢yHKUMn NAT/DHCP-cepsepa. USB-pasbem
NCMONb3yeTca A1 NOAKI0YEHNA BHEWHNX HakonuTenen unm 3G/4G USB-mogema.

1.2 BapuaHTbl CNONHEHUA

YCTpOWCTBO BbiNyCKaeTcs B ceayowmnx moaudbuKkaumax, Tabamua 1.

Tabnunua 1 — BapmaHTbl UCNONHEHUSA

HanmeHoBaHue o Konunuectso noptos Konunuecrso -

mopenu Wntepgeitc WAN uHTepdeica L':\N noptos FXS Hanuuue Wi-Fi
RG-2402G RJ-45 4 Gigabit Ethernet 2 -
RG-2404G RJ-45 4 Gigabit Ethernet 4 -
RG-2402G-W RJ-45 4 Gigabit Ethernet 2 +
RG-2404G-W RJ-45 4 Gigabit Ethernet 4 +
RG-4402G-W RJ-45 4 Gigabit Ethernet 2 +
RG-4402GF-W SFP 4 Gigabit Ethernet 2 +

Yctpoiictea RG-2402G-W, RG-2404G-W  wumetoT BCTpOeHHbIM  agantep Wi-Fi. Mogenm
RG-2402G-W un RG-2404G-W obecneuynBaloT BO3MOMKHOCTb MNOAKAOYEHUA A0 ABYX BHELWHUX aHTEHH.
Mogenn RG-4402G-W un RG-4402GF-W ummetloT ABe BHYTPEHHWE aHTeHHbl. BCcTpoeHHbit agantep Wi-Fi
nogaeprkmeaeT TexHosormto 802.11n, 4yTo MNO3BOAAET MPEeAOCTaBAATb YCAYTM Mepefayvy AaHHbIX Mo
b6ecnpoBogHoi ceTn ¢ 6Oosiee BbICOKMM KayeCcTBOM CepBMCa MO CPaBHEHWUIO C YCTPOMCTBamMM,
noanep:kmeatowmmm ctaHaapt 802.11g, octaBadacb Npu 3TOM 06PAaTHO COBMECTUMbIM C YCTPOMCTBAMM
802.11g 1 802.11b. Kpome aToro nogaeprkmpaerca paboTa o4HOBPEMEHHO B ABYX AMANa30Hax YyacToT: 2.4
n5Imu.

Ab6oHeHmcKul w3 cepuu RG-2400/RG-4400 9
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1.3 XapaKTepucTnka ycTpomcrea
Unmepdpeiicobi:
o FXS: 2 unu 4* nopra RJ-11;
e LAN: 4 nopta Ethernet RJ-45 10/100/1000BASE-T;

e WAN: 1 nopt Ethernet (RJ-45 10/100/1000BASE-T) nau SFP 1000 BASE-X>;
e WLAN: IEEE 802.11 a/b/g/n’;
e USB: 1 nopt USB2.0.

MuTaHMe W33 OCYLLECTBASETCA Yepes BHeLWHMX aganTep 12 B nocTtosHHOro Toka oT cetn 220 B.

DyHKYuU:

e cemesble pyHKYUU:

— paboTa B perrmme «MOCTa» AN «KMapLlpyTU3aTopa;

— noaaep»Ka PPPoE (PAP, SPAP n CHAP aBsTopusaumsa, PPPoE komnpeccus);

— noaaeprkka PPTP;

— noajeprkka L2TP;

— noajaepykKa ctatuyeckoro agpeca n DHCP (DHCP-kaneHT Ha ctopoHe WAN, DHCP-cepsep
Ha cTopoHe LAN);

— noaaeprkka DNS;

— noaaepxka D-DNS

— noagepxka NAT;

—  CeTeBOW 3KpaH;

— noaaepxka NTP;

—  noaaepykka MexaHM3MOB KadecTBa 0b6cnykmBaHua QoS (QoS no DSCP n 802.1P);

e noaaepxKa dyHKumi IPTV;

e npoTokosbl IP-tenedpoHwnu: SIP;

e 3X0 KOMMeHcaumsa (pekomeHgaumm G.168);

e [ETEeKTop akTMBHOCTM peun (VAD);

e reHepaTop KOMPOPTHOrO LWYMa;

e 0OHapy»xeHue 1 reHepupoBaHue curdanos DTMF;
e nepeaaya DTMF (INBAND, rfc2833, SIP INFO);

e nepepgava dakca:

- G.711A/G.711U;
- T.38;

e paborta c SIP-cepBepom u 6e3 Hero;
e pyHKUuU ABO:

— yAepxaHue Bbizosa — Call Hold;

— nepepada Bbizosa — Call Transfer;

— yBeZOM/IEHME O NOCTyNneHnn HoBoro Bbiosa — Call Waiting;
— nepeagpecauma no 3aHaTtoctn — Call Forward at Busy;

— nepeaapecauma no HeoteeTy — Call Forward at No Response;
— besycnoBHas nepeagpecauma — Call Forward Unconditional;
— He becnokoutb — DND;

! TonbKko ana mogenet RG-2404G, RG-2404G-W
2Toano ona mogenei RG-2402G-W, RG-2404G-W, RG-4402G-W, RG-4402GF-W
3Toano ona mogenu RG-4402GF-W
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— Caller ID: FSK, DTMF;

— ropsaYan n"nHuA — Hotline;

—  Tpynnoeoii BbI30B;

— nepexBart BbizoBa — Call Pickup;
—  TMBKMI NNaH Hymepauuu;

e o06HoBAneHue N0 yepes web-nHTepdelic;

e noaaep*ka DHCP-based autoprovisioning;

e TR-069;

e YAaNEeHHbIt MOHUTOPWHT, KOHPUTYPUpOBaHUE N HacTpolika: Web-untepdeitc, Telnet, SNMP.

Ha pucyHke 1 npuBeaeHa cxema npumeHeHUA obopyaoBaHusa cepum RG-2400/RG-4400 Ha npumepe
RG-2404G-W.

MK ¢ Wi-Fi mogynem A

PucyHok 1 — ®yHKUMOHaNbHaA cxema ncnosib3osaHma RG-2404G-W

1.4 CTpyKTypa v npuHuMn paboTbl nsgenusa

ABOHEHTCKUI TepmUuHan cepun RG-2400/RG-4400 cocTouT U3 caeaytolmx NoACUCTEM:
e KOHTPOJI/IEP, B COCTAB KOTOPOFrO BXOAMT:

— BbICOKOMHTErpMpOBaHHAnA cuUcTemMa Ha Kpuctanne (System-on-a-Chip — SoC) Realtek
RTL8954C, Bkntoyatowana B ceba npoueccop, rMrabutHbIi KOMMYTaTOp CO BCTPOEHHbIMM
PHY, annapaTHylo akcenepaumio Tpaduka L2/L3/L4, USB 2.0 noptsl, PCI-E KoHTpONEpDI, 8
KaHanos PCM pgns pabotbl npunokeHuii VolP;

— flash-namatb — 8MB;

— onepatmnsBHaa namATb SDRAM — 128MB;

o aboHeHTCcKMe komnieKTbl SLIC (2 unn 4 nopta FXS);

e Ethernet-kommyTatop RJ-45 10/100/1000BASE-T Ha 4 nopTa — LAN;

e Ethernet-moaynb WAN: RJ-45 10/100/1000BASE-T/SFP 1000 BASE—Xl;

e 802.11n dual-band Wi-Fi aganTep (Tonbko gns mogeneit RG-2402G-W, RG-2404G-W, RG-4402G-
w);

Tonbko ans Mmoaenu RG-4402GF-W
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¢ USB Host nopr.

CTpyKTypHaa cXxema yCTpPoWCTBa NpuBeAeHa Ha PUCYHKe 2.

R145 R145 R145 R145 R145

l I I !
ETHERNET SWITCH

KOHTpOnnep

USB-uHTepdeiic

CPU

Wi-Fi mogynb

il

Soc RTL8954C

FXS0 FXS1 FXS2

RI11 RI11 RJ11 RJ11

PucyHok 2 — CTpyKTypHasa cxema RG-2404G-W

CTpYKTypHaa cxema Apyrux yCTpoicTe cepun RG-2400/RG-4400 oTAnYaeTcs KOAMYeCcTBOM NOpPTOB
FXS n otcytctBnem moayna Wi-Fi.

YcTpolictBo paboTaeT nog ynpaBieHMEM ONepaumoHHOM cuctembl Linux. OcCHOBHble ¢yHKUUK
ynpaB/eHuUa cocpefoTodeHbl B npoueccope Realtek, KoTopblt ocyuwiecTBaseT mapwpytusaumio |IP-
nakeToB, obecneuymBaeT paboTy |IP-TenedoHNN, NPOKCMPOBaHUE FPYNMNOBOro Tpaduka v T.A4.

®YHKUMOHANBHO YCTPOMCTBO MOXKHO pa3aennTb Ha 4 6naoka:

e bnok nogaepKKu ceteBbiX PYHKLMIN YCTPOMCTBA;

e bnok IP-TenedpoHmnm;

e Bnok 06paboTkm multicast-tpadukKa;

e BnoK ynpaBneHus (onepaunoHHas cuctema Linux).

Bnok noapepku cetesbix GyHKLUN yCTpolicTBa obecneunBaeT NpoxoxaeHne n Kommytaumto |P-
NaketoB B COOTBETCTBMM C Tabavueld MaplpyTMsauum YCTPOMCTBA, MOXeT o00pabaTbiBaTb KaK
HETErMpoBaHHbIe, TaK M TerMpoBaHHbIe MaKeTbl B 3aBMCMMOCTM OT HACTPOWKWU CeTeBbIX UHTepdencos.
Nopaepxuneaet npotokonsl DHCP, PPPoE, PPTP, L2TP.

Bbnok IP-tenedpoHun obecneunsaet paboTy ycTpoicTBa no npotoKoay SIP ana nepenaum peyesbix
CUTHAaNOB MO CeTM C KOMMyTauueil nakeToB. PeuyeBol curHan aboHeHTa NOCTYNnaeT Ha Moay/b
aboHeHTCKMXx KomnnekToB SLIC, rae npeobpasoBbiBaeTca B uMobposol Bug. OumdppoBaHHbIN CUTHAN
Hanpasnaetca B 610K IP-TenedoHun, rae KoaMpyeTcs No ogHOMY M3 BblBpPaHHbIX CTAaHAAPTOB U B BUAE
UMPPOBbIX NAaKETOB MOCTYMAET B KOHTPONEP Yepe3 BHYTPUCUCTEMHYIO Maructpanb. Lindposbie nakerbl
COLEPIKAT, KPOME peYEBbIX, CUFHA/bI YNPABAEHUA U B3aUMOLENCTBUA.

12 Ab6oHeHmcKul wo3 cepuu RG-2400/RG-4400
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Bnok o06paboTku multicast-rpaduka npegHasHayeH gas 06paboTkn IGMP-coobweHnit 1 multicast-
TpaduKa C Lenblo nogaepKKn GyHKumi IP-TenesngeHus.

BnoK ynpaBaeHuA Ha 6ase onepauMoHHOW cuctemsbl Linux KOHTponupyeT paboTy BCex ocTasbHbIX
6/710K0B M NOACUCTEM YCTPOICTBA M 0becneynBaeT Ux B3aumoaencTeme.

dyHKUMOHaNbHAA cxema ycTponcTea cepum RG-2400/RG-4400 npeactasieHa Ha PUCYHKe 3.

#

bnok
noAaAepKKn
CeTeBbIX

bYHKUMIA
YyCTPOKCTBa

Briok
IP-TenechoHum

Bnok obpaboTku
multicast-Tpaduka

PucyHok 3 — dyHKUMOHaNbHaA cxema ycTpoictea cepun RG-2400/RG-4400

1.5 OcHOBHble TEXHUYECKUe NapameTpbl

OCHOBHble TEXHUYECKME NapameTpbl YyCTPOICTBA NpuBeAeHbl B Tabauue 2.

Tabnunua 2 — OCHOBHble TEXHUYECKME NapaMeTpbl

MpoTtokonbi VolP

| NopaepmBaemble NPOTOKObI | SIP
Ayanokoaexku
Koaekn G.729, annex A, annex B, G.711a, G.711u, G.723.1,

G.722, G.726-24, G.726-32
Mepepava moaema: G.711a,
MNepepava dakca: G.711a, G.711u, T.38

G.711u

MapameTpbl WAN-uHtepdeiica Ethernet

Konnyectso noptos

1

DNEeKTPUHECKUI pasbem

RJ-45

CropocTb nepeaayn, Méut/c

10/100/1000, asToONpeaeneHue

MoAfeprKKa CTaHAApPTOB

BASE-T, 1000 BASE-X"

MapameTpbl LAN-uHTepdeiica Ethernet

Konunuectso nHtepdeiicos 4

DNEeKTPUYECKN pasbem RJ-45

CkopocTb nepeaaun, Méut/c 10/100/1000, aBToONpeaeneHue
MopaepKKa CTaH4ApPTOB BASE-T

Tonbko ans Mmoaenu RG-4402GF-W
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MapameTpbl aHaNOroBbiX aBOHEHTCKMX NOPTOB

RG-2402G, RG-2402G-W, | 2
Konnyectso nopTos: RG-4402G-W, RG-4402GF-W

RG-2404G, RG-2404G-W 4
ConpoTunBneHue wnenda 00 2 KOm

Mpuem Habopa

MMMYNbCHbIN/YacToTHbIN (DTMF)

3awmTa abOHEHTCKMX OKOHYaHUI

MO TOKY U NO HaNpAXeHUto

Bblgaua Caller ID

FSK BELL202/FSK V.23/DTMF

NapameTpbl 6ecnpoBogHoro uHTepdeiica*

CTaHaapThbl 802.11 a/b/g/n
YacToTHbIM agnanasoH, Mry, 2.4~2.48351Tuy, 5.15~5.351Twy
Mogaynauusa BPSK, QPSK, 16 QAM, 64 QAM, DBPSK, DQPSK, CCK

CKopocTb nepeaaun AaHHbix, Méut/c

802.11b(CCK): 1, 2, 5.5,11

802.11g(OFDM): 6, 9, 12, 18, 24, 36, 48, 54

811n (HT20, 800ns Gl): 13, 26, 39, 78, 104, 117, 130
802.11n (HT40, 400ns GI): 30, 60, 90, 120, 180, 240,
270, 300

802.11n (HT40, 800ns Gl): 27, 54, 81, 108, 162, 216,
243,270

MakcrmanbHaA BbIXO4HAA MOLLHOCTbL NepeaaTynKka

802.11b: 16dBm

802.11g: 11dBm

802.11n(20MHz MCS0/8): 19 dBm
802.11n(20MHz MCS7/15): 12 dBm
802.11n(40MHz MCS0/8): 19 dBm
802.11n(40MHz MCS7/15): 11 dBm

quCTBVITeI'IbHOCTb npuemMmHuKa

802.11b: -83 dBm

802.11g: -70 dBm
802.11n(20MHz MCS7): -67 dBm
802.11n(20MHz MCS15): -66 dBm
802.11n(40MHz MCS7): -65 dBm

be3onacHocTb

64/128/152-6utHoe WEP-lundppoBaHme AaHHbIX;
WEP, TKIP n AES

YnpasneHue

YpaneHHoe ynpaBaeHue

Web-untepdoeiic, Telnet, SSH, SNMP, TR-069

OrpaHu4yeHue goctyna

no naposto

O6wme napameTpbl

MuTtaHue

agantep nutaHua 12V DC, 2 A.

MoTpebaseman MOLHOCTb RG-2404G He 6onee 10 BT
RG-2404G-W He bonee 12 BT
RG-2402G He bonee 7.5 BT
RG-2402G-W He 6onee 9 BT
RG-4402G-W He 6onee 10 BT
RG-4402GF-W He 6onee 11,5 Bt
Pabouunit ananasoH Temnepartyp ot +5 go +40°C
OTHOCUTENbHAA BNAXKHOCTb Npu Temnepatype 25°C 80 80%
labaputol cepua RG-2400 218x120x49 mm
cepua RG-4400 187x125%x32 mm
Macca He 6onee 0,3 Kr.

! TonbKko gns mogenent RG-2402G-W, RG-2404G-W
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1.6 KoHCTpyKTMBHOE UcnonHeHune

ABOHEHTCKMIM TepmuHan cepunm RG-2400/RG-4400 BbINOMHEH B MAACTMKOBOM Kopryce pasmepamu

218x120x49 mm.

1.6.1 [lepedHsas naHenb ycmpolicmea

BHewHW BUA nepegHen naHenn yctponcrtsa RG-2404G-W npuseaeH Ha pucyHke 4.

-

~

[|| (o) O O O O "3;'
2 Do o)
k | — | | E— | j
1 2 3 4 5 6

PucyHok 4 — BHewHW Bug, nepegHei naHenn RG-2404G-W

Ha nepeaHeit naHenun ycrpoicrea cepun RG-2400/RG-4400 pacnonosKeHbl cnedyloline CBeToBble

MHOWNKATOPbI U OpraHbl YNpaBaeHNA:

Tabnuua 3 — OnucaHne MHAMKATOPOB M OPraHOB YNPaBAEHUA NepeaHelt NaHenm

dnemeHT nepegHeit naHenn OnucaHue
1 Wi-Fi* MHAMKaTop paboTbl becnpoBoaHOM cetu
2 WAN nHankatop WAN-untepdeiica
3 LAN WMHAMKaTopbl noptoB LAN-MHTepdelica
4 Phone MHAMKaTopbl paboTbl aHaNOroBbIX TenedOHHbIX annapaTos
5 USB MHAMKaTop paboTbl BHewHero USB-ycTpoiictea (USB flash, BHewHwMi
WeCTKU anck, 3G/4G USB-moaem)
6 Power WHAMKATOP NUTaHMA U cTaTyca paboTbl ycTpoiicTea

1T0}1bK0 ons mogeneit RG-2402G-W, RG-2404G-W, RG4402G-W, RG-4402GF-W

AboHeHmcKuli wto3 cepuu RG-2400/RG-4400
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1.6.2 3adHaa naHensb ycmpoiicmea

BHewHM BUA 3aaHen naHenn yctponctea RG-2404G-W npuBeaeH Ha puUcyHKe 5.

i D™ \
12v. USB IKHETS Po|pa| oo
Onoff -@-+ 02 19/100/
— o o |
u #
7 8 9 10 " 12 13 14 7

PucyHoK 5 — BHelwHM BKuA, 3aaHen naHenn RG-2404G-W

Ha 3agHelt naHenn yctpoictBa cepumn RG-2400 pacnonioxKeHbl c/eaylowme pasbembl U OpraHbl

ynpasnaeHua, Tabavua 4.

Tabnnua 4 — OnMcaHMe MHAMKATOPOB W OPraHoOB ynpasaeHusa 3agHer naHenn RG2400

dnemeHT 3aaHei NnaHenun OnucaHue

7 pasbem A41A NOAKAOYEHUA Wi-Fi-aHTeHHb!"

8 On/Off TYyMB/1ep BKIOYEHUA/BbLIKNHOYEHMS YCTPOCTBA

9 12v pasbem 414 NOAKAOYEHMA aganTepa NUTaHMUA

10 USB pasbem USB ana noaknoyeHmsa BHewHero USB-yctpoiictea (USB flash,
XeCTKui amck, 3G/4G USB-mogem)
pasbem RJ-11 ana noAKNAOYEHUA aHAN0roBbIX TenedOHHbIX annapaTos:

11 Phone - ANs ycTpoiicts RG-2402G, RG-2402G-W:  2;
- ana yctpoiicts RG-2404G, RG-2404G-W: 4.

12 LAN 4 nopta 10/100/1000BASE-T Ethernet (pazbem RJ-45) ann
NOAKNOYEHMA CETEBbIX YCTPONCTB

13 WAN nopt 10/100/1000BASE-T (pasbem RIJ-45) pana noakao4eHusa K
BHeLLHen ceTn

14 F dYHKLUMOHANbHAA KHOMKa ANs nepesarpysku ycTpoincTea M cbpoca K

3aBOACKMM HaCTpOVIKaM

BHewHMIn BuA 3agHen naHenu yctporictea RG-4402G-W npuBeaeH Ha pUCYyHKe 6. BHewHnin sug,

3agHen naHenu yctpoictea RG-4402GF-W npuBeaeH Ha pUcyHKe 7.

@og%j;;@ B [ e e ]|

Phone LAN 10/100/1000 | |—

1 2 3 4 5 6

PucyHok 6 — BHelwHWi1 BUA 3aaHen naHenn RG-4402G-W
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PucyHoK 7 — BHewHui Bug 3agHen naHenn RG-4402GF-W

Ha 3agHel naHenu yctpoictBa cepum RG-4400 pacnofioXKeHbl cneaylowpe pasbembl U OpraHbl
ynpasnexua, Tabavua 5.

Tabnvua 5 — OnucaHMe MHAMKATOPOB W OPraHoOB yrnpaBaeHua 3aaHen naHenan RG-4400

dnemeHT 3agHel naHenu

OnucaHue

1 On/Off Tymb6/1ep BKAOUYEHUA/BbIK/HOYEHMS YCTPOICTBa

2 12v pasbem 414 NOAKAYEHMA aganTepa NUTAaHNA
ana RG-4402G-W WAN nopt 10/100/1000BASE-T (pasbem RJ-45)

3

ansa RG-4402GF-W | WAN SFP | 1000 BASE-X (waccu gna SFP)

pasbem USB ansa nogkntouyeHus sHewHero USB-yctpolictea (USB flash,

4 B
Us MeCTKui amck, 3G/4G USB-moaem)
5 Phone pasbem RJ-11 Ana noaKNOYEHNA aHANOrOBbIX TeNedOHHbIX annapaTos
4 10/100/1000BASE-T Eth RJ-4
6 LAN 10/100/1000 nopta 10/100/1000BAS vt ernet (pasbem RJ-45) gna
NOAK/OYEHNA CeTEeBbIX YCTPONCTB
1.7 CseToBaa MHAUKaUUA

TeKkyuiee coctosiHue ycTponcTea RG-2400/RG-4400 oTobpaxaeTtca npu nomowm nHamkatopos Wi-
Fil, WAN, LAN, Phone, Power — pacnonoeHHbix Ha nepeaHel naHenu. [lepeyeHb COCTOAHWM
WHAMKATOPOB NpuBeaeH B Tabanue 6.

Tabnumua 6 — CeeToBaa MHAMKALIMA COCTOAHUA YCTpoICTBa cepumn RG-2400/RG-4400

UHpaukarop CocTosHMe NHAMKaTOpA CocTofiHMe YCTPOMCTBA
WicFi! 3e/1eHbli, FOPUT NOCTOAHHO ceTb Wi-Fi-akTuBHa
i-Fi "
. npouecc nepesayn AaHHbIX No 6ecnpoBoaHON ceTu
3eNeHbli, Muraet
YCTaHOB/IEHO COEAMHEHNE MENKAY CTaHLMOHHbIM
roput 3eneHbim (10, 100Mbps)/ o
TEPMWHANIOM Y aBOHEHTCKMM YCTPOMUCTBOM
opaH:keBbim (1000 Mbps)
WAN ”
npouecc nakeTHou nepegayvm gaHHoix no WAN-
Muraet NHTepdency
10. 100 Mb YCTaHOB/IEHO COeAMHEHWNE C NOAKNHOYEHHbBIM
roput senebim (10, ps)/ CeTeBbIM YCTPONCTBOM
opaH:KeBbim (1000 Mbps)
LAN
npoLecc NakeTHo nepegaym aaHHbIx no LAN-
muraet pol . peaatin A
nHTepdency

! Tonbko ana mogenent RG-2402G-W, RG-2404G-W, RG4402G-W, RG4402GF-W
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3e/1eHbIN, FOPUT NOCTOAHHO TenedoHHan TpybKa nogHATa (NMMHMA aKTUBHA)
He roput TpybKa nosoxeHa, HopmasnbHaa paboTta
Phone0 B TEYEHME CEKYHAbl MUraeT ¢ Yactoton 20 . .
Ha TenedOHHbI NOPT NOCTyNaeT BXOAALLMNA BbI30B
Phonel 'y, 3aTem 4 cekyHAbl Nay3a
1 o
Phone2 3e/ieHbIn, nepuoguyeckoe pefKoe | oTcyTcTBYeT perucrpauma aboHEHTCKoro mopTa Ha
2
Phone3 MUraHue SIP-npokcu cepsepe
OBOMHbIEe KOpOTKue MUraHuA c
MAET TECT JINHUK
MHTEPBa/IOM B 3 CeKyHAbl
USB 3e/IeHbIN, ropuUT USB-yCTpOICTBO NOAK/IOYEHO
He roput USB-yCTpOICTBO OTK/IHOYEHO
o BK/IIOYEHO MUTaHWE YCTPOMCTBA, HOPMasbHan
3€e/IeHbl, TOPUT NOCTOAHHO
paboTa
Power OpPaHKEBbI, FOPUT NOCTOAHHO OTCYTCTBYET BbIX0Z B UHTEpPHET
KPACHbIN, FOPUT NOCTOAHHO 3arpyska ycTpowctea, cbpoc ycTpoicTBa K
3aBOJCKMM HaCTPOMKam
1.8 C6pocC K 3aBOACKUM HACTPOiIKam

[na 3anycka ycTpoMcTBa C 3aBOACKMMM HacCTPOMKAMM HEOO6XOAMMO B 3arpyKEHHOM COCTOSHUU
Ha)KaTb W YyAEPXMBATb KHOMKY «F», noka WHAMKaTop «Power» He 3aropuTcA KpPacHbIM LBETOM.
Mpousonaer aBTOMaTMYecKana Mepesarpyska ycTpolictea. [pu 3aBoACKMX ycTaHoBKax Ha WAN-
nHtepderice 3anyweH DHCP-knueHT, agpec uHTepdeinca LAN - 192.168.1.1, macka noacetm -—
255.255.255.0; uma nosib3osaTens/naposib Ansa gocryna vyepes web-nHrtepderic: admin/password.

1.9 KomnnaeKT nocraBku

B 6a30BblIii KOMMNJIEKT MOCTaBKK yCTpoincTea cepun RG-2400/RG-4400 sxopaAT:

e TEPMWHAN abOHEHTCKUI YHMBEPCANbHbIN;

e ajantep nuTaHuAa 220/12B 2 A;

e 2 CbeMHble aHTeHHbI (To/IbKO Ans ycTpoicte RG-2402G-W, RG-2404G-W; ycTpoiictBa RG-4402G-W
1 RG4402GF-W MMeloT BHYTPEHHUWE aHTEHHbI);

e PYKOBOACTBO MO YCTaHOBKE M HACTPOIiKe.

lTOanO ona moaenen RG-2404G, RG-2404G-W
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2 YNPABJIEHUE YCTPOUCTBOM YEPE3 WEB-KOH®UTYPATOP

2.1 Hauyano pab6ortbi

Ona Hayana paboTbl HYXKHO MNOAKAOYUTLCA K YCTpolcTBY No nHTepdeincy LAN yepes Web-6paysep:
1. Ortkpoiite Web-bpaysep (nNporpammy-npoCcMOTPLUMK TUNEPTEKCTOBLIX AOKYMEHTOB),

Hanpumep, Firefox, Opera, Chrome.
2. BseauTte B agpecHo cTpoke bpaysepa IP-agpec ycTpolicTsa.

V 3aBoackKoii IP-agpec yctpoiictBa: 192.168.1.1, macKa noaceTtu: 255.255.255.0

Mpu ycnewHom obHapyXeHUU YCTPOMCTBA B OKHe bpaysepa O0TOOpPasuTCA CTpaHMLA C 3anpocom
MMEHM NoSIb30BaTeNA U Napons.

NoruH:

Mapons:

3. BBeaute uMMA nosib3oBaTeNs B CTPOKe «JIOrMH» M naposb B CTpoke «[Maponby.

V 3aBoACKMe YCTAaHOBKU: NOrUH: admin, naponb: password.
4. HaxXmuTe KHoOMKy «BoliTn». B okHe 6pay3epa oTkpoeTca MacTtep 6bICTpOiA HACTPOMKW.

2.2 Macrtep 6bICTPOI HAaCTPOMUKKU

MacTep 6bICTPOI HACTPOMKKM MO3BONAET NPOU3BECTU ObICTPOE U3MEHEHWME OCHOBHbIX NAapameTpoB
ycTpoiicTea. HacTpolika TemaTMyYeckn nogeneHa Ha CeMb LUAroB:
e Tun nodkMYeHUA K cemu — Ha AAHHOM LWare cieayeT BblbpaTb MPOTOKOJ, MO KOTopomy byaer
OCYLLECTBAATLCA NOAKMOYEHUNE K BHELLHEN CEeTU:

Tun NogKNHYEHUsA K CeTH

THN NOAKNHKIYEHNA DHCP
® Static
PPPOE
PPTP
L2TP
3G/M4G USB-mogem

®

N OB

< Hasan Hanee »
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e Hacmpoliku eHewHeli cemu — Ha JaHHOM wware Heobxo4MMO BBECTM HACTPOMKM, cneumduyHble
AN BbIBPaHHOro BaMy TWMNa NOAKAIOYEHUA K BHeWHeW ceTu. MNpu BbIBpaHHOM Ha npeablgyliem
Wware noakatouyeHnn yepes 3G/4G mogem AOCTaTOYHO ByaeT BbibpaTb onepaTopa W TUM COTOBOW
ceTu:

HacTpoikn BHEWHeN ceTu

MoBMnEHEIR NpoBaigep MTC v

Tun mMogema 4G v

< Hazan Hanee »

£
red
Hactpolika BHewHel cetn ana noaxaodeHna 3G/4G USB-moaem
HacTpoiikn BHELWHEW ceTu
VLAN ID
iMa nons3oeaTens
&
. Mapone
BTopoi noctyn DHCP A
-
7
€ Hasan Nanee »

HacTpoiKa BHelwHen ceTn ana PPPoE nogkntoyeHus

e Hacmpoliiku IP-menegoHuu (VolP) — Ha paHHOM ware npoussoautca 6a3oBas HacTpolika |IP-
TenedoHun: crnenyet BBecTn aapec SIP-NpoKcu cepeepa, cepBepa perucTpaLmu, a TakxKe Homepa
TenedoHOB, MMEHa NOb30BaTe/1eN, I0rMHbI U NAPOAU 1A TeNePOHHbIX TNHWUI:

Hactpowikn IP-Tenedonnn (VolP)

MNapameTpol SIP

SIP-npokcy cepeep

@

CepBep perncTpauum

& Howmep WMA nonesoeatens TNorne Mapene
TenedgoHa P

s NuHna 1 001

JuHna 2 002

€ Hasan Danee »

e Hacmpoliku uyugposozo menesudeHusa (IPTV) — no3sonaeT BKAUYUTL MM60 oTKAounTb IPTV, npu
HeobxoaMMOCTH, BBECTM Ucnonbayemblit VLAN ID, a TakKe BKAKOYUTbL M BbIOpATb NopThl gns STB:
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HacTpoiikn undposoro teneeugenus (IPTV)

IPTV
BrniouuTe IPTV &
&
- WLAN 1D
STB
£
BrnwoynTe STB
7

< Hazan Nanee »

Hacmpoliku 6ecnposodHoli cemu (Wi-Fi) — Ha AaHHOM Llare npeasiaraertca BKAKOYUTbL Anbo
otkntountb Wi-Fi gna pguanasoHoB 2.4 u 5 [Ty, COOTBETCTBEHHO, a TaKKe HACTPOUTb

NMAeHTUOUKATOPbI CETU U MAPONK:

HacTtpoiiku 6ecnposogHoit cetu (Wi-Fi)

Wi-Fi 2.4 I'T'y,

BrnoynTe Wi-Fi

MaeHTniukaTop ceTh (SSI1D) EltexWiFi

Naponb (KN WPA)

&

Wi-Fi 5Ty

N

BrnoynTe Wi-Fi &
WaeHTUpukaTop ceTh (SSI0) EltexWiFisG

Mapons (Knoy WPA)

€ Haszan Nanee »

Hacmpoliku 6e3onacHocmu — npeanaraeTca CMeHUTb Napoab agMMHUCTPATOPa YCTPOMICTBA:

HacTpoiikn 6GesonacHocTU

Mapone

MoaTBEpHIEHHE Naponsa

€{ Hasap Hanee »

N

APUMEYAHME! Mepexoa K cneayollemy Liary HacTPOWMKM ByaeT 3ab6/10KMpPOBaH A0 YCTaHOBKMU

HOBOTO NaponiAa (yCTaHaBﬂMBaEMbIVI Nnapo/ib MOXET CcoBMaaaTb C TeKYLLI,VIM).
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e Hacmpoliku epemeHuU — Ha jaHHOM Lware TpebyeTca BbIbBPaTb YaCOBOM MOSC, @ TaK»Ke BBECTU agpec
cepBepa CMHXPOHM3auun BpemeHn 1nMbo BbibpaTb cepBep M3 BbiNaLatoLLEro CMCKa:

HacTpolikn BpemeHn

Yacosoi noac Moscow, Russia v

Cepeep CUHXPOHU3IALUMN

K

Mocne BbINO/SIHEHMA BCEX LIATr0OB C/ieAyeT HaXaTb Ha KHOMKY «[TPpMMEHUTb», NOC/ie Yero BO3MOXKHO
NPOAO/IXKUTb PabOoTy C YCTPOMCTBOM.

NAPUMEYAHUE! [Mocne npumeHeHUs KoHdurypaumm 6OyaeT npousBedeHO aBTOMaTUYeckoe
nepeHanpas/ieHme Ha cTpaHuuy no agpecy http://192.168.1.1/.

M3 macTtepa ObICTPOM HACTPOMKM MOXKHO B 1060 MOMEHT BbIATU, BbiOpaB B DOKOBOM MEHIO
MOoHUTOPWHT, MANUTKK nan HacTponky.

2.3 CmeHa nonb3oBatenewu

Ha ycTpoitcTee cylwecTByeT Tpu TUNa noab3oBatenein: admin, user v viewer. MNosb3osatesib admin
(naponb no ymonuaHuio: password) MmeeT MOJHbIA AOCTYN K YCTPOWCTBY: UTEHME M 3anucb NobbIx
HaCTPOEK, MOJIHbI MOHUTOPUHI COCTOSHUA YCTPOMCTBa. Mob30BaTe b user (Mapo/ib MO YMOYAHUIO: user)
MMeET BO3MOXKHOCTb BbINOJIHUTL TOJIbKO HAcTpoiiKy PPPoE ana noakntoueHma K UHTEPHET U HacTPOWMKy
Wi-Fi, He nmeeT AocTyna K MOHWUTOPWUHTY COCTOAHWMA YCTpoMcTBa. lNosb3oBaTenb viewer MMeeT NpaBo
TO/IbKO MPOCMATPMBaTb BCHO KOHPUrypaumio ycTponcTBa 6€3 BO3IMOXKHOCTM YTO-IMBO peaakTUpoBaTh,
MOHWTOPUHT COCTOSHUA YCTPOCTBA EMY AOCTYMNEH B MOJIHOM 06beme.

RG-4402G-W

Cete QESCHELLETEN |P-reneBugeHve  JlokanbHble wHTepdeincsl  Cuctema

Hactporsu ceTn QoS [EEEVTERTLTI Mpodunu SIP Mpodunn dialplan  Tpynnel Beisoea  [pynnel nepexsata  [pedukcel ynpasnenna JBO  CurHansl Bui308a

MCTOpHA BbI30B0B

Mpn Ha)XaTMM Ha KHOMKY «B8bIX00» TeKyLWaAa ceccna nonb3oBaTenA 6y,CI,ET 3aBeplleHa, OTO6pa3MTCF|
OKHO aBTOpU3aLnn:

Norvy:

user

Mapone:
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Ans cmeHbl gocTyna HeobXoAMMO yKa3aTb COOTBETCTBYIOLLME MMA MOJ/Ib30BATENS U MAPOJb, HaXaTb
KHONKY «Bolimu».

24

Pexxumbl paboTtbl WEB-uHTepdeiica

WEB-uHTepdeiic ycTpolictea cepun RG-2400/RG-4400 moskeT paboTaTb B HETbIPEX pPeXsnmax:

MOHUTOPUHT — pPEXUM MOHUTOPUHIA CUCTEMbI — UCNO/Ib3YETCA A5 MPOCMOTPA PA3/IMYHOro poaa
MHbOPMauumn o paboTe yCTPOMCTBA: aKTUBHOCTb MHTEPHET-COeAMHEHUS, COCTOsHME TenedOHHOro
nopTa, 06bem NPUHATLIX/NepeaaHHbIX AaHHbIX MO CETeBbIM MHTepdeiicam u T.4.;

MANTKU — peXkmm B6bICTPOro KOHPUrypMpoBaHUA CUCTEMbI — B KaXKAOM MAWUTKE CrpynnupoBaHbl
HacTPOMKM no wux OYHKUMOHaNbHOMY HasHauyeHuto: WHTepHet, IP-tenedpoHuna, Wi-Fl, IP-
TenesugeHve nu  Cuctema. B nanTky BbiBeAeHbl TOIbKO OCHOBHble MapameTpbl, MO3BoAAOWME
MaKCMManbHO BbICTPO HAaCTPOUTb onpeseneHHyo GYHKLMIO YCTPOICTBa;

HacTpoiikKm — paclMpeHHbI  peXXMmM  KOHOUIYPUPOBaAHUA  CUCTEMbI  (PEXMM  MOJHOTO
KOHOUIYypMpPOBaHMA) — NO3BOAET BbIMNOJAHUTb NOJHOE KOHPUIYPUPOBaAHME YCTPOMCTBA.

Macrtep 6bICTpPOii HAaCTPOIKU — pexnm 6a30BOro KOHPUIypPUPOBAHUA CUCTEMBI, COCTOALMI U3
CEMW TEMATUYECKMX LUAroB M MNO3BOMAIOWMA NPOM3BECTU ObICTPyto 6a30BYyH0 HACTPOMKY
YCTPOMCTBa.

Ana Hasurauum mexay pexknmammu WEB-uHTepdelica ncnonb3yeTca naHe b, KOTOPaa HaXo4mMTCA C

nesoi ctopoHbl WEB-uHTepdelica. Mpy HaBeAEHUM YKa3aTeNs MblWW NaHeAb PacKpblBaeTcA:

UHTepHet UnTepHet
Pesum pad PeRuM pa
MpoTg Mpor]
BHELIHMIA |P-a) BuawsilR 3
@ Macka noag @ MOHUTOPUHT b
i LLnto3 no ymonya EA Iy
o MepenyHbIi £ HacTpoiikn I
7 BTopH4Heiit [ # WacTep GoICTPOI HACTPOIKM i

N3 pexknma «MAnMTKU» B pekum «HacTporKku» nepexof, BO3MOMEH TaKXe uepe3 CCbIIKY

«nop,p06Hee» B Ha3BaHWU NINTKWA.

2.5

MpumeHeHue KOHPUrypaLum n oTMeHa U3SMeHeHUin

1 TMpumeHeHMe KOHPUrypaumm

Mo Ha)KaTuio Ha KHONKY «MprUMeHUTb» NPOUCXOAUT COXPaHeHue KoHdurypauuu so flash-
namATb YCTPOMUCTBA M NPUMEHEHNe HOBbIX HacTpoeK. Bce HacTpoiKu BcTynatoT B cuny 6e3
nepesarpy3Ku ycTpoiicTea.
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KHonKa «MpumeHnTb» B MeH0 BbICTPOro KOHPUIYPMPOBAHMSA U B MEHIO pacLUMpPeHHbIX HAacTpoeK

 [TpHMEHUTE
COOTBETCTBEHHO MMeeT BUA,: ; .

B WEB-uHTepdeiice peannsoBaHa BM3yanbHaa MWHAMKALMA TeEKYLEro COCTOAHMA npouecca
npumeHeHus HacTpoek (Tabaunuya 7) .

Tabnnua 7 — BusyanbHasa MHAMKALMA TEKYLLLETO COCTOSIHUA NpoLuecca NPMMEHEHUSA HacTpoeK

BHewHuii BUg, OnucaHue cocToaHUA

Mocne Ha)kaTma Ha KHOMKY «rlpMMeHMTb» npoucxoaunT npouecc npumeHeHunAa un

HacTpoikd cetr <
3aNMCK HACTPOeK B NamATb ycTpoictea. 06 atom uHopmupyeT 3Haq0Kﬂ B
Ha3BaHWW BKNAAKM M HA KHOMKe «[TpUMEHUTbY.

HacTpoikM ceTH @ 06 ycrnewHoM COXpPaHEHUW U MPUMEHEHUWU HACTPOEK UHPOpMUpyeT sHauok 4 8
Ha3BaHWM BKAAJKMW.
HacTpoliki ceTh @ Ecnun 3HayeHne napameTpa 6biN0 YKa3aHO C OLWMBKOW — NOC/e HaXKaTusA Ha KHOMKY

«MpUMeHUTb» NOABUTCA COOTBETCTBYOLLEe cooblieHne o6 owmnbKke ¢ yKasaHuem

NPUYNHLI, @ B Ha3BaHUW BKNAOKUN OTO6pa3MTCﬂ 3HA4OK E]

2 OTmeHa nsmeHeHun

J] OTMeHa M3MeHEeHWI1 NPOU3BOAUTCA TONbKO A0 HaXaTUA Ha KHOMKy «MpumeHUTb». B aTom

clyyae M3MEHEHHble Ha CTpaHuMUue napameTpbl OBOHOBATCA TEKYLMMM 3HaAUYEHUAMM,

3anuMcaHHbIMU B NaMATU ycTpoiicTBa. Mocne HaxKaTMAa Ha KHonKy «lMpumeHUTb» BO3BpaT K
npeabiayLWMM HacTpoKam byaeT HeBO3MOXKEH.

KHOMKa OTMEeHbl M3MEHEHUI B MEHI0 ObICTPOro KOHPUIrypupOBaHWA M B MEHIO PaCLUMPEHHbIX

x ® Otmena
HaCTpPOEK COOTBETCTBEHHO MMEET BUA: 5
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2.6 MeH10 6bICTPOro KOHGUryprMpoBaHUA

B MeHI0 BbICTPOro KOHPUrypMpoBaHMa oTobparkatoTca OCHOBHbIE HACTPOMKM YCTPoMcTBa, PUCYHOK

RG-4402GF-W - admin
WHTepHeT noapoGHee IP-TenedoHun nonpoGHee Wi-Fi noppoGHee
Pexum padoTel | MaplupyTusatop v NMaHna 1 Nuema 2 SIP 241y 51Ty
Mpotokon  DHCP M Pesum paboTb: Touka focTyna
BKMIO4HTE
MepsnyHblil DNS
_ BrnwounTs Wi-Fi 1«
Homep | 6001
© BTOpPHUHEIA DNS o
AyTEHTM(UKALMA SSID | EltexWiFi
. .
Wm= nonb3oBatena Peskum BesonacHoctn | Off v
= Maponb x
IP-TeneBmaeHne nonpoGHee Cuctema noapoGHee
BKNI04HTh IPTV ¥ DocTyn kK Web
BrioMUT HTTP- HTTP @
npoKCH
HTTPS
.
:
© 000 Tipednpuamue "3nmexc”, 2011 — 2017 Bepcus [10: {Texywaa sepens M0)
Bepcus sed-unmepipelica:{Tetyman sepeua se6-
uHteppeiica)

PucyHoK 8 — MeHto 6bICTpOoro KoHGUIrypupoBaHua

HacTpoiku pasgeneHbl No CAeAyHoWmMM KaTeropuam:

e MHmMepHem — 6bICTpaA HAaCTPOWMKa BbIXOAA B C€Tb MHTEpHET;

e IP-menegoHua — 6bicTpan HacTpoiKa TenedoHmuu;

e Wi-Fi— HacTpoiika 6ecnpoBoAHOM TOUYKMN 4OCTYNa;

o |P-menesudeHue — KOHOUIYPUPOBAHME YCTPOMCTBA ANA NOALEPKKM dyHKUm IPTV;

e Cucmema — HacCTPOWMKa CUCTEMHbIX NAaPamMeTPOoB (JOCTYN K YCTPOMCTBY, CUHXPOHU3ALMNA BPEMEHM
nnp.).

2.6.1 WNHmMepHem

Ona poctyna K cetu WHTepHeT HeobxooyMO YCTaHOBWUTb OCHOBHbIE HACTPOWKW B pasaene
«WHTepHeT». N8 yKasaHUA AONOJNHUTENbHbIX NapaMeTPoB NepernamTe B PeXUM pacluMpPeHHbIX HacTpoeK,
HaXaB CCbINKY «NoapobHee».

o Pexcum pabomol — pexknm paboTbl yCTPOKNCTBa:

- Mapwpymuzamop — mexgy LAN- n WAN-uHTepdelicom ycTaHaBAMBAETCA PEXUM
mapupyTtmsatopa (LAN nsonmposaH ot WAN);

- Mocm — mexagy WAN n LAN-uHTepdeiicom ycTaHaB/AMBAETCA PEXMM MOCTa: AaHHble
nepeaatorca npospayHo u3 LAN 8 WAN 1 o6patHo.
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e [Ipomokon — BblbOp MPOTOKO/A, MO KOTOPOMY OyAeT ocylecTBAsTbCcA nogkntoveHne WAN-
nHTepdelica ycTponcTBa K ceTn npoBangepa:

— Static — pexxum paboTbl, Nnpn KoTopom IP-agpec n Bce Heobxoaumble napamerpbl Ha WAN-
MHTepdelic HasHavatoTca cTtatuyecku. Mpu Bblibope Tuna «Static» AnA pepakTMpoBaHMA
6yayT AOCTYMHbI Cheayolme napameTpbl:

- BHewHul IP-adpec ycmpolicme — yctaHoBKa IP-agpeca WAN-nHTepdeinca ycTponcTea B
ceTu npoBaiaepa;

- Macka nodcemu — MacKa BHELUHEN NoACeTH;

- W3 no ymon4yaHuro — agpec, Ha KOTOPbIA OTNPaBAAETCA MaKeT, eCNU A/1A HEero He
HangeH MapLlwpyT B Tabavue mapLpyTmsaumm;

- MepsuyHbili DNS, Bmopu4Hbili DNS — appeca cepBepoB [AOMEHHbIX WMEH
(ncnonb3ytoTes ans onpeaeneHun IP-agpeca ycTpoiicTBa Mo ero 4OMEHHOMY UMEHM).
[JaHHble NoaA MOXKHO He 3aMo/IHATb, €C/IN B HUX HET HEOBX0ANMMOCTMH.

— DHCP — pexum paboTbl, npu KoTopom IP-agpec, macka nogcetn, agpec DNS-cepsepa, wto3
Nno YMOJIYaHUIO W Apyrne napameTpbl, Heobxoammble gna paboTbl B ceTun, byayT nosayyeHsbl
ot DHCP-cepBepa aBTOMaTM4YECKN.

Mogaepxneaemblie onumm:

1 — macKa ceTty;

3 —ajapec ceTeBoro W3a No yMONYaHWUIO;

6 —agpec DNS-cepsepa;

12 — ceTeBOE MMA YCTPOMNCTBA;

15 — pomeHHOE UMms:

26 — pasmep MTU;

28 — WKnpoKoBeLLaTebHbIN apec ceTu;

33 - cTaTu4eckme mapLupyThbl;

42 — appec NTP-cepBepa;

43 — cneundmryHaa MHPopmaLma NPON3BOANTENS;
60 — anbTepHaTUBHbLIM Vendor ID;

66 —apgpec TFTP cepsepa;

67 — umsa daiina nporpammHoro obecneyeHus ans 3arpysku no TFTP c cepsepa u3
onuun 66;

82 - nHdopmauma areHta DHCP Relay;

120 — outbound SIP-cepBepa;

121 — 6ecknaccoBble CTaTUYECKME MapPLLPYTbI.

B DHCP-3anpoce B onuuu 60 yCTPONCTBO nepegaeTr cneaywwyo WHOoOpMaLUo
npoussoguTena B dopmare:

[VENDOR:npoussoauTens][DEVICE:Tmn ycTpoiictea][HW:annapaTHas Bepcus]
[SN:cepuiinbii  Homep][WAN:MAC- aapec wuHTepdeiica WAN][LAN:MAC- apgpec
uHTepderica LAN][VERSION:Bepcus nporpammHoro obecnevyeHus]

Mpumep:
[VENDOR:Eltex][DEVICE:RG-2404G-W][HW:1.4][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:#1.15.2.58]

Cnucok ucnonb3syembix DHCP onumit Ha Kaxkaom ceteBom uHTepdelice (Internet, VolP,
Management) MOXHO 33gaBaTb Bpy4Hyl. WMHPopmauma no HACTPOMKe CcnucKa B
npUNoXKeHum B.
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— PPPoOE — pexum pabotbl, npn KoTopom Ha WAN-uHTepdelice nogHumaetcs PPP-ceccus.
Mpw BbI6Ope «PPPOE» ans pefakTMPOBaHUA CTAHYT AOCTYMNHbI Cleaytolme napameTpsbl:

- IMmA nonv3osamesna — UMaA NONAb30BaTeNA ANA aBTOpu3aumn Ha PPP-cepsepe;

- Maponas — naponb gna asTopmusauunm Ha PPP-cepsepe;

- Service-Name — vms ycnyrm — 3HadeHune Tera Service-Name B coobuweHun PADI ans
UHUUManm3aumm PPPoE-coeguHeHnAa (Mcnonb3oBaHWE AaHHOW ONUUKM He ABAAETCA
0653aTeNIbHbIM, 3TOT NapaMeTpP HacTPaMBaeTCA TONbKO No TpeboBaHMIO NpoBakaepa);

- Bmopoli docmyn — Tun A0CTyna K JIOKa/ibHbIM CETEBbIM Pecypcam.

Mo»KHo BbI6paTh 2 BapuaHTa:
DHCP — puHamuuyeckuii poctyn, Koraa |IP-agpec n Bce Heobxoaumble napameTpbl
nosay4atotrca no npotokoay DHCP;
Static — cTaTUY4ECKUI — B 3TOM Cayvae HeobxoaMmble ANA A0CTyNa NapaMeTpbl HYXKHO
YKa3aTb BPY4YHYIO:
= |P-a0pec — npu cTaTM4ECKOM AOCTYMe C 3TOro aZpeca OCyLLeCTBAAETCA AOCTYN
00 PPTP-cepsepa;
*  Macka nodcemu — MacKa NOACETU NPU CTAaTUYECKOM A0CTYNe;
=  DNS-cepgep — npu cratmdeckom pgoctyne cepsep DNS, ucnonbsyembii B
JIOKanbHOM ceTu;
= [lln03 — Npu CTaTUYECKOM AO0CTyne W3 ana goctyna Kk PPTP-cepsepy (ecnu
Heobxoanm) .

— PPTP — pexum, Npu KOTOPOM BbIXogd B NHTEPHET OCyLLeCcTBAAETCA Yyepes crneuunanbHbii
KaHan, TyHHeNb, Ucnonb3ysa npotokon PPTP. Mpu Bbibope «PPTP» ans penakTMpoBaHWUSA
CTaHYT AOCTYMNHbI cheaytowme napameTpbl:

- PPTP-Cepsep — appec cepsepa PPTP (gomeHHoe ums unu IP-agpec B dopmare IPv4);
- Uma none3osamena — uma Nonb3osBaTensa ana astopusauunm Ha PPTP-cepsepe;
- Maposb — naponb ana astopmsaumnm Ha PPTP-cepsepe;
- Bmopoli docmyn — Tun AocTyna K /I0KasbHbIA ceTeBbiM pecypcam U PPTP-cepsepy.
Mo»Ho BbIOpaTb 2 BapuaHTa:
DHCP — puHamuyeckuit gocTtyn, Koraa IP-agpec M Bce Heobxogumble MapameTpbl
noay4atotrca no npotokoay DHCP;
Static — cTaTMYeCcKUi, B 3TOM caydyae Heobxoammble gaa goctyna K PPTP-cepsepy
napameTpbl 3a4at0TCA BPYUHYIO:
= |P-gdpec — Npu CTaTUYECKOM AOCTyne € 3TOro agpeca OCyLLecTBAAETCA AOCTyn
00 PPTP-cepsepa;
* MacKka nodcemu — nNpun CTaTUYECKOM [0CTyNne MacKa NoAceTy;
= DNS-cepsep — npu ctaTuyeckom goctyne cepsep DNS, ucnonbsyembii B
NIOKaNbHOWM ceTw;
= [lln03 — NpU CTaTUYECKOM AOCTyne w3 gns goctyna K PPTP-cepsepy (ecam
Heobxoaum).

— L2TP — peXum, Npu KOTOPOM Bbixo4 B MHTEpPHET ocyl,ecTBAAETCS yepe3 chneumasbHbli
KaHan, TyHHenb, ucnonb3ys npoTokon L2TP. Mpu Bbibope «L2TP» ana penakTMpoBaHuA
CTaHYT AOCTYMHbI cnesyolpe napameTpbl:

- L2TP-Cepsep — appec cepsepa L2TP (nomeHHoe uma unun IP-agpec 8 popmate IPv4);

- ImAa nonb3osamena — MMsa NoAb30BaTeNA oA aBTopu3aunm Ha L2TP-cepsepe;

- laposb — naponb ANna aBTopmsaumm Ha L2TP-cepsepe;

- Bmopoli docmyn — TMN AoCTyna K NOKa/bHbI ceTeBbIM pecypcam u L2TP-cepsepy.
Mo»KHo BbIbpaTh 2 BapuaHTa:
DHCP — puHamuuyeckuii poctyn, Koraa IP-agpec n Bce Heobxoaumble napameTpbl
noayyatorca no npotokony DHCP;
Static — cTaTU4Yeckuii, B 3TOM cayyae Heobxogumble ana goctyna K L2TP-cepsepy
napameTpbl 3a4at0TCA BPYUHYIO:
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= |/P-g0pec — npu CTaTUYECKOM AOCTyne € 3TOr0 agpeca OCYyLLEeCTBAAETCA AO0CTyn
00 PPTP-cepsepa;

*  Macka nodcemu — Npu CTaTUYECKOM A0CTyrne Macka NoaceTu;

= DNS-cepgep — npwu cTaTudeckom goctyne cepsep DNS, ucnonbsyembiii B
JIOKaNbHOWM CceTu;

= [llA03 — Npu CTaTUYECKOM AO0CTyne W3 Ana goctyna K L2TP-cepsepy (ecau
Heobxoaum).

MpoTtokonabl PPTP n L2TP mncnonb3yloTca gnAa CO34aHMA 3alUMLLEHHOrO KaHana
cBA3M uyepes Internet mexay KOMMbOTEPOM YAANEHHOFO MO/b30BAaTENA U YaCTHOM
ceTbto ero opraHmsaumn. PPTP n L2TP ocHoBbiBatoTcA Ha npoTokone Point-to-Point
Protocol (PPP) n aBnstoTcs ero pacwmpeHnamu. JJaHHble BEpXHUX ypoBHen mogenun OSI
CHayvana uHKancynaumpytotca B PPP, a 3aTtem B PPTP nau L2TP ana TyHHeNbHOM nepegayu
yepes cetu obuwero goctyna. yHKUMOHaNbHbIE BO3MOXKHOCTU PPTP 1 L2TP pa3nunyHbl.
L2TP MOeT MCcnonb3oBaTbCA He TO/bKO B IP-ceTax, cnyxebHble coobuweHua ana
CO34aHMA TYHHENA N NepPeCbISIKK N0 HEMY JAHHbIX UCNOJIb3YIOT O4MHAKOBbIM popmaT m
npoToKosibl. PPTP MoOMKeT npumeHATbCA ToNbKO B IP-ceTax, n emy Heobxoaumo
oTaenbHoe coeguHeHne TCP gna co3gaHWAa U MCNONb30BaHMA TyHHenA. L2TP nosepx
IPSeclnpep,naraeT bonbwe ypoBHeW 6HesonacHocTM, Yem PPTP, U MMeeT BbICOKYIO
cTeneHb 6€30MacHOCTM BaXKHbIX 418 OpraHM3auMm A4aHHbIX.

OcobeHHocTM L2TP fenatoT ero o4eHb NepcreKkTMBHbIM NPOTOKOAOM A1 NOCTPOEHMUA
BUPTYaJIbHbIX CETEN.

Mocm’ — ycTpoiicTBO paboTaeT B peskMme mocTa (5-MOpTOBbI KOMMyTaTop), AnA AOCTyna K
YCTPOWCTBY YCTaHOBUTE NapameTpbi:

e |P-adpec — IP-agpec mocTa;
e Macka nodcemu — macka NoAceT MocTa.

[na BCTYNAEHWA B CUNY HOBOM KOHOWUIypauuum M 3aHECEHUS HaCTPOEK B IHEProHe3aBUCUMYHO

NamMATb HAXXKMUTE KHOMKY . Ana oTmeHbl M3MEHEHUIN HaXKmnTe KHOMNKY

YT106bI NOAKAOUYNUTL YCTPOMCTBO K CETU NPOBaiAepa, HEOBXOAMMO YTOYHUTL ¥ OnepaTopa ceTeBble
HACTPOMKK. MpK MCNONB30BAHUWN CTaTUYECKUX HACTPOEK B nosie «[pOTOKON» HYKHO BblOpaTb 3Ha4YeHue
«Static», 3anonHUTL nona «BHewHun IP-agpec yctponcTea», «Macka noacetn», «LLnto3 no ymonyaHuo»,
«MepBnyHbIn DNS» K1 «BTOopuuHbIi DNS», npenoctaBfeHHbIMW NPOBalAEpPOM COOTBETCTBYHOLLUMMMU
3HayeHuAMMU. Ecamn ycTpoiicTBa B ceT npoBaiaepa Nosay4valoT ceTeBble HACTPOMKM No npoTokosam DHCP,
PPPoE, PPTP unu L2TP — B none «lpoTokon» BbibepuTe COOTBETCTBYIOLWMUI NPOTOKOA N BOCNO/b3yHUTECh
MHCTPYKLUMAMM NpoBainaepa 4NA NOAHOM U NPaBUbHON HACTPOMKM YCTPOMCTBA.

2.6.2 IP-menecpoHusn

Onsa pabotbl IP-TenedoHNN HEeobX0AMMO YCTaHOBUTb HAcTPOMKKU B pasgene «IP-tenepoHua». Ons
YKa3aHWA AOMONHUTE/IbHBIX MapamMeTpoB NepenauTe B PEXUM PaCLLUMPEHHbIX HAaCTPOEK, HAXKaB CCbINKY
«noapobHee».

Bo Bknagkax «/IMHMA 1» .. «J/IuHUA 4»® BbINONHAIOTCA OCHOBHbIE HACTPOMKMU TenedOHHbIX NOpToB
ycTponctea «Phonel».. «Phoned4» cooTBETCTBEHHO:

! [na KoppeKTHOM paboTbl IPSec cneflyeT OTKAIOUMTD TPAHCAALMIO aAPECOB OTNPABUTENSA.

’B Bepcum MO 1.5.0 Henb3A co34aTb MOCT B TETMPOBAHHOM peXxume.

3,ﬂ,l1ﬂ mogeneit RG-2402G, RG-2402G-W, RG-4402G-W, RG-4402GF-W pgns HacTPOWMKM [OCTYMHbI TONIbKO BKAA4KM
«JIMHnA 1», «JInHna 2»
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BKto4UmMb — Npu ycTaHOBNEHHOM diare aHHAA IMHUA aKTUBHa;

Homep — aboHEHTCKMIN HOMep, 3aKpenaeHHbI 3a TenepoHHOM NnHKe;

Vima none3osamensa — UMA NONb30BaTENA ANA ayTeHTUPUKAUMK Ha SIP-cepeepe;
lMaposb — naponb ans ayteHTMdUKaumm Ha SIP-cepsepe.

Bo Bknagke «SIP» BbINOMHAIOTCA OCHOBHblE HAaCTPOMKKN ana SIP-npokcu cepBepa:

SIP-npokcu cepsep — ceteBon agpec SIP-cepBepa — YCTPOMCTBA, OCYLLECTBAAIOWLErO KOHTPO/b
A0CTyna Bcex aboHeHTOB K TesiepoHHOM ceTu nposaigepa. MoXKHO yKasaTb KaK IP-agpec, Tak 1
AOMeHHOe MMsA (Y4epes3 ABoeTouMe MOXKHO 3aAaTb anbTepHaTusHbIA UDP-nopt SIP-cepsepa, no
ymosidaHuio 5060);

Pezucmpayusa — npu ycTaHOBAEHHOM ¢nare paspelleHa pPernctpauns aboHEeHTCKMX MOPTOB Ha
cepBepe perucrpauumu;

Cepsep peaucmpayuu — CeTEBOM aapec yCTPOMCTBA, HAa KOTOPOM OCYLLECTBAAETCA perncrpauuns
BCeX abOHEHTOB Tes1leOHHOM CETU C LEeNblo NpeaocTaBieHMa UM NnpasBa NoJib30BaTbCA yCayramm
cBA3M (4epes ABOETOUME MOMKHO YKasaTb a/bTEPHATUBHbIN MOPT CepBepa perncrpauuu, no
ymonyaHuio 5060). MoxKHO yKasaTb Kak IP-agpec, Tak u gomeHHoe umsA. O6bIYHO cepBep
pernctpauumn dumsmyeckn coBmelleH c SIP-npoKkcu cepsepom (OHM MMEIOT O4MHAKOBbIN agpec);

SIP domain — pomeH, B KOTOPOM HaxoAMTCA YCTPOMCTBO (3aN0NHATb NPU HEOBX0AMMOCTH).

Ona BCTYNAEHMS B CUNY HOBOW KOHOUIYpauMM M 3aHECEeHMs HACTPOEeK B 3HEProHe3aBUCUMYLO

NamMATb HAXMUTE KHOMKY . ﬂ,ﬂﬂ OTMEHbI UBMEHEHUI HaXXKMUTE KHOMKY

2.6.3

. 1
Wi-Fi

[ns paboTbl ycTpoiictea no cet Wi-Fi Hy»KHO yKasaTb OCHOBHble HacTpolKkKu B pasgene «Wi-Fi».

[Ons yKasaHWA [ONONHUTENbHbIX MapaMeTpoB MNepenaute B PEMM PaCLUMPEHHbIX HACTPOEeK, HaXKas
CCbINIKY «MoapobHee».

Bo BKnagke «2.4 IMu» BbINOAHAOTCA HAacTPonKkK gnsa cetn Wi-Fi Ha yactoTe 2.4 Ty, BO BKAaake «5

ITu» BbINOAHAKTCA HAaCTPOMKKM gns cetn Wi-Fi Ha yacToTe 5 ITw;

Bkatoyume Wi-Fi — npn yctaHOB/AeHHOM ¢nare akTMBMpoBaHa GecnpoBogHas ToOYKa AOCTyna B
COOTBETCTBYOWEM AManasoHe yactoT (2.4 T wam 5 Tu), npu cHATOm dnare — TouKa AocTtyna
OTK/IOYEH3;

SSID — uma 6ecnpoBOAHON CEeTU, UCNONb3YeTCA A/1A NOAKNYEHUA K YCTPOICTBY. MaKcMmanbHas
AIMHA UMeHU — 32 CMMBOJIA, BBOZ C YYETOM PErucTpa KaasuaTtypbl. JaHHbIA napameTp MoxKeT
cocTtoAaTb M3 undp, NaTUHCKMX OYKB, a Takxe cumsonos "-", " " "'
cumaoabl 1", ;" n "#" He moryT cToATb NepBbIMMU;

Pexcum 6e3onacHocmu — Bbibop pexknuma 6esonacHocTn 6ecnpoBoaHON ceTu:

, N /Y, npu atom

7

— Off — oTKANoYeHO WndpoBaHne HecnpoBoOAHOM CETU, HU3KUIM ypoBEHb 6€30MacHOCTH;

— WEP — ayteHTUdMKauma WEP. WEP-Knto4 40KeH COCTOATb U3 WeCTHaALATEPUYHbIX Undp n
umeTb AanHy 10 unm 26 CMMBOJIOB, NGO A0/KEH BbiTb CTPOKOWN (cMmBonbl a-z, A-Z, 0-9,
~l@#5%"&*()_-+=) u umeTb ANnHY 5 nam 13 cumBoNOoB.

— WPA, WPA2 — ayteHTudukauma WPA n WPA2. [avHa Kawoya cocTaBnsieT oT 8 Ao 63
CMMBONIOB. PaspeluaeTcs MCMO/b30BaTbh TONbKO CUMBOJbI: a-z, A-Z, 0-9, ~I@H#S% &*()_-
+=:\\|/?.,<>""" nam npoben.

[na BCTYNAEHMA B CUAY HOBOW KOHOUIypauum M 3aHECEeHMA HACTPOEeK B 3HEProHe3aBMCUMYLD

NamMmATb HAXMUTE KHOMKY . [na oTmeHbl N3MEHEHUN HaxkKmmTe KHOMKY

' Nantka Wi-Fi OO0CTYMNHa ToNbKo ans mogenei RG-2402G-W, RG-2404G-W, RG-4402G-W, RG-4402GF-W
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2.6.4 IP-menesudeHue

Ons paboTtbl pyHKLUMM IPTV HYKHO BbINOSHUTbL OCHOBHbIE HACTPONKM B pasaene «IP-tenesmaeHme».
[na yKasaHWs [OMONHUTE/IbHbIX MAPaMeTPOB MEpPeENaUTe B PEXMM PACIMPEHHbIX HACTPOEK, HaKaB
CCbISIKY «MoApobHeey.

e Brawyume IPTV — npu ycTaHOBNIEHHOM diare paspelleHa TpaHCcaaumMa naketos IP-tenesngeHma ¢
WAN-uHTepdeiica RG-2400/RG-4400 (13 ceTu npoBaitaepa) Ha YCTPOWMCTBA, MOAKAIOYEHHbIE K
LAN-uHTepdeincy;

e Brawyvume HTTP-npokcu — npw yctaHoBieHHOM ¢aare ncnonb3osatb HTTP-npokcn. HTTP-npokcu
ocyuiectBaseT npeobpasosaHme UDP-notoka B noTok HTTP, 4To No3BOASET yAyylMTb KayecTBo
TPAHCANPYEMOTO M300OPaXKEHUA MPU NIOXOM KayecTBe KaHafa CBA3M B JIOKa/IbHOM ceTn. OyHKuuA
nosnesHa npu npocmotpe IPTV yepes 6ecnpoBogHbii KaHan Wi-Fi;

e [lopm HTTP — Homep nopTta HTTP-npoKcK, ¢ KOTOpOro 6yaeT oCyLecTBAATLCA TPaHC/IMPOBaHMe
BMOEO0-NOTOKA. Mcnonb3ynte 3TOT NOPT ANA MNOAKAOYEHUA K TPAHC/AIMPYEMbIM YCTPOMCTBOM
notokam IPTV.

Hanpumep, ecam yctpoicteo numeet Ha LAN-uHTepdeice agpec 192.168.0.1, ans nopta npoKcu-cepsepa
Bbl6paHO 3HaueHue 2345, n HeobxogMmo BOCNpoM3BECTU KaHan 227.50.50.100, TpaHcaupytowmiica Ha
UDP-nopt 1234 - pgna nporpammbl  VLC  agpec nNOTOKAa  HYXHO 334aTtb B Buge:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[na BCTYNAEeHWA B CUAY HOBOM KOHOWUIypauuu M 3aHECeHUs HacTPOeK B 3IHEepProHe3aBUCUMYIO

NamMmATb HaXXMUTE KHOMKY . ﬂ,l’lﬂ OTMEHbI USMEHEHWI HAXKMUTE KHOMKY

2.6.5 Cucmema

B pasgene «Cuctema» BbINOMHAIOTCA HAaCTPOMKM AOCTyna K web-koHduUrypatopy ycrpoictea. Onan
YKa3aHMA LONOJHUTENbHbIX MapaMeTPOB NepenanTe B PEXUM PACLUIMPEHHbIX HAaCTPOEK, HaXKaB CCbIIKY
«nogpobHee».

Hoctyn K Web yepe3 WAN:

e HTTP — npu ycTaHOBNEHHOM dare paspeLweHo NoAKAYeHNe K wWeb-KoHdurypaTopy ycTpoiicTea
yepe3s WAN-nopT no npotokony HTTP (Hebe3onacHoe noakntoyeHme);

e HTTPS — npu ycTaHOBNEHHOM ¢are paspelleHo NoAKAYeHne K web-KoHburypaTopy ycTpoicTsa
yepe3 WAN-nopT no npotokony HTTPS (6e3onacHoe nogkaoueHune).

V No ymonuaHuio pocryn K Web-uHTepdeiicy ycTpoicTBa paspelleH TonbKo uepe3 LAN-
uHTepdeiic.

[nAa BCTynneHus B CUY HOBOM KOHOUIypauuu M 3aHECeHWs HACTPOEK B SHEProHe3aBUCUMYIO

NamMATb HAXXMUTE KHOMKY . Ona oTmeHbl MU3MEHEHUIN HaXKmnTe KHOMNKY

2.7 PacimpeHHble HaCTpPOKMu

[na nepexofa B peXXmMm pacliMpeHHbIX HACTPOEK YCTPOMCTBA HaXKMUTE CCbIIKY «100pobHee» Unu
Ha NaHesnu cnesa BbibepuTe NyHKT « Hacmpoliku».
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2.7.1 OcHoeHble anemeHmeol WEB-uHmepdgelica

Ha pucyHKe 9 npeacTaBnieHbl 3iemeHTbl HaBuraumn WEB-KoHOUrypaTopa B perkMme paclumpeHHbIX
HacTpoekK.

RG-4402GF-W q m-  aamn

Cero WUEEEUTLLUVEN IP-Tenesuaenue  JlokanbHbie MHTepdedicel  Cuctema 4

QoS  HacTpoiika nuuui  Mpounu SIP Mpodunu dialplan  Ipynnki BBi3osa  [pynnelnepexeata  Mpedpukcel ynpaenenns ABO  CrHankl Bui3osa  MCTOpHA BbizoBos %

CeteBble HacTpoiiku |IP-TenedoHum D

MICNONB30BaTE HACTPOMKK Intermet

Hactpoiika IPSec

& BrniounTh
7
© 000 "Mpednpusmue "3nmexc”, 2011 — 2017 : Bepeus M10: {Terymaa sepena My

f Bepcus se6-unmepgpetica; {TEHVWa BEPena Bed-
e

PucyHoK 9 — dnemeHTbl HaBuraunun Web-KoHdpurypatopa

OKHO NoNb30BaTe/IbCKOro UHTepdeica pasgeneHo Ha cemb obnacreit:

1. WMmsa nonb3oBaTens, nog KOTOpbIM Obln OCYLWECTBAEH BXOA B CUCTEMY, KHOMKA 3aBepLUeHMs
ceaHca paboTtbl B WEB-nHTepdeiice (8bix00) noa, AaHHbIM MOb30BaTeNEM M BbiNagaoliee
MeH!0 Bblbopa A3blka web-nHTepdeiica.

2. Bknagkm meHI0 rpynnupyloT BKAaAKM noAameHto no Kateropuam: Cetb, IP-tenedoHus, IP-
TeneBugeHue, JlokanbHble MHTepdeicbl, Cuctema.

3. BK/IIaZKun NogMeHIo CAyKaT A1 ynpaBiaeHna nojem HacTPOeK.

MaHenb cmeHbl pexknma WEB-KoHburypaTtopa (onucaHue B pasgene 2.4)

5. [Mone HacTpoek yCcTpoiCTBa, KOTopoe 6asnpyeTca Ha Bbibope Nosb3oBaTens, nNpeaHasHa4YeHo
ONA NPOCMOTPA HaCTPOEK YCTPOMCTBA M BBOAA KOHOUTYPALIMOHHbIX AaHHbIX.

KHonku ynpasneHusa KoHdurypaunei, noapobHas nHpopmauua npmseseHa B pasgene 2.5
NHdopmaumoHHOe none, B KOTOpoM oTobparkaeTtca Bepcua NO, Bepcua WEB-uHTepdeiica.

2.7.2 MeHrw «Cemb»

B meHto «CeTb» BbINOAHAKOTCA OCHOBHbIE CeTeBble HaCTDOI‘;IKVI yCTpOVICTBa.

2.7.2.1ModmeHto «MTHMepHem»

B noameHo «MHTepHET» BbIMNOJHAETCA KOHOUTYPUPOBAHME MOAKIIOYEHUA K BHEWHel cetn (no
npotokonam PPPoE, DHCP, PPTP, L2TP, cTaTUYeCKM, B pexume maplLupyTnusaTopa U MOCTa) U NI0Ka/bHOM
cetun.
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OBwue HacTpoiikn
WmA xocTa
BHelUHAA ceTb
ﬂD,.'J,KJ'IPO‘-IEHHE K HHTEpH[,—‘T ﬂpDEID,.'J,HD[,—‘ nogknoyeHe T
&
CropotTe W gynnekc Auto v
b4+
- HacTpo#kn nogknio4eHna
& Pexum pabots MaplpyTuaatop v
s Mpotokon DHCP v
AneTepHaTtuexbit Vendor 1D (onuua 60)
Whdpopmauna arenta DHCP Relay (Onuwa 82)
Mepeuunbii DNS
Bropuuneii DNS
Paamep MTU | 1500
WMenoneaoeate VLAN
OTENKYUTE TpaHCNAUWK a0pecoB OTNPaBUTENA
NokaneHas ceTb
IP-agpec 192.168.1.1
Macka nogceTtu
HacTpolika IPSec
BrmounTe Coemecmyan paboma mpancnAuuu adpecos omnpasumens u [PSec HeeoamomHa
Obuwue Hacmpoliku
e Umsa xocma — cemesoe umsa ycmpolicmea.
BHewHAA cemb
e [loOKnroyeHue K MHmepHem — cnocob NoAKNYeHUA YCTPOMCTBA K BHELLHEN CeTu:
— [Iposo0OHoe nodKnuYeHUe — NoAKAYeHNEe K ceTu VIHTepHeT OCyLlWecTBAAETCA TO/IbKO Mo
Ethernet-kabento yepes nopt WAN;
3G/4G USB-modem — noaxatodeHne K cetn MHTepHeT ocyluecTeaseTca yepes 6ecnposoaHoM
USB-mozem 3G/4G (4epe3s ceTb MOBWABbHON CBA3M), NOAKNIOYEHHbIM K USB-nopTty
YCTPOICTBA;
Wi-Fi nodknwo4yeHue — noAKAoYeHMe K ceTu WHTepHeT ocylwecTBaseTca 4yepes
6ecnpoBoaHyto cetb Wi-Fi.
Asmomamuyecku nepexooums HA pe3epsHbili KAHAsA — NoAKAoYeHMe K ceTu UHTepHeT
OCYLLECTB/IAETCA MO OCHOBHOMY KaHany (3agaetca HuKe B nose «OCHOBHOM KaHan»), U B
Cnyyae nponagaHua goctyna K WMHTepHeT no OCHOBHOMY KaHany 6yaeT npousBeneH
aBTOMATUYECKUI Nepexos Ha pe3epBHbIi KaHan.
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CKopocmb u OynaeKc — yCTaHOBKA CKOPOCTM Nepesayn AaHHbIX U PeXkMma paboTbl AynieKca
Ha Ethernet-nopty WAN aboHeHTCKoro wnto3a:

Auto — aBTOMaTM4eCKoe CornacoBaHMe CKOPOCTU M AyNeKCa;

1000 Full — nopaepunsaerca ckopoctb 1000 M6UT/C ¢ AYNAEKCHBIM PEXKUMOM;
100 Half — noppepsknsaerca ckopoctb 100 M6UMT/C ¢ NOAYAYNAEKCHBIA PEXKUMOM;
100 Full — nopaepxusaetca ckopoctb 100 M6UT/c ¢ AyNAEKCHbIM PEXUMOM;

10 Half — nopaepxusaetca ckopoctb 10 M6UT/c ¢ NoayaynieKCHbIM PeXUMOM;
10 Full - noaaepsknsaeTtca ckopoctb 10 M6uUT/c ¢ AyNNeKCHbIM PEXKUMOM.

HacmpolKu nodkaryeHus

1. Npw BbIBOPE cnocoba nogkntoueHusa «MpoBoaHOe NoAaKAOYeHMe» ByayT AOCTYMHbI Caeaytolme

HACTPOMKMU:

o Pexcum pabomesl — pexmm paboTbl yCTPOMCTBA:

Mapwpymuzamop — mexagy LAN- u WAN-uHTepdericamm yCTaHaB/IMBAETCA PEXUM
mapupytmsatopa (LAN nsonmposaH ot WAN);

Mocm — mexagy WAN un LAN-uHTepdelicamn ycTaHaBMBAETCA PEXMM MOCTA: AaHHble
nepeaatotca npospadyHo M3 LAN B WAN 1 obpaTHO — paKTMUECKM yCTpocTBO paboTaeT B
pernme KoMmMyTaTopa.

Mpu BbiGope pexunma paboTtbl «Mapwpymuszamop» 6yayT AOCTYMHbI CAedylolWmne HacTPOMKM
NOAK/OYEHUA:

e [lpomokon — BbIGOP NPOTOKONA, NO KOTOpomy OyaeT ocywecTBaaTbca nogknatodeHne WAN-
UHTepdelica yCTPOICTBa K CETU NPeaoCTaBAeHMA YCAYr NpoBanaepa:

Static — pexcum pabomel, npu Komopom IP-adpec u sce Heobxodumeble napamempsl Ha
WAN-uHmepgpelic HasHa4yaromcs cmamudecku. [lpu ebibope muna «Staticy 0nsa
pedaKmuposaHUs cmaHym 0ocmyrnHbel caedyrouwue napamempei:

- BHewHul IP-adpec ycmpolicme — ycTaHoBKa |IP-agpeca WAN-uHTepdelica ycTpolicTea B
ceTu npoBalnaepa;

- Macka nodcemu — macKa BHeLLIHel noaceTu;

- W03 no ymonyaHuro — agpec, Ha KOTOPbIM OTNPaBAAETCA MaKeT, eciv ANA Hero He
Hal4eH MapLipyT B TabuMLe MapLlpyTUsaumm;

- MepsuyHblli DNS, BmopuuyHbili DNS — appeca cepBepoB [AOMEHHbIX WMEH
(vncnonb3ytotca ona onpegenenun IP-agpeca ycTponcTBa No ero JOMeHHOMY UMEHM).
[aHHble NoiA MOXHO OCTaBUTb MYCTbIMM, €CIU B HUX HET HEOBXO0AMMOCTH.

DHCP — pexum paboTbl, Npn KoTopom IP-aapec, macka noacetn, agpec DNS-cepBepa, wnto3
Mo YMOJIYAHUIO U gpyrue napameTpbl, Heobxogumble Ana paboTbl B ceTH, byayT nNosyyeHbl
oT DHCP-cepBepa aBTOMaTUYECKMU.

NoaaepknBaemble ONUUMU:
1 — macKa cety;
3 —apgpec ceTeBOro Wak3a No yMoA4YaHuio;
6 —agpec DNS-cepsepa;
12 — ceTeBOE UMS YCTPOWCTBA;
15 — pomeHHOE NMSA;
26 — pasmep MTU;
28 — WMpoKoBeLaTenbHbIN agpec ceTu;
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33 - cTaTU4ecKMe MapLpyThbl;

42 — appec NTP-cepBepa;

43 — cneunduryHaa MHPopmaLma NponsBoanNTeNs;

60 — anbTepHaTmBHbIi Vendor ID;

66 —agpec TFTP-cepBepa;

67 — nma dainna nporpammHoro obecnedyeHuma ans 3arpysku no TFTP ¢ cepsepa u3
onuunmn 66;

82 - nHpopmauma areHta DHCP Relay;

120 — outbound SIP-cepBepa;

121 — 6ecknaccoBble CTaTUYECKMEe MapLLpPYTbl.

Ona npotokona DHCP nmeeTca BO3MOXKHOCTb 3a4aTb HEOOX0AMMOE 3HaYeHue onumin 60 1

AnbmepHamusHsili Vendor ID (onyus 60) — npwu ycTtaHoBneHHom dnare
ycTpoiictBo nepeaaét 8 DHCP-coobuweHusx B onumn 60 (Vendor class ID) 3HauyeHue u3
nons Vendor ID (onyus 60). Mpwn nyctom none onuma 60 B coobLIEHNAX NPOTOKONA
DHCP He nepegaéTca.

Ecan dnar AnemepHamuseHsili Vendor ID (onyus 60) He ycTtaHoBnaeH — B onuun 60
nepegaeTca 3HaYeHue No yMmoa4aHuio, KOTopoe MMeET caeaytowmnii popmar:
[VENDOR:npoussoautens][DEVICE:Tmn yctpoiictea][HW:annapaTHas Bepcus]
[SN:cepuiinbii  Homep][WAN:MAC-agpec  wuHTepdeiica WAN][LAN:MAC-agpec
uHtepoderica LAN][VERSION:Bepcua nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:EItex][DEVICE:RG-2404G-W][HW:1.4][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:28:f9:4b][VERSION:# 1.15.2.58]

MHdbopmauma areHta DHCP Relay (onuua 82) — npu ycTaHoBAeHHOM dnare
nossonset gobasutb 8 DHCP 3anpoc:

= UYdeHmugpukamop uenu azeHma (Onyua82) — nossonset aobasutb B DHCP
3anpoc onumio 82, nogonuuto 1 - Agent Circuit ID;

= WoeHmugukamop yoaneHHo20 azeHma (Onyua82) — nossonset Aob6aBuTb B
DHCP 3anpoc onumto 82, nogonuuto 2 - Agent Remote ID.

CnucoKk mcnonb3yemblx DHCP onuuii Ha KaxKaom ceteBom UHTepdeiice (Internet, VolP,
Management) MOXHO 33gaBaTb BpyYHyto. WHPopmauma no HacTPoMKe CrnMcKa B
npuaoxeHun B.

MepsuuHeblli DNS, Bmopu4Hebili DNS — IP-agpeca DNS-cepsepoB — ecnn agpeca DNS-
CepBEPOB He Ha3HaYatoTCA aBTOMATUYeCcKKn No npoTtokoay DHCP, npu HeobxoanmocTu
3aflaitTe Mx Bpy4YHyto. Aapeca, 3afaHHble Bpy4YHylo, ByayT MMeTb NpUOpUTET Hag,
agpecamu DNS-cepsepos, nonydyeHHbIMKU No npoTtokony DHCP.

PPPoE — pexum pabotbl, npu Kotopom Ha WAN-unHtepdeiice nogHumaetca PPP-ceccus.
Mpwu BbI6OpE «PPPOE» ana pefakTMpPOBaHUA CTaHYT AOCTYNHbI Cleayloline napameTpbi:

Uma none3zosamersna — nMA NONb30BaTeNAa ANA aBTopmsaunm Ha PPP-cepsepe;

llaposb — naponb AnA aBTopU3aLunm;

MTU — MaKcMManbHbiM pasmep 6/10Ka [AaHHbIX, MNepefaBaemMbliXx MO  CETU
(pekomeHayemoe 3HaueHue — 1492);

Service-Name — nma ycnyrm — 3HayeHue 13ra Service-Name B coobuweHun PADI (none
He 06A3aTeNbHO A1 3aMoJ/IHEeHUA);

Bmopoli docmyn — Tvn A0CTyna K JI0Ka/lbHbIM CETEBbIM pecypcam.

Mo:KHo BbI6paTb 2 BapuaHTa:
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DHCP — auHamunueckuit goctyn, Korga IP-agpec u Bce Heobxogumble napameTpbl
nosy4atorca no npotokony DHCP;

Static — cTaTuyeckuii — B 3TOM CAyyYae HeobxoauMmble AAA [0CTYyNa napameTpsl
3a43t0TCA BPYYHYIO:

IP-adpec — Npwn CTaTMYECKOM AOCTyne C 3TOr0 agpeca OCyLecTBAAeTcA AOCTyn A0
PPTP-cepBepa;

Macka nodcemu — npu CTaTUYECKOM AOCTyNe Macka NoACeTH;

DNS-cepsep — npu ctatudeckom goctyne cepep DNS, ncnonbsyemblii B 10KaNbHOM

ceTu;
LUawo3 — npu cTaTM4eckom AocTyne w3 Ana Aoctyna K PPTP-cepsepy (ecau
Heobxoaum).

AnnapamHoe yckopeHue mpaguka — B 3aBUCMMOCTM OT BblOPaHHOrO 3HayeHus
AOCTUraeTca yBenuYeHMe MPOMNYCKHOM CcnocobHOCTM yCTpoicTBa Npu nepegade
TpadmKa PPP (npwm Bbibope PPP) unu IPoE (npu Bbibope Ethernet).

— PPTP — pexum, Npu KOTOPOM BbIXog, B MNHTEPHET OCyLLeCcTBAAETCA Yepe3 cneunanbHblii
KaHan, TyHHeNb, Ucnonb3ys npotokon PPTP. Mpu Bbibope «PPTP» ans penakTMpoBaHWUsA
CTaHYT AOCTYMNHbI Cneaytolwme napameTpbl:

PPTP-Cepsep — IP-appec cepsepa PPTP;

Vima none3osamesnsa — UMA NONb30BaTeNA AN1A aBTOpu3aLmm Ha PPTP-cepsepe;
lMaposab — naponb gna astopusaumm Ha  PPTP-cepsepe;

MTU — MaKcMMmanbHbl  pasmep 6/10Ka f[aHHbIX, NepefaBaemblX MO CETU
(pekomeHayemoe 3HaueHue — 1462);

Bmopoli docmyn — TMn JOCTYNa K IOKaNbHbIM ceTeBbiM pecypcam n PPTP-cepsepy.

Mo3KHo BbIb6paTh 2 BapuaHTa:

DHCP — pauHamunyeckuit pgoctyn, Korga IP-agpec u Bce Heobxogumble napameTpsbi
nosy4atorca no npotokony DHCP;

Static — cTaTU4YecKuii, B 3TOM c/lydae Heobxoammble ans goctyna K PPTP-cepsepy
napameTpbl 3a4at0TCA BPYYHYIO:

IP-adpec — npu CTaTMYEeCKOM [OCTyne C 3TOro agpeca OCyLlecTBAAeTcA A0CTyn A0
PPTP-cepBepa;

Macka nodcemu — npu CTaTU4ECKOM A0CTyNe Macka noaceTu;

DNS-cepsep — npu ctatudeckom poctyne cepsep DNS, ncnonb3yemoli B 10KaNbHOM

ceTu;
w3 — npu cTaTM4eckom Joctyne wno3 gnas goctyna K PPTP-cepsepy (ecam
Heobxoaum).

AnnapaTtHoe yckopeHue TpaduKa paboTaeT ToNbKO Ans uHTepdelica BToporo goctyna (IPoE).

— L2TP — pexum, Npu KOTOPOM BbIXoZ B WHTepHeT ocyliecTBnAeTCA Yepes chneumanbHbli
KaHan, TyHHenb, ucnonb3ys npoTokon L2TP. Mpu Bbibope «L2TP» ans peaakTMpoBaHusA
CTaHYT AOCTYMHbI cneayolpe napameTpbl:

L2TP-Cepsep — IP-appec cepsepa L2TP;

Uma nonsv3osamersnsa — nma Nonb3oBaTeNa 4Na asTopmsaummn Ha L2TP-cepsepe;
laposab — naponb ana astopusaumm Ha  L2TP-cepsepe;

MTU — MaKcumanbHbih pasmep 610Ka AaHHbIX, NepefaBaemblx MO  CETU
(pekomeHayemoe 3HaueHue — 1462);

Bmopoli docmyn — Tmn AOCTyNa K I0KanbHbIM ceTeBbiM pecypcam u L2TP-cepsepy.

MoKHo BbIbpaTb 2 BapuaHTa:
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DHCP — puHamwuueckuit poctyn, Korga IP-agpec M Bce Heobxoammble napameTpbl
nosay4atorca no npotokony DHCP;
Static — cTaTUYecKMn, B 3TOM c/ydae Heobxoammble gns goctyna K L2TP-cepsepy
napameTpbl 3a4al0TCA BPYYHYIHO:

IP-adpec — npu cTaTUYECKOM [OCTyne C 3TOro afpeca OCYLLeCTBAAETCA AO0CTyn A0
PPTP-cepBepa;

Macka nodcemu — npu CTaTU4ECKOM A0CTyMne Macka noaceTu;

DNS-cepsep — npu ctatuyeckom goctyne cepep DNS, ncnonbsyemblin B N10KaNbHOM

cetu;
Lnwo3 — npu ctaTMyeckom AgocTyne w3 ana gocrtyna K L2TP-cepsepy (ecnu
Heobxoanm).

AnnapaTHoe ycKkopeHue TpaduKa paboTaeT ToNbKO ana HTepdeiica BToporo goctyna (IPoE).

MpoTtokonbl PPTP n L2TP ncnoab3yoTca A4na co34aHuA 3allMEeHHOro KaHana cBsasun yepes
Internet mexay KOMMNbIOTEPOM YAANEHHOrO MO/b30BaTENI WM YACTHOM CeTblo  €ero
opraHusaummn. PPTP un L2TP ocHoBbiBaloTCA Ha MNpoTokose Point-to-Point Protocol (PPP) u
ABAAIOTCA €ro pacwmpeHuamn. [aHHble BepxHUx ypoBHen mogenn OS| cHavana
MHKancyaupytoTca B PPP, a 3atem B PPTP uan L2TP gna TyHHeNbHOM nepefayn yepes cetu
obuwero goctyna. ®yHKUMOHaNbHble BO3MOXKHOCTU PPTP u L2TP pasaunuHbl. L2TP moxxet
MCNONb30BaTbCA He TO/NbKO B IP-ceTaX, cnyxebHble coobLWEeHUs Aaa CO34aHMA TYHHena u
nepecbisIKM N0 HEMY AaHHbIX UCMO/b3YIOT O4MHAKOBbIA GOpMaT U NPOTOKoAbL. PPTP moxeT
NPUMEHATLCA TOMbKO B IP-ceTax, U emy Heobxoammo oTaenbHoe coeauHeHne TCP ans
CO34aHMA M UCNONb30BaHUA TyHHenA. L2TP nosepx IPSeclnpep,naraeT 6onblie ypoBHel
6esonacHocTH, Yem PPTP, 1 rapaHTMpoOBaTb BbICOKYO CTeneHb 6e30MacHOCTb BaXKHbIX ANA
OpraHM3auum SaHHbIX.

OcobeHHocTu L2TP penatoT ero oyeHb MEPCNEKTUBHbIM MPOTOKOIOM AJ1A MOCTPOEHUA
BUPTYa/IbHbIX CETEN.

Ucnonezoseams emopoli docmyn dn4a VolP - onuua aoctynHa, ecnu ans cepsuca IP-tenedboHnn He
HaCTPOEH BblaeNeHHbI uHTepdeic (ycTaHoBneH ¢nar «Mcnoib3oBaTb HACTPOMKM Internet»). Mpu
cHaTom dnare (No ymonyaHuio) cepsuc IP-TenepoHnn Ucnonb3yet ana csoeit paboTbl MHTEpPdEliC
PPP, npu ycTraHoBNeHHOM — MHTepdelic BToporo goctyna (IPoE);

Ucnons3oseame VLAN — npu yctaHoBieHHOM ¢nare Mcnonb3oBaTb ANA Bbixoga B MHTepHer
naeHtTnoukatop VLAN, nponucaHHbiit B none «VLAN ID».

— VLAN ID — ngeHtndumkatop VLAN, ncnonb3yemblit s JaHHOM ycayru;

— 802.1P — npusHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), yctaHaBAnBaeMbli Ha
nucxoaalme ¢ AaHHoro uHTepdeica IP-naketbl. MNpuHUMaeT 3HaveHus oT 0 (HU3WWIA
npuopuTeT) Ao 7 (HamBbICLIMIA NPUOPUTET).

VLAN — supmyanbHas 70KanbHAs cems. [peactaBnser coboil rpynny  XocCToOB,
0b6beMHEHHbIX B OAHY CE€Tb, HE3aBUCMMO OT UX GUINYECKOrO MECTOHAXOXAEHMS.
YcTpoicTBa, CrpynnupoBaHHble B OoAHY BUpTyanbHyto ceTb VLAN, mmeloT oAnHaKOBbIM
naeHTnomkatop VLAN-ID.

OMmKAloYUMb MPAHCAAYU adpecos ommnpasumesns — MPU YCTaHOBAEHHOM ¢are OTK/lYeHa
noAmeHa afpeca OTnpaBuTeNA NaKeTa U3 I0KanbHOM noaceTv (oTKNtoYeHne masquerading).

Mpu Bbibope perkruma paboTbl «Mocm» 6yayT AOCTYMHbI CAeAyoWMe HAaCTPOMKM NOAKAOYEHUA:

1 o
[na KoppeKTHOM paboTbl IPSec cneayeT OTKAOUYUTL TPAHCAALMIO agpPecoB oTNpaBuTeNs.
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e [lpomokon — BblbOpP NPOTOKO/A, MO KOTOpoMy OyAeT ocylecTBAATbcA noaknouveHre WAN-
WHTepdeiica ycTPoCTBa K CETM NpeaoCcTaB/eHUs yCAyr NpoBaigepa:

— Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoagmmble napameTpbl Ha WAN-
UHTepdelic HasHavaloTcA cTatnyeckun. MNpu Bbibope TUna «Static» AnA pegakTMpoBaHUA
CTQHYT AOCTYMHbI CAegytowme napameTpbl:

IP-adpec — yctaHoBKa IP-aapeca WAN-uHTepdeiica ycTpoiicTBa B CETM NpoBanaepa;
Macka nodcemu — MacKa BHELUHEN NoACeTH;

LWno3 no ymon4yaHuro — afpec, Ha KOTOPbI OTNPaBAAETCA NaKeT, eC/In ANA Hero He
HangeH MaplwpyT B Tabavue mapLpyTmsaumm;

MepsuunHbili DNS, BmopuuHsili DNS — appeca CcepBepoB [AOMEHHbIX WMEH
(ncnonb3ytoTes ansa onpegeneHus IP-agpeca ycTpolcTBa No ero AOMEeHHOMY UMEHW).
[aHHble NoA MOYKHO OCTAaBUTb MYCTbIMW, €C/IU B HUX HET HEOBXOAMMOCTH.

— DHCP — pexum paboTbl, npu KoTopom IP-agpec, macka noacetn, agpec DNS-cepsepa, w03
Mo YMOIYaHUIO U Apyriue napameTpbl, Heobxogumble Ansa paboTbl B ceTu, ByayT NoayyeHbl
oT

AnbmepHamusHsili Vendor ID (onyus 60) — npwn yctaHoBieHHOM daare ycTpoicTBO
nepenaér 8 DHCP-coobuieHunsax B onuumn 60 (Vendor class ID) 3HaueHue mn3 nons
Vendor ID (onyusa 60). Mpu nyctom none onuus 60 B cooblieHmax npotokona DHCP
He nepegaérca.

Ecnn ¢nar AnemepHamusHbili Vendor ID (onyus 60) He ycTtaHoBAeH — B onuun 60
nepegaercs 3Ha4YeHue No ymo4aHuio, KOTopoe MMeEeT caeaytowmii popmar:
[VENDOR:npoussoauTtens][DEVICE:T1n yctpoiictea][HW:annapaTtHan Bepcus]
[SN:cepuitHbin  HOomep][WAN:MAC-agpec uHTepderica WAN][LAN:MAC-agpec
nHtepdelica LAN][VERSION:Bepcua nporpammHoro obecnevyeHus]

Mpumep:
[VENDOR:Eltex][DEVICE:RG-2404G-W][HW:1.4][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#1.15.2.58]

UHdopmauma areHta DHCP Relay (onuusa 82) — npu ycTaHOBAeHHOM dnare
nossonset gobasntb B DHCP 3anpoc:

= WoeHmugukamop uyenu azeHma (Onyus82) — nossonsetr aobasutb B DHCP
3anpoc onuuto 82, nogonuuto 1 - Agent Circuit ID;

= UoeHmugukamop yoaneHHo2o azeHma (Onyua82) — no3sonseTr Ao6aBuTb B
DHCP 3anpoc onuyuto 82, nogonuuto 2 - Agent Remote ID.

Cnucok ucnone3yemoix DHCP onyuli Ha kaxoom cemesom uHmepdgelice (Internet, VolP,
Management) moxcHO 3a0asame 8py4Hyt0. MHGopmayus no Hacmpolike crnucka 8
npusoxceHuu B.

MepsuyHobili DNS, BmopuuHebili DNS — IP-agpeca DNS-cepBepoB — ecnm agpeca DNS-
CepBepPOB He Ha3HAYalTCA aBTOMATUYECKK No npoTokoay DHCP, npu HeobxoamnmocTu
3a4aNTe UX BPYYHYIO.

2. Mpu BblGope cnocoba nogxntodeHns «3G/4G USB-mogem» O/1A HacTpoMKu ByayT AOCTYMHbI
cneaytouime nons:
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HJCTPOIVII'.'II nogknw4veHA

MoBKNEHBIA NpoBaRLERD CrainMHE v

KA NoONE30EaTENA rmohile
Mapone internet
Homep qos3E0HE #ITT

JONonHUTENEHEBIE NEPaMETRRI
WHAL A S M

ML 1492
ANA 3aN0NRERUA HAGIp0e Z 10 yMON4aHKI

PEEOMEHODBAHALIMU NposaL0ep0oM
SHEHEHLAML REHMUME KHONKY

MobunoeHblil nposalidep — uma nposanaepa, NpeaocTaBAAoLEero 4ocTyn K cetn 3G/4G. U3 cnucka
Bbl MoKeTe BblOpaTb OAHOTO M3 LWeCTU MOOW/IbHBIX ONEepPaTOPOB (HACTPOMKM KaxKAOro U3 HUX
XPaHATCA B NAaMATU YCTPOMCTBA), MPUCYTCTBYIOWMX Ha Tepputopum Poccuitickon Pepepaunu:
MeradoH, bunaniH, MTC, CkannuHk, Tene2, Yota. Mpn HaxaTMmM Ha KHOMKY «[o ymondaHuio»
NPOM30ONAET 3an0/IHEHWE HACTPOEK MOAK/IIOYEHNS NapameTpamm BbibpaHHOro nposaiigepa. Ecam
HACTPOMKM NpoBainaepa B Bawem perMoHe OTNYAIOTCA OT NPEASIOMNKEHHbIX, OTPEAAKTUPYITE UX B
COOTBETCTBUM C HEOBXOANUMbBIMM 3HAYEHUSAMMU.

Ecnun Bawero nposaigepa HeT B CNUCKe — BbibepuTe 3HadYeHune «[pyroi» 1 3anonHuUTe BCe NOAA B
COOTBETCTBMM C HAaCTpOoMKamu Baliero nposanaepa;

lpomoKon — none [OCTYNHO TO/AbKO Mpu Bblbope 3HauYeHua «pyroi» u3 crnmncka mMobuabHbIX
nposanaepoB. B 60ablIMHCTBE C/ly4aeB MOOU/IbHblIE ONepaTopbl UCMOAb3YIOT NpoTokosa PPPoE
AN JOCTyNa K CBOeW CeTWU, 04HaKo Aaa paboTbl ¢ MogeMaMM HEKOTOPbLIX NPOBANAEPOB MOMKET
notpeboBaTbCs BbIbOP NpoToKosa DHCP;

Uma nonezosamena — WMA NoAb30BaTeNs AAA WAEHTUOMKALMW NPU  NOAKAOYEHUM K
6ecnpoBoaHON ceTH;

Maposae — naponb gna naeHTUOUKALUU NPU NOAKAOYEHUN K BECMPOBOAHOM CETH;

Homep ao03BOHA — HOMep A03BOHA 415 NOAKAOUYEHUA K becnpoBoaHoM ceTn (Npumep: ¥99***14);
JononHumenosHsle napamemps! — NapaMeTpbl ANA MNOAKIOYEHUS K CETU MOOWAbHOWN CBA3U
(npumep: AT+CGDCONT=1,IP,internet — ana MeradoH); B AaHHOW CTPOKE HENb3A MCNOAb30BaTh
KaBblYKY;

MTU — MaKcMmanbHbi pasmep 6/710Ka AaHHbIX, NepeaaBaemMblX MO CETU, PEKOMeHAyemoe
3HayeHne — 1492,

KHonka «lo YMOIHaHUIO» npeaHa3HadYyeHa AO1A4 3anO0J/IHEHUMA HACTPOEK nposaﬁ,ﬂ,epa 3apaHee
npeanycraHoB/1€HHbIMU 3HAYEHUAMU, XPAHUMbIMU B NaMATU yCTpOVICTBa, TeM cambiM U3baBnsA
NoNb30BaTENA OT HeO6XO,EI,MMOCTM MUCKaTb 3TN HaCTpOﬁKVI B UHTepHeTe.

3. Mpu BbiBope cnocoba noaknodeHuna «Wi-Fi nogknoueHne» 6yayT AOCTYNHbI cheaylolime

HACTPOMKM:
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BHelHAs ceTb

MogkniodeHne Kk MHTepHeT Wi-Fi nogenio4erune v

[uanascH 24 A\l Q CranupoBaTs agup

WpaeHTugmkaTop ceTn (SSID) EltexWiFi

HacTpolku nogknioYeHua

Pexum 802.11 802.11n v
Peum GezonacHoCTH Ooff v
MOLYHOCTE CHrHana 100%
Pestnm paboTel MapLupyTusartop v
lMpoTokon DHCP v

AneTepHaTusHbIA Vendor ID (onuua 50)
WMHDopMauKa areHTa DHCP Relay (Onuyua 82)
MepsuyHBIl DNS
BTOpUYHEIR DNS

Pazmep MTU 1500
Mcnonb3oBate VLAN

OTKMHOYUTE TPAHCNALMID 80pecoB oTNPaBWUTENA

e [luanasoH — Bbibop pabouero ananasoHa: 2.4 ITu nan 5 Mu;

Mpu ucnonb3osauum pexkuma «Wi-Fi nogkntoueHne» Touka aoctyna Wi-Fi 6yaer HegocTynHa B
BblBpaHHOM AnanasoHe NOAK/NIOUYEHUA.

HNoeHmugukamop cemu (SSID) — nma 6ecnpoBOAHON CETU, UCNONb3YETCA ANA NOAKMOYEHUA K
ycTpoicTey. MaKcMmanbHasa 4ivMHa UMeHn — 32 CMMBOAA, BBOA, C YYETOM PErncTpa KaasuaTypbl.
[aHHbIN NapameTp MOXKET COCTOATb U3 LUMdp, NaTUHCKUX BYKB, a Takxe cumeonos "-", " """, "I")
" "#" M npobena, npu atom cumsoabl 1", "N "#" M Nnpoben He moryT CToATb NepPBbIMU;

Pexcum 802.11 — Bbibop pexkuma paboTbl becnpoBogHoro nHtepdeiica.

Ona2.41Tu:

— 802.11b — ecnn Bce becnpoBOAHble KAWEHTbI Noagep:kuBatoT crtaHgapt 802.11b, no
AAHHOMY CTaHAAPTY MaKCMMasibHaA CKOPOCTb cocTasaAeT 11 Méut/c;

— 802.11bg — ecnun B CeTM NPUCYTCTBYIOT BecnpoBoAHbIe KAMeHTbl ¢ nogaepKkon 802.11b u
802.11g, no craHaapTy 802.11g maKcMmanbHasa CKOPOCTb cocTasnsaeTt 54 M6éut/c;

— 802.11bgn — ecnu B ceTM NpUCYTCTBYIOT BecnpoBogHble KANEHTbI C noagep:koi 802.11b,
802.11g 1 802.11n;

— 802.11n — paHHbLIA CTaHAAPT NpeaycMaTpuBaeT MakcMmasbHylo ckopoctb 300 M6éut/c.
802.11n wucnonb3yetT TexHonornio MIMO (HECKO/NbKO BXOZ0B, HECKOJ/IbKO BbIXOA0B),
06paboOTKy CUTHANOB W TEXHONOIMIO WHTENNEKTYa/IbHOW aHTEHHbl ANA  nepegayu
HECKOJ/IbKMX MOTOKOB AaHHbIX Yepe3 HEeCKOJIbKO aHTEHH. ITO AaET NATUKPATHOE yBeMYeHNE
NpPou3BOAUTENBHOCTM U ABYKPATHOE yBE/IMYEHME [AManasoHa MO CPaBHEHUIO C
npeaplaywmm ctaHgaptTom 802.11g.

Ana5Mu:

— 802.11a — maKkcumanbHaa CKOpPOCTb cocTasnsaet 54 M6éut/c;

— 802.11n — pAaHHbLIA CTaHAAPT MpeaycMaTpuMBaeT MaKCMMasbHylo ckopoctb 300 Méut/c.
802.11n wucnonb3yetr TexHonornio MIMO (HECKONbKO BXOM0B, HECKOJIbKO BbIXOA0B),
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06pa60TKy CUrHanoB w” TEXHONIOTUKO MHTEﬂﬂeKTyaﬂbHOﬁ dHTEHHbI 0114 nepeaayun
HECKOJ/IbKMX NOTOKOB AaHHbIX Yepe3 HECKO/IbKO aHTEHH,

e Pexcum 6e3onacHocmu — BbIbop perknma 6esonacHocTn 6ecnpoBoHOM CeTH:

Off — oTkAtoYeHO WndpoBaHMe 6ecnpoBoAHOM CETU, HU3KMIA YpOBEHb He30MnacHoCTY;

WEP — wunoposaHme WEP. WEP-KAto4 f0O/IKEH COCTOATb U3 LWECTHAAUATEPUUHDBIX LNPpP U
umeTb ganHy 10 nam 26 cMmMBOIOB, MO0 A0MKEH ObITb CTPOKON (cumBonbl a-z, A-Z, 0-9,
~@#S%N&*()_-+=) U UmeTb AMHY 5 nan 13 cumsonos.

WPA, WPA2 — wndposaHne WPA n WPA2. innHa Knrova coctasaaeT oT 8 4o 63 cMmBO/I0B.
PaspeluaeTca UCNonb3oBaTb TONbKO CUMBObLI: a-z, A-Z, 0-9, ~1@#S% &*()_-+=;:\\|/?.,<>""
unm npoben. PekomeHayeTcs WMCNOb30BaTb perKumbl wudpoBaHna WPA n WPA2 Kak
Hanbosiee 6e3onacHble Ha AaHHbIM MOMEHT.

e MowHocmb cu2Hana — PeryinpoBKka MOLWHOCTU CUTHana npuemonepeaatunka Wi-Fi B npoueHTax
OT MaKCMMaJIbHOTO YPOBHS;
e Pexcum pabomei — pexkum paboTbl yCcTpoiicTBa:

Mapwpymuzamop — mexay LAN- 1 WAN-untepdeiicamm (WAN-mHTEpdencom cTaHoBUTCA
becnpoBoaHoi uHTepdelic Wi-Fi) ycTaHaBnuMBaetca pexum maplpyTtusatopa (LAN
nsonuposaH ot WAN);

Mocm — ycTaHaB/MBaeTCa pexkxum 6ecnpoBogHOro MOCTa K nogx/atoyeHHon cetn Wi-Fi.

e [lpomokon — BblI6OP MPOTOKO/AA, MO KOTOPOMYy OyaeT OCyLLecTBAATbCA nogKkntoveHne no Wi-Fi
MHTepdelcy YCTPOMCTBA K CeTU NpeaoCcTaBAeHUA yCAyr NpoBalgepa:

Static — pexkum paboTbl, Npu KoTopom IP-agpec u Bce HeobxoamMmble napameTpbl Ha WAN-
WMHTepderc HasHavatoTca cTtathyecku. Mpu Bblbope TUNa «Static» ANA penakTMpoBaHMA
CTaHyT AOCTYNHbI Cneaytowme napameTpbl:

BHewHul IP-adpec ycmpolicmea — yctaHoBKa IP-aapeca W-nHtepdelica ycTpoiictea B
ceTu npoBanaepa;

Macka nodcemu — MacKa BHeLWHel NoaceTu;

a3 no ymon4yaHuro — agpec, Ha KOTOpbI OTNPaBAAETCA NAKeT, eC/In ANA HEro He
Hal4eH MapLpyT B Tabaunue mapLpyTusaumu;

MepsuuHeili DNS, Bmopu4Helli DNS — appeca cepBepoB AOMEHHbIX WMEH
(ucnonbaytoTes ana onpegenenus IP-agpeca ycTponcTBa No ero AOMeHHOMY UMEHM).
[aHHble NoiA MOXKHO OCTaBUTb MYCTbIMM, €CIU B HUX HET HEOBX0AMMOCTH.

DHCP — pexkum paboTbl, npu KoTopom IP-aapec, macka noaceTun, agpec DNS-cepsepa, w03
no YMOJIYaHUIO U Apyrve napameTpbl, Heobxogumble Ans paboTbl B CETU, ByAyT NOyYeHbI
oT

AnbmepHamueHsili Vendor ID (onyus 60) — npu ycTaHOBAEHHOM dare yCcTPONCTBO
nepenaér 8 DHCP-coobueHusax B onuuun 60 (Vendor class ID) 3HauyeHMe w3 nons
Vendor ID (onyus 60). Mpu nyctom nose onuua 60 B coobuieHnax npotokona DHCP
He nepepaérca.

Echn dnar AnemepHamueHsili Vendor ID (onyus 60) He ycTtaHoBAeH — B onuun 60
nepeaaeTcA 3Ha4YeHWE N0 YMONYAHULIO, KOTOPOe MMEET cneaytowmii dopmar:
[VENDOR:npowussogutens][DEVICE:Tun ycTporictea][HW:annapatHas Bepcus]
[SN:cepuiinblii  Homep][WAN:MAC-agpec  wuHTepdeiica WAN][LAN:MAC-agpec
uHTepoderica LAN][VERSION:Bepcua nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:Eltex][DEVICE:RG-2404G-W][HW:1.4][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:28:f9:4b][VERSION:# 1.15.2.58]
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NHbopmauma areHTa DHCP Relay (onuus 82) — npu yctaHosneHHom dnare
nossonset gobasmtb B DHCP 3anpoc:

= UdeHmugukamop uenu azeHma (Onyus82) — nossonsetr aobasutb B DHCP
3anpoc onuuto 82, nogonuuto 1 - Agent Circuit ID;

= UdeHmugukamop yoaneHHo2o azeHma (Onuyua82) — no3sonser AobasBuTb B
DHCP 3anpoc onuuto 82, nogonuuto 2 - Agent Remote ID.

Cnucok ucnione3yemsix DHCP onyuli Ha Kaxcdom cemesom uHmepdgelice (Internet,
VolP, Management) moxHO 3a0aeamb 8py4yHyr. UHGopmayus no Hacmpolike
CruCKa 8 NpusoxceHuu B.

lMepsuyHebiti DNS, Bmopu4Hesili DNS — IP-agpeca DNS-cepBepoB — ecnn agpeca DNS-
CepBepoB He Ha3HaAYaoTCA aBTOMATUYECKK Mo npoTokoay DHCP, npu HeobxoamMmocTu
3ajaliTe WX BPy4YHyto. Aapeca, 3agaHHble BPY4YHYO, OyAyT UMeETb MPUOPUTET Hag
agpecamun DNS-cepsepoB, noay4yeHHbIMK No npotokony DHCP.

e MWUcnonezosame VLAN — npwu yctaHOBAeHHOM d¢nare Mcnosib30BaTb AAA BbixoAa B WMHTepHeT
naeHtnoukaTop VLAN, nponucaHHbin B none «VLAN ID».

VLAN ID — ngeHtnéukatop VLAN, ncnonbsyemolt s AaHHOM yCnyru;

802.1p - npusHak 802.1P (apyroe Ha3BaHuMe CoS — Class of Service),
YCTaHaB/AMBAaEMbI Ha McxogdliMe € AaHHOro uHTepdeinca IP-nakeTbl. MpuHMMmaer
3HayeHuA oT 0 (HM3WKit NnpuopuTeT) 40 7 (HaMBbICWINIA NPUOPUTET).

o  OMKAKYUMb MPAHCAAYUKD aOpecos ommnpasumesns — NpU ycTaHOBNEHHOM dnare OTKAOYeHa
nogMeHa agpeca OTNpaBuTE/IA MaKeTa U3 I0KabHOM noaceTu (oTkaoyeHne masquerading).

4. MNpu Bblbope cnocoba nNogKnoYeHUs «ABTOMATMUECKM NEPexoAuTb Ha pe3epBHbIA KaHan»
6yAyT OOCTYMHbI CieaytoLme HaCTPOMKM:

BHelWHAA ceTb

MogknwyeHne Kk MIHTEpHeT ABTOMAaTHMHECKN NEPEXCOUTEE ¥

OCHOBHOM KaHan MpoBoAHON v
CropocCTe U gynnekc Auto v

HacTpofkn npoBoAHOrO NOOKNKYEHNA
MpoTokon DHCP v

ATETEPHATUBHLIA Vendor 1D (onuus 60)
WHpopmauns aredta DHCP Relay (Onuwa 82)
MeperyHbiin DNS
BropuyHbli DNS

Pasmep MTU 1500

WMcnoneaoeate VLAN

e OcHosHol KaHana — u3 HUCI'IGdCII'OLL{EZO CMUCKa HYyM#HO 8bl6p0mb mun OCHOB8HOcO KaHana:

— [MposodHoli — KaHan yepe3 Ethernet WAN nopT ycTpoiicTsa.
— becnposodHsbIli — KaHan yepes cetb MobuabHoM cBA3n nocpeactsom becnposogHoro USB-
Mogema.
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Hacmpoliku npo8o0H020 NOOKAOYEHUSA:

HacTpoliku MaeHTUYHbI HacTpoiKkam ana cnocoba nogknoueHus «MpoBogHOe MOAKAIYeHUe» C
Bbl6paHHbIM peskMmom « MaplipyTusaTop».

Hacmpoliku 6ecriposod0H020 MOOKAOYEHUSA:

HacTpokn naeHTUYHbI HacTPoiKam ans cnocoba noakntoveHna «3G/4G USB-mogem».

[posepKa Haau4Yus 0ocmyna 8 UHMepHem:

e Talimaym oxudaHus omeema om cepgepd, C — BPEMSA, B TEYEHWE KOTOPOro OXKuaaetcs
oteeT oT PING-cepBepa;

e Yucao noneimok docmyna K cepgepy, ¢ — MaKCMMaNbHOE YMCN0 NOMbITOK AocTyna K PING-
cepsepy;

o JIHmepsan mexdy YUKAAMU ONpoca cepsepos, C — NPOMENKYTOK BPEMEHMU, MO UCTEYEHWUM
KOTOPOro HauynHaeTcA HoBbIM LKA onpoca PING-cepsepos.

e Ping-cepsep 1..5 — IP-agpec unn pomeHHoe mma PING-cepsepa. Monsa gna sesoga PING-
cepsepos 2..5 noABnAIOTCA Nocae 3anoaHeHuA npeablayuiero noas.

JIoKanbHasA cemso:

e IP-adpec ycmpolicmea — IP-afpec yCcTpolCTBa B /IOKa/NbHOW CETU;
e Macka nodcemu — Mmacka NoACETH B JIOKaNbHOM CETU.

V' Mpu u3meHeHUM aapeca J/IOKA/NbHOW NOACETU MNPOUCXOAUT aBTOMATMUECKaA CMeHa nyna
agpecos noKanbHoro DHCP-cepsepa (UHTepHeT — DHCP-cepBep).

Hacmpolika IPSec:

B AaHHOM pa3gene ocywecTBAAETCA HAacTPoMKa WwndpoBaHUa no TexHonormuu IPSec (IP Security).

IPSec — 310 Habop mNpPOTOKO/NOB [ANA obecrnevyeHWs 3aWmTbl AaHHbIX, NepefaBaembiX Mo
MeKceTeBoMy  MpoTokosly IP,  Mno3BOAAOWMI  OCYWECTBAATb  NOATBEP)KAEHWE  MOAJAMHHOCTU
(ayTeHTUdMKaALMIO), NPOBEPKY LENOCTHOCTU u/unn wudposaHue IP-nakeTos. IPSec TakKe BKAOYaeT B
cebs NPOTOKO/bI A1 3aLMLLEHHOTO 06MeHa K/louYamm B ceTn UHTepHerT.
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Hacrtpoiika IPSec
Brnwunte  ®

lHTEpdElC Ethernet ~
NokaneHwii IP-agpec
Appec noKaneHol NoOACETH
Macka nokanbHoW NogCeETH
Appec yaaneHHod nogceTH
WMacka yganesHoi nogceTu
YOaneHHbli whos

Pemum NAT-T Off d
ArpECCHEHDIA pEsMM

THN HGEHTHGMKETOPE addr

o
]
4]
<

| peHTHdMEaTOp

Pasa 1

JapaHes 3agaHHbIi kKoY

ANTOPUTM ayTEHTHHMEILHKM md5 hd
AMTOpUTM WHGIpOBAHKUA des hd
[pynna OAuddm-Kennmana 1 o

Bpema #usHn dasal 1, cex 25400

Daza 2

ANTOPHTM aYyTEHTHRHEALHKH hmac_md5 hd
ANropuT™ WHdpoBEaHUA dez d
pynna Auggu-Xennmaqa 1 hd

Bpema xuzdn dazel 2, cex 3500

BKato4yume — paspeLwnTb UCMOIb30BaHWE NpoToKona IPSec ana wnppoBaHMA AaHHbIX;
UHmepdghelic — HaCTpPOMKa UMeET Cuy TOMIbKO Npu Bblbope ana MHTepHeTa npoTokosnos PPPOE,
PPTP unu L2TP u onpegenset, Ana AocCTyna no Kakomy nHtepdency ncnonbsosatb IPSec: Ethernet
(nHTEpdeiic BTOporo goctyna) unm PPP (nHTepdeiic nepsoro goctyna). MNpu Bbibope NpOTOKO/I0B
DHCP unu Static B ycnyre akTMBEH To/bKO oauH uHTepdelic (Ethernet), no KoTopomy Bo3MOXKeH
[0CTyn To/IbKO nocpeactsom IPSec.

JloKanoeHebll IP-adpec — appec ycTpoicTea Ana paboTtbl no npoTokony IPSec;

Adpec nokansHol nodcemu coBmecTHO ¢ Mackoli s10kanbHol nodcemu onpeaenatoT NOKaNbHYO
noaceTb ANA CO34aHMA TONONOTUIN CETb-CETb MU CETb-TOYUKA;

Adpec ydaneHHoli nodcemu coBmecTHO ¢ Mackol ydaneHHol nodcemu onpeaenatoT agpec
yAaneHHoW NoAceT! oA CBA3U C UCNO/b30BaHMeM LWKdPOoBaHUA No npoTokoay IPSec. Ecan macka
MmeeT 3HaveHue 255.255.255.255 — cBA3b OCYLLECTBAAETCA C eAUHCTBEHHbIM XOCTOM. Macka,
oTAndyHas ot 255.255.255.255, nossonseTr 3agatb Uenyw noacetb. Takum  obpasom,
GYHKLUMOHaNbHble BO3MOXHOCTM YCTPOMCTBA MNO3BOJIAIOT OpraHM3oBaTb 4 TOMNONOMMM CeTU C
ncnonb3oBaHMem WKndpoBaHMA TpaduKka No NpoToKoay IPSec: TOYKA-TOYKA, CETb-TOYKA, TOYKa-
CeTb, CETb-CETb;

YOaneHHsil winto3 — WNK03, Yepe3 KOTOPbI OCYLLLECTBAAETCA AOCTYN K yAa/IeHHON noaceTy;
Pexcum NAT-T — Bbibop pexkuma NAT-T. NAT-T (NAT Traversal) nnkancynmpyet tpaduk IPSec u
oAHoBpemMeHHO co3pgaeT nakeTbl UDP, KoTopble ycTpoiictBo NAT KoppeKTHO nepecbinaet. Ann
atoro NAT-T nomeliaeT AONOJIHUTENbHbIN 3aronoBok UDP nepesn naketom IPSec, 4tobbl OH BO
BCeN ceTn o0bpabaTbiBanca Kak 06bl4HbIA nakeT UDP, 1 xocT nonyyatens He NpoBOAMA HUKAKUX
NPOBEPOK LeNocTHOCTM. [locne nocTynaeHnsa nakeTa K MecCTy HasHayeHua 3aronosok UDP
yAanAaeTcs, U NakeT AaHHbIX NPOAOJIKAET CBOM AaNbHENLWINIA NYTb KaK MHKANCY/IMPOBAHHbIN NakeT
IPSec. C nomowbto TexHMKM NAT-T BO3MOMKHO YCTAHOBJIEHUE CBA3WM MeXay KameHTamu |PSec B
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3aWMLLEHHDBIX ceTaXx M obweaocTynHbIMU XocTaMu IPSec yepe3 meKceTeBble 3KpaHbl. PexKumbl
paboTbl NAT-T:

— on — pexxum NAT-T aktuBMpyeTca ToNbKO Npun obHapy>keHMn NAT Ha nyTu K XOCTy
Ha3HaYeHwus;

— force — B ntobom cnyyae ncnonbsosatb NAT-T;

— off — He ucnonbsosatb NAT-T npu yCTaHOBJEHUN COEANHEHMUS.

JocTynHbl cneaytowme HacTpolikn NAT-T:

— UDP-nopm NAT-T — UDP-nopT NnakeToB, B KOTOPble OCYLLECTBAAETCA MHKaNCynauma
coobuieHnit IPSec. Mo ymonyaHuio 4500.

—  WHmepsan omnpasku nakemos NAT-T keepalive, cek — wWHTepBan OTMNPaBKU
nepuoaMyeckmx CcoobLeHnit ana noadepraHua akTuBHoro coctosaHus UDP-
COeANHEHNA Ha YCTPOMCTBE, BbiNoNHALLWEro pyHKkummn NAT.

AepeccusHbili pexcum — pexum paboTbl Ha ¢ase 1, Korga obmeH Bcelt Heobxoammown
MHpOpPMaUMeElN OCYLLECTBAAETCA TPEMA HeNPPOBaAHHbIMM NakeTamu. B cTaHZApTHOM pexunme
(main mode) obmeH ocyLLecTBAAETCA WeCTbO HelWMpPOBaHHbIMK NaKeTaMu;

Tun udeHmugukamopa — TMN naeHTUdPUKaTopa yctpoiictea: address, fqdn, keyed, user_fqdn,
asnldn;

NdeHmugukamop — naeHTUPUKATOP YCTPOCTBA, UCNO/b3yeMbI ANA MAeHTUPUKaLMKM Ha dase 1
(3anonHATL Npu HeobxogumocTtu). Popmat MaeHTUPUKATOPa 3aBUCUT OT TUNaA.

®asa 1. Ha nepsom stane (dase) ABa y3na «J0OrosapvsaloTca» O MeToAe MAeHTUdUKaumK,

anroputme wudposaHua, xaw anroputme u rpynne Diffie Hellman. OHK TakKke npeHTUPUUMPYIOT Apyr
apyra. Ana ¢asbl 1 umeroTca cnegytowme HacTPOMKK:

3apaHee 3a0aHHLIU K4 — CEKPETHBIN K/KOY, UCNOIb3YEMbI B afrOpuTme ayTeHTUdUKaLMM Ha
¢dase 1. Mpeacrasnser coboit CTPoOKy OT 8 A0 63 CUMBONOB;

Aneopumm aymeHmuguKayuu — BblI6Op O4HOr0 M3 CNMCKa aAropuTMoB ayTeHTudmKaumm: MDS5,
SHAZL;

Aneopumm wugposaHus — BblbOp OAHOro M3 crnmncka anroputmos wueposaHua: DES, 3DES,
Blowfish;

pynna Quppu-XennmaHa — Bbibop rpynnbi Diffie-Hellman;

Bpemsa u3HuU asel 1, ceK — BpemsA, NO WCTEYEHMM KOTOPOro Yy3fam Heobxoanumo
nepenaeHTMOMLMPOBATL APYT APYra U CPABHUTb NOAUTURY (apyroe HasBaHue IKE SA lifetime). Mo
ymonuaHuio 24 yaca (86400 cekyHa).

®asza 2. Ha BTOpOM 3Tane reHEpPUPYOTCA [JaHHble K/l4Yel, y3nbl «40roBapusaloTca» 06

MCMONb3yeMOlM MNOJIMTUKE. DTOT PEXUM, TaKXKe HasblBaemMblit bbiCcTpbiM pexkMmom (quick mode),
OT/IMYaeTca OT nepBoi ¢asbl TEM, YTO MOMKET YCTAaHOBWUTbCA TO/IbLKO MOC/e MepBOro Tana, Korga Bce
nakeTtbl BTOpon ¢asbl WndpytoTca.

Aneopumm aymeHmug@uKayuu — BbI6op 04HOr0 U3 CMMCKa aiIropuTMoB ayTeHTudunkauum: HMAC -
MD5, HMAC-SHA1, DES, 3DES;

Aneopumm wugposaHus — BblI6Op OAHOro M3 CnMcKa anroputmos wudposaHua: DES, 3DES,
Blowfish;

pynna Auppu-XenamaHa — Bbibop rpynnbl Diffie-Hellman;

Bpemsa »u3HU ¢asel 2, ceK — BpemsaA, Yepe3 KOTOPOe MPOUCXOLMT CMEHA Kawo4va WudpoBaHUa
OaHHbIX (apyroe HasBaHue IPSec SA lifetime). Mo ymonyaHuio 60 muHyT (3600 cekyHa).

AnAa BCTynneHus B CUAY HOBOM KOHOUIypauun M 3aHECeHWs HAcTPOeK B 3HEeproHe3aBUCHMMYIO

NaMATb HAXKMUTE KHOMKY «[lpumeHums». InAa oTMeHbl U3MEHEHUIA HAXKMUTE KHOMKY «OmmeHa».
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/ [OaHHaa peanusauma IPSec paboTaeT TONLKO NpU OTKAOYEHHOW TPAHCAALMU afpecoB
OoTnpaBuTeNsA, Tak KaK IP-agpec KAneHTa yyacteyet B popmuposaHum wndpa.

2.7.2.2 [ModmeHto «QoS»

B noameHilo «QoS» OCYLLECTBNSAETCA HACTPOWKa nNpuopuTeToB 06paboTkM Tpaduka M Tuna
ouepeaei.

HacTpoiika QoS

KOHTpONL NOTOKA

BrIGOp NPUOPUTETOR DSCFP v

-]

TN oYepeam Sstrict v

~

Hacmpolika QoS

e KoHMposb nomoka — BKAOHYEHUE/BbIK/IOYEHME MexaHM3Ma YMnpaB/ieHUs MNOTOKOM nepenauu
AaHHbIX No npoTokoay TCP;

e Bolbop npuopumemos — Bbi6op cnocoba npuopuTesaLmm Tpaduka:

— DSCP — mexaHM3M Knaccudukaumu, ynpasneHus Tpadukom M obecneyeHUs KayecTsa
06CNyKMBAHUA NOCPEACTBOM NPUOPUTETOB;

— 802.1p — npu3Hak (gpyroe HaseaHue CoS — Class of Service), ycTaHaBnMBaeMbli Ha
ncxogAawmMe c AaHHoro WHTepdeiica IP-nakeTbl. MpuHMMaeT 3HayeHus oT O (HWU3LWMMA
npuopuTet) Ao 7 (HaMBbICWNI NPUOPUTET).

V Mpy BKAIOYEHHOM KOHTPO/1€ MOTOKa HAaCTPOMKM NPUOPMUTETOB HEAO0CTYMHbI.

e Tun oyepeou — BbIGOP ANCUUNINHBI 0BCNYKMBAHUN OYepesent:

— Strict — gucumMnaMHa obCcny:KMBaHUA o4yepedel, Npu KoTopol TpaduKk ¢ 6osee HUIKMM
npuopuTETOM nNepenaeTca, TONbKO KOrAa y»Ke nepejaHa odepedb ¢ 6onee BbICOKMM
npuopuTeETOM;

— WRQ - pucumnnvHa o6CAy:KMBaHMA oyepeneit, Npu KOTOPOM [AOCTynHas mnosoca
NPONYCKaHUA AeNNTCA MeX4y odyepeaAamm NponopLUOHaNbHO NPUOPUTETY.

e [lpuopumem 0..5 — onpeaenseTca Bec npuMopuTeTa B AnanasoHe ot 1 o 127, yem Bbiwe BecC, Tem
npuoputeTHee TpaduK.

2.7.2.3ModmeHto «lllelinuHe mpaguxka»

B nogmeHio «LLeinuHr TpaduKa» NPoOM3BOANTCA HACTPOMKa OrpaHMYeHMs BXo4ALLe N ncxoaallen
CKOPOCTU TpadUKa Ha KaskaAoM oTAeNbHOM UHTepdelice.
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WeinuHr Tpaduka
OrpaHuyeHne CKOPOCTH
WHTepdeiic LLeMMHI BKNIOYEH
BxogAwmnn Tpaduk Wexopawun Tpadmk

LAN1 % BrikntoveHo - -

LAN2 * BhIKNOYeHo - -

LAN3 X BLIKMHYEHO - -

LAN4 * BLikntoyeHo - -

WAN X BLIKMHYEHO - -

[aHHoe noameHo NpeacTaBieHo B BMAE Tab/uvubl, B KOTOPO HaMpOTWMB KaxKAoro uHTepdeiica
YKasaH CTaTyCc WeNnuMHra Ha HeM W 3HaAYeHUA MaKCMMaJbHO PaspelleHHbIX CKOPOCTEN BXOAALEro U
ncxoasawero Tpaduka. Ona Toro, ytobbl NepelTM K HACTPOMKam KOHKPETHoro uHTepdeiica, cnegyet
KAMKHYTb Ha ero HasBaHue.

LelnuHr Tpadmka Ha nHTepdeice "LAN1T"

BRMHOHUTE LUEAMHHT
OrpaHU4eHrE CXOPOCTH BXOAALLEO TPAMUKS, KEUT/C

OrpaHudYeHUe CKOPOCTH HCXOAALLEMO TpamuKa, KGUT/C

UlelinuHe mpaguka Ha uHMepgelice:

e Brmoyume welinuHe — BKAOYEHNE OTPaHUYEHNI CKOPOCTM BXOAALLETO U UCXOAALLEro TpaduKa;

e O2paHu4eHue ckopocmu exo0auje2o/ucxodauje2o mpaguka, Kbum/c — 3afaHNe MaKCMMasbHOM
CKopocTM BxoasAwero/mucxoasawero Tpapuka B K6Ut/c B8 AnanasoHe ot 0 go 1048576 kbut/c,
NMpMYeMm Lar U3MeHeHMsA CKOPOCTU BXoadALlero Tpaduka coctasaset 16 K6ut/c, a ucxoasauiero 64
Kéut/c.

MPUMEYAHME! 3HaueHne «0» 03HaYaeT OTCYTCTBUE IMMUTUPOBAHKUA BXOAALLEro/Mcxoaaiero Tpapuka.
2.7.2.4Nodmerro «Hacmpolika MAC-adpecoe»

B noameHio «Hactpoiika MAC-agpecoB» MOXHO uM3MeHUTb MAC-agpec WAN-unHtepdeiica
YCTPOICTBA.
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Hactpoika MAC-agpeca WAN
MepeonpegenvTe MAC
MAC -

Hactpoika MAC-agpeca Ha nHTepdelice "IP-TenedoHuns"

MAC A

Hacrtpoiika MAC-agpeca Ha nHTepdeiice "MHTepdeic ynpasnexHns"

MAC -

e [lepeonpedenums MAC — npu ycTaHOBAEHHOM dniare Ha MHTepdeice MHTepHET UCNONb3yeTcs
MAC-agpec n3 nona MAC.

MpW HaxaTMM Ha KHOMKY BbiNagaloliero mMeHio B nose «MAC» go3moxcHo 3anncatb MAC-agpec
KOoMMbloTepa, ¢ KoToporo Bbl nogkntoueHsl K WEB-KoHdUrypaTopy. 3Ta dyHKLMA ByaeT nonesHa, ecam Ha
ceTu Bawero MHTepHeT-npoBaiaepa ncnosib3yetca npmesaska no MAC-agpecy. B atom cnyyae, ecnm Bam
HeobXxoAMMO MCMNONb30BaTb YCTPOMCTBO B KayecTBe MapupyTusatopa, Ha WAN-uHTepdelic ycTpoicTea
HeobxoaMmo HasHauutb MAC-agpec Balwero KomnbloTepa (KOTOpbI paHee 6bln MOAKNHOYEH K CETM
NHTepHeT).

Ona nepeonpeaeneHna MAC Ha wuHTepdeince «IP-tenepoHmsa» wmanm «VLAN ynpasneHua»
BOCMNO/Ib3yMTeCh pasgenamu «Hactpolika MAC-agpeca Ha uHTepdelice IP-menegoHua» nnn «HacTpolika
MAC-agpeca Ha uHtepdeiice «MHmMepgelic ynpasneHus».

AN BCTyNAeHUA B CUAY HOBOM KOHOUIypauuu W 3aHECEHWA HACTPOEK B JHEProHesaBUCUMYIO
NamATb HAXKMUTE KHOMKY «lTpumeHumeo». Ana oTMeHbl USMEHEHMWI HAXKMUTE KHOMKY «OmmeHa».

2.7.2.5NodmeHto « DHCP-cepsep»

B nogmeHio  «DHCP-cepBep» BbINOJHAIOTCA  HACTPOMKM  noKanbHoro  DHCP-cepsepa,
YCTaHaB/INBALOTCA CTaTUHECKNE NPUBA3KN aA4PeCOB.

YcrpoictBo RG-2400/RG-4400 vimeeT BO3MOXHOCTb MOCPEACTBOM MNPOTOKOAA AMHAMMUYECKOro
KoHourypuposaHua (DHCP — Dynamic Host Configuration Protocol) aBTomaTuiyeckun HasHayaTb IP-agpeca
N Heobxoammble oA BbiIxoAa B MIHTepHET NnapameTpbl KOMMblOTepam, NoAKAoYeHHbIM K LAN-uHTepdeicy
n 6ecnposoaHoi Wi-Fi Touke poctyna. Ero ncnonbsoBaHue nossonseT usbexaTb OrpaHUYEHUI pyYHOM
HacTpoliKu npotokona TCP/IP.
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Hactpoiikn DHCP-cepeepa

]

Brnounte ¥

HauansHblil IP-agpec | 192.168.63.2

KonuuecTso agpecos | 253

N

CpoK apeHasl (B MUHyTax) | 720

CraTtnyeckne NpuBS3KM agpecos

UmaA MAC-aapec IP-anpec

Hacmpoliku DHCP-cepsepa

e BKawo4eH — npu yCcTaHOBIEHHOM dare BKAOUYUTb NOKanbHbii DHCP-cepBep;

e HauansbHbil IP-adpec — HayanbHbIM agpec nyna IP-agpecos;

o Kosnuuecmeo adpecos — KONNYECTBO AL PECOB B NyNE;

e Cpok apeHObl  — YCTAHOBKA MAKCMMAJIbHOFO BPEMEHW WCMO/Ib30BAHUA MOAKAOYEHHbBIM
ycTpoiicteom IP-agpeca, HazHayeHHoro DHCP-cepBepom, MUHYTBI.

[na BCTynneHus B CUAY HOBOM KOHOMIypauum M 3aHeCeHUA HacTPOEK B SHEProHe3aBUCUMMYIO

NaMATb Ha*XMUTE KHOMKY «/7pumeHumb». ﬂ,ﬂﬂ OTMEHbI USMEHEHWUI HaXkMUTe KHOMKY «OmmeHa».

/‘f Mpu nonbITKe U3MEHUTb HaYaNbHbIN agpec Ha 3HaYeHUe U3 APYroi NoACeTU No OTHOLEHUIO K
noacetm uHtepdeiica LAN — npoucxoguT aBTOMATMUECKAna YCTAaHOBKA My/ia nopj, Tekyliee
3HayeHue agpeca JIoKabHOW noaceTu.

Cmamud4eckue npussasKku adpecos

Ona pobaBneHMa HOBOW CTaTUUYECKOW MPUBA3KM HaKMUTE KHOMKY «Jobasumb» W 3anonHuUTe
cnegytolwme nona:

Cozpatb CTaTUHeCKYH NPHUBAIKY afpeCcOobB

Mma
MAC-agpec =

IP-agpec

o VimAa — uma mekyweli cmamuyeckol NpusA3Ku;

e MAC-adpec — yctaHOBKa cTatudeckoro MAC-agpeca. 3agaetca B dopmate XX:XX:XX:XX:XX:XX,
BO3MOXEH Bbl6OP agpeca NOAKMOUYEHHbIX YCTPOMCTB U3 BCM/IbIBAOLLEFO MEHIO;

e |P-adpec — ycTaHOBKa cTaTnyeckoro IP-agpeca ans ykazaHHoro MAC-agpeca.
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KoHpurypupoBsaHme cTaTMYecKMx MNpuBA3OK MNosesHo, ecam Bam  Heobxogumo, u4TO6bI
onpeaeneHHOMY KommnbtoTepy, nogkatoveHHomy K LAN-uHTepdeicy ycTpolicTBa, Bcerga HasHavanca
onpeaeneHHbln IP-agpec.

Haxkmunte KHonky «flpumeHumb» gnAa BHeceHuAa IP-agpeca B CNUCOK cTaTuUdeckmx IP-agpecos gnAa
DHCP-cepBepa. [1na oTMEHbI UBMEHEHUIA HAXXKMUTE KHOMKY «OmmeHa».

Ona ypaneHusa agpeca M3 CNUCKa HeobxoAMMO YCTaHOBWUTb ¢iar HampoTMB COOTBETCTBYIOLLEN
3aMnmMCcK 1 HaXaTb Ha KHOMKY «Y0aaumeoe».

2.7.2.6 [loOmeHro «JlokanbHbili DNS»

B nogmeHio «JlokanbHbit DNS» npousBoauTca KOHPUrypupoBaHue nokanbHoro DNS-cepsepa
ycTpoicTea nytem gobasneHus B 6a3y nap IP-agpec — gomeHHoe nms.

JNokanbHbin DNS nosBosiAeT wato3y noayyuuTb IP-agpec B3anMoaencTBYOLWEro YCTPOMCTBA MO ero
ceTeBOMY MMeHM (xocTy). B ciyyae oTcytcTeus cepsepa DNS B cermeHTe ceTu, KOTOPOMY NPUHAANEKUT
W03, HO NPU HEOBXOAMMOCTU MapLUPYTU3ALLMKU MO CETEBbIM MMeHam INBO MCNOAb30BaHUA B KayecTse
agpeca SIP-cepBepa ero ceTeBOro MMEHW, MOXKHO WCNonb30oBaTb «JloKkanbHbiA DNS». lMpu aTom
HeobXxo0AMMO 3HaTb YCTAHOBJ/IEHHbIE COOTBETCTBMA MEXAY MMeHaMM y3/10B (XocToB) 1 ux IP-agpecamu.

VimeHa yanoe

OoMeHHOe UMA IP-agpec

local 127.0.0.1

Hacmpolika y3n08

Ons pobaeneHna agpeca B CNMCOK HEOBXOAMMO HaxKaTb KHOMNKY «/Jobasume» n B oKHe «Co30ame
coomeemcmeaue» 3an0NHWUTb CAeAytoLlme Nons:

CospaTe cooTBETCTBNE

LomeHHoe uMma local

IP-agpec 127.0.01

e /JlomeHHOE UMA — UMA Y3Na;
e [P-a0pec — IP-agpec y3na.

Haxkmute KHOMKRYy «llpumeHUmMb» ANA CO3AaHMA cooTBeTcTBUMA IP-agapec — AomeHHoe uma. [Onaa

OTMEHbI M3MEHEHWI HaXMuTe KHOMKY «OmmeHa». Ona ypaneHua 3anucm U3 Cnucka HeO6XO,CI,MMO
YCTaHOBUTb cbnar HanpoTus COOTBETCTByIOLLI,eﬁ 3aMUCUN N HaXXaTb Ha KHOMKY «Yoanumeo».

2.7.2.7 MoodmeHto «NAT u npobpoc nopmoe»

B noameHio «NAT M npobpoc noOpTOB» BbINOJHAETCA HacTpolhiKa npobpoca nopTtos (ports
forwarding) us WAN-uHtepdeica B LAN-uHTEpdENC.
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NAT — (Network Address Translation) pexum TpaHCNAUMM CETeBbIX agpPecoB — MO3BOASET
npeobpas3osbiBaTh IP-agpeca u ceteBble NopTbl IP-nakeToB. Mpobpoc ceTeBbix MOPTOB HEOOXOAMM, KOraa
TCP/UDP-coeamMHeHne Cc  NOKadbHbiM  (nogxntodeHHbiIM K LAN-mHTepdeiicy) KomnbioTepom
YyCTaHaBAMBAETCA M3 BHeLWHel ceTu. [JaHHOe MEHIO HaCTPOEeK NO3BOAAET 3a4aTb NPaBMAa, paspeLlatowme
NPOXOXAEHME NAKETOB M3 BHELWIHEW CETW HA YKasaHHbIA afpec B JIOKA/IbHOW CETWU, TEM CaMbIiM Aenas
BO3MOXHbIM YCTaHOB/IEHWE coeauHeHuA. [pobpoc nopToB rnaBHbiIM 06pasom Heobxoaum npwu
ncnonb3oBaHuM torrent U p2p-cepBucoB. [lAAa 3TOro B HacTpolKax torrent uam p2p-KAMEHTA HYXKHO
NMocmoTpeTb ncnoabayemble um TCP/UDP-nopTbl 1 3a4ath 418 3TUX NMOPTOB COOTBETCTBYIOLLME Mpasua
npobpoca Ha IP-agpec Bawero KomnbloTepa.

HacTpoiiku NAT

BrnwoyuTe NAT

®

2 Mpaeuna NAT

[ L%E] LAN IP MNopTel LAN MpoTokon WAN IP MopTel WAN

Hacmpolika npasuna NAT

Ona pobasneHua Hosoro npasuna NAT Ha)kKmuTe KHOMKY «/Jobasumb» n B OTKPbIBLUEMCA OKHe
«Co3paTb HOBOE NPaBUAO» 3aNOHUTE caeaylolme Nonsa:

COC'I,ElaTb HOBOE npaBuno
Wmn
IP-20p&t HA3HAYEHUA NaKeTOB LAN
MopThl HAZHAYEHUA LAN
MNpoTokon TCP v
IP-agpec ncTovHKKa nakeTos WAN

MopTel HAsHa4YeHNA WAN

e VIma —Ha3BaHuWe npaBuna (Nnose 06a3aTeNbHO A1 3aMN0/IHEeHUS);

e |P-adpec HaszHa4yeHus nakemoes LAN — IP-agpec xocTa B /IOKa/bHOM CETU, Ha KOTOpbIA
OCYLLECTBNAETCA TPAHCAALMA NAKETOB, NONaZatowWwmx noa, AaHHOE NPaBUIo;

e [lopmbl Ha3HavyeHus LAN — TCP/UDP-nopTbl nonydyatena, Ha KoTopble 6yayT
TPAHC/IMPOBATLCA NAKeTbl B JIOKA/IbHYIO ceTb (40MnycKaeTcs yKasblBaTb MO0 OAMHOYHbIM
nopT, NMn60 Yepes “-“ AgMana3oH NopToB.);

e [lpomokon — BbI6OP NPOTOKONA NaKeTa, Nonajatollero noja gaHHoe npasuno: TCP, UDP,
TCP/UDP;

e |P-adpec ucmoyHuka nakemos WAN — IP-agpec oTnpaBuTena NakeTa BO BHELWIHEN CeTw,
nonagatoLero noa AaHHoe NPasuo;

e [lopmesi HaszHayeHus WAN — TCP/UDP-nopTbl nosiyyaTtena naketa BO BHELIHEN ceTun, npu
KOTOpPbIX NaKeT nonazaeT noj AaHHOe NpaBuao (JonycKaeTcs yKasbiBaTb NGO OANHOYHDIN
nopT, N"nb60o Yepes “-“ AMana3oH NopToB).

Mpasuno npobpoca noptoB paboTaeT cnegytowmm obpasom. Y nakeTa, NpuUXoasallero Ha agpec
WAN-uHTepdenca ycTponcTea no NpoToKkony «IpomoKoan» Ha NopT U3 AnanasoHa «[lopmel HA3HAYeHUA
WAN» n umetoero agpec UCTOYHUKa «IP-adpec ucmoyHuka nakemos WAN» (ecnn 3To napameTtp
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OCTaBWUTb MYCTbIM — afpec UCTOYHWKA He aHa/NU3UPYeTCs), OCYLLEeCTBAAETCA NogMeHa agpeca M nopTta
Ha3HayeHM Ha 3HaYeHUA COOTBETCTBEHHO W3 nosnen «IP-adpec Ha3HayeHuUs nakemos LAN» wn «[Topmei
Ha3HayeHus LAN».

Haxmunte KHoMRy «flpumeHumoe» ana pobasneHuAa HOBOro npaswuna. [na OTMEHbl U3MEHEHWN
HaXXMUTe KHONKY «OmmeHa».

Ana yAaneHna npasuia U3 CrnncCKa HeO6XO,D,MMO YCTaHOBUTb d)nar HanpoTue COOTBETCTBVFOLLI,EVI
3aNNUCN N HaXXaTb Ha KHOMKY «Ypanutb».

2.7.2.8ModmeHto «Cemesoli IKPaAH»

B noameHto «Cemesoli SKpaH» YyCTaHAaBNMBAIOTCA NPaBMAA NPOXOXKAEHUA BXOAALLEIO, UCXOAALLETO
W TpaH3uUTHOro Tpaduka. MimeeTcA BO3MOXKHOCTb OrpaHW4YMBaTL MPOXOXKAEHWe TpaduKka pasHoOro Tvna
(BXO4AWMIA, UCXOOAWMMN, TPaAH3UTHbIN) B 3aBUCMMOCTM OT NPOTOKONA, IP-aapecoB WUCTOYHMKA W
Ha3HayeHuA, TCP/UDP-nopToB MCTOYHMKA U Ha3HayeHus (gna npotokona TCP uan UDP), Tuna coobuweHua
ICMP.

MNpaswna gna Bxogdawero Tpadwvka

Hmn MpoTokon Agpec oTnpaeutens MopTel oTnpaeuTens MopTel nonyyatens OeicTBue

Mpaswna ona nexogsawero Tpaduka

NOB

Hma MpoTokon MopTel oTNpaenTenA Anpec nony4atens MeopTel nony4arens DeAcTENE

Mpasuna AnA TPaH3UTHOro Tpaduka

Mms TMpoTokon Appec oTNpaBMTensA MopTel oTNpaBuTena AQpec nony4arens MopTel nony4aTensa OeWcTEME

Hacmpolika npaguna cemesoz0 s3KpaHa

Ana A06aB}'IeHMFI HOBOIro npasusia Ha*XmMute KHOMKY «[{o6aeumb» N B OTKpPbIBWWEMCA OKHe
«Co3aatb HOBOE npasunaO» 3aNO/IHUTE caegyrouine nNona:

CosgaTk HoBOE npaenno

A
Tun Tpaduka BxoaaLui v
MpoTokon TCP v

Anpec oTnpaBdTeENA

N

MopTel oTNpaBUTENA 0
MopTbl Nony4atens 0

[eiicTeme MponycTuTe v
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e UmA —Ha3BaHue npasuna;

e Tun mpaguxka — BblbOp TMNa TpaduKa, Ha KOTOPbIM pPaCNPOCTPAHAETCA AEUCTBME AaHHOro
npasuna:

— Bxoodawuli — BXogsAWMM Ha yCTPOMCTBO TpadmK (nonyyatenem ABASETCA HENOCPeaCTBEHHO
OAMH M3 ceTeBbiX WHTepdelicoB ycTpoicTea). Mpu Bbibope AaHHOro TMna TpaduKa oA
pefaKkTMPOBAHUA CTaHYT AOCTYMHbI CAeaytouue nons:

Adpec omnpasumessa — 3aAaeT HadanbHbll IP-agpec otnpasutend. Yepes cumson "/"
MOMHO YKa3aTb MaCKy noAceTn B PopmaTax XXX.XXX.XXX.XXX MW XX, Hanpumep,
192.168.16.0/24 wnn 192.168.16.0/255.255.255.0, uTo6blI BbIAENUTL CPa3y LeAbli
AMnanasoH agpecos (3anncb Macku B Buae /24 cooTtseTtcTayer 3anucu /255.255.255.0);

— Ucxodawuli — vcxofAawmMn ¢ ycTpoicTea TpaduK (TpaduK, reHepupyemblit N0KabHO
YCTPOICTBOM C O4HOIO U3 ceTeBbix NHTepdelicos). Mpu Bbibope AaHHOro TUNa Tpaduka Ana
penakTUPOBaHWUA CTaHYT AOCTYNHbI Cheaylolme noaa:

Adpec nonyyamens — 3agaet IP-agpec nonyyatena. Yepes cumson "/" MOXKHO yKasaTb
MaCKy MoAceTv B GpopmMaTax XXX.XXX.XXX.XXX UAK XX, Hanpumep, 192.168.18.0/24 van
192.168.18.0/255.255.255.0, 4To6bl BblAENNUTL CPa3y Lienblii Anana3oH aapecos;

— TpaH3umHsbili — TPaH3UTHbIA Tpaduk (Tpaduk, nNpoxodawMin mexay ABYMSA CETEBbIMU
UHTepdericamm, Korga oTnpaBUTENEM U NOyYaTeNem ABAAIOTCA BHELWHWE yCTpoicTBa). Mpun
BblbOpe faHHOro TMNa TpadurKa ANa PefaKTUPOBAHUA CTaHYT AOCTYMHbI CAeaylolwme nons:

Adpec omnpasumena — 3apaet IP-agpec otnpasuTena. Yepes cumson "/" MoKHO
yKasaTb Macky noacetm B GOpMaTax XXX.XXX.XXX.XXX WAW XX, Hanpumep,
192.168.16.0/24 wnn 192.168.16.0/255.255.255.0, 4Tobbl BblAENUTL CPa3y LeAbli
ANanasoH afpecos;

Adpec nonyyamernsa —3apaet IP-agpec nonyyatens. Yepes cumeon "/" MOXKHO yKasaTtb
MaCKy noAaceTu B popmaTax XXX.XXX.XXX.XXX UM XX, Hanpumep, 192.168.18.0/24 nnu
192.168.18.0/255.255.255.0, 4T06bI BblAEIUTH CPA3Y LiE/bliA AMana3oH aApecos;

e [poTOKON — NPOTOKOA MaKeTa, Ha KOTOPbIW pacnpocTpaHAeTcs AelCTBME AaHHOro NpaBuaa:
TCP, UDP, TCP/UDP, ICMP, nto60it.

e Jelicmesue — feicTBue, coBepLllaemoe Hag naketamm (0T6pocuTb/NponycTuTb).

Mpwu sbibope npoTokoaos TCP, UDP, TCP/UDP ana peaaktupoBaHua ByayT AOCTYNHbI HACTPOMUKM:

o lMopmbl omnpasumesa — CNNCOK MOPTOB OTNPaBUTENA, MaKeTbl KOTOPOro 6y,a,yT nonagaTtb
“

noA AaHHoe MNpaBwuao (4OMYyCKaeTca yKasblBaTb MO0 OAMHOYHbLIA MOPT, AMBO Yepes “-
“ AManas3oH NOPTOB); A/1A YKAa3aHMA BCEX MOPTOB BBEAUTE AMaNa3oH «0-65535»;

[ ﬂopmb/ nosny4amersia — CNACOK NOPTOB Noay4yaTesia, NakeTbl KOTOPOro 6YAVT nonagatb nona
o

[aHHOe npaBuIO (JoOMycKaeTcA YKasbiBaTb /MO0 OAMHOYHBLIM MOpT, /AMbo uyepe3 “-
“ AManasoH NOPTOB); A4/N1A YKa3aHMA BCEX MOPTOB BBeAUTE AMana3oH «0-65535;.

Mpu BbIbOpe npoTokona ICMP ana peaakTMpoBaHua 6yayT AOCTYNHbI HACTPOMKMK:

e Tun coobweHus — MOMHO €O34aTb NPABMAO TONbKO Aas onpegeneHHoro Tuna ICMP-
coobueHusa nnbo ana BCex.

Haxkmute KHomnKy «lpumeHMTb» Ans AobasneHWAa HOBOro npasuaa. OaAa OTMEHbl U3MeHEeHWi
HaxXmuTe KHonky «OTmeHa». 1A yaaneHua 3anucy 13 Crnmcka HeobxoauMmo yCTaHOBUTL ¢ar HanpoTuB
COOTBETCTBYIOLLEM 3aMMUCK U HaXKaTb Ha KHOMNKY «YA4anuTb».
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2.7.2.9ModmeHro «ACL»

B noameHto «ACL» BbINOMHAIOTCA HACTPOMKM CnNUCKOB gocTyna. Access Control List uam ACL —
CMUCOK KOHTPOJIA [AO0CTyna, COLEPXXWUT MNpaBwu/ia, OMpefensAlolWwme MpoxoxKaeHne TpaduKka depes
nHTepdelic.

OrpaHunyeHna no MAC-agpecam

Ne Crartyc MAC-agpec bocTtyn OrpaHnYeHne CKOpocTn
@
+ OoGaenTo  [EEEEGERTS
e
Orpanuyerun no URL-agpecam
Ne cratye URL
+ [obasutb W YaanuTb
OrpaHU4eHWs N0 BPEMEHW CYTOK
Ne Crartyec Havano Kokey Doctyn OrpaHnYerne cKopocTh
+ [106aBuTL W ¥nanuts
OzpaHuyeHusa no MAC-adpecam.
CO3,EI,aTb HOBOE Npaewnno
BKNHOYHTE
@&
MAC-agpec -
3an PETATE AOCTYN s
o
&

e BKawYumb — Npu yCTaHOBAEHHOM diare akTMBMpyeTca npasuao ¢unbTpaumm no MAGC;

e MAC-a0pec — MAC-agpec ycTpolCTBa, AN KoToporo 6yaeT AeicTBOBaTb CO3AaHHOE
npasuno;

e 3anpemums Oocmyn — TNpU YCTaHOB/MeHHOM ¢nare C 3af4aHHOrO YyCTpoicTBa 6yaer
MOJIHOCTbIO 3anpelwéH [ocTyn M nepejada TpaH3UTHoro Tpaduka. Ecnm dnar He
YCTaHOB/IEH, CKOPOCTb ByAeT orpaHMYeHa A0 YKa3aHHOTo 3HaYeHus.

OepaHuyeHusa no URL-adpecam.
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CoszpaTb HoBOE npasnno

BKOHYUTL

URL

-3

Vg
e BKawoyumoe — npu ycTaHOBAEHHOM dnare akTuBMpyeTca npasuno ¢uabtpaumm no URL;
e URL—URL-agpec ycTpolicTBa, A1 KOTOpOro byaeTt AecTBOBATL CO34aHHOE NPaBuo;
O2paHuYeHus no epemeHu cymox.
CosgaTk HOBOE Mpasuno
BKNHYATE
@
Hauyano | 00:00
KoHey | 00:00
T
3anpeTute Joctyn
7

e Brawyume — nNpu ycTaHOBAEHHOM dnare npasuao GUALTPALUM  aKTUBUPYETCA W
[EaKTUBUPYETCA B Ha3HaYeHHOe Bpems;

e Hayano — Bpema B 24-yacoBom ¢dopmaTte cymcieHna (44:Mm), c KoToporo 6yaert
[eNCcTBOBATbL CO34aHHOE NPaBUo;

e KoHey — Bpema B 24-yacoBom ¢opmaTte cuucaeHus (44:Mm), [0 KoToporo byaer
AeNcTBOBaTh CO34aHHOe NPaBuno;

e 3anpemums docmyn — Npu ycTaHOBAEHHOM ¢iare 6yaeT NOMHOCTbIO 3anpewéH 4oCTyn M
nepegava TpaH3MTHOro Tpaduka. Ecam ¢nar He ycTaHOB/IEH, CKOPOCTb ByAeT orpaHuyeHa
[10 YKa3aHHOTO 3HaYeHus;

2.7.2.10 MNMoomeHro « Wi-Fi»

B noameHio «Wi-Fi» BbInonHAOTCA HacTpoiku becnposoaHoit Wi-Fi cetn. MoameHo A0CTynHO
ToNbKO Ansa mogenent RG-2402G-W, RG-2404G-W, RG-4402G-W, RG-4402GF-W. HacTpoiKuM BbINOAHAOTCA
ansa cetm Wi-Fi Ha yactoTte 2.4 Ty n 5 Ty, YcTpoincTBo noaaepxueaer paboTy 0HOBPEMEHHO B ABYX
AManasoHax 4acToT.

Bce HaCTpOVIKM pa3aeneHbl Ha 6a3oBble U AONO/THUTE/IbHbIE.
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Wi-Fi2.4 Ty

bBasobble HaCTpUIFIKH [ononHWTENbHBIE HACTDONKNH

BrnoymTs Wi-Fi
WoeHtnomnkaTop cetn (SSID)
Pesxmm 80211

PexumM BGesonacHoCTH
LLMp1Ha kaHana

OCHOBHOW KaHan

KaHan

CKPBITEIN PEXMM

PaspewwmTs WM

MOLLHOCTE CHrHana

Wi-Fi5TTuy
basobble HaCTpUIFIKH [ononHWTENBHBIE HACTDORKK

BrnoumTe Wi-Fi
MoeHtniomkaTop cetn (SSID)
Pesxum 80211

PexumM GesonacHoCTH
LlMp1Ha kaHana

OCHOBHOWM kaHan

KaHan

CKPEITEIN pEMM

Paspewwmts WM

MOLLHOCTE CHrHana

EltexWiFi
802.11bgn
off
40 Ml
BepxHui

auto

EltexWIiFiSG
802.11n
off
40 My
BepxHuii

auto

100%

100%

bazosbie HacmpoUlku

nn II.II ll!ll n.n II#II

Ona 2.4 Mu;:
— 802.11b — ecnn Bce becnpoBOAHble KAWEHTbI MNogaepuBatoT craHgapt 802.11b, no
AaHHOMY CTaHAAPTY MaKCMMasibHaA CKOPOCTb cocTasadeT 11 Méut/c;
— 802.11bg — ecnu B Cce€TM NPUCYTCTBYIOT BecnpoBoAHbIE KAMEHTbI ¢ nogaepKKon 802.11b u
802.11g, no craHaapTy 802.11g maKcMmanbHasa CKOpOCTb coctasnsaeTt 54 M6éut/c;

II|II n.n
L

, MPN 3TOM CUMBO/TbI

Bkaouume Wi-Fi — npu yctaHoBneHHom d¢nare BKAYeHa bGecnpoBofHas TO4YKa AOCTyna B
COOTBETCTBYHOLLEM AMana3oHe YacToT;
HNoeHmughukamop cemu (SSID) — nma 6ecnpoBOAHON CETU, UCNONb3YeTCA ANA NOAKNOYEHUA K
ycTpouctey. MaKkcMmanbHaa AMHa UMeHM — 32 CMMBOJIa, BBOJ, C Y4ETOM pPerncTpa Kaasmatypbl.
JaHHbIN NapaMeTp MOXKET CoCToATb U3 UMdp, NaTUHCKUX ByKB, Npobenos, a TakKe cMmeonos "-",
B ,"#" M npoben He MOryT CTOATb NEPBbLIMU;

e Pexcum 802.11 — BbIb6op pexxknma paboTbl becnpoBoaHOro nHTepdeinca.
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— 802.11bgn — ecnu B ceT NPUCYTCTBYIOT 6ecnpoBoaHble KANEHTbI C noaaep:kkon 802.11b,
802.11g n 802.11n;

— 802.11n — paHHbIA CTaHOAPT npedycMaTpuBaeT MaKcMmasbHyto ckopocTb 300 Méut/c.
802.11n wucnonb3yeT TexHonornio MIMO (HeCcKo/sbKO BXOAOB, HECKO/IbKO BbIXO40B),
06paboTKy CUFHANOB W TEXHONOTUIO WHTENNEKTYa/ibHOW aHTeHHbl ANA nepejayu
HECKO/IbKMX MOTOKOB AaHHbIX Yepe3 HECKO/IbKO aHTEHH. ITO AAET NATUKPATHOE yBenveHmne
NPOU3BOAMUTENBHOCTM W ABYKPATHOE yBe/AWYeHWe JAnana3oHa Mo CPaBHEHUD C
npeaplaywmm ctaHgaptom 802.11g.

Ona5Imu:

— 802.11a — makcMManbHasa CKOpocTb cocTaBaseT 54 M6uT/c;

— 802.11n — paHHbIM CTaHAApPT NpeaycMaTpuMBaeT MaKCMManbHyt ckopocTb 300 M6uT/c.
802.11n wucnonb3yetr TexHonoro MIMO (HECKONbKO BXOAHbIX MOTOKOB, HECKO/bKO
BbIXOZHbIX MOTOKOB), 06PabOTKY CUTHANOB U TEXHONIOTUIO UHTENNEKTYaNbHOW aHTEHHbI ANs
nepezavym HeECKObKMX MOTOKOB AaHHbIX Yepe3 HECKOJIbKO aHTEHH.

e Pexcum 6e3onacHocmu — BbIbop perknma 6esonacHocTn 6ecnpoBogHOM CeTu:

— Off — oTkNto4eHOo WndpoBaHUe 6ecnpoBOAHOM CETU, HU3KUI YpoBeHb Be3onacHoCcTy;

— WEP — wndposaHne WEP. WEP-knto4 gonXKeH COCTOATb M3 LeCTHaAUaTePUYHbIX LMdp m
umeTb aanHy 10 uam 26 cMmMBOIOB, IMBO A0NKEH BbITb CTPpOKOK (cumBonbl a-z, A-Z, 0-9,
~l@#S%N&*()_-+=) n umeTb AMHY 5 nan 13 cumsonos.

— WPA, WPA2 — wndposaHmne WPA n WPA2. innHa Katoda coctaBnseT oT 8 Ao 63 cMMBONOB.
PaspeluaeTca UCNoNb3oBaTb TONbKO CUMBObI: a-z, A-Z, 0-9, ~1@#S% &*()_-+=;:\\|/?.,<>""
unn npoben. PekomeHayeTCcs WMCNOb30BaTb peXKumbl wudpoBaHna WPA n WPA2 Kak
Hanbonee 6e3o0nacHble HA JAHHbIA MOMEHT.

/ PekomeHgyeTca UCNOAb30BaTb pexumbl 6e3onacHocthi WPA u WPA2 Kak Haubonee
6e3onacHble.

e UlupuHa KaHana — WWPUHA NONOCHI YAacTOT KaHana, Ha KOTopom paboTaeT HecnpoBoaHaA TOYKa
[ocTyna, npuHMmaet 3HavyeHna 20 n 40 Mlu;

e OcHOBHOU KaHasa — OCHOBHOM KaHan TOYKM AocTyna. HacTpolika gocTynHa npu Bbibope LWMPUHDI
KaHana B 40 Mly — B 3TOM C/aydyae cymmapHblid KaHan 40 MIy obpasyeTca M3 ABYX COCeAHMUX
YacTOTHbIX KaHanos no 20 MTlu. Bbibop OCHOBHOrO KaHana onpeaenseTcs MNOMOXKEHUEM
OTHOCUTE/IbHO AOMOJIHUTE/IbHOTO:

- BerHVIl\;I —Y4aCTOTa OCHOBHOrIoO KaHasna Bbllle 4YaCToTbl AONO/IHUTE/IbHOTO,
— HWXHMI — YacToTa OCHOBHOIO KaHana HUXKe YacToTbl AONO/THUTE/NIbHOTO.

e KaHan — Homep KaHana anAa paboTbl H6ecnpoBogHoi cetn. lMpu Bbibope 3HayeHWUs «auto»
aBTOMAaTMYECKM OMNPeSensneTca KaHa C MEHbLUMM YPOBHEM MOMEX;

o CKpoimebili pexum — nNpu YyCTaHOBJeHHOM ¢nare TouyKa AocTyna OyaeT cKpbiTa B 3adupe.
MoAKNYUTLCA K He MOKHO, TOJIbKO 3apaHee 3Has eé SSID;

— Paspewumse WMM — npu ycTaHoBAeHHOM dnare BKAoYeHa o¢yHKuma  Wi-Fi
Multimedia, KoTopas Mo3BoAsfEeT ONTUMM3UPOBATL Nepesadvy MyabTumeauninHoro Tpadumka
no 6ecnpoBogHoOW cpese;

— MowHocmeb cu2Hana — peryinpoBKa MOLLHOCTU CUIHaNa TOYKM AOCTyna B MPOLLEHTax oT
MaKCMManbHOIO YPOBHS.
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Wi-Fi2.4TTy
Ba30Bble HaCTPOHKK [ONONHUTENEHBIE HACTPOMKKM
Z 110 yMONYaHHo
MNopor hparmMenTayuy | 2346 (256-2346)
Mopor RTS 2347 (0-2347)
MepHoa OTNPaBKH Cy#ebHbX CooBLLEHiA, mc | 100 (20-1024)
Tun npeamdynel KopoTkan v

BkniouuTs IAPP &

COTKNIOYNTL 3awmnTy &

Arperayuna &

KopoTkui 3alyuTHbIA uHTepean ¥
M30NAUMA KNHEHTOB
BKnioyuTL STBC

CocyljecTsopanue 20/40Mry ¥

AJanTWBHAA gUarpamma HanpaBneHHOCTH

Wi-Fi 5Ty
5a30Bble HAaCTPORKK | [JONOMHUTENLHLIE HACTPOMKN
Z 110 yMOnyaHWio
NMopor dparMexTauu | 2346 (256-2346)
Mopor RTS 2347 (0-2347)
Mepnoa oTNpaeku cnykeBHbIX coobluenunid, mc | 100 (20-1024)
Tun npeamoynel KopoTkan v

BKNIO4UTE IAPP &

COTKNIOYMTL 3aWmnTy &

Arperayma &

HopoTkui 3alUTHBIA MHTEpBan ¥
M30naumMa KNMeKTos
Biniounts STBC

CocyljecTsopanue 20/40Mry, ¥

AJanTHBHAA guarpamma HanpaeneHHOCTH

HonoaHumensbHele HACMPOUKU

Mopoe ¢paemermayuu (Fragmentation Threshold) — makcMManbHbIA pa3mep HenpepbIBHOrO
6n10Ka AaHHbIX Ana nepefdaym no becnpoBogHoi ceTu. [aHHble Gonbliero pasmepa 6yayT
pa3buTbl Ha YacTn — pparmeHTMPOBaHbI; NPUHMMAET 3Ha4YeHus oT 0 o 2346;

Mopoz RTS (RTS Threshold) — makcumanbHblIA 3anpalinBaembliii pasmep 670Ka JaHHbIX And
nepeaaun. B texHonornn CSMA/CA naketbl RTS (request to send) nocbinatotca 6a3oBoi cTaHLUM
00 nepegayn peanbHbiX AaHHbIX. MpK HanMunMn cBoboaHOro oKHa 6a3a oTBeyaeT naketom CTS
(clear to send) n KNMeHT oTCbiNaeT NaKeT 3anpoLIeHHOro pasmepa. Yem meHble pasmep RTS, Tem
bonblle BEPOSTHOCTb MOJYy4YMTb paspeweHne oT 6as3oBoOM  CcTaHuuKM, Tem  ObicTpee
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BOCCTaHAB/AMBAETCA CeTb MOC/e KOM3NM, HO TEM MeHbLle NPOM3BOAUTENIbHOCTb CETU B LLE/IOM.
MpuHMmaeT 3HaveHma ot 0 go 2347;

Mepuod omnpasku cayxcebHobix coobujeHuli, mc (Beacon Interval) — NpomeKyTOK BpeMeHU MexXay
chy>KebHbiMn cooblieHuammn B becnpoBoaHol ceTu. ChnyxebHble coobueHua nepeparoT
napameTpbl YacToT, MPOTOKOA0B, 6€30MacHOCTU, MOLLHOCTU MepenaTynKkoB, 3adepXkeKk M T. 4.
MpuHnmaet 3HadeHuma ot 20 go 1024;

Tun npeambynel (Preample Length) — paamep npeambybl NOKa3bIBAaeT AAMHY C/yKeOHOro nons B
Kaxkgom nakete. [ANnHHaA npeambyna coctout mM3 128 6uUT, KopoTKaa — n3 56 6uT. KopoTkuii
pasmep npeambynbl noBbiwaeT obuwee ObiICTPOAENCTBME CUCTEMDbI, WUCMONb3yeTcA ANA
MYNbTUMEANA-NPUNONKEHUN;

Bkatoyume IAPP — npoTokon IAPP (Inter-Access Point Protocol) no3sossieT ucnonb3oBaTb POYMUHT
KNMEHTOB MeX Ay HECKO/IbKMMM TOYKaMU A0CTyna BHYTPM OAHOrO CermeHTa cetu;

Omkaroyume 3awumy (Wi-Fi Protection) — 3T0 cneumanbHbli mexaHusm ans cetein 802.11 b/g.
BK/lOUEHNE MeXaHW3Ma rapaHTUPYET BO3MOXKHOCTb paboTbl MeaNeHHbIX YCTPOMCTB cTaHaapTa b B
cpege ¢ 60NbWIMM KOAMYECTBOM BbICOKOCKOPOCTHbIX YCTPOMCTB CTaHZapTa g. 9TO AO0CTUraeTtcs
yBEeANYEHMEM BPEMEHW OBCNYKUBAHUS CTapbIX KINEHTOB, 3aA4aHUEM AN HUX MEHbLUEro pasmepa
OKHa RTS, cHuKeHMem obuero bbicTpoaencTBnA ceTy;

Azpezayua (Aggregation) — BKNOYAET BO3MOMKHOCTb OObEAMHEHNA HECKOJbKUX MasieHbKUX
MakeTos ANA nepeayun B 04HOM 60/bLIOM;

Kopomkuli 3awumnelili uHmepean (Short GI) — cpeacTBO CHUMKEHUA OWMBOK NpW B3aMMOAENCTBUM
pagno YCTPOMCTB — MNyCTOW NPOMENKYTOK MEXKAy nepefaBaemMbiMM LIEeCTHaALATEPUYHbIMU
cumonamm  (0,1,...E,F). CTaHAapTHbIM AOAWHHBLIA  3aWMUTHbIA  WHTepBan (Long Gl) wumeer
npogoKkuTenbHocTb 800HC. CuMTaeTcA, YTO 3a 3TO BpPEMA CUrHaA MOJHOCTbIO A0XOAMT A0
NPMEeMHMKA C YYETOM BCEX 3aJEPKEK M OTPaXKeHUM. o UCTeYeHMM 3TOro UHTEPBANa, NepeaaeTca
cnegytowmii cumeon. Short Gl gaumtca 400Hc. Ucnonb3osaHue Short Gl nosbilwaeT obLyto
Npoun3BoAUTENbHOCTL BecnpoBoaHON ceTn npumepHo Ha 11%, HO MHOrAa BeAeT K yBeNUYEHUIO
owKnboK Nnprema/nepenauu;

Mzonayus kaueHmos (WLAN Partition) — BKNloYeHMe 3anpeTa B3aMmoAencTema 6ecnpoBoAHbIX
KNMEHTOB Mexay cobolr;

Bratoyumes STBC — BKAlouYeHMe mexaHusma Space Time Block Coding (STBC), ucnonb3syetca B
6ecnpoBOAHbIX CeTAX ANA Mepefaynm KONWii NOTOKa AaHHbIX Yepe3 HEeCKONbKO aHTeHH WU ans
obecneyeHna NpMéma pasHbIX Bepcuii 610Ka AaHHbIX B LEenAX NOBbIEHNA HAafEeXKHOCTU 0bMeHa
OaHHbIMK. MN3BeCTHO, YTO pagMoOCUMrHan pacnpocTpaHAeTca B cpede MO AOCTaTOYHO C/IOXKHBbIM
TPAEeKTOPUAM W MOABEPXKEH BAUAHUIO OTPaxKeHusa, pedpakLuMu, paccerMBaHUA, a TaKXKe
WCKayKaeTcsa BO34eNCTBMEM TEMIOBOIO LWYMA NPUEMHMKA, YTO B KOHEYHOM CYETE NPUBOAUT K TOMY,
YTO OAHW KOMWUM NEePesaHHOro CUrHana MOTyT OKa3aTbCs 3HAUMTE/IbHO Jlyylle (MeHee MCKaXKeHbl)
Apyrnx. 3Ta u3b6bITOYHOCTb MOBBIWAET BEPOATHOCTb KOPPEKTHO [AEKOAMPOBATb CUTHaA K3
HECKO/IbKUX €ero Konuii Ha npuémHoi cTopoHe. TexHonorns STBC obbeauHseT Bce Konuu
NPUHATOro 6/10Ka AaHHbIX ONTUMaNbHbIM 06Pa3OM AN1A U3BAEYEHUA MAaKCUMAIbHOTO KOMYEeCTBa
MHPOPMALUM M3 KaXKA0MN U3 HUX.

CocywecmesosaHue 20/40MTlu (20/40MHz Coexist) — BKAOYEHHAA ONUMA MPUBOAUT K TOMY, UTO
€cin B paguyce AOeNCTBMA Hawel TOYKM pJocTyna byayT obOHapy)KeHbl ApyrMe TOYKM Ha
aHaNOrMYHbIX YaCTOTHbIX KaHanax WMAM Bce KaHaabl ByayT CMAbHO 3arpyeHbl — Halla TOuYKa
[0CTyna OTKAOYMT MCNOb30BaHME YacTOTHOro Anana3oHa 40Mrlu, 4Tobbl He MeLaTb coceanm;

AdanmueHaa duaespamma HanpassaeHHocmu (Beamforming) — TexHonorusa, noapasymeBsatoLian
dbopmmMpoBaHME 3/1EKTPOMArHUTHOIO MOA aHTEHHbl 6a30BOW CTaHUMKM B Ja/ibHel 30He B BUAE
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Y3KOHanpaB/eHHOro rNaBHOro ienecTka, OPUEeHTUPOBAHHOMO B CTOPOHY abOHEHTCKOro yCTPOoICTBa
C BO3MOHOCTbIO WM3MEHEHMsA HanpaBAeHHbIX CBOMCTB MPUM M3IMEHEHWW MOJIOXKEHUA 3TOro
obopynosaHus.

Ecnu ycTpoicteo paboTaeT B ABYX AMana3oHax 4yacToT (0AHOBPeMEHHO BKtoYeHbl « Wi-Fi 2.4Tu» un
«Wi-Fi 5[Tu») — MaKcMmanbHas CKOPOCTb Mepedayn AN Kax[aoro Auanas’oHa ymeHblunTbeAa ao 150
M6uT/c BBMAY OTKAOYEHMA TexHonorn MIMO.

Ona BCTynneHusa B CUAYy HOBOW KOHPUIypaLMuM M 3aHECEHUS HACTPOEK B 3HEProHe3aBUCUMYIO
NaMATb HA*KMUTE KHOMKY «[TpumeHumob». Ana OTMeHbl U3MEHEHUI HAXXMUTE KHOMKY « OmmeHa».

2.7.2.11 ModmeHto «Punemp MAC»

B noameHo «Punbtp MAC» BbINOAHAKOTCA HAcTpoMKa punbTpauma goctyna no Wi-Fi u MAC-agpecy
K/IMeHTa.

HdocTyn K ycTpolcTBY

Peskim (pnsTpa NpoBoaHON CETH OTKNOYNTE v
- Pesknm unsTpa Wi-Fi 2.4 Ty OTKNOYUTE v
Peskium unstpa Wi-Fi 5Ty OTKMHYUTE v

N B

Hactpoiku orpaHuyenus gocryna no Wi-Fi

e Pexcum punbmpa — 3aAaeTcs OTAENbHO AN AnanasoHoB 2.4 u 5 Tu 1 onpegenset oAuH U3 Tpex
anroputmos paboTbl duabTpa B 3aBUcMMOcTH oT MAC-agpeca KAneHTa:

— OmKmouyums — dunbTpauma no MAC-agpecam OTK/AOYEHA — BCEM K/IMEHTaM pa3pelleHo
MOAK/MOYATLCA K TOUKE [OCTYNa;

— YépHoblli cnucok — B AaHHOM pexume paboTbl uabTpa KnmeHTam, MAC-agpeca KOTopbIX
yKasaHbl B «Cnucke MAC-agpecoB», 3anpelweHO MOoAKAKYaTbCA K TOYKe AocTyna.
AboHeHTam, MAC-azpeca KOTOpbIX He YKa3aHbl B CMUCKE, MOAK/IOMEHNE Pa3pEeLLEHO;

— benvbili cnucok — B AaHHOM pexkume paboTbl punbTpa KaneHtam, MAC-agpeca KoTopbix
yKasaHbl B «Cnucke MAC-agpecoB», paspeweHo MOAKAYATbCA K TOYKe A[O0CTyna.
AboHeHTam, MAC-agpeca KOTOPbIX B CMMCKE He YKa3aHbl, NOAK/OYEHME 3anpeLyeHo.

Cnucok MAC-agpecos

3apaeTca oTAeIbHO A8 KaXKA0ro Anana3oHa. B cnnucok moxHo BHecTu Ao Tpuauatm MAC-agpecos
KAMEHTOB, AOCTYyN KOTOPbIM K TO4YKe A0CTyna peryivpyerca HacTPoOWKon pexkuma ¢unbTpa
COOTBETCTBYIOLLLErO Anana3oHa 4acTorT.

Ons pobaBneHns HOBOIO K/AMEHTA B CMUCOK HaxXmute KHonky «/Jobasume» v Beegute ero MAC-
agpec, MMb0o HaxKMUTE KHOMKY BbiNagatowero meHto 1 Bbibepute MAC noaKAOYEHHOrO YCTPOMCTBa NO
nposoaHoi cetn nnn cetn Wi-Fi.

Ona BCTYNAEHMs B CUY HOBOW KOHOUIYpauuM M 3aHECeHUs HACTPOEeK B 3HEProHe3aBUCUMYLO
NamATb HAXKMUTE KHOMKY «[TpumeHume». [na oTMeHbl USMEHEHUI HAXKMUTE KHOMKRY «OmmeHa».
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2.7.2.12 lNoomeHo « WPS»

B nogmeHto « WPS» BbINnosHAETCA HacTponKa npoTtokona WPS (Wi-Fi Protected Setup).

WPS — cTaHAapT nosiyaBToMaTU4ecKoro cosgaHua 6ecnposogHoi cetn Wi-Fi. Llenbto npoTokona
WPS sBnseTcsa ynpolieHme npouecca HacTpolkmn 6ecnposogHoi cetn. WPS aBTomatmyeckn obosHayaet
UMA ceTu u 3agaeT wudposaHue 44 3aWmTbl OT HECAHKLWMOHMPOBAHHOIO A0CTyNa B CETb, MPWU 3TOM HeT
HEOBOX0AMMOCTM BPYYHYIO 334aBaTb BCE NapameTpbl.

®

WPS

Paspewnte WPS

HeoBx0aMMO HanUIMe AKTUBHOMO MHTEPGEICca Wi-Fi ¢ BKIHOYEHHON thyHKUMElR WPS

HeoBX0AHMO HANMYKME CKOHMHIYPUPOBAHHOTD MHTEpMeica WI-Fi ¢ BRNIOYEHHON MYHKUMER WPS

3anpeTute PIN goctyn

PIN 22148438

COpOCHTL KOH(UIYpaumio
KoHpurypauws cBpolueHa

+ TPUMEHHTB % OTMEHA

dyHKuMa WPS akTuBMpyeTcs (AeaKTMBUpPYeETCA) cpasy Ha 060MxX AMana3oHax YacToT.
Ncnonb3ya TepmuHonormio WPS, ycTpoincTBO MOXKET HaXoAUTbCA B ABYX COCTOAHMAX:

Configured — Toyka goctyna (xoTs 6bl B 0AHOM AManasoHe 4acToT) CKOHGUrypupoBaHa — 3TO
3HAYMT, YTO HACTPOEHbI UMA CETU, MAapPaMeTPbl WNHPOBaAHMA U Apyrue NapameTpbl;

Unconfigured — Touyka gocTtyna B 060Mx gMana3oHax YacToT He CKOHOUIYPUPOBAHA — 3TO 3HAYMUT,
yTo BCe napameTpbl Wi-Fi UMEIOT HAaCTPOWMKM N0 YMONYaHUIO.

B 3aBMCMMOCTM OT COCTOAHMA TOYKM [AOCTyNa HekoTopble ¢yHKUMKM WPS  moryT 6bITb

3a6/10KMpOBaHbI.

Paspewums WPS — npu ycTaHoBnieHHOM ¢nare paspeleHo Mcnosb3osatb npotokon WPS ana
aBTOMaTMYeCKOM HacTpoiKku becnposogHoi ceTu; ¢dyHKuma WPS akTuBMpyeTca cpasy B oboux
AnanasoHax vactoT. PyHKumMio WPS Henb3a BKAOUYMTb, €Caun X0TA Bbl B O4HOM AMana3oHe YacToT
HacTpoeH pexxmm wnoposaHma WEP nan WPA,

Start PBC — nporpammHas KHonka PBC (Push Button Configuration) — BbInonAHAET GYHKLMM KHOMKM
WPS Ha Kopnyce ycTpoiicTBa. [TogKkatoueHne KAMeHTa NPOUCXOANT aBTOMATUYECKM NOCAE HaXaTuA
Ha [aHHYyl KHOMKy. [oakntoveHne KamMeHTa no KHonke PBC BO3MOXHO KaK M3 COCTOAHWA
«Unconfigured» (Touka focTyna He cKoHGUIrypMpoBaHa), Tak M 13 coctoaHus «Configured» (Touka
A0CTyna ckoHourypupoBaHa). MNpu nogkntouyeHnn ms coctosHua «Configured» KnveHT nonydvaer
HaCTPOEHHble Ha YCTPOMCTBE MMA CETU M MapameTpbl wWudposaHuA. MNpu NOAKAOYEHUU U3
coctoaHma «Unconfigured» ycTpoicTBO aBTOMATUYECKM FeHepUpyeT M Ha3HAyaeT KAMEHTY UMA
CeTM M napameTpbl wudpoBaHus. MNocne Haxatua Ha KHonKy PBC ¢yHKums WPS akTuBHa B
TEYEeHUEe ABYX MUHYT.

PIN KaueHma — ucnonb3yetca ANA NOAKAUYEHUS KamMeHTa no ero PIN-Koay (TO/IbKO Koraa Touka
aocTtyna Haxoautca B coctoaHmMm «Configured». Ons noakntodeHua KnneHTa sBBeguTte ero PIN B
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nosae BBOAA U Ha*KMuTe KHOMKy «CTapT». PYHKLMA aKTUBHA B TeYeHMe ABYX MUHYT NOC/e HaxKaTua
Ha KHONKy «CtapT».

e 3anpemums PIN docmyna — 3anpeT noAkao4veHuAa K Touyke paoctyna no PIN-koay (PIN-kopg
YCTpOIiCTBa yKaszaH B noJsie PIN). HacTpolika MMeeT cuiy, Koraa TOuYKa AO0CTyna HaxoAmuTcs B
coctoaHum «Unconfigured», n ocywectennerca nonbiTka Wi-Fi-kaneHTa nogKnounTbea K Hel no
PIN-koay.

e (Cbpocumb KOHguzypayuo — ANA NPUHYSUTENbHOTO MNepeBofa TOYKM AOCTyNa M3 COCTOAHMSA
«Configured» B coctonaHMe «Unconfigured» Haxmute KHOMKYy «COpocume KOHpuaypayur» -
yCcTaHOBATCA HacTponkn Wi-Fi no ymonyaHuio.

e Pasbnokuposams — ecnn Wi-Fi-knueHT 10 pa3 nogpag seeaeT HeBepHbln PIN-Koa TOUYKM focTyna
(npv nonbITKe NoakNOUYMTLEA K Helt no PIN-Koay, Koraa oHa HaxoauTca B coctosHumn Unconfigured)
— o¢yHKuMAa WPS 3abnokupyetca. [Ona npuHyautenoHoro pasbiokuposaHua yHKumm WPS
Ha)KMUTE KHOMKY «Pa36710Kuposameo».

[na BCTYNAEHMS B CUNY HOBOW KOHOUIYpauuM M 3aHECeHMs HACTPOEeK B 3HEProHe3aBUCUMYLO
NaMATb Ha*KMUTE KHOMKY «[TpumeHumob». Ana OTMeHbl U3MEHEHUI HAXXMUTE KHOMKY « OmmeHa».

2.7.2.13 MoomeHrwo «Mapuwipymu3ayus»

B nogmeHio «MapLipyTm3aLma» yCTaHaBMBAIOTCA CTaTUYECKME MapLUPYTbl YCTPOMCTBA.

MapuwpyTrsauna

Uma Aapec HasHaueHun Macka noacetn wnios

192.168.23.0 255265 2550 192.168.0.1

[na nobasneHns HOBOrO MapLUPyTa HaXXMMTE Ha KHOMKY «[Jo6aBuUTb» U 3ano/sHUTE cieaytolime
nons:

OoBasuTe MappyT
ma
A,':l,pec HazHa4yeHWA
Macka nogceT

LLnko3

e /IMA — HasBaHMe MapLlpyTa, UCNoNb3yeTcs Ana yaobcTBa BOCNPUATUSA YEIOBEKOM, Mnose
MOXHO OCTaBMUTb NYCTbIM;

e AOdpec HasHa4eHuUs — |P-agpec xocTa UKW NOACETM Ha3HaYeHus, A0 KOTOPbIX HeobxoaMmo
YCTaHOBUTb MapLLPYT;

e Macka nodcemu — macka nogcetu. [lna xocta Mmacka nogceTy ycTaHaBAMBaETCsA B 3HaYeHue
255.255.255.255, ana noacetn — B 3aBUCUMOCTM OT €€ pasmepa;

e llimo3 — IP-agpec Wwnt3a, Yepes KOTOPbI OCYLLECTBAAETCA BbIXO4 Ha «AOpec Ha3HAYeHUA».

ONna BCTYNAEHMs B CUNY HOBOW KOHOUIYpauuM M 3aHECeHUs HACTPOEeK B 3HEProHe3aBUCUMYHO
NamATb HaXKMUTE KHOMKY «[TpumeHumo». [Ina oTMEHbl U3MEHEHMUI HAXKMUTE KHOMKY «OmmeHa».
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2.7.2.14 MoomeHro «JuHamuvecKuli DNS»
B noameHto «AuHammyeckmin DNS» BbINONHAETCA HAaCTPOIMKa COOTBETCTBYHOLLEr0O CEPBUCA.

JuHamuyeckuli DNS (D-DNS) nossonaet uHdopmaumm Ha DNS-cepsepe 06HOBAATHCA B peasibHOM
BpeMeHU U (Mo KenaHuio) B aBTOMaTMYECKOM pexkume. MpumeHseTca ANs Ha3HavyeHMA NOCTOAHHOro
JOMEHHOI0 MMEHU YCTPOMUCTBY (KOMNbIOTEPY, poyTepy) ¢ AnHamMUYeckum IP-aapecom.

OnHamnuyecknin DNS 4yacTto NpUMEHSAETCA B JIOKaJIbHbIX CeTAX, rAe KAueHTbl nonyyawT IP-agpec no
DHCP, a noTom peructpmpytot CBOM MMeHa Ha nokasnbHom DNS-cepBepe.

OuHamuuecknin DNS

BrniounTe D-DNS &

Nposaiinep D-DNS dyndns org v

VIMA nonb3osaTena

MNapons

No»

HomeHHoe 1ma 0
NomeHHoe 1mA 1
lNomeHHoe MMA 2
HomeHHoe A 3
lomeHHoe uMA 4
NomeHHoe MMA 5
NomeHHOe UMA &
TNomeHHoe umA 7
HomeHHoe 1A §

[oMeHHOE UMA 9

e Braw4yume D-DNS — npu yctaHosneHHOM ¢nare cepsuc D-DNS akTnBeH u ana pefaktMposBaHuma
OOCTYMNHbI CeayoLlmne HacTPOMKK:

e [Iposalioep D-DNS — Ha3BaHMe npoBaligepa D-DNS — Bbibepute ogHOro npoearngepa m3 crnmcka
AOCTYMHbIX UM BBEAUTE aapec NpoBaiaepa BpyUHYIo;

e VIMsA nonv3osamess — UMA NoAb30BaTeNs gNsA AOCTyNa K y4eTHoM 3anucu cepenca D-DNS;
e [laposb — naponb Ana gocTyna K y4eTHoM 3anucu cepsuca D-DNS;

e [lomeHHoe umsA (0..9) — MOMHO 3apernucTpuMpoBaTb A0 [AECATU AOMEHHbIX MMEH YCTPOWCTBa
(06bl4HO TpebyeTcsa Anwb ogHo). O6HOBNEHWE MHbOPMaLmMK 06 IP-agpece ycTpoicTBa Ha cepeepe
npoBaigepa NPOUCXOAUT Nepuoamuyeckmn yepes 60 ceKyHA.

[na BCTynneHus B CUAY HOBOM KOHOMIypauum M 3aHeCceHWA HACTPOEK B 3HEpProHe3aBUCUMMYIO
NaMATb HAXKMUTE KHOMRY «[IpumeHums». Ana OTMEHbl U3MEHEHWI HaXKMUTE KHOMKY «OmmeHa».

2.7.2.15 [MoomeHto «Hacmpotika SNMP»

MporpammHoe obecnevyeHne RG-2400/RG-4400 no3sonAeT MNPOBOAUTbL KOHUrypuposaHue W
MOHMUTOPUHT COCTOAHUA YCTPOMCTBA M €ro AaT4MKoB, Mcnonb3ya npotokon SNMP. B nogmeHto «SNMP»
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BbIMOIHAIOTCA HACTPOMKM napameTpoB SNMP-areHTa. YCTpoiCTBO MOAAepKMBAaeT NPOTOKO/bl Bepcui
SNMPv1, SNMPv2c, SNMPv3.

HacTpoiika SNMP

Brnto4nTe SNMP

Maponk Ha 4TeHue

Mapone Ha 3anuck

Ampec Ans npuéma Tpanos vi

N

Ampec AnA NpuéEMa Tpanos v2
Afpec AnA NpHEMa cooBLeHui Inform
CUCTEMHOE UMA YCTPONCTEA

KOHTaKTHaA MHpopMaLKMA
NpoH3BoANTENS

MecTononokeHne ycTpoicTea

Mapons B Tpanax

e Bkawyume SNMP — npu yctaHoBNeHHOM diare paspeLlleHo Mcnosib3oBaHne npotokoa SNMP;
e [laposb HO YMeHuUe — Napob Ha YTeHNe napameTpoB (obLenpuHATbIn: public);
e [laposb Ha 3aMUCL — NAPO/b Ha 3aNnCb NapamMmeTpoB (0bLWenpuUHATLIN: private);

e Adpec 0ns npuéma mpanos vl — IP-agpec unn AOMeHHOE MMA NpUeMHUKa coobuieHnin SNMPv1-
trap B popmate HOST [COMMUNITY [PORT]];

e Adpec 0ns npuéma mpanos v2 — IP-agpec uan 4OMeHHOe MMA NpUeMHUKa coobuieHnin SNMPy2-
trap B popmate HOST [COMMUNITY [PORT]];

e Adpec 0n14a npuéma coobweHuli Inform — IP-agpec uan AOMeHHOe UMA NPUEMHUKa cooblieHui
Inform B dopmate HOST [COMMUNITY [PORT]];

e CucmemHoe ums ycmpolicmea — UMs YCTPOMCTBa;

e KoHmakmHasa uHpopmayus npouszsooumesns — KOHTAKTHas MHOOPMALMA NpPOU3BOAUTENS
YCTPOICTBA;

e MecmonosnoxceHue ycmpolicmea — MHGOPMALIMA O MECTOTMOJIOKEHUN YCTPONCTBA;
e [laponb 8 mpanax — Naponb, cogepKalumiica B Tpanax (no ymonuyaxuio: trap).

B Tekyluei Bepcum nporpammHoro obecrneyeHus no npoTokosy SNMP mmeeTcs BO3MOMKHOCTb
KOHdUrypupoBaTb OTAe/IbHble NapamMeTpbl YyCTPOMcTBa: 0bwue HacTpoiikn SIP, HacTpoliku SIP-npoduneit,
HACTpPoOMKM FXS-nopToB, HAaCTPOMKM rPynn Bbi30BA, HACTPOMKM KoaoB ynpasneHua ABO c¢ tenedoHHOro
annapata, HacTpoikn SNMP, HaCTPOMKN CUCTEMHOFO XKYypHana.

Huxe npuBeseH CAMCOK OODBLEKTOB, NOAAEPKMBAEMbIX ANA YTEHUA U KOHOUIYpUPOBAHUA
nocpeactsom npotokosa SNMP:
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e Enterprise.1.3.1 — o6wme HacTpoiikn SIP-npoduneit

e Enterprise.1.3.2.1 — HacTpoliku SIP-npodunei

e Enterprise.1.1.2.1 — HacTpoWiku FXS-nopTtos

e Enterprise.1.4.1.1 — HacTpPOWMKMK rpynn BbI30Ba

e Enterprise.1.5 — Kogbl aktMBaumm ABO c TenepoHHOro annapara
e Enterprise.2.1 — HacTpoilikn SNMP

e Enterprise.3.1 — HacTPOMKMN CUCTEMHOTO KypHana

rae Enterprise —1.3.6.1.4.1.35265.1.56, naeHtndukatop npeanpmatnsa IATeKc.

Ona coxpaHeHuA M3MEHEHWII B OMEPATUBHYH MaMATb YCTPOMCTBA HaXKaTb KHOMKY «CoXpaHume
usmeHeHusa» («Save Changes»). Ans 3anucy HAacTPOEK B SHEPrOHE3aBUCUMMYIO MaMATb HAXKMUTE KHOMKY
«MpumeHumeo» («Apply»).

2.7.2.16 MNMoomeHro «lMonb3zosamenockue VLAN»

Monb3oBaTenbckas VLAN onpegensetca naeHtudukatopom VLAN, ceteBon TpaduK B npeaenax
KoToporo npoxoaut npospavyHo ¢ WAN-uHTepdelica yctpoiictea Ha LAN ¢ nocneayrowmMm CHATUEM Tara B
NOKanbHOM ceTu. To ecTb (aKTUYEeCKM Mpu BKAKOYEHUM Mosib3oBaTenbckon VLAN B ycTpolicTee
MHUUManm3mpyetca ceteBol moct mexgy WAN-noptom u onpegeneHHoimm LAN-nopTtamum, npm 3Tom Ha
ctopoHe WAN Tpaduk nepegaérca/npuHumaeTtca ¢ 3agaHHbIM naeHtudmkatopom VLAN, a Ha cTopoHe
LAN Tar cHMmaeTcA.

Mone3oeaTtenbckne VLAN

]

Cratyc 1MA cepeuca VLAN ID WHTepdeickl
= WVLAN O BbikntoveH WVLAND
o VLAN 1 BelkniYeH WLANA
7z LAN 2 BhikntoueH VLAN2
VLAN 3 BelknHYeH WVLANS

nopmos yempodcemesa K nons3osamenscxum VLAN nepelddume Ha cmpaduldy "MoxansHoi

IVHKLUUOHANEHOE HasHaqeHue".

e Cmamyc — otobparkaeTca coctoaHMe aaHHoro VLAN (BKAoUYeH/BbIKAOYEH);

e Umsa cepsuca — uma nonb3osatesnbckoit VLAN;

e VLAN ID — noeHtudukatop VLAN;

e UHmepgpelicbl — cnnucok noptos LAN, npuBA3aHHbIX K AaHHOW Nosib3oBaTesibckol VLAN.

B ycTpolicTBE MOMKHO CKOHPUIypMpOBaTb 4O YeTbipéx nonb3oBaTenbcknx VLAN. YTobbl OTKPLITH
HacTponkn VLAN ana pegakTUpOBaHUA, KAMKHUTE NO 04HOM 13 ccbiiok VLANO...VLAN3:

PepaktupoeaTte VLAN O

@

BRMHOYUTE
VIMs cepsuca
VLAN ID

WHTepdelicbl

M&a K MONb306aMensckuM VLAN nepedoume Ha cmpaHuuy "floKansHse
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e Bkaw4yume — npwu ycTaHoBneHHoOM dnare nonb3oBaTtesnbckaa VLAN BKatoueHa. lMpu nonbiTke
OTKNHOUYUTb Nonb3oBaTenbcknii VLAN, K KOTOpoMy NpuBA3aHbl O4MH UM Heckonbko LAN-nopTos,
9T LAN-nopTbl NpmBAXKYTCA K cepaucy UHTepHeT;

e /mA cepsuca — NPOU3BOILHOE NMA, CONOCTaBAAEMOE C AaHHbIM Nosib30oBaTeNbCkm VLAN;

e VLAN ID — naeHTuduKaumoHHbih Homep VLAN, npuHumaeT 3HadveHua oT 1 go 4095; He gonxkeH
coBnagaTtb ¢ naeHTupmkatopamm VLAN gpyrmux cepsumcos;

e UHmepgpelicol — cNNCOK MHTepdencos, KOTopble MPMBA3aHbI K AAaHHOMY MO/b30BaTE/IbCKOMY
VLAN. Hepegaktnpyemoe none. Ana npmeAskuM LAN-NOpPTOB YCTPOMCTBA K MO/Ib30BaTE/IbCKOM
VLAN nepeigute Ha nauTKy "JlokanbHble MHTepdelicbl".

[na 3anucy HacTPOEeK B 3HEProHEe3aBUCUMMYIO NaMATb HAXKMUTE KHOMKY «[TpumeHumoe» («Apply»).
[Nna oTMeHbl U3MEHEHMWI HAXKMUTE KHOMKY «OmmeHa».

2.7.3 MeHro «IP-menegpoHusn»

B meHto «IP-TenedoHua» BbinosHAKTCA HacTponknu VolP (Voice over IP): HacTpoiKa npoToKkona SIP,
KOHUrypaumusa mHtepdelico FXS, ycTaHOBKa KOAEKOB, MaaHa Hymepauuu, MetTofos nepegaym dakca u
moaema.

2.7.3.1ModmeHro «Hacmpoliku cemu»

B noameHio «HacTpoiku ceTu» MmeeTcs BO3MOXHOCTb 334aTb COOCTBEHHbIE CETEBbIE HACTPOMKM
ana ycnyru VolP.

CeTeBble HacTpolikn |P-TenedoHun

Mcnons3oBaTs HACTPOMKKM Internet ¥

HacTpoiika IPSec

BKNIOYMTE

N B

Ucnonbzosame HCICI’npOUKU Internet — npn ycTaHOBAEHHOM cbnare MCNoNb30BaTb HaCTPOVIKM ceTn,
YCTQHOB/NEHHbIE B MeHIO «MHmMepHem» -> «Hacmpoﬁku cemu», NHa4ve — HaCTpOVIKM, YCTaHOB/1IEHHbIE B
TEKYLWEM MEHIO;

e MUcnonszosams VIAN' — npwu yctaHoBneHHom ¢nare ycayra VolP 6ygetr paboTtaTb B
BblaeneHHol VLAN, Homep KoTopoii ykasaH B none «VLAN ID» .

e VLANID — npeHTUPUKAUMOHHDBIN HoMmep VLAN.

e 802.1P — npwusHak 802.1P (gpyroe HasBaHue CoS — Class of Service), ycTaHaBnMBaeMbll Ha
ucxogAwmMe C AaHHoro uHTepoderica IP-nakeTbl. MpuUHMMaeT 3HayeHua oT 0 (HM3WwWiA
npuopuTet) Ao 7 (HaMBbICWINI NPUOPUTET).

1 o .
PaspelaeTca 3agasatb UHANBMAYANbHbIE CeTeBble HAaCTPOnKM ycayrn VolP Tonbko B BbligeneHHon VLAN.
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Cnucok
Management)

lpomokKos — BbIOOP NPOTOKOAa Ha3Ha4YeHMA agpeca Ha UHTepdeic ycnyrm VolP:

Static — pexum paboTbl, Npu KoTopom IP-agpec 1 Bce Heobxoammble HacTpokn Ha WAN-
nHTepdelic HazHayaeTca Bpy4Hyto. Mpu Boibope TMNa «Static» gna peaakTMpoOBaHMA CTaHYT
AOCTYMHbI cesytouwme napaMeTpbl:

IP-adpec —ycTaHoBKa IP-agpeca uHtepdelica ycayrm VolP;

Macka nodcemu — macKka noaceTtn nHtepdeiica ycayru VolP;

LLnro3 no ymonuaHutro — IP-agpec wnwo3a uHtepdeiica ycayrn VolP no ymonyaHumio;
MepsuuHeblii DNS, Bmopu4Hsili DNS — IP-agpeca DNS-cepBepoB, Heobxoammbix Ana
paboTbl ycnyru VolP.

DHCP — pexum paboTbl, Nnpyn KoTopom IP-agpec, macka noacetun, agpeca DNS-cepsepoB U
ApyrMe napameTpbl, Heobxogumble pana  paboTbl ycayrM (Hanpumep, CcTaTUYecKue
maplpyTbl ao SIP-cepsepa, cepsepa peructpaumum), 6yayt nonydeHol ot DHCP-cepsepa
aBTomatmyeckn. Ecam ot nposaligepa He yaaértca nonyyumTb agpeca DNS-cepsepos, Bbl
MOYKeTe Ha3Ha4YUTb UX BPYYHYIO B nonax «llepsuyHeili DNS» n «BmopuyHbeili DNS». Aapeca,
3aflaHHble BPYyYHYt0, ByayT MMeTb NpuoputeT Hag agpecamm DNS-cepBepoB, NOAYYEHHbIMU
no npoTtokoay DHCP.

Ona npotokona DHCP nmeetca BO3MOXKHOCTb 334aTb HEOOX0AMMOE 3HaYEeHUE ONLNiA
60 n 82.

AnbmepHamusHsili Vendor ID (onyus 60) — npyn yctaHoBAeHHOM dnare ycTpoicTBo
nepepaér B DHCP-coobweHusax B onuuun 60 (Vendor class ID) 3HayeHue M3 nona
Vendor ID (onyusa 60). NMpu nyctom none onuus 60 B coobuieHmax npotokona DHCP
He nepepaérca.

Echn dnar AnemepHamueHsili Vendor ID (onyus 60) He ycTtaHoBAeH — B onuun 60
nepegaeTca 3HaYeHMe No YMONYaHUIO, KOTOPOE MMEET Caeaytowmii popmar:
[VENDOR:npoussoautens][DEVICE:Tmn ycTpoiictea][HW:annapaTHas Bepcus]
[SN:cepuiinbii  Homep][WAN:MAC-agpec uHTepdelica WAN][LAN:MAC-agpec
uHtepdelica LAN][VERSION:Bepcus nporpammHoro obecneyeHus]

MNpumep:

[VENDOR:Eltex][DEVICE:RG-2404G-W][HW:1.4][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:# 1.15.2.58]

Nudbopmauus areHta DHCP Relay (onuma 82) — npu yctaHoBnAeHHOM dare no3soaseT
nobasuTb B DHCP 3anpoc:

= UYdeHmugpukamop uenu azeHma (Onyua82) — nossonset aobasutb B DHCP
3anpoc onuuto 82, nogonumio 1 - Agent Circuit ID;

= WoeHmugukamop yoaneHHo20 azeHma (Onyua82) — nossonset Aob6aBuTb B
DHCP 3anpoc onumto 82, nogonuuto 2 - Agent Remote ID.

ucnonbsyembix DHCP onuuit Ha Kaxkgom ceteBom uHTepdeice (Internet, VolP,
MOXXHO 3aZ1aBaTb BPY4YHY0. MHGOPMaLMA NO HACTPOIKe CNMCKA B NPUAOKEHUN B.

Hacmpolika IPSec:

B oaHHOM pasgene ocyLLecTBAAETCA HAacTpolKa windpoBaHma no TexHosnormm IPSec (IP Security).

IPSec — 3710 Ha6op NpoTOKO/1I0B ANA obecneyeHus 3alnTbl AaHHbIX, NepegaBaembiX Mo

mexceTesomy

NpoTOKONY IP, I'I03BOI'IﬂI-OLLI,VIl7I OCYyLLeCTB/IATb noarsepxaeHume NOANTNMHHOCTU

(ayTeHTUdMKaALMIO), NPOBEPKY LenocTHOCTU u/uan wudposaHue IP-nakeTos. IPSec TakKe BKAOYaeT B
cebs NPOTOKOAbI A4N1A 3aLMLLEHHOrO 06MeHa KoYamm B ceTn MHTepHerT.

66
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B TeKyLlei Bepcun NporpaMmmHOro obecrnevyeHns nocpeacTsom IPSec MOXKHO OCyLEeCTBAATL TOIbKO
OOCTYN K MHTepdericam ynpasneHus yctponctsom (Web, Telnet, SSH).

MNoapobHoe onucaHune HacTpoek IPSec npuseaeHo B pasgene 2.7.2.1 B rpade «Hacmpolika IPSec» .

[na BCTYNAeHUs B CUNY HOBOW KOHOUIYpauuM M 3aHECeHUs HACTPOeK B 3HEProHe3aBMCUMYLO
NamATb HAXKMUTE KHOMKY «fTpumeHumeo». [na oTMeHbl USMEHEHUI HAXKMUTE KHOMKRY «OmmeHa».

2.7.3.2 NModmeHto «Hacmpolika QoS»

B noameHto «QoS» HacTpamBatoTca dyHKUMM obecnedyeHus KadecTBa obcnyxmBaHua (Quality of
Service).

HacTtpoiika ananazoHa RTP-nopTtos

MuHuMansHeii RTP-nopt | 23000

MakcumaneHeit RTP-nopt | 26000

HacTpoiika DSCP gns curhanusayuu (SIP)

SIP-nopt DSCP

Hactpowka gmanasoHa RTP-nopTtos

o  MuHumanbHell RTP-nopm - HUKHAS rpaHUua ananasoHa RTP-nopToB, MCNOb3yeMbIX A
nepesayv pasroBOPHOro TpadukKa;

o  MakcumanoeHelli RTP-nopm - BepXHAA rpaHnua guanasoHa RTP-nopTos, ncnonb3yembix aaa
nepesayv pasroBOPHOro TpadukKa;

HacTpoiika DSCP ans curHanmsauum (SIP)

[JobasuTb

SIP-nopt | 0

DsCP D

Hactpoika npasunaa QoS

e  SIP-nopm — 3Ha4YeHWe NOpPTa UCTOYHMKA ANA UCXOAALLErO rOJI0COBOro TpaduKa, KOTopbIN
6yaeT MmapKMpoBaTbCA 3agaHHbIM Kogom DSCP;

e DSCP - 3HayeHue nona DSCP 3aronoBka IP-naketa ans ronocosoro Tpaduka ¢ 3a4aHHbIM
NOPTOM UCTOYHMKA
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[na BCTynneHWs B CUAYy HOBOM KOHOUIypauuu M 3aHECEHMA HACTPOEK B SHEProHe3aBUCUMYIO
NaMATb HAXKMUTE KHONKY «[TpumeHume». Jns OTMEHbI U3MEHEHWUIN HAXKMUTE KHOMKY «OmmeHa».

2.7.3.3ModmeHto «Hacmpolika auHul»

B noameHto «Hacmpolika AuHuUli» BbINONAHAOTCA HAcTPOMKK TenedoHHbIX noptoB Phonel .. Phone4d
COOTBETCTBEHHO.

Cnucok TenedoHHbIX NYHWIA

NuHKa Cratyc Homep Tenedoka VmsA nonksosaTtens TNoruk SIP-nopT Mpodune SIP
# 1 BEIKNIoYeH 001 5060 1st profile
= 2 BhIKNHOYEH 002 5060 1st profile
re

[nA pegakTMPOBaHWA HACTPOEK HaXXMUTE J/IeBOM KHOMKOW MbIWKM MO CCbIIKE C HOMEPOM
HacTpaMBaeMoM IMHUU U B OTKPbIBLLEMCA OKHE «PegakTnpoBaTth NOPT:» 3aN0HUTE Ceaylolme Nons:

Pepaktupoeate NUHWK 1. HacTpoika akkayHTa
BKNOYMTE
Mpodune SIP 1st profile v
Homep Tenedoxa 001
¥ima nonesosaTens
Wcnone3oBaTtb aﬂbTEpHaTMEHbH;I HOMEp

SIP-nopT 5060

KBTEI'DDMF aboHeHTa He ucnonb3oeaTts v
AyTeHTUdHUKALNA
NorvH
Mapone
Yenyru OBO
Pexum vcnonb3osadus flash Transmit flash v

MpAMOoKA HoMep
OuaaHue Bbi3oBa

Bbloaya HoMepa Bbl3biBaloLEro aboHEHTa NPH OXUAAHHK
Bbl30Ba

OcTaHoBKa Habopa npu #
ropAYas/Tennan N1HKA
BesyCcrioBHas nepeagpecams
Mepeagpecaums No 3aHATOCTH
Mepeaspecays No HEGTBETY
He GecnokonTs

PaspeluTb NepexeaT 863083 Ha NopT ¥

CLIR Blkr. v
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HacTtpolika chuanyecknx napameTpos
Belnava HOMEPA BbI3bIEANLLEND off v
TarmayT Habopa nepeoi uuppsl. ¢ | 0
TaimayT "3aHaTo", ¢ | 120
TaiimayT Bbl30Ba a00HEHTa, C 0
MUHUManNEHOE Bpema oBHapyxeHua otdod, mc | 800
MuHuMansHoe Bpema oOHapyxeHus flash, mc 100 b=
YcuneHue Ha npueme, 0.1dB | -70
Ycunenue Ha nepejave, 0.1dB 0
[NWTensHOCTs MMAYNbca UMdpel, Mc | 100
MUHMMATBHBIA MEXLMDPOBOA MHTEPBAN, MC 200

Mepenonkcoska
HacTpolika ceTeBbix NapameTpos

DsCP |0

Hacmpolika akkayHma

BKnaroyume — npn yCTaHOBAEHHOM d)nare p,aHHbIVI NOPT aKTUBEH;

lMpoghune — BbI6Op SIP-Npodunsa U3 nepeyHsa [ocTynHbix. HacTpoika npoduneit NponsBoanUTCA B
MeHto «IP-menegoHua» -> «llpodunu».

Homep menedpoHa — abOHEHTCKUIA HOMEpP, NPUCBOEHHbI TenePpoHHOMY NOpPTY;

Umsa nonvzosamess — UMA NONb30BaTENSA, CONOCTaB/AEHHOE C AAaHHbIM NOPTOM (OTObpakaeTcs B
none Display-Name 3aronoska From B ncxogsaumx coobuieHumax SIP);

Ucnonb3zosame asbmepHamueHsili Homep — NPU YCTaHOBAEHHOM dnare B 3aronoBoK «From»
coobueHnit SIP, oTnpasaaembix ¢ AaHHOro nopta, byaeT NoACTaBAATLCA aNbTePHATUBHbIN HOMep
(8 yacTHOCTM, yTOBbI MacKMpoBaTb CBOM peasibHblii HOmep OT cucTembl AOH BbI3bIBaEMOrO
aboHeHTa);

AnbmepHamueHsili Homep — anbTepPHaTUBHbIN HOMEpP, NPUCBOEHHbI TefiepOHHOMY NOPTY

Modcmasname 302001080k 6 Contact — TenedoHHbI HOmep OyAeT 3aMeHeH Ha YKa3aHHbIN
aNbTepHaTUBHbIN HoMep B 3aro/ioBKe Contact coobuieHun SIP.
[aHHas HacTpoiKa MCNonb3yeTcs TOJIbKO ANS NMOPTOB, HAaXOAAWMXCA B rpynre Bbi30Ba;

SIP nopm — UDP-nopT ana npuéma BxoAAwmx coobuweHnit SIP Ha AaHHbIM aKKayHT, a TaKxe g
oTnpaBKM ucxoaAwmx SIP-coobuieHMin ¢ gaHHOro akkayHTa. MpuHUMaeT 3HadYeHma 1-65535 (no
ymosidaHuio 5060);

Kameeopua aboHeHma — KaTeropua Bbi3biBatowero aboHeHTa (calling party category) —
MCMONb3yeTca ANA nepegayy B 3aronoBke From mcxoaawmii cooblieHnin; nocaeaHuini npyu sTom
nepeaaetca B popmare Tel-URI (cm. RFC3966);

Jlo2uH u naponas 048 aymeHMUGUKayuu — WUMA M0Jb30BaTeNs U Maposib, UCMOb3yemble ANs
ayTeHTMdUKaumm aboHeHTa Ha SIP-cepBepe (M cepeepe permcrtpauun);
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Ycnyau [IBO

Pexcum ucrionezosaHus flash — pexnm ncnonb3oBaHma GpyHKLMK flash (KopoTkuit oTboI):

— Transmit flash — nepepaua flash B KaHan (ogHMM M3 METOA0B, HACTPOEHHbIX BO BKAaAKe
«MNpodunm» B napametpe Mepedaya Flash);

— Attended calltransfer — flash obpabaTbiBaeTca NOKaNAbHO YCTPOMCTBOM (Nepeaava BbI30Ba
OCYLLECTB/IAETCA MOC/Ae YCTAaHOB/IEHUSA COeAMHEeHUs C TpeTbMm aboHeHTom). MoapobHoe
onucaHue anroputma paboTbl «Attended calltransfer» cmoTtpute B pasaene 3.1 MNepepaya
BbI30OBa3;

— Unattended calltransfer — flash obpabaTbiBaeTca I0KaNbHO YCTPOCTBOM (Nepesaya Bbi30Ba
OCYLLECTBNAETCA MO OKOHYaHWIO Habopa Homepa TpeTbero aboHeHTa). MoapobHoe
onucaHue anropuTma paboTbl «Unattended calltransfer» cmoTtpute B paspgene 3.1
Mepepnaya BbI3OBA;

— Local calltransfer — nepepava BbI30Ba BHYTPW YCTPOICTBA, 6€3 oTnpasKkM coobuweHns REFER.
MNoapobHoe onucaHue anroputma pabotbl «Local calltransfer» cmotpute B pasgene 3.1
Mepenaya BbI3OBA.

Pexcum nepedayu 8bI1308a — HACTPOMKA AocCTynHa Tonbko ansa Attended calltransfer n Local
calltransfer, oTBeyaeT 3a peXxMm akTMBaL MM YCAYTM Nepeaadn Bbi3oBa:

—  Komb6uHuposaHHbIl — nepeaaya BbI30Ba aKTUBMpPYETCA Mo 0T600 1 No HaxaTuio R 4;
—  Flash+4 —nepepayva BbI30Ba aKTUBUPYETCA Nocae HaxaTtmAa R 4;
— [lo omboro — nepepaya Bbi30Ba aKTUBUPYETCA NOCae 0TOOA.

Mpamotli Homep — Npw nogbeme TPyOKM TenedoHa cpasy OCYLLECTBAAETCS BbI3OB Ha YKa3aHHbIM
Homep;

OxcudaHue 8b13080 — NPU YCTaHOBNIEHHOM ¢nare paspelleHa ycayra « OxudaHue 8bi308a» (ycnyra
OOCTYMHa B peXxume ncnonbsosaHuna GyHkumu flash — call transfer);

Boidaya Homepa 8bi3bisarouie2o aboHeHmMa rnpu oxUOAHUU 8b1308d — NPU YCTaHOBAEHHOM dnare
NPOMCXOAUT Bblaavya HoMepa aboHeHTa A1 YC/IYTU OXWUAAHUSA BbI3OBa;

OcmaHoska Habopa npu # — Npw ycTaHoBAEHHOM diare MCNO/Ib30BaTb KHOMKY ‘#' Ha TenedpoHHOM
annapare 418 OKOHYaHWs Habopa, uHave ‘#', HabpaHHas ¢ TenedpoHHOro annaparta, UCnosb3yeTca
KaK YacTb Homepa;

lopa4asa/mennas AUHUA — NpPW YCTaHOBAEHHOM dnare paspelleHa ycayra «eopadyas/mensas
AUHUAY. YCayra No3BOAsSET aBTOMATUYECKM YCTAHOBUTb UCXO4ALLEE COeAMHEHWe Npu nogbéme
Tpy6KM TenedoHa 6e3 Habopa Homepa ¢ 3aJaHHOM 3a4eprKKoW (B ceKyHAax). MNpu ycTaHOBNEHHOM
¢dbnare 3anonHuTe cneayrolime nNonsa:

— Homep ycayeu "eopayasa/mennas auHus" — Homep TenedoHa, C KoTopbim Byaer
YCTaHaBAMBATbCA COeAMHEHME 4epe3 BpPems, paBHoe «TalimayTy 3aZep)KKu», nocne
noaHATUA Tpybkn TenedoHa (B niaHe Hymepauuu ucnosnbyemoro SIP-npoduns pgonkeH
6bITb NPedUKC Ha JaHHOE HanpaBieHWe);

— Talimaym 3a0epiKu, C — WHTEpPBa/ BPEeMEHW, Yyepe3 KOTopblii byaeT ycTaHaBAMBATHCA
CoeAMHEeHMeE C BCTPeUYHbIM abOHEHTOM, B CEKYHAAX;

be3ycnosHas nepeadpecayua — nNpwu ycTaHoBAeHHOM dnare paspeweHa ycayra CFU (Call Forward
Unconditional) — Bce Bxoasalume BbI30Bbl NepeHanpaBAsOTCA Ha YKa3aHHbIA Homep 6e3ycioBHOM
nepeagpecaumu. Mpu yctaHoBAeHHOM daare 3anoNHUTE CneaytoLLme nons:

— Homep 6e3ycnosHoli nepeadpecayuu — HOMEpP, Ha KOTOPbIN MepeHanpaBAAloTCA Bce
BXOAALLME BbI30BbI, NMPWU BKAOYEHHOW ycayrn «besycnosHaa nepeagpecauma» (B nnaHe
HyMepaumm ncnonbsyemoro SIP-npoduna gonxkeH 6biTb NpedPUKC Ha gaHHOEe HanpaBieHue);
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Mepeadpecayus no 3aHAMocmu — NpPWU ycTaHoBAeHHOM dnare paspeweHa ycnyra CFB (Call
Forward at Busy) — nepeagpecauus Bbi3oBa Npu 3aHATOCTM abOHEHTA Ha YKa3aHHbIW Homep. Mpwn
YCTaHOB/IEHHOM are 3ano/HUTe cieaytowme nons:

— Homep nepeadpecayuu no 3aHAMOCMU — HOMeEP, Ha KOTOPbIM MNepeHanpaBAAlTCA
BXOAALLME BbI30BbI NPY 3aHATOCTU abOHEHTa, NPU BKAKOYEHHOM ycayre «Mepeagpecaums no
3aHATOCTM» (B NaHe Hymepauuu ucnonbsyemoro SIP-npodunsa gonkeH 6biTb NpeduKe Ha
[JaHHOe HanpaB/ieHne);

Mepeadpecayus no Heomeemy — nNpu ycTaHoBieHHOM ¢nare paspeweHa ycayra CFNR (Call
Forward at No Response) — nepeaspecauus Bbi3oBa nNpu HeoTeeTe aboHeHTa. MNpun ycTaHOBAEHHOM
dnare 3anonHuTe cnegyowme nons:

— Homep nepeadpecayuu no Heomeemy — HOMep, Ha KOTOPbIN NepeHanpPaBAATCA BXoAALWMNe
BbI30Bbl NPV HeoTBeTe aboHEeHTa NpuU BKAOYEHHOM ycayre «[epeagpecauma No HEOTBETY»
(8 nnaHe Hymepaumu mucnonbsyemoro SIP-npoduns gonxeH 6biITb NPedUKC Ha OaHHoe
Hanpas/ieHue);

— Talimaym Heomeema, C — WHTepPBa/n BPEMEHW, Yepes3 KoTopblid byaeT Npov3BOAMTLCA
nepeagpecaumn Bbi30Ba B C/ly4ae HeoTBeTa aboHeHTa, B CEKyHAaX;

He 6ecrnokoums — Npwu ycTaHOBAEHHOM ¢are yCTaHaB/AMBAETCA BPEMEHHbIV 3anpeT BXOAALLEN
cBasu (ycnyra DND — Don’t Disturb).

Mpyn BKAHOYEHUU OLHOBPEMEHHO HECKONbKUX YCAYyr nNpuopuTeT cieaylowmin (B nopsaake
CHUXKeHuA):

- CFU;

— DND;

— CFB, CFNA.

Paspewiums nepexeam 8bi3086a HA 1Nopm — MNPW BKJOYEHHOW ONUUKW paspelleH nepexsar
BXOAAWMX HA MOPT BbI3OBOB (MepexBaT paspellaetcd TO/bKO B Mpegenax OAHOM rpynnbl
nepexsarta 1 Npu yCI0BUU MCNOAb30BaHMNA NopTamu ogHoro SIP-npodpuns);

CLIR — orpaHuuyeHve naeHTMOUKaLMM HOMEPA Bbi3bIBaOLWEr0 aboHEHTa.

— Bebikn —ycnyra CLIR oTKAtOYEH];

— SIP:From — B 3arosioBke From coobuieHuii npotokona SIP 6yaeT nepenasaTtbca Anonymous
sip:anonymous@unknown.host

— SIP:From u SIP:Contact — 8 3a20n08Kax From u Contact coobuieHuii npotokona SIP 6yaet
nepeaasaTbca Anonymous sip:anonymous@unknown.host

Hacmpolika ¢husuveckux napamempos

Bbldaya HomMepa 8bi3bI8AIOWE20 — BblbepuTe pPeXUM onpeaeneHns HOMepa Bbl3biBaAOLWErO
aboHeHTa (Caller ID). Ans paboTbl Caller ID HeobxoauMmo, UTO6bI TenedoHHbIV annapaTt aboHeHTa
noAaepsK1Ban yCTaHOBNEHHbIA MeToA,:

— Off — onpeaeneHne Homepa Bbi3biBalOLLEro abOHEHTa BbIKHOYEHO;

— FSK Bell 202, FSK V.23 — onpeaeneHne Homepa U MMeHU Bbi3biBatoLLLero aboHeHTa MeToa0M
FSK (no craHpmapty Bell202, nan ITU-T V.23). Bblgaya HOMepa B /IMHUIO OCYLLECTBAAETCA
MeXay nepsBbiM M BTOPbIM CUTHaANOM MOCbIIKM Bbi30BAa MOTOKOM AaHHbIX C 4YaCTOTHOM
MoAaynaunen.

— DTMF - onpegeneHne Homepa Bbi3biBatowero aboHeHta metogom DTMF. Bbigaya Homepa B
JIMHUIO  OCYLLECTBNAETCA MexK4y MnepBbiIM WM BTOPbIM CMTHAAOM MOCLIIKM  BbI30OBA
AByx4acToTHbiMM DTMF nocbinkamu.
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e Talimaym Habopa repsoli yugpsl, ¢ — Takmep OXuMAaHMA Habopa nepsor undpbl HoMmepa. Mpu
OTCYyTCTBMM Habopa B TeuyeHWe YCTAaHOBNEHHOTNO BPEMEHM, aboHeHTy 6yaeT BblgaH CUrHan
«3aHATO» U NPeKpaLLeH npuem Habopa Homepa;

e Talimaym «3aHAmo», ¢ — Tahmep BblAayM abOHEHTYy curHana «3aHato». EcnvM no mcteyeHuu
YCTaHOB/IEHHOTO TamayTa aboHEHT He MONOXWUT TPYBKy TenedoHa — B AUHWUIO ByaeT BbloaH
CUrHaN OWWNBKK;

e Talimaym 8bi308a aboHeHmMa, ¢ — 3anycKaeTca MNpu MOCTYNJeHUU BXOAALWEro Bbi30Ba WU
onpeaenser MakCMMa/ibHOe BpemMs OTBETa Ha Bbi30B. 10 UCTEeYEeHUN YCTaHOBNEHHOrO TailmayTa
yaaneHHomy aboHeHTy byaeT oTnpasaeH CUrHan 3aHATOCTU.

e MuHumaneHoe e8pemsa o0b6HapyxeHus om6osa, MC — MUHUMA/IbHOE BPEMS HE3aHATOCTM
abOHEHTCKOro KomnnekTa gna obHapy»keHua otbona, B muaancekyHaax. O4HOBPEMEHHO C 3TUM,
OAHHbIA NapameTp SBAAETCS MaKCMMaJibHbIM BPEMEHEM [AETEeKTUPOBaAHMA KOPOTKOro otbos
(flash).

e MuHumanoHoe 8pems obHapyxmeHus flash — MUHMManbHOE Bpems OOHaPYMKEHUSA KOPOTKOro
oT601, (80-1000) mc;

e YcuneHue Ha npuem, 0.1dB — ycuneHne curHana Ha Npuém (CUrHan, KOTopbii BblaaeTcs B TPyOKy
TenedoHa), egmHnua usmepenma — 0,1 ab;

e YcuneHue Ha nepedave, 0.1dB — ycuneHwe curHana Ha nepepady (cuMrHana, nocTynawoowero B
MUKPOdOH TenedboHHOM TPYOKK), eanHuua nsmepenuns — 0,1 ab;

e [laumesnbHOCMb UMMYAbCA YUPPbl, MC — HACTPOMKa HeobxoaMma NpU UMMNYIbLCHOM PeXUME
Habopa Homepa, (10-150) mc;

o  MuHumansHbIl mexcyugposoli UHMepPBasa — HACTPOMKa HeobxogMma NPU UMMNYAbCHOM peXKMme
Habopa Homepa, (150-20000) mc;

e [lepenonocosKa — NP BKAKOYEHHOW ONUUK NPU UCXOAALLEM BbI30Be NPOUCXOAUT U3MeEHeHue
NONIAPHOCTU HaMpPS)KEeHUs NUTaHWA B JIMHUKM cpas3y Nocsie OTBeTa Bbi3biBaeMoro aboHeHTa. Mocne
o160 NONAPHOCTb HAMPAMEHWA MNUTaHUS BO3BPaAlLaeTcA B WCXOAHOe 3HayeHue. Onuusa
Heobxoauma pAOna paboTbl TakcodpoHa (M3MEHEHWEe MOASAPHOCTM  HAMPAKEHUA MUTaHUA
CUTHaNU3NpYyeT 0 Hayase NNaTHOro MHTepBaaa BPeEMEHH).

Hacmpolika cemesbix napamempos

e DSCP - 3HauyeHne nons DSCP 3aronoska IP-nakeTa ans rosocoBoro Tpadumka ¢ HacTpanBaemom
NNHUN.

[nAa BCTynneHus B CUAY HOBOM KOHOMIypauum M 3aHeCeHUA HACTPOEK B SHEpProHe3aBUCUMYIO
NaMATb HAXKMUTE KHOMRY «[IpumeHumes». AnAa OTMEHbl U3MEHEHWI HAaXKMUTE KHOMKY «OmmeHa».

2.7.3.4ModmeHro «[Mpogpunu SIP»

B noameHto «lMpodunu SIP» BbINOAHATCA HAacTPolKK SIP-npoduneit yctpoiictea. 3a Kaxkapim SIP-
npoduiem MOXKHO HasHauMTb cobcTBeHHble agpeca SIP-cepBepa W cepBepa PerucTpaumm, rosocosble
KOOAeKM W Kodeku ¢akca/mogema, WHOMBMAYaNbHbIA MAaH Hymepauunm W Apyrue napamertpbl.
HeobxoaMmMoCTb MCNONb30BaHMA pasHbix SIP-npoduneli BO3HWKAET, Koraa pasHble abOHEHTCKME NopTbl
paboTatoT Yepes pasHble HanpaBaeHun cBA3m (pasHble SIP-cepsepbl). MNpu 3TOM 33 KaxKablM aBOHEHTCKUM
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NMOPTOM MOXKET bObITb 3aKpeneH ToAbko oauH SIP-npodunb (HacTpoiKa B MeHt «IP-menegoHus» ->

«Hacmpolika auHuii»).

Cnucok npodunen SIP

Wmsa npodmns JNneun SIP-npokck cepeep CepEep perncTpauumn SIP-gomeH Pexnm Outbound
1st profile 1,2 off
2nd profile off
@
. 3rd profile off
4th profile Off
o
5th profile off
rd
Obwue HacTpoliku
Mcnonsaoeats STUN
Taimep T1, Mc 500 (100-1000)
Taimep T2, Mc 4000 (1000-32000)
Taiimep B, Mc 32000 (1000-39000)
[nA zanonHenus Hacmpoex matvepos SIP Z Mo yMormMaH1
DEKOMEHO08aHHbIMU FHAYEHUAMU HAXKMUME KHOMKY
TpaHcnopT UDP (npeanoytuTensHo), TC
CneuuduKaLmua TOHOE Poccun
ﬂ'l'lﬂ peAaKTVIpOBaHVIFI HaCTpOEK HpOd)VII'IFI HaXXmute n1eBon KHOMKOM MbIlLKM NO CCblJIKe

HacTpavBaemoro npodunn. B OTKpbIBLIEMCA OKHe «PefaKTMpoBaTb NPodUb:» 3anonHuTe caeaylolime

nonaA:
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Pepaktupoeatb npocune SIP

MNapameTpel SIP

CocTae npocpuna  Nuxum 1, 2
WMma npoouna | 1st profile
PekWM MCNONb30BaHUA SIP-NpoKcu Homing
SIP-npokcK cepeep
Peructpauua [
Cepeep perucTpauuu
IMETOL KOHTPONA OCHOBHOTO CepBepa Invite

Mepuof KOHTPONA OCHOBHOTO cepeepa, ¢ | 30

PesepBHble SIP-NpoKcK

+ [loGaeuTs W YOanuTh

SIP-moMeH
MpuMeHnTe SIP Domain ana peructpaugun
Pesm Outbound BhiknioveH
Mepuoa epeMenn nepeperucTpauun | 1800
WMHTepean nosTopa perncpayun | 30
Iy Bnu4HbIR agpec
Mcnoneaoeate SIP Display Name npu pernctpauun  LJ
Bolgada KMB npu nonyyesuun 183 Progress )
Bbizos aboHeHTa 180 Ringing
MepepaeaTb cuMBON # Kak %23 LJ
100rel | Supported
Paspewmts timer ¥
MuHMManeHoe BpeMa ceccun, ¢ | 120
Bpemsa ceccun, ¢ | 1800
Mepuoanyeckuit onpoc SIP-cepeepa OTKNIoYeH
OBpafaTbiBaTh 3aronosok Alert-Info LJ
MpoeepATb ToNbKO MMA Nonb3oeatens B RURI L)

Mepepasars IP-agpec B 3aronoeke Call-ID [
TpEXCTOPOHHAR KOHtpepeHL A

Pexum NokaneHas

Cepeep KOH(DEPEHUMK
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HacTpo#ika IMS
Pexum IMS
MnaH Hymepauumn

HacTpoiika nnaHa HyMepauuu

HacTpolika ronocoBLIX KOLEKOB

Kogek 1

Kogdek 2

Kogek 3

Kogek 4

Kogek 5

Konek 6

Konek 7

Bpema nakeTusauum G.711, mc
Bpema nakeTusauum G.729, Mc
Bpema nakeTnsauum G.723, Mc
Bpems nakeTusaunn G.726-24, mc
Bpems nakeTusaunn G.726-32, mc
Tun Harpy3kn G.726-24

Tun Harpyskn G.726-32

Bpema AUcnepcuu, mc

DxuntTep-bychep

MWHMMANBHAR JafepxKa, MC
IMakcumanesHas Jafepxka, MC
I'Iopor HEMEANEHHOTD YAaneHWA NaKkeTos, MC
MakTop onTUMU3aLKMK Bycbepa

MNepepaya dakca 1 Mogema
MNepega4a mogema
Kopek thakca 1
Konek cbakca 2
Kopek tbakca 3

MpuHUMaTE Nepexof B T.38

BhIKnNOYeH

S5, L5 ([XABCD*].5)

G.711a
G.729
G.711u
G.723
G.726-24
G.726-32

G.722

20

20

103

104

130

500

G.711a VBD

G.711a

G.711u

BrlknoYeH
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lD,CJI'IC)J'IHIdTEJ'II:.HbIe napaMeTpbl
MNepegada DTMF RFC 2833 v
Mepenaya Flash SIP Info (Hookflash) v
TN Harpy3kM Ans naketos RFC 2833 | 96
OAWHEKOBEIA TUN HArpy3kW ANg NpUEMa U Nepeaayn
Mcnone3oBaTe 06HApYKEHUE TUILKMHEL ¥
Mcnone3oeaTe 3xonogaenexue ¥

Mcnone3osate RTCP

lMapamempeoi SIP

Cocmas npoguna — cNUCOK aBOHEHTCKMX MNOPTOB, KOTOPbIM Ha3HayeH npoduab, nose He
penaKkTupyemoe;

Ums npoguna — nonb3oBaTe/IbCKOE UMSA HacTpamMBaemoro npodpuns;

Pexcum ucrione3osaHusa SIP-npoKkcu — B HACMAZAIOWEM CNUCKE MOXKHO BblIOpaTb perknm paboTol C
SIP-cepBepom:

— He ucnonb3osaTb;
— Parking — pexum pesepsupoBaHus SIP-npokcun 6e3 KoHTpona ocHoBHOro SIP-npokcy;
— Homing — pexkum pesepsupoBaHuA SIP-MpoKcK ¢ KOHTPOJIEM OCHOBHOTO SIP-npokcu.

LLinto3 moKeT paboTaTb C OAHUM OCHOBHbIM U MAKCUMYM YeTbIpbMA pe3epBHbIMU SIP-npoKcu.
Mpn paboTe TONbKO € OCHOBHbIM SIP-npokcK, pexumbl Parking 1 Homing Huuem apyr ot gpyra
He oTaunyaoTca. B 3Tom cnyyae npu oTkase ocHosHoro SIP-npokcu notpebyetcAa ero
BOCCTaHOB/IeHMEe Ana obecneyeHns paboTocnocobHOCTH.

Mpy Hannumm pesepsHbIX SIP-npokcn paboTta B pexkumax Parking 1 Homing ocywectensetca
cnegyowmm obpasom. Mpu coBepLleHMM UCXOAALLEro BbI30Ba LWAO3 OTNpaBaseT coobueHne
INVITE Ha agpec ocCHOBHOro SIP-MpoKcM WAM Npu MNONbITKE pPerucTpaumm — coobuieHne
REGISTER. B cnyyae ecnv no ucredyeHmn spemenu Invite total timeout ot ocHoBHoro SIP-npokcu
He npuxoauT oTBeT Anbo npuxoauT oTeeT 408 unm 503 — w3 otnpasnset INVITE (nvbo
REGISTER) Ha agpec nepsoro pesepBHoOro SIP-npokcu. EcnvM OH ToXe He AO0CTyneH, 3anpoc
nepenpasnfeTca Ha cnepylowmii pesepBHbl SIP-mpokcn m T.4. Kak ToNbKO A[OCTYMHbIN
pe3sepBHbIN SIP-NpoKkcn ByaeT HalgeH, NPOU30MAET NePePErncTpaumsa Ha HeM.

[anee, B 3aBUCMMOCTM OT BbIOPAHHOIO peXKMMA pe3epBUpPOBaAHNA, AEACTBUA CneaytoLLme:

B pexkume parking HeT KOHTpona OCHOBHOro SIP-MpoKcu u W3 npoaosKaet
paboTaTb ¢ pe3epBHbIM SIP-NMPOKCK, AarKe ec/iM OCHOBHOM BOCCTaHOBAEH. Mpu noTtepe
CBA3M C Tekywmm SIP-NMpoKcu byaeT Npoao/KeH Onpoc Nocieayowmnx pesepBHbIX
SIP-npokcM no onucaHHOMY Bblwe anroputmy. lNpu HeJOCTYNHOCTU nocneaHero
pe3epBHOro SIP-NpoKcn onpoc NPOAOMKUTCA NO KPYry, HAYMHaA C OCHOBHOrO.

B pexume homing p[octynHO TpW BMAA KOHTPOAS OCHoBHOro SIP-npokcu:
nocpeacTBoM MNeEpPUOLMYECKON Mnepedaun Ha ero agpec coobueHnin OPTIONS,
nocpeacTsoM NepuoAMYEcKolr nepesadm Ha ero aagpec coobuieHnn REGISTER nnbo
nocpeactsom nepegaym 3anpoca INVITE npu coseplieHMM UCXOAALLEro BbI30BaA.
3anpoc INVITE cHayana nepegaetca Ha OCHOBHOM SIP-npokcK, a 3aTtem, B cayyae ero
HeAOoCTYNHOCTM, Ha TEKYLLMIA pe3epBHbIi 1 T.4. He3aBMCMMO OT BMAA KOHTPOASA, eCu
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O0bHapy»KeHO, 4YTO OCHOBHOW  SIP-MPOKCM  BOCCTAHOBMACA —  MPOUCXOOMT
nepeperucrTpaumsa Ha Hem. LLInto3 HauMHaeT paboTaTb C OCHOBHbIM SIP-NpoKcwy.

SIP-npokcu cepsep — ceteBon apgpec SIP-cepBepa — YCTPOWCTBA, OCYLLECTBASAIOLWLEr0 KOHTPO/b
AocTtyna Bcex aboHeHTOB K TefiepoHHOM ceTu npoBangepa. MoxKHO yKasaTtb Kak IP-agpec, Tak 1
AOMeHHOe UmMs (Yepes aBoeToume MoXKHO 3aaaTb UDP-nopt SIP-cepsepa, no ymonyaHuo 5060);

Peaucmpayus — nNpu ycTaHOB/IEHHOM ¢nare pPerncTpupoBaTtb MOPTbl, UCMO/b3YIOLWME AAHHbIN
npoduab, Ha cepBepe perucTpaumm;

Cepsep peaucmpayuu — CeTEBOM aapec yCTPOMCTBA, HA KOTOPOM OCYLLECTBAAETCA perncTpauma
Bcex aboHeHTOB TenepoHHOM CeTU C Le/iblo NPeoCcTaBleHMA UM NpaBa NOAb30BaATLCA YCAyraMmu
CBA3K (Yepes ABoeTouMe MOXKHO yKasaTb UDP-nopt cepBepa permcrpaumm, no ymondaHumo 5060).
MoXHO yKasaTb KaK IP-agpec, Tak U gomeHHoe nmaA. ObbIMHO cepBep perncTpaumm Gusnyvecku
coBmellleH ¢ SIP-npoKcu cepBepom (OHM MMEIOT 0AMHaKOBbIe afpeca);

Memood KoHMpoaa 0CHOBHO20 cepsepd — BbIbOP MeToAa KOHTPOAA AOCTYNHOCTU OCHOBHOro SIP-
cepsepa B pexkume Homing:

— Invite — KOHTPOAb NOCPEACTBOM Nepenayn Ha ero agpec 3anpoca INVITE npu cosepieHum
ncxoAALLEro BbI30Ba;
— Register — KOHTPO/Ib NOCPEACTBOM NEPUOANYECKOM Nepesayn Ha ero agpec CoobLieHWUi

REGISTER;

— Options — KOHTPOAb MOCPEACTBOM MEepMOAMYECKON Nepeaayn Ha ero agpec coobluieHmit
OPTIONS;

e [lepuod KOHMPOAA OCHOBHO20 Cepeepa, C — WHTEPBaN OTNPABKM MNEePUOAUYECKUX

COO6LLEHNI B CEKYHAAX C Le/bio NPOBEPKM A0CTYNHOCTM OCHOBHOrO SIP-cepsepa.

Pe3epesHbie SIP-ipokcu

[na pobaeneHuns pesepBHOro SIP-NPoKcK HaxMUTe KHOMKY «[106aBuTb» U BbINOAHUTE Cledytolime

HACTPOMKMU:

SIP-npokcu cepsep — ceTeBol agpec pesepsBHoro SIP-cepeepa. MoXKHO yKasaTb Kak IP-agpec, Tak u
AOMEHHOEe UMs (Yepes gBoeToume MoXKHO 3aaaTb UDP-nopTt SIP-cepBepa, no ymonyaHuio 5060);

Cepsep peaucmpayuu — CeTeBOM afpec Pe3epBHOro CepBepa perncrpauum (4epes gsoetouve
MOXHO yKa3zatb UDP-nopT, no ymonyaHuio 5060). MoKHO yKasaTb KaK IP-agpec, Tak U AOMeHHoe
umsa. Ecnm yctaHosneH ¢nar nepeg nonem Cepsepa peaucmpayuu, TO BKAOYEHA PerncTpaLma Ha
pe3epBHOM cepBepe.

Onsa ypanenus pesepBHoro SIP-npokcy yctaHoBuTe daar HAaNPOTMB 3a4aHHOMO aZApPeca U HaxKMUTe

KHOMKY «Y4annTb».

SIP domain — poMeH, B KOTOPOM HAaxoAMTCA YCTPOMCTBO (3anofiHATb MpU HeobxoAMmocTu),
Ha3Ha4yaeTcA aBTOMATMYECKM Npu noayyveHumn 15 onunmn npotokona DHCP unun 3apaetca BpyyHyto.
JomeH, 3a4aHHbIV BPYYHYIO MMEEeT NPUOPUTET HaZ HAaCTPOMKoM noaydeHHon no DHCP;

lMpumeHumes SIP Domain 0ns peaucmpayuu — npu yctaHosseHHoOM dnare npumeHuTsb SIP Domain
ana pernctpaunn (SIP-gomeH byaet noacrasnatbea B Request-Line 3anpocos Register);

Pexcum Outbound — pexkum Outbound:

— BbIKkao4YeH — MapLLpyTM3nMpoBaTb BbI30BbI COrIaCHO NAaHa Hymepaumu;
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— Outbound — pnsa paboTbl McxoaaLWen CBA3M HeobxoAMM NNaH Hymepauuu, OAHaKo Bce
BbI30BbI OYAYT MapLLpyTU3npoBaTbCcs Yepes SIP-cepBep; B c/lyyae OTCYTCTBMA perucrpaumm
aboHEeHTy BblOAETCA OTBET CTaHUWMKM, 4YTOObl MOMKHO OblIO0 OCYLLECTBAATL YynpaBaeHue
aboHeHTCKMMm cepsucom (ynpasnenue ABO);

— Outbound c sbidaveli «3aHAMo» — ana paboTbl UcxogAwen cBA3M HeobxoaAuM nnaH
HYMepauMn, oAHAKO BCe BbI30Bbl OyayT MaplipyTusmposatbcs 4vepes SIP-cepsep; npu
OTCYTCTBMM perucTpauum BOCNONAb30BaTbCA TesiedoHUelr OyaeT HEBO3MOXKHO: B TPYyOKy
BblJaeTcsi CUTHaN OLNOKMU.

e [lepuod spemeHu nepepeaucmpayuy — BPEMs, B TeUeHUE KOTOPOro AeUCTBUTE/IbHA perncrpaums
aboHeHTCKoro nopta Ha SIP-cepsepe. MNepepernctpauma nopTa OCyLLECTBAAETCA B CPeAHEM Yepes
2/3 yKkaszaHHOro nepunoaa;

e WHmepeasn noemopa peaucmpayuu — TMPOMENKYTOK BPEMEHM  MeKay MOomMbITKamm
3aperncTpuposatbca Ha SIP-cepBepe B C/lydae HeycrnewHo peructpaumm;

e [lybauyHbIli adpec — AaHHbIM NMapaMeTp MCMO/b3yeTCcA B Ka4yecTBe BHELIHEro agpeca yCcTpoicTsea
npu pabote 3a NAT (3a wato3om). B KavectBe nybanyHoro agpeca NponucbiBaeTca agpec
BHewHero (WAN) mnHtepdelica wntosa (NAT), 3a KoTopbim yctaHoBneH RG-2400/RG-4400. Mpwu
3ToM Ha camom wto3e (NAT) Heobxoammo caenatb npobpoc cootBeTcTBytowmMx SIP- n RTP-
MOPTOB, UCMOJIb3yeMbIX YCTpOCcTBOM cepumn RG-2400/RG-4400;

e Ucnionezosams SIP Display Name npu pesucmpayuu — npu ycTaHoBAeHHOM ¢are nepegaBaTb
nms nonbsosatens B none SIP Display Info coobuwieHun Register;

e Bouidauya «KIB» npu nonyyeHuu 183 Progress — npwv ycTaHOBAEHHOM d¢nare BblAaBaTb CUIHa/
«KOHTpOIb MOCbI/IKK Bbi30Ba» Npu npueme coobueHnn «183 Progress» (6e3 BnoxkeHHoro SDP);

e Bbi308 aboHeHmMa — npepBapuUTe/bHbI OTBET, KOTOPbIM OTNPaBAAETCA  YCTPOMCTBOM
BbI3blBalOLLEMY 060PYA0BAHMIO MPU BXOSALLEM 3BOHKE:

— 180 Ringing — Bbi3biBalolwemy obopygoBaHuio oTnpasasetca oteeT 180; nosyynB 3TO
cooblieHune, Bbi3biBaloLWwee 060pyf0BaHNE A0MKHO BblAATb B JIMHUIO IOKA/bHbIA CUTHaN
KNB;

— 183 Progress with SDP — BbI3blBatowemy obopyaoBaHuio otnpasnseTrca otser 183+SDP —
NCNONb3YyeTcA ANA NPOKAOYEHUA PAa3roBOPHOrO TPAKTa A0 OTBETA BbI3blBaeMoro. B gaHHOM
cnydvae RG-2400/RG-4400 byneT yaaneHo BblAaBaTh Bbi3biBatoleMy aboHeHTy curHan KMB;

— [epedasame cumeon # Kak %23 — npu ycTaHoBieHHOM ¢dnare nepeaaBaTb 3HaK ¢QyHTa
("pewetky") B SIP URI Kak escape nocnenoBaTenbHocTb "%23", MHauye - Kak cumson "#".

e 100rel — ncnonb3oBaHMe HaAEKHbIX NpeaBapuUTenbHbix oTeeTos (RFC3262):

- Supported— noaaepxxKa ncnoab3oBaHNA HageXKHbIX NpeaBapuUTe/IbHbIX OTBETOB,
— Required— TPE6OBaHVIe MCNON1b30BaTb HaAeXHble NpeaBapuUTe/IbHbIE OTBETDI,
— Bobikao4yeH — He UCNONb30BaTb HaJeXHble NpeaBapuTeibHble OTBETbI;

Mpotokonom SIP onpepeneHo ABa TUMNa OTBETOB Ha 3anMpoC, WHULMUPYHOLWNA coeanHeHue
(INVITE) — npegBapuTenibHble M OKOHYaTenbHble. OTBETbl Knacca 2xX, 3xx, 4xx, 5xx u 6xx asnawTca
OKOHYaATE/IbHbIMW U MepefatoTca HafeXHO — ¢ noaTsepraeHMem mx coobuweHnem ACK. OTBeTbl
Knacca 1xx, 3a uckawodeHmem oteeta 100 Trying, ABNAKOTCA NpenBapuUTe/ibHbIMU M NepeaatoTca
HeHafeHo — 6e3 noartsepxaeHua (RFC3261). 3T oTeeTbl coAepXaT UHMOPMAUUIO O TeKyLlen
cTagum obpaboTtku 3anpoca INVITE, BcneactBume 4ero notepsA TaKMX OTBETOB HeXKenaTesbHa.
Mcnonb3oBaHMe HadeXHbIX NPeiBapuTebHbIX OTBETOB TaKKe NpeaycMoTpeHo npoTokonom SIP (RFC
3262) u onpepensetrca Hanuunmem Tera 100rel B VHUUMMPYIOLLEM 3anpoce, B 3TOM CcJiyyae
npegsapuTenbHble OTBETbI NoATBEpKAatoTCcA coobuweHnem PRACK.
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Paboma Hacmpoliku npu ucxodaweli ceasu:

— Supported — nepepasaTb B 3anpoce INVITE Ter supported: 100rel. B 3tom cnydae
B3aMMOOENCTBYIOWNIM  WAO3 NO  CBOEMY  YCMOTPEHWIO  MOMXEeT  nepeaasaTtb
npeasapuTesibHble OTBETbI MO0 HAAEKHO, MO0 HET;

— Required — nepepnaBatb B 3anpoce INVITE Teru supported: 100rel v required: 100rel. B sTom
C/ly4yae B3aMMOZENCTBYIOWMIA LWINO3 AO/KEH NepefaBaTb MpeaBapuTesibHble OTBETbI
HageHo. Ecanm  B3aMMOAENCTBYIOWMIA  WAKO3  He  MNOAAEP)KMBAET  HaZexHble
npeaBapuTesibHble OTBETbl, TO OH JOJ/I)KEH OTKNOHWUTb 3anpoc coobueHnem 420 ¢
YyKasaHMem Henoaaeprknpaemoro Tera unsupported: 100rel, B 3TOM cnydyae Oyget
oTnpas/ieH NOBTOPHbIN 3anpoc INVITE 6e3 Tera required: 100rel,;

— BoblKntovyeH — He nepepaBaTb B 3anpoce INVITE HM oamH u3 Teros supported: 100rel w
required: 100rel. B 3Tom cnyyae B3auMmogencTeyowmii w03 6byaet nepenasaTb
npeasapuTesibHble OTBETbI HEHAZEKHO.

Paboma HacmpoliKu npu exodsauweli cea3u:

— Supported, Required — npu npueme B 3anpoce INVITE Tera supported: 100rel, nnb6o Tera
required: 100rel, nepenaBatb npeasapuTenbHble OTBETbl HadeXHo. Ecan Tera supported:
100rel B 3anpoce INVITE HeT, To nepeaaBaTb NpeaBapuUTe/ibHble OTBETbI HEHAAEXKHO;

— BoliKaovyeH — npu npueme B 3anpoce INVITE Tera required: 100rel, oTKnoHUTb 3anpoc
coobuweHnem 420 c ykasaHMem Henoaaepxkmpaemoro Tera unsupported: 100rel. B
OCTa/IbHbIX C/ly4Yasx nepegaBaTb NpenBapuTeibHble OTBETbI HEHALEKHO.

Paspewums timer — npu ycTaHOBAEHHOM ¢are BKAOUYeHa nogaepyKa pacwmpeHus timer (RFC
4028). Mocne ycTaHOB/IEHUS coeaNHEHNA, ecln 0b6e CTOPOHbI NoAAePKUBAIOT timer, ogHa U3 HUX
nepuoamnyeckn otnpasnseT 3anpocbl re-INVITE ona KoHTpons coeauMHeHus (ecnu BCTpedHas
CTOopoHa nogaep:xumeaetr meton UPDATE, ons yero oH fo/iXKeH ObITb yKasaH B 3aronoske Allow —
0bHOBNEHME CECCMM OCYLLECTBASIETCA MNOCPEACTBOM MepuogMyYeckon OTMPaBKM COObLLEHN
UPDATE);

MuHuManeHoe 8pems ceccuu, C — MUHMMAJIbHBI MHTEpPBAN NpoBepku paboTocnocobHOCTU
coeamnHeHusa (ot 90 ao 1800 ¢, no ymonuanHuio 120 c.);

Bpema ceccuu, ¢ — nepuoa, BpPeMEHW B CEKyHAaX, MO WCTEYEHMW KOTOpPOro npomsonget
NPUHYAUTENbHOE 3aBEPLUEHME CECCUU, B C/yHae ecn ceccusa He byaeT BoBpemsa obHoBneHa (oT
90 no 80000 c., pekomeHayemoe 3HayeHue — 1800 ¢, 0 — Bpema ceccum He orpaHMYeHo);

Mepuoduyeckuli onpoc SIP-cepsepa — BbIbOp cnocoba onpoca SIP-cepsepa:

— OmekntoyeH — SIP-cepBep He onpawmsaeTcs;

— Options — onpoc SIP-cepsepa npu nomoluy coobuieHnii OPTIONS;
— Notify — onpoc SIP-cepsepa npu nomouy coobuieHuii NOTIFY;

— CLRF —onpoc SIP-cepsepa nyctoim UDP-naketom;

UHmepesan onpoca, ¢ — Nepuos, BpeMeHU B CEKYHAAX, Yepes3 KOTopbli BbiNoAHAETcA onpoc SIP-
cepsepa;

Obpabamsisams 3a20a1080K Alert-Info — obpabaTtbiBaTbh 3aronosoKk Alert-Info B 3anpoce INVITE
AN1A BblAauM Ha aBOHEHTCKMIM NOPT OTIMYHOM OT CTaHAAPTHOM NOCbIIKM BbI30BA;

Mposepsmb mMoabKo ums ronbzosamensa 6 RURI — ecnn ¢dnar ycTaHOBAEH, TO aHaNU3UPYeETCs
TONbKO abOHEHTCKMI HOomep (user), Npu COBMALEHWW KOTOPOro BbI3OB OyAeT HasHayeH Ha
aboHeHTCKMI nopT. Ecnm dnar CHAT, TO Npu NOCTYNAEHUM BXOAALLErO BbI30BA NPOU3BOAMTCA
aHanms scex anemeHToB URI (user, host n port — aboHeHTCKuUit Homep, IP-agpec n UDP/TCP-nopT).
Mpu coBnaaeHuun scex anemeHToB URI Bbi3oB byaeT HazHauyeH Ha abOHEHTCKUIA NopT.
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e [lepedasame IP-adpec 8 3azonoeke Call-ID — ecnu dnar yctaHoBneH, To B 3aronoske Call-ID npwu
ncxoasLlei cBasmM UcnosibayeTca cobcTBeHHbIN IP-agpec ycTpoiictBa B popmarte localid@host.

TpexcmopoHHAA KOHepeHyuUs

o Pextum — perkmm paboTbl TPEXCTOPOHHEN KOHpEepeHLMU. BO3MOXKHO ABa pexuma:

— JlokanbHas — KoHdepeHuMa cobupaetcs NOKaNbHO YCTPOMCTBOM MOCAE HaXKaTua
KombuHaumm «flash+3»;

— YOaneHHas — koHbepeHLMA cobMpaeTca Ha yaaleHHOM cepBepe, AN1A YEero nocne HaxkaTus
«flash+3» Ha cepBep oTnpaBnseTca coobuieHue Invite Ha HoOmep, yKasaHHbIM B none
«Cepsep KOHpepeHyuu». B 3Tom cnydyae KoHdepeHums paboTaeT no anroputmy,
onucaHHomy B RFC4579. MNoapobHO AaHHbIN aNropuTtm onmcaH B NyHKTe 3.3.2.

e Cepsep KoHghepeHuuu — B obLEeM cayyae agpec cepBepa, OCYLLECTBAAKOLWENO YCTAaHOBAEHUE
KOHpepeHUUn no anroputmy, onucaHHomy B RFC4579. Agpec 3agaetca B ¢popmate SIP-URI:
user@address:port. MOXXHO yKasaTb TO/IbKO NOAb30BaTeIbCKyIo YacTb URI (user) — B aTom cnyvae
coobuleHue Invite otnpasuTca Ha agpec SIP-npokcu.

Hacmpolka IMS

e Pexcum IMS —pexkum paboTbl ¢ IMS. BO3MOXKHO TpU pexmMma:

—  BebiknoveH — IMS He ncnonbsyercs;

— be3 noodnucKku - paspeLleHo ynpaBieHNne HEeKOTOPbIMM BUAAMMU ycnyr c cepsepa IMS (IP
Multimedia Subsystem). B aTom cnydyae BKAtoUeHUe ycayr « TPEXCTOPOHHAA KoHbepeHuma»
(paboTaet ToNbKO No anroputmy RFCA579), «Yaep:KaHue Bbi3oBa», «OKuaaHMe Bbi30Ba»,
«lfopsAyasa AMHUA» (HE3aBUCMMO OT TOrO, BKJIIOYEHbI OHW WM HET B KOHbUrypauum)
npousBoauMT yaaneHHo cepsep IMS nocpeactsom otnpaBku coobuweHuit Notify, B Tene
KOTOpbIX NepesaloTcd KOMaHAbl Ha aKTuBauuio/aeakTtuBaumio ycayr B ¢opmate XCAP
(dakTMyeckm — XML, RFC4825). Mpu Takom BapuaHTe 3anpocbl SUBSCRIBE nocne
pernctpauum aboHEHTOB LW/AO30M He OTnpaBaAtoTcA, obpabatbiBatotca Tonbko NOTIFY
3anpocsbl, NpUHATbIE OT IMS, € TOMOLLIbIO KOTOPbIX NPOUCXOAUT YMPaBAEHUe yCcayramu;

- C noonuckoli - paspeLleHo ynpaB/ieHWe HEeKoTOoPbIMW BUAaMWU ycayr c cepsepa IMS (IP
Multimedia Subsystem). B aTom cny4yae BrAtOYeHUE yCayr « TPEXCTOPOHHAA KOHbepeHLma»
(paboTaeT TonbKo no anroputmy RFC4579), «YaepkaHue BbizoBa», «OxuagaHue Bbi30Ba»,
«lopAYaa AuMHMA» (HE3ABMCMMO OT TOrO, BKAOYEHbl OHWM WM HET B KOHPUrypaumu)
npousBoguT yaaneHHo cepsep IMS nocpeactsom oTnpaBku coobueHuit Notify, B Tene
KOTOPbIX NepenaloTcs KomaHAbl Ha aKTuBaumio/aeakTvsaumio ycayr B dopmate XCAP
(dakTnueckn — XML, RFC4825). Mpwu Takom BapuaHTe W03 oTnpasaseT 3anpockl SUBSCRIBE
nocsne perucrpaummM aboHeHTOB 1 NpK ycnewHoi noanmcke obpabatbisaeT NOTIFY 3anpocl,
NPUHATbIe OT IMS, C NOMOLLbIO KOTOPbIX MPOUCXOAMT YNPaBAEHME YCAYramu.

e Umsa ycayeu “YoepxcaHue ebi308a” — Ha3BaHue 3nemeHTa XML B Tene coobuieHus Notify,
MCNONb3yeMOro A/1a nepeaadn KoOMaHabl akTUBaLMN/AeaKTMBaLMM YCAYTU «YaepKaHue Bbi30Bay.
Hanpumep, ecnm uma ycnyrm  mMmeeT 3HadeHue «call-hold», To KomaHga aktuBauuu 6yaet
BbIMAAETb TakK:

<call-hold active="true"/>
a KOMaHZa JeaKkTMBaLuu:
<call-hold active="false"/>

e Umsa ycayau "OmucudaHue ebi308a" — HasBaHuMe 3nemeHTa XML B Tene coobuweHus Notify,
MCMNoAb3yeMoro Ana nepegayv KoMaHabl akTMBaUMM/aeaktmeaummn ycayrn «OxuaaHue Bbi3oBa».
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Hanpumep, ecim nmsa ycayrm  ummeet 3HadeHume «call-waiting», To KomaHga aktusauuu 6yaet
BbIFNALETb TaK:

<call-waiting active="true"/>
a KOMaHaa AeakTuBaLUmu:
<call-waiting active="false"/>

e UVmsa ycnyeu "TpexcmopoHHAS KoHgepeHyus" — HasBaHue anemeHTa XML B Tene coobueHun
Notify, ucnonbsyemoro Ans  nepedayun  KOMaHAbl  aKTMBauuu/geakTMBauum  yCayru
«TPEXCTOPOHHAR KOHbepeHuMs». Hanpumep, ecam Mmsa ycayrm MmeeT 3HadeHue «three-party-
conference», To KOMaHAa aKTUBAUUM ByAET BbIrNAAETb TaK:

< three-party-conference active="true"/>
a KOMaHZa AeaKTMBaUMu:
< three-party-conference active="false"/>

e Uma ycnyeu "lopauaa auHus" — HasBaHMe 3nemeHTa XML B Tene coobuieHua Notify,
MUCNONb3yeMoro Ans nepefadnm KomaHAabl akTuBauuu ycayrm «lfopsyaa AvHMsa». B KomaHae
aKTUBaAUUM nepegaroTcs Homep TenedoHa ropsyen NHMKM UM TalimayT Bbi3oBa. Hanpumep, ecau
MMA YyCIYyrM  MMmeeT 3HadeHune «hot-line-service» n HeobxoaMmo coBepLlaTb BbI3OB Ha HoMep
30001 yepes 6 cekyHA nocne nogbema TPyoKkn TenedoHa - KOMaHaa akTMBaUMm byaeT BbIrIA4ETb
TakK:

<hot-line-service>
<addr>30001</addr>
<timeout>6</timeout>
</hot-line-service>
Ecan KomaHAaa akTMBaLMK He noaydeHa, ycayra «fopadas AnHua» 6yaeT BblKNtoYeHa.

e Umsa ycayau "lMepeda4a ebizosea" — HasBaHwe 3snemeHTa XML B Tene coobueHus Notify,
MCNONb3YEeMOro AN nepefadn KomaHAbl aKTUBALUMW/AeaKTUBALMU yCayrm «TPexcTOpPOHHAA
KOHdepeHuMa». Hanpumep, ecam mma ycayrm  umeeT 3HadeHue «call-transfer», To KomaHga
aKkTMBaumm 6yaeT BbIrNAAETb Tak:

< call-transfer active="true"/>
a KOMaHAa AeaKTuBaLUumu:
< call-transfer active="false"/>

Mo YMOJIHaHUIKO €CNn HE MPpUllia KOMaH4a Ha aKTUBaAUMIO — BCe BblilWe nepeyvyncaeHHble ycnyru
0eaKTUBNUPOBAHDLI.

[lnaH Hymepauuu

MnaH Hymepauuu 3a[3eTCA MPU MOMOLLM PErynApHbIX BbIparkeHW B none «HacTpoika nnaHa
Hymepaumum».

HuxKe npuBoamUTCA CTPYKTYpa M GopmaT peryasipHbiX BbipaxkeHuid, obecneunsalolmx pasinyHble
BO3MOXKHOCTU Habopa Homepa.
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CTpyKTYypa perynapHoOro BblpaskeHus:

Sxx, Lxx (),

rae

XX — MPOWN3BOJIbHbIE 3HAYeHMA TalimepoB S u L;
() — rpaHMUpl NNaHa Hymepaumu.

e OcHoBOI ABAAIOTCA 000O3HAYEHUA A1A 3aNUCU NOCAEA0BaATENbHOCTU HabpaHHbIX LUdp.
MNocnenoBaTeNbHOCTb LMPP 3aNUCbIBAETCA C MOMOLLbIO HECKOIbKUX 0003HAUYeHU: undpbl,
Habupaemble ¢ KnasuaTtypbl TenedoHa: 0, 1, 2, 3, ..., 9, # 1 *. Ucnonb3oBaHue cumBona # B
AvannaaHe moxKeT 610KMpoBaThb 3aBepLieHne Habopa c NOMOLLbIO 3TOI KnaBuwu!

e [locnepoBatenbHOCTb UUOP, 3aKNIO4EHHAA B KBagpaTHble CKOBKKM, cooTBeTCTBYET Ntobomy
13 3aK/MIOYEHHDBIX B CKOBKM CUMBOAY.

— Npumep: ([1239]) — cooTBeTcTBYET NH06OM U3 UMP 1, 2, 3 nan 9.

CumBon X cooTBeTcTByeT ntoboit undpe ot 0 oo 9.

— Mpumep: (1XX) - ntobon TPEX3HaAUHbIA HOMEpP, HauMHaKLWNICA Ha 1.

«.» - NOBTOpPEeHWe nNpeablayluero cumeona ot 0 4o 6eckoHeYHOCTH pas.
«+» - MOBTOPEHME NpeablayLLero cumeona ot 1 4o 6eckoHeYHoCTH pas.
{a,b} — noBTOpPEHME NpeabiayLero cumaosia oT a 4o b pas;

{a,} — noBTOpEHME NpeabiayLLEro CUMBOJIa HE MEHbLLE a Pas;

{,b} — noBTOpEHMe Nnpeapbiayuiero cumeona He 6onblue b pas.

— Mpumep: (810X.) - MexkaAyHAPOAHbI HOMEp C Nt06bIM KoAMYecTBOM LMdp.
HacTpolikuy, Bavaowme Ha 06paboTKy AnannnaHa:

Interdigit Long Timer (6ykea «L» @ 3anucu naaHa Hymepayuu) - BPEMA OXUAAHUSA
BBOZA cneaylowein uuopbl B TOM Caydae, ecivM HeT WabioHOB, NoAXoAAWMX Nog,
HabpaHHyt0 KoMbUHauNIo;

Interdigit Short Timer (bykea «S» e 3anucu NaAaHA Hymepauuu) - BPEMS OXKUAAHWUA
BBOAa creayowein undpbl, ecim ¢ HabpaHHOM KoMBMHaLMeN NONHOCTLIO COBNagaeT
x0T 6bl 0AMH WaABAOH M NpK 3TOM MMeeTca ele XoTa 6bl 0AMH WabaoH, 40 NOMHOro
COBMaAeHMA C KOTOPbIM HEOBXOAMMO OCYLLECTBUTL AOHAbop HoMepa.

JononHuTtenbHble BO3MOXHOCTU:

1 3ameHa HabpaHHOW nocneno0BaTeIbHOCTH
CuHTaKcuc: <argl:arg2>

[aHHasa BO3MOXHOCTb MO3BOAAET 3aMeHUTb HabpaHHY NOCNeAOoBaTe/NbHOCTb Ha /obylo
nocnefoBaTeNbHOCTb HabMpaemMbix CUMBOAOB. [pU 3TOM BTOPOI apryMeHT A0XKeH 6bITb yKa3aH
onpeaenéHHbIM 3HaueHnem, ob6a aprymeHTa MoryT 6bITb NYyCTbIMU.

= [pumep: (<83812:> XXXXXX) - maHHas 3anucb ByaeT COOTBETCTBOBATb HabpaHHbIM
undpam 83812, Ho 3Ta NocnenoBaTeNbHOCTL bByaeT onyweHa U He byaeT nepegaHa
Ha SIP-cepsep.

2 BcTaBKa ToHa B Habop

an BbIXO4E Ha MEXKropon (B Od)MCHbIX CTaHUMNAX - Ha ropo,u,) NMPUBbLIYHO CAblWaTb OTBET
CTaHUNN, YTO MOXKHO peain3oBaTb BCTaBKOW 3anATOM B HYXXHYIO NO3ULUIKO NoCen0oBaTe/ibHOCTH

unop.
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= [pumep: (8, 770) - npu Habope Homepa 8770 nocne umdpbl 8 byaeT BblagaH
HenpepbIBHbIN TOH.

3 3anpet Habopa Homepa.

Ecnv B KOHUe WabnoHa Homepa A06aBWUTb BOCKAMULATENbHbIN 3HaK ‘!, To Habop HOMepOB,
COOTBETCTBYIOWMX WabioHy, byaeT 3a610KMpPOBaH.

= [lpumep: (8 10X xxxxxxx ! | 8 XXX XXXXXXX ) — BblpaxkeHue paspeluaeT Habop ToNbKO
MEXKAYropoaHUX HOMEPOB U UCKNIOYAET MeXAYHAPOAHbIE BbI30BbI.

4 3ameHa 3Ha4YeHu Tanmepos Habopa Homepa

3HayeHna TalkimepoB MOryT ObiTb Ha3HayeHbl KaK [A/fA BCEro AuvannnaHa, Tak W gas
onpeaenérHHoro wabnoHa. byksa «S» oTBeyaeT 3a ycTaHOBKY «Interdigit Short Timer», a «L» - 3a
«Interdigit Long Timer». 3HayeHWA TaiMepoB MOeT ObiTb yKaszaHO AnA Bcex wabnoHos B
AMannnaHe, eciv 3Ha4YeHUs NepeYvmncsieHbl 40 OTKPbIBAKOLWENCA KPYT/10 CKOOKN.

= pumep: S4 (8XXX.) unu S4,L8 (XXX)

Ecnn aTn 3Ha4eHMA yKasaHbl TO/IbKO B OAHOVI n3 I'IOCJ'Ie,D,OBaTEI'IbHOCTeﬁ, TO AEVICTBWOT TONbKO
ONnAa Heé. TaKKe B 3TOM C/lydae Heé Hado CTaBUTb ABOEeTo4YMe MeXAY KAHYOM U 3HAYEHUNEM
TaﬁMaYTa, 3HaYeHUe MOXKET bbITb Pacnos1oXeHo B nobom mecTe WabnoHa.

= [pumep: (5S4 8XXX. | XXX) nau ([1-5] XX SO) — 3anucb BbI3OBET MrHOBEHHYIO Nepeaavy
BbI30Ba NpY Habope TpexaHayHOoro Homepa, HauMHatoweroca Ha 1,2, ..., 5.

5 Habop no npamomy agpecy (IP Dialing)

CumBON «@», NOCTaB/IEHHbIN NOC/e HOMepPa, 03HAYaEeT, YTo Aasee ByaeT yKasaH agpec cepBepa,
Ha KOTOpPbIV ByAeT OTNpaB/ieH BbiI30B Ha HabpaHHbIN Homep. PekomeHayeTca ucnonb3osaTb «/P
Dialing», a Tak:Ke Npvém 1 nepesady Bbi3oBoB 6e3 pernctpaumu («Call Without Reg», «Answer
Without Reg»). 3TO MOKeT NOMOYb B C/ly4ae OTKa3a cepsepa.

Kpome Toro, ¢opmat agpeca c¢ IP Dialing moxeT 6bITb MCNoNb30BaH B HOMepax,
npeaHasHavyeHHbIX 410 nepeagpecauymn 3BOHKOB.

= [pumep 1: ( 8 xxx xxxxxxx ) - 11-3Ha4YHbIIN HOMep, HaYMHalOLLMIACS Ha 8.

= Mpumep 2: ( 8 xxx xxxxxxx | <:8495> xXXXXXX ) - 11-3HauHbIlA HOMEpP, HaYMHalOLWMIACA
Ha 8, ecn BBeAEH 7-MM 3HAYHbIN, TO A06aBUTL K NepegaBaemomy Homepy 8495.

= Mpumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxXX) - HA6OP HOMEPOB IKCTPEHHbIX CNYKO, a TaK
YK€ HEKOTOPOTO CTPAHHOro Habopa MeXayropoaHUX HOMEPOB.

= [pumep 4: (SO <:82125551234>) - 6bicTpbli Habop yKaszaHHOro Homepa, aHanor
pexuma «Hotline» Ha gpyrux wntosax.

= [pumep 5: (S5 <:1000> | xxxx) - AaHHbIA OuanniaH No3BoAseT HabpaTb N060M
HOMep, COCTOAWMMN U3 UUdpP, a ecan HUYero He BBEAEHO B TeyeHWe 5 cekyHa,
BbI3BaTb HOMep 1000 (gonycTum, 3To cekpeTapb).

= [pumep 6: (*Sx*Xxxx*x# | * 2XFXXXXXXXXXXXH | #xx# | [2-7Ixxxxx |8,  [2-9]xxXXxxxxX |8,
10x.|1xx<:@10.110.60.51:5060>).

= Mpumep 7: (1xx|0[1-9]|00[1-8]|*Sx*xxxx¥xtt|* 2x* xxxxXXxxxxx# | #xx# | [2-7]xxxxx | 8,
[2-9]xxxxxxxxx | 8, 10x.).

NHorga moxKeT noTpeboBaTbCA COBEPLLATb 3BOHKM JIOKaNbHO BHYTPW YCTPOMCTBa. Mpu aTom ecm
IP-afpec ycTpoiicTBa He M3BECTEH WAW MEPUOLAMYECKU U3MEHAEeTcA, yAoOHO MCNno/b30BaTh B
KayecTBe agpeca cepsepa 3apesepBupoBaHHoe cnoBo «{local}», 4To 0O3HauyaeT oOTMNpPaBKy
COOTBETCTBYIOLLEN NOC/eA0BaTeIbHOCTU UMPP HAa COBCTBEHHbIN aapec YyCTPOMUCTBA.

= Mpumep: (123@{local}) — BbiIzoB Ha Homep 123 6yaeT o6paboTaH NOKANLHO BHYTPU
yCTpoicTBa.

Hacmpolika Koda nepexsama
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an nomowm AaHHOVI KOMaHAbl MOXHO YCTaHOBWUTb KO/ nNepexsaTta AnA 3a,ﬂ,aHHOﬁ rpynnol.

CuHTaKcuc: ABC@{pickup:X}

roe ABC — Kog, nepexaTa (Hanpumep *8);

X — Homep rpynnbl Nnepexsata (Hymepauma rpynn nepexsara c 0).

Mpumep: 112@{pickup:0} — aboHeHTbI A M b cocToAT B 0A4HOM rpynne nepexsata ¢
nHgekcom 0. B ciyyae ecnm aboHeHTy A NocTynaeT BXOAAWMI BbI30B, TO aboHeHT b
MOXET NepexsaTuTb Bbi30B, Habpas KombuHaumo undp 112.

YcmaHoska npogunel dialplan

[Ons Kaxaoro HanpasB/ieHMA MOXHO BblbpaTb He 6onee ogHoro npoduna dialplan, Kotopbin byaet
onpeaenaTb MapamMeTpbl BbI3OBOB Ha 3TOM HamnpasfieHuW. HacTpoiku npoduneit npousBoaatcs B
pasgene MogmeHio «Mpoduan dialplan». Ons Kakaoro Hanpas/ieHWs HACTPOMKA a/sibTePHATMBHOIO
npodunna ykasbiBaeTcs B KPYI/bIx CKOOKax nocse cnosa «profile:».

= Mpumep:([23]xxx(profile:0)

Hacmpolika 2010co8bix KOOeKos

CurHanbHbI  npoueccop RG-2400/RG-4400 BbinonHAET (GYHKUUM KOAMPOBAHMA aHa/NoroBOro
peueBoro TpaduKa, AaHHbIX paKkca/mMoaemMa B LMPPOBbIE CUTHA/MDbI, @ TaKKe 06paTHOro AEKOAMPOBAHMA.
LLinto3 nogaepkuBaeT cheaytowme ronocosble kogekn: G.711A, G.711U, G.729, G723.1, G.726, G.722.

G.711 — npeacrtasnsetr coboit MKM-koampoBaHue 6e3 cxkatua pevyeBor MHPopmaumn. [aHHbIN
KoLK OoJ/KeH 6biTb 0b6A3aTeNbHO nogaep:kaH Bcemu npomssogutenammn VolP-obopyposaHua. Kogeku
G.711A 1 G.711U oT/mMyatoTca Apyr OoT Apyra 3aKOHOM KOAMPoBaHUsA (A-3aKOH — IMHEeNHOoe KogupoBaHue
n U-3aKOoH - HesiHelHoe). KoanpoBaHue no U-3akoHy npumeHsieTca B CeBepHoi AmepuKe, No A-3aKOHY —
B EBpone.

G.722 — WMPOKOMNONOCHbIM Koaek, ucnonbsytowmn AQUKM c pasgeneHnem Ha nogamnanasoHbl U
paboTatolmii co ckopocTbio 48, 56 1 64 kKbut/c.

G.723.1 — KOAEK CO CKaThem peyeBoin MHbOPMaLUKM, NpeaycMaTpuBaeT ABa perrnma pabotbl: 6.3
Kéut/c n 5.3 Kéut/c. Kogek G.723.1 umeeT AeTEKTOP PeyeBoit aKTUBHOCTM M obecnednBaeT reHepaumio
KOMGOPTHOrO WyMa Ha yAaseHHOM KOHLE B NePUOL MOHAHUA.

G.726-24, G.726-32 - KOAEK CO CxKaTUEM pedeBoi MHbopmaummn no anroputmy AAUKM m ckopocTbio
nepeaauun 24 nnn 32 Kéut/c.

G.729 — TaKXKe ABNSEeTCA KOAEKOM CO CKaTuem peyeBol MHbopMmaLmMM M obecrneymBaeT CKOPOCTb
nepedaun 8 Kéut/c. AHanornyHo Kogeky G.723.1, Kogek G.729 noanepskMBaeT AETEKTOpP peyeBoMi
aKTUBHOCTU 1 0becneunBaeT reHepauuo KOMGOPTHOrO LWYMa.

e Kodexk 1..7 — nossonseT Bbl6paTb KOAEKM M MOPALAOK, B KOTOPOM OHM 6yaAyT MCMONb30BaTLCA.
KodeK C HauBbICLUIMM NPUOPUTETOM HYKHO nponucate B none «Kogek 1». Ona pabotbl
HeobX0AMMO YKas3aTb XOTA bbl OANH KOAEK:

— BbIKAOYeH - KOgEeK He UCNonb3yeTca.

— G.711a —ncnonb3oBaTtb Kogek G.711A;

— G.711u—wvcnonb3oBaTtb Kogek G.711U;

— @G.723 —ucnonb3osatb Kogek G.723.1;

— @G.729 —ucnonb3oBatb Kogek G.729.

— G.726-24 - ucnonb3osaTb Kogek G.726 co ckopocTblo 24 K6ut/c
— G.726-32 - ucnonb3osaTb Kogek G.726 co ckopocTblo 32 K6ut/c
— @G.722 - ncnonb3oBaTb Kogek G.722
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e Bpemsa nakemusayuu — YNCNO MUNAUCEKYHA peun B ogHom RTP-nakete (ans komekosB G.711 ,
G.729, G.723 n G.726).

e Tun Ha2pysKu - TN AMHAMMUYECKON Harpysku gna Kogeka G.726-24 unm G.726-32 (paspelleHHble
ANA UCMONb30BaHUA 3HadYeHusa — o1 96 o 127).

e Bpems ducnepcuu, Mc — napameTp, No3BONAIOWMIA BOPOTLCA C 3XOM, BbI3BaHHbIM AUCNepcueit
peyeBoro cMrHana. 3HayeHuA napameTpa U3IMEHAOTCA B NPOMeXKyTKe oT 2 A0 128 mc.

NAPUMEYAHUE! Moryt 6biTb 3adaHbl aNbTePHATMBHbIE [0JIOCOBbIE KOAEKWM AnA BblOpaHHOro
HanpasneHuA. [ns Kaxaoro M3 HanpaBAeHWA B NNAHE HYMepauuu ecTb BO3MOMKHOCTb 334aHMSA
npeanoYTUTENbHOFO KOAEKa ANA nepefadn peun. HacTpolika nNpousBoAMUTCA B NaaHe Hymepauuu. OnA
Ka)KO0ro Hanpas/ieHMA AOMNONHUTE/NIbHbIE HACTPOMKM KOAEKOB YKA3blBAKOTCA B KPYF/blX CKOOKax mocne
cnosa «codecs:».

Ecnm HeobxoaMMO MCNONb30BaHME HECKOIbKMX KOAEKOB, TO MX MEPEYMCAAIOT Yepes CUMBOA «,».
MOHO YyKa3blBaTb HECKO/IbKO NAapamMeTpoB A0S HanpasieHus. B Takom c/iyvyae OHW [OSXKHbl 6bITb
pasgeneHbl  cumBonom  «;» -  (paramil:subparaml,subparam2;param2:subparami,subparam?2).
JdonycTumble 3HayeHusA cybnapameTtpos subparamX: g711a, g711u, g729, g723.

JonycTmble 3HaYeHuMs napameTpoB paraml n param2 — codecs u rfc2833 PT cooTBETCTBEHHO.

= Mpumep: ([23]xxx(codecs:g729; rfc2833_PT:96)|8x.(codecs:g711a;g711u)).

[ummep-6ygep

[KutTep (jitter) — 310 HEPaBHOMEPHOCTb NEPMOLOB BPEMEHU, OTBEAEHHbIX HA AOCTaBKY MakKeTa.
3agepikKa B AOCTaBKE NaKeTa M AXKUTTEP MCUMCAAETCA B MUANMCEKYHAAX. BeanumHa axKuttepa umeet
60/1bloOe 3HaueHue Npu nepegaye MHGOPMALUM B PEXKMUME PEANbHOTO BPEMEHM (Hanpumep, roaoc uam
BMAEO).

B npoTtokone RTP, KOTOPbI ele Ha3biBaloT «MNPOTOKOJIOM MOTOKAa nepegatowelt cpedbl» (media
stream), ecTb nosie AnNAa MeTKM TOYHOTO BPEMEHM Mnepedayn oOTHocuTesnbHO Bcero RTP-noToka.
MprHMMatoLWEee YCTPOMCTBO MCMO/Ib3YET 3TM BPEMEHHblE METKM AA BbIACHEHWA TOro, Korga criepyet
0XMaaTb NakeT, cobnogeH AU NopsAAOK nakeToB. Mcxoasa M3 3ToM MHbOPMaUUKM, NMPUEMHAs CTOPOHa
BbIACHAET, KaK c/lefyeT HacTpPOUTb CBOM NapameTpbl, YTOObl 3aMaCKMpOBaTb NOTEHLMA/IbHbIE CETEBble
npobaembl, TakMe KaK 3aZep:KKM u mxuttep. Eciv oxKupaemoe Bpemsa Ha [OCTaBKy NakeTa oOT
OTNpPaBUTENA K MPUEMHUKY Ha MPOTAXKEHUU BCEro Mepuosa PasroBOpa CTPOro PaBHO OMpeAeseHHOMY
3HauYeHuIo, Hanpumep 50 Mc, MOXKHO yTBEP»KAaTb, YTO B TaKOM CETU AKUTTepa HeT. Ho 3ayacTyto nakeTsl
33/lePrKMBAIOTCA B CETU, U BPEMEHHOM MHTEPBAN AOCTAaBKM MOXKET KoJsiebaTbCsi B AOBOJIBHO 6o/bLIOM (C
TOYKM 3PEHUS TPAadUKa, KPUTUYHOTO KO BPEMEHU) BPEMEHHOM AManasoHe. B ciyyae ecan npunoxeHue-
NPMEeMHMK TaKoro 3ByKa WM BMAEO ByAeT BOCNPOU3BOAUTL €r0 B TOM BPEMEHHOM MOPSLKE, B KOTOPOM
NPUXOSAT NaKeTbl, Mbl NOJYYUM 3aMETHOE YXyALWEHUs KayecTsa rosoca (uav sugeo). Hanpumep, eciv ato
KacaeTcA rosioca, To Mbl YC/IbILWWM NPepbiBaHME B FON0CE U APYrve MOMEXM.

YCTpOICTBO MMEET caeaytoLlme HaCcTPoMKKN oxuTTep-bydepa:

e  MuHuManbHAasA 3a0epiKa, MC — MMHUMA/NIbHOE OXWAAaeMoe BPpemMsa 3a4epPKKU pacnpoCcTpaHeHus
IP-nakeTa no cety;

e MakcumanbHasa 3a0epxKa, MC — MaKCMMabHOE OXMAaeMoe Bpemsa 3a4epHKKM pacnpocTpaHeHus
IP-nakeTa no cety;

e [lopoz HemeOdsneHHO20 yOaneHUA MaKemos, MC — MaKCUMasbHbIA NPOMEXKYTOK BpemeHu, Yepes
KOTOPbIN MPOUCXOAUT yAaneHne peyeBbiXx naketoB M3 6ydepa. 3HayeHMe AaHHOro napamerpa
60/ble AN PaBHO MAaKCMMasIbHOW 3a4eprKKe;

e ®akmop onmumusauyuu b6ygepa — napameTp, WCNOAb3yemblli AAA ONTUMM3ALMKM pasmepa
AXuTTep-6ydepa. PekomeHayeTcs BbICTaBAATbL ero 3HadveHue B 0.
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lepedaya ¢pakca u modema

MNepepaya ¢akca MOMKET OCYLEeCTBAATbCA C WCNO/Ib30BaHMEM pedyeBOoro Kogeka 711 wam
cneuyanbHOro KogeKka ans nepeaadn GakCMMUNbHbIX coobuieHmin T.38.

T.38 — cTaHAapT, onNucbIBaOWNIA nepeaady pakCUMUIbHbIX COOOLLEHUI B peaibHOM BPEMEHMU Yepes
IP-ceTn. CurHanbl W AaHHble, nepegaBaemble (GaKCUMWUIbHbIM annapaTtom, KOAMPYHOTCA B MaKeThbl
npotokona T.38. B dopmupyemble nakeTbl MOMKET BBOAUTLCA M3ObITOYHOCTb — AaHHble U3 NpeablayLmx
NaKeToB, YTO NO3BO/IAET OCYLLECTBAATL HAZEXKHYI0 Nepeaady gakca no HecTabuabHbIM KaHanam.

e [lepedaya modema — BbIGOP KOoAeKa, KOTOPbIN ByaeT UCNoNb30BaTbCA A48 Nepesayn AaHHbIX Npu
AEeTeKTUPOBAHUU LWNO30M CUTHANI0B MO4eMa:

— BbIk/ItOYEH — He AeTeKTMPOBaTb CUTHAJbl MOAEM3;
- G.711a VBD — ncnonb3osaTtb Koaek G.711A B pexxkume VBD;
— G.711u VBD — ucnonb3osatb Kogek G.711U B pexkmnme VBD.

B pexume VBD (Voice band data) wnto3 BbiKNOYaeT geTekTop akTuBHocTU peun (VAD), reHepaTop
KompopTHoro wyma (CNG) M 3XOKOMMEHCaTopbl, YTO HEeobXoAMMO NpPWU YCTAHOBAEHUM MOLEMHOMO
coeanHeHus.

V Bbl6paHHblﬁ KOoAeK AONXKeH 6bITb TaKKe aKTUBEH B CNUCKe Pa3roBOpPHbIX KOAEKOB.

e Kodek @pakca 1.3 — no3BosaseT BblOpaTb KOAEKM W MOPAAOK, B KOTOPOM OHU b6yayT
MCcnosb3oBaTbcsA. KoAeK ¢ HaMBbLICLIMM NPUOPUTETOM HYXKHO NponucaTb B none «Koaek dakca 1».
[na paboTbl HEO6X0AMMO YKa3aTb XOTA 6bl OANH KOAEK:

— BbiK/1t0YEH — KOAEK HE NCMOJIb3yeTCA.
G.711a — ncnonb3osBaTtb Kogek G.711A;
G.711u — ucnonb3osaTb Kogek G.711A;
— T.38 —uncnonb3osaTb npoTtokon T.38.

/ Bce Koaeku ¢pakca JomKHbl 6biTb pasHbimu! Kpome atoro npu sbibope G.711a unamn G.711u
COOTBETCTBYIOLMIA KOAEK A0/KEH 6bITb aKTUBEH B CMUCKE Pa3roBOPHbIX KOAEKOB
ycTpoiicTsa.

e [lpuHumame nepexod 8 T.38 — nNpw ycTaHoBAEHHOM diare paspelleH BXoAALWmMN re-invite Ha T.38
OT BCTPEYHOrO LW/033;

lapamempeoi T.38

e Pazmep uzbbimoyHocmu T.38 Redundancy — no6aBneHne M3bbITOYHOCTU B NaKeTbl T.38, 3HaueHne
COOTBETCTBYET KOJIMYECTBY NpeablayLMX NakeToB, KOTopoe Ay6MpyeTcs B KaXKAOM HOBOM MaKeTte
T.38. Takoi cnocob M36bLITOYHOCTM MNpefHasHayeH B Cayvyae NOTEPW MAKETOB MpW nepegade.
HacTpoWka gocTynHa npu aktnuBaumm dnara «lIpuHumame nepexod 8 T.38».

donoaHumenesHsie napamempsbl

e [lepedaya DTMF — cnocob nepegaum curHanos DTMF:

— Inband — BHYTpMNONOCHan nepeaaya;
— RFC2833 — cornacHo pekomeHgaumm RFC2833 B KauecTBe BblAe/IEHHOW Harpy3Ku B peyeBblxX
naketax RTP;

86 Ab6oHeHmcKul wo3 cepuu RG-2400/RG-4400



HELTEX

Y

— SIP info — nepepaya coobLieHuit no npotokoay SIP B 3anpocax INFO.
Mepedaua Flash — cnocob nepepgauu Flash:

— SIP info (Hookflash) — nepepaya coobuieHniA Ha B3aMMOAEWUCTBYIOLLYIO CTOPOHY NO
npotokony SIP B 3anpocax INFO. Cobbitme flash nepepaetca B pacliMpeHuuU
Application/Hook Flash Kak signal=hf;

— SIP info (DTMF Relay) — nepepaya coobuleHUIA Ha B3aMMOAEWCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitme flash nepepaetca B pacliMpeHuuU
Application/dtmf-relay kak signal=hf;

— SIP info (Broadsoft) — nepepaya COOOLWEHWI HA B3aMMOAEMNCTBYIOWYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetca B pacliMpeHuu
Application/Broadsoft kak event flashhook;

— SIP info (SSCC) — nepepava cooblieHMiA Ha B3aMMOAENCTBYIOLLYIO CTOPOHY MO MPOTOKOAY
SIP B 3anpocax INFO. CobbiTue flash nepepnaetca B pacwmnpeHmun Application/sscc Kak event
flashhook.

B TeKyweii Bepcumn MO nepegaya Flash BoamorkHa TonbKo no npotoKony SIP.

Tun Haepy3ku 0n8 nakemoe RFC2833 — TN Harpysku Ana nepepayn naketos no RFC2833
(paspelueHHble A MCNoNb30BaHMUA 3HaYeHUAa — oT 96 a0 127);

OO0uHakosblli mun Hazpy3Ku 0a8 Npuéma u nepedayu — ONUUA MUCMONb3YETCA MPU UCXOLALLEM
BbI30BE A1 COT/IacoBaHMA TUMNa Harpyskn cobbiTuin, nepegasaembix no RFC2833 (DTMF wu Flash).
Mpwn ycTtaHoBneHHOM dnare nepegavya M npuem cobbitun no RFC2833 ocywecTeaserca ¢
HarpysKoi 13 NPUHATOrO OT BCTPEYHOM CTOPOHbI coobleHma 2000k. Mpu cHaTom dnare nepeaaya
cobbiTnin no RFC2833 ocyuwiecTBaserca ¢ Harpyskoi us npuHsatoro 2000k, a npuém — ¢ TMNom
Harpysku us cobctBeHHoOM KoHdUrypauum (yKasbiBaeTcs B ucxogsailem Invite);

Ucnonbzosame O6HCIpy)+(€HU€ muwuHbl — NP yCTaHOB/IEHHOM d)nare MCNO/Z1Ib30BaTb AETEKTOP
TULWNHDbI;

Ucnonb3osame sxonodasneHue — npun yCTaHOB/IEHHOM d)nare MCNON1b30BAaTb 3XONOAaBNEHUNE;

Ucnonszosame RTCP — npu yctaHOBNEHHOM ¢dare Ucnonb3oBaTb NpoTtokon RTCP ana KoHTpona
3a pa3roBOPHbIM KaHaIOM:

— WHmMepsan nepeda4yu — HTEPBaA Nepegayn naketos RTCP, cek;

— [epuod npuema — nepunog npuéma coobuweHns RTCP nsmepsaertca B eAMHULAX MHTEpPBana
nepenayn; ecnm no MUCTeYeHUU nepuvoaa MNpPUMEMa OT BCTPEYHOW CTOPOHbI He Oyaer
nosy4eHo Hu1 oagHoro naketa — RG-2400/RG-4400 pa3pbiBaeT coeguHeHme.

RTCP-XR — npw yctaHoBneHHom dnare byayT otnpasnsaTtbcs naketol RTCP Extended Reports B
cootBetcTBum ¢ RFC 3611.

0O6wme HacTpoiku npoduneii SIP

Ucnonb3zoeams STUN — npu ycTaHoBneHHom dnare ucnonbsyerca npotokon STUN (Session
Traversal Utilities for NAT) ans onpeaeneHua nybanyHoro agpeca ycTpoicTea (BHelwHero agpeca
NAT). PekomeHAayeTca UCMO/1b30BaTb AaHHbIM NPOTOKOA Npu paboTe ycTpolictBa Yepes NAT;

Adpec STUN-cepsepa — IP-agpec unu gomeHHoe ums cepsepa STUN, yepes ABoeTouMe MOXKHO
BBECTM a/IbTEPHATUBHbIN NOPT cepBepa (Mo ymonyanuto 3478);
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NHmepesan onpoca STUN-cepsepa, cek — MHTepBas, N0 UCTEYEHMN KOTOPOro OTNPaBAAETCA 3anpoc
Ha cepBep STUN. Yem meHblUe MHTEpPBaAN OMNPOCa, TEM Bbille CKOPOCTb PeaKkUuMn Ha U3MEHEeHUue
nybanyHoro aapeca;

Tatimep T1, mc — HTepBan mexay nocbinkoi nepsoro INVITE n BTOporo npu oTcyTcTBMM OTBETA Ha
nepebin B mMc, ana nocneayowmx INVITE (TpeTbero, 4eTBepToro M T.4.) AaHHbIM WHTEpBan
yBennumsaetca sasoe (Hanpumep, npu 3HadeHnn 300 mc, BTopoit INVITE byaeT nepesaH yepes
300 mc, TpeTuit —uyepes 600 mc, YyeTBepTbiit —yepes 1200 mc n T.4,);

Talimep T2, MC — MaKCMMabHbIN UHTEpPBan Ana nepenocbiikn He-INVITE 3anpocoB 1 oTBETOB Ha
INVITE 3anpocbl;

Talimep B, mc — obwuli malimaym nepeda4u coobweHuli INVITE 8 mc. [To ucmevyeHuu 0aHHO20
malimayma onpedesnsemcs, Ymo HanpassaeHue HedocmyrnHo. Mcnonezyemcs 004 02paHuU4YeHus
pempaHcaayuli coobweruli INVITE, 8 mom yucne 045 onpedeneHus 0ocmynHocmu

TpaHcriopm — BbI6OP NPOTOKO/1a A1 TPAHCNOPTUPOBKM coobLLEHNI NnpoToKoaa SIP.

Cnequd;uxaqug MOHO8 - Bbl60p CTpaHbl, AnAa onpegeneHna ncnoablyemoro Ha6opa TOHOB.

[na BCTynneHus B CUAY HOBOM KOHOMUIypauun U 3aHeCceHWA HACTPOEK B SHEpProHe3aBUCUMYIO

NamATb HAXXMUTe KHONKY «[lpumeHume». Jna oTMmeHbl N3MEHEHUN HaXKMmuUTe KHOMKY «OmmeHa».

2.7.3.5Modmento «lMpogpunu dialplan»

B nogmeHto «Mpoouau dialplan» MOKHO HacTpouTb NPOoPUAM BbI3OBA A/1A WCMONAb30BaHUA Ha

Pa3NNYHbIX HanpasaeHUAX.

Cnucok npodomnen dialplan

Homep npoduna dialplan MNpodpunu SIP
profile: 0
profile: 1
profile: 2

profile: 3

Bcero moxHo HacTpouTb 4 npoduns dialplan.

PedakmuposaHue npoguns dialplan
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PepaktuposaHue npoduna dialplan 0

Koneku

Koger 1

Konex 2

Konex 3

Konex 4

Kogek 5

Kopek 6

Kopex 7

Bpema naketuzagun G.711, mc
Bpema nakeTuaagum G.729, mc
Bpema naketusayuu G.723, mc
Bpema nakeTusauum G.726-24, mc
Bpema naketusauum G.726-32, mc
Tun Harpysku G.726-24

Tun Harpyaku G.726-32
MNepenaya dpakca W Mogema

MNepegaua Mogema
Kopek dhakca 1
Kopek dhakca 2
Kogewx chakca 3

MpuHumaTte nepexc e T.38

G.7T1a

G.729

G.711u

G.723

G.726-24

G.726-32

G.722

20

20

30

20

20

103

104

G.711a VBD

G.7T11a

G.711u

Bhik mkueH
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Kodeku

ﬂOI’IOI’IHHTEﬂthIE napameTpil

Mepenaua DTMF

Twn Harpyaku gna naketoe RFC 2833
WMcnonbaoeate obHapy#eHHe TULLWHLI
McnonkaosaTk axonogaeneHute
Bpema pucnepcum, me

MakcumaneHoe KoNMMYecTBD BLIZ0E0B
wutrep-Bydep

MWHMMANEHAA 330ep#Ea, MC

MakcumansHan 3a0epxKa, Mo

@akTop onTUMK3aUMKH Dychepa

Mopor HeMEeONEHHOro YOaNeHWA NaKeToB, MC

O AWMHAKOBEIR TMN HArPY3KKM ANA NPUEME M Nepenaqm
ABTOMATUUECKOE YCUNEHWE HA NpHEME

YpOBEHE YCUNEHWA NPUEMA

ABTOMATUUYECKDE YCUNEHKME HA Nepenave

YpoBEHE YCWUMEHWA Nepeiaun

RFC 2833

12

40

-~

-25 0b

-25 nb

e Kodek 1..7 — no3BosifeT BblIbpaTb KOAEKU U NOPAJOK, B KOTOPOM OHM ByayT MCNO/b30BaTbCA.

KogeK ¢ HauBbICWUMM MNPUOPUTETOM HY}KHO Mponucatb B none

HeobXoAMMO yKa3aTb XOTA 6bl OANH KOAEK:

Bbiknto4eH - KOAEK He UCMOoJib3yeTcs.
G.711a — ncnonb3oBaTb KogeKk G.711A;
G.711u — ucnonb3osaTtb Kogek G.711U;
G.723 — ncnonb3oBaTb Koaek G.723.1;
G.729 — ncnonb3oBaTb Koaek G.729.
G.726-24 - ncnonb3osatb Kogek G.726 co ckopocTbio 24 K6ut/c
G.726-32 - ucnonb3osath Kogek G.726 co ckopocTbio 32 K6ut/c
G.722 - ucnonb3oBaTtb Kogek G.722

«Kogek 1». [Ona pabortbl

e Bpemsa nakemusauuu — YANCNO MWANUCEKYHA, peyun B ogHom RTP-nakeTe (ans Kogekos G.711,
G.729, G.723 n G.726).

o Tun Hazpy3Ku - TUN AMHAMUYECKOM Harpy3ku ansa Kogaeka G.726-24 unun G.726-32 (pa3pelleHHble
AN UCNO/Ib30BaHUA 3HaYeHus — o1 96 go 127).
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lepedaya ¢hakca u modema

e [lepedavya modema — BbIBOP KOAEKaA, KOTOPbI ByAeT MCNOoNb30BaTbCA 41 Nepeaadm AaHHbIX Npu
AEeTeKTUPOBAHUU LWNO30M CUTHANI0B MOAEMa:

—  BbIK/OYEH — He AeTEeKTUPOBATb CUTHAIbI MOAEMA;
— G.711a VBD — uncnonbsoBatb Kogek G.711A B pexkume VBD;
— G.711u VBD — ncnonb3osatb Kogek G.711U B pexnme VBD.

B pexkmume VBD (Voice band data) wnto3 BbikAoYaeT AeTeKkTop akTuBHocTK peun (VAD), reHepaTop
KomdopTHoro wyma (CNG) M 3XOKOMNeHcaTopbl, YTO HeobXoAMMO MNPW YCTAaHOBJEHWUU MOLEMHOTIO
coeamHeHus.

/ Bbl6paHHblﬁ KoAdeK A0NXKeH 6bITb TaKXKe aKTUBEH B CNUCKe Pa3roBOpHbIX KOAEKOB.

e Kodexk ¢parkca 1.3 — no3Bonser BblbpaTb KOAEKM W MNOPAAOK, B KOTOPOM OHW 6yayT
MCNonb3oBaTbcA. KoAeK C HauBbICLIMM NPUOPUTETOM HYXKHO NponucaTh B none «Koaek dakxca 1».
Ona paboTbl HEOOXOANMMO YKa3aTb XOTA Obl OANH KOAEK:

—  BbIKnto4yeH — Kogek He Ucnosb3yeTcA.
— G.711a — ncnonb3oBaTtb Kogek G.711A;
— G.711u —wucnonb3oBatb KoaeKk G.711A;
— T.38 —ucnonb3osartb npoTokoa T.38.

/ Bce Koaekun ¢akca A0/MKHbI 6biTb pasHbimu! Kpome atoro npu Bbibope G.711a nau
G.711u COOTBETCTBYHOLMUA KOAEK [OMXKEH ObiTb AaKTUBEH B CNUCKE pPa3roBOPHbIX
KOAEKOB YCTPOMCTBA.

e [IpuHumame nepexod 8 T.38 — Npw ycTaHOBAEHHOM dare paspeLleH BXoAALWMN re-invite Ha T.38
OT BCTPEYHOTO LUJ1033;

MNapamempeor T.38

e Pasmep usbeimouyHocmu T.38 Redundancy — pobasneHue M3bbITOUHOCTM B NaKeTbl T.38, 3HaUYeHMe
COOTBETCTBYET KOJIMYECTBY NpeablayLLMX NaKeToB, KOTopoe AybanpyeTcs B KaXKg0M HOBOM NaKeTe
T.38. Takoi cnocob M36LITOYHOCTU MpeaHasHayeH B Cayvyae MOTepU MaKeToB Mpu nepegaye.
Hacmpolika docmynHa npu akmusauuu ¢aaza «[IpuHumams nepexod 8 T.38».

donoaHumenbHsle napamempeol

e [lepedaya DTMF — cnocob nepegaum curHanos DTMF:

— Inband — BHYTpMNONOCHas Nepeaaya;

— RFC2833 — cornacHo pekomeHgaumm RFC2833 B KauecTBe BblAe/IeHHOW Harpy3Ku B peyeBblx
naketax RTP;

— SIP info — nepegaya coobuieHunii no npotokoay SIP B 3anpocax INFO.

e Tun Haepy3Ku 014 nakemoe RFC2833 — Tun Harpyskum ans nepegaum naketos no RFC2833
(paspelueHHble AN MCNONb30BaHMUA 3HaYeHUa — oT 96 a0 127);
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e Ucnonszosameo O6Hpr)+(€HU€ MmuwuHbl — NMpn yCTaHOBZIEHHOM d)nare MCNoNb30BaTb OETEKTOP
TULWNHbI;

e Ucnonvzoeame sxonoodasneHue — rnpu ycmaHo8s1€eHHOM dmaee ucrionnezoeameo 3XOI70603/I€HU€,'

e Bpems oducnepcuu, mc — napamemp, no3soaarowuli 6opomscsa ¢ 3XoM, 8bi38aHHbLIM Oucriepcuel
peyesozo cuzHana. 3Ha4YeHUA napamempa U3MeHsSoMCca 8 npomexcymxke om 2 0o 128 mc.

e MaKcumasibHOe Koau4ecmeo 86130808 — 3TOT NapameTp MO3BO/AET YCTaHOBUTb OrpaHUYeHMe Ha
KOZIMYECTBO OAHOBPEMEHHbIX BbI30BOB Ha HanpaB/ieHUMU.

ummep-6ydep

e  MuHUManbHAA 300epPHCKa, MC — MUHUMA/IbHOE OXKMaaemoe BPems 3a4epPKKM pacnpocTpaHeHus
IP-naKeTa no cety;

e MakcumanbHaa 3a0epxKa, MC — MaKCMMa/lbHOE OXUAAaeMOoe Bpems 3aZePHKKM pacnpocTpaHeHus
IP-naKkeTta no cety;

e Gakmop onmumusayuu 6ygepa — napameTp, MCMNOAb3yYEMbIM AN ONTUMM3AUMK pasmepa
OKUTTep-bydepa. PekomeHayeTcs BbICTaBAATb ero 3HadeHue B 0;

e [lopoz HeMeldneHHO20 yOaneHUsA NAKemos, MC — MAKCUMaNbHbIA NPOMEXKYTOK BpemMeHU, yepes
KOTOPbIA MPOUCXOAMT yAaneHue pedyesbiX NakeToB U3 bydepa. 3HayeHMe AaHHOro napamertpa
60/blle UAN PaBHO MaKCMMabHOW 3adeprKKe (gonycTumble 3HadeHns oT 0 Ao 500, HO He meHee
3HaYeHMsA MakcumanbHoro bydepa axxutrepa);

e OO0uHaKosbIli mun Hazpy3Ku 014 npuéma u nepedaqu — NP yCTaHOBIEHHOM ¢dnare UCNo/1b30BaTb
OAMHAKOBbIM TUN HArpy3KK ANA NpUemMa 1 nepeaaydm;

e AsmomamuyecKkoe ycuneHue Ha Mpuéme — ecnn ¢Gnar yCcTaHoB/AEH, TO NPUHUMAEMbIA CUrHanN
byaeT ycuieH 40 33a4aHHOro YpoBHA (MaKCMManbHoe ycuneHue curHana +/- 154B), nHaue —
ycuieHue npousBoamMTbLCA He Byaer;

e YposeHb ycuneHus npuéma — onpeaenseT 3HauyeHUe YPOBHS, A0 KOToporo byaeTt ycunamsaTtbea
aHaNoroBbIl CUrHaN Npu Npueme (AoNycTMmbl 3HadYeHus -25, -22, -19, -16, -13, -10, -7, -4, -1 ab);

e AsmomamuyvecKoe ycusneHue Ha repedaye — ecnn dnaar ycTaHOB/EH, TO NepesaBaemblit CUrHanN
6yaeT ycuieH A0 33a4aHHOrO YpPOBHA (MaKcMManbHoe ycuneHue curHana +/- 154B), nHave —
ycuaeHue NponsBoguTbCs He ByaerT;

e YposeHb ycuneHus nepedayu — onpeaenseT 3HaYeHUe ypPoBHA, A0 KOTOpOro byaeTt ycunmeaTbea
aHanoroBbIli cCUrHan Npu Nepeaade (4oNycTUMBbI 3HadeHus -25, -22, -19, -16, -13, -10, -7, -4, -1 ab).

2.7.3.6 MoomeHto «lpynnbi 8b13080»

B nogmeHio «I’pynnbl Bbl30Ba» BbIMNOJIHAETCA ynpaB/eHWe rpynnamm BbiI30OBOB.

lpynnbl Bbi30Ba MNpeAHasHauyeHbl ANA BbINOJHEHUA QYHKUMIA UeHTpa 06paboTKM BbI3OBOB.

YcTpoiicTBOM noaaepskmsaeTcs 3 pexknma paboTbl rpynn Bbi30Ba:

e [pynnosoli (Group) — pexum, Npu KOTOPOM BbI3OB MOCTyMNaeT Ha Bce CBOHOAHbIE NOPTLI rPynmbl
ogHoBpeMeHHo. Mpu oTBETE OOHOrO M3 YYaCTHWKOB FPyMnbl, BbI30B Ha OCTaJibHble MOPTbI
npekpalLaercs;

e 3adepycaHHblli epynnosol (Serial) — pexXum, NpuU KOTOPOM BbI3OB MOCTynaeT Ha NepBbli
CcBOOOAHbIN B CMWUCKE Trpynnbl MOPT, 3aTeM 4Yepe3 OnpeaesieHHbI MPOMEXKYTOK BpPeEMEHMU
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(Talimaym ebi306a cnedyrouwje2o nopma) K oCHoBHOMy JAobaBnseTcs cnegyowmii cBo6oaHbIN B
cnucke nopT u T.4. MNpu oTBeTe O4HOrO M3 YYaCTHUMKOB TPYMMbl, BbI30B Ha OCTajbHble MOPThI

npekpauiaercs;

e [louckoeslli (Cyclic) — pexxum, npu KoTopom no Taiimayty (Talimaym esizo8a cnedyrouwe2o nopma)
nocnefoBaTtesibHO BblbMpaeTca CBOOOAHbLIA Y4Y4aCTHMK M3 cCOCTaBa rpynnbl M Ha 3TOT HoOMep
nepexoauT Bbi30B.

Mpynnbil BbI30Ba

Wms rpynnet
Group1
Group2
Group3
Groupd

Group5

Cratyc MNpodmne SIP Homep TenedoHa CocTase rpynnsl
x 1st profile
x 1st profile
x 1st profile
x 1st profile
x 1st profile

— WmsA epynnsl — Ha3BaHMWe rpynnbl BbI30BA;

— Cmamyc — cocToAHMeE rPynMbl BbI30Ba: BK/IOYEH, BbIK/IOYEH;

— [pogpunsb SIP —

SIP-npodunb, Ha3HaYEHHbIN rpynne Bbi30Ba

— Homep menegoHa — Homep TeniepoHa rpynnbl BbI30BA;

— Cocmae epynbl — CMUCOK IMHUI (NOPTOB), KOTOPbIE BXOAAT B rpynny Bbi30Ba.

[N BbINONHEHUA HACTPOEK rPynMbl BbI30Ba HAXKMWTE HA COOTBETCTBYIOLLYIO CCbIIKY B KOJIOHKe

«Hmsa epynnoi»:
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Pepaktuposats rpynmny

BKNHOYHTE

Mpotoune SIP 1st profile v
@&
WMma rpynnel Group1
- Homep TenedoHa
o
MmA Nonb30BaTens AnNA ayTEHTUDHEALMK
7

Maponk ANA ayTEHTHOUKALMKH
SIP-nopt 5060
Twn rpynnel Group v
Pa3Mmep ovepelM Bbi30Ba, C 10
TafimayT OTBETA Ha BbI30B, C 20

PaspelunTe NepexsaT BbI30Ba Ha rpynny Ci

Cocrtas rpynnel

INMHKA 1

JTuHKA 2

e BKa04UMb — NpU YCTaHOBNIEHHOM ¢1are UCMob30BaTb rpynny;

e [Ipogpuns — SIP-npoduab, Ha3HAYEHHbIA rpynne Bbi30Ba. HacTpoWKku Npoduns BbINOAHAOTCA B
pasgene «IP-menegoHus -> lpoghunu;

e Vma epynmnbl — NAEHTUOUKALMOHHOE UMSA TPYNNbl;
e Homep menegoHa — TenedpoHHbIN HOMep rPynnbl BbI30Ba3;

e UmA nonvzosamena 0414 aymeHmuguKayuu — UMA NONb30BaTeNA, KOTOPOE MCMOAb3yeTca AAA
ayTeHTMdUKaumm Ha SIP-cepBepe;

e [laponb 0219 aymeHmuguxkayuu — Naponb Ana ayteHTnduKaumm Ha SIP-cepsepe;
e SIP nopm — anbTepHaTuBHbIN SIP-nopT rpynnbl (No ymondaHutio 5060);
e Tum 2pynnsl —TUN rPynnbl BbI30Ba:

— Group — cuMrHan BbI30Ba NOAAETCA HA BCe NOPTbI B rpynne o4HOBPEMEHHO;

— Serial — KonnyecTso nopTOB, Ha KOTOpPbIE NOAaEeTCA BbI3bIBHOM CUrHan, yBean4mBaeTCca Ha
O4unH NO ncTtevyeHnmn Ta17|rv\ayTa Bbl30Ba C/ieAyloLlero nopTa;

— Cyclic — curHan Bbl30Ba Yepes MHTEpPBaa, PaBHbIN TaimayTy Bbl30Ba C/leadylolero nopTa,
nofaeTca No o4yepeau Ha KaxKablit nopT B rpynne. MNpu AOCTUXEHMM NOCAeAHEero nopra B
rpynne o63BOH NPOAO/IKAETCA BHOBL C MePBOro nopTa;

— Talimaym 8bi308a caedyrouje2o nopmad, ¢ — ONUMSA UCNOb3yeTcA rpynnamm Tuna «serial» u
«cyclic» n 3agaeT MHTepBan BPeMeHW B CEKYHAAX, Yepe3 KOTOPbIA OCYLLEeCTBAAETCA Bbi30B
cneaytouero/cneayowmx nopTos;
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— Pasmep o4yepedu 86130808 — HACTPOMKA MNO3BOAAET OrPaHUMYUTb MaKCUMasbHOE YUCNOo
HeoTBeYEHHbIX BbI30BOB B o4epeau rpynmnbl Bbi3oBa. MocTynuBLIMIA BbI30OB He CTaBMTCA B
ouepefp, €c/iv B rpynmne ectb cB060aHbIE NMOPTbI;

— Talimaym omsema Ha 8bI308, C — eCNu He ByAeT OTBETa Ha rpynmnoBoi BbI3OB MO UCTEYEHUN
AaHHOro MHTepBana BpemeHH, Bbi3oB cbpacbiBaeTcs;

— Paspewumbs nepexsam 8bI1308a HA 2pyrnny — NPW YCTAaHOBAEHHOM ¢nare paspelleH
nepexsat BbI30Ba, MNOCTYNMBLUEro Ha rpynny. lepexsaT Bbl30Ba BO3MOMKEH, TONLKO eCau
aboHeHTbI rpynnbl Bbi30Ba MPUHAAJ/EXKaT 040N rpynne nepexesaTta (CMoTpuTe B pasgene
2.7.3.7 NoameHio «Fpynnbl NnepexsaTa»).

— Cocmas epynrnbl — NpPW yCTaHOBNEHHOM ¢nare, nAnMHUA (nopT) 6yaeT BXOAMTb B COCTaB
OaHHOM rpynnbl BbI30Ba.

[na BCTYNAEHMS B CUNY HOBOW KOHOUIYpauMM M 3aHECeHMs HACTPOEeK B 3HEProHe3aBUCUMYLO
NamATb HAXKMUTE KHOMKY «[TpumeHumeo». na oTMeHbl USMEHEHMWI HAXKMUTE KHOMKRY «OmmeHa».

2.7.3.7 MNodmeHto «lpynnel nepexsamax»

MogmeHto «lpynna nepexeama» CAYKUT ANA HACTPOMKU NepexsaTa BXOAALWEro Ha NopT Wau rpynny
NopTOB BbI30Ba. Bcero MosKeT 6bITb CKOHGUIYPUPOBaAHO A0 4 pPas/IMYHbIX TPy Nepexsara.

lpynna nepexsaTta Bbi30Ba — rpynna aboHEHTOB, YNOJHOMOYEHHbIX MPUHMMATL (NepexBaTbiBaTb)
Ntobol BbI30B, HAaNpaB/eHHbIN Ha Apyroro aboHeHTa, BxoAAwero B rpynny. To ecTb KaxKAbli abOHEeHT,
NPUHaZNEXKAWMI Fpynne, MOXEeT NepexBaTUTb BbI30B, MOCTYNMBWWIM Ha Atoboro gpyroro aboHeHTa
OaHHOM rpynnbl nyTem Habopa Koga nepexsaTa. HacTpoliKa Kofa nepexsaTa OCYLLECTBAAETCA B NyHKTe
«lnaH Hymepaumn» noameHto «lpodunm SIP».

Mpynnel Nepexearta

NuHnga 1 NnHuR 2
@&
rpynna 1
- Ipynna 2
@ Ipynna 3
s Ipynna 4

Ona pobaeneHuns/yaaneHna AMHUM B ONpeaeeHHyo rpynny ycTaHoBMTe/CHUMUTE daar Ha NpoTMB
3aZ.aHHON rpynnbl.

[na BCTYNAEHMs B CUIY HOBOW KOHOUIYpauuM M 3aHECeHUs HACTPOeK B 3HEepProHesaBUCHMMYIo
NamATb HAXKMUTE KHOMKY «[TpumeHumeo». lna oTMeHbl USMEHEHMWI HAXKMUTE KHOMKY «OmmeHa».

Ucnonv3osaHue ycayau:

Ha TenedoHHbIN annapat aboHeHTa, NpMHaA/iexallero rpynne nepexsara, NocTynaeT Bbi3os. Ecan
aboHEHT He MOMKeT OTBeTUTb Ha BbI30B, TO APYro aboHEeHT, TaKXe NpUHaaNeKallmii 3Ton rpynne wu
MCNONb3YIOLWNI TaKol e npodunb SIP, MoMKeT nepexBaTUTb NOCTYNUBLUMIA BbI30B. [1A 3TOro OH A0NXKeEH
nocne noabema TpybKkM HabpaTb Kog nepexsaTa, Nociae Yero NpousoieT coeanHeHNe C Bbi3biBaOWMM
aboHeHTOM.
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ObpaTtnTe BHMMAHME, YTO NEPEXBaT BbI30BA BO3MOXKEH TOJIbKO B TOM C/ly4ae, eC/v Bbi3blBaeMbIi U1
nepexBaTbiBalOLWMI BbI30B aBOHEHTbI UCNObL3YIOT OAMH M TOT Ke SIP npodub.

I'pynna nepexsarta MOXET UCNOJ1Ib30BaTbCA COBMECTHO C rpynnoﬁ Bbl30Ba, A/1A4 3TOrN0 BCE NOPTHI,
npuHagnexawmue rpynne BbiaoBa, 40/IXKHbI NPUHAANEXKATb rpynne nepexsara. B atom Ccnyydae noboi nopt
ﬂpMHa,D,I'IE)'KaLLI,VIVI rpynne Bbi30Ba MOXET NepexBaTuTb Bbi30B, I'IOCTYI'IMBLLIMﬁ Ha rpynnosoﬁ HOMEpP.

Ecnn aboHeHT HabupaeT Kog nepexBaTa B MOMEHT, KOrda Ha rpynny He nocTynaeT HWU OAHOro
BbI30Ba, TO abOHeHTy byaeT BblaaH CUrHaN «3aHATOY.

2.7.3.8ModmeHro «lpechukcs! ynpasneHus [ABO»

B noameHto « Mpedukcol ynpasneHna ABO» HacTpamBaroTca Koabl, Habupaemble ¢ TenepoHHOro
annapaTta, AnAa akTMBauum uau geaktnsauum yenyr BO.

ABGOHEHT MOXKET YNpPaBAATb COCTOAHMEM YCAYr CO cBoero TenedoHHOro annapata. JOocTynHbl
cnepyowme GyHKUUK:

e aKTMBaUMA ycnyrn — * koa_ycnyru #;
e pOBEpPKa aKTUBHOCTU ycnyrn — *# Kog_ycnyru #;
e OTMeHa ycnyru - # Kkog_ycnyrn #;

Ona aktmeaumm ycnyr «besycnoBHas nepeagpecauus», «lepeagpecauma Bbi30Ba MO 3aHATOCTUY,
«Mepeaapecaunn no HeoTBeTy», «fopAYasn/Tennas NMHUA» TpebyeTca BBECTM HOMep TenedoHa:

* kop_ycnyrn * Homep_TtenedoHa #

Mocne BBOAA KOAa akTUBALLMM UM OTMEHbI YCIYTM aBOHEHT yCAbIWWUT curHan «loarsepskaeHue» (3
KOPOTKMNX CUrHaNa), KOTOPbIN FOBOPUT O TOM, UYTO YC/Iyra yCrelwHO akTUBMPOBaHa UM OTMEHeHa.

Mocne BBOAA KOZA MPOBEPKM YCAYrM abOHEHT MOMKET yc/blwaTtb Mbo curHan «OTBeT cTaHuUmM»
(HenpepbIBHbIN curHan), MMbo curHan «3aHATo» (KOpoTKMe ryakun). CurHan «OTBET CTaHUMMU» FOBOPUT O
TOM, YTO YC/Iyra BKAKOYEHA U aKTUBMPOBAHA, CUTHAN «3aHATO» — YC/Iyra BbIK/IOYEHa.

Mpedhukcel ynpasnenua OBO

C

Yenyrn OBO Kog akTMEaummn Kog peaktveauumn Koa nposepku ctaTyca ycnyrm
- BesycnoeHan nepeagpecauna < 2p " #20# #20#
= s ,

MNepeaapecaumns BeI30Ba NO 3aHATOCTH W29 " #21# H21#
7z oo .

MNepeaapecauns No HEOTBETY ) " #22# H22#

PazpewnTe NepexeaT BbI30BA Ha NOpT A 23 " #23# HIHH

FopAYaa/Tennan nuHuA J o4 " #24# #24#

CitmaaHue BeI30Ba J o5 " H#H25# H25#

He GecnokonTs < og H#H26# H26#

YnpasneHve aboHEeHTCKMM CepBUCOM
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o Ycnyeu [BO — cnucok ycnyr BO:

— be3ycnosHasa nepeadpecayusa — ycnyra, Npy akTMBaLMM KOTOPOI BCE BbI30BbI, MOCTYNMBLUME
aboHeHTy NnepeHanpasaATCA Ha 3aaHHbIN HOMeEp;

— [lepeadpecayusa 8bi308a Mo 3aHAMOCMU — yCcAyra, NpW aKTMBaLMM KOTOPOI BCE BbI30BbI,
NoCTynuMBLUME abOHEHTY, B C/ly4ae ero 3aHATOCTH, NepeHanpaB/ATCA Ha 3aZaHHbIN HOMep;

— [lepeadpecayua no Heomsemy — ycAyra, NPV aKTMBAUMM KOTOPON BCe BbI30BbI,
NocCTynuBlUME abOHEHTY NepeHanpaB/ATCSA Ha 3aJaHHbIN HOMep Npu HeoTBeTe aboHeHTa B
TeyeHue onpeaeeHHOro BpeMeH!;

— Paspewums nepexsam 6bI13080 HA NOopm — €CAW YyCAyra akTMBMpoBaHa aboOHeHTOM —
MOCTYMMBLUME Ha HEro BbI30Bbl MOTyT ObITb NepexBayeHbl ApPYrMmmn aboHeHTaMM 13 TOM Ke
rpynnbl Nnepexeara;

— [lops4as/mennaa AuHUA — NPW aKTMBAUWMWM YCAYrW, NoOcAe MOAHATUA TPYOKM uvepes
YCTaHOB/IEHHbIN WHTEPBAN BPEeMEHW MNPOUCXOOUT aBTOMATUYECKMI Habop 3a4aHHOro
HOMepa;

— OxmwudaHue 8bi308a — adKTBaUuuMA ycnyrm no3BosAeT a6OHEHTy B COCTOAHWUU pa3rosopa
nony4yatb yseaomsieHne O HOBOM nNOCTynuBLIEM BbI3OBE. ABOHEHT MmoXeT NMPUHATD,
OTKZIOHUTb NI UTHOPUNPOBATb ommp,arou.l,mﬁ BbI30B;

— He 6ecnokoums — ycnyra no3sonaer a6OHeHTy BPEMEHHO OrpaHN4YnNTb BCE BXoAAline
Bbl30BbI.

e K00 akmusayuu — Kog, ANA aKTUBALMM YCAYTY;
e KoO0 deakmusayuu — Koa, ANs AeaKTUBALUUM YCIYTu;
e K00 nposepku cmamyca ycayau — Koa, ANA KOHTPOAA aKTUBHOCTU YCAYTU.

/ Kopa peaktmBaumm U Koj NPOBEPKM CTaTyca YC/IYry 3ano/HAIOTCA aBTOMATUYECKN Ha OCHOBaHUM KOAA
aKTUBaUuu.

AN BCTyNAeHUA B CUAY HOBOM KOHOUIypauuu W 3aHECEHWA HACTPOEK B JHEProHesaBUCUMYIO
NamATb HAXKMUTE KHOMKY «lTpumeHumeo». Ina oTMeHbl USMEHEHUI HAXKMUTE KHOMKY «OmmeHa».

2.7.3.9 ModmeHro «CuzHabI 8613080 »

B noameHto «CUrHanbl Bbl30Ba» OCYLUECTBAAETCA HACTPOWMKa a/ibTePHATUBHOIO CUTHaANA MOCbIIKK
Bbl30Ba (KageHUMW) B 3aBUCMMOCTM OT 3HauyeHuMA 3aronosKa Alert-Info Bo Bxogallem Invite. 3HaveHue
KafeHUMM [ANA KaxkOoro CUrHana Bbi3oBa 3a4aéTca B BMAE NOC/Aef0BaTe/IbHOCTU Yepenylolmxcs
O/IMTENbHOCTEN MMMYAbCA W Nays, pasgeneHHblx cumeosom " uam ";". 3HayeHWe ANUTENBbHOCTU
MMmnyabca/naysbl 3343aeTCA B MU/IMCEKYHAAX W AOKHO BbiTb KpaTHO 100. MUHMMaNbHaaA AANTENbHOCTb

nmnynbca/naysbl coctasnset 200mc, makcumanbHas - 8000 mc.

Ona Toro 4ytobbl NpuBA3aTb ONpedeNéHHYI0 KadeHUMIO K 3HadyeHuio 3arosioBka Alert-Info Bo
BxoAsAwem Invite, HeobxogMmo B cooTBeTcTByoLWEeM npodune SIP akTMBMpoBaTh dnar «Obpabamsisams
3020/1080K Alert-Info», a B HaCTpPOMKax KafeHLMM yKa3aTb Ha3BaHMe cCUrHana B none «HaseaHue curHana»
(Hanpumep, Example-cadence). KageHuma 6yaeTr npourpaHa B JIMHUIO, €CIM BO BXxogsallem Invite
3arosnioBoK Alert-Info 6yaet umeTb 3HaueHue <http://127.0.0.1/Example-cadence>.

Ecnn KageHuua no 3aronoBky Alert-Info He HanpgeHa, 6yaeT npousBedeHa MOMbITKA HAWUTU
KaJeHUMIO Mo HOMepy Bbi3biBalowero aboHeHTa. MNpu OTCYTCTBUMUM Noc/iedHei BblaaeTcs CTaHAaPTHbIV
CUrHan BbI30OBa € KageHuuel "1000,4000".
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Tabnuua curHanos

HazeaHue curdana
Bellcore-dri
Bellcore-dr2
Bellcore-dr3
Bellcore-dr4

Bellcore-drs

KageHuuna

1000,4000

1000,3000

1000,2000

1000.1000

700,700,700,3000

OnAa pepaktnpoBaHmMA onpeaesieHHOro CMrHasia HaXXMuTe Ha COOTBETCBYIOLWYH CCbI/IKY B KOJIOHKe

«HazeaHue cuzHana».

[na nobaBneHns cMrHana HaskMuTe KHOMKY «J06aBUTb» U BbINOSHUTE Caeaytowme HacTPOMKM:

PenaktuposaTb cvrHan

HaszsaHue curHana Bellcore-dr1

KageHuna 1000,4000

" [pUMEHNTH ®x OTMeHa

e HassaHue cuzHana — vma CUrHana;

e KadeHuyusa — pAUTENbHOCTb NOAA4Yu BbI3bIBHOTO Hanps)KeHua Ha TenedoHHbI annapaTt U yepes
3anATYIO/TOMKY C 3anAaTol AAUTENbHOCTb May3bl MeXAy CcurHanamu Bbi3oBa, oba 3HaueHus
O0MKHbI 6bITb KpaTHbI 100 MC, MMHMMabHOE 3HaYeHne 200mc, MakcumanbHoe — 8000 mc;

[na BCTYNAEHUA B CUAY HOBOM KOHOUrypauuu M 3aHECeHWA HACTPOEK B 3HEepProHesaBUCUMYIO
NamMATb HAXKMUTE KHOMKY «[TpumeHumes». [11a OTMEHbl U3MEHEHWUIA HAXKMUTE KHOMKY «OmmeHa».

2.7.3.10 MoomeHro «Micmopus 86130808

B nogmeHto «cTopma BbI3OBOB» NPOU3BOAMUTCA HaCTpOVIKa BeaAeHNA XPOHO/10TMN BbI3OBOB.

MCTOPHH BEbI3OBOB
Pa3mep MCTOpWK BLI3OBOB
Nony4yuTe hain UCTOPUK BEI30BOB

OYWCTUTE MCTOPWHD BbI30BOB

MOCMOTPETE "UCMOPLK 8530608"

DAITTENTG S X OTMeHa

10

r* Cravats

e Pasmep ucmopuu 8bI130808 — MAKCMMaNbHOE KOAMYECTBO 3anuceit B KypHane. [uanasoH
A0NYyCTUMBbIX 3HaueHut ot 0 go 10000 cTpoK. 3HayeHue O OTKAOYAET BEAEHUE UCTOPUM BbI3OBOB.
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Mpn [OCTUNKEHMM YCTAHOBNEHHOIO OrpaHUYEHMA B KypHane Kaxaaa nocneayowas 3anucb
yA3NNUT CaMylo CTPYIO 3aMMCb B HaYase KypHana;

o Tonyuntb ¢paiin UCTopmun BbIZOBOB — AN1A COXpaHeHua daina voip_history Ha nokanbHom MK
HaXXMUTE Ha KHOMKY «CKavaTby;

e  OunCTUTL UCTOPUIO BbLIZOBOB — A1 OYUCTKM MUCTOPUM BbISOBOB HAXKMUTE HA KHOMKY
«OYyncTUTHLY.

[Onsa npocmoTpa MCTOpUKM BbISOBOB nepengute No ccbiike «llocmoTpeTb “uUcmopuro 86130808"»
( onncaHne MOHUTOPMHIa NapamMeTPOB NpUBeAeHO B pasaene MOHUTOPUHT CUCTEMbI)

Ona BCTynaeHusa B CUAYy HOBOW KOHPUIypaLMuM M 3aHECEHUS HACTPOEK B 3HEProHe3aBUCUMYIO
NaMATb Ha*KMUTE KHOMKY «[TpumeHuUms». [1na OTMeHbl U3MEHEHUI HaXXMUTE KHONKY «OmmeHa».

2.7.4 MeHio «IP-menesudeHue»

2.7.4.1NoomeHro «IPTV»

B noameHto «IPTV» BbINOJIHAOTCA HACTPOMKKN AnAa paboTbl cepBuca IP-tenesnaeHms.

HacTtpoiikn undpoBoro TeneBugeHus

BrntownTs IPTYV &

Bepcua IGMP 3 v
Nepvoanyeckoe oGHOENEeHWE NOANMCKN

Brniounte &

®

Mepwod oGHoBNeHna, ¢ | 30

ELICTPLIA ELIX0A N3 rPYNnkI

Bkntounte

N OB

Hactpo#ka VLAN ans IPTV

Mcnone3osate VLAN - &
VLAN ID 0

802.1P 0 v
HacTpolika HTTP-npoKcH

Brniouute ¥

MopT HTTP 1234

e  Brawouyums IPTV — npu ycTaHoBAeHHOM dnare paspelleHa TpaHcaauua curHanos |P-
Tenesngerunsa ¢ WAN-uHtepdeiica RG-2400/RG-4400 (v3 ceTn npoBaiaepa) Ha yCTPOICTBa,
noakntoUeHHble K LAN-uHTepdeicy (no Ethernet unu Wi-Fi);
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e Bepcua IGMP — Bepcua npotokona IGMP pns otnpasku IGMP-coobuweHuit ¢ WAN-
UHTepdelica (CoobOWEHNA aKTUBALMM WAM  LEaKTUBALUMM MNOAMMCKM Ha KaHanbl |P-
TenesuaeHun). Noaaep*nsatotca Bepcun 2 u 3.

[lepuoduyeckoe 0bHosneHUe NoAnNuUCKU

e BKawouyumbe — Npu BKAKOYEHHOW ONUMM MPOUCXOAUT nepuogmuyeckas oTnpaska ¢ WAN-
nHTepdelica coobLeHMN CoO CMMCKOM aKTMBHbIX IPTV-KaHanoB Ha BbIWIECTOALLUN cepBsep,
OCYLLECTBAAKOWMIA  TpaHCAAUMIO curHanoB IP-TeneBmaeHua. BratodyeHue  GyHKUUMU
nepuoamyeckoro O6HOBNAEHMA MNOAMNUCKM HeobxoAMMO, €ec/iv  BbIWECTOoALWMNN cepsep
OTKAtOYaeT TpaHcaaumio IPTV-KaHanoB yepes onpeaeneHHbI MHTepBaa BPpeMEHU;

e [lepuod obHosneHUsA, C — Nepuod, OTNPaBKU COOOLLEHWI CO CMMCKOM aKTUBHbIX IPTV-
KaHasoB, B CEKyHAAX. YCTAaHOBUTE BEIMYMHY Nepnosa obHOBNAEHMA B 3HAaYEHWNE, MEHbLLEE,
Yyem TaMMayT OTKAKYEHMA TPAHCAALMM CUTHANA BbILWECTOALLMM CEPBEPOM.

Bbicmpeili 8b1X00 U3 epynnbl

Bkaroyume — npu BKAKOYEHHOM OMNUMK, YMEHbLLAETCA 3a4eprKKa YCTPOMCTBA Ha MepektoyeHme
MeXay MHOroaapecHbIMM NOTOKamMK. He peKoMmeHAyeTca UCN0/b30BaTb AAHHbIN PeXUM, Koraa K
oaHomy nopty LAN noakntoueHo 6osiee 0g4HOro NPUEMHMKA rpynnoBoro Tpadumka.

Hacmpolika VLAN 90as IPTV

Ucnoneszosams VLAN — npu ycTaHoBAeHHOM ¢dnare Ucnosb3osatb Ana ycnyru IPTV BblaeneHHbIn
VLAN (Homep VLAN moxkeT coBnagatb ¢ Homepom VLAN ans ycayru UHTepHeT unum STB), nHaue —
ans IPTV 6ygeT ucnonb3oBaTbca WHTepdeinc ycayrm WUHTepHeT. ITa HacTpolika no3BonseT
onpeaenntb NHTepdenc ana npuéma rpynnosoro Tpaduka;

VLAN ID — nageHTuduKaumoHHbit Homep VLAN gna npnéma curHanos IP-TenesnaeHus;

802.1P — npusHaKk 802.1P (apyroe HassaHue CoS — Class of Service), ycTaHaBAMBaemblit Ha
ncxogAawme ¢ AaHHoro nHtepodelica IP-nakeTsbl. MpMHUMaET 3HauyeHna oT 0 (HM3WWi NpuopuTeT)
8o 7 (Hausbicwmii npuoputeT). Mcnonb3yetca B paboTe anropntmMoB obecneyeHWs KayecTsa
cepsuca (QoS).

Hacmpolika HTTP-npokcu

e Bknoyume — npu ycTaHoBAeHHOM dnare BrAtoueHa PpyHKuma HTTP-npoken. HTTP-npokcu
ocyuwiectsnseT npeobpasosaHne UDP-notoKa B noTok HTTP, ncnonbsytowmii npotokon TCP
(npoTOoKoN Hage)KHOM [AOCTaBKM MAKETOB), YTO MNO3BO/AET YAYYWMWUTb KA4YecTBo
TPaHCANPYEMOTro M306parkeHUA NPW MNOXOM KayecTBe KaHana CBA3M B JIOKA/IbHOW CeTU.
dyHKUMA nonesHa npu npocmoTpe IPTV yepes becnposoaHbIli KaHan Wi-Fi;

e [lopm HTTP — Homep nopta HTTP-npokcn, c KoToporo 6Oyaer oOcyLecTBAATbCA
TPAHCANPOBaHWE BUAEO-NOTOKA. WMcnonb3dyihte 3TOT NOPT A8  MNOAKAKOYEHMA K
TPaHCAMpPYEMbIM yCTPOWCTBOM RG-2400/RG-4400 notokam IPTV.

Hanpumep, ecnn RG-2400/RG-4400 vmeet Ha LAN-uHTepdeiice agpec 192.168.0.1, ana nopra
NpoKcK-cepBepa BbibpaHO 3HayeHMe 2345, n HeobxoanMMo BocCnpousBecTn KaHan 227.50.50.100,
TpaHcanpyowmincs Ha UDP-nopT 1234 — ana nporpammbl VLC agpec NoToKa HYXKHO 3a4aTb B BUAE:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

100
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Ona BCTYNAEHMs B CUY HOBOW KOHOUIYpauuM M 3aHECeHUs HACTPOeK B 3HEProHe3aBMCUMYLO
NamATb HAXKMUTE KHOMKY «[TpumeHumeo». Ona oTMeHbl USMEHEHUI HAXKMUTE KHOMKRY «OmmeHa».

2.7.4.2 [loOmeHro «STB»

B noameHto «STB» BbINOMHAOTCA HAcTpolikn BblgeneHHon VLAN ana pabotbl umudposoi
TeNeBU3NOHHOW NpucTaBku (Set-Top Box).

HacTpoiika eeigeneHHoro VLAN ona TB-npucTtaskn (Set Top Box)
BrNounTe STB &
Mcnone3osaTe VLAN - &
VLANID | 124
=
802.1P 0 v
r e
[na npusAsKuy NoKansHeX UHMep@elcos K cepsucy STB nepeddume Ha cmpaduuy "ToxansHsie
uHmepgeldcs - QyHKUUOHANBHOES HasHaYeHue".
e BKkawoyume STB — npu ycTaHOBAeHHOM dnare 6yaer BKAloYeH pexum STB  ans

COOTBETCTBYHOLMX NOPTOB B pasgene «JIoKasbHble MHTepd)eVICbI));

e Ucnonezosame VLAN — npu ycTaHoBAeHHOM ¢nare ucnonb3oBaTb AAA TB-npucTaBku
BblaeneHHbii VLAN (Homep VLAN moxeT coBnagaTs ¢ Homepom VLAN ans ycnyrn UHTepHet
unn IPTV), nHave 6yaet ocywectenseTca pabota STB 6e3 Tera VLAN BO BHeLLHel ceTy;

o UNdeHmugpukamop VLAN — Homep VLAN, KoTopblit byaeT Mcnonb3oBaTbCs ANA nepenayu
TpaduKa cepsuca STB ¢ untepderica WAN ycTponcTsa;

e 802.1P — npwusHak 802.1P (gpyroe HasBaHue CoS — Class of Service), ycTaHaBIMBaeMbIi Ha
nucxogalmMe c gaHHoro uHTepdeica IP-naketbl. MpuHMMaeT 3HayeHuAa oT O (HU3WWKiA
npuoputeT) Ao 7 (HauBbiCWKI npuopuTeT). Mcnonb3yercas B paboTe anroputmos
obecneueHuns KayecTBa cepsuca (QoS).

[Oob6asneHune noptoB LAN B cepsuc STB npomsBoanTca B NAUTKe «/l0KasbHble UHMepgelicbl» 13
pexuma bbicTporo KoHdurypmposaHusa yctpoictea. Ana yctpoincts ¢ Wi-Fi B cepeuc STB Takke MOXKHO
nob6aBuTb Touky goctyna 2.4 uam 5 Ty (uam obe cpasy). Mpu atom mexkgy WAN m LAN (WLAN)-
nHTepdelicom cepsuca STB co3aaétca MOCT 41 NPO3PAYHOro NPOXOXKAEHMA NAKETOB OT TB-npucTaBKM
yepes ycTpoMcTBO M obpaTHo. CnesyeT OTMETUTb, YTO B C/lyyae BKAKOYEHHOM onuuu «Mcnonb3osaTtb
VLAN» c nHtepdeiica WAN TpaduK yxoauT u NpUHUMaETca ¢ HacTpoeHHbim Terom VLAN, a Ha uHTepdelice
LAN (WLAN) — TpaduK HeTernpoBaHHbIi (Ter cHUMaeTca).

[na BCTYNAEHMA B CUAY HOBOW KOHOUIYpauMM M 3aHECEeHMA HACTPOEeK B 3HEProHe3aBMCUMYLO
NamMATb HAXKMUTE KHOMKY «[TpumeHumeo». Ina oTMeHbl USMEHEHMUI HAXKMUTE KHOMKY «OmmeHa».

2.7.5 MeHto «/loKanbHble UHMepgelicobl»

B MeHI0 «JloKanbHble MHTepdEChI» ANA Kaxaoro MHtepdeica yctaHaBanBaetca GyHKUMOHaAbHOe
HasHauyeHue.
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2.7.5.1ModmeHto « DyHKYUOHAMbHOE Ha3Ha4YeHue»

B nogmeHio «®DyHKUMOHaNbHOE HasHayeHuWe» ana Kaxgoro nopta LAN wm Wi-Fi nnHtepdeiica
yCTaHaBAMBAETCA TUN NPEeAOCTABAAEMOM YCAYIU.

DYHKUMOHaNbHOE HasHaJYeHue

LAN 1 HMHTEpHET v

LAN 2 WMHTEpHET v

LAN 3 STB v

LAN 4 8TB v

Wi-Fi24TTy 8TB v

WIi-FI1 51Ty STB v

*® OTmeHa

V B TeKywieit Bepcuu MO anA noKanbHbIX MHTepPPENCcoB MOXKHO BbiGpaTb TUN cepBuca UHTepHeT,
STB nnu nonb3oBatenbckue VLAN. Mpu 3TOM Ha KaxKAablii NOKaNbHbIN MHTepdeic paspeLuaerca

TpaHcnAuMA curdHanos IP-TtenesnaeHusa npu BKAOYEHHOM GyHKUuM IPTV.

Tun cepsuca UHTepHeT 03HayaeT, YTo ¢ gaHHoro LAN-nopTa 6yAeT ocywecTBAATLCA BbIXO4 B CETb
NHTepHeT; TMn cepBuca STB — paHHbIi LAN-nopT npeaHasHayeH A/1A MNOAKJAKYEHUA TeneBU3NOHHOM
npuctaBkun (Set-Top-Box). Mpu atom nopt UHTepHeT coeamHeH ¢ WAN-uHTepdpeicom ogHOMMEHHOM
YyCAyrn 4yepes mapupytusauuto, a nopt STB coeanHeH ¢ WAN-uHTepdencom ycnyrm STB uyepes moct
(Tpaduk npoxoamt npospayHo ¢ WAN Ha LAN 1 o6paTHO).

WAN-uHTepdelic ycnyrn STB HacTpanBaeTca B pasgene 2.7.4.2 MogmeHto «STB».

Ha yctpoictBax RG-2402G-W, RG-2404G-W, RG-4404G-W wn RG4402GF-W Tun cepsuca 3aaaércs
TakKe ana uHtepoeincos Wi-Fi — otgenbHo gna 2.4 n 5 Ty, Tun cepBuca VMIHTEPHET 03HA4YaeT, YTo C
paHHoro Wi-Fi-uHtepdeica yepes mapLupyTU3aLmio OCyLLEecTBAAETCA A0CTyn B MHTepHeT; TMn cepsuca
STB — paHHbIn Wi-Fi-uHtepdeic BkntoueH B mocT STB 1 npo3payHo coeamHéH ¢ WAN-uHTepdeincom sTok
ycnyru.

Takum o6pasom, yctpoictso cepumn RG-2400/RG-4400 obecneumBaeT BO3MOMKHOCTb BbIXOAa B
NHTepHeT M NOAKNIOYEHUA TeNeBU3MOHHOW MNPUCTABKM KaK MO MNPOBOAHOMY KaHajy, Tak W 4epes
becnpoBogHoe nogxntoueHne no Wi-Fi B 1tobom ananasoHe 4acTor.

[na BCTynneHus B CUAY HOBOM KOHOMIypauuM M 3aHECEeHWA HACTPOEK B 3HEProHe3aBUCUMYIO
NamATb HAKMUTE KHOMKY «[pUMeHUTbY. [1nA OTMEHbI U3MEHEHUI HaXKMUTE KHOMKY «OTMeHa».

2.7.6 MeHro «Cucmema»

B meHto «Cuctema» BbIMNONHAOTCA HACTPOWMKM CUCTEMbI, BPEMEHM, AOCTyrna K YCTPOMCTBY Mo
pas3/IMYHbIM MPOTOKO/MAM, MPOU3BOSMUTCA CMeHA Napons U obHOBJEHME MpPOrpammHoro obecrneyeHus
yCTpOMCTBa.
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(NTP).

2.7.6.1odmeHto «Bpemsa»

B nogmeHto ((HaCTpOVIKM BpemMeHn» BbIMNOJTHAETCA HaCTDOVIKa NPOTOKOJ1a CUHXPOHU3aLMN BPEMEHU

®

*

N

HacTponku BpemeHn

Yacosol noAc Moscow, Russia v

ABTOMaTHYECKWA nepexoa Ha neTHee/ L4
JUMHEE BREMA

MNepexoa Ha NeTHee BpeMA - v - v - v
B - v - v
MNepexoa Ha 3UMHee BpeMA - v - v - v
Bl - v - -
Casur BpeMeHn (MUH.) 60

BrntounTe NTP &

CepBep CHHXPOHM3aLMM | pool ntp org -

Hacmpoliku spemeHu

Yacoeoli noAc — no3BOMSET YCTAaHOBUTb YacOBOM MOAC B COOTBETCTBMM C BAMNKAWLLIMM
ropogom B Bawwem pervoHe v3 3a5aHHOrO CNMCKa;

Asmomamuyeckuli nepexoo Ha semHee/3umHee spemMs — Npu ycTaHosneHHom dnare byaet
nepexos Ha sneTHee/3umHee Bpema 6yaeT BbIMOSHATLCA ABTOMATMUECKM B 3aAaHHbIN
nepuoa BpemMeHu:

lMepexod Ha nemHee 8pemMs — AeHb, KOr4a BbINONHATb NEPEXos, Ha NeTHee Bpems;

Mepexod Ha 3uMHee 8pemMs — AeHb, KOrAa BbINOMHATL NEPEXO Ha 3MMHEE BPeEMS;

Cosue epemeHu (MUH.) — Nnepuoa BPeMeHW B MWHYTaX, HAa KOTOPbIA BbINOMHAETCA CABWF
BPEMEHMU.

BKkawoyums NTP — ycTaHoBuTe ¢nar, eciM HeobxoAyMO BKAKOUYUTb CUHXPOHMU3ALUMIO
CUCTEMHOTro BpeMeHW yCTPOICTBa ¢ onpeaeneHHoro cepsepa NTP;

Cepsep cuHxpoHusayuu — IP-agpec/AomeHHOE MUMA cepBepa CUMHXPOHW3AUUU BPEMEHM.
Bo3morKeH py4YHOV BBOZ aZpeca cepBepa Uau BbIbop 13 crimcka.

[na BCTYNAEHMs B CUIY HOBOW KOHOUIypauum M 3aHeCceHWA HACTPOEeK B 3HEpProHe3aBUCUMYIO
NamMATb HAXKMUTE KHOMKY «[TpumeHume». s OTMeHbl USMEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

2.7.6.2MoomeHro «Jocmyn»

B noameHto «JlocTyn» HacTpanmBaeTcsa AOCTyn K ycTponcTey nocpeactsom WEB-uHTepdeiica, Telnet
n SSH, a Tak*Ke 4ocTyn no npoTokony FTP K HaKonuTento, nogknto4eHHomy K nopty USB.
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|_|D|CJTI::I A0CTYNA
Mopr HTTP B0
Mopr HTTPS 443
Maopr Telnst 3

MNopr 535H 2

JocTyn K ycnyre "MHTEpHET"

Web
Brewwrr cete @ HTTP
Noxanssar cste @ HTTPR
Telnet
BHEWHAR CETe
Moxanesar cete &
55H

BaEWrRR 5T

Mowanesar cste &

DocTyn K ycnyre "VolP"
Web HTTF

Telnst

[¥r]
(2]
L

HocTyn K ycnyre "MHTepdeic ynpaeneHua"
Web HTTP
Telnst

S5H

HDocTtyn K USB
Brewmrs oo
Noxanesas cete o
PaspelUMTE BOCTYN SHOHMMEOMY NOMs30SaTemo o

F5.3|:EI.IJII'ITE 2AMACE AHROHRMBEOLTY MONBE30EATENKD

HTTPS

W HTTPS

HTTPS

HTTPS
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Mopmei docmyna

B gaHHOM pasgene BbINOHAETCA HacTpoliKa tcp-nopToB ana cepsucos HTTP, HTTPS, Telnet, SSH.

e [lopT HTTP — Homep nopTa A8 Aoctyna K web-nHtepdeicy ycTpoiictea no npotokonay HTTP,
no ymon4yaHwuto — 80;

e [opT HTTPS — Homep nopTa Ana goctyna K web-nHTepdeicy yctpolicTBa No NPOTOKONy
HTTPS (HTTP Secure — 6e3onacHoe NoAKAYeHMe), No yMmoa4aHuo — 443;

e [lopt Telnet — Homep nopTa Ans AocTyna K yCTpoicTBy no npotokony Telnet, no
yMOANYaHuo — 23;

e [lopT SSH — HoMep nopTa ANA A0CTYNa K YCTPOMCTBY MO NPOTOKOy SSH, no ymonyaHuio — 22.

Mo npoTokonam Telnet n SSH ocylecTBAseTcA 4OCTYN K KOMaHAHOM CTpoKe (KoHcoAb linux).

docmyn K ycay2e uHmepHem

Ons  nonyyeHWs [oCTyna K YCTPOMCTBY C  UHTEpPdENCOB YCAYyrM MHTEPHET YyCTaHOoBUTE
COOTBETCTBYHOLLME Pa3peLLeHUs:

Web, BHellHAs ceTb:

e HTTP — npu yctaHoBneHHOM ¢nare paspelweHo noakntodeHne K Web-koHdurypatopy
ycTpoiictea yepe3s WAN-nopT no npoTtokony HTTP (Hebe3sonacHoe noakAo4YeHue);

e HTTPS — npwu yctaHoBAeHHOM ¢nare paspeweHo noakntoyeHne K Web-KkoHdurypatopy
ycTpolictBa yepes WAN-nopT no npotokony HTTPS (6e3onacHoe noakAoYeHume).

Web, BHyTpeHHsAA ceTb:

e HTTP — npu ycTtaHoBneHHOM d¢nare paspeweHo nogkatoveHne K Web-koHdurypatopy
ycTpoiicta yepes LAN-nopT (unm yepes becnpoBoaHyto Touky goctyna Wi-Fi) no npotokony
HTTP (Hebe3sonacHoe NoAKNtOYEHNE);

e HTTPS — npu ycTaHoBneHHOM dare paspelleHo nogxaoveHne K Web-kKoHburypatopy
ycTpolictBa yepes LAN-nopt (nnm yepes 6ecnpoBoaHyto Touky goctyna Wi-Fi) no npoTtokony
HTTPS (6e3onacHoe nogkaoueHue).

Telnet:

Telnet — npoToKon, NpeaHasHayeHHbI ANA OpraHu3auMu ynpasaeHus no cetu. [lossonser
YOANEHHO NOAKAOYMUTBLCA K LWO3Y C KOMMbIOTEPa A1 HaCTPOWMKM U ynpaB/aeHuA.

[ns paspelleHunsa A0CTyna K yCTpoicTBy no npoTokony Telnet ns BHewHen (Yepe3s WAN-nopt) mau
BHyTpeHHei (yepes LAN-nopt wuau bHecnpoBoaHyto Touky pgoctyna Wi-Fi) cetm ycTaHoBUTe
cooTBeTcTBYlOWME daru.

SSH:

SSH — 6e30nacHbIit MPOTOKOA YAANeHHOro ynpasiaeHus ycTpouctBamu. B oTamume ot Telnet
npoTtokon SSH wudpyeT Becb TpaduK, BKAOYAA NepesaBaemble NAPOM.

[Ons paspelleHUs A0OCTyna K yCTPOMCTBY Mo npotokony SSH mn3 BHewHen (4epe3s WAN-nopt) uau
BHyTpeHHei (yepes LAN-nopt wuau bHecnpoBoaHyto Touky pgoctyna Wi-Fi) ceTu ycTaHoBuTe
cooTBeTCTBYlOWME daru.
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Locmyn K ycayze VolP:

B faHHOM pa3gene ocylecTBAAETCA HACTPOWMKa goctyna K uHtepdeiicy ycnyrm VolP (uHtepdelic
ycayrmn VolP HacTpamBaeTca Ha cTpaHuue IP-TenedoHma — HacTpoiika cetun) yepes WEB (npoTtokonbl HTTP
unn HTTPS), a Take no npoTokonam Telnet m SSH. Ons paspeweHna AocTyna no Kakomy-nMbo u3
YKa3aHHbIX NPOTOKO/0B YCTaHOBUTE COOTBETCTBYIOLWME daaru.

Jocmyn K ycayee uHmepgelic ynpasaeHus:

Pasgen no3BosiseT HAcTPOUTb AOCTYN A/s YNpaBAeHMA YCTPOMCTBOM, MCNOb3ys MPOTOKOAbI http,
https, telnet nnam ssh. Hactpoika uHTepdelica nponsBoaMTCs Ha CTpaHULe cuctema — vlan ynpaBneHus.
Onsa paspelleHns foctyna no Kakomy-Mbo M3 yKasaHHbIX NMPOTOKO/IOB YCTaHOBUTE COOTBETCTBYHOLME
dnarn.

‘ Ona astopusauum no npotokosam Telnet U SSH no ymonyaHuo MUCNOAbL3YIOTCA UMA

V nonb3osatens admin, naponb — password. Mocne aBTOpU3auMUKN CTaHET AOCTYNHA KOHCOJb

onepauyMoHHOM cuctembl Linux ¢ BO3MOXHOCTbIO MCNO/Nb30BAaHMA OCHOBHbIX KOMAaHA
KOMaHAHoro uHtepnpertaropa shell.

Hocmyn k USB:

B maHHOM pasgene OcCylecTBASAETCA HAacTPOMKa AOCTyna K YCTPOWCTBY, NoAK/ItodeHHomMmy K USB-
nopTy, No npoTtokony FTP.

OnAa paspelweHma goctyna K nogkatdeHHomy USB-ycTpoiicTBy no npotokony FTP 3 BHelHel
(uepe3s WAN-nopT) unmn BHyTpeHHen (4epe3 LAN-nopT mam 6ecnpoBofHyto TouKy aoctyna Wi-Fi) cetu
yCTaHOBUTe COOTBETCTBYOLWME dnaru.

[na paspeweHna [ocTyna aHOHMMHOMY NO/b30BaTeNto K MoaKkntoveHHomy USB-ycTpoiicTey
ycTaHoBuTe daar «PaspelmnTb 4OCTyN aHOHUMHOMY NO/1b30BaTENIOY.

[na paspeweHnsa 3anmMcu AaHHbIX Ha USB-ycTpOMCTBO aHOHMMHOMY MOJIb30BATENO0 YCTAaHOBMUTE
dnar «PaspewwmnTb 3aNMCb aHOHMMHOMY NO/Ib30BATENIOY.

[na BCTYNAEHUA B CUAY HOBOM KOHOUIypauuu M 3aHECeHWA HACTPOEK B 3HEepProHesaBUCUMYIO
NaMATb HAXKMUTE KHOMKY «[TpumeHumes». [11a OTMEHbl U3MEHEHUIA HAXKMUTE KHOMKY «OmmeHa».

2.7.6.3ModmeHro «KypHan»

MoameHo «XKypHan» npefHasHAYeHO AJ/1A HACTPOMKM BbIBOAA PaA3HOrO pPoga OT/IAA0YHbIX
COObLEHNI cUCTEeMbl B Lenax obHapy)KeHua npuumH npobnem B paboTte ycTpoictsa. OTnagouHyHo
MHPOPMaLMIO BO3MOKHO MOJTYYUTb OT CAeAYIOLWMX NPOrPaMMHbIX MOAY/1ei YyCTPOMCTBa:

e MeHeaep TenedoHUU — oTBeYaeT 3a paboTty dyHKUMI IP-TenedoHnMN.
e CUCTEMHbIN MeHeaKep — OTBEYAET 32 HACTPOMKY YCTPOMCTBA cornacHo daiiny KoHdurypaumm.

e MeHegaep KOHPUrypaLmmM — oTBeYaeT 3a paboTty ¢ danom KoHoUrypaumm (YTeHue u 3anuch B
KOHUr-dbainn 13 pasiMuHbIX UCTOYHMKOB) U C6OP MHPOPMALIMN MOHUTOPUHIA YCTPOKCTBA.
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AypHAN TenegoHuI

Brieog ®#ypHana OTknwyeHo v

&
Owmiku

pH
Npegynpexgeiua

=
OTnagoyHas HHGopMagns

g

MHfopMaLnaHHbie cooBlerna

¥YpoBeHe TpaccuposkK SIP

}KYDHEIJ'I CUCTEMHOIO MeHexepa
Bris0g #ypHana OTKNIYEHD v
Owmbku
Mpeaynpesaeina
OTnagoyHan uidopmauma

MHdopmaunoHHbie coobwyenna

AypHan meHeqxepa KoHpurypaymm
Buigog ¥ypHana OTENIYEHD r
Ownbru
MpegynpesaeEHna
OTnagoyHas HHGopMaLns

IHopMaLHOHHEIE CoobWEHHA

HacTtpoiika Syslog
BrntounTh
Pestoam
Agpec Syslog-cepaepa

MNopt Syslog-cepaepa

HypHan menedoHUU

e Bblg0d #ypHaAaAa — HanpaBieHWe BbIBOAA COOBLLEHMI KypHana:
—  OMmKA0YEHO — }KYPHAN OTK/IIOYEH;

— Syslog — coobuieHnn BbIBOAATCA MO MNPOTOKOAY syslog Ha yaaneHHbit cepsep nnbo B
JIOKanbHbIM $ainn (HacTpoiKa NPOTOKO/1A OCYLLECTBAAETCA HUXKE);

— KoHconb — coobuieHna BbIBOSATCA B KOHCOJIb YCTPOWCTBA (HEOBXOAMMO MOAKAtOYEHME
yepes nepexoaHnk COM-nopra);
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— Telnet — coobweHuna BbiBOAATCA B telnet-ceccuto; ans aToro cHavana HeobxoAMMO €O34aTb
noAKAtoYeHne no npoTokony telnet.

Huke HacTpanBaeTcs TMN COOBLLEHM, BbIBOAMMbIX B *KYpPHan TenedoHuu:

OwubKu — yctaHoBUTe daar, ecim HeobxoANMMO BbIBOAUTb COOOLEHNA TUNA « ONOKNY;

lMpedynpexcdeHua  — ycTtaHoBuTe dnar, ecanm HeobxoAMMO BbIBOAUTb COOOLLIEHUA TuMa
«[TpedynpexcoeHusn»;

Omnaodoy4yHaa uHgpopmayua — ycTaHoBuTe nar, ecnn HeobxoAMMO BbIBOAMTb OTNAA0YHbIE
coobueHus;

UHpopmayuoHHble  coobujeHua — yctaHoBuTe nar, ecam  HeobxoAMMO  BblBOAWUTHL
MHPOPMaLMNOHHbIE COOBLLEHUS;

YposeHb mpaccuposku SIP — 3apaéT ypoBeHb BbiBOAA CO0b6LWEHUN cTeka SIP-meHeakepa
TenepoHUn.

HypHan cucmemHo20 meHeoxepa

Bb1800 #(ypHAAa — HanpasaeHWe BblBOAA COOBLLEHWI KypHana:
—  OMKA0YEeHO — }KypPHan OTKNIOYEH;

—  Syslog — coobuieHuns BbIBOAATCA NO NPOTOKOAY syslog Ha yaaneHHbIl cepsep 1Mbo B
NOKaNbHbI palin (HacTpoliKa NPOTOKO/A OCYLLECTBASETCA HUMKE);

— KoHconb — coObLEeHMA BbIBOAATCA B KOHCO/Mb ycTpoicTBa (Heobxoammo
noAkaoyeHne Yyepes nepexogHnk COM-noprta);

— Telnet — coobueHuns BbiBOAATCA B telnet-ceccuto; gns 3Toro cHavana HeobxoaMmo
€034aTb NOAKAOYEHME MO NpoToKoAy telnet.

HuKe HacTpamBaeTcA TN COOBLLEHMIA, BbIBOAVMBIX B }KYPHa CUCTEMHOIO MeHeaAKepa:

OwubKu — ycTtaHoBuTe dnar, ecniv He0b6Xo0AMMO BbIBOAUTL COOBLLEHMA TUNA «OWNOKNY;

MpedynpexcdeHus  — ycTaHoBuTe ¢nar, ecanm HeobxoAMMO BbIBOAUTbL COOOLWEHUA Tuna
«[pedynpexcdeHun»;

OmnadoyHaa uHgpopmayua — ycTaHoBuTe dnar, ecin HeobxoAMMO BbIBOAWUTL OT/NaAO04Hble
coobueHus;

VHpopmayuoHHble  coobujeHus — ycTaHoBMTe ¢nar, ecam  HeobxoaMMO  BbIBOAWUTL
MHPOPMaLMOHHbIE CO0bLEHMS;

MypHOA MeHeOMepa KoHgpuU2ypayuu

Bbl800 #(ypHanAa — HanpaBaeHWe BblBOAA COOBLLEHWIA }KypHana:
—  OMKA0YEHO — KypHaN OTKOYEH;

— Syslog — coobuieHna BbIBOAATCA MO NPOTOKOAY Syslog Ha yaaneHHbli cepBep anbo B
NIOKanbHbI ¢pann (HaCcTPoMKa NPOTOKONA OCYLLECTBASAETCA HUKE);

— KoHconb — coobuweHna BbIBOAATCA B KOHCO/Ib YCTPOWMCTBA (HEOOXOAMMO NOAKAOYEHUEe
yepes nepexogHnk COM-noprTa);
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— Telnet — coobuieHunA BbiIBOAATCA B telnet-ceccuio; ans 3Toro cHavana HeobxoAMmo co34aTb

NnoAKAto4eHMe No npoTokony telnet.

Huke HacTpanBaeTcs TN COOBLLEHMI, BbIBOAMMbIX B }KYPHaN MeHeaKepa KOHPUrypauuu:

OwubKu — yctaHoBUTe Ppaar, ecim He0O6XOANMO BbIBOAUTb COODOLLEHMA TUMA «OWNBKNY»;

lpedynpexcdeHus — ycTtaHoBuTe ¢nar, ecim HeobxoAMMO BbIBOAUTbL COOBOLLEHMA TMNa
«[TpedynpexcoeHusn»;

Omnado4yHaa UHGopmayua — ycTaHosuTe daar, ecim HeobxoaMMO BbIBOAUTL OT/Nag0uHble
coobueHus;

UNHpopMayuoHHble coobujeHus — ycTaHoBuTe dnar, eciu HeobXoAMMO BbIBOAWUTbL
MHPOPMaLMOHHbIE COOBLLEHUS.

Hacmpolika Syslog

Ecan xoTa 6bl OAMH M3 KypHanoB (meHegyKepa TenedOHUW, CUCTEMHOTO MeHeaXKepa WAn
MeHeaKepa KoHOUrypaumm) HacTpoeH gna BbiBoga B Syslog, Heobxogumo BKAOUMTL Syslog-areHTa,
KOTOpbl ByaeT nepexBaTbiBaTb OTN3A0YHblE COOOLLEHMA OT COOTBETCTBYIOLLENO MEHeaMKepa MU
OTNPaBAATb UX MMBO Ha yAaNEeHHbI cepBep, MMBO COXPaHATb B IOKaNbHbIN dalin B popmaTe Syslog.

B

Bkawo4ume — npw ycTaHoBAeHHOM dnare 3anyueH Syslog-areHT;
Pexcum — pexkum paboTbl Syslog-areHTa:

CepBep — MHbOPMaLMSA KyPHaNOB OTNPaBAAETCA Ha yAaNeHHbIl Syslog-cepsep (3TOT pexxkum
Ha3bIBAETCA «yAa/NIeHHbIN XKYPHaN»);

JlokanbHbIV $aitn — nHGopmMauus KypHaI0B COXPaHAETCA B SIOKaibHOM daitne;

Cepsep n ¢ann — nHPopmauma KypHasoB OTNPABAAETCA HA yAaneHHbl Syslog-cepsep m
COXPaHAETCA B IOKasibHOM daline.

[anee B 3aBUCMMOCTM OT pexkuma Syslog-areHTa LOCTYMNHbI HACTPOMKM:

Apnpec Syslog-cepsepa — IP-agpec nnn gomeHHoe uma Syslog-cepsepa (Heobxoamumo ans
pexuma «CepBep»);

MopT Syslog-cepBepa — nopT gns BxogAwMmMx coobuweHunii Syslog-cepsepa (No ymonyaHuio
514, Heobxogumo ans perxkmma «Cepsep»);

Uma daitna — uma danna ana xpaHeHus KypHana B popmate Syslog (Heobxoammo ans
pexunma «daiin»;

Pasmep ¢daiina, Kb — makcumanbHbI pasmep daiina KypHana (HeobxoAMMO ANA perrnma
«Dariny).

2.7.6.4ModmeHro «llaponur»

nogmMeHHo « I'Iaponm» YCTaHaB/IMBAOTCA napoaun AocCTtyna AOMUHUCTPATOpPa,

HENPUBUNIETUPOBAHHOIO NON1Ib30BATENA U Ha6ﬂIOAaTeﬂFI.

YcTaHOBNEHHbIE NAPOM UCMONBL3YIOTCA ANA JOCTYNa K ycTponctey Yepe3 WEB-uHTepdelic, a Takxke
no npoTtokosam Telnet n SSH.
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MNpun Bxope yepes WEB-uHTepdenc agMmmuHucTpatop (naponb Mo ymonyaHuto: password) nmeet

NOJIHbIA A0CTYN K YCTPOWCTBY: YTEHME M 3anucb tobblX HACTPOEK, NOJIHbIA MOHUTOPUHI COCTOAHMA
ycTpoicTBa. HenpueBuaernpoBaHHbIi Nonb3oBaTeb (Napo/ib Mo YMOIYAHUIO: USer) MMeeT BO3MOMKHOCTb
BbIMNOJIHUTL TO/IbKO CETEBble HACTPOMKM (KpOMe HacTPoeK NogKatodeHus K MHTepHeT) u HacTpoliku Wi-Fi,
MMeeT AO0CTyNn K MOHWTOPWHIY COCTOSIHMA ycTpolicTBa. Habnlogatenb (naposb No ymonuyaHuio: viewer)
MMeeT BO3MOXHOCTb TO/IbKO MPOCMaTpMBaTbh KOHOUrypaumio M AaHHble MOHUTOPWHra ycTpoictea 6e3

BO3MOXHOCTU BHOCUTb Kakne-anbo M3meHeHus.

/ NorvH agpmunuctpatopa: admin
JloruH HenpuBMNErMPOBAHHOrO NONb30BaTeNA: User
Norux Habngatena: viewer

Mapone agMmuHucTpaTopa (admin)

MNapone

MNoaTeepkaeHue

Mapont HENPUBWUNEMMPOBaHHOMO NOMb30BaTENs (User)

Mapone

TMoATBEPHAEHUE

Mapone HabnwogaTtens (viewer)

MNapone

MNoaTeepkaeHue

Maponb aAMUHUCTPATOPa — B COOTBETCTBYIOLLME NOASA BBEAUTE Napo/b agMUHUCTPaATOpPa U
noATBepAUTE ero;

I'Iop,TBepm,u,eHme napona - B cooTBeTCTBYHOLMNE nonA BBeauTe naposab
HenpmuBuMUNEermMpoBaHHOrro Nosib3oBatena N noarsepauTe ero.

[na BCTynneHus B CUAY HOBOM KOHOMIypauum M 3aHeCceHUA HACTPOEK B JHEpProHe3aBUCUMMYIO

NamATb HAXXMUTE KHONKY «[lpumeHume». Jna OTMeHbl N3MEHEHUN HaXkKmuTe KHOMKY «OmmeHa».

2.7.6.5ModmeHto «YnpasneHue KoHgpuaypayueli»

B nogmeHio «YnpaBneHue KOHOUrypaumein» BbINOAHAETCA COXpaHeHMEe U O0BHOBAEHME TeKyllein

KOHUrypauum.
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®aiinbl KoHUrypayumn

Moy4nTE apXMe KOHMIypaLmm c ~* CradaTb
ycTpoicTea

3arpyanTe apxnB KOHMrypaumMn Ha BiGepuTe gaiin | aiin He BoiGpan

yCTpPOWCTBO
& 3arpysuTb
COpoc Ha 3aBOACKME HACTPORKKM E

[onyyeHue KoHgpu2ypayuu

YT06bl COXpPaHUTb TEKyLy KOHUrypaumio YCTPOMCTBA Ha JIOKa/IbHbIN KOMMNbIOTEP, HaXXmuTe
KHOMKY «CKayaTtb».

Ob6Hos1eHuUe KoHguypauyuu

e 3azpy3ums apxus KOHguaypauuu Ha ycmpolicmeo — BbIOOP COXPAaHEHHOIO Ha /IOKa/ibHOM
KomnbtoTepe daiina KoHourypaumn. Ons 06HOBNEHUSA KOHOUTYPaALUM YCTPOMCTBA HaXKMuUTe
KHOMKY «Bblbepute dainn», ykaxute ¢dan (B dopmaTe .tar.gz) U HaKMUTE KHOMKY
«3arpy3unTb». 3arpy*KeHHaa KOHPUrypaums NPUMeHAETCA aBTOMATUYECKN Be3 nepesarpysku
yCTpoicTBa.

e (Cbpoc Ha 3a800cKkue HacmpoliKu — ana cOpoca YCTPOMCTBA K HAaCTPOMKam Mo YMOAYAHUIO
HaXmuTe KHonKy «Cbpoc».

2.7.6.6 [MoomeHro «O6HosneHue MO0»

MNogmeHto «O6HoBNeHUe MMO» NpegHa3HayYeHo ANA OGHOBNEHWUA yNpaBAAOLWEN MUKPONPOrpaMmmbl
yCTpolicTBa.

OGHoBMNeHWe NporpammMHoro obecneyeHns

AkTHMEHEA Bepcua MO (Tekywan sepena N0)

OGHoaneHus M0 Makxe 00CmynHsl Ne a0pecy:

feltex.nsk.ru/downioads

Daiin abHoeneHns NO BeiGepnTe ain | Pain He BuidpaH

IMpu 6o3epame Ha eepcuro 1.13.X U HUXKeE, KOHhU2ypauus ycmpoticmea Gydem cOpoweHa Ha 3a800CKy0!

e AKmueHaa eepcusa [10 — Bepcua nporpammHoro obecneyeHusa, YCTaHOB/IEHHOTO Ha
YCTPOWCTBE;

o [lposepumb 06HOB/EHUA — KHOMKa A8 MPOBEPKW Noc/ieaHein Bepcun MporpammHoOro
obecneyeHna. C NomoLLbio 3Ton GYHKUMKM Bbl mokeTe BbICTPO NPOBEpPUTb HalMuMe HOBOM
Bepcun nporpammHoro obecrneyeHma M B c/Aydae HeoBXOAMMOCTM BbIMOMHUTL €ro
obHoBNEHME.

DOns paboTtbl pyHKUMM NpoBEPKU 06HOBNEHUA HEO6XOAMMO Hannume Bbixoga B UHTepHer.

O6HOBUTL NporpammHoe obecneyeHne YCTPOMCTBA MOMKHO TaKsKe BPY4HYIO, NMpeaBapuTesibHO
3arpysus ¢dann NO c canta https://eltex-co.ru/support/downloads/ n coxpaHus ero Ha KomnbloTepe.
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[ns 3Toro Haxkmute KHonKy «Bbibepute dan» B none dalin ob6HosneHus 10 n yKaxute nyTb K dpaiiny
ynpasastoLLein nporpammsl B popmarte .tar.gz.
[na 3anycka npouecca 06HOBNEHMA HEOBXOAMMO HarKaTb KHOMKY «3arpysuTb ¢ain». Mpouecc
06HOB/IEHWNA 3alMET HECKO/IbKO MUHYT (O ero TeKyluem cTaTyce ByAeT yKasaHo Ha CTpaHuMLe), noc/ie Yero
YCTPOMCTBO aBTOMATUYECKM NepesarpysmTcs.

l ) | He oTKnlouaiite nUTaHKe yCTPOMCTBA, He BbINONHANTE ero nepesarpysKky B npouecce
e o6HoBneHus MNO.

2.7.6.7 MMoomeHio «[llepe3azpy3Ka»

B nogmeHto «lMepe3sarpyska» BbINOMHAETCA NepesanycK ycTpoicTaa.

Mepesarpyska ycTpolcTea

< Nepesarpy3ka

[na nepesarpysku ycTPOWCTBa HamMUTe Ha KHOMKy «[Mepesarpy3utb». lpouecc nepesarpysku
YCTPOWCTBA 3aHMMAET NPUMEPHO 1 MUHYTY.

2.7.6.8Mo0meH0 «ABMOKOHU2ypuposaHue»

B noameHio «ABTOKOHOUIypUpOBaHWE» BbIMOJNHAETCA HAcTpoiKa anroputma DHCP-based
autoprovisioning (aBToKOH$UrypmnposaHMe Ha ocHoBe npoTokosa DHCP) u npoTokona aBTOMATUYECKOro
KOH}UrypmpoBaHMa aboHeHTCKNxX ycTpoictes TR-069.
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ABTOKOHMIYpUpOBaHWe Ha ocHoBe npoTokona DHCP

MpHOPHTET NaPaMETPOBE W3
Kokchury pauma
AgToMaTHYeC koS 0OHOBNEHUE
DN KOHGWTYDaLMM
HTepean oOHOBNEHWA KOHDWIYDALMM, C

Mporpammyce obecnevyeHus

ABTOMaTHYECKDE OOHOBNEHWE
dann NO

WuTepsan obHosnetuA MO, ¢

DHCP options v
Mepuoguyecky v
300

Mepuoguyecky v
3600

ABTOKOHpUIypHpoBaHWe no npoTtokony TR-069

Obwwpe
BrouuTh knwedTa TR-DES
MuTepdeic
Afgpec cepeepa ACS
BKMIOUMTE NEPHOZHYECKHA ONPOL
Mepwog onpoca, ©
3anpoc coeguiennn c ACS

MMA nonesoeaTens

Mapons
3anpoc CoeOWHEHWA © KMWEHTOM

ma nonezoearens

Mapons
HacTpoikm NAT

Pestum MAT

Appet STUN-cepeepa

MopT STUM-<cepeepa
MUHWMANEHEIR NEPUEE CNpOCE, ¢

MEKCHMANEHEIR NEPWO] ONPOCE,

<o

Intemet v

http:ifupdate.local 9595/

60

acs

admin

STUM '
stun.local

3478

a0

60

(titp(http)./idownload. sener. loc/config_file.cfg)

(titp(http)/idownlcad. server. loc/fimware. file)
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ABMOKOHU2ypUposaHuUe Ha ocHose npomokosaa DHCP:

Mpuopumem napamempos u3 — faHHbIM NapameTp onpeaenseT, oTKyAa HeobxoaMMo B3ATb
Ha3BaHMA K pacnosoxeHne danaos KOHOUIypaLMnM N NPOrpPaMMHOro obecneyeHua:

Static settings — nytMu K ¢annam KoHoUrypaumMm W nporpammHoro obecnevyeHus
onpeaensaloTca COOTBETCTBEHHO M3 napameTpoB «®daiin KoHourypaumm» n «Paiin MNO»;
noapobHee paboTy anropnTma cMoOTpUTE B pasgene 5;

DHCP options — nytm K d¢atnam KoHburypaumm wn nporpammHoro obecneyeHus
onpegenatotca us DHCP onuuit 43 1 66 (ana atoro HeobxogmMmo ana ycayrm UHTepHet
BblbpaTb npoTokon DHCP); noapobHee paboTy anroputma CMoOTpuUTe B pasgene 5;

AsmomamuyecKkoe obHossneHuUe — ans 0bHoBAEHUA KoHPUrypaumm m MO oTAENbHO MOXKHO
3aJaTb OAMH U3 HECKO/IbKUX PEXUMOB OBHOBEHUS:

BblknoueHo - aBTOMatTMyeckoe O6HOBAeHMEe KoHUrypaumm UAM  NPOrpPaMmMHOro
obecneyeHunsa yCTPOMCTBA OTK/THIOYEHO;

MNepuognyecku - aBTOOOHOBAEHME KOHPUIYpaUUM UAM MPOrPaMMHOro obecnevyeHus
yCTpoMncTBa byaeT Npon3BoaMTCA Yepes 3aJaHHbI MPOMEIKYTOK BPEMEHMU;

Mo pacnucaHuWio - aBTOOOHOBJ/IEHWE KOHOUIypauum WAM NPOrpammHOro obecrneyeHus
yCTpoiicTBa byaeT NpoM3BOANTCA B 3a4aHHOE BPEMS, B YKa3aHHble AHU Heaenun.

®aliin KoHepu2ypayuu — NOAHLIN NyTb K daliny KoHoUrypauum — 3agaétca 8 popmate URL
(Ha maHHBLIM MOMEHT BO3MOXHa 3arpy3ka ¢danna KoHdpurypauum no npotokonam TFTP u
HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

roe < server address > — agpec HTTP- unu TFTP-cepBepa (gomeHHoe ums uau IPv4),
< full path to cfg file > — nonHbI NyTb K paiiny KoHUrypaLMmn Ha cepBepe;

MHmepean o06HOoBAEHUA KOHU2ypayuu, ¢ — NPOMEXKYTOK BPEMEHW B CeKyHZaX, uyepes
KOTOPbIN ocyliecTBAseTCcA nepuoamyeckoe ob6HoBAEHME KOHOUIypaL MK YyCTPOCTBa; BbIGOp
3HayeHua 0 03HaYaeT 0gHOKpaTHOEe 06HOB/IEHME TOIbKO CPa3y NocC/e 3arpy3ku YCTPONCTBa;

Bpems obHosneHus ¢halina KoHgueypayuu - Bpems B 24-4yacoBom ¢opmaTte, B KOTopoe
6yaeT Npon3BOAMTCA aBTOOBHOBAEHNE KOHPUIypaLmy;

JHU 06HOB7EHUA KOH(U2ypauyuu - OHW Heaenu, B KOTopble B 3agaHHoe Bpema byaet
NpoOV3BOAMUTLCA aBTOOOHOBEHNE KOHUIypaL .

®alin 10 — nonHbIN NyTb K paiiny nporpammHoro obecneveHmsa — 3agaétcsa B popmate URL
(Ha gaHHbIM MOMEHT BO3MOKHa 3arpy3Ka ¢aiina MO no npotokonam TFTP u HTTP):

tftp://<server address>/<full path to firmware file>

http://<server address>/<full path to firmware file>

roe < server address > — agpec HTTP- unu TFTP-cepBepa (aomeHHoe umsa unu IPv4),
< full path to firmware file > — nonHbIi NyTb K dhainy MO Ha cepBepe;

UHmepean obHosneHusa 10, ¢ — NPOMEXKYTOK BpPEMEHM B CeKyHZaX, 4yepes3 KOoTopblii
OCYLLECTBAAETCA Nepuoanyeckoe 06HOBAEHWE NPOrpamMHOro obecnedyeHma YCTPOWMCTBA;
Bblbop 3HauyeHMAa O O3HayaeT OAHOKpPATHOe OOHOBAEHME TO/IbKO Cpa3ly MOCae 3arpysku
YCTPOWCTBa;

Bpemsa obHoesneHusA MO - Bpems B 24-yacoBom dopmaTe, B KoTopoe 6yaeT Npom3BoAMTCA
aBTOOHOHOB/IEHME NPOrPAMMHOTO obecneyeHus;
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e [lHu obHosneHusa 1O - AHW Hedenu, B KOTopble B 3aflaHHOE Bpemsa byaeT Npou3BoAUTLCA

aBTOO6HOBNEHME NporpammMHOro obecneyeHus.

[eTanbHoe onucaHue anroputma aBTOMaTUYecKoro O6HOBAEHMA Ha ocHoBe npoTokona DHCP
CMoOTpuTe B pasaene 5.

ABMmOKoH@uU2ypuposaHue no Nnpomokxoay TR-069:

Obuwue:

BKkaouums KaueHma TR-069 — npw yctaHOBAEHHOM ¢dnare paspelleHa paboTta BCTpOEHHOro
KAneHTa npoTtokona TR-069;

UHmepdghelic — Bbibop nHTepdelica ana pabotbl Nno npoTtokony TR-069. Ecam Ha wniose
BKAtoYeH wuHTepdeiic VLAN ynpasneHus, To paHHaa VLAN aBTomatuuyecku byaet
MCNo/ib30BaTbCA AN1A paboTbl Mo npoTokoy TR-069. HacTpolika Bbibopa nHTepdeica byaet
3a6/10KMpOBaHa;

Adpec cepsepa ACS — apgpec cepBepa aBTOKOHOUIrypupoBaHusA. Agpec Heobxoaumo
BBOAMTb B popmate http://<address>:<port> nnun https://<address>:<port> (<address> —
IP-agpec nnn pomeHHoe umsa ACS-cepBepa, <port> — nopt cepsepa ACS, No ymonyaHuio
nopt 80). Bo BTOpOM C/ay4ae KNMEHT byaeT ncnonb3osatb 6e3onacHblii npoTokon HTTPS
ans obmeHa uHdbopmaumeinn c cepsepom ACS. ACS-cepeep ¢upmbl Eltex no ymonyaHuio
Mcnoab3yeT 4na ceasm nopt 9595;

Bkaro4yume nepuodu4vecKuli onpoc — nNpw yCTaHOBEHHOM diare BCTPOEHHbIN KaneHT TR-069
oCyLLecTBAAET nepuoamnyveckmin onpoc cepsepa ACS ¢ MHTepBanom, paBHbiM «[lepuody
onpoca», B ceKkyHAax. Llenb onpoca - O0OHApPYXUTb BO3MOMHble W3MEHEHUs B
KOHObUrypaLmm ycTponcTaa.

3anpoc coeduHeHus ¢ ACS:

Uma noneszosamens, lapoab — vmA NOAb30BaTeNA M NAPOAb ANA AO0CTYyNa KaneHTta K ACS-
cepsepy.

3anpoc coeduHeHUs € KAUeHMOoM:

Umsa nonvzosamensd, lNlapoanb — uma Nonb3oBatena U naponb ana gocryna ACS-cepsepa K
KnneHty TR-069.

Hacmpoliku NAT:

Ecnan Ha

NyTU Mexay KAMeHTOM 1 cepsepom ACS nmeeT mecTo npeobpasoBaHuMe CeTeBbIX aApecoB

(NAT — network address translation) — cepsep ACS MOMeT He WMMEeTb BO3MOXHOCTb YCTaHOBWUTb
COeAMHEHME C K/IMEHTOM, €C/IM He WCNOo/b30BaTb OnpedeneHHble TeXHONO0rMM, MO3BOAAIOWME 3TOro
n3bexKaTb. ITU TEXHONOMMU CBOAATCA K OMPEeAeNeHUI0 KAMEHTOM CBOEro TaK HasblBaemoro nybanyHoro

agpeca (agpe

ca NAT uam no-gpyromy — BHELIHEro agpeca L33, 3a KOTOPbIM YCTAHOBJ/IEH K/WEHT).

Onpenenvie cBOM Nyb6/MYHBIN aApec, KAWEHT coobLiaeT ero cepsepy, M cepBep B AajbHelwem ans

YyCTaHOB/1EHUA

coegunHeHnA C KIMEHTOM UCMOJIb3YET YXKe He ero JIOKaNbHbIM agpec, a I'IY6ﬂW-IHb|f;1.

Pexcum NAT — onpezenser, KakKum 06pasom KAMEHT JOJ/IKeH NOAy4YuTb MHGOPMALMIO O
cBOEM NyH/MYHOM agpece. BO3MOXKHbI Ciefyrolme pexnumbl:

STUN — ncnonb3osaTtb npotokon STUN gns onpegenexHns nybanyHoro agpeca;
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— Manual — py4Hoit pexxkum, Korga nybaMyHbIn agpec 3a4aeTcs ABHO B KOHGUIypaLUum; B 3TOM
peXKMme Ha ycTpoicTse, BbinoaHaAwoWeMm ¢yHKUMM NAT, Heobxoammo Ao6aBuTb Npasuio
npo6poca TCP-nopTa, ucnonbayemoro KameHtom TR-069;

— Off — NAT He ucnonb3yeTcA — AaHHbINA PEXUM PEKOMEHAYETCA UCMOb30BaTb, TO/IbKO KOraa
YCTPOWCTBO NoakAtodeHo K cepsepy ACS Hanpamyto, 6e3 npeobpasoBaHUA ceTeBbIX
afpecos. B aTom ciyyae nybanyHbIl agpec coBnazaeT C JI0KabHbIM aZpeCcoOM K/AMUEHTa.

Mpu BblbOpe pexkuma STUN Heobxoammo 3agaTh caeaytolme HaCTPOMKuU:

— Adpec STUN-cepsepa — IP-agpec nnm gomeHHoe uma STUN-cepBsepa;

— Mopm STUN-cepsepa — UDP-nopt STUN-cepBepa (no ymonyaHuio 3HauyeHue 3478);

— MuHumaneHeil nepuod onpoca, ¢ U MakcumansHbili nepuod onpoca, ¢ — ONpenensatoT
WHTEPBAN BPEMEHM B CEKYHAAX A/1A OTNPABKM Nepuoamyeckmx coobueHunii Ha STUN-cepsep
C uenbto obHapyKeHuA nameHeHus nybamnyHoro agpeca.

Mpu BbibOpe pexkuma Manual nybaNYHBIN aapec KANEHTa 3343eTCA BPYYHYIO Yepes napameTp
Aodpec NAT (agpec Heobxoanmo BBoAnUTb B dopmarte IPv4).

/ Ona KoppeKTHoW pabotbl ¢ ACS-cepsepom 3a NAT muMHUManbHbl nepuog onpoca STUN-
cepBepa A0/KeH 6biTb MeHblue, YeM MaKCcUMmanbHoe BpemA coxpaHeHus ceccun NAT-
YCTPOMCTBOM.

Mo npoTtokony TR-069 BO3MOMHO NPOM3BECTU MOAHOE KOHUIYpUpOBaHUE YCTPOWCTBA,
obHoBNEHWE nporpaMmHoOro obecneveHus, YyteHne nHdopmauum ob ycrpoinctee (Bepcua MO, moaens,
CEePUIiHbIN HOMEpP M T.4.), 3arpy3Ky M BbIrpy3Ky Lienoro ¢ainna KoHGUrypaumm, yaaneHHyo nepesarpysky
ycTpoiicTea (noaaep»aHbl cneundukaumm TR-069, TR-098, TR-104).

[nAa BCTynAeHUs B CMAYy HOBOM KOHOMIypauunm M 3aHECeHMA HaACTPOEeK B 3HEProHe3aBUCUMYIO
NamMATb HAXKMUTE KHOMRY «[IpumeHuUmMs». Ina oTMEHbl U3MEHEHUIA HAXKMUTE KHOMKY «OmmeHa».

2.7.6.9NodmeHto «MUIHmepdghelic ynpasraeHuUa»

MeHt0 No3BONAET HACTPOUTb CETeBOM MHTepdenc ANA OopraHM3auumM ynpaBieHUA YCTPOMCTBOM,
ncnonbaya npoTtokonsl HTTP, HTTPS, Telnet u SSH.
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WHTepdelic ynpasneHns

BrniouuTe uHTepdbeic ynpaenedus ¥

Tun gocTyna Tagged v
VLANID | 20

8021P | O v

MpoTokon DHCP v

AneTepraTtueneii Vendor 1D (onuua 60)
Whdbopmauus aresta DHCP Relay (Onuuwa 82)
Mepeuutbiil OMS

Bropuuteii DMNS

Bkaw4yumbs uHmMepghelic ynpaseneHUs — NPU  yCTaHOBAEHHOM ¢nare ynpaBaeHue
YCTPONCTBOM MPOU3BOAUTCA Yepes AaHHbIN MHTepdeiic,

Tun docmyna — 3a4aeT peXxnum paboTtbl UHTepdeiica:

Tagged — paHHble nepeaatotcs UHTepdelicom ¢ ncnonb3oBaHmem 3agaHHoro VLAN ID;
Untagged — paHHble nepepatotca MHTepdenicom 6e3 ncnonb3osaHma VLAN.

VLAN ID — naeHtudumKaTop AN BblgeneHna nutepdeinca B BUPTYanbHYHO IOKaNbHYIO CETb;

802.1P — npwusHak 802.1P (apyroe HasBaHue CoS — Class of Service), yctaHaBAnBaemblit Ha
ncxogAawWmMe c AaHHoro uHTepodeiica IP-nakeTbl. lMpuMHMMaeT 3HayeHua oT 0 (HM3WWIA
npuopuTeT) Ao 7 (HaMBbICLINIK NPUOPUTET);

MpoToKon — BbIGOP NPOTOKOAA Ha3HaYeHUA agpeca Ha MHTepdeic:

Static — pexkum paboTbl, Npu KoTopom IP-agpec 1 Bce HeobxoamMmble HacTpolikn Ha WAN-
NHTepdelic HasHadvaeTcsa BpyYHyto. Mpu BbiboOpe TMNA «Static» Aaa pesakTMPOBAHMA CTAHYT
OOCTYNHbI cneaytowme napameTpbl:

IP-agpec —ycTaHOBKa IP-agpeca nHTepdeinca ynpasaeHus;

Macka noaceTv — macka noaceTtun nHtepdeica ynpasneHus;

Wno3 no ymonyaHuto — IP-agpec ceTeBOro W33 MO YMOJYAHWUIO MHTepdeica
ynpasneHus;

MepsuyHbIn DNS, BTopuuHbii DNS — IP-aapeca DNS-cepsepoB, HeobxoauMmbIX ANs
paboTbl MPOTOKO/JIOB  ABTOKOHOUIYpUPOBAHWMA  LW/O3a, HACTPOMKA  KOTOPbIX
Npon3BOAMUTCA Ha cTpaHuLe Cuctema — ABTOKOHOUIYpUpOBaHHUe.

DHCP — pexum paboTbl, npu KoTopom IP-agpec, macka noacetn, agpeca DNS-cepsepos u
Apyrve napameTpbl, Heobxoaumble ana paboTbl MHTepdeitca (Hanpumep, cTaTUYecKue
MmapupyTbl), 6yayt nonyyeHsl ot DHCP-cepBepa aBTomaTuyecku. Ecam ot nposaiaepa He
yAaétca nonyyumtb agpeca DNS-cepsepoB, Bbl moXKeTe HasHayuMTb MX BPYYHYO B MOANAX
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«MepBnyHbIN DNS» 1 «BTOopuyHbIn DNS». Appeca, 3agaHHble BpYyYHyo, 6yayT mmeTb
npuopuTeT Hag agpecamu DNS-cepBepos, nonyyeHHbIMK NO npoToKoay DHCP.
Ons npotokona DHCP nmeeTtcs BO3MOXHOCTb 3a4aTb HeobxoamMmoe 3HauyeHue onuuii 60 u

82.

AnbTepHaTueHbIi Vendor ID (onuusa 60) — npu ycTaHoBAeHHOM diare yCTpOICTBO
nepenaér 8 DHCP-coobuweHunsax B onuum 60 (Vendor class ID) 3HauyeHue m3 nons
Vendor ID (onuwms 60). Mpu nyctom none onuma 60 B coobuieHmax npotokona DHCP
He nepepaérca.

Ecan dnar AnemepHamueHsili Vendor ID (onyus 60) He ycTtaHoBnAeH — B onuun 60
nepegaeTca 3HaYeHue No yMmoa4YaHuio, KOTOpoe MMEET caeaytowmnii popmar:
[VENDOR:npoussogutens][DEVICE:Tmn ycTpoiictea][HW:annapaTHas Bepcus]
[SN:cepuiinbii  Homep][WAN:MAC-agpec wuHTepderica WAN][LAN:MAC-agpec
uHtepdelica LAN][VERSION:Bepcus nporpammHoro obecneyeHus]

MNpumep:

[VENDOR:Eltex][DEVICE:RG-2404G-W][HW:1.4][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:DO][LAN:02:20:80:a8:f9:4b][VERSION:# 1.15.2.58]

NHpopmauus areHta DHCP Relay (onuma 82) — npu yctaHoBaeHHOM diare nossosseT
£ob6asuTb B8 DHCP 3anpoc:

= WpeHTnduKatop uenu areHta (Onuma 82) — nossonsetr aobasutb B DHCP
3anpoc onuuto 82, nogonumio 1 - Agent Circuit ID;

* WpeHTUdUKaTop ypaneHHoro areHta (Onuyma 82) — nossonsetr gobaBuTb B
DHCP 3anpoc onuuto 82, nogonuuto 2 - Agent Remote ID.

Cnucok ncnonbayembix DHCP onumii Ha Kaxkaom ceteBom nHTepdelice (Internet, VolP,
Management) MOXHO 3agaBaTb BpPy4YHylo. MHOpMauMa MO HACTPOWMKe Crnucka B
npuaoKeHuun B.

[na BCTynneHus B CUAY HOBOM KOHOMUIypauuM U 3aHeCeHWA HACTPOEK B SHEpProHe3aBUCUMYIO
NamMATb HAXKMUTE KHOMKY «[IpumeHUmMs». AnAa oTMEHbl U3MEHEHWIA HAXKMUTE KHOMKY «OmmeHa».

2.7.6.10 MoomeHro «Cepmughukameoi»

CepTtudumkatsl
Twvn OBLWwee UMA OpraHnsaums
KopHeBOW cepTUdUKaT 192 168.1.1 Eltex
KNueHTCKUi cepTUDMEaT 192.1658.1.1 Eltex
WEB-cepTMbuEaT 192.168.1.1 Eltex Ent

MoameHto «CepTdMKaTbl» MO3BOMAET MPOCMaTPMBaTb, CKauMBaTb M 3arpyaTb Ha YCTPOMCTBO
cepTudUKaThl 419 UCNONb30BAHNA B 3aLLUMLLEHHbIX COeaMHeHMAX TLS.
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KopHeBoi cepTudukar
CepTudmkar
CepuiHbIl Homep  CAOF F8:.C4:A3:CCAC4F
Hepencteutened oo 16.06.2017
HenencteuTeneH nocne  16.06.2018
Wmsa nonyyaTens
Ofwee uma  192.168.1.1
OpraHusaumus  Eltex
JononuuTensHele QOMeHHEIE agpeca  —
LieHTp aBTOpH3aLMK
Ofwee uma  192.168.1.1
OpraHusaumus  Eltex
OnepauuK ¢ cepTHgHUKaTOM
CKa4aTb CepTUIDHKAT C YCTPOMCTBa * CkavaTb
3arpy3uTb cepTMUKET Ha YCTPOACTBO BuibepuTe caiin | Paiin He Boibpan

KopHeBoi cepTUdMKAT MCNONb3YeTCA ANA NPOBEPKM MOAJNMHHOCTM CEPTUOUMKATOB Mpu
coeaMHeHUAX. IToT cepTUdMKaT A0MKeH bbiTb NOANNCaH LEHTPOM aBTOPU3aL MM,

CepWuiiHblii HOMEpP — CepPUIHbIN HOMep BbiIbpaHHOro cepTuUdUKaTa;

HepeicteuteneH oo — garta Havana gencremns ceptuduKkaTa;

Heﬂ,eﬁCTBMTeneH nocne — Aata OKOHYaHUA AEﬁCTBMH CepTMd)MKaTa;

MmAa nonyyatena -—
[ononHuTenbHble LOMEHHble aapeca);

BXOAALLMNX

AaHHble O nonydyaTtene ceptudukata (Ob6wee nma, OpraHusaums,

LleHTp aBTOpM3aUuMKN — AaHHblE O LeHTpe aBTopusaumm (Obuwee nma, OpraHusaums).

Knuenmckuli cepmucgpukam

KnueHTCcKnit ceptMdmKaT MCNONb3YeTCA NPU UCXOAAWMX COeAMHEHMAX No npoTokoay SIP ¢
ncnosnbsosaHuem TLS.
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HTTPS.

KnueHTcknin ceptnchmkaTt

CepTUdMKaT
CepuiHeIl HoMep  AB:45.7E:84:9D:39.51:F7
HepeicteuTened oo 16.06.2017

HepencTsuTened nocne  14.06.2027
WUmsA nony4arens

OOwWwee uMa  192.168.1.1
OpraHuzauua  Eltex

[ONoMHUTENEHEIE JOMEHHEIE agpeca  —
LieHTp aETOpPM3aLNK (CAMONOANMC aHHLIN CepTUdhMKaT)

OBwee mma  192.168.1.1

Oprannsauma  Eltex
Onepawunm ¢ cepTHdNKaToOM
CKayaTk CepTU@MKET C YCTPOACTEa ™ Cravyatb

3arpy3uTe CEPTUMKAT Ha YCTPONCTEO BbibepuTe cpaiin | QAN He BEIOPaH
[ ——— |

e CepuiiHblit HOMEP — CEPUNHbIN HOMEp BbIBPaHHOTO cepTUdUKaTa;

e HepeicTButeneH oo — Aata Havyana gencreus ceptudukaTa;
e HegelicTBMTENEH NOC/E — AaTa OKOHYaHWA AelcTBUA cepTudmMKara;

e MmA nonyyatens — paHHble o noaydyatene ceptudukata (Obwee mma, OpraHusaums,
JononHuTenbHble 4OMEHHbIE afpeca);

e LleHTp aBTOpM3aLMM — AaHHbIe O LeHTpe aBTopusaumm (Obwee numa, OpraHnsaums).

WEB-cepmughukam

WEB-cepTndumKaT ncnonbsyetca npm goctyne kK WEB-KoHdUrypatopy ycTpoiicTBa No NpoOTOKONYy
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WEB-ceptudunkar

CepTucpukar

CepuiHbIA HoMep  9F SE.EADT.FT4F:D8:3C
Hepedcteutened oo 01.01.1970

HepeicteuTenen nocne  18.01.2038
MmMA nonyyaTens

Ofwee uma  192.168.1.1
Oprannsauma  Eltex Ent

JononHUTENEHBIE AOMEHHBIE agpeca  —
LleHTp aBTOPMZaLMM (CAMOMNOANNUC AaHHLIA CepTUHNKAT)

OBwee uMa - 192.168.1.1

Oprannsauyua  Eltex Ent
Onepaunn ¢ cepTUdUKaTOM
CKayaTb CepTM{MKaT C YCTpOHCTEA ™ Cravate

3arpysuTe CepTMMKET Ha YCTPOCTED BriGepuTe daiin | PaiN He BbIopaH
[ BhlbepATe W |

o CepuiiHbIi HOMep — CePUIMHbIM HOMep BbIBpaHHOIo cepTudUKaTa;

e« HepelicTBuTeneH Ao — AaTa Hadana Aenctsua cepTudUKaTa;
e HepelicTBuTeNeH nocne — Aata OKOHYaHUA AelcTBuA cepTuduKaTa;

e Mma nonyyatensa — [AaHHble 0 noaydatene ceptudukata (Obwee ums, OpraHusaums,
[lononHuTenbHbIE AOMEHHbIe aapeca);

e LleHTp aBTOpM3aLMM — AaHHbIe O LeHTpe aBTopu3auun (06uee nms, OpraHusaums).

2.7.6.11 ModmeHro «/lJonoanHumesnbHble HACMpoUKuU»

B noameHo «JONOAHUTENbHbIE HACTPOMKM» MOXHO BKAtOUMTL UPNP.

UPnP

BrMuMTE UPNP ¥

3apesepeupoeaHHsle VLAN 1D

HavansHen VLAN 1D 1

KoHeyHEIn VLAN 1D 6
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e Brkntountb UPNP — npwu yctaHoBneHHoM dnare npotokon UPnP 6yaet aktmseH. MNMpoTtokon UPnP
MCNONIb3YeTCs HEKOTOPbIMU NPUAOKEHUAMM (Hanpumep, DC-knneHTamum, Takumn Kak FlylinkDC++)
ONA aBTOMaTUYeCcKoro cosfaHusa npasua npobpoca TCP/UDP-nopToB, UCNO/b3yeMbiMU 3TUMU
NPUNOXKEHUAMM, Ha BblWecToAleM MmaplpyTusatope. PekomeHayetca Bkaountb UPnP  ana
obecneyeHuns paboTbl cepBmcoB obmeHa dannamm B ceTU.

3apesepsuposaHHbie VLAN ID

3apesepsupoBaHHble VLAN ID Heobxoammbl AN BHYTPUCUCTEMHbBIX HYXA W32 U MOTyT ObITb
M3MeHeHbl B 3aBUCMMOCTM OT Ucnosb3yemoro Ha cetu VLAN ID:

HavanbHbit VLAN ID — HayanbHOe 3Ha4YeHne naeHtuoumkatopa VLAN B 3ape3epBnpoBaHHOM
AnanasoHe, NpMHUMaeT 3HavyeHua [1-4090];

KoHeuHbit VLAN ID — HayanbHoe 3HaveHne naeHtnduKkatopa VLAN B 3ape3epBMPOBAHHOM
AnanasoHe. [laHHaA HaAcTpoMKa HeAOCTyNHa ANA PefakTMPOBAHMA WM pPacCUYUTbIBAETCA
ABTOMATUYECKMU.

Ona BCTynneHua B CUAY HOBOW KOHOUIypauMuM M 3aHECEHMSA HACTPOEK B 3HEProHe3aBUCUMYIO
NamaTb HAXKMUTE KHOMKY «[TpumeHumob». [1na oTMeHbl U3MEHEHUI HaXXMUTE KHOMKY «OmmeHa».

2.8 MOHUTOPUHT cUCTEMDI

[Ons nepexona B peXXMm "MOHUTOPUHT CUCTEMbI" HA NaHeNn cieBa Bbibepute NyHKT «IMIOHUTOPUHI.

/‘ Ha HeKoTOpbIX CTpaHMUAX He peann3oBaHO aBTOMAaTMYecKMe O6HOB/NEHME [aHHbIX
MOHUTOPUHIA YCTPOWCTBA. [ONA nonyyeHUs TeKylwied MHPOpMaLMK C YCTPOMCTBA HaXXMuTe

KHOMKY

2 OBHOBMTE

2.8.1 MoomeHro «MHMepHem»

B nogmeHio « MHTepHeT» OcyLecTBAAETCA MPOCMOTP OCHOBHbIX CETEBbIX HAaCTPOeK yCTpOl\;ICTBa.

Beixog B MHTepHeT

MNoaknoYeHne K CeTH MNposoaHoe
MNpoTokon aoctyna Static
IP-agpec 192.168.18.123

Z OGHOBHTE

Bbixo0 8 Internet

MoakntoyeHne K cetn — cnocob noaKnt4YeHNA K CeTu nepenadn AOaHHbIX. HaCTpOﬁKa
NoAKNKOYEHNA NPON3BOAUTCA B pa3gene Cetb — MHTepHeTZ

lMposodHoe — nNoAKNlOYEHME K CeTM npoBangepa OCYLLEeCTBAAETCA MNOCpencTBOM
coeguMHeHMA MeaHbIM MW ONTUYECKMM NaTy-Kopaom c noptom WAN;

3G/4G USB-modem — noakntoHMeHme K ceTn nposaiaepa ocylecrsanercsa yepes 3G/4G USB-
MoAeM, MOAKAOYEHHbIN K nopTy USB Ha 3aaHel naHenn ycTponcTea;

Wi-Fi-knueHm — NOAKNIOYEHME K CETM NPOBaigepa OCYLLECTBAAETCA Yepes aKTUBHYHO TOUKY
poctyna Wi-Fi. Mpu sTom RG-2400/RG-4400 Bbictynaet B poan Wi-Fi-kaneHra.
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e [lpomokos docmyna — NPOTOKOA, UCMONb3yeMbI ANA A0CTyNa K ceT NHTepHeT;
e |P-adpec — IP-agpec ycTpoicTBa BO BHELLHEN CeTy;

e |P-adpec 8o sHympeHHeli cemu npoealidepa — IP-agpec, KOTOpbI MUCNONb3yeTcA BO
BHYTPEHHEW ceTu NpoBaiaepa 41s AOCTyNa K IOKaAbHbIM CETEBbIM pecypcam nposamngepa.

Echn BbibpaH cnocob nogkntouyeHUs «ABTOMaATUUECKM NepexoauTb Ha pe3epBHbIN KaHan»,
oTobparkaeTca ABa NOoAKAYEHUA, 419 KOTOPbIX A0MO/IHUTE/IbHO BbIBOAATCA Cieaylolme nons:

e Hasuyue c8A3u — NOKa3blBaeT AOCTYMHOCTb ping-cepBepa Yepes AaHHOe NOAKIOYEHWE;

o AKmugHocmeo - NOKa3blBaeT, 4yTO MHTepdDEI‘;IC ncnonblyerca  OnAa nepegaydun
NON1b30BaATE/IbCKUX AaHHbIX.

2.8.2 [oodmeHo «IP-menegoHuA»

B noameHto «IP-tenedoHmA» ocyllecTBAAETCA NPOCMOTP COCTOAHWUA ceTeBOro MHtepdeinca VolP,
MOHWUTOPUHT aBOHEHTCKMX KOMMNEKTOB M COCTOSIHUA PErncTpaLmMmn rpynn Bbl30Ba, TECTUPOBAHUE NIMHUIA,
MOHUTOPUHT IMS.

CocTosHne ceTesoro uHTepdeiica VolP

IP-agpec 0.0.0.0

MOHUTOPUHI aBOHEHTCKUX KOMMNNEKTOB

ToKaneHeIH WcTekaeT Aapec CocToRHNe CocToRHNE YaaneHHkI# CocToAHNe YoaneHHsIn TecT
NuHnA PerncTpauma

HOMep Yepes cepeepa TINHHUK EbI30BA 1 aBOHeHT 1 EbI30Ba 2 aBOHEHT 2 TNMHWK
1 001 OTknoqeHa Briknioyera TecT
2 002 OTKNIO4era BulknioyeHa TecT

o s

MOHWTORUHF TPYNN BLIZOBA

Wms rpynnet CocTosHne Howmep Tenedona CNHUCOK NUHKA Pernctpauna WcTekaeT vepes Appec cepeepa
Groupi BoikniodeHa OTKNo4eHa
Group2 BoikntoyeHa OTrno4eHa
Group3 BuikntoyeHa OTKMIYEHa
Groupd BoikntoyeHa OTrNo4eHa
Groupd BuikntoyeHa OTKMIYEHa

MoHuTopuHr IMS

NMuHMA 1 2
Ynpasnenue ¢ IMS BblkniodeHo | Beiknioyero
TpEXCTOPOHHAR KOH(epeHUMA - -
Yaep#aHue Bbi3osa - -
OupaH1e BbI30Ba - -
ropaYas/Tennan NUHUA - -
Homep ropa4ei nuHuA - -
TaiiMayT ropaYei NAHKK, © - -

iMs ycnym "Mepefaya Bbiacsa” - -

AboHeHmcKuli w3 cepuu RG-2400/RG-4400 123



HELTEX

CocmosHue cemeso2o uHmepgelica VolP

IP-adpec — IP-appec ceteBoro nHtepoeiica ycnyru VolP.

MoHumopuHa abo0HEHMCKUX KOMINAEKMOo8

JIuHUA — HoMep abOHEHTCKOro KOMIMEKTa YCTPOMCTBa;

JlokasbHbIli Homep — Homep TenedoHa aboHeHTa, 3aKpen/ieHHbI 3a 4aHHbIM abOHEHTCKUM
nopTom;

Pezucmpayus — cocTosiHue peructTpauumn tenedoHHOro Homepa rpynnbl Ha NPOKCU-cepBepe:

OmekntoveHa — GYHKLMA pernctpaummn Ha SIP-cepBepe BbIK/AOYEHA B HACTPOMKax rnpoguns
SIP;

OwubKa — npoueaypa perncTpauum sakoH4Mnach Heygaden;

BoinonHeHa — npoueaypa pernctpaunmn Ha SIP-cepsepe BbINOJIHEHA YCMELLIHO.

Ucmekaem yepe3 — Bpemsa A0 UCTEYEHMUA perncTpaumnmnm aboHeHTcKoro nopra Ha SIP-cepsepe;

Adpec cepgepa — ajpec cepsBepa, Ha KOTOPOM Noc/AeAHMIA pa3 Mpoluna perncrpauumio
abOHEHTCKasA INHUA;

CocmosHue AUHUU — COCTOAHNE GU3MYECKON ANHUU. JTMHUA MOKET HaXOAWUTHLCA B OAHOM U3
CNeayloLmMX COCTOAHNI:

He akmueHa — TenedpoHHan TpybKa nosioxKeHa (AM60 abBOHEHTCKUIM MOPT BbIKAKOYEH),
HOpManbHasA paboTa;

AKmueHa — TenedoHHan TpybKa NOAHATA; B IMHUIO BblAAETCA CUTHAN OTBETA CTaHUMK, NMBO
curHan KMB, anbo curHan owmnbKkKn, NMbo NMHUA HAXOAUTCA B COCTOSHMM Pa3roBopa;
MocbinKa 8613080 — Ha TenedoH NOAAETCA BbI3bIBHOW CUMTHaA (MPY NOCTYNAEHMM BXOAALLETO
3BOHKa);

TecmupoeaHue — 3anyLLeH NPOLECC TECTUPOBAHNA INHNN.

BbIKA04eHd - NTNHUA He BKAKOYeHa.

CocmosHue e6bi308a 1, 2 — Kaxablhi abOHEHTCKMA MOPT MOXKeT OAHOBPEMEHHO
noAfepXunsaTtb A0 ABYX CEAHCOB CBA3W. B faHHOM none oTobpakaeTca COCTOAHME BbI30BA C
COOTBETCTBYIOWMM YyAaseHHbIM aboHeHTOM. BbI30B MOMET HaxoguTbCA B O4HOM U3
CleyoLLMX COCTOSHWUIA:

Habop Homepa — ocyllecTensetcs Habop Homepa ¢ TenedoOHHOro annapara;

3aHAMO — BbI3OB MO KaKMM IN60 OTOUACSA, B IMHUIO BblJAETCA CUTHAN 3aHATO;

Ucxodawuli 861308 — OCyLLECTBAETCA BbI30B YAa/ieHHOro aboHeHTa, B /IMHUIO BblAaéTcA
curHan KrMB;

Bxodawuli 861308 — Ha TenedoHHbIN NOPT NOCTYMNaeT BXOAALWMIA BbI30B, B IMHUIO BblAaeTcs
BbI3bIBHOW CUTHaN;

Pa32080p — yCTaHOB/IEHO PAa3roBOPHOE COeANHEHME C yaaneHHbIM aboHEHTOM;

BcmpeyHelli Ha yOep#aHUU — yaaneHHbl abOHEHT NOCTaB/IEH Ha YAEPKaHME;

J10KanbHbIl Ha yOepyaHuU — NOKasbHbl aDOHEHT NOCTaBAEH YAANEHHbIM HA YAEPXKAHUE;
Owubka, nosnoxcume mpybKy — B JMHUIO BblgaeTca CUrHan ownbku. CurHan owunbKu
0OblYHO BbIZAETCH MO MCTEYEHUW TalimayTa BblAauyM CUrHana 3aHATO (HacTpauBaeTtcs
OTAENbHO ANA KaXKAoM NIMHUM), Korga 3abbinm NonoXutb TpyoKy TenedoHa.

YoaneHHsili aboHeHm 1, 2 — Homep TenedoHa yaaneHHOro aboHeHTa KaxKaoro ceaHca
CBA3N.
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e Tecm aAuHUU — NO KHOMKe TecT 3anycKaeTca NpoLecc TeCTUPOBaHUA aboOHEHTCKoW nHuK. O
cTaTyce npouecca cBugeTenbcTeyeT 0b6paTHbI Taimep (B cTonbue «CocTosHUE NUHUMY),
CUTHANM3UPYIOWMA 06 OCTaBLLEMCA BpeMeHM TecTa. Heb3s 3anycTUTb TecT 04HOBPEMEHHO

Ha HECKOJIbKUX NUHUAX.

MpoponxkutenoHocTb Tecta — 80 cekyHa. Ha BpemAa TecTa

abOHEHTCKMI KOMMNAEKT 6/0KMpyeTcA — coBeplwatb W NPUHMMATb 3BOHKM byaer

HEBO3MOKHO.

JuHnAa

1

NokaneHBII
HomMep

20000

Perncrpaunsa

EcTe

MceTekKaeT Abpec CocToAHNE

CocToAHNE AMHIN

uepes cepBepa BbisoBa 1

aoos:12 192.168.16.250 TECTHROESHKE (T3]

YAaneHHeN CocToAHNE YAaneHHeN TecT
adouent 1 BbISOBA 2 aSoHeHT 2 FHuN

Mo OKOHYaHMM TecTa Pe3ynbTaT MOXKHO MOCMOTPETb, HAXKaB HA KHOMKY ...
NMHUMY. Pe3ynbTaT npeacTaBaseTca B BuAe TabanLbl U COAEPIKUT cneayiollime AaHHbIe:

e [laTta Tecta

¢ [ocTosHHOE CTOpOHHee HanpaxeHue Ha nposoae A(TIP)

¢ [ocTosaHHOE CTOpOHHEe HanpsaxeHue Ha npoBoae B(RING)

¢ [epemeHHoe CTOpOHHee HanpaxeHue Ha nposoae A(TIP)

o [lepemeHHOe cTOpOHHee HanpsXkeHue Ha nposoae B(RING)
¢ Hanps»eHune NUTaHWUA NUHUM

o [lonepeyHblit ToK (TOK B INHMK)

o [poaonbHbIN TOK (TOK yTeuKK)

o ConpoTtusneHue mexay nposogamm A(TIP) n B(RING)
o ConpoTtusneHue mexay nposogom A(TIP) u 3emnén

o ConpoTtusneHue mexay nposogom B(RING) v 3emnén
o EmkocTb mexay nposogamu A(TIP) n B(RING)

o EmkocTb mexay nposogom A(TIP) n 3emnéii

EmkocTb mexxay nposogom B(RING) n 3emnéit

Mpumep pesynbTtata Tecta AUHUM 1:

PeaynetaT Tecta: llvHna 1

lara TecTa

[MocToRKHOE CTOPOHHEE HAaNpAEHUe Ha npoeoge A (TIP)
MocToAHHOE cTopoHHes HanpAxeHue Ha npoeode B (RING)
MNepemeHHoe CTOpCHHEE HanpAxeHWe Ha npeecge A (TIF)
Mepemertoe cTopoHHEE HanpAxeHwe Ha npoeoge B (RING)
Hanpr#erue NUTaHUA MMHAK

MonepeyHsii Tok

MpononsHeR Tok

Conpotuenerue mexay nposogami A (TIP) u B (RING)
Conpotuenenue mexgy nposogom A (TIP) u semnéit
ConpotueneHue mexgy nposcgem B (RING) u semnéit
EmkocTs mexay nposogamu A (TIP) u B (RING)

EmkocTs mesxay nposogom A (TIP) u 3emnsii

Crg => EmkocTe mewgy nposogom B (RING) u aemngii

Wl YoanuTh X 3akpbims

14:13:02 24.03.2017

-0.080160 B

-0.048231 B

0.027222 B

0.043967 B

-53.497482 B

D.769864 mA

-1.435687 mA

4599453064 kOm

370.952515 kOm

398.127106 kOm

50 HD

50 HD

50 nD

B cTtonbue «TecT
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MNog T361'IVILI,EI7I MOHVITOpVIHI'a abOHEHTCKUX KOMMJIEKTOB HaXo4ATCA KHOMKWU ONA I'IpVIHy,CI,MTEJ'IbHOlZ
perncTpatmn nam oTMmeHbl permcTtpautmmn BbI6paHHbIX JNIHUIA.

MoHumopuHz 2pyrnn 861308a

Vims epynnbl — Ha3BaHMe rpynmnbl BbI30OBa;

CocmosiHUe — COCTOsIHUE TPYNMbl BbI30BaA: BK/IKOYEHA WM BbIK/HOYEHa3;

Homep menegoHa — Homep TenedoHa, 3aKpeneHHbI 3a rpynnoli BbI30Ba;

Crucok auHuli — CNUCOK IMHWUI (NOPTOB), KOTOPbIE BXOAAT B rpynny;

Pezucmpayus — cocTosiHWe perucTpauumn tenedoHHOro Homepa rpynbl Ha NPOKCU-CepBepeE:

OmkKnoyeHa — GyHKUUA pernctTpaumm Ha SIP-cepBepe BbIK/HOYEHA B HACTPOWMKax npoguss
SIP;

Owubka — npoueaypa perncTpaumm 3akoH4YMNacb Heyaaden.

BeinonHeHa — npouepypa perncrpaumm Ha SIP-cepsepe BbINOAHEHA YCMELHO.

UcmeKkaem yepes3 — BpemMa 40 UCTeYeHUA perncTpauunm rpynnol Bbisosa Ha SIP-cepsepe.

Adpec cepsepa — afpec cepBepa, Ha KOTOPOM MOC/IeHMI pa3 NpolLuia perncTpaumio rpynna
BbI30BaA.

MoHumopuHe IMS

MoHuTOpPWHT IMS NoKa3biBaeT COCTOSAHME HEKOTOPbIX YCAYT (aKTUBMPOBAHa UM HEe aKTMBMPOBaHa)
Ha Ka)kgol aboOHEHTCKON IMHUK, NPU YCAOBMM YTO Ha 3TOW NMHUW PaA3PELLEHO yaaneHHOe ynpaBaeHune C
cepsepa IMS (IP Multimedia Subsystem).

YnpasneHue ¢ IMS — noka3blBaeT, BKAOYEHO UAWN HET yAaneHHoe ynpaBiaeHue ycayramu
aboHeHTCKol nnHUK ¢ cepsepa IMS (HacTpamsaetca B npodune SIP, cm. 2.7.3.4 NoameHto
«MNpodunnu SIP»);

TpEXCMOPOHHAA KOHepeHYUA — NOKasblBaeT, NPULLIA UAW HET KOMaHAA Ha aKTMBaLWIO
ycnyrn « TpEXCTOpOHHAA KoHbepeHumA» ¢ cepsepa IMS;

YOepxcaHue 6bi1308a — NOKA3blBAET, MPULLNA WAM HET KOMaHAA Ha aKTMBALMIO YCAyru
«YgeprkaHue Bbi3oBa» ¢ cepsepa IMS;

OxudaHue 6bi1308a — MNOKA3blBAET, MPULIAA WMAM HET KOMaHZa Ha aKTUBALMIO YCayru
«OxungaHue BbizoBa» c cepsepa IMS;

lopa4aa/mennas AUHUA — NOKa3blBaeT, NPULWAA UAN HET KOMaHAa Ha aKTMBALMIO YCayru
«lopsyasa AMHMA» ¢ cepeepa IMS;

Homep eopsadeli nuHUU — nokasbiBaeT HoMmep TenedoHa AnA ycnyrn «lfopadas AMHUAY B
KOMaHAe aKTuBaLum ot cepsepa IMS;

Talimaym 2opsaveli AUHUU, ¢ — NOKa3blBaeT TalMayT Habopa ans ycnyrn «fopayas AMHMA» B
KOMaHAe aKTuBauum ot cepsepa IMS;

Ums ycnyeu «llepeda4va ebi308a» - NOKa3bIBaeT 3a4aHHOE UMA ycayrn «lepeaada BbI3oBa».

' —yc/yra akTMBMPOBaHa;
X —ycnyra He aKTUBMPOBaHa.

126

Ab6oHeHmcKul wo3 cepuu RG-2400/RG-4400



HELTEX

2.8.3 [MoomeHro «Ethernet-nopmoi»

B nogmeHto «Ethernet-nopTbi» BbINOAHAETCA NPOCMOTP cocTosHuA Ethernet-nopTtos ycTpoiicTea.

MopT
WAN

LAN 1
LAN 2
LAN 3

LAN 4

CocToaHue Ethernet-nopTos

< OOHOBUTE

Mogkn4eHne CropocTe Pexum MepegaxHo MpuHATO

Brn 1000 MBKT/C Full-duplex 27 4 MBanT (28 748 564 0aiT) 2.4 I'GanT (2 551 509 812 6anT)
Bbikn

Bhikn

Bbikn

BeIkn

CocmosHue Ethernet-nopmos

lMopm — Ha3BaHMWe nopTa:

— WAN — nopt BHewWHeM ceTu;
— LAN 1..4 — nopT noKanbHOM ceTun.

[MoOdKnoYyeHue — cocTosiHNe NOAKNKOYEHUA K AaHHOMY MOPTY:

— BKn. — K NOPTY NOAKNOYEHO CETEBOE YCTPOMCTBO (/IMHK aKTUBEH);
— BbIKa. — K NOPTY He NOAKNOYEHO CETEBOE YCTPOWCTBO (IMHK HE aKTUBEH).

CKOpOCfnb - CKOpPOCTb MNOoAgKNw4YeHUA BHELWHEro certesoro yCTpOVICTBa K nopty
(10/100/1000 M6wT/c);

Pexcum — pexxmum nepenayum JaHHbIX:

— Full-duplex — nonHbIlt gynnekc;
— Half-duplex — nonygynnekc;

MepedaHo — Konn4yecTso nNepeaaHHbIx 6aliT ¢ NopTa;

MpUHAMO— KONIMYECTBO NPUHATbLIX 6ANT NOPTOM.

[Ona nonyyeHusa Tekywen uHGopmaumm o coctoAHUM Ethernet-noptoB Ha)KMuTe KHOMKY
«OBHOBUTbLY.

2.8.4 oomeHro «Wi-Fi»

B nogmeHio «Wi-Fi» ocywectBaserca npocMoTp MHOOPMAUMM O MNOAKNHOYEHHbIX KAMEHTAxX K
6ecnpoBoaHoi Touke goctyna Wi-Fi.
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CocTosaHune Wi-Fi (2.4 [Tu)

cTatyc BhIkn

®

MmA ceTn (SSID)

Homep kaHana

’ CocTostue Wi-Fi (5 L)

CTaTyc Bblkn
Mma cetn (SSID)

Homep kaHana

Cnncok NogKNHUYEHHbIX KITMEHTOB

MAC- WUms IP- YpoBeHs Epems
SsID OuanazoH
agpec KM1eHTa agpec  curdana NogKMYeHNsA

Z OGHOBUTB

CocmosHue Wi-Fi

e Cmamyc — coctoAHune cetn Wi-Fi:

— BbiKn. — ceTb Wi-Fi BbIKNOYEHa;
— BKn. — cetb Wi-Fi BK/toyeHa.

e Umsa cemu (SSID) — nmsa Toukm goctyna Wi-Fi B COOTBETCTBYIOLLEM AManNa3oHe YacToT;

e Homep KaHana — TeKylWMA HOMEpP KaHana, WCMNOAb3YeMbl TOYKOM [JocTyna B
COOTBETCTBYIOLLLEM AMaNa3oHe YacToT.

CnucoK noodKAYeHHbIX KAUEHMos

e  MAC-adpec — MAC-agpec KNneHTa, KOTOPbIN NOAKAOYEH K ycTpoincTay no cetun Wi-Fi;
e SSID — vMA TOYKM A0CTYNA, K KOTOPOWN MNOAKNIOYEH K/TUEHT;

e |P-adpec — IP-agpec, Ha3HAYEHHbIN KANEHTY;

e YposeHb cueHaAa — ypPOBEHb CUFHANA OT K/IUEHTA;

e Jluana3oH — AManasoH YacToT, B KOTOPOM NOAKAOUEH KAWeHT (2.4 unan 5 Tw);

Bpemsa MOOKAOYEHUA — Bpema NoAKNAKYEHNA KIMEeHTa K TOYKeE AO0CTyna.

Ona nonyyeHus TeKkywen uHPopmauum o  noaknoueHHbiX Wi-Fi-KnMeHTax HaXXmuTe KHOMKY
«OBHOBUTLY.
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2.8.5 [loomeHto «DHCP»

B nogmeHio «DHCP» MOXHO MNOCMOTPETb CMMUCOK noakatouveHHbix K LAN (WLAN)-uHTepdelicy
CEeTeBbIX YCTPOMCTB, KOTOPbIM OblIN Ha3HayeHbl IP-agpeca nokanbHbim DHCP-cepBepom, a TaKKe Bpems
00 ncteyeHma apeHabl IP-agpeca.

Cnucok DHCP-knueHToB

MAC-agpec MmAa KnneHTa IP-agpec Bpems 00 NCTEYEeHWUA apeHak!

®

Z OGHOBUTB

NoB

AxkmusHble DHCP-apeHObI

o  MAC-adpec — MAC-agpec NoAKNHOYEHHOIO YCTPOWCTBA;
o VIMA KaueHmMa — ceTeBoe UMA NOAKIHOUYEHHOIO YCTPOMCTBA;
e |P-adpec — IP-agpec, HazHaAY€HHbIN KNEHTY U3 Nyna agpecos;

e Bpemsa 0o ucmeyeHus apeHObl — CPOK, YEepe3 KOTOPbIM UCTEKaeT apeHaa BblAeNeHHOro
aapeca.

[ns nonyyeHuna Tekywen nHdopmaumm o DHCP-kAneHTax HaxkmuTe KHoMKy « OBHOBUTbY.

2.8.6 [loomeHto «ARP»

B noameHto «ARP» BblinonHsetca npocmotp ARP-tabnuubl. B ARP-Tabnuue copepRutcs
nHbopmaumsa o cooTseTcTBum IP- 1 MAC- agpecoB coceaHUX CETEBbLIX YCTPOMCTB.

ARP-Tabnuua

IP-agpec MAC-agpec WMA KNneHTa WHTepdenc

192.168.18.1 ABF94B:80:E7:00 VWAN

2 OGHOBUTL

NB

ARP-mabauya
e |P-adpec — IP-agpec ycTpoicTBa;
o  MAC-adpec — MAC-agpec yCTpOnCTBa;
e VIMA KAueHMa — ceTeBoe MMsA NOLKOYEHHOIO YCTPOMNCTBA;

o UHmMepdgelic — nHTepdeiic, Co CTOPOHbI KOToporo akTneHo yctponcteo: WAN, LAN, Bridge.

AN nonyyeHus Tekywen MHGoOpMaL N HaxKMUTE KHOMKY « OBHOBUTBL».

AboHeHmcKuli w3 cepuu RG-2400/RG-4400 129



HELTEX

2.8.7 MoomeHr «Ycmpolicmeo»

B nogmeHto «YCcTponcTBo» NpmBeaeHa obwasn nHpopmayma ob ycTponcrse.

MHdopmaumnsa ob ycTpolcTee

W3penue RG-4402GF-W
Bepcua NO (rekywana sepcua M)
3asoacrol MAC-anpec ABF9:4B:0CTEBT
CepWitHRIA HOMep VI3EQDDE1T
CHCTEMHOE BpEMA 09:53:53 03.01.1970
BpemA padoTb 2 oH, 06:53:54

UHpopmayusa 06 ycmpolicmee

U30enue — HaMmeHOBaHME MOAE/IN YCTPOMCTBA;
Bepcus 10 — Bepcua nporpamMmHoro obecneyeHus ycTpomncrea;

3as800cKkoli MAC-adpec — MAC-agpec WAN-uHTepdelica ycTpoiicTBa, YCTAaHOBJIEHHbLIN
3aBOAOM-U3rOTOBUTENEM;

CepuliHblli HOmep — CEpPUMHbI HOMep YCTPOMCTBA, YCTAHOBAEHHbIN 3aBOAOM-
W3roToBUTENEM.

CucmemHoe 8pemMA — TeKkyulne Bpema U Aata, YCTaHOBJ/IEHHbIE B CUCTEME;

Bpema pabomeoi — Bpema paboTbl C MOMEHTa NOC/NeAHEro BKAKOYEHUA WM Nepesarpysku
YCTpOIiCTBA.

2.8.8 [lodmeHro «Conntrack»

B noameHto «Conntrack» OTO6pa)Kal0TCFI TeKyWw e aKTUBHbIE CeTeBble CoeaANHEHUNA yCTpOﬁCTBa.
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®

NOB

MpeTokon
TCP

UDP

UDP

IGMP
IGMP
IGMP
UNKNOWN

TCP

YUCNO BKTHBHEI COSAMHEHUIA

YWCNO NOKAIAHHEIX COELUHEHNI

Cnucok coeanHeHun

Ajpec UCTOYHMKA
192 168.27.128:3053
102.168.18.48:5060
192.168.16.24:137
102.168.0.1
192.0.2.1
192.168.1.1
102.168.18.20

192 16827 1283050

Z OGHOBUTE

BriBog akTuBHIX ceccuit NAT

Appec HasHaYeHWA
19216816 48:80
192.168.0.200:5060
192.168.18.255:137
224001

224001

224001
2240018

19216518 48:80

Taumayt

4 117 23 4 59 MUH 59 cex
29 cek

29 cek

9 MKUH 32 cex

9 muH 31 cex

9 MUH 31 cek

9 mMuH 59 cex

9cek

Bbiso0 akmusHsbix cecculi NAT

o Yucno akmusHbix coeduHeHuUll — 0bLLee KOIMYECTBO aKTUBHbIX CETEBbIX COEANHEHUN;

. Yucsio noKa3aHHbIX coeduHeHUli — KOAN4YecTBo COG,EI,MHEHVIVI,
npon3soanUTENbHOCTb

nHTepdelic. YTobbl

HE CHUXaTb

paboTbl

BbiBegeHHbIX B WEB-
WEB-nHTepdeiica,

MaKCMMasibHOE YMC/I0 NOKa3aHHbIX COeANHEHWNI OrpaHnYeHo 3HavyeHnem 1024, OcTtanbHble
COeAMHEHUA MOXKHO MOCMOTPETb Yepe3 KOMaHAHY KOHCOJ/Ib YCTPOMCTBA (KomaHza cat
/proc/net/nf conntrack).

Cnucok coeduHeHul

MPOMOKOs — NPOTOKO/, MO KOTOPOMY YCTaHOBEHO COEANHEHWE;
Adpec ucmoyHuKa — IP-agpec v Homep NoPTa UHULMATOPA COeANHEHUs;
Adpec HasHa4yeHuUA — IP-aapec u HoMep NopTa agpecaTa CoeaMHEHUS;

Taﬁ/vlaym — nepuog spemeHun 40 YHUUTOXKEHUA COeaUHEHNA.

[na nonyyeHns Tekyllein MHGopmaLmMmn HaxkmuTe KHonKy «OBHOBUTLY.

2.8.9 [oodmeHro «Mapwpymu3sayua»

B nogmeHio «MappyTrsaumsa» oTobparxkaeTtca Tabimua mapLupyTM3aLmn yCTponcTBaa.
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Tabnuua mapwpyTusayus
Appecar Linwo3 Macka ®narn MeTpuka OG6paweHna OGHapyweHWA WHTepdedc
@&
192168180 0000 2552552550 U 0 0 0 eth1
19216810 0000 2552552550 U 0 0 0 brg
-
1722000 192168181 2552552550 UG 0 0 0 eth1
r g
101001010 192168181 2552552550 UG 0 0 0 eth1
1721600 192168181 2552552520 UG 0 0 0 eth
192.168.0.0 192.168.181 25525500 UG 0 0 0 eth1
0.000 192.168.181 0000 UG 0 0 0 eth1

e Adpecam — IP-agpec xocTa i NoACETU HAa3HAYEHUS, [0 KOTOPbIX YCTAHOB/IEH MapLUpPYT;

e LUimo3 — IP-agpec Wwnto3a, Yepes KOTOPbIN OCYLLLECTBIAETCA BbIXO Ha adpecaTa;

e Macka nodcemu — MmacKa NoaceTu;

e ®naau — onpepeneHHble XapaKTePUCTUKN AaHHOro mapuwpyTta. CywecTByroT ciegytowme
3HaYeHus ¢hnazos:

— U - yKasbiBaeT, 4TO MapLUpPyYT CO34aH M ABNSETCA NPOXOANUMBIM;

— H - yKa3biBaeT Ha MapLIPyT K onpeaeneHHOM y3ay;

— G - yKa3blBaeT, YTO MapLlpyT nposeraeT yepes BHelWwHMK w3, CeTeBol MHTepdeic
CMCTEMbI MNPEeAOoCTaBAfET MapLpPYTbl B CETM C MNPAMbIM NOAKAOYeHMeM. Bce npoume
MapLIpyTbl NPOXOAAT 4yepe3 BHewHue wWwto3bl. Prarom G OTMeYaloTCs BCE MapLpyThl,
KpOme MapLUpyTOB B CETU C NPAMbIM NOAKIOYEHNEM;

— R - yKasblBaeT, 4To MapLLpyT, CKopee Bcero, H6bln1 CO34aH AMHAMMYECKMM MPOTOKO/I0M
MapLLpyTU3aLmMK, paboTatoWwmm Ha IOKasIbHOM cucTeMe, NOCPeACTBOM NapameTpa reinstate;

— D - ykasblBaeT, YyTo MapwpyT 6bin fobaBneH B pesynbTaTe MONYYEHUSs COOBLLEHMSA
nepeHanpasneHus ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3
coobuweHns ICMP Redirect, mapwpyT BKato4YaeTca B Tabavuy MaplipyTvM3aumm, 4Tobbl
WUCKNIOYNTDb NepeHanpasfeHne AnAa MNocnefylowmx nakeTos, NpeAHa3HaAYeHHbIX TOMY Xe
agpecaTy. Takne mappyTtbl oTMmeyeHbl dnarom D;

— M - yKa3sbIBAET, YTO MapLIPYT NoABeprca U3MEHEHUIO - BEPOATHO, B pesysibTaTe paboTbl
ONHAMMYECKOTOo MPOTOKO/IAa MapLIpyTU3aUMM Ha JIOKA/IbHOM cUCTeMe M MNPUMEHEHMUA
napameTpa mod;

— A - yKka3bIBaeT Ha bydepn3oBaHHbIN MapLIPyT, KOTOPOMY COOTBETCTBYET 3anucb B Tabauue
ARP.

— C - yKa3bIBaeT, YTO MCTOYHUKOM MapLUpyTa ABaseTca bydep mapipyTmsaumm aapa;

— L - yKasbIBaeT, YTO NYHKTOM Ha3Ha4yeHWs MapLipyTa ABASAETCA OAWH U3 aApecoB AAHHOTO
KoMnbloTepa. TakMe «JIOKajbHble MapLpyTbl»  CyWecTBYOT Tolbko B  bydepe
MapLpyTusaumm;

— B - yKa3bIBaeT, YTO KOHEYHbIM MYHKTOM MapLIpyTa ABNAETCA LUMPOKOBELLATENbHbIN ajpec.
Takue «LWMPOKOBELLATE/IbHbIE MapLLPYTbI» CYLLLECTBYIOT TO/IbKO B Bydepe maplupyTusaumu;

— | - yKa3bIBaeT, 4TO MapLUpYT CBA3aH C KonbLeBbiM (loopback) nHTepdeincom c uenbio MHOM,
Hexenn obpalleHne K KosbLeBOM ceTW. TakuMe «BHYTPEHHME MapLUPYTbI» CYLLECTBYOT
TONIbKO B Bydepe mapLipyTm3aumm;
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— | - yKkasbiBaeT, YTo AeiTarpammbl, Hanpasasemble No 3ToMy agpecy, byayT oTBepraTbca
CUCTEMOW;

e Mempukxa — onpeaenaer «CTOMMOCTb» MapLipyTa. MeTpuKa UCNob3yeTca ANA COPTUPOBKM
Ay6nMpyoWwmMx MapLIpyToB, eC/M TaKOBbIe NPUCYTCTBYIOT B Tabauue;

e ObpaweHus — 3adUKCMPOBAHHOE YMCNO OOPALLEHMI K MapLIPYTy C LEblo CO34aHus
coeauHeHUA (He Cnonb3yeTcs B cucteme);

e Ob6Hapyx#eHUa —4ncno obHapyKeHUA MapLIPYTa, BbIMOJHEHHbIX MPOTOKOo/IOM IP;

e UHmepgelic — ums ceTeBoro nHTepdeica, yepes KOTopbln NposieraeT AaHHbIN MapLUpPyT.

[ns nonyyeHuna Tekywen MHGoOpMaLmm HaxKmuTe KHonky « OBHOBUTbY.

2.8.10 NMoomeHro «Mcmopus 86130808

B nogmeHo «VlCTOpMﬂ Bbl30BOB» MOXHO MNPOCMOTPETb CMUCOK COBepPLUEHHbIX Tene¢OHHbIX
BblI30BOB, a TaKXe CBOAHYIO MH(I)OpMaLI,MI-O No Ka*XaA0Mmy Bbi30BY.

B onepaTMBHOM NaMATN YCTPOMCTBA MOXKHO cOXpaHuTb A0 10 000 3anunceit o coBepLIEHHbIX BbI30OBaX.
Mpu Konnyectse 3anunceit 6onee 10 000 camble cTapble (BBepXy Tabavubl) yAaNAlOTCA, U B KOHew, paina
[06aBnATCA HOBbIE.

3anuncb CTaTUCTUKU B KypHaie BbI30BOB HE BeAEeTCA NpU HYJ1eBOM pasmepe UCTOPUM.

duneTp (NokazaTk)

Hacmpoums napamMempsl UCMOPUL 8bi30808

" . IP-agpec Bpems Bpems
TNokaneHeld  YOoaneHHeIN AP . P P OnuteneHocTe CocToAHWe Tun Nepenado MMepepado [puHATO [puMHATO
# JNHWA BCTpe4YHOW MOCTYNMeHWA Havana _ _
Homep HomMep pasroecpa BEISOBA BEISOBAa  NaKeToB GanT naketoB Ganlr
CTOPOHEI BEISOBA pasroBopa
11 001 - - 04:16:56 - - local BXOAAWMA O 0 0 0]
04.01.1970
2 2 002 - - 04:19:30 - - local BrogAwmini 0 0 o o
04.01.1970

20 7 zanucedi Ha cTpaHnLe

CTpaHuua 1 13 1

OnucaHue nonem TabaunLbl KUCTOPUSA BbI3OBOBY:

e #-nopAaKoBbIli HOMEp 3anucK B Tabauue;
e /luHUs — HOMep abOHEHTCKOro NopTa yCTPOWCTBa;
e JIoKanbHbIl HoMep — Homep abOHeHTa, 3aKpPeneHHbIN 3a AaHHbIM aBOHEHTCKMM NOPTOM;

e YOaneHHsbIli HOMep — HOMep YygdaneHHoro aboHeHTa, C KOTOPbIM 6bl10 YCTAaHOBAEHO
TenepoHHoOe coenHEHME;

e |IP-adpec scmpeyHoli cmopoHbl — |IP-agpec ypaneHHoro aboHeHTa, C KOTopbiM 6blio
yCTaHoB/IeHO TenedoHHOe CoeaNHEHNE;

. Bpema nocmynneHuA ebi308a — BpemA U gaTa I'IOCTyI'Iﬂ(-Z‘HMH/COBepLLIeHVIﬂ Bbl30Ba;
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e Bpemsa Ha4ana pas2osopd — BpemsA U AaTta Havyana pasrosopa;
e [naumensHocmb pa32080pd — ANMTENbHOCTb PAa3roBOPa B CEKYHAAX;

[ CocmoAHue 8bi308a — NMPOMEKYTOHYHOE COCTOAHME nmbo NPUYNHa 3aBepLlleHUA BbI3OBa,
OMNMncaHme CTaHOBUTCA AOCTYNHbIM NPpU HaBeaeHNUN KypCopa Ha 3alMnCb COCTOAHUA BbI3OBa,

e Tum 8613080 — TUMN BbI30BA: UCXOAALLNN UNM BXOAALLNIA;

e [lepedaHo nakemos — KONN4YecTBo nepenaHHbix RTP-nakeToB 3a Bpems pasroBopa;
e [lepedaHo 6ailim — Konn4yecTso nepefaHHbIX 6aliT 3a Bpema pasroBopa;

e [IpuHAMO NaKemMoe — KONMYECTBO NPUHATLIX RTP-NakeToB 3a Bpems pasroBopa;

e [lpuHamo 6alim — Konn4ecTBO NPUHATbLIX BAaNT 33 Bpema pasroBopa.

B Tabnunue UCTopMM 3BOHKOB MOXKHO MPOM3BECTM OTBOp 3anuceit No pasMYHbIM NapameTpam aas
3TOr0 Ha)MuTe ccblKy «DuabTp (NokasaTtb)». OuAbTPaLMA MOMKET MPOU3BOAUTLCA MO  HOMepy
abOHEHTCKOM NIMHUK, IOKANbHOMY WK yAaneHHOMY HOomepy, IP-agpecy BCTPEYHOW CTOPOHbLI, BPEMEHU
NMOCTYN/IEHUSI BbI30BA, BPEMEHM Hayasa pPasroBopa, COCTOSHMIO BbI30BA M TWMy 3BOHKA. OnucaHue
napameTpos GUAbTPALMUM YKA3aHO B ONMUCAHMM Nonen TabamLbl UCTOPUN BbISOBOB BbILLE.

Bpemsa nocmynseHusa evizoe8a om/00 wnv Bpems Hauasna pas2o8opa om/00 — BPEMEHHbIE PaMKM
MOCTyNNeHMA/CoBepLIEHNA BbI30Ba UM Havala pa3roBopa B GopmMaTe «HU4:MM:CC A4.MM.ITIT,

[NnA CKpbITMA HacTPOMKM MNapameTpoB ¢GunbTpauuu 3anuceit B Tabauue HaKMWUTE Ha CCbUIKY
®unemp «cKpbimb».

[NnA HacTpoMKM napameTpoB WMCTOPUM 3BOHKOB HaXKMWUTE Ha CCbIKYy «HacTpouTb napameTpbl

ncTopun BbI30BOBY. MoapobHOe onucaHMe HACTPOMKM MapameTpoB NpuBeaeHo B pasgene lMoameHto
«NcTopunAa BbI3OBOBY.

H o o
MpK HaXKaTUKU Ha KHOMKY npounsonaeT nepexos K Tabauue, HaumHan ¢ NepBO 3anmcy.

4 o o o
Mpn HaXaTUM Ha KHOMKY nponsounaeTtr nepexon K npeabpiayuien CtpaHuue C Ta6nmu,ev1
NUCTOPUUN BbI3OBOB.

’ y y .
Mpwn HaXKaTUK Ha KHOMKY npon3onaeT nepexon K cnegyrouen ctpaHuue C Ta6nmu,em NncTopun
BbI3OBOB.

i o o
Mpun HaXKaTMM Ha KHOMKY npon3onaeT nepexon K Ta6m4u,e, 3aKaH4YMBaA nocnegHewn 3anucblo.

Cenektop «3anuceir Ha CTpaHWLEe» NO3BOJISET HACTPOUTb KOJMYECTBO BbIBOAMMBIX 3anucel
Tabanubl Ha 04HOM CTpaHULe.

[pumep Hacmpoliku

e [oaknwounte MK K ogHomy m3 LAN-nopToB ycCTpoiicTBa, NpoBOA OT CETU NpoBalaepa
nogkntouute K nopty WAN;

e B apapecHoi cTpoke bpay3epa BBeaute IP-agpec wato3a (no ymonyaHmo 192.168.1.1);
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Mpn ycnewHom NOAKAOYEHMM K YCTPOMCTBY NOSBUTCA OKHO C 3anpoCOM JIOTMHA M Napons.
YKarute JloeuH —admin, NMaponb — password. HaxkmuTte KHOMKy «BoinTtn».

NoruH:

Mapone:

Ecnn 3T0 OKHO He noABuIOCH, y6EAMTECb, 4YTO B HaCTpOVIKaX CeTeBOro noaKatoyeHme Ha sawem MK
YCTAHOB/IEHO aBTOMaATUYECKOE Noy4yeHne IP—ap,peca.

B nautke «WHTepHeT» HacTpamBaeTcA BHelwHee coeauHeHne. B none «[llpoTtokon»
BblbepMTEe MPOTOKOJ, MCNOMb3YEMbIA BalMM MOCTABLLMKOM ycayr MHTepHeT, U BBeguTte
HeobxoaMMmble AaHHble COMMacHO WMHCTPYKLMAM npoBangepa. Ecam ana noakntouveHus K
ceTu nposanaepa MCNONb3YHTCA CTAaTUYECKME HACTPOWMKM, TO B nosie «[MpOTOKON» HYKHO
BblOpaTb 3HauyeHue «Static», 3anonHUTL nonsa «BHewHwl IP-agpec ycrtpoiictBa», «Macka
noacetn», «lWnto3 no ymonyaHuto», «epBuyHbiit DNS» n «BTtopmyHbii DNS» - 3HaveHun
napameTpoB MpPefoCTaBAATCA NpoBakgepom. [na coxpaHeHMAa U NPUMEHEHMA HACTPOeK

HaXXMUTe KHOMKY .

WHTepHer noapoGHee

Pesiam pafoTel | MapwpyTrsaTtop j
MpoTokon | PRPOE j
A None30BaTENA | LSEr
MARONE | =sssressssssammssnne
Service-Mame | internet

BTopoi gocTyn | DHCP j

= -

[na yKkazaHua fONONHUTENbHBIX MAapPaMeTPOB NepPeNaUTe B PEKMUM PaCLLUMPEHHbIX HAaCTPOEK, HaxKaB
CCbINKY «noapobHee» (cmoTpuTe pasgen 2.8.1 NoameHto «MHTepHET»).

Ecnn B ceTn Bawero MHTepHeT npoBaiaepa ucnosb3lyetcs npuesska K MAC-agpecy,
Ha*KMUTE KHOMKY «nofpobHee» B nanTKe «MHTEpHET» U OTKpoWTe nogmeHio «HacTpoika
MAC-agpecoB». B pasgene «Hactpoiika MAC-agpeca WAN» ycTtaHoBuTe dnar
«MNepeonpeaennte MAC» u BBegute B none «MAC» MAC-agpec yCTpOMCTBa, KOTOPbIM
paHee 6bln nogkntouyeH K cetn WHTepHeT. Ecan 6bin noakntoveH MK, ¢ KoToporo
NPOW3BOAMTCA B JaHHbIA MOMEHT HaCTPOIMKa YCTPOWMCTBA, TO AOCTAaTOYHO HaXaTb Ha KHOMKY
«KnoHuposame», utobbl HasHaunTb w3y MAC-agpec Bawero MK. Ons coxpaHeHus u
NPUMEHEHMA HAaCTPOEK HAXKMUTE KHOMKY «[TpUMEHNTbY.
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HacTtpoiika MAC-agpeca WAN

MNepeonpenenuts MAC

MAC -

N B

Ecnn RG-2400/RG-4400 6ypet ucnonb3oBaThCA B KayecTBe 5-nopToBOro KOMmyTaTtopa, B MauUTKe
«MHTepHeT» BbibepuTe 3HavyeHne nonsa «Pexum pabotbl» Mocm. B none «IP-agpec» yKaxute agpec,
KOTOpbIA ByaeT HasHayeH YCTPOMCTBY A/1A AOCTyna K Hemy. BBeauTte macky nogcetu (Mo ymonyaHuio
255.255.255.0) 1 npu HeobxoAMMOCTM W03 Mo ymoadaHuio 1 agpec DNS-cepsepa. [na coxpaHeHus u

v
NPUMeHEeHNA HAaCTPOEK HAXXKMUTE KHOMKY .

HUHTepHeT noppoGHee
Fexum padoTel | MocT j
MpoTokon | Static j

IP-aapec | 192.168.1.2

Macka nogceT 2552552550
LNtz no yromHaH9e | 19216811
MepBMIHEIR DNS | 192 1658.1.1

BTOpMHEIR DS

= -

B pexume Mocm wno3 He 6yaeT aBToMaTMyecku BblgaBaTth IP-agpeca no npotokony DHCP
YCTPOMCTBAM, NOAKNOYEHHbIM K MHTepdelicy LAN.

— B nautke «IP-tenedoHMA» BbinonHAeTCA BbicTpaa HACTPOIMKa aBOHEHTCKUX AMHUI ANna paboTbl No
npotokony SIP. Ona sToro BblbepuTe BKAAAKY «JIMHMA» C HOMEPOM JIMHWUW, KOTOPYl Heobxoaumo
HacTpouTb. OTMeTbTe NYHKT «BKAOUUTLY», BBeAUTE HOMep TenedoHa, KOTopblit ByaeT Ha AAHHOW ANHUMK,
JIOTMH U Naposib ANnA asTopusaumm Ha SIP-cepsepe. [1na cOXpaHEHUA M NPUMEHEHUA HAacTPOEK HaxKmute

KHOMKY .

IP-TenedoHuns noppoGHee
Nuuua 1 NiMHMA 2 SIP

BKNIOYMTE

Homep | 001
AyTeHTUdMKaUMA

VMMA nonk3osatens

Mapons

3 -

TaKum e 06pa3om HacCTPoWTe OCTa/ibHble aDOHEHTCKME IMHUM B APYTUX BKA3AKaX «JIMHUAY.
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e Bblbepute BKknagky «SIP» B nautke «IP-TenedoHua» ana HacTpolikm napametpos SIP.
YKkaxute IP-agpec unm pomeHHoe wuma SIP-cepBepa W cepBepa perucTpaummn (npwm
Heobxo4MMOCTM) B COOTBETCTBYIOLWMX Monsx. EcnM Ha cepBepax MCNO/b3yHOTCA HOoMepa
nopToB, OT/IMYHble oT 5060, TO Yepe3 [ABOETOYME YKAXKUTE asbTepHaTMBHble MOPThHI.
YKkaxute SIP pomeH npu HeobxogmMmocTu. YcTaHoBuTe dnar «Peructpauma», ecam gns
paboTtbl TenedpoHunm Heobxoauma peructpauua aboHeHToB Ha SIP-cepepe (06bl4HO,
perucTpaumns Heobxoguma). s COXpaHEHUS U MPUMEHEHMSA HACTPOEK HaXKMMUTE KHOMKY

d

IP-TenecoHus noppoGHee
Nueua 1 Nueua 2| SIP

SIP-npokck cepeep
Peructpauus
Cepeep perncrpauun

SIP-nomeH

= -

[ns yKasaHWs 4ONOAHUTENbHbIX NapPaMeTPOB NepengmTe B PEXKMM PaCLLUMPEHHbIX HACTPOEK, HaXKaB
CCbINKY «noapobHee» (cmoTpuTe pasgen 2.7.3 MeHto «IP-TenedoHusa»).

e B nautke «Wi-Fi» HacTpauBatotca napameTpbl cetn Wi-Fi. BbibepuTe HeobxoaMmblit
YaCTOTHbIN AmanasoH 2.4y wnam 5MTu. Ona BrkatoveHua cetn Wi-Fi yctaHosuTte dnar
«BkntounTtb Wi-Fin. B none «SSID» 3apaetca uma Toukm poctyna. MNpu Bbibope pexkmma
6e3onacHocTU «off» ana noakntoueHma K cetn Wi-Fi He byaeT TpeboBaTbCsa KAOY A0OCTYNa.
[ns Toro 4ytobbl OrpaHMunTL JOCTYN K ceTn Wi-Fi B none «Pexxnm 6esonacHocTu» Bbibepute
«WEP», «WPA» nan «WPA2» K yKaxute K4, KOTOpbIN OyaeT Mcnosb3oBaTbcA ANA
noAK/to4YeHua K cetu. OnmHa kntoda ana WEP gonxkHa 6biTb 5 nam 13 cumsonos, gna WPA
m WPA2 — ot 8 go 64 cumsonoB. Ytobbl caenatb Wi-Fi ceTb Hanbonee 3awumuEHHOM
ncnonbsyite pexxum WPA nan WPA2. [ina coxpaHeHuUs 1 NpUMeEHEHMA HAacTPOEeK HaxkmMurte

KHOMKY .

Wi-Fi nogpoGHee
24TTy 50Ty

BKMOYMTE WI-Fi
SSID | ElexWiFi
Pexum GesonacHocTh | WPA/WPAZ v

Knoy WPA | hgGfastu

3 -
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CywecTByeT BO3MOMKHOCTb MCMOAb30BaTb OAHOBPEMEHHO JABa AManasoHa 4acTtor. [Ans 3Toro
HaCTPOWTe aHaNOrMYHbIM 06Pa3oM TOUKY AOCTyNa B APYroi BKAAOKe.

Ons yKasaHWA AONONHUTENbHbIX NAaPaMeTPOB NepenamTe B PEXKUM PacLUMPEHHbIX HAaCTPOEK, HaXKaB
CCbINIKY «noapobHee» (cmoTpuTe pasgen 2.7.2.10 MNoameHto « Wi-Fi»).

e Ecan npepgnonaraetca mcnonb3oBaHue IP-tenesupeHna — B nantke «IP-TenesmnaeHue»
OTMeTbTe NYHKT «Braountb IPTV». [na BKAOYEHNA BO3MOXKHOCTM nepenaydn IPTV noTtokos
no HTTP otmeTbTe nyHKT «Bkatountb HTTP-npokcu». B none «lMopT HTTP» ykaxuTte nopT,
KOTOpbIA 6yAeT MCNO/Ib30BATbCA AA MOAKNOYEHUA BHELHUX YCTPOWMCTB K JIOKA/JIbHOMY
HTTP-npokcn. PekomeHgyeTca wucnonb3oBaTb HTTP-npokcn npu  npocmotpe  IP-
TenesuMaeHMAa 4Yepes becnpoBogHyto ceTb Wi-Fi (B uenax yaydweHuAa Kadvectsa
TpaHcAupyemoro B 3dupe unsobparkeHus). [Na COXpaHEHUA W MNPUMEHEHUA HACTPOEK

Ha*XmMunte KHOMKy o .

IP-reneBuaeHune nogpoGHee

BkniounTh IPTV

BKNIOYMTE HTTP-
npokcK

MopT HTTP | 1234

3 -

Echn gna ycnyrm IPTV ucnonb3yetca oTtaenbHbin VLAN, nepengute B peXMM pacliMpeHHbIX
HACTPOEK, HaXKaB CCbIIKY «noApobHee» n yKaxute ID VLAN B cCOOTBETCTBYIOLLEM NOE (CMOTPUTE pasaen
2.7.4 MeHio «IP-TeneBnaeHue).
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3 MCNOJ/Ib3OBAHUE AONO/IHUTE/IbHbLIX YCNYT

3.1 Mepepaya BbI3OBA

Ycnyra nepegaya BbiI30Ba MOMKET BbIMOJHATLCA /IOKANbHO CPeACTBaMM W/O3a MbBo cpeacTBamm
B3aMMoZencTBylowero ycrpoictea. Ecnm ycnyra ocywecTBnseTca cpeacTBamMu B3anMMOAEWCTBYHOLWETO
YyCTPOWCTBA, TO AJocTyn K ycayre «llepefada BbI30Ba» YCTAaHAB/AMBAETCA Yepe3 MEHH HacTpoek
aboHeHTCcKoro nopta «IP-menegoHua» -> «Hacmpolika auruli» nytem Bblibopa 3HaYeHua «Transmit flash»
B none «Pexcum ucnone3oeaHus flash». B 3Tom cinyyae NOTMMKY BbIMOJHEHUS YCAyrM onpegenset
B3aMMOAENCTBYOLLEE YCTPOMCTBO.

Mpu BbINOAHEHUWN ycnyrn «[llepedaya 6b1308a» NOKANbHO CPEACTBAMM LW/O3a AOCTYN K HeW
YCTaHaB/AMBAETCA Yepe3 MEHI0 HACTpoek aboHeHTCKoro nopta «/P-menegoHua» -> «Hacmpolika auHul»
nytem Bbibopa 3HavyeHua «Attended calltransfer», «Unattended calltransfer» nwéo «Local calltransfer» B
none «Pexcum ucnonv3osaHus flash».

Ycnyra «Attended calltransfer» no3BonsetT BpemMeHHO pa3opBaTb COeAMHEHME C abOHEHTOM,
Haxo4ALWMMCA Ha cBA3M (abOHEHT A), yCTaHOBUTb coeanHeHue ¢ apyrum aboHeHTom (aboHeHT C), a 3aTem
BEPHYTbCA K MpeXHeMy coeauHeHuio 6e3 Habopa Homepa /MbO nepenaTb BbI3OB C OTKAKOYEHUEM
aboHeHTa B.

Ucnonb3oBaHue ycnyru «Attended calltransfer»:

HaxoaAcb B COCTOAHMM pa3roBopa C abOHEHTOM A yCTaHOBWUTb €ro Ha yAepyKaHue C MOMOLLbIO
KopoTkoro otbos flash (R), goxaaTbcs curHana «OTBET CTaHUMU» U HabpaTb Homep aboHeHTa C. Mocne
oTBeTa aboHeHTa C BO3MOKHO BbINOJIHEHWUE C/IeAyOLMNX Onepauuii:

e RO — oTKnoueHWe aboHeHTa, HaxoAALLEerocs Ha yAeprkaHuu, coeguHeHue c aboHeHToMm,
HaXxoAMBLUMMCA Ha CBA3Y;

e R1 — oTkaloyeHMe aboHeHTa, HaxoAALEeroca Ha CBA3W, coeguHeHue C aboHeHTOoMm,
HaxoAMBLUMMCA Ha yaepiKaHUK;

¢ R 2-—nepeknoyeHne Ha apyroro aboHeHTa (cmeHa aboHeHTa);
e R 3-KoHbepeHUUs;

e R4 -nepepayva BbI30Ba, YCTaHAaBAUBAETCA Pa3roBOPHOE coeAnHeHMe mexKay aboHeHTamm A
nC;

e R oT6olM — nepepaya BbI3OBa, YCTaHaB/AMBAETCA Pa3roOBOPHOE COEAMHEHUE MeXKay
aboHeHTamun A un C.

Huke Ha pUcyHKe npeacTaBieH anroputm paboTsl yenyru «Attended calltransfer»:
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AGoHeHT A - A6oHeHT C

INVITE s
100 Trying ABOHEHT A
) ycTaHaBausaer
180 Ringing coeanHEHME C
2 200 OK aboxentom B
ACK
p INVITE sendonly
" ABOHeHT B crasut
b » aboHenTa A Ha
200 OK receiveonly yaepxaHue (Haumaer
Flash
= ACK )
INVITE .
00Ty ABoHeHT B
180 Ringing ycTaHasnusaet
coeguHEHNe ¢
< 20 0% aboxenTom C
ACK L
Ha panHom arane aboHext B momer: nepes memay ab AucC,
ucnonbaya komBuHaumio R (Flash) 2; orBurs onsoro u3 aboHerToB, uenonssys
womburaumio R 0, nmbo R 1; coeay 6 AnC ToyEKy.
INVITE sendonly 1
< 100 Tryi AGoHeHT B crasur
. ) aborenra C Ha
200 OK receiveonly yaepxaive
ACK o
ABoHeHT B knager ¢ REFER (replaces)
Tpy6ry (nepegava 202 Accepted
gbl3oBa) >
NOTIFY Activated =
. 2000K
INVITE (replaces) A
I L
100 Trying ABoHeHT A
3 ycraHasnumeaet
< 180 R,W CcoeamMHeHue ¢
200 OK aboxenTom C
Ll
ACK ot
ABowenT C pazpbisaeT BYE
coegvHerue c abonexTom B 200 OK
NOTIFY Terminated &
¢ 200 OK
A6oHeHT B paspsieaet < BYE
coeauHeHue ¢ 200 OK N
abonentom A
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Ycnyra «Unattended calltransfer» no3sonser NocTaBuTb Ha yaep:aHWe aboHeHTa, Haxogsaweroca
Ha cBA3n (aboHeHT A), c nomolblo KopoTkoro otbosa flash, n ocywectsutb Habop Homepa apyroro
aboHeHTa (aboHeHTa C). Mepenaya BbI30BA OCYLLECTB/ASETCS aBTOMATMYECKM MO OKOHYaHWIO Habopa
Homepa aboHeHToMm B.

Huke Ha pucyHKe npeacTaBieH anroputm paboTsl yenyrn «Unattended calltransfer»:

ABoHenT A ABoHeHT B

INVITE o \
100 Trying ABOHEHT A
e ycraHasnueaer
180 Ringing coeauHEHME ¢
200 OK abonerTom B
ACK & /
INVITE sendonly
. ABoHeHT B crasur
10 Bryng P aboHeHTa A Ha
200 OK receiveonly & yaepxaxue (Haxumaer
- Flash)
ACK
ABonenT B Habupaer
Homep aboHeHTa C u [/ REFER (replaces)
knager Tpybky
(MNepegava sbizosa) \ 202 Accepted >
NOTIFY Activated =
200 OK
ABoHeHT B paspbisaer BYE
coeguHenme ¢ 200 OK =
aborenTom A INVVITE
T >
100 Trying ABoHeHT A
I T yCTaHaenMBaer
'« 180 R'mging coeguHeHue ¢
L 200 OK aboHenTom C
ACK o /
NOTIFY Terminated ~
200 OK 1

Ycnyra «Local calltransfer» nossonser caenatb nepegavy Bbl30Ba BHYTPWU LWt03a 6e3 OTnpaBKM
BHewHero coobuweHna REFER B Tom cnyyae, ecnn aboHeHT C ABnseTcA /IOKanbHbiM aboHeHTOM RG-
2400/RG-4400 v Bbi30B ero 6bin NpousBeseH Hanpamylo B 06xog nNpoKkcu-cepsepa. Ecam ke aboHeHT C
ABNSAETCA BHEWHMM abOHEHTOM /MO0 /IOKa/ibHbIM, HO OH Obla Bbi3BAaH 4Yepe3 NPOKCU-cepBep, ycayra
«Local calltransfer» paboTaeT Tak e, Kak Attended calltransfer», To ecTb nepeaaya BbI30Ba
OCYLLECTB/IAETCA NOCPEACTBOM OTMNPaBKN aboHeHTy B coobuieHns REFER.
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3.2 YBeaomneHue o NOCTyn/ieHnn HOBOro Bbi3osa — Call Waiting

YCnyra Nno3BOIAET a60HeHTy, npu 3aHATOCTKN €ro Tened)OHHbIM pa3rosopom, C NOMOLLbIO
onpegeneHHoro CurHasaa nosiyd4nTb onoseweHne o HOBOM BXogAllem BbI3OBE.

MNMonb3oBaTesib, NPU MOAYYEHUN OMOBELLEHUA O HOBOM BbI30BE, MOXKET MPUHATb WUAM OTK/IOHUTb
OKMAAKOLW NI BbI3OB.

Joctyn K ycnyre ycTaHaB/MBaeTCA 4yepe3 MEeHI HacTpoeK abOHEHTCKOM AMHMK nyTem Bblbopa
3HaueHun «Attended calltransfer», nubo «Unattended calltransfer», nnbo «Local calltransfer» B none
«Pexcum ucnons3zosaHus flash» v yctaHoBkuM dnara «OxudaHuUe 8bI1308a».

Ucnonb3oBaHue ycayru:

HaxogAcb B COCTOAHMM pa3rosopa u nonayvYeHumMn UMHAUKauMnM O NOoCTyna1eHMM HOBOIoO BbI3OBa
BO3MOXXHO BbINOJIHEHUNE CheyHOWnNX onepau,mﬁ:

e R O-o0TKas oT HOBOrO BbI3OBA;
e R 1-nNpuHATb OXXNAAOLWMIA BbI3OB;
e R 2—nepekntoyeHue Ha HOBbIM BbI30B (CMeHa aboHeHTa);

e R —KopoTkuit otboi (flash).
3.3 TpexcTopoHHAA KOHepeHUuUa

TPEXCTOpOHHFIFl KOHd)epeHLl,Mﬂ — ycnyra, O6€CI‘Ie‘4MBaIOLLI,aﬂ BO3MOXXHOCTb OAHOBPEMEHHOIO
TenedoHHoOro obuweHns Tpex aboHeHTOB. MNepexon B peXMmM KOHbEepeHUUM OCYLLEeCTBAAETCA NO HaXKaTuIo
knasuw R 3 (onncaHo B pasgene 3.1 lNepegava BbI30Ba).

ABOHEeHT, cobpaBlWKnii KOHPEepeHUMIO, SBNAETCA ee WHMUMATOPOM, Apyrme ABa aboHeHTa — ee
Y4aCTHUKaMMU.

Bo3MOKHO ABa pexuma paboTbl TPEXCTOPOHHEN KOHbEPEHUMU: IOKaNIbHbIA U yaaneHHbl. B nepsom
pexnme KoHbepeHUMA cobupaeTcs NOKaNbHO abOHEHTOM-UHMLMATOPOM, BO BTOPOM — KOHdepeHuums
YCTaHaB/IMBAETCA C NOMOLbIO yOa/1eHHOIo cepBepa, Tak Ha3biIBAeMOTro cepBepa KOHd)epeHLI,VIVI.

3.3.1 JloKanoHaa KoHgpepeHyua

B pexxnme KoHdepeHUnn HaxkaTme KopoTkoro otbos flash nHnumaTopom - urHopupyetca. CoobLieHus
NPOTOKOMA CUTHANM3ALMMK, NMPUHATbIE OT YYAaCTHUKOB U NepeBOAsALME CTOPOHY MHMLMATOPA B PEXMM
yaepKaHua, NPUBOSAT K BbIBOAY 3TOrO Y4YaCTHMKA M3 KOHEpPEeHLMM, NPU 3TOM MHULMATOP U BTOPOM
YYaCTHUK NEPEKNIOYATCA B COCTOAHME OObIYHOIO ABYCTOPOHHEro Pasrosopa.

KoHdepeHuus paspyllaeTca, ecnum ee NOKMAAET MHMUMATOP, 060MM yyacTHMKam npu aTom byaet
nepegaHo coobuieHne ot6osa. Ecnm koHbepeHLMO NoKMaaeT Ntob60oN N3 YYaCTHUKOB, TO €e MHULMATOP U
BTOPOI YY4aCTHMK NepeKnYaTca B COCTOAHME 06bIYHOMO ABYCTOPOHHEro pasroBopa. KopoTkuit otboli flash
npu 3Tom obpabaTtbiBaeTcs Kak onucaHo B pasgenax 3.1 [epepada Bbi3oBa v 3.2 YBegoMaeHWe o
nocTyneHMn HoBoro Bbi3oBa — Call Waiting.

Ha pucyHKe HUXe npeactaBieH ajropuTM BbINMOAHEHUA ycayrn «3-way conference» nokanbHO
aboHeHTOM B no npotokony SIP.
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INVITE ;
100 Trying | | Wwnumarop
o o | ycraHaBauBaet
180 Ringing > coeanHeHue ¢
200 OK | | y4acTHukom 1
ACK /
T——
INVITE sendonly \
100 Trying | WMHuumatop crasuT
] > | yyacTHuKa 1 Ha
200 OK receiveonly i | yaepwanue (Haxumaer
ACK | Flash)
INVITE
< B0 ey "‘\ WHnunatop
= 180 Ringing | yCTaHaBausaet
B 200 OK | coefuHeHue ¢
< | YYaCTHUKOM 2
ACK
UHuumatop Haxumaer flash 3 - v INVITE (sendrecv)
cobupaet kKoHdpepeHuuto. /
Yuacthuk 1npustom | 200 OK (sendrecv) >
CHUMAETCA C yAepKaHuA. 200 OK
BYE
< \ YYacTHUK 2 nokmaaet
200 OK KOHdepeHumio
WHuumaTop paspbliBaer
coefuHeHue 200 OK >

3.3.2 YOaneHHasa KOHgepeHyua

YaaneHHas KoHdepeHuma paboTaeT no anroputmy, onucaHHomy B RFC4579. OcobeHHOCTb
aNropMTMa COCTOMT B TOM, YTO Mo HaxKaTuto flash+3 aboHeHT-MHMLMATOP YCTaHaBNMBAET COeANHEHME
¢ cepBepom KoHdepeHUMM (HasbiBaembiM TaKkKe PpOKycom) , nocse yero npocut GOKyC YCTaHOBUTb
coeanHeHue ¢ ABYMA APYTMMM YyY4aCTHUKaMKM KOHbepeHLMU. HUKe Ha pUCYHKe AeTaNbHO M306parkeH
anropuTm paboTbl.
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AGOHEHT A (MHuumatop) |
OTNpaBAAET Ha cepsep I;“"
3anpoc Ha yCTaHOBAEHWE |
KOHGepeHun "‘_‘
(Hasumaet 3) |

WHuumatop npocut |
cepBep YCTaHOBUTL |
coeguHeHne ¢ |

{
aboHentom C |

A\
\

INVITE N
oo o |\ ABoHeHT A
180 Ringing | ycTaHaBnuBaeT
200 OK | coefWHeHuWe C
| ABoHeHTom B
ACK N
_ RTP ABoHeHT A
INVITE, sendonly N ~ cTaBuT Ha
- | ynepwaHue
200 Ok (Hakmmaet
ACK N Flash)
: B
INVITE aboHeHTa .
. 180 Ringing
< 200 OK
ACK

INVITE, sendonly

v

200 OK

A

ACK

INVITE, sip:Conf-App N

>

P 180 Ringing

200 OK Contact:Conf-ID;isfocus|

<

ACK N

REFER sip:Conf-1D Refer-To:C

\ 4

A4

< 202 Accepted
<« NOTIFY (Trying)
200 OK »
INVITE Contact:Conf-ID;isfocus >
< 180 Ringing
< 200 OK
ACK >
A v
«—NOTIFY (OK)
200 OK >
< SUBSCRIBE sip:Conf-1D
200 OK >
ACK >
< 200 OK
<«—NOTIFY (OK)
200 OK

" ABoHeHT A

| ycraHaenmBaet
| coefiMHeHue ¢

| ABonentom C

\

.~ ABoHeHT A cTasut
| Ha yaepwaHue
| (HaxmnmaeT Flash)

| abowenTa C

\ Cepsep

"‘-‘ yCTaHasnusaeT
|

| coeauHeHme ¢
| aboHeHToM C
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UHuumatop npocut ;’l
cepBep yCTaHOBUTL |
coevHeHue ¢ |
aboHeHTOM B ‘

\
\
\

Bye

A

200 OK

A4

REFER sip:Conf-1D Refer-To:B >
< 202 Accepted F2
< NOTIFY (Trying) F3
200 OK F4 >
INVITE Contact:Conf-ID;isfocus F5
180 Ringing F6 i
200 OK F7
ACK F8 >
< NOTIFY (OK)
200 OK > SUBSCRIBE sip:Conf-ID
200 OK R
NOTIFY ;
200 OK
< NOTIFY (OK)
200 OK >
Bye
200 OK

v

\

\ Cepsep

| ycTaHasnusaer
" coepuHeHwe ¢
| aboHeHTOM B
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4 ANTOPUTMbIl YCTAHOB/IEHUA COEAUHEHUA

4.1 AnropuTm ycnewHoro Bbi3oBa no nportokony SIP

Mpotokon SIP (Session Initiation Protocol) — npoToKon ycTaHoBneHWs ceaHca obecneyuBaet
BbINOJIHEHWE 6A30BbIX 33434 YNpPaBAeHNA BbI3OBOM, TaKMX KaK OTKPbITME M 3aBEPLUEHMNE CeaHca.

Npotokon SIP onpegenser 3 OCHOBHbIX CUEHApUA YCTAaHOBNEHUA COEAMHEHUA: Mexay
nonb3oBaTenAMM, C y4acTMeM TMPOKCU-CepBepa, C y4dyacTmem cepsBepa nepeagpecaumn. OCHOBHble
ANTOPUTMbI YCTAaHOBAEHMA coeauHeHuAa onucaHbl B AoKymeHTe IETF RFC 3665. B gaHHom pasgene
npuBeaeH MpUMep CLEHapuA YCTaHOBJIEHMA COeAUHEHUA MO MPOToKoAy SIP mexay ABYyMA LW03amu,
KOTOpbIM 3apaHee nssectHbl IP-agpeca gpyr gpyra.

<,

INVITE
100 Trying
180 Ringing
200 OK
ACK
BYE
200 OK

| \
|
~ (<)) (9] Y w N -

Onucanue a/IroOpUTMa:

1. A60HeHT «A» Bbi3biBaeT aboHeHTa «B».

2. LWnto3 aboHeHTa «B» NnpuHAN KOMaHAy Ha 06paboTKy.
3. AGOHeHT «B» cBOb6OAEH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» BblgaeTca «lMocbliKa
Bbl30Ba», a aboHeHTY «A» «KOHTPOAb NOCHINKN BbI3OBaY.
4. ABOHeHT «B» oTBeYaeT Ha BbI30B.
5. LWno3 aboHeHTa «A» NOATBEPKAAET YCTAaHOBNEHNE CECCUN.
6. OT6011 aboHeHTa «A», aboHeHTy «B» BblAaeTca akKyCTUYECKUI CUTHAN «3aHATOY.
7. LWno3 aboHeHTa «B» noaTBEep:KAAET NPUHATYIO KOMaHA4y oT6os.
4.2 Anroputm Bbi30Ba ¢ yyactuem SIP npoKcu-cepsepa

B gaHHOM pa3sgenie oNMCbIBAETCA CLLEHAPUI YCTAaHOBAEHUA COEAMHEHUA MEXKAY ABYMA LUIO3aMM C
yyactmem SIP npokcu-cepBepa. B 3ToM cayyae Bbi3biBaloWMn W03 (abOHEHT A) A0MXKeH 3HaTb
NoCTOsAIHHbIN aapec aboHeHTa 1 IP-agpec npokcu-cepeepa. SIP npokcu-cepsep obpabaTbiBaeT cO0bLEHNA,
nonyyeHHole oT «aboHeHTa A», BbINOMAHAET MOUCK «aboHeHTa B», npurnawaer K ceaHcy CBA3U U
BbIMNOJIHAET GYHKLUMN MapLIPYTU3aTOPa MEXKAY ABYMSA LWO3aMM.
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A6OHeHT A 3anpalwmusaet
asTopU3auMIio

ABOHEHT A peructpupyerca ¢
asTopusauuein

SIP-cepsep TpebyeT
ayTeHTUdUKaLUIo

Bbi30B C

ABOHEHT A

2

" Register
401 Unauthorized

O

Register
200 OK

A

SIP proxy
SERVER

Register
401 Unauthorized

ABoHeHT B 3anpawmBaeT
aBTOpPU3aLUIO

INVITE

407 Proxy authentication required

Register
200 OK

ABOHEHT B peructpupyerca ¢
asTopusauuen

ACK
INVITE

ayTeHTUdUKaLMen 100 Trying

INVITE
100 Trying

180 Ringing
180 Ringing

200 OK
200 OK

ACK

ACK

\4

BYE
BYE

200 OK
200 OK

OnucaHue anroputma:

Peructpauua Ha SIP-cepBepe.

— ABoHeHT «A» 1 aboHeHT «B» pernctpupytotcs Ha SIP-cepBepe.

— SIP-cepBep 3anpalwwmsaeT aBTOpM3aLMIO.

— ABoHeHT «A» 1 aboHeHT «B» peructpupytotca Ha SIP-cepBepe c aBTopM3aLmeil.

— Ortsert SIP-cepBepa 06 ycnewHom perncTpaumm.

— ABGoHeHT «A» BbI3blBaeT aboHeHTa «B».

— 3anpoc ayTeHTUMKauum ot SIP-cepeepa.

— LWnto3 aboHeHTa «A» NOATBEPKAAET NPUHATYIO KOMaHAY Ha 3anNpoC aBTOPU3ALUN.

— ABOHEHT «A» BbI3blBaeT aboHeHTa «B».

— SIP-cepBep NpMHAN KOMaHAy Ha 06paboTKy.

— SIP-cepBep TpaHC/AMpYyeT 3anpoc Bbi3oBa aboHeHTOM «A» aboHeHTa «B».

— LWno3 aboHeHTa «B» NpUHAN KOMaHAy Ha 06paboTKy.

— ABOHeHT «B» cBobogeH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» Bblgaetca «[llocbliKa
BbI30Ba», a aboHeHTYy «A» «KOHTPO/b MOCbISIKMN BbI30BaY.

— ABOHeHT «B» oTBeYaeT Ha BbI30B.

— LWnto3 aboHeHTa «A» NOATBEPIKAAET YCTAHOB/IEHME CECCUM.

— OT160i aboHeHTKa «A», aboHeHTy «B» BblAaeTca akKyCTUYECKUI CUTHAN «3aHATOY.

— LWnto3 aboHeHTa «B» noaTBEpKAAET NPUHATYIO KOMaHAy 0T60A.

4.3 AnropuTtm Bbi30Ba C y4acTuem cepsepa nepeagpecauyum

B AaHHOM pasgesie ONMUCbIBAETCA CLLEHAPUI YCTAHOBAEHUA COEAMHEHNA MEXKAY ABYMA LUIKO3aMM C
yyacTmem cepBepa nepeagpecauymu. B 3aTom cayyae Bbi3biBatoWMi w03 (aboHeHT A) camocToATeNbHO
yCTaHaB/IMBAET COeAMHEHNE, a cepBep Nepeagpecauuun Wb peanusyeT npeobpasoBaHMe NOCTOAHHOIO
aZpeca Bbi3blBaeMoro aboHeHTa B ero TeKylwui agpec. Aapec cepBepa nepeagpecauym aboHeHT
NoJly4aeT OT aAMUHUCTPATOPA CETMU.
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nepeagpecaLmu

O

1 INVITE

2 |« 100 Trying

3 < 302 Moved Temporarily

4 ACK

5 INVITE

6 100 Trying

7 180 Ringing

8 200 OK

9 ACK

10 BYE

11 200 OK
A o

OnucaHue anroputma:

ABOHEHT «A» Bbi3blBaeT aboHeHTa «B». BbI30B HanpaB/AETCA Ha CepBep nepeagpecaumm
nHbopmaumeit ob agpece Bbi3biBAaeMOro aboHeHTa.

CepBep nepeagpecalmmn NPUHAA KOMaHAy Ha 06paboTKy.

CepBep nepeagpecauum 3anpocun MHPopmauumilo O TeKylwem agpece aboHeHTa «B» vy
cepBepa MmecTonosioxeHua. MosnydyeHHaa MHbopmMauma (TeKylwmii agpec Bbi3bIBAEMOro
Nno/sb30oBaTeNsl AW CMUCOK 3apPerncTPUpoBaHHbIX aApPeCcoB Bbi3bIBAEMOro MO/b30BaTeENS)
nepepaetca B coobuweHnn «302 moved temporarily» aboHeHTy «A».

LLnto3 aboHeHTa «A» NoATBEPKAAET NPUEeM OTBETA OT CepBepa Nepeaspecauum.

ABOHEHT «A» HanpPAMYIO Bbi3blBaeT abOHEHTA «B».

LLnto3 aboHeHTa «B» NprMHAA KOMaHAy Ha 06paboTKy.

ABoHeHT «B» cBob6of€eH. B 3TOT MOMEHT Ha annapaTt aboHeHTa «B» Bbliaaetcsa «[llocblsiKa
Bbl30Ba», a aboHEeHTY «A» «KOHTPOb NOCLINIKM BbI30Ba».

ABOHEHT «B» oTBeYaeT Ha BbI30B.

LLnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOB/IEHWE CECCUN.

OT60i aboHeHTKa «A», abOHEHTY «B» BblAaeTcA aKyCTUYECKUIM CUTHAN «3aHATO».

LLnto3 aboHeHTa «B» noaTeepXaaeT NPUHATYIO KOMaH4y oTboA.
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5 AJITOPUTM PABOTbl ABTOMATMYECKOINO OBHOB/IEHUA YCTPOMCTBA HA OCHOBE
MPOTOKO/1A DHCP
CeTb IP-TenethoHnA  IP-TenesugeHne  JloKanbHbIE WHTEpdERCE
Bpewm  [ooTyn  Mypsan  Mapomw Ty o Mg 3
ABTOKOHMWIYPHUPOBAHME HA OCHOBE NpoTokona DHCP
MpmoprmeT napawsrpos w3 | DHCF options .
Kondmrypauna
= AsTowaTmuectos ofkonekke | Mephooyecn .
= DN kowITy PaLMA thtp{httpk//download. server loc/config_fike.cfg
o MiTzpzan edkoznzsis sosdirypaumm © | 200
7 Mporpammuoe ofecnesenne
AsTowaTmuectos ofkomnenpe | Mephooyuecn M
®ain M0 ttpihittpl/idownload. server loc/firmware. fike]
WMimepzan obsoznzsns N0, ¢ | 3200

ABTOKOHMWUIYPUPOBaHKE No npoTokony TR-069

OBwne
Bermiouwre knwesTa TR-D59

Wrtepdienc Internat T

Janpoc coeqnHedna c ACS

WuR nonezosaTens acs
Mapone | soeee
3anpoc COSANHEHWA C KMHEHTOM
Wus nonesoeaTens dmin
MNapane | weee

Hactpoirn NAT

MmsaMans L # NepRog onpoca, ©

Makeamansei NEpHog oNpoSa, & &

Anroputm paboTbl npoueaypbl aBTOMAaTMYeCcKoro O6HOBAEHMA YCTPOMCTBA onpeaensetca
3HaYeHneM napameTpa «/Ipuopumem Napamempos us».

1. Ecnm BbibpaHo 3HauyeHue «Static settings», To U3 napameTpoB «Palin KoHgpuaypayuu» n «dalin
MO» onpefenseTcs MOAHbIA MyTb (BKAKOYAs MPOTOKO/A AOCTyMa M afpec cepsepa) K dainam
KOHOUrypaumm u nporpammHoro obecnedeHusa. lMonHbld NyTb yKasbiBaeTca B ¢opmaTte URL
(noaaepxusatorca npotokonbl HTTP n TFTP):

<protocol>://<server address>/<path to file>, roe

e <protocol> — NPOTOKO/, UCNO/b3yeMbIN A1A 3arpy3Kn CooTBeTCTBYIOLEro dalina c cepsepa
(nogaeprkuBatorca npotokoabl HTTP n TFTP);
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e <server address> — agpec cepBepa, C KOTOPOro HeobXxoaMMO 3arpysutb ¢ann (LomeHHoe
umsa unu IPv4);

e <path to file> — nyTb K paiiny Ha cepsepe.

B URL ponyckaeTca WMCMNO/Nb30BaHWE CAeAyoWMX MaKpoCoB (3ape3epBMpOBaHHbIE C/OBA,
BMECTO KOTOPbIX YCTPOMCTBO NOACTABASAET ONpesesieHHble 3HaYeH s ):

e SMA — MAC address — BMecTo gaHHoro makpoca B URL ¢aitna yctpoicTBo noacrasnser
cobcTBeHHbIM MAC-agpec;

e SSN — Serial number — BmecTo gaHHoro makpoca B URL daitna ycTpoiicTBo noacrasnser
COBCTBEHHbIN CepUiiHbI HOMEP;

e SPN — Product name — BmecTo gaHHoro makpoca 8 URL ¢aina ycrpoicTBo noacrasnsaet
Ha3BaHuWe moaenu (Hanpumep, RG-2402G-W);

e SSWVER - Software version — BmecTo fAaHHoro makpoca B URL daitna ycrpoitctso
noAcrasaseT HoOMep Bepcun nporpammHoro obecneyeHus;

e SHWVER - Hardware version - BMecTo gaHHOro makpoca B URL ¢aiina ycTpoictso
NoACTaB/IAeT HOMEp annapaTHOM Bepcum yCcTpoiicTaa.

MAC-agpec, cepuiiHbliii HOMEpP U Ha3BaHWE MOAENN MOXKHO Y3HATb HA CTPAHWULE MOHUTOPWUHIA B
pasgene «YCTPOMUCTBO®.

lpumepsbl URL:

tftp://download.server.loc/firmware.file,
http://192.168.25.34/configs/RG-2400/RG-4400/my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg,
http://server.http/SPN/firmware/SMA.frm un 1.4,

Mpy aTOM AonyckaeTcs OnyckaTb HeKoTopble napameTpbl URL. Hanpumep, daiin KoHduUrypauum
MOXHO 334aTb B Takom popmare:

http://192.168.18.6
nnu
config_rg24.cfg

Ecnn s URL-daiina KoHUrypauumn nnm nporpammHoro obecneyeHuns He yaaérca U3Bnedb BCe
HeobxoaMmble ana 3arpy3ku dalina napameTpbl (NMPOTOKOA, agpec cepBepa WaM NyTb K daiay Ha
cepsepe) — OyaeT npousBeseHa MOMbITKA M3BAEYb HEM3BECTHbIA MapameTp wn3 DHCP-onuuit 43
(Vendor specific info) unu 66 (TFTP server) u 67 (Boot file name), B cnydae ecnm B ycnyre NHTepHeT
YCTaHOBNAEHO no/y4YeHWe agpeca no npotokony DHCP (dopmat m aHanus DHCP onuuii byaet
npusenéH Huxke). Ecnn s DHCP-onumit He nosiyyaeTca M3BAeYb HepoCTaloWMi napametp, byaer
MCNO/1b30BaTbCA 334aHHOE 3HaUYeHUe No YMOAYAHMIO:

— Ans npotokona: tftp;

— Ans agpeca cepsepa: update.local;

—  Ana umeHn danna KoHdurypaumm: rg24.cfg;

ana umeHn daina nporpammHoro obecneyeHusn: rg24.fw.

Takum obpasom, ecnn nonsa «@alin KoHgueypayuu» n «®aina [MO» ocTaBUTb NyCTbIMU, U MO
npotokony DHCP He byaeT nonyyeHbl onunn 43 unm 66, 67 ¢ ykasaHMemM MeCToMNoI0XKeHNA 3TUX dainnos —
URL ¢aina koHouUrypaumm byaet uMeTb BUA:
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tftp://update.local/rg24.cfg,
a URL ¢aina NO:
tftp://update.local/rg24.fw.

2. Ecnu BbibpaHo 3HaueHne «DHCP options» — URL ¢annos KoHbUrypaLmm nu nporpammHoOro
obecneyeHuns nssnekarotca ns DHCP onuymii 43 (Vendor specific info) unm 66 (TFTP server) n 67
(Boot file name), gns vero B ycnyre IHTEpHET A0/1KHO BbITb YCTAHOBIEHO NOJIyYEHWE afpeca no
npotokony DHCP (popmat 1 aHanns DHCP onuni 6yaet npuseaéH Huxke). Ecam ns DHCP onuuit
He yZaeTca onpeaenmTb Kako-HnMbyab napametp URL — ana Hero ucnonb3yertcs 3agaHHoe
3Ha4YeHMe MO YMONYAHMUIO:

— AnA npotokona: tftp;

Ans agpeca cepsepa: update.local;

ans umeHn daiina KoHpurypaumnu: rg24.cfg;

— ANnA umeHu daiina nporpammHoro obecnevenus: rg24.fw.

®dopmar onuuu 43 (Vendor specific info)

1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6]|<config.file>|7|<firmwa
re.file>|8|<vlan_tag>

1 - Koa agpeca cepBepa aBTOKOHPUIypMpoBaHMa No npoTokony TR-069;

2 - Kog, ans yKasaHua napameTpa Provisioning code;

3 - Ko4, UMeHM NoNb30BaTeNA ANA aBTOpU3aLmMKn Ha cepeepe TR-069;

4 - Kop, naponAa Ana asTopusaunm Ha cepsepe TR-069;

5 - Koa aApeca cepBepa; agpec cepsepa 3agaetca B ¢opmarte URL: tftp://address wam
http://address. B nepsom BapuaHTe yKkasaH agpec cepsepa TFTP, Bo sTopom — HTTP;

6 - Kog UmeHun daiina KoHdurypaumu;

7 - ko4 umenu daina No;

8 - kop Tera VLAN ana ynpasneHms.

"|" - 0bs3aTENbHbIN Pa3AENUTENIbHBIA CUMBOA MEXAY KOAaMM U 3HaYEHUAMU NOA0NLNNA.

Anroputm onpegeneHua napametrpos URL d¢aiinos KoHourypaumm wu  nporpammHoOro
obecneueHusa us DHCP onuuii 43 u 66, 67.

e WHuumnanmsauyma DHCP-obmeHa
Mocne 3arpyskun ycTpoiicteo nHuummnpyet DHCP-obmeH.

e AHanus onuun 43

Mpy nonyyeHun onumu 43 BbINOAHAETCA aHanAW3 NogonuMii ¢ Kogamm 5, 6 M 7 C uenbto
onpeaeneHnsa agpeca cepeepa U UMEH $aitoB KOHOUIYpaLMM U MPOrPamMMHOro obecrneyeHus.

e AHanus onuumn 66

Ecnm onuma 43 ot DHCP-cepBepa He nosy4yeHa AMBO MoayyYyeHa, HO U3 HEEé He yAanocb U3BneYb
ajpec cepBepa — OCYyLLECTBAAETCA NOUCK onumn 66. Ecan uma danna MO TakKe He yaanocb NOAyYnUTb —
OCYLLECTBNAETCA NOUCK onuun 67. M3 HUX M3BNEKAKOTCA COOTBETCTBEHHO agpec cepsepa TFTP u nyTb K
dainy MO. danee dannbl KOHOUIYpPaUUM U NPOrpaMMHOro obecrneveHma ByayT 3arpy»KaTbca ¢ agpeca us
onumn 66 no npotokony TFTP.
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OcobeHHOCTH 06HOBNEHUA KOHOUrypauuu.

dalin KoHourypaumm posmkeH umeTb dopmat .tar.gz (B gaHHOm dopmaTte MpPoUCXoauT
COXpaHeHWe KoHourypaumm yepes Web-uHTepdeiic B 3aknagke «Cuctema» - «YnpasaeHue
KOHUrypaumen»). 3arpy:KeHHaa C cepBepa KOHPUrypauua NPUMEHSETCA aBTOMATUYecKM 6e3
nepesarpysku ycTponcTea.

OcobeHHOCTU 06HOBNIEHUA NPOrPaMMHOro obecneyeHms.

daitn nporpammHoro obecrniedeHusa goaxKeH umetb dopmart .tar.gz. Nocne 3arpysku ¢danna NO
OCYLLECTB/IAETCA ero pacnakoBKa M MpoBepKa Bepcuu (no cogepxumomy daina version B tar.gz-
apxuBe).

Ecnu TeKkyllan Bepcusa nporpaMmHoro obecnevyeHus coBnagaeT c Bepcuent gpalina, NnoaydyeHHoro
no npotokosy DHCP, o6HoBAeHue MO nponssoauTbea He byaet. ObHOBIEHWE NPOU3BOAMUTCH TOJIbKO
B C/ly4yae HecoBnageHus Bepcuit. O 3anyweHHOM Mpouecce 3anMcu obpasa MNporpammHOro
obecneyeHusa Bo flash-mamaAtb ycTpoincTBa cBUMAETENLCTBYET MOOYEpPeAHOe LMKINYECKOE MUraHue
MHAMKaTopa «Power» 3eneHbliM, OPaHKEBbIM MU KPACHbIM LBETOM.

' He oTKnlouaiTe NUTaHME U He NeperpyrKaiTe yCTPOMCTBO BO Bpema 3anucu obpasa Bo flash-

namaATtb. [laHHble AeicTBUA NPUBEAYT K YacTMUHOM 3anucu MO, YTo paBHOLEHHO nopuye
3arpysouyHoro pasgena ycrpolicrBa. JanbHeiwan pabota ycrpoiictBa 6yaeT HeBO3MOMKHa.
Ona BoccTaHOBNEHMA pPaboTOCNOCOGHOCTM YCTPOWCTBA BOCMOJb3YHTECH WHCTPYKLMUEN,

KOTOpasA npusegeHa B pasgene 6.
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6 nNPOUEAYPA BOCCTAHOBJIEHUA CUCTEMblI MOCNE CBOA TMMPU OBHOBJEHUU
NMPOrPAMMHOIO OBECNEYEHUA

EcAv nNpu BbINONHEHMM MpoLeaypbl 0B6HOB/MEHWA nNporpammHoro obecneyeHus (Yepes Web-
WUHTepdec WAM Yepe3 MexaHM3M aBTOMaTMYecKoro O6HOB/MEHMA Ha OcHoBe npoTokona DHCP)
npowusolen cbon (Hanpumep, 1U3-3a CAY4aMHOrO OTK/IIOYEHUS NUTAHMA), B pe3yabTaTe Yyero AasnbHenlwasn
paboTa yCTPOWCTBa CTa/fia HEBO3MOMKHOMN (MHAMKATOp «Power» MOCTOAHHO TOPUT KPacHbIM LIBETOM),
BOCMO/Ib3yWATECHh CEAYIOLMM a/ITOPUTMOM BOCCTAaHOB/IEHUA PaboTOCNOCOBHOCTM YCTPOICTBa:

— PacnakynTe apxuB ¢ paitiom NnporpammHoro obecneyeHms.
— Nogkntounte MK K nopty WAN ycTpoiicTBa, yCTaHOBUTE Ha ceTeBOM UHTepdelice agpec u3
noacetn 192.168.1.0/24.

— 3anyctute Ha MK TFTP-kaneHTa (ans Windows pekomeHayeTca MCnoib30BaTb NPorpammy
Tftpd32), B KauyecTBe agpeca yaanéHHOro xocta yKaxute 192.168.1.6, a gns nepegauu
BblbepuTe dalin linux.bin U3 pacnakoBaHHOro apxmea NPOrpaMmHOro obecneyeHus.

— 3anyctuTe KOmaHAy OTNpaBKM daiia Ha yAaaneHHblh XxocT (KomaHaa Put). JonxkeH
3anycTUTbLCA npoLecc nepeaayn dpaina Ha yctponctso RG-2400/RG-4400.

— Ecam npouecc nepepaum ¢anna Havyanca — AOXKAUTECb €ro OKOH4YaHuA, nocse yero RG-
2400/RG-4400 npousseder 3anucb nNporpammHoro obecrneyeHns B namaATb WU
aBTOMATMYECKM BbIMOJIHUT 3aMNyCK CUCTEMbI. Bpema 3anuncu coctaBaseT okoao 5 muHyt. 06
YyCNEewHOM BOCCTAaHOB/IEHWUM YCTPOMCTBA CBUMAETE/IbCTBYET OPAHIKEBbLIA UAWN 3eNeHbIN LBeT
nHAMKaTopa «Power». Mpn 3TOM Ha YCTPOICTBE COXPaHAETCA KoHbUrypaumsa, Kotopan bblna
00 cbos. Ecnm noaKNiounUTLCA K YCTPOMCTBY He yaaéTtca — npousseante cbpoc Ha 3aBoacKMe
HaCTPOMKN.

— Ecnv npouecc nepepauv daina He Havasncs, ybeamTecb B KOPPEKTHOCTU CETEBbIX HACTPOEK
KomnbtoTepa M nonpobyite ewe pas. B cnyyae Heygaum — yCTPOMCTBO Heobxoaumo
OTNPaBUTb B PEMOHT MO0 BbINOJHUTL BOCCTAHOBNEHME, MOAKNOUMBLLIMCD K YCTPOMCTBY MO
COM-nopTy Yyepes cneumasnbHblii agantep (Mpu ero HaanuUK).
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NPUNOMEHUE A. PACYET A/IUHbI TEIEGOHHOW NUHUK

Tabanua — 3aBUCMMOCTb 3NEKTPUYECKOTO COMPOTMBAEHMA 1 KM uenei aboHEeHTCKUX KabesbHbIX
JIMHUIA NOCTOSAHHOMY TOKY NpPW TemnepaTtype oKkpyrKatowen cpeabl 20°C oT NnpumeHsemoro Kabens.

Mapka kabens gna AINTC Avametp AneKTpuyeckoe AnnHa nuHun AnvHa nnHun
}KUAbl, MM conpoTtusieHune (apyrue TA), Km | (TA Pycb), Km
1 Km uenu, Om,
He 6onee

TAN, TNMNsn, TNN3, TNMN3n3, 0,32 458,0 3,537 1,528
TNNB,TNN anb, TAMN3B, 0,40 296,0 5,473 2,365
TANGF, TNNanblr, TANB6LUN, 0,50 192,0 8,438 3,646
TNNsnb6LLUn, TNN366LURN, 0,64 116,0 13,966 6,034
TNN3snb6LUn, TAMT 0,70 96,0 16,875 7,292
TNB, TN36r 0,32 458,0 3,537 1,528

0,40 296,0 5,473 2,365

0,50 192,0 8,438 3,646

0,64 116,0 13,966 6,034

0,70 96,0 16,875 7,292

Tr, Tb, TBI, TK 0,40 296,0 5,473 2,365

0,50 192,0 8,438 3,646

0,64 116,0 13,966 6,034

0,70 96,0 16,875 7,292

TCrln, TALWRN 0,50 192,0 8,438 3,646

0,70 96,0 16,875 7,292

TCB 0,40 296,0 5,473 2,365

0,50 192,0 8,438 3,646

Kcn3n 0,64 116,0 13,966 6,034

KCrmn, KCN3mn, KCrne, 0,90 56,8
KCN3ne, KCrmr, KCN3n,

KCM3MnK 28,521 12,324
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NMPUNOXKEHUE b. 3ANYCK NMPON3BOJIbHOIO CKPUMTA MNMPU CTAPTE CUCTEMDbI

Mepuoanyeckn BO3HMKAET HeOBXOAMMOCTb NpPU CTAapTe YCTPOMCTBA BbINOHATL OMNpenenéHHble
OeNCTBUA, KOTOPbIe HeNb3s OCYLLECTBUTL 3a4aHMEM onpeaesieHHbIX HACTPoeK Yepes dainn KoHbUrypaumm.
Ona 3toro cnyyaa B ycTpolictBe cepun RG-2400/RG-4400 npeaycMoTpeHa BO3MOXKHOCTb 4Yepes
KOHOUIypaLMOHHbIN $aifl HacTPOUTb 3aMycK MPOW3BOJIBHOFO CKPUMTA, B KOTOPbLIA MOXHO MOMECTUTb
Ntobyto Kenaemyro nocnefoBaTe/IbHOCTb KOMaHA,

[lns 3anycka Npor3BOIbHOIO CKpUNTa B paisie KoOHOUrypaumm co3gaHa CeKLMA HAaCTPOEK:

UserScript:
Enable: "0"
URL.’ mnn

Onuus «Enable» paspewaet (ecnm 3HayeHume 1) unum 3anpewaet (ecnm 3HadeHue 0) 3anyck cKpunTa,
NyTb K KOTOPOMY yKa3aH B napameTpe URL.
3anyckaembli CKPUMNT MOXET pacnosiaraTtbCA Kak Ha y[anéHHOM cepBepe, Tak M Ha CamoMm

yctpoicTte. C yaanéHHOro cepsepa CKPMNT MOKET OblTb 3arpy*KeH nocpeacTBoM npoTtokonos HTTP uan
TFTP. PaccmoTpum npumepsbl paiina KoHburypaumm gnsa 3anycka nosib30BaTe/IbCKOrO CKPUMTA C PasHbIX
WCTOYHWUKOB.

— 3anyck c HTTP-cepsepa

[na 3anycka ckpunTta ¢ HTTP-cepeepa Heobxoammo B napameTtpe URL yKasaTb NOSHbIN NyTb K

danny B popmate HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne crapTta ycrporctea ¢aia script.sh, xpaHawmiica B Katanore user-script

no agpecy 192.168.0.250, aBTOMaTU4eCcKM 3arpy3mnTca no npotokony HTTP ¢ ykasaHHOro

cepBepa, nocne Yyero byaeT nponssenEH ero 3anyck.

— 3anyck c TFTP-cepsepa

[na 3anycka ckpunta ¢ TFTP-cepBepa Heobxoammo B napameTpe URL yKasaTb MNOAHbIA NyTb K

dainy B popmate TFTP-URL:

URL: “tftp://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne crapTta ycTpolictea ¢aiin script.sh, xpaHawmiica B KaTanore user-script

no aagpecy 192.168.0.250, aBTOoMaTMyeckM 3arpysmtca no npotokony TFTP ¢ ykasaHHOro

cepBepa, nocne Yyero byaeT nponssenEH ero 3anyck.

— 3anycKk N0KasbHOro CKpMMTa

Beuay ocobeHHocTen $hannoBoi cUCTEMbI TOKAbHbIN CKPUMT AOJIKEH pacnosiaraTbCs TO/IbKO

B KaTtanore /etc/config, T.K. TONbKO COAEpPXMMOE 3TOro KaTajora COXpaHseTca nocse

nepesarpysku yctpoiictea. CKpunT B KaTanore /etc/config MmoxHO co3gate AM6O C MOMOLLBHO

pefakTopa Vi, 1Mbo 3arpysuTb ero ¢ BHelwHero TFTP-cepeepa (KomaHgow tftp —gl user.sh

<TFTP-server address>). NMocne co3gaHuA CKpunTa emy HeobxoAMMO Ha3Ha4uTb MpaBa Ha

3anycK KoMaHaoM

chmod 777 /etc/config/user.sh

B daine koHpurypaummn URL ans 3anycka NOKanAbHOTO CKPUNTa MMeEeT BUA,:

URL: “File://etc/config/user.sh”

BaHO OTMETMUTb, YTO NO/Ib30BATENbCKUI CKPUNT A0/IKEH HAUMHATbLCA C ANPEKTUBLI #1/bin/sh.
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NPUNOXEHUE B. HACTPOMKA DHCP K/IMEHTOB B MY/IbTUCEPBUCHOM PEXXUME.

Ha ycTtpoiictBax RG-24xx n RG-44xx c Bepcun 1.14.1 nmeeTca BO3MOXKHOCTb HACTPaMBaTb ONLUUM,
nonyvyaemble DHCP KnveHTamu Ha pa3HbIX MHTepdencax.

Option

1 = Subnet Mask
3 = Router

6 = Domain Name
Server

12 = Host Name

15 = Domain Name
26 = Interface MTU
28 = Broadcast

Address
33 = Static Route
40 = Network

Information Service
Domain

41 = Network
Information Service
Servers

42 = Network Time
Protocol Servers

43 = Vendor-Specific
Information

66 = TFTP Server
Name

67 = Bootfile name
120 = SIP Servers

121 = Classless Static
Route

249 =
Private/Classless
Static Route
(Microsoft)

TonbKo
nHTepdelic Int
ernet

Internet + VolP

Internet

VolP

Internet + VoIP + Managment

Internet

VolP

MNG

CornacHo npusegeHHoM Tabamue onuumn 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawmnsatbca dhcp
KNMeHTaMK Ana Kaxaoro cybuHtepdeiica. COOTBETCTBEHHO JaHHble onuuu 6yayT MHAUBUAYaNbHO
npUMeHeHbl AnA Ka)Kaoro cybuHTepdelica. Onumm 12, 15, 40, 41, 42, 43, 66, 67, 120 moryT
3anpaLumMBaThCa U NPUMEHATbCA TObKO Ans ogHoro dhcp KnvMeHTa, Tak Kak OHW obLecucTemMHble, T.e He
NPMBOAAT K HACTpOliKe ceTeBoro nHTepdeiica.

KoHdurypaumio cnmcka 3anpaliMBaembiX OMUUIA MOXHO M3MEHATb M XPaHWUTCA OHa Kak U Bce
OCTa/ibHble HacTPOWMKK B KOHdUrypaumoHHom daiine: [etc/config/cfg.yaml. Mo ymonuaHuio cnncku onumii

He nponucaHbl (B KoHbUrypaumm cneaytouwlas 3anuce DHCPOptionlList:

3anpawnBatoTCA U NPUMEHAOTCA COrn1acHO I'IpMBe,CI,éHHOﬁ Bbille Ta6m4u,e.

), 3TO 3HauuT 4YTO onuUU
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Cnocobbl pesakTMPOBaHUA KOHOUIypaLmm
1. Cnomolblo pegaKkropa vi

— Cnucok onuuii ana mHtepdenca Internet 3agaétca B napametpe DHCPOptionList cekuum
Internet=>Network.

— Cnucok onumit gna uHTepdeiica VolP 3apaérca B napametpe DHCPOptionList cekuum
Voip=>Network.

— Cnucok onuuin ana uHtepdenica Management 3agaétca B napametrpe DHCPOptionList
cekuunm System=>ManagementVLAN

Mocne PeEONAKTUPOBAHUA U COXPaHEHUA B penaKkTope vi HEO6XO,CI,VIMO BbIMNO/IHUTL Cheayouine
KOMaHAbl:

— reloadcfg - npumeHaeM M3MeHeEHHYIO KOHdUrypaumio B paboTty, pe3ynbTaT BbINOJHEHMSA
KOMaHAb! AoKeH 6bITb "Configuration accepted"
— save - COXpaHAemM M3MeHEHHYI0 KOHOUIypaLuus B SHEProHe3aBUCMMYIo NaMATb

' KomaHAy save MOKHO BbINOJHATb TONbKO B C/yyae YCNEWHOro BbiMO/IHEHUA
npeabigywieii KomaHapl. Ecam npu BbinonHeHuuM KomaHpbl reloadcfg pesynbtat 6bin
"Configuration not accepted", save aenatb 3anpeLieHo

2. Cnomoubto KomaHAabl setconf

[aHHbIV MeTog, peKomeHayeMbln. TakKe OH n3baBaseT oT HEOH6XOAMMOCTU BbINONHEHMA KOMAHS,
reloadcfg n save. getconf (BbiBeCTU Ha 3KpaH TeKywo KoHdUrypaumio) u setconf (ycTaHOBUTL 3HaYeHMeE
napameTpa).

Mpumep 1. Heob6xoamMmo nonyumTb 3HaueHne DHCPOptionList:

AnAa nHtepdenca Internet

getconf Internet.Network | grep DHCPOptionlList

ana nutepdenca VolP

getconf Voip.Network | grep DHCPOptionList

ana nntepdenca Management

getconf System.ManagementVLAN | grep DHCPOptionlList

Mpumep 2. Heo6X0AMMO Ha3HAUYUTb HEKOTOPbIV CIMCOK OMUUIA:
ans uitepdelica Internet

setconf Internet.Network DHCPOptionlList "3,6,26,28,33,121,249,12"

ana nutepdeiica VolP (HasHavyaem CNUCOK ONUMIA N0 YMOYaAHUIO)

setconf Voip.Network DHCPOptionList ""

ans uitepdelica Management

setconf System.ManagementVLAN DHCPOptionlList "3,6,26,28,33,42,43,66,67,121,249"

3. KoHdurypmpoBaHue Ha NepcoHanbHOM KOoMMbloTepe
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MNpeaBapuTenbHO cKaumBaeTca KoHdUrypauma c yctpoictea Ha MK (uepes web nHtepdelic), aanee ¢
NMOMOLLLBIO 1I0BOro TEKCTOBOIO PefaKToOpa MEHSAOTCA 3HAYEHMA, COXPAHAOTCA MU3MEHEHUSA. 3aBEPLLAIOLLMM
3Tan ABAAETCA 3arpy3ka W3MeHeHHOW KoHourypaumm B yctpoictso. !!I [JaHHbIM  meTogn He
pekomeHgyeTcalll

MpaBuna pepaktnposaHua DHCPOptionList:
e BanupgHble 3HauyeHus: 3,6,12,15,26,28,33,40,41,42,43,66,67,120,121,249;

e Onuuu B napameTtpe DHCPOptionList yKkasbiBatoTcsa yepes 3ansaTyto U 6e3 npobenos mexay
onuuamu, npumep DHCPOptionlList: "3,6,12,15,26,120,121";

e TNopsagok cnegoBanus onumin B8 DHCPOptionList He BarkeH;

e Kaxpgan us onunin 12, 15, 40, 41, 42, 43, 66, 67, 120 MoKeT 6bITb 3anpoLieHa U NPUMEHEHbI
TOJIbKO C OAHOro uHTepdeiica;

e Onuuu 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawwmBatbca dhcp KAMEHTamMM AN Kaxkaoro
cybuHTepdodeiica;

e Onuuu 66 1 67 AONXKHbI BbITb YKa3aHbl HAa OAHOM U TOM e UHTepdeice;

e Ecnm B DHCPOptionList HM4ero He ykasaHo, TO Torga CNMCOK 3anpallMBaeMbIX OMUUIA NO
YMOJIYaHUIO (y4eToM NyHKTa 8);

e Ecnn DHCPOptionList ykasaHbl onuuu (M3 nNyHKTa 4), KOTopble MO YMOAYaHWIO
3anpalumBatoTca ¢ Agpyroro uHtepdeiica (Ha Kotopom DHCPOptionlist He 3anonHeH), To
Toraa onuuu ByayT 3anpalmBaTbCA C NEPBOro MHTepdenca, a Ha BTOPOM M3 CMMUCKA MO
YMONYAHUIO flaHHbIe ONLMUM BYAYyT UCKAKOYEHbI *;

e Ecnu gna nHtepodeinca B8 DHCPOptionList ykasaH cnucok onuuii, To byayT 3anpawmnsBaTbea
TONILKO 3TU ONuMK;

e Onuwuto 1 B8 DHCPOptionList Henb3A yKa3biBaTb, OHA 3aMpalUMBaAETCA U NPUMEHAETCA BCEraa
M CO BCeX MHTepdelicoB HE3aBMUCMMO OT NPOYMX HACTPOEK;

Ecnv Kakoi MbO M3 MYHKTOB HapylueH, TO Npu NPUMEHEeHUU KoHdurypauum byaeT BbiBeAeHO
coobueHune "Configuration not accepted". OWNBKY B KOHOUIYPaLMM MOMKHO Y3HATb €CNU BKIOUYNTL 10TU
configd, Torga npu npumeHeHUW KoHduUrypauum 6yaeT NoApobHO yKasaHa NpUYMHA MO KOTOPOM
KOHUrypauma He NpUMeHeHa.

* Mpumep K NyHKTY 8:

Hdonyctum ana nHtepdeica internet ykasaH cnegyowmii CMCoK onuuii:
Internet.Network.DHCPOptionlList: "3,6,26,28,33,121,249,12"

A pns uHTepodeiica managment HUYEro He yKa3aHo:

System.ManagementVLAN.DHCPOptionList: ""

TOr/Aa COr/lacHO NyHKTY 7, AO/KEH 6bITb 3aMpOoLLEH CMUCOK ONUMIA MO ymondaHuio 3, 6, 12, 15, 26,
28, 33,40, 41, 42,43, 66,67, 121, 249, Ho TaK Kak onuuio 12 mbl yKasanu ABHO Ha MHTepdelice Internet,
TO M3 3TOrO CMKUCKA OHa ByaeT UCK/oYeHa.

B utore 6yayT cneaytoipe Cmncku:
3HauyeHue napametpa: Internet.Network.DHCPOptionlList: "3,6,26,28,33,121,249,12"

3anpalumsaemsbli cnmcok onumin: 1,3,6,26,28,33,121,249,12
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3HauyeHune napametpa: System.ManagementVLAN.DHCPOptionlList:

3anpalwmBaemblit cnucok onumit: 1,3,6,15,26,28,33,40,41,42,43,66,67,121,249

V Nocne pepaktuposaHmua DHCPOptionList pekomeHayeTca nepesarpyska yctpoicrsa. [lo
nepe3arpysku KOppeKkTHaA paboTa ycTpoicTBa He rapaHTUpyeTCa
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TEXHUYECKAA NOAAEPKKA

[na nonyvyeHUsa TexXHUYECKOM KOHCynbTaLMM MO BOMpOCam 3Kcnayataumm obopyposaHua 00O
«Mpegnpuatme «/ITEKC» Bbl moxkeTe 06paTnTbca B CEPBUCHDBIN LLEHTP KOMMAHUK:

Poccuinckaa degepaums ,630020, r. HoBocmbupck, ya. OKpyKHas, gom 29B.

TenedoHbl LEeHTPA TEXHNYECKOM NOAAEPHKKN:

+7(383) 274-47-87,

+7(383) 272-83-31,

E-mail: techsupp@eltex.nsk.ru

Ha oduumanbHOM caliTe KomnaHuM Bbl MOXKeTe HalTh TEXHUYECKYHD AOKYMEHTAUMIO M NporpaMmHoe
obecneveHune ana npoaykumm 000 «Mpeanpuatne «INITEKC», obpatnutbcs K B 6ase 3HaHWN, OCTaBUTb
WHTEPaKTUBHYIO 3aABKY MAU MPOKOHCYNbTUPOBATLCA Y UHKeHepoB CepBMCHOrO LLeHTPa Ha TEXHUYECKOM
dopyme:

https://eltex-co.ru/catalog/iptv/
http://forum.eltex-co.ru/
http://kcs.eltex.nsk.ru/
http://eltex-co.ru/support/downloads/
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