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PykoBozcTBO no akcnyataunm WEP-1L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHOBHbIM MpegHasHavyeHnem yctpoiictea WEP-1L siBnsieTca co3gaHve 6ecnpoBOfHO ceTy nepegayu
AaHHbIX L2-ypoBHS Ha CTblke ¢ npoBogHon ceTbio. WEP-1L nogkntovaeTcs K NpOBOAHOMN CeTu yepes
10/100/1000M Ethernet-uHTepdieiic 1 ¢ NOMOLLBI0 CBOMX paguorHTepdeicoB co3taet 6ecnpoBOfHOM
BbICOKOCKOPOCTHOW A0CTYN 419 YCTPOWUCTB, nogaepxmsatomx texHonorno Wi-Fi B gnanasore 2.4 n 51w,

B HacToslLLeM pyKOBOACTBE MO 3KCM/yaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPOCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeyaHns n npegynpexaeHus

© MpumedaHus cogepxar BakHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMONb30BAHMIO 1
HaCTpoiike yCTpOWCTBA.

© nNpepynpexaeHns MHPOPMUPYIOT MO/b30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOIiCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHOM 6e30nacHoi cetu
paspaboTtaHa 6ecnpoBogHas Touka goctyna WEP-1L. YCTpoCTBO cogepxuT ABa pagnonHtepdeiica ans
opraHmsauun asyx phmsmyeckmnx 6ecnpoBOHbIX CETEN.

WEP-1L noggepxunsaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BO/ISET NepefasaTb Hanbonee
BaXXHbI Tpadvk B 6011€ee NPUOPUTETHBIX 0Yepesax No CPaBHEHMUIO C 0ObIYHbIM. MpuopuTnsaLmus
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). ®yHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B N0/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4EeCTBOM CEPBUCOB M OrpPaHUYEHUSIMN KaK A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

Yctpoiicteso WEP-1L npegHasHavyeHo 418 NCNO/b30BaHNS B Ma/lOHarpy>eHHbIX CETAX C HE60bLLIMM
KO/IM4EeCTBOM K/IMEHTOB U OPUEHTMPOBAHO Ha YCTAaHOBKY B 0puce WU/in HEBGO/bLLIOM hnvasie opraHu3aunu.
BO3MOXHOCTb CO3aHMsA BUPTYasibHbIX TOYEK AOCTYNa C pas/IMyHbIMU TUNnamu LWngpoBaHus no3Bonser
pasrpaHuumBaTh npasa AocTyna Mexay 006bl4HbIMU N0/1b30BaTeIAMN U BblAeNEeHHbIMY rpynnamu
nonb3oBaTenei.

2.2 XapaKkTepucTuKa yCTponicTBa
Nnmepabelicnbi:

* 1 nopt Ethernet 10/100/1000BASE-T(RJ-45);
« Wi-Fi 2.4 Ty IEEE 802.11b/g/n;
* Wi-Fi 51Ty IEEE 802.11a/n/ac.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperayusi AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;

* aBTOBbIOOP KaHana;

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* nogaepxka ckpoitoro SSID;

* 14 BUpTyanbHbIX TOYEK OOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHamsaTop.

Cemesbie (hyHKYUU:

* aBTOMarmyeckoe cornacoBaHne CKOPOCTH, AYNJIEKCHOIO pexnma n nepekntovenms mexay MDI v MDI-X;
* nogaepxka IPve6;

* nogaepxka VLAN;

* DHCP-knueHT;

* nogaepxka GRE;

* nogaepxka GRE over IPsec;

* BO3MOXHOCTb Nnepefayv aboHeHTCKOro Tpadnka BHe TYHHenew;

* nogaepxka ACL;

* nogaepxka NTP;

* nogaepxka Syslog.
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®dyHkyuu QoS:

* NPYOpUTET 1 NNaHMPOBaHNE NAaKeTOB HA OCHOBE Npodunnel;

* OrpaHu4YeHue NPonyckHOW cNOoCO6HOCTM Ans kaxagoro VAP,

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHTa,;
* n3MeHeHue napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauusi yepe3 RADIUS-cepeep (802.1X WPA/WPA?2 Enterprise);
* WwundpoBaHue gaHHbIXx WPA/WPA2;
+ nopaepxka Captive Portal.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopyaosaHua WEP-TL.

’ﬁﬁ APM /

? onepaTopa e LWnio3

§

DHCP, RADIUS

PucyHok 1 — @yHKUMOHaNbHaA cxema ncnosb3osaHms WEP-1L

2.3 TexHunyeckme napameTpbl yCTPOMCTBa

Ta6numua 1 — OCHOBHbIE TEXHMYECKIE NapaMeTpbl

MapameTpbl WAN-uHTepceiica Ethernet

Konuyectso noptos 1

Tun pasbema RJ-45

CkopocTb nepegayn, Méut/c 10/100/1000, aBTOONpPELENEHNE
MNoanepxka ctTaH4apTOB BASE-T

MapameTpbl 6ecnpoBogHOro nHTepdeiica

CraHgapTbl 802.11a/b/g/n/ac

YacToTHbIN gnanasoH, MIy, 2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
Mogynsauus BPSK, QPSK, 16QAM, 64QAM, 256QAM



Pabouune kaHasbl

CkopocTb nepegaydn gaHHbIx, M6uT/c

MakcumasibHasa MOLLHOCTL nepejartyunka

KoadhpnumneHT ycuneHns BCTPOEHHbIX

aHTEeHH

UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHocTb

Moppepxka 2x2 MIMO
YnpaBneHune

YpaneHHoe ynpasreHue

OrpaHuyeHue goctyna

OG6wume napamMmeTpbl
Flash-namaTtb

RAM

MutaHne

MoTpebnsiemas MOLWHOCTb
Pabounii gnanasoH Temnepatyp

OTHOCUTENbHAsA BNAXHOCTb Npw
Temnepartype 25 °C

ra6apwuTbl (aqrameTp x BbicoTa)
Macca

Cpok cnyx6bl

PykoBozcTBO no akcnyataunm WEP-1L

802.11b/g/n: 1-13 (2402-2482 MI')
802.11a/n/ac:

+ 36-64 (5170-5330 MI'u)

+ 100-144 (5490-5730 MT'y

+ 149-165 (5735-5835 MI'yy
802.11a: go 54 Mé6ut/c
802.11b: po 11 M6éuT/C
802.11g: go 54 MéuTt/c

802.11n: go 300 M6ut/c
802.11ac: no 867 M6uT/C

Muy: go 18 pbm
lu: 0o 20 obm
I'

Mu: go -94 pbm
FLl1 00 -92 pbm

LieHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/
WPAZ2 Enterprise)

wndposaHne aaHHbIx WPA/WPA?2
nogaepxka Captive Portal

web-nHTepgeiic, Telnet, SSH, CLI, SNMP, NETCONF, cuctema
ynpasneHus SoftWwLC

no naposnto, ayteHTudukaumnsa yepes RADIUS-cepsep

32 MB NAND Flash

128 MB RAM DDR3

BHeLWHNA agantep nutaHmsa 53 B DC, 2 A
He 6onee 7 BT

oT+5 0 +40 °C

£0 80 %

100 x 23 Mm
85T

He meHee 15 net
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2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctporicteo WEP-1L BbINOSIHEHO B N/1aCTUKOBOM KOpMyce.

2.4.1 TlepegHsasa naHenb ycTpolicTBa

BHelwwHWIA BUA nepeaHeli naHenu yctponictea WEP-1L npuBeaeH Ha pucyHke 2.

1

PucyHok 2 — BHeluHwuii BuA nepeaHeii naHenun WEP-1L

Tabnmua 2 — OnucaHve nHAMKaTopos nepegHein naHenn WEP-1L

AneMeHT naHenun OnucaHue

1 Power MHpgukaTtop ctatyca paboThl ycTpoicTBa

2.4.2 3apaHAsa naHesnb YyCTPoUCcTBa

BHeluHWIA BUA 3aaHel naHenu yctpoictesa WEP-1L npuBefeH Ha pucyHke 3.

PucyHok 3 — BHewHwuiA Bug, 3agHein naHenn WEP-1L

Ha ocHoBHol naHenun yctpoiictea WEP-1L pacnonoxeHsl cnegytouime CBETOBbIE MHANKATOPbI, pa3beMbl U
opraHbl ynpasnexust (Taénuua 3).

Tabnuua 3 — OnuncaHne MHAMKATOPOB, MOPTOB 1 OpPraHoOB ynpasnieHus 3aaHel naHesnn WEP-1L
AnemMmeHT naHenu OnucaHue
1 WAN MopT 10/100/1000BASE-T (pazbem RJ-45) ana nogkntoueHns K cetu
2 CseTtoamoabl MHgukaTopbl pasbema WAN

3 5vDC PasbeM 715 NoAKUEHNS afanTepa NUTaHns



2.4.3 HwxHAS naHenb yCTpoicTBa

PyKoBOACTBO No akcnyaTauum WEP-1L

BHewwHuin Bug, HxHe naHenu yctpoictea WEP-1L npuBeseH Ha pucyHke 4.

Cpenano 8 Pocct

HEL TeX

.,,ww Ccltex-coru

pyxnen 298
osocHBnpek ¥n-O .

H
630020, PoccH® - WEP-LL

Username:
pagsword:

53\1 ==2A

ht!p-// 192168130

|\\\\\\\\\\| |

g
ﬁ

PucyHok 4 - BHelwwHwuii Bua, HWxHeli naHenn WEP-1L

Tabnuua 4 — OnncaHne opraHoB ynpasfieHns HmxHen naHenn WEP-1L

AnemMeHT naHenn

OonucaHue

KHonka cbpoca K 3aBOACKUM HacTpoikam

2.5 CaetoBas nHgukauus

Tekyllee COCTosIHME YCTPOICTBA OTOGPaXKAETCs NPU NMOMOLLM MHANKATOPOB, PACMONOXEHHbIX HA NepeaHeli 1
3aaHeii naHensx. MepeyeHb COCTOAHMIA UHAVMKATOPOB NPUBEAEH B Tabnuue 5.

Ta6nuua 5 — CBeToBast UHAVKALMSA COCTOSIHUSI YCTPOIACTBa

NHpgukaTop

WAN

Power

CocTosiHue nHankaropa
[opuUT TO/MbKO 3€M1eHbI CBETOAMNOL,
FopAT 3eneHblli U OpaHXeBbIi
CBETOoAMO bl

Muraet 3eneHblii CBeToaMos

3eneHbliA, FopUT NOCTOSHHO
OpaHXeBblii, rOpUT NOCTOSIHHO

KpacHblii, ropUT NOCTOSIHHO

CocTosiHMe ycTpoiicTBa

CoefvHeHne ¢ NOAK/OYEHHbIM CETEBLIM YCTPONCTBOM
yCTaHoB/1eHO Ha ckopocTun 10/100 MéuTt/c

CoefvHeHne ¢ NOAK/YEHHbIM CETEBLIM YCTPONCTBOM
yCTaHOoB/IEHO Ha ckopocTu 1000 M6uT/c

Mpouecc nakeTHoW nepegaun gaHHbIx No WAN-
nHTepgelicy

BkntoueHo nutaHue ycTpoiicTBa, HopManbHas pabota
YCTpOWCTBO 3arpy>eHo, Ho He nosyyeH IP-agpec no DHCP

3arpyska ycTpoiicTea
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PykoBozcTBO no akcnyataunm WEP-1L

2.6 CO6poc ycTpoicTBa K 3aBOACKMM HACTpOIiKam

[na copoca ycTpoicTBa K 3aBOACKMM HACTPOKaM HaXXMUTE N yaepXnBanTe KHOMKy «F», noka nHankaTop
Power, pacnosioxeHHbIn Ha nepeaHei naHeny ycTponcTBa, He HAYHET MUraTb OPaHXeBbIM LiBETOM.
MNpoun3oingeT aBTomaTnyeckas nepesarpyska ycTponcTBa, UHAMKATOP 3aroputcs NOCTOAHHLIM KPacHbIM
LIBETOM.

Mpun 3aBOACKUX ycTaHOBKax byaet 3anyweH DHCP-knueHT. B cniyyae, ecnun agpec He 6yaet nosyyeH no DHCP,
TO y ycTpoiicTBa byaet agpec — 192.168.1.10, macka nogcetn — 255.255.255.0, umsa nonb3oBartens/naposib
ANns goctyna yepes web-mHtepdeic: admin/password.

2.7 KomnnekT nocTaBKu
B KOMNMEKT NOCTaBKN BXOAAT:

+ 0bopypnoBaHue pagunogoctyna WEP-1L;

« apgantep nutaHus 230/53 B 2,0 A;

* PYKOBOACTBO M0 3Kcnyataumm Ha CD-aucke (onuuoHasnbHo);
* cepTMdmnKar COOTBETCTBUS;

* MamsTKa 0 AOKYMeHTaLmu;

* racnopr.

11



PykoBozacTBO no akcnyarauun WEP-

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

1L

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He ycTaHaBnuBaliTe yCTpOCTBO PSAAOM C UCTOUHUKAMM TEM/a U B MOMELLEHUSIX C TEMNepaTypoli Huxe

5 °C wnn Bbiwe 40 °C.

He ncnonb3ayliTe yCTPONCTBO B NOMELLEHUSAX C BbICOKOI BNaXHOCTbIO. He nogsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbiBaliTe Kopnyc ycTporicTBa. BHYTpuM yCTPONCTBA HET 3N1€MEHTOB, NpefHa3HauYeHHbIX A/15
06CNyXNBaHUA NONb30BaTENEM.

Bo n36exaHve neperpesa KOMMNOHEHTOB YCTPONCTBA M HapyLLUEeHUs ero paboTbl 3anpeLiaeTcs
pa3smeLlaTtb NpeAMeTbl Ha MOBEPXHOCTM 060pyA0BaHNS.

3.2 PekomeHpaumun no yctaHoBke

1.

YCTpOWCTBO pekoOMeHAyeTCs yCTaHaB/IMBaTb Ha CTO/E B TOPU30HTa/TbHOM MOJSIOKEHUN.
Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInYme BUAUMbIX
MeXaHU4ecKnx nospexaeHuii. B cnyyae o6HapyXeHnst NoBpexXaeHnin cneafyet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaBUTb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCA K MOCTaBLLUKY.
Ecnu ycTpoincTBO ANnTenibHOEe BPEMS HaXOA4UN0Ch NPY HU3KOIM TeMnepatype, nepes Hadyasiom paboThbl
cnepyeT BblepXaTb ero B Te4eHue AByX YacoB Npv KOMHaTHOM TeMnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPOMCTBA B YC/TOBUSAX MOBbLILLEHHONM BNXXKHOCTY nepes BKIYeHneM Heo6xoammo
BblEpXaTb ero B HOPMasibHbIX YC/I0BUSIX HE MeHee 12 4acos.
Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyywmmm
XapakTepucTMkamy yunTbiBanTe cregyrowime npasunia:
* YcTaHaBnmBaiTe YCTPOUCTBO B LIEHTpPe 6eCnpoBOAHONM CET.
* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGenb 1 Ap.) MEXAY TOUKON AocTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.
* He ycTaHaBnvBaiite yCTpoicTBO B6NM3U (NOpsigka 2 M) a/1EKTPUYECKUX U PaanoyCTPOIACTB.
* He pekomeHayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctems 6ecnposogHoii cetn Wi-Fi.
+ [penAaTcTBuA B BUAE CTEKNSAHHbIX/METIINYECKUX KOHCTPYKLWIA, KUPNUYHBIX/GETOHHBIX CTEH, a

TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauMTelbHO YMeHbLUUTb paguyc aericteusa Wi-Fi ceTtn.
Mpy pa3meLLeHnn HECKONBbKNX TOYeK paguyc coTbl AO/MKEH NepecekaTbCs C coceHel COTO Ha ypoBHe

0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUEeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ec/iv He
npegnonaraercs ncnosib3osaHne VolP, NOTOKOBOro BUAeOBeLLaHNS U APYroro YyBCTBUTEbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.

3.3 PacueT Heo6xoAUMOro 4ncna Touek goctyna

Mpun BbIGOPE KOMMYecTBa HEOOXOAMMbBIX TOUEK AOCTYNa AJ/19 NOKPbITUA NOMELLEHUA HE06X0AMMO NPOM3BECTHU
OUEeHKY TpebyemMoil 30Hbl oxBara. /151 60n1ee TOYHOM OLEeHKM HeobXoAMMO NPOU3BeCTM paguonccnesoBaHme
nomeLLeHuns. MpubnuantesbHbIN paguyc oxeara yBepeHHOoro npuema Toukm goctyna WEP-1L npu pasmeweHum
B TUMNOBbIX OGUCHBIX NoMmelleHnsx: 2.4 'y — 40-50 m, 5 'y, — 20—-30 m. Mpr NONHOM OTCYTCTBUN
npensatcTBuiA pagnyc oxeata: 2.4 'y — o 100 m, 51y, — go 60 m.

B tabnuue 6 npuseaeHbl NPUGIN3UTE/bHbIE 3HAYEHUS 3aTyXaHUs.
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PyKoBOACTBO No akcnyaTauum WEP-1L

Tabnmua 6 — 3Ha4eHus 3aTyxaHums

Martepuan N3meHeHNe ypOBHA curHana, gb
24T1Ty 51Ty
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Creksio -0,5 -1,7
mncokapToH -0,5 -0,8
acn -1,6 -1,9
®aHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IM4ECKON CETKOW -14,8 -13,2
LLinako6nok -7 -11
MeTan. pewetka (sueiika 13*6Mm, MeTann -21 -13

2MMm)

34 Bb|60p KaHa/10B CcOoCeACTBYHOLNX TOYEK
Bo nsbexaHne MmexxkaHasibHOM I/IHTepCbep9HLI|I/IVI Mexgay coceacTByroIMMN TOUYKaMW OOCTYNa pekoMeHayeTCcA
YCTaHOBUTb HenepeKkpbiBawLlmecsa KaHasbl.

KaHnanb!

1 2 3 4 5 6 7 8 9 10 11 12 13 14

2.402 TTy, |<7 22 MI'I.L—){ 2.483 Iy,

PucyHok 5 — O6uasn gmarpaMmma nepekpbITUA YacTOTHbIX KaHanos B 2.4 Ty,

Mpumep cxeMbl pacnpeaeneHnsa KaHaioB Mexay coceHMu ToukaMu B AvanasoHe 2.4 Ty, npu wuprHe
kaHana B 20 MI'y, npuBeAeH Ha pUCYHKe 6.

PucyHok 6 — Cxema pacrnpefesieHus KaHasioB MeXxay cocefHMMM ToukamMu AoCcTyna B guanasoHe 2.4 'y npu
LMpuHe kaHauia B 20 My,

13



PyKoBOACTBO No akcnyaTauum WEP-1L

AHa/I0TMYHO PeKOMEeHyeTCs COXPaHSATh AaHHbIVi MeEXaHU3M pacrnpeaesnieHnsi KaHasioB Npy PacrosIoKEeHUN
TOUEK Mexay aTaxamu (PUCYHOK 7).

T A
%ﬂ

AN
D N
%ﬂﬁ
D) STy a

PucyHok 7 — CxemMa pacnpefgeneHusi KaHasioB Mexay COCeAHUMM ToUKaMu AOCTyna, PacrosIOKEHHbIMU MeXay
aTaxkamu

Mpn ncnonb3oBaHUK WMPKHBI KaHasna 40 My, B gnanasoHe 2.4 [Ty, HeT HenepeKkpbIBaloLWMXCA KaHasoB. B
Takux criyyasx CTOUT BblGMpaTb MakCUMasIbHO OTA&/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 H835
MHz MHz MHz Radar MHz MHz MHz
IEEEChannel # !B I IFT RS D] 1SSl EE 122228
I I I

.'lel"LfIszVU\j‘\!\f\.f\.}‘qI VVVVVVVVVVVY SVVV VY
somiz VN L VWV VY L V)
80MHz:J \/ \' J \/ \/ \ '.f \

160 MHz [
Examples of _
non-contiguous
VHTB0+80 MHz L
setup

[
[

T Y e i

PucyHok 8 — KaHasbl, ucnonb3yemble B gnanasoHe 5 'y npu wupuHe kaHana 20, 40, 80 MI'y,
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PykoBoacTso no akcnayatauum WEP-1L

4 YnpaB/ieHne yCTPOMCTBOM Yepe3 web-nHtepdeiic

4.1 Hauyano pa6oThl
[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BeeauTte B agpecHoli cTpoke bpaysepa IP-agpec ycTpoiicTea.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXeHnn yCTPOoIiCTBa B OKHE Gpay3epa 0To6pasuTCs CTpaHuLa ¢ 3anpocoM VMEHN
rnosib30oBaTesns v naposs.

WEP-1L

3. BBegnte ums nonb3oBaresnsi B CTpoke «BBeauTe NOrMH» 1 naposib B CTPOKe «BBeanTe naposb».

© 3aBojckue ycTaHOBKMW: N1OTMH — admin, naponb — password.

4. HaxmunTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHH MOHUTOPUHIA COCTOSIHUSA YCTPOIACTBA.

WELTEX  WEP-L

MOHWUTOPUHT Radio VAP CeTeBble HACTPONKK BHewwHwne cepBuchl Cucrema - (BbIXOA)

Wi-Fi KnueHTbl WMapenve  WEP-1L
AnnaparHas Bepcus 1v3
CTaTucTUKa no Tpaduky
3aBopckoin MAC-aapec E8:28:C1:E7:FB:60

CkaHnpoBaHve atvpa
CepuiiHblii Homep WP3C000555

YKypHan coBbIThin Bepcus M0
CeTeBas MHPOPMALINS PeaepeHas Bepcua MO
VikchopMaLs o Bepews sarpysunka
panvouHTepcericax CucTemHoe Bpemst  01.11.2021 06:55:06

WHopMaLms o6 yGTpoicTBe > Bpems paBoThl 0 aH, 00:00:59
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PykoBoacTso no akcnayatauum WEP-1L

5. INpy HeoBXOANMOCTU MOXHO MEPEKNIOUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WEP-1L gocTtynHbl
pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

el Tex

MOHWTOPUHF Radio VAP

Wi-Fi KnnexTbl
CratncTuka no Tpadmky
CraHupoBaHue acupa
YKypHan cobbITuiA
CeteBas nHopmMauus

WHcpopmaums o
pagvounHTepdencax

MHcpopmaLus o ycTporicTee >

WEP-1L

CeTeBble HAaCTPOKK BHelwHne cepBuchI Cuctema - (BbIX0A)

W3nenne WEP-1L
AnnapatHasa Bepcus 1v3
3aeofckon MAC-agpec E8:28:C1:E7:FB:60
CepuitHbIiA HoMep WP3C000555
Bepcus MO
PesepeHas Bepcus MO
Bepcus sarpyaduka
CucteMHoe BpemMs 01.11.2021 06:55:06

Bpems paboTsl 0 aH, 00:00:59

4.2 TlpuMeHeHue KOHUrypaumm n oTMeHa n3MeHeHui

1. MpuMeHeHne KoHUrypaumm

o [IPHMEHHTB
Mpy HaXXaTUn KHOMKMN 3anyckaeTtcs npouecc coxpaHeHuns kKoHdurypauum Bo flash-namatb
YCTPOIACTBA M NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpoliki BCTynatoT B cu/ly 6e3 nepesarpysku

yCTpOIicTBa.

B web-nHTepdielice Touku AOCTyNa peasim3oBaHa BU3yasibHas MHAVKALMUS TEKYLLLEro COCTOSIHMS npoliecca
npUMeHeHust HacTpoek (Tabnuua 7).

Tabnuua 7 — BusyasibHas MHAMKALMS TEKYLLLETO COCTOSIHMA NpoLiecca NPMMEHEHNS HACTPOEK

BHeluHNi1 BUg,

2. OTMeHa U3MeHeHuM

OonucaHue coCTosHUA

Mocne HaaTusa Ha KHOMKY «MPUMEHNTL» MPOUCXOANT NPOLLECC NMPUMEHEHNS U

3anvcy HacTpoeK B NaMsiThb YCTPoiicTBa. O6 3TOM MHPOPMUPYET 3HAUOK Ll B
Ha3BaHUM BKIAAKN U Ha KHOMKE «MPUMEHUTb».

06 ycneLHOM COXpaHeHUN U NPUMEHEHUN HACTPOEK MH(DOPMUPYET 3HAUOK
d B Ha3BaHUW BKIAAKN.

© OTmMeHa n3MeHeHW NPON3BOANTCS TOMBKO [0 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpu HaxaTum Ha
KHOMKY «[TPUMEHNTBL» N3MEHEHHbIE HA CTPaHULIE NapaMeTpbl OyayT 06HOBMEHbI HA TEKYLLME 3HAYEHUS,
3anMcaHHble B NaMsiTU yCTpoiicTBa. locne HaxaTtus Ha KHOMKY «[MpuMeHNTbL» BO3BPAT K NpeablayLim
HacTpolikam 6yaeT HEBO3MOXEH.

® OTmena

KHOMKa 0TMEHbI M3MEHEHWIT UMEET CrefyHoLIniA BUA;
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PykoBoacTso no akcnayatauum WEP-1L

4.3 OcHOBHble 3neMeHTbl web-uHtepdeiica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

ELTEX  WEP1L

MOHWUTOPHHT Radio VAP CeTeBble HACTPOMKK BHelwHWe cepBuchl Cuctema - (BBIXOO)
Wi-Fi KnueHTbl Wspenve  WEP-1L
AnnapatHas Bepcus 1v3

CraTtucTvka no Tpadmky

3aeoackorn MAC-aapec E£8:28:C1:E7:FB:60

CkaHvpoBaHue acupa
CepuiHbIA HoMep WP3C000555

KypHan cobbITui

Bepcus MO
CeTesan UHopmauma PesepsHas sepcua M0
FT—— Bepcua sarpysunka
paavionHTepchericax CuctemHoe Bpemst  01.11.2021 06:55:06
WHcbopmalws o6 ycTpoiicTee > Bpema pabotel 0 AH, 00:00:59

© 000 “TMpednpusmue "3amexc”, 2019 — 2021 Bepcus 0. (Bepcus WEB: )

OKHO nonb30oBaTe/IbCKOro MHTepdieica pa3neneHo Ha NATb obnacTel:

1. Bknagku MeHI0 — Ans rpynnupoBK/ NOAMEHI0 NO cneayoLwmm kateropusim: MoHuTopuHr, Radio, VAP,
CeTteBble HAacCTpoOIikK, BHewHue cepBucbl, Cuctema.

2. Bbl6op A3blka MHTEpdeica 1 kHomka «(BbIXo)», NpeHa3HaueHHas A1si 3aBeplieHnst ceaHca paboThbl B

web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

Bknagkn nogMeHo — AN ynpassieHns NonemM HacTpoek.

Mone HacCTpoeK ycTponcTea — 419 NPOCMOTPA AaHHbIX Y KOHUrypaumm.

MHdopmaumnoHHoe nosne, otobpaxatoulee sepcuto MO, ycTaHOBMEHHYO Ha YCTPOICTBE.

arw
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PykoBozcTBO no akcnyataunm WEP-1L

4.4 MeH «MOHUTOPUHT»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

4.41 NopmeHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

L TEX  WEP-IL

MoHUTOpUHT ~ Radio VAP CeTeBble HACTPOWKN  BHEIHUE CepeucH  CucTema - (8xon)

Wi-Fi KnuenTbl > & OGHOBMTD

CTaTUETHKA N0 TPACIHKY
Ne WumsxocTa IP-agpec  MAC-agpec MHTepepeiic  Link Capacity Link Quality Link Quality Common  RSSI,AEM SNR, AE  TxRate RxRate TXBW, Mru  RXBW, Mru  Bpems paoTul

CraHpoBatKe Spupa _ _ _ o
v 1 Xaomi-12T 1024.8045 T767231:9805ba wianiva0 30 66 I -90 7 VHT NSS2-MCS239  VHT NSS1-MCS2195 20 20 04:51:05

KypHan coeITit B
Mepenaxo / MPUHATO BCero, OaiT 2 058 102/ 624 031 Mepenaro C OLMGKaMN, nakeTos 0

Ceresan MHQOpMAYA Mlepenao / MPUKATO BCET0, NakeTos 6565/ 11243 TOBTOpEI NepeAaUit 3a NOCNEAHHiA NepHoa, nakeTos 1

WHcpopuanus o Mepenaro / MpuksTo fakHbix, OaiT 1 916 777/ 532 653 Ofluee “iCno NOETOpOB Nepenasi, naketos 2 393
IERETR he lMepenaHo / NPUMHATO OaHHbIX, NAKETOB 6558/2380 CkopocTe Nepeaayu f npuema, KOuT/c 0/0
VHOPMaLHA 06 YCTpOiiCTEE Moaynsauua Nepenao naketos MpUKSTO NakeToR

OFDM8 s 8996 80%

NSS1-MCS0 0 779
NSS1-MCS1 447
NSS1-MCS2 234
NSS1-MCS3 0
NSS1-MCS4 19
NSS1-MCS5 61

NSS1-MCS6 58

Sl=]=lalalslv|l2la
o
4

NS§S1-MCS7 36
NSS2-MCS0 1222 19% 526
NSS2-MCS1 1523 23% 231
NSS2-MCS2 1676 26% 26
NSS2-MCS3 923 14%
NS§S2-MCS4 303

NSS2-MCS5 22 0%

2338352323338 3 233

NSs2-MCs9 32 0%

* Ne — HOMep NOAK/HOYEHHOTO YCTPOWCTBA B CMUCKE;

* VIMs1 Xocma — ceTeBOe UMS YCTPONCTBa;

*+ IP-adpec — IP-agpec NOAK/IYEHHOTO YCTPOICTBE,

* MAC-adpec — MAC-agpec noak/1l04eHHOro YyCTpOMCTBa;

* MIHmepcpelic — nHTeppeinc B3anmopenctans WEP-1L ¢ nogxknto4eHHbIM YCTPOACTBOM;

* Link Capacity — napameTp, KOTOpbIli 0TO6paxaeT 3EeKTUBHOCTb NCMONb30BaHNA TOUKON JoCTyna
MOAyNALMN Ha nepegady; PaccunTbiBaeTCA UCXOAA N3 KOSIMYECTBa NakeToB, NepefaHHbIX Ha KakaoM
MOAY/NSUMKN [0 KWEHTA, U MOHMKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHne — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 K/IMEHTa Ha MakCUMasibHOM MOAYNALMN 01 MakCMMa/lbHOTo TuMna nss,
noAAepXMBaeMoro KnneHTom). MuHuMasibHoe 3HaueHne — 2% (B c/iyyae, korga nakeTbl nepefatoTcs Ha
mMoaynsiumm nss1mes0 ans knveHTa ¢ nogaepxkon MIMO 3x3). 3HaueHne napameTpa paccunTbiBaeTcs
3a nocnegHue 10 cekyHpn,

* Link Quality — napameTp, KOTOpPbIA 0TOOPaXKaeT COCTOAHME /IMHKA A0 KNIMEHTA, pacCUuUTaHHbI Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMasibHoe 3HaveHve —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCL C NEPBOI NOMbITKM), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLHo OTnpaB/ieH). 3HaYeHVe napamMeTpa paccumTbiBaeTcs 3a
nocnegHue 10 cekyHp,

* Link Quality Common — napameTp, KOTOpPbIi 0TO6PaxaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbIN
Ha OCHOBaHWMW KO/IMYeCTBa PETPAHCMUTOB NaKeTOB, OTMNPAaB/IeHHbIX KMEHTY. MakcMasibHoe 3HavYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLIHO OTNpaB/ieH). 3HaYeHre napameTpa paccuMTbiBaeTcs 3a Bce
BpeMs MOAK/TIOYEHUS KNNEHT],

* RSSI — ypoBeHb NpyHMUMaEeMOoro curHana, aobm;
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PykoBozcTBO no akcnyataunm WEP-1L

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegauv, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpems pabomsl — Bpemsa coegnHenuns ¢ Wi-Fi kineHTom.

[ns BbiBofaA 60/1€€ pa3BepHyToil MHGopMaL MK Mo onpeaesieHHOMY K/IMEeHTY BbiGepuTe ero B Crimcke.
Moapo6Hoe onucaHue BKIKOYAET B cebs cneaytoLme napameTpbl:

442

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeTOB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO nepeaaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IIUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKI0YEHHOe
YCTPOICTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.

MoameHto «CTaTucTrka no Tpagouky»

B pasgene «CTtaTtucTuka no Tpacmky» otoGpaxkatoTcs rpaduky CKOpoCcTU nepeaaHHoro/nosy4eHHoro
Tpadmka 3a nocregHe 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpagmka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYyNa.

TEX  WEP-L

MosTopuir

Radia VAP Temuie HacTpoiKN  BrewHue cepeucs  Cucteua

e WLANO Tx/Rx kbps WLANL T/Rx kbps

R 0.0 kbps (max: 2.6 kbps) Rx: 0 kbps (max: 114 kbps)
® Tx0.8 kops (max: 10.1 kbps) @ T 0 knps (max: 102 kops)

] 03> .
165323 165341 165359 165417 165435 165453 165501 165520 165547 165605 165623 s 165323 165341 165359 1eSe17 165435 165453 165511 165529 165547 165605 165623 s
LAN Tw/Rx kbps
Rx: 10 kbps {max: 10.2 kbps)
@ Tx: 13 kbps (max: 30.1 kops)

=

1
165323 165341 165359 165407 165435 165453 165511 16:5520 165547  1656:05 165623 ts

Mpacmk LAN Tx/Rx nokasblBaeT CKOPOCTb NepefaHHOro/nonyyeHHoro tpadgmka yepes Ethernet-nHtepdcpeiic
TOYUKM JOCTyna 3a nocnegHue 3 MUHYTbI. padivk aBTOMaTUyeckn 06HOBNAETCA Kaxable 6 CekyHA,

Mpadmkn WLANO n WLANT Tx/Rx nokasbiBaloT CKOPOCTb NepefaHHoro/nosy4yeHHoro Tpadmka yepes Radio 1 u
Radio 2 nHtepdelicbl TOUkM goctyna 3a nocsegHue 3 MUHyTbl. Mpadhmk aBTomaTnyeckn 06HOBNSAETCA Kaxable
6 CekyH.
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PykoBozcTBO no akcnyataunm WEP-1L

MepenaHo v
WHTepdpeiic Bcero nakeToB Bcero Gaiit OTEpPOLWEHD NAKETOR Ownskm
LAN 202871 161316150 0 1]
WLANO 41298 49220375 0 o
WLAN1 286650 308024624 0 0
wanoa0 o - 20 )
wilan0-val 0 0 0 1]
wlan0-va2 a 0 0 o
wlan0-va3 a 0 0 o
wlan1-va0 371 39720 924 0
vt — — 2 )
wilan1-va2 0 0 0 1]
wlan1-va3 [} 0 0 o
Onucanne Tabnuupl «lepedaHo»:
* ViIHmepdpelic — nmsa nHtepelica;
* Bceao nakemos — KO/IMYeCTBO YCMEeLHO OTnpaB/ieHHbIX NakeToB.;
+ Bceeo 6alim — KONMYeCTBO YCMNELLHO OTNPaB/IEHHbIX 6aliT;
* OMO6pPOWEHO rNakemos — KOJIMYeCTBO NaKeToB, OTOPOLLUEHHbIX NPY OTMNPaBKe;
* OWUbKU — KO/IMYECTBO OLLMOOK.
MpuHsaTO v
WhTepcheiic BCero nakeTos Bcero 6aiT OTGPOWEHD NAKETOE OWnGKH
LAN 400993 463402409 96 0
WLANOQ 20383 2789738 0 0
WLAN1 136468 160132228 0 0
wian0-va0 20383 2789738 0 0
wian0-va1 0 0 0 0
wian0-va2 0 0 0 0
wian0-va3 0 0 0 0
wlan1-val 20 2698 0 0
wlan1-val 136448 160129530 0 0
wian1-va2 0 0 0 0
wian1-va3 0 0 0 0

Onwucaxune Tabnuupl «[TpUHSMO»:

* MlHmepgpelic — nmsa nHTepdelica;

* Bceao nakemos — KOSIMYeCTBO YCMNELIHO NPUHATLIX NaKeToB;

* Bceao 6alim — KOIMYeCcTBO YCMeLHO NPUHSTBLIX 6aiT;

* Om6poweHo rnakemos — KO/MIM4eCTBO NakKeTos, OT6pOLL|eHHbIX npu noayvyeHnn,;

* OWUubKU — KONNYECTBO OLLUNOOK.
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PykoBoacTso no akcnayatauum WEP-1L

4.4.3 TMopgmeHo «CkaHupoBaHue adpupar

B noameHo «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

~
clTEX WwEP-1L
MOHWUTOPUHI Radio VAP CeTeBble HACTPOMKW BHellHWe cepBMcEl Cuctema - (BRIXOM)
Wi-Fi KNMeHTS MocnegHee ckaHwpoeaque Geino 15.06.2020 12:55:09
CTatucTika no Tpapury
OuanazoH SsID PeXKWM 6e30NacHOCTH MAC-agpec Kanan / lnpuxa RSSI, pEm
Crarvposakme atpupa > 24Ty BRAS-Guest Open E0:D9:E349:78:E1 6/20 72
HypHan cobbITHA 24Ty 2open Open E0:D9:E3:49:78:E3 6/20 73
CeTtesan vHopMaUma 24TTy _ESH_airtune_1 Open EO:D9:E3:52:BT:8F 11/20 -87
WrcpopmaLis o 241y netconf_open Open E8:26:C1:DACFF2 1/20 -87
panuoHTEppEfcax 241y _ESH_airtune_ Open EO:DY:E3:52:67:80 11/20 -87
Wrdpopmauna o ycTpoiicTae 51Ty bank_test Open E0:D9:E3:49:78:71 36120 34
STy Eltex-Guest Open EQO:DYEI49:78:F1 52/20 -52
Sy Jopen Open E0:DSE349:TEF3 52/20 -32
Sy Eltex-Local WPA_TXMWPAZ_1X E0:DSE349:TEF2 52/20 -32
Sy BRAS-Guest Open E0:DSE3:49:T8:FO 52/20 -32

Mocne HaxaTusi Ha KHoMKy «CkaHMpoBaTb» npouecc 6yaeT 3anyLleH. MNocne 3aBepLUeHns CKaHMPOoBaHUS
MOSIBUTCS CMMCOK 06HAPYXXEHHbIX TOUEK JOCTyNa 1 MHDOPMALIMS O HUX:

+ [uana3oH — yka3biBaeTcs gmanasoH 2.4 'y nnn 5 'y, B KOTOPOM 6blsia 06HapyXeHa Touka AoCTyna;
+ SSID — SSID o6HapyXeHHOI TO4KM A0CTYyNa;

* Pexum 6e3onacHocmu — pexumM 6e30nacHOCTV 06HapYXXeHHON TOUKN AOCTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUYKM A0CTYyna,;

* Kanasi/lLupuHa — pajnokaHas, Ha KOTopoM paboTaeT obHapyXeHHasa Touka 40CTyna,;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOWCTBO NPUHMMAET CUTHaUT 0GHAPYXXEHHOM TOUKM A0CTyna, ABM.

© Bo Bpemst OCYLLECTB/IEHNS CKAHMPOBaHWS 3dmpa paaronHTEPGIENiC YCTPOCTBA BY/AET OTK/IHOUEH, YTO
NpvBEAEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KnMeHToB BO BPEMSI CKaHMPOBaHWS.
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PykoBozcTBO no akcnyataunm WEP-1L

4.4.4 TogMeHto «KypHasn cobbITuii»

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo NHhopMaLmio:

LTEX  WEP-1L
MoHUTOPHHM Radio VAP CeTeBkle HaCTPOHKH BHeluHue cepauce! Cuctema u - BbIX0A)
WWi-Fi KMHeHTs i cunctuTe
CratneTika na Tpadmky
fata n BpemA Tun Npouecc CoobuieHne
CKaHHPOB3AIE 3cppa Jun 15 12:53:31 daemon.info monitord[1069] event: 'associated' mac: 6E:4B:3E:17:D5:09 ssid: Testd' interface: wian1-va3 channel: 64 rssi: -73 location: 'ap.natasha.root’ reason: 0
Hypran cobuiTit > Jun 15 12:53:24 daemon.info monitord[1069] event: 'associated' mac: E0:D9:E3:49:C1:80 ssid: 'Test2' interface: wian0-va3 channel: 11 rssi: -55 location: 'ap.natasha.root reason: 0
CeTesan WHQOPMaUKA Jun 15 12:52:46 daemon.info monitord[1069] event: 'associated' mac: 74:61:14:3A:BD:60 ssid: 'Testd' interface: wian1-va3 channel: 64 rssi: -77 location: "ap.natasha.root’ reason: 0
Jun 15 12:52:33 «daemon.info monitord[1089] event: "associated' mac: 10:62:EB:2F:FD:58 ssid: Test2' interface: wian0-va3 channel: 11 rssi: -85 location: "ap.natasha.root' reason: 0
Jun 15 12:52:27 «daemon.info monitord[1069] event: ‘deauthenticated by STA' mac: 10:62:EB:2F:FD:58 ssid: 'Test2' interface: wian0-va3 channel: 11 rssi: -83 location: 'ap.natasha.root' reason: 3 description: 'Deauth at STA leave BSS'
Jun 15 12:52:12 «daemon.info monitord[1089] event: "associated' mac: 10:62:EB:2F:FD:58 ssid: Test2' interface: wian0-va3 channel: 11 rssi: -67 location: "ap.natasha.root' reason: 0
Jun 15 12:51:13 daemon infa configd[957] The AP startup configuration was updated successfully.
Jun 15 11:56:23 «daemon.info networkd[889] DHCP-client: Interface br0 renew lease on 100.110.0.208.
Jun 15 10:56:23 «daemon.info networkd[989] DHCP-client: Interface br0 renew lease on 100.110.0.208.
Jun 15 09:56:22 «daemon.info networkd[889] DHCP-client: Interface br0 renew lease on 100.110.0.208.

B pasgene cogepxutcs cneaytoLas MHopMaLms:

+ [ama u spemsi — pata n Bpems, Korga cobbiTvie 6b1/10 CreHepupoBaHo;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

+ [poyecc — nms npouecca, CreHepMpoBaBLIEro CoobLeHne;

+ CoobuwjeHue — onucaHmne coobITus.

Ta6nuua 7 — OnvcaHne KaTeropuii BaXKHOCTW COGbITWIA

YpoBeHb Tun BaXXHOCTU COOGLLEHUIA OnucaHue

0 Upe3BblyaliHble (emergency) B cucteme npomsoLuna kputuyeckas owmoka,
cucTeMa MoxeT pabotaTb HenpasuibHO

1 CurHansl Tpesoru (alert) HeobxoamMmo HemMe/1leHHOe BMeLlaTesibCTBO B
cuctemy

2 Kputnueckue (critical) B cucteme npomnsoLna Kkputnyeckasn ownbka

3 Own6ouHble (error) B cucteme npousolunia owmoka

4 MpeaynpexaeHus (warning) MpeaynpexaeHue, HeaBapuiiHoe coobLLEeHNe

5 YBepomneHus (notice) YBeOM/IEHNE CUCTEMDI, HEaBapuiiHOe CoobLLeHNe

6 MHdopmaumoHHble (informational) VHdhopMaLuoHHbIe COOBLLEHMS CUCTEMBI

7 OtnagouHble (debug) OTnafo4Hble COObLLEHNA NPefoCTaB/ AT

nosib30BaTesto UHQOPMaUWIO 4151 KOPPEKTHOM
HACTPOWKN CUCTEMbI

[nsa nonyyeHnst HOBbIX COOBLLEHNIA B XXypHaU1e COObITUIA HEOBXOANUMO HaxKaTb Ha KHOMKY «OGHOBUTb».

Mpn HeOBXOAMMOCTM BCE CTapble COOBLLEHNS U3 XypHaIa MOXHO YAa/INTb, HAXXaB Ha KHOMKY «OUMCTUTb.
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4.4.5 MopmeHo «CeTeBas UHopMaLms»

PykoBoacTso no akcnayatauum WEP-1L

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

WMHchopmauma o Ethernet

paguouHTepge fcax

ELTEX  WEP-L

br0

DHCP

100.110.0.208

17.8 MBanT (18 622 100 GanT)

MoHUTOpMHT Radio VAP CeTesble HAaCTPOHKM BrewHwe cepancel
Wi-Fi knneHTs Cratyc WAN
CratucTuka no TpaciuKy WuTepdeinc
CraHwpoBaHue achmpa Mporokon
IP-agpec
HypHan cobbITHR
MNpuHATo
CeTepan wHgopmauma >
Mepenaxo

4.3 MBanT (4 542 177 GanT)

CocToAHWe nopra uUp
WHdopmauns of ycTpoicTee
CropocTs 1000
Oynnekc Full
ARP ~
Ne IP-appec
0 100.110.0.233
1 100.110.0.58
2 100.110.1.252
MapwpyTel ~
Ne WHTepdhenc HazHaveHune
0 brd 0.0.0.0
1 brd 100.110.0.0

MAC-aapec
2C:FD:AT:5C:EEBE
9C:5C:8E:83.E3:5D

9C:5C:6E:83.E3:5D

LWnoz Macka
100.110.0.1 0.0.0.0
0.0.0.0 255.255.254.0

(seixod)

@naru

UG

Cratyc WAN:

* MlHmepdpetic — nms bridge-nHtepdelica;

* [Mpomoko/s1 — NPOTOKO/, UCNob3yeMblid ansa goctyna k cetn WAN;

* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* [MpuHAMO — KonnyecTBo NpPUHATLIX Ha WAN 6ailT;

*+ [NepedaHo — KonmyecTBo nepegaHHbix ¢ WAN 6aiiT.

Ethernet:

+ CocmosiHue nopma — coctosiHme Ethernet-nopra;
+ CKopocmb — CKOPOCTb NogkntoyeHus no nopty Ethernet;

+ [lynnekc — pexvum nepefayun gaHHbIX:
* Full — nonHbIi gynnekxc;
* Half — nonygynnekc.

ARP:

B ARP-Tabnuvue cogepxuTcsa nHopmaums o cootseTcteun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.
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MapLipyThbl:

PykoBozcTBO no akcnyataunm WEP-1L

* Mlhmepdpetic — nms bridge-nHtepgeiica;

* HasHaueHue — IP-agpec xocTa nav NoACceT HasHaYeHus, A0 KOTOPbIX YCTAHOB/IEH MapLLPYT,;

 Umo3 — IP-agpec wno3a, Yyepes KOTopbIiA OCYLLIECTBSETCSA BbIXOA, HA agpecara;

+ Macka — macka noaceTy;

* ®azu — onpefenieHHble XapakTepUCTMKM AaHHOro MapLupyTa. CyLlecTByHOT criedytowme 3Ha4YeHmns
donaros:

U — yKkasbIBaeT, UTO MapLUpyT CO3aH W AB/SETCA NPOXOANMbIM;

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoM y3ny;

G — ykasbIBaeT, YTO MapLUpyT Nposieraet Yepes BHeLWHWI W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOASaT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLUpyTOB B CETU C
NpPsIMbIM NOAK/TIOYEHNEM,

R — ykasbIBaeT, UTO MapLUpyT, CKopee Bcero, 6bl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTm3aumm, paboTalolymM Ha NoKaslbHO cucTeme, nocpeacTBOM napameTpa reinstate;

D — ykasbIBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHNs
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLupyTe 13
coobuweHnst ICMP Redirect, mapLupyT Bko4aeTcsa B Tabavuly MapLupyTm3aunm, YTobbl UCKIHOYNTD
nepeHanpasneHne 415 nocnefywmnx NnakeTos, npegHasHaueHHbIX TOMY Xe aapecary,

M — ykasbIBaeT, YTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThbl
AVHaMUYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha I0KaslbHON cucTeMe 1 NpUMeHeHUs napamMerpa
mod;

A — yka3blBaeT Ha 6ydepu3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnvue ARP;
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusaunm aapa;

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHus MapLupyTa SBASeTcs OAuH U3 afpecoB AaHHOro
KomnbloTepa. Takue «/10KasibHble MapLUpyTbi» CYLLECTBYIOT TO/IbKO B Byddepe mMapLupyTusaumy;

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa ABNSETCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LLUMpOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONbKO B Oydhepe MmapLupyTm3auuu;

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbleBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenun obpatlleHne K KosbLEBOW CETU. Takme «BHYTPEHHME MapLUPYThI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTmsaumu;

I — yka3bIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbcs
CUCTEMOM.
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PykoBozcTBO no akcnyataunm WEP-1L

4.4.6 TMopmeHto «MHopmaums o paguonHTepgericax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos
WEP-1L.

=LTEX  WEP-1L

MoHUTOpUHT Radio VAP CeTeBble HACTPOWKU BHellHWe cepBHCH Cuctema ru - (BbIXOO)

Wi-Fi KNMeHTBI Radio 2.4 'y,

CratucTuka no Tpaduky Crartyc BkntoueHo

CKaHupoBaHUe acmpa MAC-anpec E8:28:C1:E1:10:60

Pexum IEEE 802.11b/g/n
JKypHan cobbiTuia

Kanan 1(2412 Mlru)

CeTeBas UHbopMaLms
chopmaly lWupuHa kaHana, My 20

Wrichopmaums o Radio 5 'y

pagvouHTepdeiicax >
Cratyc BknroueHo
WHchbopmauma ob ycTpoicTee
MAC-agpec E8:28:C1:E1:10:65
Pexum IEEE 802.11a/nfac
Kanan 40 (5200 MIu)

LWvpuHa kanana, My 20

PagunovHTepdelicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» U «BbIK/THOUYEHO.
Crartyc Kaxaoro u3 pagmonHtepdencos oTpaxaeTcs B OAHOMMEHHOM napameTpe «Cratyc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /1M Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasIbHbIE TOUKM
poctyna (VAP). B cnyyae, ecnu Ha pagnoviHTepderice umeetcst XoTsi 6bl ogHa aktuBHasa VAP, Radio 6yaet
HaxoamuTbCA B cTaTtyce «BkyeHo», nHavye — «BbIKNo4eHo».

B 3aBucmMmMocTu ot cTaryca Radio Ans MoHUTOpMHra AocTynHa cnegyowas nHpopmaums:
«BbIK/H0YEHO:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKNHOYEHOY:

+ Cmamyc — COCTOsiHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexum paboTbl pagnonHTepderica cornacHo ctaHgaptam IEEE 802.11;

+ KaHas1 — HoMmep 6ecrnpoBOAHOMO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* LlupuHa KaHaz1ia — WMpUHa NooCkl YacToT KaHas1a, Ha KOTOPOM paboTaeT paavonHTepdeiic.
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4.4.7 TMopgmeHto «MHdopMauus 06 ycTporcTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOPaXKeHbl OCHOBHbIE XapakTtepucTunkm WEP-1L.

celTeEX  WEP-IL

MOHWTOPUHT Radio VAP CeTeBble HACTPONKK BHewwH1e cepBuchl Cucrema - (BbIXOA)

Wi-Fi KnueHTbI Wsnerme  WEP-1L

AnnapatHas Bepcus V3
CratucTika no Tpaduky

3asogckon MAC-agpec EB8:28:C1:E7:FB:60

CkaHupoBaHwe acupa
CepuitHbIin HoMep WP3C000555

»KypHan coBbIThil Bepcua MO

Cetesas vHhopmaums PesepeHag Bepcuna MO

VikhopmaLms o Bepcus sarpysynka

paaviouHTepeicax CuctemHoe Bpems  01.11.2021 06:55:06

Wudpopmaums o6 ycTpoiicTee » Bpema paGoThl 0 AH, 00:00:59

£ OBHOBUTL

* MI30es1ue — HaMMeHOBaHNe MOAENN YCTPONCTBa,;

+ AnnapammHdasi Bepcusi — BepCcus annaparHoro obecneyeHns ycTpoicTsa;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3rotoBuTenem;

+ CepuliHbili HOMep — CEPUIAHbIA HOMEP YCTPONCTBA, YCTAaHOB/EHHbIV 3aBOAOM-U3rOTOBUTENEM;

* Bepcusi 1O — Bepcus nporpaMmmMHOro obecneyeHmns yCTponcTea;

* Pe3epsHas sepcus 10 — npeapblayuias yctaHoB/ieHHada sepcus MO,

* Bepcusi 3a2py3yuka — BepCcusi NporpammHoro obecneyeHuns 3arpysymka yCcTpoincTaa;

+ CucmemHoe 8pemMs — TeKyLlMe BpeMs U Aarta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabomsl — Bpems paboTbl C MOMEHTA MOC/IeAHEr0 BKOYEHMS WX Nepe3arpyskn yCcTpoicTea.
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4.5 MeHo «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

4.5.1 MopameHto «Radio 2.4 I'uy»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

L TEX  WEP-L

MOHHTOPUHT Radio VAP CeTesble HACTPOIKHN BHELLHME CEPBUCHI Cucrema - (BBIXO],

Radio 2.4 Ty > Obwue
Radio 5y Pexmm IEEE 802 11b/gin ~
[ononHATENEHO ABTOMATMUECKH BEIGOD KaHaNa

OTPEHNYKTE CNMCOK K&HANO0B

LUnpuHa kanana, My 20 v

MOLLHOCTb cHrHana, A5M 18 ~

LOononHWTENsHo v

* Pexxum — pexum paboTbl nHTepderica cornacHo cneayrowmm ctaHaapram:
+ |EEE 802.11b/g
+ |EEE 802.11b/g/n
+ IEEE 802.11n

« ABmomamuyeckull 8bI60p KaHasia — nNpy yCTaHOB/IEHHOM donare Touka byaeT aBToMaTnyecku
BblOMpaTb HAMMeHee 3arpyXeHHblli paanokaHan ans pabotbl Wi-Fi-nHtepdieiica. Mpu cHATOM dhnare
OTKpbIBaAETCHA AO0CTYN A1 YCTAHOBKM CTaTUYeCcKoro paboyero kaHana;

* KaHas1 — BbIOOp KaHana nepegaymn faHHbIXx;

+ O2paHuyumsb CrucoK KaHasio8 — Npu yCTaHOBNEHHOM chiiare Touka focTtyna 6yaeT UCnosib30BaThb
OrpaHWyeHHbIN Nosib3oBaTeIeM CMCOK KaHas10B /15 paboTbl B aBTOMAaTrn4yeckoM pexume Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KAHa/10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOUKa AocTyna 6yaeT Bbloupatb pabounii KaHan U3 BCeEX AOCTYMNHbIX KAHA/I0B AaHHOro
AnanasoHa 4YacTtoT. KaHasnbl gnanaszoHa 2.4 I'u; 1-13;

+ WupuHa kaHana, MMy — wmnpmnHa Noaockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT ToUKa AOCTyna,
npuHmMmaet 3HadeHnsa 20 n 40 Mlry,

+ OCHOBHOU KaHa/1 — NnapameTp MOXET ObITb M3MEHEH TO/IbKO MPY MPOMYCKHOW CNOCOBHOCTN CTaTU4eCKn
3a/1laHHOro KaHasna, pasHoin 40 MI'y. KaHan 40 MIM, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanoB no 20
M U, KOTOpble rpaHMyaT B YaCTOTHOM o6nactu. 3Tn ABa kaHana 20 MU, Ha3bIBaOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1iaMu. MepBUYHbIA KaHa UCNOJb3YeTCH KIIMeHTaMu, KOTOpble NOAAEPXMBAIOT TO/TbKO
nosiocy nponyckaHunsa kaHana 20 Mrru;

+ Upper — nepBun4YHbIM KaHasloMm OyaeT BepxHuin kaHan 20 MMy, B nonoce 40 MIu;
+ Lower — nepBNYHbIM KaHas/10M OyaeT HMKHWUI KaHan 20 MMy B nonoce 40 M,

+ MowHocmsb cueHasia, 0bm — perynmpoBka MOLWHOCTK curHana nepegaryunka Wi-Fi B gbm. MpuHnumaet

3HayeHue ot 11 go 16 gbm.
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© B cnyuae, ecn B cnivicke «OrpaHnunTL CMIMCOK KaHAM0B» YKasaH HefoCTYNHbIN A5 Bbi6opa KaHaul, OH

OyAeT oTMeyeH cepbiM LBETOM. [11A TOro 4to6bl HOBast KOHUrypauusa 6bi1a NnpUMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHuio «Lower»;
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CNCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOAMT MO NPUYMHE TOrO, YTO KaHasTbl, BbIAENEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

[ononHUTENbLHO v

KaHarnbHas ckopocTb nepefayn Auto v
KopoTKWiA 3aLLUMTHBIA MHTEpBan
STBC

Mepuop, oTNpaBkK CTyKeOHbIX COOBLEHHH, 100
MC

Mopor cparmeHTaumrn 2346

Mopor RTS 2347
Arperauns
KopoTkas npeambyna
Leiinep Broadcast/Multicast, nakfc O
Wi-Fi Multimedia (WMM)
Bknto4nTs QoS O

Pexwmbl pabotsl DHCP snooping replace v

Onuws 82 dopmar CID APMAC-SSID v
Onuus 82 chopmat RID ClientMAC ~
dopmar MAC-agpeca AA:BB:CC:DD:EE:FF v

* OBSS Coexistence — pexvM aBTOMaTMYECKOro YMEHbLLEHNS LUMPUHBI KaHauta npu 3arpyXeHHoM
paaunoadpupe. MNpun yctaHOBNEHHOM dh/iare peXxxum BK/THOUEH,;

* KaHasibHasi ckopocmb nepedaqu — (OUKCUPOBaHHAas CKOPOCTb 6eCnpoBOAHOW Nepefayn AaHHbIX,
onpegensiemasi cneundgukaumsamm ctaHaaptos IEEE 802.11b/g/n;

* Kopomkul 3awyumHbil uHmMepsass — NoAAePXKKa YKOPOUEHHOro 3aLllMTHOrO HTepBasia. Touka gocTyna
nepegaeT AaHHble, UCMO/b3ya 3alMTHBIA MHTepBas B 400 Hc (BMecTo 800 HC) Npu 06LLEHNN C
K/IMeHTaMu, KOTopble Takke NoAAepXMBatoT KOPOTKUIA 3alLMTHbIN NHTepBaUT,
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+ STBC — meTOoZ NpPOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBaHUS, HanpaB/iEHHbIV HA MNOBbILEHNE
HaeXHOCTM nepegayn AaHHbIX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs1 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;

* [Mepuod omnpasKu c/yXebHbix coobuwjeHuli — nepuoa nocbisikn Beacon-thpeiimoBs. ®peimbl
nepegaroTcs O/ 06HapyXeHNsA TOUKM gocTyna B achupe. MNapameTp npuHumaet 3HadeHnsa 20-2000 mc,
no ymonyaHuo — 100 mc;

* Mopoe chpaemeHmayuu — nopor parmeHTaummn ppeinma B 6alitax. MpuHMaeT 3HaveHusa 256-2346, no
yMoO/4aHuio — 2346;

* [Mopoe RTS — ykasbIBaeT 4unC/0 GaiiT, Yepes KOTOpPOe NnocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNpuHumaeT 3HavyeHns 0—2347, no ymonyaHuo — 2347;

+ Agpezayusi — BknoveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNosib30BaHNe KOPOTKOM npeamby bl NakeTa;

* Llelinep Broadcast/Multicast, nak/c — npy ycTaHOBNEHHOM ¢onare BbIMOSIHAETCA OrpaHMyeHne
nepegayv LMpoKoBeLWaTe/IbHOro/MynbTUKACcTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);

* Wi-Fi Multimedia (WMM) — BkntoueHue nogaepxxkn WMM (Wi-Fi Multimedia);

* Pexxum pabomsi DHCP Snooping — BbI6op nonutukn obpabdotkn DHCP onuummn 82. locTynHble 3Ha4YeHnA
Ana Bolbopa:

* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No YMOYaHuIo;
* remove — To4Ka [0CTyna yganset 3HayeHue onuun 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu BbIGope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHus napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HayeHuns napametpa Ha nma SSID, K KOTOPOMY NOAK/IOYEH KITUEHT,;
*+ custom — 3ameHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa 40 52 CMMBOJIOB, KOTopas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HaveHne no ymonyaduio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHusa napameTpa RID, MoXeT npuHumartb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro ycTpoincTaa.
3Ha4veHune No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HayeHune no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bblb6oOp pasgenvteneli oktetoB MAC-agpeca, KOTopblil nepefaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.

* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHuns kauecTsa

o6cnyxusaHua (Quality of Service).
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[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepenr AIFS cwMin cwMax TXOP Limit

Data 3 (©oH) . 15 . 1023 v 0

Data 2 (Best Effort)

[
o
-
@
[
-
=]

Data 1 (Buaeo) 1 7 .

Data 0 (Tonoc) 1

(%]
-
~
-

47

Station EDCA Parameters
Ovyepeae AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) < 15 v 1023 v 0

Data 2 (Best Effort)

o
o
-«
=1
2
W
-«
=]

Data 1 (Buaeo) 2 7 v 15 v 94

Data 0 (Tonoc) 2

[
-

-l
-

47

+ AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadmk nepesaeTcs OT TOUKM
A0CTYyna K KNMEeHTY):

* Ouepedb — NpeponpeseneHHble ovepean 4n1A pas/iMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHAA OYepe/b, BbiCOKas NPOMNyckHasi CNoCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELDb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3a/epxkKa. B gaHHyl0 ovepenpb oTnpaBnseTca 60/1bLUVHCTBO TPaAULMOHHbIX |P-gaHHbIX
(npnoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS 04EPEb, MUHMMasIbHbIE 3aePXKN. B AaHHO
ouyepenn aBTomMatMyeckn obpabarbiBalOTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npnoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAA oYepeb, MUHUMa/IbHbIE 3afepPXKW. B faHHO
ouyepean aBToMaTMyecky obpabarbiBalOTCA AaHHbIE, HYBCTBUTE/IbHbIE K BPEMEHW, TakMe Kak
VolIP n notokoBoe Bnaeo (npuoputetbl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpemsa oxugaHusi kagpos (peliMoB)
[AaHHbIX, U3MepAEeTC B C/i0Tax, MPUHUMAaET 3HavyeHns 1-255;

* cwMin — HayaNlbHOE 3HaYeHVe BpeEMEHM OXUAaHUSA nepes NoBTOPHON OTNPaBKol Kaapa,
3afiaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTh 3HavyeHne cwMax;

+ cwMax — MakC/MasibHOe 3HaYeHne BpeMEeHN OXMAaHNA nepes NOBTOPHOW OTNPaBKOW kaapa,
3afiaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax f0/MKHO ObITb 60/1bLUE 3HaYeHUs cwMin;

+ TXOP Limit — napameTp NCNO/b3yeTCH TOMbKO A/19 AAaHHBIX, NepefaBaeMbiX OT CTaHUUN KIMEeHTa
[10 TOYKM AocTyna. Bo3MOXHOCTb Nepefayn — UHTepPBas1 BDEMEHU B MUIIMCEKYHAAX, KOraa
knueHTckas WME-cTaHums umeeT npaBa UHMLMNPOBATL Nepegavy AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHLUMKN KineHTa (Tpaduvk nepeaaercs ot
CTaHUMW KNIMeHTa Ao Touku AocTyna). OnucaHwe noneli Tabnuubl NPUBEAEHO BbILLE.

,ﬂ,ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHdJI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBUCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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4.5.2 MopmeHto «Radio 5 IMu»

B nogmeHto «Radio 5 Ny ocyLecTBASTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHtTepdeinca
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

LTEX  WEP-IL

MoHHTOpMHT ~ Radio VAP CeTeBbie HACTPOWKH  BHELUHME CEpBMCH CHcTeMa i~ (BbiXoA)

Radio 2.4 Ty OfLne

Radio 5T > Pexum IEEE 802.11a/n/ac ~
[ononHuTENsLHO ABTOMaTH4ECKUA BBISOD KaHana

OrpaHu4KTL CNWCOK KaHanos

LLIMpiHa kaHana, My 20 v

MowHoCTs curHana, Abm 19 v

LononHuTeneHo v

* Pexum — pexuMm paboTbl MHTepdelica cornacHo ctaHgapTam:
+ |IEEE 802.11a
+ |[EEE 802.11a/n
+ |IEEE 802.11a/n/ac

* ABmomamuyeckul 8bI60p KaHasia — Npy yCTaHOBNEHHOM ch/iare Touka 6yaeT aBTOMaTu4eckm
BblOMpaTh HaMMeHee 3arpy)XeHHblin pagmokaHan gnsa pabotbl Wi-Fi-uHtepdpeiica. Mpu cHaTom chnare
OTKpbIBaEeTCH A0CTYN A1 YCTaHOBKM CTAaTUYECKOro paboyero kaHana;

* Kanas1 — BbI6Op KaHana nepefayvn faHHbIX;

+ O2paHuyumsp CrucoK KaHasi08 — NpPW yCTaHOBNIEHHOM ch/iare Touka focTyna 6yAeT UCMnosib30BaThb
OrpaHnYeHHbI Nob3oBaTenieM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnyYnTb CNMCOK KAHaU10B» HE YCTaHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO ToYKa gocTyna 6yaet BbloupaTtb pabounii KaHan U3 BceX JOCTYMHbIX KaHa0B JaHHOro
AnanasoHa yacToT. KaHasbl gnanasoHa 5 'y 36-64, 132-144, 149-165;

* lupuHa kaHasa, My — WwnpurHa Nonockl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka J0CTyna,
npuHuMaet 3HaveHus 20, 40 n 80 MIy;

* OCHOBHOU KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TOJIbKO NpPW NPONYCKHON CNOCOBHOCTN CTaTUYeCKM
3aflaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cyMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW 06nacTu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBIM U
BTOPWYHbIM KaHanamu. MepBuYHbI KaHa MCNOob3yeTCs KNMeHTamu, KOTopble NOAAEPXKMBAIOT TO/IbKO
nonocy nponyckaHusa kaHana 20 Mry;

+ Upper — nepBunYHbIM KaHasioM 6yaeT BepxHuii kaHan 20 MITy, B nonoce 40 MIy;
+ Lower — nepBuWYHbIM KaHas1oM ByAeT HWXHUIA kaHan 20 MMy B nonoce 40 My,

* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HayeHune ot 11 go 19 gbm.
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© B cnyuae, ecniv B cnivcke «OrpaHnunTb CNYCOK KaHAI0B» yKa3aH HefoCTYMNHbIV [715 BbI6opa KaHaul, OH

OyAeT oTMeYeH cepbiM LBETOM. [18 TOro 4to6bl HOBasi KOHUrypauus obls1a NpUMeHeHa Ha TOUKY
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPOM3BOANIOCH HUKAKMX HACTPOeK, Mo yMonyaHuio Ha Radio 5
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 36, 40, 44, 48.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

ymorndaHuto «Upper»;
+ KaHanbl 36 1 44 B cnncke «OrpaHNYmMTb CMUCOK KaHa/TI0B» MEHSIKOT CBOW LIBET C CMHETO Ha CEepblil.

Ecnn namenuntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb «cepble» KaHasbl U3 CNNcKa, To
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. DTO NPOUCXOAUT MO NPUYMHE TOro, YTO KaHaslbl, BblAe/IeHHblE CEPbIM LIBETOM B
cnucke «OrpaHnMYnTb CNMCOK KaHaI0B», He NOAXOAAT nofg onpegenexHme «OCHOBHOM kaHas» = Upper.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

[ononHuTensHo v

KaHansHaa ckopocTb nepefasn Auto v
KopoTkWii 3alUMTHLIA WHTepBan
STBC

Mepuop oTNpaBkK cryxeGHbIX COOBLLEHHH, 100
MmC

Mopor parmeHTaumn 2346

Mopor RTS 2347
Arperauusi
Kopotkas npeambyna
Wennep Broadcast/Multicast, nak/c O
Wi-Fi Multimedia (WMM)
Brniounts QoS 0

Pexwmbl paboTtel DHCP snooping replace ~

Onuws 82 chopmat CID APMAC-SSID ~
Onuus 82 chopmat RID ClientMAC v
dopmar MAC-agpeca AA:BB:CC:DD:EE:FF ~

+ OBSS Coexistence — peX1um aBTOMaTU4eCKOro yMeHbLUEHNS LWMPUHBI KaHana Npy 3arpy>XeHHOM
paanoadgupe. MNpu ycTaHOBNEHHOM hriare peXxuM BKOYEH;

+ KaHasibHasi ckopocmb repedaqu — OUKCUPOBaHHas CKOPOCTb 6eCnpOBOAHON Nepefayn AaHHbIX,
onpegensemas crneundukaumsammn ctaHgaptos IEEE 802.11a/n/ac;

+ [Moddepxxka DFS — mexaHu3m AMHaMMUYecKoro Bblbopa 4acToTbl. TpebyeT OT 6eCnpoBOAHbIX YCTPOCTB
CKaHVMpoBaTb paanoadmp 1 nsberaTb UCNObL30BaHUS KaHa/10B, COBNaZaloLLMX C KaHasiaMu, Ha KOTOPbIX
paboTaloT pagnonokaumoHHble cuctemsl B 5 ML AvanasoHe:

* BbIK/1IO4EHO — MEXaHU3M BbIk/to4eH. DFS-kaHanbl He AOCTYMHbI 4118 BbI6OPa;
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* BK/1l04EHO — MexaHn3M BK/IHOYEH;
* [MpuHyoumesibHO — MexaHn3M BbiktoveH. DFS-kaHanbl 4oCTynHbI 419 BbiGopa.
Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIO 3allMTHOIO HTepBasia. Touka gocTyna
nepeAaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTU nepegayn AaHHbIX. MNose JOCTYNHO, TO/IbKO eCNN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica BknoyaeT B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbiX coobweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaloTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuo — 100 mc;
lNopoz chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHuMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/0 GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOBHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuo — 2347;
Aepezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINO/HAETCS OrpaHnyeHne
nepegayv LMpoKoBeLWaTe/IbHOro/MynNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO TPadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabombsi DHCP Snooping — BblI6op nonuTtunku o6pa6otkm DHCP onuun 82. loCTynNHbIE 3HAYEHNS
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No yMOIYaHuIo;
* remove — To4Ka [OCTyna yganset 3HayeHve onuuu 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu BbiGope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA Clefylolne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHus napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID — 3ameHa 3HauyeHuns napametpa Ha nmsa SSID, K KOTOPOMY NOAK/TOYEH K/TUEHT,;
*+ custom — 3aMeHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHasA CTpokKa 0 52 CMMBOJIOB, KOTopast
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HayeHne no ymonyanuio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHusa napameTpa RID, MoXeT npuHumartb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro ycTpoincTaa.
3Ha4veHune No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCS TouKa
[oCTyna;

* custom — n3meHATb cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHune no ymonyauuio — ClientMAC.
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+ opmam MAC-adpeca — Bbl6oOp pasgenvteneli oktetoB MAC-agpeca, KOTopblil nepefaercs
8 CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pas3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4veHue No ymMosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.
* Bksmoyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKLUNMiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
O4epegb AIFS cwMin cewMax TXOP Limit

Data 3 (®oH) 7 5 v 1023 v 0

Data 2 (Best Effort)

L
o
-
o
a
-
[=]

Data 1 (Buaeo) 1 7 v

Data 0 (fonoc) 1 3 v 7 v 47

Station EDCA Parameters

Oyepege AIFS cwMin cwMax TXOP Limit

Data 3 (QoH) 7 5 v 1023 v 0

Data 2 (Best Effort)

[}
[S1]
-
=}
=]
oo
-
=]

Data 1 (Buaeo) 2 7 v

Data 0 (Fonoc) 2

w
-
-l
-

47

« AP EDCA parameters — Tabnmua HacTpoeK napaMeTpoB Touku AocTyna (Tpaduk nepefaeTcs OT TOUKU
[OCTYNa K KIINEHTY):
+ Ouepedb — NpeponpeseneHHble ovepean 418 pasfiMyHoro poga Tpaduka:

+ Data 3 (POH) — HU3KOMPUOPUTETHAS OYEPEAD, BbICOKAsH MPOMNYCKHAsi CMOCOBHOCTb
(npuoputeTsl 802.1p: cs1, cs2);

+ Data 2 (Best Effort) — cpegHenproputeTHasi ouepespb, CPeaHss NPonyckHasi CMOCOGHOCTL U
3agepxka. B gaHHyto ovepeb oTnpaBnseTca 60/bLUMHCTBO TPAAULMOHHbIX IP-gaHHbIX
(npuoputeTsl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKOMPUOPUTETHAS OYEPEb, MUHUMASIbHbIE 3a4EPXKKN. B faHHO
ouyepemn aBTOMaTnyeckm o6pabatbiBaOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHU
(npuoputeTsl 802.1p: cs4, cs5);

+ Data 0 (lo/10c) — BbICOKONPUOPUTETHAS 0Yepesb, MHMMa/IbHbIE 3aAePXK1. B aaHHO
ouyepem aBTOMaTnyeckm o6pabaTbiBaOTCA AaHHbIE, YYBCTBUTE/IbHbIE K BPEMEHW, Takmne Kak
VolP n notokoBoe Buaeo (nproputetbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensier Bpems oxugaHus kagpos (dpeliMoB)
[aHHbIX, U3MepAETCs B c/10Tax, npuHMMaeT 3HadeHns 1-255;

* cwMin — HavaNlbHOE 3HaYeHVe BpeMeHV OXUaaHusa nepes noBTOPHONM OTNPaBKol Kaapa,
3afiaeTcd B MUIIMCEKYHAAX, NPUHUMaET 3HadveHus 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXET npeBbIilaTh 3HadYeHne cwMax;

34



PykoBozcTBO no akcnyataunm WEP-1L

* cwMax — MakCcMMasibHO€E 3Ha4YeHne BpeMEHN OXnaaHus nepes noBTOPHOWM OTNPaBKoOW Kaapa,
3afaeTcs B MUNMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax f0/MKHO BbITb 60/bLUEe 3HaYeHUs cwMin;

+ TXOP Limit — napameTp UCnosb3yeTcsa TONbKO ANA faHHbIX, NepefaBaeMbiX OT CTaHUUN KNneHTa
[0 TOYKM AocTyna. Bo3MOXHOCTb nepegayun — nHTepBasl BpeMEHW B MUAIMCEKYHAAX, Korga
knneHtckasa WME-CcTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX No 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napaMeTpoB CTaHUMKN KineHTa (Tpaduk nepeaaercs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHue noneli Tabnuubl NPUBELEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.5.3 lMoameHto «[AoNo/THNTENBHOY»

B nogMeH0 «[lonoNHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

LTEX  WEP-IL

MonuTopuHr  Radio VAP CeTeBble HACTPOIikW BHELLHKE CEPBHCH Cuctema - (BbXOD)

Radio 2.4 1Ty LononHuTensHo
Radio 5Ty nofanbHas M3onAunA

[10NOMHUTENEHO >
= - AR S X OTMeka

« [7106an1bHasi u3o/1siyusi — NPV YCTAHOB/IEHHOM do/iare BK/TOUYAETCA M30M1ALUMS Tpadmka Mexay
KnneHTamy pasHbix VAP 1 pasHbix pagnovHTepdeiicos.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHeCEHNs1 HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHA».
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4.6 MeHo «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

4.6.1 TogmeHto «CymmMapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTyasibHOW ToUKM B pasgenax VAPO-VAPG.

L TEX  WEP-IL

Mowutopunr ~ Radio ~ VAP CeTeBble HacTpoiikn  BHelukue cepeucsl  CucTema v (ebixom)

CymMmapHO > 24T1Ty 5My
24y Pexum Band

VAP  BxnioveHo Pewwum Gesonacsocty VLANID ssiD TpaHcnuposaTte SSID  Steer VLAN Trunk General Mode General VLANID  UWsonsuwns aGoHeHToB

5y

VAPO O Brinioerio WEP-1L_2 4GHz

VAP O BeiknoueHo ERAIL D@

VAP2 O BrIkntoyeHo WEP-1L_2.4GHz-2

VAP3 O Beikioseno WEPAL 24GH3

VAP4 O BriknioueHo WEP-IL_2 4GHz-4

VAR5 O Beikioseno WEPAL 24GH5

vAPE O BuikioueHo WEP-IL_24GHz6

CeepryTo

* VAPO-VAP6 — nopsiikoBbIi HOMEP BUPTYasIbHOWN TOYKM AOCTYNa;

* BK/1t04eHO — Mpu yCTaHOB/IEHHOM do/iare BUPTyaUibHasA TouKa AOCTYNa BK/IOYEHA, MHAaYe — BbIK/THOUEHE;

* Pexum 6e3onacHocmu — TUN WNPOBaHNS AaHHbIX, UCMONb3yeMbIii Ha BUPTYa/lbHOW TOUKe J0CTyna;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumMaTbcs MeTka npu nepegadve tpaduka Wi-Fi knvenTtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHun Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbI
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — ums BUpTYyasibHON 6ecnpoBOAHON CeTY;

* TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKHOYEHO BelaHue B adomp SSID, nHave —
BbIK/TIOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h/1are akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetu. Ans paboTbl hyHKUUN HYXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kKaxaoM pagnonHTepderice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/IEHHOM ¢hiare aboHeHTY nepefaeTcsa TermpoBaHHbIn Tpaduk;

*+ General Mode — npu ycTaHOB/IEHHOM hnare paspeLuaercs nepegadya HeTermpoBaHHoro Tpaduka
COBMECTHO C TErMpPOBaHHbIM (AOCTYNHO Npu BkAtoueHHOM pexxume VLAN Trunk);

* General VLAN ID — c yka3zaHHoro VLAN ID 6yaet cHumatbcs MeTka 1 Tpadmk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrika B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBewwmBaTbcs meTka General VLAN ID;

* U3on1syus aboOHEHMOB — NPV YCTaHOB/IEHHOM (p/1are BK/THOUYEeHa U30/15UuMa Tpadimka Mexany KnmeHTamu
B npefenax ogHoi VAP.

Ansa BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOoHE3aBNCMYKO NMaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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4.6.2 lMogmeHto «VAP»

=LTEX  WEP-L

MoHMTOpHHT Radio VAP CeTeEbIE HACTPOWEN BHeLUHWE CepEMCH CucTtema u - (BbEoDA)

CymmapHo VAPD VAP VAPZ VAP3 VAP4 VAPS VAPE
24Ty > OfLMe HACTPOMKK
50y BrnrueHo
WLAM ID
SSID WEP-1L_2.4GHz
Tpaxcnupoeats SSID
Peswm Band Steer

WLAM Trunk

General Mode

General VLAN ID

WMzonaumA aboHEHTOE

Mogoepera 802 11kiv

Pennukaums Multicast
MpuopuTer DsSCP w
Marcumankroe ]
KOMUHECTBO KNMEHTOE
MUHMMENEHEIR -100
YPOEEHE CHIHANA
Pexum DesonacHOCTH WPRAZ v
Knros WRA -
MFP BrnrueHo hd

rMopTansHan aBTopU3aLmua

BnicHmTe

OrpaHW4eHUA CKOPOCTH

EkntunTe

O6ume HaCcTpPOIiKK

* BK/1t04eHO — Mpu yCTaHOB/IEHHOM dofiare BUPTYyaUibHas Touka 4OCTyna BK/IOYEHA, MHayYe — BbIK/THOYEHE;

* VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumaTbca MeTka npu nepegade tpadmka Wi-Fi knneHTtam,
NOAKNOYEHHBIM K gaHHoin VAP. MNpy npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT kNneHToB 6yaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chiare BK/HOYEHO BelaHne B adanp SSID, nHave —
BbIK/IHOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢hiare akTMBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetn. Ans paboTbl PYHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha KaxaoMm pagnonHTepderice un
aKTMBMpOBaTb Ha HUX NnapameTp «Pexum Band Steer»;

* VLAN Trunk — npv yctaHoBNeHHOM chniare aboHeHTy nepegaeTcs TermpoBaHHbIli Tpaduk;

* General Mode — npwv ycTaHOBNEHHOM chnare paspeluaeTcsa nepefada HeTerMpoBaHHOro Tpadmka
COBMECTHO C TErMpoBaHHbIM (AOCTYNHO Npu BKAtoueHHoM pexumve VLAN Trunk);
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General VLAN ID — c yka3aHHoro VLAN ID 6yaeTt cHumaTtbcs MeTka 1 Tpadvk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewwmBaTbcs meTka General VLAN ID;

W3onayusi aboHeHmMos — Npuv YCTaHOB/IEHHOM dofiare BKIoYeHa U30nauns Tpadrka Mexay KavMeHTamm
B npegenax ogHoi VAP;

lNoddepxka 802.11k/v — BKIOUMTL Nnoaaepxky ctaHgaptos 802.11k/v Ha BUPTyasibHOW TOUYKe AOCTYNa;
Pennukayusi Multicast — npy yctaHoBneHHoM conare Multicast Tpadink B CTOPOHY KMeHTOB ByaeT
npeobpasoBbiBaTbCcA B Unicast 40 KaXA0ro KAMeHTa, npu OTKIIYEHHOM NPOXoAnTb 6e3 Mogudmkauuis;
lMpuopumem — BbIGOP cnocoba npuoputusaLmmn. OnpenenseT nosie, Ha OCHOBaHUM KOTOPOTo Tpadimk,
nepeparowmiica B pagnonHtepdelic, byget pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ypet aHanunsnpoBatbcsa npuoputeT 13 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yaeTt aHanuaunpoBaTbcsi npuopuTeT n3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

MakcumasibHoe Ko/lu4ecmso K/IUeHmMos8 — MakCUMaUsibHO AOMYyCTUMOE YMC/I0 NOAK/THHYAaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;

MuHuMa/ibHbIU ypoBeHb cugHasla — YPOBEHb CUTHaNa B AbM, HUXKe KOTOPOro NMpoOVCXOAUT OTK/IoYEeHNe
K/IMEHTCKOro 060py0BaHNS OT BUPTYaslbHON CeTY;

MFP — 3awmta management-kagpos (gocTynHo npu pexvme 6esonacHoctn WPA2 n WPA2-
Enterprise, npu BbiGope Apyrmx pexunmos 6esonacHoct MFP nepeBoautcs B cocTosiHue OTK/IOYEHO):

+ OTK/IOYEHO — 3alwmTa management-kapoB OTK/THYEHE;

+ OnumoHasibHO — 3almTa paboTaert, ecnun KMeHT nogaepxmnsaetr MFP. KnneHTbl 6e3 nognepxku
MFP moryT nogkniountbcs K gaHHon VAP;

* Bk/oyeHo — 3auwmTa BK/IHOYEHA, K/IMEHTDI, He noaaepxuvsatowme MFP, nogaknountsca He MoryT.

Pexxum 6e3onacHocmu — pexum 6e3onacHoCTV focTyna K 6ecnpoBogHON ceTu:

* BbIK/Il04EHO — HEe UCMNO/Mb30BaTh WNpoBaHve 414 nepefadn AaHHbIX. Touka focTynHa ans
MOAK/TIOYEHMA NHOOOTO K/TNEHTS,;

+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHus, Nnpy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLas HacTponka:

* Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHNS K BUPTYaUlbHON TOUKe
foctyna. [yivHa kntoya coctasnser ot 8 4o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexxum WwnupoBaHUA kaHasia
6ecrnpoBOAHOl CBA3K, NPY KOTOPOM K/IMEHT aBTOPM3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [ HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod ans RADIUS-cepeepa.

RADIUS

Howmex enterprise. service.root

IP-appec RADIUS cepeepa 192.168.0.1

NopT RADIUS cepeepa 1812

Mapons RADIUS cepeepa | eseee ®

ICNoNL30BaTh akkayHTHUHT Yepes RADIUS

Mcnonb3oBaTh APYTe HACTPORKA ANA aKKaYHTUHa

|P-agpec RADIUS cepBepa OnA akkayHTUHra 192.168.0.1

MopT RADIUS cepeepa AnA akkayHTUHra 1813

Mapone RADIUS cepeepa ONA akKKayHTHHIA | esees @&

Mepuoaryeckas oTnpaBKa akkayHTHHra

HTEpBAN OTNpaBKK aKKayHTUHIA 60
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Mpu BbIGOpE 0fHOTO 13 cnoco60oB WKdpoBaHUsa ByaeT AOCTyNHA Creaytollas HacTpoiika:

* [lomeH — noMeH nosib3oBaTens;

IP-adpec RADIUS-cepsepa — agpec RADIUS-cepepa;
Mopm RADIUS-cepsepa — nopt RADIUS-cepBepa, KOTOpbIil CNONb3yeTca A1 ayTeHTUmkaumm n
asTopusauuu;
lMaposb RADIUS-cepsepa — naponb nna RADIUS-cepsepa, NCcnosib3yemoro Ans ayTeHTudomkaunm u
asTopusauuu;
Vcnonb3osamb akkayHmMuHa Yepes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTNpaBnATbCs
coobuweHuns «Accounting» Ha RADIUS-cepsep;
Vicnonb3osamb opyaue HacmpoUKu 0/151 akkayHmuHaa:
+ IP-adpec RADIUS-cepsepa 05151 akkayHmuHaa — agpec RADIUS-cepBepa, ncnonb3yemoro a/is
aKKayHTUHra,;
* Mopm RADIUS-cepsepa 07151 akkayHmuHaa — NnopT, KOTOPbIA 6yAeT NCNo/b30BaH 4/1s céopa
akkayHTuHra Ha RADIUS-cepsepe;
+ lNaposb RADIUS-cepsepa 0s151 akkayHmuH2a — naponb g1 RADIUS-cepBepa, ncnonb3yemoro ass
aKKayHTUHra,;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IOYUTb NEPUOANYECKYIO OTMPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepsep. 3agaTb nHTEpBas1 OTNPaBKM COOOLLEHWIT MOXHO B nose
«MHTepBaU1 OTNPaBKM akKKayHTUHIa».

ﬂopTaanaﬂ aBTOpK3aUNnA
BKMHO4KTE Ld

HassaHWe BMPTYaNnLHOM default
noprana

AJpec ANA nepeHanpasneHua http://192.168.0.1:8080/eltex_portal/
RADIUS
MCNONL30BaTE aKKaAYHTUHT 7|
uepes RADIUS
LOomeH root
IP-appec RADIUS cepsepa ona 192.168.01

AKKAYHTHHra
MopT RADIUS cepeepa ona
AKKAYHTHHra

co
[

Mapone RADIUS cepeepa ona | sesses @
aKKayHTWHIa

Mepuoandyeckan oTnpaska
AKKayHTHUHIa

OrpaHU4eHUaA CKOPOCTH

Mokasath i

VAP Limit Down 0 KOWTIC
VAP Limit Up 0 KouT/C
STA Limit Down 0 KouT/C
STA Limit Up 0 KOuT/C

+ TPUMEHNTL ®x OTMeHa
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I'IopTaanaﬂ aBTopusauui

Mpu pexumax 6e3onacHocT: BoikitoueHo, WPA, WPA2, WPA/WPA2 Ha VAP focTynHa HacTpolika nopTasibHOW
aBTopusaluu.

Bk/siroyums — Npu yCTaHOB/IEHHOM dh/iare aBTopu3auusi nosib3oBateneli B ceTv 6yAeT NPOM3BOANTLCS
NnocpeACcTBOM BUPTYaslbHOro nopTana;

HassaHue supmyasibHo20 rnopmasia — UMsi BAPTYasIbHOro NnopTtasia, Ha KoTopblid ByAeT nepeHanpasieH
nosib3oBaTeslb NPV NOAKIHOUYEHNN K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — agpec BHELLHEro BUPTYasIbHOr0O nopTasia, Ha KoTopblii 6yaeT

nepeHarpas/ieH nosib3oBaresib nNpu NOAKNKNYEHNN K CETU.

RADIUS

Vcnonb3osame akkayHmMuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTNpaBnATbCs
coobuweHuns «Accounting» Ha RADIUS-cepBep;

* [lomeH — noMeH nosb3oBaTtens;

IP-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepBepa, Mcnosb3yemoro ans
aKKayHTUHT g,

IMopm RADIUS-cepsepa 019 akkayHmuHa2a — NopT, KOTOPbI ByAeT CNoMb30BaH AN cbopa akkayHTUHra
Ha RADIUS-cepBepe;

Maposib RADIUS-cepsepa 018 akkayHmuHaa — naposnb ansa RADIUS-cepeepa, ucnosnb3yemoro gns
akKayHTUHT g,

lMepuoduveckas omnpaska akkayHmuHaa — BK/IHUUTb NEPUOAMYECKYH0 OTNPaBKy COOOLLEHWI
«Accounting» Ha RADIUS-cepsep. 3agaTb nHTEpBaU1 OTNPaBKX COOOLLEHWIT MOXHO B nosne «HTepBan
OTNPaBKN akKayHTUHra».

OrpaHnyeHve cKkopocTu

[Mokazamb — aKTUBMPOBATL MOJIE HACTPOEK;

VAP Limit Down — orpaHnyeHne NponyckHO CNOCOBHOCTM B HanpaB/IeHUN OT TOYKM AOoCTyna Ao
K/TMEHTOB (B CYMME), NOAK/THUEHHbIX K AaHHoli VAP, K6nT/c;

VAP Limit Up — orpaH1uyeHne NponyckHoi CnocCOGHOCTY B HaNpaB/ieHUM OT KNIMEHTOB (B CyMMe),
NOAK/MOYEHHbIX K gaHHon VAP, 0o Toukn goctyna, K6ut/c;

STA Limit Down — orpaHuyeHune nponyckHoW CNOCO6HOCTM B Hanpas/eHn OT TOUKM JocTyna Ao
K/TMEHTOB (KaXA0ro B OTAENbHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

STA Limit Up — orpaHuyeHne npomnyckHoli CnocO6GHOCTY B HaNpaB/eHNW OT KNeHTOB (Kaxkzoro B
OTAENbHOCTM), NOAKMOYEHHbIX K AaHHO VAP, 1o Toukn goctyna, Kout/c.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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4.7 MeHto «CeTeBble HACTPOMKM»

4.7.1 NoameHo «CuctemMHasa KoHdurypaums»

LTEX  WEP-IL

MoHuTopuHr  Radio VAP CeTeBbie HacTpoiivm BHELLHWE CEPBHCH CucTema U~  (BbXon

CHCTEMHAR KOHCDUYpaUMA Mma xocTa WEP-1L
Ooctyn Teorpacuyeckuii root
) noMeH
VLAN ynpaBneHus Forwarding v
VLAN ID
Mpotokon Static A
Cratudeckuii IP 192.168.1.10
Cetesan Macka 255.255.255.0
Lino3

MepenyHbIA DNS

Bropuu4Hbiit DNS

+ [MpuMeHUTL X OTmena

* WIMsi xocma — ceTeBOe 1MS YCTPOWCTBa, 3a4aeTcs cTpoka 1-63 CUMBONOB: TaTUHCKUE 3ar1aBHble U
CTPOYHbIe BYKBbI, LMPpbI, 3HAK AEGUC «-» (Aednc He MOXET GbITb NOC/IEAHUM CUMBOJIOM B UMEHMN);

+ leoepachuyeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTemMbl ynpasneHus EMS, B koTopom
pacnonaraetcs Touka SOCTyna,

* VLAN ynpasneHus:.

* BebikroyeHo — VLAN ynpaBneHus He Ncnonb3yeTcs,;

+ Terminating — pexwum, npu koTopoM VLAN ynpaBneHns TepMUHMPYETCS Ha Touke AocTyna (B 3Tom
cnyyae y K/IMEHTOB, NOAK/UYEHHBIX Yepes paanonHTepdeiic, HeT goctyna ao gaHHoro VLAN);

+ Forwarding — pexwuwm, npun kotopom VLAN ynpasneHus nepefaercs Takke B pagnonHTepdeic
(npun cooTBeTcTBYtOLLEN HAacTpoiike VAP).

* VLAN ID — vpeHTudmkatop VLAN, ncnonb3yemsblil on1sa AocTyna K yCTPOWCTBY, NPUHUMAET 3Ha4YeHus 1-
4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogknoyeHune no Ethernet-
NHTepdpency yCTPOICTBa K CETU NpeaoCcTaB/IeHns ycnyr nposagepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOIYaHWUIO 1 Apyrie napameTpbl, Heobxoanmble Ans paboTtbl B ceTu, byayT nony4veHsl ot DHCP-
cepBepa aBTOMaTU4ecKy;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoanMble napameTpbl Ha WAN-
nHTepdeinc HaszHavarTcs ctatmyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[OCTYMHbI CeaytoLme napameTpsbl:

« Cmamuyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoiicTea B ceTv npoBaiigepa;
+ Cemesasi Macka — Macka BHeLLHel noaceTy;
* Lmo3 — agpec, Ha KOTOpbI OTNPaBAseTca NakeT, ecv A/19 Hero He HalijleH MapLipyT B
Tabnvue mappyTusaumu.
* [epsuYyHbIli DNS, Bmopu4Hbili DNS — |P-agpeca DNS-cepsepos. Ecnv agpeca DNS-cepsepoB He
HasHaualoTcsa aBTomartmyecku no npotokony DHCP, 3aaalite nx Bpy4HyHo.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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4.7.2 NMopmeHto «[ocTymn»

B nogmeHto «LocTyn» NPOM3BOAUTCA HACTPOMKa AocTyna K ycTpoiicTsy nocpeactsom Web-uHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

ELTEX  WEP-L

MoHUTOpHHT Radio VAP CeTeBkle HACTpOKN BHeluH1e cepeucel Cuctema - BbIXO[,
CUCTEMHAA KOHDUIypauma WEB T
LocTyn » HTTP-nopt 20

WEB-HTTPS v

HTTPS-nopT 443
Telnet @
SSH o w

NETCONF o

SNMP o
Mapone Ha YTeHWe public
Maponk Ha 2anucs private

Anpec ona npuéma
Tpanoe v1

Anpec anA npuéma
Tpanos v2

Anpec ana npuéma
coodwennid Inform

CuCTEMHOE MMA WEP-1L
YCTPOWCTEA
KoHTakTHanA Contact
MHD OpMaumA
npoW3soauTens
MecTononoxedve Russia
YCTPOWCTBA
Mapons & Tpanax trap

+ [lns BKIKOYEHMA [OCTyNa K yCTPONCTBY Yepes web-uHtepcpeic no npotokony HTTP yctaHoBuTe donar
HanpoTue «WEB». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomeHsiTb HTTP-nopT (no ymonyaxuto 80).
[dunanasoH AonyCcTUMbIX 3HAYEHUI NOPTOB, MOMMUMO YCTAHOB/IEHHOTO MO yMon4yaHuto, ¢ 1025 no 65535
BKJ/TIOUNTENBHO;

+ [lns BKKOYEHMS [OCTyNa K yCTpoCTBY Yepes web-uHtepdpeiic no npotokony HTTPS yctaHoBuTe donar
HanpoTtne «WEB-HTTPS». B nosiBMBLUEMCS] OKHE eCTb BO3MOXHOCTb NomeHsiTb HTTPS-nopt (no
yMonuyaHuio 443). jnanasoH JonycTUMbIX 3HaYEHWI MOPTOB, MOMVMMO YCTAHOB/IEHHOTO MO YMOYaHUIo, C
1025 no 65535 BKAOUNTENBLHO;

© noptbl ans npotokonos HTTP 1 HTTPS He f0/KHbI UMETb O1HAKOBOE 3HAYEHMe.
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+ [ina BKIIOYEHNA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [nA BkNOYeHUs gocTyna K ycTpolicTBy yepe3 SSH yctaHoBuTe thnar HanpoTus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute donar Hanpotus «NETCONF».

MporpammMHoe o6ecneveHne WEP-1L no3BoNsieT U3MeHsITb KOHhUrypawumo yCTpoicTBa, NpoBoANTb
MOHUTOPWHI COCTOSIHUSI TOUKM AOCTYNa 1 e€ AaTUMKOB, a TakkKe yrnpas/isiTb YCTPOCTBOM, UCMO/Mb3Ys NPOTOKO/
SNMP.

© KoHdurypuposaHue ycTpoiictsa no npotokonly SNMP g0OCTYNHO HaumMHas ¢ BepCuUm NporpaMMHOro
obecneyeHuna 1.2.5.

[na nameHeHns Hactpoek SNMP yctaHoBuTe chnar Hanpotue «SNMP», nocne 4yero ans pegaktnpoBaHms
CTaHyT AOCTYNHbI cnegytowye napameTpbl SNMP-areHTa:

« [MNaposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSTLI: public);

* [MNaposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHSTLIN: private);

+ Adpec 07151 npuéma mpanos vl — IP-agpec nnn goMmeHHoe umsi npuemMHuka coobueHnin SNMPv1-trap B
topmate HOST [COMMUNITY [PORT]];

+ Adpec 07151 npuéma mpanos v2 — IP-agpec nam goMeHHoe UMs nNpueMHunka coobueHnin SNMPv2-trap B
topmate HOST [COMMUNITY [PORT]];

« Adpec 0515 npuéma coobuweHul Inform — IP-agpec nnn goOMeHHoe MMsi NpUeMHMKa coobuieHnii Inform B
topmate HOST [COMMUNITY [PORT]];

+ CucmemHoe umMmsi ycmpolicmsa — UMSl YCTPOWCTBa;

* KoHmakmHasi UHghopmayusi npou3sooumesisi — KOHTakTHaa nHopmMaumnsa npon3BoauTeNs YCTPOCTBY,

* MecmonosioxeHue ycmpolcmsa — MHopMaunsi 0 MecTonosI0KeHUN YCTPONCTBE,;

* lMaposib 8 mpanax — Naposb, cogepxallmiics B Tpanax (no ymonuyaxuto: trap).

Hwxe npvBefeH CNcok 06bEKTOB, NOAAEPXKMBAEMbIX OJ/19 YUTEHUSA U KOH(PUTypMpoBaHUs NoCpeaCcTBOM
npotokona SNMP:

+ eltexLtd.1.127.1 — MOHUTOPUHT NapamMeTPOB TOYKM AOCTYNa M NOAKMYEHHbIX KNTIMEHTCKMX YCTPOIACTB;
+ eltexLtd.1.127.3 — ynpaBneHune TO4KOi AOCTyNa;
+ eltexLtd.1.127.5 — koHdUrypmpoBaHme To4Ykn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — naeHtudmnkarop npeanpusatmsa «NTTEKC».
Moapo6Hoe onucanne OID WEP-1L goctynHo no cnegyrouleii ceoinke: Onvcanne OID Ha WOP/WEP-xL.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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4.8 MeHo «BHellHMe cepBUCHI»

4.8.1 TogmeHto «lopTasibHas aBTopu3aunsa»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS] U HAaCTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

elTeX  WEP-1L

MOHUTOPUHT Radio VAP CeTeBble HAacCTPORKA BHelHWe cepBuUChH Cuctema - (BbIXOA)
MopTanbHas asTopuaalus > BkniounTs
Afnpec cepsuca APB ws//192.168.1.1:8090/apb/br

* Bk/rouums — Npy yCTaHOBNEHHOM donare Touka byaet noaknodaTbes K cepucy APB, agpec kotoporo
ykasaH B none «Agpec cepsuca APB», onsa obecrnevyeHuns nopTasibHOro poyMuHra KIMeHToB.

+ Adpec cepsuca APB — aapec cepsuca APB ans nogaepxkm poymuHra B pexmme noptasibHoli
aBTopu3aumn. 3aaaercs B oopmare: «ws://<host>:<port>/apb/broadcast».

[na BCTynneHns B CUy HOBOWM KOHGUIypaumum 1 3aHeCEeHNsA HaCTPOEK B AHEProHe3aBMCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 1151 OTMEHbI MUBMEHEHUIA HAXXMUTE KHOMKY «OTMEHa».

4.9 MeHto «Cucrtemay»

B MeHIo «CucTeMa» BbINOSHSHOTCS HACTPOIKM CUCTEMbI, BOEMEHW, I0CTYNA K YCTPOWCTBY MO PasnyHbIM
NPOTOKO/IaM, MPOU3BOAUTCS CMeHa Napossi 1 06HOBMEHVE NPOrPaMMHOI0 06ecneyYeHns yCTpoiicTBa.

4.9.1 MopmeHto «O6HOBMEHNE MO ycTpolicTBa»

MogmeHto «O6HOBNeHUue MO ycTpocTBa» NpeaHasHaYeHo aAns 06HOBMEHMSA NporpaMMHOro obecnevyeHmns
yCTpOWCTBA.

elTeEX WEP-1L

MOHWTOPHHT Radio VAP CeTeBble HAaCTPOHKKH BHELUHWE CEPBMUCHI CHcTema n - (BbIXOMD)

OGHoEneHne MO yCTpoicTea > AKTHBHERA BEpCHA MO

Pe3epetan sepcna MO
Koticourypauma P p Crena aKmeHoi

AxmyanbHan eéepcus 10 doemynHa no adpecy: http:/eltex-co.nu/support/downloads/
Mepesarpyska
®ann oGHoBnexns Mo BhiOepUTe haiin | daiin He BuidpaH
Maponk

HypHan

Iara v spema
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« AkmusHasi sepcusi 10 — Bepcusl NporpamMmmMHOro o6ecneyeHuns], yCTaHOB/IEHHOTO Ha YCTPOWNCTBE,
paboTatoLlasi B 4aHHbI MOMEHT;
* PesepsHas sepcusi 10 — Bepcusa NporpaMMHOro obecnevyeHus,, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPY0 MOXHO nepekntiountbea 6e3 3arpysku caina Mo.
+ Coeslamb akmusHoU — KHOMKa, N03BONIAIOWANA caenaTb pe3epBHyto Bepcuto MO akTUBHON, ANs
aToro noTpebyeTcs nepesarpyska ycTporictsa. AKTBHas Bepcus MO B 3TOM C/iyyae cTaHeT
pe3epBHOIA.

O6HoBEHME MPOrpaMmMHOro obecnevyeHms

3arpysute chaiin MO c caiita http://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha Komnbtotepe. Nocne
3TOro HaXXMUTe KHOMKy «Bblbepute daiin» B none ®adisn 06HosieHus MO n ykaxuTe nyTb K chainny MO B
hopmare .tar.gz.

[ns 3anycka npouecca 06HOB/IEHNSE HEOBXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOB/EHME. [pouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyweM ctatyce 6yAeT ykazaHo Ha CTpaHuLE), NOC/e Yero
YCTPOICTBO aBTOMATUYECKM Nepe3arpy3nTcs.

© He otkntovaiite nuTaHNe yCTPOIICTBA M He BLINO/HANTE €ro nepesarpy3ky B NpoLecce 06HOBNEHMUS
no.

4.9.2 TMopmeHto «KoHdurypauus»

B nogmeHto «KoHpurypaumsa» BbINOMHAETCS COXPaHeHWe 1 06HOB/EHME TeKYLLE KOH(Urypauun.

=LTEX  WEP-IL

IMOHUTOPMHT Radio VAP CeTeBble HACTPOHKH BHELLHWE CEpPBUCH CucTema n - (Bbixom)

OBHoeneHue MO ycTpoiicTea [ony4nTL apxHe * Ckaqatb
KOHUrypaLmm ¢
KoHdurypaums » YCTpOMCTEa

MNepesarpyska 3arpy3uTb apxue BeiGepuTe haitn | ®ain He BLIOpaH
KOHUIYPaLMH Ha
Maponk YCTPORCTEOD

ypran CBpoc kasasonciue @ COXPaHHTE NapameTpsl AocTyna

B HACTPOAKKA
Nara u Bpems

MNonyyeHne koHdbUryparmm

UTOGbI COXPaHUTb TEKYLLYIO KOH(PUIYpaLUio YCTPONCTBA Ha /IOKasIbHbI KOMMbIOTEP, HAXXMUTE KHOMKY
«CKavaTb».

O6HoBAEHME KOHJIMIYpaLIMn

[nsi 3arpy3ky COXpaHEHHOro Ha /I0Ka/IbHOM KOMMbOTEPe daitna KoHUrypauum NCcnosb3yeTcs MyHKT
«3a2py3ums apxus KoHguaypayuu Ha ycmpolicmso». nsi 06HOBMEHUS KOHPUTYypaLMK YCTPOCTBA HAXMNUTE
KHOMKY «BblGepuTe haiin», ykaxkute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb dhaiin».
3arpyxeHHast KOH(Urypaumsa NPUMeEHSIETCA aBTOMaTMYEeCKM 6e3 nepesarpysku ycTpoiicTsa.

C6poc yCTpoiicTBa Ha 3aBOACKME HACTPOIIKK

UT0o6bI cAenatb cOpOC BCEX HACTPOEK YCTPOMCTBA HA CTaHA4AaPTHbIE 3aBOACKNE YCTAHOBKM, HOKMUTE KHOMKY
«Cobpoc». Ecnn aktnBmposaH donar «CoxpaHuTb napamMeTpbl 4OCTynar, To 6yayT COXpaHeHbl Te napameTpbl
KOHGpUIypaLmm, KoTopble 0TBEYAloT 3a A0CTYN K YCTPOicTBY (HacTpoiika IP-agpeca, HACTPOkK gocTyna no
Telnet/SSH/SNMP/Netconf/Web).
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PykoBoacTso no akcnayatauum WEP-1L

4.9.3 TMopgmeHo «Nepe3arpyska»

[na nepesarpyskn yCTpocTBa HaXKMUTE Ha KHOMKY «lMepe3arpy3skar. MNpouecc nepesanycka ycTpoinctea
3aHUMaEeT NPUMEPHO 1 MUHYTY.

WELTEX  WEP-IL

IMOHUTOPMHI Radio VAP CeTeBble HaCTPOHKH BHeLUIHWE CEepBHChI Cucrema n - (Bblxom)

OB6HoeneHue MO ycTpoiicTea Nepesarpy3aka

yCTpoicTea

KoHpurypauma

Mepesarpyska »

Maponb

ypHan

[lata v BpemsA

4.9.4 TMopmeHto «MNaposnb»

Mpw BXoae Yepe3 web-uHTepdeiic agMmHucTpaTop (Naponb No ymonyaHuio: password) MMeeT NOJHbIA focTyn
K YCTPOIACTBY: UTEHME W 3annCb N0GLIX HACTPOEK, NOJHbIA MOHUTOPWHT COCTOSIHUSA YCTPOICTBA.

[ns cMeHbl Naponsi BBeAWTe HOBbIV Naposib cHavasna B nose «Maposby, 3aTeM B none «MoaTeepxaeHne
naposisi» U HaXKMUTE KHOMKY «[pUMEHNTb» A/1s1 COXpaHeHWs1 HOBOTO Naposisi.

WELTEX  WEP-IL

MOHUTOPUHI Radio VAP CeTesble HACTPOMKK BHELUHKE CepBHCh Ccuctema -~ (BbIXO)
OBrosnexwe MO ycTpoiicTsa Mapone ®
KoHMrypauyua MNogTeepxaeHne napona @
Mepesarpyska
+ [PUMEHHTL % OTMmeHa
Maponk »
Hyphan
Nata 1 Bpems
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PykoBoacTso no akcnayatauum WEP-1L

4.9.5 TogMeHo «KypHan»

MoameHo «KypHas» npegHasHayeHo A1 HACTPOVKM BbIBOAA PAa3HOro poja OT/1af04HbIX CO0OLLEeHNI
CUCTEMbI B LIeNsIX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

elTeEX  WEP-L

IMOHWUTOPUHT Radio VAP CeTeBkle HACTPORKK BHelHWe cepeuckl Cuctema - (BbIXOA)

O6noenenme MO ycTpoiicTea Pexum Cepeep v dhain v
KoHdurypauma Anpec Syslog-cepeepa syslog.server
MNepezarpyzka MNopT Syslog-cepeepa 214
Mapons Paamep dhaina, kb 1000

Kyprnan >

Nata v spemna

« Pexum — pexum paboTsl Syslog-areHTa:
+ JloKa/ibHbIl ¢halisn — HopMauns XXypHasa CoxpaHaeTcs B /loKanibHOM dpaiifie n A0CTyrnHa B
web-nHTepdelice ycTpoiictBa Ha Bkiagke «MoHUTOPUHI/XKypHan cobbITuiiy,
+ Cepsep u ¢halin — nHhopMaLms XypHana oTnpasBseTcsa Ha yaaneHHblli Syslog-cepsep n
COXpaHsIeTCS B /IOKasIbHOM (haine.
+ Aodpec Syslog-cepsepa — IP-agpec nnn gomeHHoe nms Syslog-cepeepa;
« Mopm Syslog-cepsepa — NopT ANns BXoAswWmx cooblueHmnii Syslog-cepsepa (no ymonuanuto 514,
[0MyCTUMble 3HaueHust 1-65535);

* Pasmep ¢halina, kb — MakcuMasbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

[nsa BCTynneHns B CUy HOBOWM KOHGIUIypaunum 1 3aHeCEHNS HaCTPOEK B AHEProHe3aBMCMYH0 NaMATb
HaXKMUTE KHOMKY «[IpuMeHUMb». [Nsi OTMEHbl U3BMEHEHMWIA HXXMUTE KHOMKY «OmmeHanr.
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PykoBoacTso no akcnayatauum WEP-1L

4.9.6 lMopgmeHio «[ata n Bpems»

B nogmeHto «[jata n Bpemsi» MOXHO HaCTPOUTb BPEMS BPYUHYH WU/ C MOMOLLbHO MPOTOKO/1A CUHXPOHMU3aLMK
BpemeHn (NTP).

4.9.6.1 BpyuyHyto

=LTEX  WEP-L

MOHWUTOPUHT Radio VAP CeTeBble HaCTPOMKU BHellHWe cepBuChl Cuctema - (BbIX0A)

O6Hoenenue MO ycTpoiicTea Pesum ® Bpyunylo O NTP cepeep

[arta u Bpema 02.11.2021 07:41:26
ycTpoicTea # Penakriposarb

Kondpurypauwma

Mepesarpyska Yacosoi noac Mockea, Poccna v

MNapons
P BrntounTe nepexop Ha

neTHee BpeMA
HKypHan

Mepexon Ha NeTHee (He awibpaHo) (He eribpaHo) (He epibpano) B —
[ata v Bpema > Bpema
Mepexon Ha aumHee (He sbibpaHa) (He abibpaHa) (He ebibpaHa) B —
BpemA
CAewr BpemeHn (MWH.) 60

+ [ama u spemsi ycmpoticmsa — naTta v BpeMsl Ha YCTPOICTBE B flaHHblil MOMEHT. Ecnn TpebyeTcs
KOPPEKLMS, HOKMUTE KHOMKY «PefakTnpoBaTby;

« Jdama, spemsi — 3apaiiTe TekyLLyo AaTy U BPeMs UN HaXXMUTE KHOMKY «TeKyllast gara u Bpemsi»

ANs ycTaHOBKN BpemeHu MK Ha yCcTpoiicTBO.

+ Yacogol nosic — no3BOASIET YCTAHOBUTb YaCOBOW NMOSIC B COOTBETCTBUM C GNMXaiiLLMM ropoaom B
Bawem pervoHe 13 3a4aHHoOro Cnmcka;

* BK/104UMb repexoo Ha s1iemHee BpeMsi — Npu yCTaHOB/IEHHOM dhiare nepexop, Ha fieTHee/3MHee
Bpems OyAeT BbINO/HATLCA aBTOMATMYECKN B 3a4aHHbIi NEpUo BPEMEHMU:

lMepexod Ha nemHee BpeMsi — AeHb N BPeMsi, Koraa OyAeT BbINOMHATLCSA Nepexos, Ha NeTHee
BpewMS;

lMepexod Ha 3uMHee BpeMsi — [ieHb 1 BpeMsi, Korga 6yaeT BbINO/HATLCS Nepexo Ha 3uMHee
BpeMS;

Cosue spemeHu (MUH.) — Nepuof BPEMEHN B MUHYTaX, Ha KOTOPbIN BbINOHAETCS CABUT BPEMEHN.
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4.9.6.2 NTP-cepsep

_LTEX  WEP-IL

MOHUTOPUHT Radio VAP CeTeBble HacTPONKM BHellHWe cepBuUch! Cuctema - (BbIXOA)

O6Hoenenue MO ycTpoicTsea Pexum O Bpyunyio @ NTP cepeep
Komdburypaus [ara v Bpema 02.11.2021 07:42:04
ycTporcTBa
Mepesarpyaka NTP cepeep pool.ntp.org -
Mapone Yacosol noAc Mocksa, Poceua v
HKyphnan BrnounTs nepexon Ha
NETHEE BPEMA
Rara u spems > Mepexop Ha neTHee (He eblibpaHo) (He 8bIbpaHo) (He abibpaHo) B
BPEMA
Mepexoa Ha auMHee (He enibpaHo) (He eribpaHo) (He enibpaHo) B

BpemMA

Caeur BpemeHn (MUH.) 60

+ [lama u spemsi ycmpolicmsa — fata ¥ BpeMsi Ha YCTPONCTBE B AaHHbIA MOMEHT;
* NTP cepsep — |P-agpec/noMeHHOe nMA cepBepa CUHXPOHM3aUn BpeMeHn. Bo3amoxHO 3aaartb agpec
NN BbIGpaTb U3 CYLLECTBYIOLLENO CMNUCKa,;
+ Yacosol rnosic — N03BONSET YCTAHOBUTb YaCcOBOI NOAC B COOTBETCTBUM C GAvKaALLIMM ropogom B
Balem pernoHe 13 3agaHHOro Cnmcka;
* Br/mo4ums rnepexod Ha /iemHee speMsi — Mpu yCTaHOB/IEHHOM dp/iare nepexop, Ha neTHee/3nMHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepros BpEMEHMU:
* [Nepexod Ha silemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
BpewmS;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMs, Korga OyaeT BbINO/IHATLCA Nepexos Ha 3uMHee
BpewmS;
+ CoBue BpemeHu (MUH.) — Nepuog, BpeMeHN B MUHYTaXx, Ha KOTOPbII BbINOMHAETCA CABUT BPEMEHM.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHNs1 HACTPOEK B 93HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI M3MEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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5 YnpaBneHue ycTponcTBOM C NOMOLLbK KOMaHAHOW CTPOKU

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLumm ycTpoiicTBa, HaxkMITe codeTaHue knasuil (B aHrnuiickoin packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

5.1 MopgkntoyeHne K ycTponcTay

Mo ymonyaHuto yctpoiictBo WEP-1L HacTpoeHo Ha nony4yeHune agpeca no DHCP. Ecnv aToro He nponsoLuno,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WEP-1L: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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5.2 HacTtpoiika ceTeBbIX NapameTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-1L
WEP-1L

root):/# configure
config):/# interface

(

(
WEP-1L(config):/interface# bro
WEP-1L(config):/interface/br0# common
WEP-1L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-1L)
WEP-1L(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka nogcetu)
WEP-1L(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa Neol)
WEP-1L(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa No2)
WEP-1L(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexvva paboTel ¢ DHCP Ha Static-IP)
WEP-1L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

AoGaBneHwe CTaTU4YeCKOro mapupyrta

WEP-1L(config):/interface/br0/common# exit

WEP-1L(config):/interface/br0# exit

WEP-1L(config):/interface# exit

WEP-1L(config):/# route

WEP-1L(config):/route# add default (rje default — HazBaHne maplupyTa)

WEP-1L(config):/route# default

WEP-1L(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-afpec cetn nnn y3na HazHavyeHuns, /s
MapLupyTa no ymosdaHuto — 0.0.0.0)

WEP-1L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — mMacka cetn HazHavyeHus, 715 MapLupyTa rno
ymo4aHumo — 0.0.0.0)

WEP-1L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec w03a)
WEP-1L(config):/route/default# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commoni# protocol dhcp
config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

—~ o~~~ —~ —
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5.2.1 HacTpoiika ceTeBbIx NapaMeTpoB C MOMOLLbIO YTUINTLI set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WEP-1L(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKM:

WEP-1L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y gateway
Z2.Z.Z.Z (rae X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetn, Z.Z.Z.Z — L/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

MMonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WEP-1L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rz1e X — VLAN ID,
NCNoNb3yeMblli 4118 AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAUYEHMS: 1-4094)

Cratnyeckme HacTpOIiKK:

WEP-1L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yemblii 415 A0CTyna K YyCTPOUCTBY,
BO3MOXHbIE 3HAaYeHUs: 1-4094; X.X.X.X — cTatuyeckuii IP-agpec; Y.Y.Y.Y — macka nogacetun; Z.Z.Z.Z — L03)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHune ceTeBbIX HACTPoekK o DHCP:

WEP-1L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
NCNOMb3yEeMbI AN A0CTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HaCTPONKu:

WEP-1L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yemblii Ans A0CTyna K YyCTPONCTBY,
BO3MOXHbI€ 3HAaYeHUs: 1-4094; X.X.X.X — cTatuyeckuii IP-agpec; Y.Y.Y.Y — macka nogacetun; Z.Z.Z.Z — Wt03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WEP-1L(root):/# save (coxpaHeHVe HacTpPOeK)
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5.2.2 Hacrtpoiika ceTeBbIx napameTpos IPv6

© Mo ymonuaHuio AOCTYN K YCTPOWCTBY MO NPOTOKOY IPV6 Ha TOUke AOCTYna OTK/IHOUEH.
JocTyn K yCcTpoincTBy No npoTokosy IPv6 BO3MOXHO HACTPOUTL TO/IbKO B TOM C/lyyae, eCin Ha ToUke
poctyna He ucnons3yetca VLAN-ynpasneHue.

BKNtoueHue goctyna K ycTpoicTBy o npoTokony IPv6e

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
DHCP)
WEP-1L(config):/interface/br0/common/ipv6# enabled true (Bk/i0ueHve f0CTyNa K YCTPOUCTBY MO
npotokony IPv6. Ansa BbikMtoyeHns seeguTe false)

WEP-1L(config):/interface/br0/common/ipv6# save (coxpaHeHve HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/commont ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nonyueHvie ceteBsix IPv6 napameTpos rno

—~ o~~~ o~ —~
_ = = =

HacTpolika cTaTudueckux cetTeBbiX MapaMeTpoB IPv6 TOUKU AocTyna

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# bro

WEP-1L(config):/interface/br0# common

WEP-1L(config):/interface/br0/commont ipv6

WEP-1L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXKXXXXXXXXXXXXXKXXXXXXXXXXXX — cTaTudecknii IPve-agpec ycTpoictea WEP-1L)
WEP-1L(config):/interface/br0/common/ipv6# address-prefix-length X (r1e X — npedoukc cratnyeckoro IPvé-
agpeca. lNMpuHnmaet 3HavyeHne o1 0 Ao 128. Mo ymonyaHuio — 64)
WEP-1L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaeTtcs |Pv6-
npedonke, Hanpumep 3211:0:0:1234::/64)

WEP-1L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXX:XXXXXXXXXXXXXXXX:XXXX/Y — IPv6-agpec dns-cepBepa Nel ¢ npedorkcom)
WEP-1L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXX:XXXXKXXXXXXXXXXXX:XXXX/Y — IPv6-agpec dns-cepBepa Ne2 ¢ npedonukcom)
WEP-1L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1l0HueHVIE NCNONB30BaHNA CTATUYECKMX
ceTeBbIX IPv6 MapamMeTpoB. 151 nony4yeHuns ceTeBbix IPv6 napameTpos no DHCP BBeauTe dhcp)
WEP-1L(config):/interface/br0/common/ipv6# enabled true (Bk/l0ueHve f0CTYNa K YCTPOUCTBY MO
npotokony IPv6. 18 BblkNtoueHnsa seeaute false)

WEP-1L(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)
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5.3 HacTtpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 8 — KomaHgp! 4N HACTPoikn pexmnma 6e3onacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpoukn pexuma 6e30nacHoOCTU
Be3 napons security-mode off

WPA security-mode WPA

WPA2 security-mode WPA2

WPA/WPA?2 security-mode WPA_WPA?2

WPA-Enterprise security-mode WPA_1X

WPA2-Enterprise security-mode WPA2_1X

WPA/WPA2-Enterprise security-mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocty ans Radio 5Ty,
(wlan1).

5.3.1 Hactpolika VAP 6e3 wndpoBaHus

CospgaHue VAP 6e3 wuncpoBaHus

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-1L_open' (n3veHeHve nveHn SSID)
config):/interface/wlan1-va0/vap# security-mode off (pexxum wndposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap# exit

config):/interface/wlanl-va0# common

config):/interface/wlanl-va0/common# enabled true (Bk/1t04EHVE BUPTYa/IbHON TOUKM A0OCTYNa)
config):/interface/wlanl-va0/common# save (COxpaHeHVe HacTpoek)

e~~~ o~~~ o~~~ —
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5.3.2 Hacrtpoiika VAP c pexvumom 6e3onacHoctn WPA-Personal

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA-Personal

WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WEP-1L(config):/interface/wlan1-va0O# vap

WEP-1L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-1L_Wpa2' (n3veHeHne nveHn SSID)
)
)

—~ o~~~ o~ —~

WEP-1L(config):/interface/wlan1-va0/vap# security-mode WPA_WPA2 (pexxum wudposaHns — WPA/WPA2)
WEP-1L(config):/interface/wlan1-va0/vap# key-wpa password123 (k/1104/naposib, HeOOX0ANMbIA /15
NOAKMIOYEHMSA K BUPTYasIbHOWM TOUKe AocTyna. [AnnHa Kn4va Ao/mkKHa CoCTaB/saATb OT 8 0 63 CUMBOJI0B)
WEP-1L(config):/interface/wlan1-va0/vap# exit

WEP-1L(config):/interface/wlan1-va0# common

WEP-1L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04EHVIE BUPTYa/IbHON TOUKM A0OCTYNA)
WEP-1L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—_ ==
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5.3.3 Hactpolika VAP c Enterprise-aBTopusauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan1-va0

WEP-1L(config):/interface/wlan1-va0O# vap

WEP-1L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-1L_enterprise' (n3veHeHve nveHn SSID)
WEP-1L(config):/interface/wlan1-va0/vap# security-mode WPA_WPA2_1X (pexum wndgposarms — WPA/
WPA2-Enterprise)

WEP-1L(config):/interface/wlanl-va0/vap# radius

WEP-1L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — fl0MeH nosL30BaTess)
WEP-1L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-1L(config):/interface/wlan1-va0/vap/radius# auth-port X (ra1e X — nopt RADIUS-cepBepa, KOTopbIi
NCMosb3yeTcs Ais ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaHumio: 1812)
WEP-1L(config):/interface/wlan1-va0/vap/radius# auth-password secret (1/1e secret — naposis /19 RADIUS-
cepBepa, UCnosiblyeMoro Ana ayTeHTudmkaumm n asTopusanmnm)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i7e secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIEe NEPUOANYECKON OTNPaBK/
coobueHuii «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-1L(config):/interface/wlan1-va0/vap# exit

WEP-1L(config):/interface/wlan1-va0# common

WEP-1L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04EHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-1L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)
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5.3.4 Hactpoiika VAP c nopTtasibHOM aBTopu3auuei

KomaHAb! ANA HACTPOIiKK NOPTaZIbHOW aBTOpPM3aL MK C OTNPaBKOi akkayHTUHra Ha Radius-cepBep

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan1-va0

WEP-1L(config):/interface/wlan1-va0O# vap

WEP-1L(config):/interface/wlan1-va0/vap# vlan-id X (rze X — VLAN-ID Ha VAP)
WEP-1L(config):/interface/wlan1-va0/vap# security-mode off (pexxum wndposaHuns off — 6e3 napons)
WEP-1L(config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-1L' (n3veHeHne nveHn SSID)
WEP-1L(config):/interface/wlan1-va0/vap# captive-portal
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect

WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasatb nma noptana. o ymonyanuio: default.)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# exit

WEP-1L(config):/interface/wlanl-va0/vap# radius

WEP-1L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — 10MeH nosL3oBaTesis)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrnosb3yeMoro 4J/151 akkayHTUHra)

WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — [Maposib g1 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHni «Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false.)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-1L(config):/interface/wlanl-va0/vap# exit

WEP-1L(config):/interface/wlan1-va0# common

WEP-1L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHNE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-1L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—~ o~~~ —~ —~
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5.3.5 [JononHuTesnbHble HacTpoliku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknioueHue pexxuma Band Steer

WEP-1L(config):/interface/wlan1-va0/vap# band-steer-mode true (Bx/1t0ueHve pexxuma Band Steer. [1ns
oTkKNtoveHus seeaute false)

BkntoueHue VLAN trunk Ha VAP

WEP-1L(config):/interface/wlanl-va0/vap# vlan-trunk true (BxntoueHvie VLAN Trunk Ha VAP. [1na OTKH0YEHUA
BeeauTe false)

BknroueHune General VLAN Ha VAP

WEP-1L(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bx/itoueHve General VLAN Ha SSID. [Ins
OTK/Io4YeHNs BBeauTe false)
WEP-1L(config):/interface/wlan1-va0/vap# general-vlan-id X (rae X — Hovep General VLAN)

Bbi6op cnocoba npuopuTusaymm

WEP-1L(config):/interface/wlan1-va0/vap# priority-by-dscp false (aHasni3 npnoputera 13 nons CoS (Class of
Service) TErMPOBaHHbIX MAKETOB. 3HAYEHME NO YMONYaHUio: true. B 3TOM cnyyae aHannsnpyetcs
npuopuTet 13 nonsa DSCP 3aronoBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WEP-1L(config):/interface/wlan1-va0/vap# mfp required (Bk/1t04NTE 3aLUMTY management-kaapoB
(dpeimoB). required — TpebyeTca nogaepxka MFP OT K/IMEHTa, KITMEeHTbl 6e3 MFP He cmoryT
noAkounTbCA. capable — coBmecTuMo ¢ MFP, KNneHTbl 6e3 nogaepkku MFP MoryT nogkitoumTbes. Ans
oTK/Io4YeHns BeeaunTe off)

Bk/oueHue Ucnosib3oBaHus TLS npu aBTopusauuu

WEP-1L(config):/interface/wlanl-va0/vap/radiust tls-enable true (1crionb3oBats TLS npu asTopusanmn. ns
oTKNtoveHus seeaute false)
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BktoueHue ckpbIToro SSID

WEP-1L(config):/interface/wlan1-va0/vap# hidden true (sxtoueHne ckpbiToro SSID. 15 OTKIH0YeHNs
BBeauTe false)

BK/1lOU€HME U30NALUN KITMEHTOB Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# station-isolation true (Bril0ueHne n3o01auMa Tpadnka mexay
KnneHTamu B npegenax ogHou VAP. nsa oTknoveHns seegute false)

OrpaHuyeHne KonmMyecTBa KJIMEHTOB Ha VAP

WEP-1L(config):/interface/wlanl-va0/vap# sta-limit X (rae X — maxkcumansHo 4onycTuMoe Yncio
NoAKNHYaEeMbIX K BUPTYasIbHOW CETU K/INEHTOB)

Bk/iloueHne penimkauumn MybTMKacToBOro Tpadgomka Ha VAP

WEP-1L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/10ueHVIe pennnkauy MynsTUKacToBOro
Tpadomka Ha VAP. na oTkntoveHus seeaute false)

BknrouyeHue Minimal Signal

WEP-1L(config):/interface/wlan1-va0/vap# minimal-signal -X (rze X — noporosoe 3HaveHune RSSI, npu
[OCTMXXEHMN KOTOPOrO, ToUuKa ByaeT oTK/touaThb kmeHTa oT VAP. MapaMeTp MOXET NpUHMMAaTb 3Ha4YeHus
0T -100 A0 0)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM), NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-1L(config):/interface/wlan1-va0/vap# shaper-per-sta-rx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (r4e X — MakcumasibHasi CKOpoCThb
B Kbut/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bx/itoueHne wennepa. 115
oTK/Io4YeHns BeeauTe off)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# exit
WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K IQa.HHOI‘III VAP:

WEP-1L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (rge X — makcumasibHas cCKkopocTh
B Kbut/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bx/itoueHne wennepa. 115
oTK/Io4YeHns seeauTe off)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# exit
WEP-1L(config):/interface/wlan1-va0/vap# save (COxpaHeHne HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-1L(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rge X — makcumasibHas cKkopocTb
B Kbut/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bx/1toueHne wennepa. 115
oTK/Io4YeHns BeeauTe off)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# exit
WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-1L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rae X — maxkcumasibHas ckopocTb
B Kbut/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bx/1toueHne wennepa. /15
oTK/Io4YeHns BeeauTe off)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-txi# exit
WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYNEH TOMNbKO ANs1 TEX KNIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumom 6e3onacHocTn WPA2-Personal 1 WPA2-Enterprise.
C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) » TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-1L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-1L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-aapec VAP.
MoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yH1KaIbHLIA KOY 415 AaHHON
VAP)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/mkeH coBrnagarb Ha
BCTpeYHbIX VAP)

WEP-1L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP-
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WEP-1L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa /IbHbLIN
KoY BCTPeYHo VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0 (MAC-
azipec BCTpeyHon VAP Ha T/[12)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T/11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-1L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-1L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHNe paboThl TOUKM AOCTYMA Mo
NPOTOKO/Yy 802.11r)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHVe HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WEP-1L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yHVKa/IbHbIA K104 415 AaHHOTO
VAP)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (s1oveH fo/mkeH coBnagarb Ha
BCTPEeYHbIX VAP)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdelica BCTPEYHOM Toukn goctyna — TA1)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345 (yHVKa/IbHbLIN K/THOY
BCTpeuHo VAP Toukn goctyna T[1 — r0-key-holder-id)
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[11)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-1L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/itoueHne paboTkl TOUKM AOCTYNA MO
npoTokosny 802.11r)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWNppoBaHHbIe). EC/in Ha Touke focTyna HacTpoeHa pabota no npotokosy 802.11k, To npu nogknoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WEP-1L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (/e
E8:28:C1:FC:D6:90 — MAC-aApec «apy>KECTBEHHOW» TOUKM AOCTYyNa)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-1L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r e
E8:28:C1:FC:D6:70 — MAC-apec «apYy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-1Lx(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WEP-1L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/10HeHNE pabOThl TOUKM
[0CTyna no NnpoTokosy 802.11Kk)

WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHVe HacTpOek)

63



PykoBoacTso no akcnayatauum WEP-1L

5.4 HacTtpoiikn Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan0

WEP-1L(config):/interface/wlan0# wlan

WEP-1L(config):/interface/wlan0/wlan# radio-2g (115 wlan1 pasgen HasbiBaeTcs radio-5g)
WEP-1L(config):/interface/wlan0/wlan/radio-2g#channel X (rge X — HoOmMep cTatnyeckoro kaHasa, Ha KOTopom
6yaeT pabotarb TOUKa)

WEP-1L(config):/interface/wlan0/wlan/radio-2g# auto-channel false (0Tk/1l04eHVe aBTOBLIOOPA KaHasa. [0/
BK/IIOUYEHNA BBeAUTE true)

WEP-1L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels false (oTKk/1l04eHME NCNOIBL30BaHNSA
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WEP-1L(config):/interface/wlan0/wlan/radio-2g# bandwidth X (rne X — lupvHa kaHana. NapaveTtp moxet
npuHUMaTh 3HadveHune: ans Radio 1: 20, 40; Radio 2: 20, 40, 80)
WEP-1L(config):/interface/wlan0/wlan/radio-2g# tx-power X (r7e X — ypoBeHb MolHocTM B ABMm. MapameTp
MOXET NMpUHUMaTh 3HadeHue: ana Radio 1: 11-16 abm; ang Radio 2: 11-19 abm)
WEP-1L(config):/interface/wlan0/wlan/radio-2g# save (coxpaHeHve HacTpoek)

© Cnucku AOCTYNHbIX KAHANIOB
Ana Radio 2.4 [Ty ansa BbIGOpA AOCTYMHbI CQIeAYIOUMNE KaHAJIbI:
* npu wupuHe kaHana 20 Mruy;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu wupuHe kaHana 40 MIu;
+ ecnu «control-sideband» = lower: 1,2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 'y, anAa BbIGOpa AOCTYNHbI CAeAYIOWNE KaHa/bI:
* npv wnpuHe kaHana 20 MIry;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153,157, 161,
165.
* Mpu wupuHe kaHana 40 Mlu;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnum «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npv wnpuHe kaHana 80 MI'y;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.
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5.4.1 [ononHutenbHble HacTpolikn Radio

HacTtpoiika orpaHMYeHHOro CNuUcKa KaHaJ10B

WEP-1L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels true (Bk/1t04eHVE 1CMNO/L30BaHNSA
OorpaHMYeHHOro cnmncka kaHasioB B paboTe aBTOBbIGOpa KaHanoB. 1 BbikNtoveHus Beeante false)
WEP-1L(config):/interface/wlan0/wlan/radio-2g# limit-channels '1 6 11' (e 1,6, 11 — kaHa/lbl AnanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMbIil pagnonHTepdenc)

N3meHeHne OCHOBHOIO KaHasa

WEP-1L(config):/interface/wlan0/wlan/radio-2g# control-sideband lower (napaverp MoXeT npuHMMaTh
3HayeHue: lower, upper. Mo ymonyaHuo: anda Radio 1: lower; anda Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBana

WEP-1L(config):/interface/wlan0/wlan/radio-2g# sgi true (BK/1H0UEHNE NCMNO/IL30BAHNSA YKOPOYEHHOTO
3allMTHOrO NHTepBasia Asisi nepefavm gaHHbIX — 400 HC BMecTo 800 He. [1nsa oTkoveHus BeeaunTe false)

BkntoueHune STBC

WEP-1L(config):/interface/wlan0/wlan/radio-2g# stbhc true (Bk/110ueHVe MeToga NPOCTPaHCTBEHHO-
BPEMEHHOr0 6/104HOr0 KoAaMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAaAEXHOCTM nepegayn
AaHHbIX. na oTkntoveHns seeaute false)

Bk/iloueHue arperauum

WEP-1L(config):/interface/wlan0/wlan/radio-2g# aggregation true (Bx/1t0ueHve arperaymmn Ha Radio —
nogaepxkn AMPDU/AMSDU. ina oTkaoveHns seeguTe false)

BkntoueHue MCnonb30BaHNA KOPOTKOW npeamMoy bl

WEP-1L(config):/interface/wlan0/wlan/radio-2g# short-preamble true (Bk/1104eHNE NCMNO/IL30BAHNSA KOPOTKOMN
npeamoybl naketa. [nsa oTkaoyeHns seeauTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WEP-1L(config):/interface/wlan0/wlan/radio-2g# wmm true (Bk1toveHne nogaemxkn WMM (Wi-Fi Multimedia)
[na otknoveHus seeaute false)
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HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoanTca To/bKO Ha Radio 5 Tl (wlanl)

WEP-1L(config):/interface/wlanl/wlan/radio-5g# dfs X (rae X — pexum paboTel MexaHn3ma DFS. MoxeT
npvHMMaTh 3HavyeHus: forced — MexaHU3M BbIK/HOYEH, DFS-kaHasbl AOCTYNHbI 4151 Bblbopa; auto —
MexaHn3M BKoYeH; disabled — mexaHn3M BbIkNOYEH, DFS-KaHasbl He AOCTYNHbI A/15 BbI6opa)

BknroueHue pexnva aBTOMaTUUYECKOI CMEHbI LMPUHBbI KaHaa

WEP-1L(config):/interface/wlan0/wlan/radio-2g# obss-coex true (Bk/1l04eHVE pexnma aBToMaTnyYecKol
CMEHbI LUMPWHBI KaHasa ¢ 40 MMy, Ha 20 MITy, npu 3arpy>keHHom pagunoadupe. na oTkYeHus BBeguTe
false)

BkntoueHue werinepa Broadcast/Multicast

WEP-1L(config):/interface/wlan0/wlan/radio-2g# tx-broadcast-limit X (rae X — orpaHnueHve nepegavum
LLIMPOKOBELLLATENIbHOTO/MYNLTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3bIBAETCA NUMUT A/1s
LLIMPOKOBELLLATENBLHOIO Tpadnka B nak/c)

BkntoueHne QoS 1 M3MeHeHue napaMeTpoB

WEP-1L(config):/interface/wlan0/wlan/radio-2g# qos

WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos# enable true (Bk/1l04eHVIE NCNOL30BAHNSA (DYHKLNIA,
obecneunBaloLLMx Ka4yecTBo 06¢cnyxmBaHuaA (Quality of Service). Ans oTkntoueHns seeguTe false)
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos# edca-ap (HacTpoiika napameTpos QoS Touk/ A0CTyna,
Tpadhmk nepegaeTcs OT TOUYKM A0CTyNna K KNINEHTY)
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# bk (HacTpoiika napameTpos QoS a5
HN3KONPMOPUTETHOI 0Yepean C BbICOKON MPONYCKHOW CMOCOGHOCTLI0, MPMOpPUTETLI 802.1p: csl, ¢s2)
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# aifs X (rae X — Bpems oxumaaHns kaapos
(bpelimoB) AaHHbIX, U3MepsieMoe B cnotax. MpnHMMaeT 3HadeHums 1-255)
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmin X (X — HauyasnibHOe 3HaveHve
BPEMEHM OXUAaHns nepes NOBTOPHOWN OTNPAaBKON Kaapa, 3afaeTcs B MunancekyHgax. MpuHuvaet
3HaueHus: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMin HE MOXET NpeBbIaTh 3HaYeHne cwMax)
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmax X (rae X — makc/masibHoe 3HavyeHne
BPEMEHM OXUaaHns nepes NOBTOPHOWN OTNPAaBKOWN Kaapa, 3afaeTcs B MunancekyHgax. MpuHuvaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HayeHne cwMax 0/DKHO ObITb 60/IbLLE 3HAYEHNSA cwMin)
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# txop X (rae X — vHTepBasi BpemeH B
MUI/IMCEKYHAAX, KOoraa KnmeHTckasd WME-cTaHuma MMeeT npasa UHULMMPOBATb nepegady AaHHbIX No
6ecnpoBoAHON cpese K ToUke AocTyna. MakcumasibHoe 3HaYeHne 65535 MUAINCEKYHA)
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# exit
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# exit
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos# edca-sta (HacTpolika napameTpoB QoS cTaHLum
KnneHTa: Tpadouk nepefaeTcsa oT CTaHUuMKN KNneHTa A0 TOYKM AoCcTyna)

MeTtoauka HacTpoiikv edca-sta aHanormyHa metoavike HacTpoliku edca-ap.
HacTpoiika napameTpoB g/1s ouepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB ans ovepegn bk.
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5.5 Hactpoiika DHCP onuumn 82

© Hacrpoiika DHCP onuun 82 Nnpou3BoauTCs OTAENLHO A1 KaXKA0ro paguonHTepdeiica. B gaHHOM
pasgene NnpMBoASATCA NpUMepbl HAcTpokn onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

* ignore — 06paboTka onumun 82 oTk/IUYEeHa. 3HaYEHVEe N0 YMOYaHWIo;
* replace — Touka gocTyna noacTaBnsAeT Uav 3ameHsieT 3HauyeHne onuumn 82;
* remove — TO4YKa A0CTyna yaanseT 3HavyeHve onumm 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan0 (HacTpoiika 6yaeT nponssoanTbcsa ans Radio 2.4 'y, Ecnv Heo6xoammo
HacTpouTb 82 onunto Ha Radio 5T, — BBeanTe wlanl)

WEP-1L(config):/interface/wlan0# common

WEP-1L(config):/interface/wlan0/common# dhcp-snooping
WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (B5160p paboTs!
DHCP snooping B peXume 3ameHbl Ui NoAcTaBNeHns onuun 82)

—_

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CreaytoLlime napameTpbl:

HacTtpoiika napameTpoB onuuu 82

WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze
custom — 3ameHa cogepxmmoro CID Ha 3HauyeHne, ykazaHHoe B napamvetpe dhcp-option-82-custom-
CID. [TapameTp MOXeT npuHuMaTh 3HadeHus: APMAC-SSID — 3ameHa cogepxmmoro CID Ha <MAC-agpec
TOYKWM gocTyna>-<nums SSID>. SSID - 3ameHa cogepxumoro CID Ha umsa SSID, K KOToOpoMy NoAK/IHYEH
KniveHT. Mo ymonyaHuio: APMAC-SSID)

WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (1€ custom
— 3amMeHa cogepxumoro RID Ha 3HaveHune, ykasaHHoe B napametpe dhcp-option-82-custom-RID.
MapameTp MOXET NpuMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxnmoro RID Ha MAC-aapec
KNMeHTCKoro yctporictBa. APMAC — 3aMeHa cogepxmnmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3ameHa cogepXmnmoro RID Ha AOMEH, B KOTOPOM HaxoamTcst Touka gocTyna. Mo ymonyaxuio: ClientMAC)

WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r2e
longstring - 3HaueHne oT 1 40 52 CMMBOJIOB, KOTOpPOe GyaeT nepeaaBatbes B CID. Ecnu 3HayeHne
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsaTb CID Ha 3HaYeHne no
yMo/14aHuto: <MAC-agpec To4kM goctyna>-<nums SSID>)

WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (r2e
longstring — 3HaueHne oT 1 40 63 CMMBO/I10B, KOTOPOe OyaeT nepegasaTtbcs B RID. Ecv 3HaveHue
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3MeHATb RID Ha 3HavYeHue no
ymMo/yaHuto: MAC-agpec KNIMEHTCKOro YCTPOCTBA)

WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (BL100p
pasgenuntenst oktetoB MAC-apeca, KoTopblii nepegaetcs B RID v CID. radius — B kKa4ecTBe pasfenntens
BbICTynaet 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pa3fenntens BbICTYyNaeT 3HakK ABOETOUMUS:
AA:BB:CC:DD:EE:FF)
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5.6 CucrtemMHble HAaCTPOIiKK

5.6.1 O6HoBneHue MO ycTpoincTea

OGHoBneHue MO Touku goctyna no TFTP

WEP-1L(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <Ha3BaHue caiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WEP-1L-1.2.5_build_X.tar.gz)
WEP-1L(root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WEP-1L(root):/# firmware upload http <URL gnsa ckaunBaHua daiina MNO> (npuvep: firmware upload http
http://192.168.1.100:8080/files/WEP-1L-1.2.5_build_X.tar.gz)
WEP-1L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-1L(root):/# firmware switch

5.6.2 YnpaBneHue KoHUrypaumeni ycTpoiictea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-1L(root):/# manage-config reset-to-default

C6pocC KOHhUrypauum ycTpoiicTea B AecpO/ITHOE COCTOSIHME C COXPaHEHEM NapaMeTpoB focTyna

WEP-1L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-1L(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> (nprvep: manage-config download
tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WEP-1L(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <HasBaHue cpavina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-1L(root):/# manage-config apply (NnpumeHeHne KoHurypawmm Ha ToUKy A0CTyna)
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5.6.3 TMepesarpyska ycTpoiicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-1L(root):/# reboot

5.6.4 HacTtpolika pexnma ayTeHTUgmKaLmm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WEP-1L(root):/# configure

WEP-1L(config):/# authentication

WEP-1L(config):/authentication# admin-password <HOBbIIi naponb AnA y4eTHoW 3anucu admin> (01 1 0
64 CMBOJIOB, BK/1HOYasi NaTUHCKMUE BYKBbl U LMdpbI)

WEP-1L(config):/authentication# save

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesein 411 NOKaIbHOM ayTEHTU(IMKALMNY, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM Nonb3oBaTENAM A0MKHA ObITh HA3HAYEHA OfHA U3 ABYX PONeil:
admin — nosnb3oBartesnb C TakoW ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIYPUPOBaHUIO U
MOHWUTOPUHIY 6a30BOW CTaHLUW;
viewer — nosb3oBaresnb C Takol posibio byaeT MMeTb AOCTYN TObKO K MOHUTOPUHTY 6a30BOW CTaHLMW.

AOGaBHEHMe HOBbIX Nosib3oBarenei

WEP-1L(root):/# configure

WEP-1L(config):/# authentication

WEP-1L(config):/authentication# user

WEP-1L(config):/authentication/user# add userX (rae userX — nmsa HOBOW yYeTHOW 3anucu. Ana yaaneHus
ncnonb3ynte komaHay del)

WEP-1L(config):/authentication/user# userX

WEP-1L(config):/authentication/user/userX# login userX (r4e userX — UM HOBOW YYETHOW 3anuncu)
WEP-1L(config):/authentication/user/userX# password <Maponb ANA y4yeTHOI 3anucu userX> (0T 1 10 64
CVMIMBOJ10B, BK/1t0Yas NnaTtuHcKne BykBbl U LMIPbI)

WEP-1L(config):/authentication/user/userX# role admin (nosib30BaTENtO BLIAAOTCA Npasa Ha
KOH(oUrypupoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYMNeH TO/IbKO
MOHWTOPWHT)

WEP-1L(config):/authentication/user/userX# save
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HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WEP-1L
WEP-1L

root):/# configure

config):/# authentication

WEP-1L(config):/authentication# radius

WEP-1L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepsepa)
WEP-1L(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTOPbLIV UCMOosb3yeTcs
ANs ayTeHTudmkauumn n astopmsayun. Mo ymonyaxumio: 1812)

WEP-1L(config):/authentication/radius# auth-password secret (rge secret — oy 15 RADIUS-cepsepa,
NCMosb3yeMOro ansa ayteHTudnkaumm n aBtopusawnmm)

WEP-1L(config):/authentication/radiust# exit

WEP-1L(config):/authentication# radius-auth true (Bk/itoueHne pexrmva ayteHTnprkaummn yepes RADIUS-
cepsep. Ana oTkntodeHns seeguTte false)

WEP-1L(config):/authentication# save

—_— e~ o~ —

© nNpu ayteHTudpmkaumm yepes RADIUS-cepBep HEO6XOAMMO 06A3aTe/bHO CO3/aTh JIOKA/IbHYIO YUETHYHO
3anuce, Kotopas byaeT aHasiormyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpwn 3TOM B /IOK&/IbHOW YYETHOI 3anncu obs3atesibHO A0/MKHA O6bITb YKazaHa posb, onpegenstoLas
npasa goctyna (admin unm viewer).
B cnyuae, ecnn RADIUS-cepBep okaxeTcs HefoCTyNeH, ayTeHTUrKaLma NnpoigeT no /I0KasibHOM
YUYETHOM 3anuncu.

5.6.5 HacTtpolika gatbl 1 BpeMeHU

KomMaHAabl ANA HACTPOIKM CUXPOHU3aL MU BPEMEHMU € cepBepoM NTP

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
30Hbl)

WEP-1L(config):/date-time/common# save (coxpaHeHVe HacTpPoekK)

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1toueHVe pexrma paboTtel ¢ NTP)

config):/date-time# ntp

config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBKa NTP-cepsepa)
config):/date-time/ntp# exit

config):/date-time# common

config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemMeHHO

e~ o~~~ o~ o~ —~ —~
_— s o = =

5.6.6 [ononHuTesbHble HACTPOKN CUCTEMbI

BkntoueHue rnoGasibHOW n3onaumuu

WEP-1L(root):/# configure

WEP-1L(config):/# system

WEP-1L(config):/system# global-station-isolation true (Bk/1t04eHNe r7106a/1LHOM N30N9UMN Tparka Mexay
KnneHTamm pasHbix VAP 1 pa3HbIx paguovHTepdeiicos. Ansa oTknoveHusa seeaute false)
WEP-1Lconfig):/system# save (CoxpaHeHne HacTpoek)
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MN3meHeHne nmeHu ycTpoicTea

WEP-1L(root):/# configure

WEP-1L(config):/# system

WEP-1L(config):/system# hostname WEP-1L_room2 (re WEP-1L_room2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LNpbI,
3HaK gednc «-» (educ He MOXET ObITb NOCNEeAHUM CUMBOMIOM B MMeHN). Mo ymonyaHuo: WEP-1L)
WEP-1L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpamuyeckoro gomeHa

WEP-1L(root):/# configure

WEP-1L(config):/# system

WEP-1L(config):/system# ap-location ap.test.root (ize ap.test.root — f0MeH y3/1a fepesa yCTPONCTB
cuUCTeMbl ynpaBnieHust EMS, B KOTOPOM pacnosaraetcsi Touka gocTyna. o ymonyaHuio: root)
WEP-1L(config):/system# save (coxpaHeHne HacTpoek)

5.7 Hacrtpoiika cepsuca APB

Cepsuc APB ncnonb3yeTcs /151 06ecneyeHunsi nopTasibHOro poyMuHra KMeHToB MeXay Toukamu 4ocTyna,
NOAK/THOUYEHHBIMUN K CEPBUCY.

KomaHAbl Ans HacTpoiiku cepBuca APB

WEP-1L(root):/# configure

WEP-1L(config):/# captive-portal

WEP-1L(config):/captive-portal# apbd

WEP-1L(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-1L(config):/captive-portal/apbd# enabled true (Bk/1toueHvie cepBrica APB. 1N OTK/IHOUYEeHNA BBeUTE
false)

WEP-1L(config):captive-portal/apbd# save (coxpaHeHVe HacTpoek)
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5.8 MOHUTOPUHT

5.8.1 Wi-Fi knneHntnbl

[nsi BbIBOZla MOHUTOPUHTa NoAkMoueHHbIX Wi-Fi KNMeHToB Ucnonb3yeTcs criefytollas KomaHa:

monitoring associated-clients <mac-agpec knueHTa 1> ... <mac-agpec knnenta N> filter <napametp 1> ...
<napameTtp N>,

rae <mac-agpec kKnmeHta 1> ... <mac-agpec kimeHTa N> — mac-agpeca K/IMEHTCKUX YCTPONCTB,
NOAK/TIOYEHHbIX K TOYKe gocTyna. A Toro 4tobbl BbIBECTM MHpOpMaLMIO N0 BCEM K/IMeHTam, BBeauTe
BMECTO <mac-ajpeca kimeHta> all;

ﬁ“er——CﬂeuMaﬂbHoeCﬂOBO,ﬂOCﬂeKOTOpOK)yKa3HBaDTCﬂﬂapaMeprIMOHMTOpMHELHGO6XOAMMbE
[0/151 BbIBOAA MO K/IMEHTY/KNNeHTam;

<napametp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPVHra, HEOGX0AMMbIE /11 BbiBOAA MO
KITMEHTY/KNIMEHTaM.

[ns BbIBOAA CnvcKa NOAKMIOYEHHbIX K TOUKE AOCTYNa KNIMEHTOB HaXXMUTE Nnocsie monitoring associated-
clients knasuwy Tab.

WEP-1L(root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all

[N nonyyeHusi cnucka napameTpoB MoHuTopuHra noche filter Haxmute knasumwy Tab.

WEP-1L(root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
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BbiBog MHhopMaLMm No BCeM NOAK/MUYEHHbIM K/IMeHTaMm

WEP-1L(root):/# monitoring associated-clients (1711 monitoring associated-clients all)

index | ©

interface | wlan6-vao

state | ASSOC AUTH_SUCCESS

hw-addr | 26:af:0a:30:ef:29

ssid | !!!DOC_test

ip-addr | 169.254.68.250

authorized | true

captive-portal-vap | false

enterprise-vap | false

rx-retry-count | 76

tx-fails | ©

tx-period-retry | ©

tx-retry-count | ©

rssi-1 | -75

rssi-2 | -75

rssi | -75

snr-1 | 17

snr | 17

snr-2 | 16

tx-rate | MCS7 SGI 72.2

rx-rate | MCS7 NO SGI 65

rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

mfp | false

uptime | 00:00:27
multicast-groups-count | ©

wireless-mode | n

perftest-capable | false

snr-rssi-capable | false

link-capacity | ©

link-quality | ©

link-quality-common | ©

actual-tx-rate | ©

actual-rx-rate | ©

shaped-rx-rate | ©

actual-tx-pps | ©

actual-rx-pps | 1

shaped-rx-pps | ©

name | ©

Rate Transmitted Received
Total Packets: 2 176
TX success: 100
Total Bytes: 173 8877
Data Packets: 0 31
Data Bytes: 0 4488
Mgmt Packets: 2 145
Mgmt Bytes: 173 127
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0
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Rate Transmitted Received

dsss1 2 | 100% 37 | 21%
ofdmé 0 | 0% 19 | 10%
ofdm24 0 | 0% 88 | 50%
mcs3 0 | 0% 2 | 1%
mcs4 0 | 0% 15 | 8%
mcs7 0 | 0% 14 | 8%

Multicast groups: none
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BbiBog MHhopMaLn NO KOHKPETHOMY/KOHKPETHbIM K/IMEeHTY/KIneHTam

WEP-1L(root):/# monitoring associated-clients bc:2e:f6:¢c:85:46 (€CTb BO3MOXHOCTb YKa3aTb HECKOSTLKO
MAC-agpecoB, Hanpumvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:e0:a4)

index | 1

interface | wlanl-va2

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | bc:2e:f6:cc:85:46

ssid | 2ac-enter

ip-addr | 10.24.80.90

hostname | HUAWEI_P40_Pro-8lafe9c34a
username | tutu

domain | enterprise.service.root
authorized | true

captive-portal-vap | false

enterprise-vap | true

rx-retry-count | 9

tx-fails | ©

tx-period-retry | ©

tx-retry-count | 1

rssi-1 | -39

rssi-2 | -57

snr-1 | 14

snr-2 | 13

tx-rate | MCS15 NO SGI 130

rx-rate | MCS15 NO SGI 130

rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:01:12
multicast-groups-count | ©

wireless-mode | ac

perftest-capable | false

snr-rssi-capable | false

link-capacity | 100

link-quality | 100

link-quality-common | 99

actual-tx-rate | 1

actual-rx-rate | ©

shaped-rx-rate | ©

actual-tx-pps | 1

actual-rx-pps | ©

shaped-rx-pps | ©

name | 1

Rate Transmitted Received
Total Packets: 312 483
TX success: 100
Total Bytes: 112678 55795
Data Packets: 308 295
Data Bytes: 104438 43445
Mgmt Packets: 4 188
Mgmt Bytes: 232 240
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Rate Transmitted Received

ofdmé 21 | 6% 103 | 21%
ofdm24 0 | 0% 105 | 21%
mcs7 15 | 4% 0 | 0%
mcs12 41 | 13% 0 | 0%
mcs13 43 | 13% 0 | 0%
mcs14 0 | 0% 4 | 0%
mcsl1l5 192 | 61% 270 | 56%

Multicast groups: none

dunbTpayus napameTpoB MOHUTOPUHTA

WEP-1L(root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOA, OrpaHNYE€HHOrO Ko/in4yecTBa napaMeTpoB MOHUTOPUHIA MO OnpeaesieHHOMY K/TMEHTY, eCTb
BO3MOXHOCTb yKa3aTb Heckosibko MAC-aZipecoB)

hw-addr | 32:5b:60:62:e0:a4
ip-addr | 10.24.80.58
tx-rate | MCS15 NO SGI 270
rx-rate | MCS14 NO SGI 117
uptime | 00:07:57

WEP-1L(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBOA, OFPAHNYEHHOIO KONMYECTBA NapamMeTPOB MOHUTOPMHIA NO BCEM K/TIMEHTaM)

hw-addr | 32:5b:60:62:e0:a4
rssi-1 | -24

rssi-2 | -24

wireless-mode | n

interface | wlanl-va0

hw-addr | bc:2e:f6:cc:85:46
rssi-1 | -38

rssi-2 | -53

wireless-mode | ac

interface | wlanl-va2
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5.8.2 NHhopmaumsa 06 ycTpoincTee

WEP-1L(root):/# monitoring information

system-time: 09:15:16 28.10.2021
uptime: 15:45:10

software-version: 1.2.5 build X
secondary-software-version: 1.1.0 build 444
boot-version: 1.1.0 build 444
memory-usage: 67

memory-free: 34

memory-used: 71

memory-total: 105

cpu: 0.28

is-default-config: true

board-type: WEP-1L

hw-platform: WEP-1L
factory-wan-mac: E8:28:C1l:xXx:XX:XX
factory-lan-mac: E8:28:C1l:xXx:XX:XX
factory-serial-number: WP39000059
hw-revision: 1vl
session-password-initialized: false
ott-mode: false

last-reboot-reason: firmware update
test-changes-mode: false

i



PykoBoacTso no akcnayatauum WEP-1L

5.8.3 CerteBas nHpopmaumsa

WEP-1L(root):/# monitoring wan-status

interface: bro
protocol: dhcp
ip-address: 192.168.1.15
mac: e8:28:Cl:ixX:iXX:iXX
mask: 255.255.255.0
gateway: 192.168.1.1
DNS-1: 192.168.1.100
DNS-2:

rx-bytes: 4864149
rx-packets: 13751
tx-bytes: 2462399
tx-packets: 20753

WEP-1L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-1L(root):/# monitoring arp

# IP MAC

0] 10.24.80.65 14:dd:a9:el:xx:xx
1 10.24.80.98 18:c0:4d:dd:xx:xx
2 10.24.80.1 e0:d9:e3:e8:xx:xXx

WEP-1L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 10.24.80.1 0.0.0.0 uG bro
10.24.80.0 0.0.0.0 255.255.255.0 u bro
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5.8.4 becnpoBoaHble MHTepenChbI

WEP-1L(root):/# monitoring radio-2

hwaddr: E8:28:C1l:xX:XX:XX
status: on

noise-1: -100

noise-2: -100
utilization: 10

channel: 5

thermal: 32

bandwidth: 40

frequency: 2432

WEP-1L(root):/# monitoring radio-5

hwaddr: E8:28:C1l:xX:XX:XX
status: on

noise-1: -100

noise-2: -100
utilization: 0

channel: 132

thermal: 32

bandwidth: 80

frequency: 5660

5.8.5 >XypHan cobbITuii

WEP-1L(root):/# monitoring events

Jan 23 00:00:07 WEP-1L daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WEP-1L daemon.info configd[955]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WEP-1L daemon.info networkd[987]: Networkd started

Jan 1 03:01:17 WEP-1L daemon.info networkd[987]: DHCP-client: Interface br® obtained lease
on 192.168.1.15.

Jan 23 07:17:14 WEP-1L daemon.info monitord[1055]: event: 'associated' mac: E4:0E:EE:BD:AE:
6B ssid: '"WEP-1L_2.4GHz' 1into0
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5.8.6 CkaHuposaHue adompa

© Bo Bpems OCYLLECTB/IEHNSI CKAHMPOBAHWS 3dmpa paaronHTEPdIeiic YCTpoicTBa BY/AET OTK/IHOUEH, YTO
npuBeaeT K HEBO3MOXHOCTN nepefayn gaHHbix Ao Wi-Fi KnneHToB BO BpeMs CKaHUPOBaHWUS.

WEP-1L(root):/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm Bandwidth,
MHz

11 TEsh_testl11l1l AP wpa CC:9D:A2:C7:A2:E0 1 -39 20
EltexWiF1 AP off EO:D9:E3:49:D5:00 1 -50 20
Eltex-WLC-Local AP wpa CC:9D:A2:FF:B2:03 6 -68 20
TEst_Ent AP wpa CC:9D:A2:C7:DF:DO 11 =75 20
sdd_wlc_enterprise AP wpa E8:28:C1:FC:D6:41 1 =77 20
WLC30_sddl AP wpa E8:28:C1:FC:D6:40 1 =77 20
wLC AP off EO:D9:E3:49:79:01 1 =77 20
Rostelecom AP off E8:28:C1:EC:DE:21 11 -78 20
VIP_test AP off EOQ:D9:E3:73:06:F2 6 =79 20
i-cisco-ent AP wpa 7C:21:0E:E2:76:C0 1 -80 20
Test_Astra_Ted AP off E4:5A:D4:E4:D3:F3 1 -80 20
Karandashev_Enterprise AP wpa EQ:D9:E3:73:06:F3 6 -80 20
i-cis—-MAB AP off 7C:21:0E:E2:76:C2 1 -80 20

5.8.7 CnekTtpoaHanusarop

CnekTpoaHanusaTop NpeaocTaBnsieT MHGOPMALMIO O 3arpy>XeHHOCTM KaHa10B B AvanasoHax 2.4 u 5 Iy,
Pe3ynsTaT BbIBOAMTCS B NMPOLEHTAX.

© Bo Bpemst paboTbl CekTpoaHamsaTopa NPOUCXOANT OTK/THUEHNE BCEX K/IMEHTOB OT TOUKM A0CTYna.
KNnueHTbl NoAKouaTCcs CHOBA TO/IbKO TOrAa, KOra CreKTpoaHa/IM3aTop 3aKoHUYMT CBOK paboTy.
Bpemsi aHann3a BCcex paAvoKaHasioB [BYX AMANa30HOB COCTABMSET NPUMEPHO 5 MUHYT.
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© CnektpoaHanusartop paboTaeT TOMLKO Ha Tex KaHasax, KoTopble ykasaHbl B napametpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO A4S
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4To6b! 6611 NPOU3BEAEH aHa/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
pagnovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbTaTtoB paboTbl CNEKTpOaHaM3aTopa BepHUTe
3Ha4yeHune use-limit-channels o6paTHO K UCXoQHOMY 3HaYEHMO true.
C 6o0nee noapo6HOI MHdhopMaLmeil 0 HacTpoike pagnonHTepdeiica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».

WEP-1L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60 | 8%
64| 6%
132 0%
136| 0%
140 | 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%

81



6 CnncokK naMmeHeHun

Bepcusa gokymeHTa

Bepcua 1.5

Bepcua 1.4

Bepcua 1.3

Bepcua 1.2

Bepcua 1.1
Bepcusa 1.0

Bepcusa nporpammHoro obecneyexus 1.7.0

Jarta Bbinycka

21.04.2023

17.03.2023

22.06.2022

24.01.2022

30.06.2020
11.02.2020

PykoBozcTBO no akcnyataunm WEP-1L

CopepXaHne N3MEeHEHNIA

CuHxpoHu3aums ¢ sepcuein MO 1.7.0
Vi3meHeHo:

+ 5.6 CcTeMHbIE HACTPOKK
CuHxpoHusaums ¢ Bepcueii MO 1.6.2
[Jo6aBneHo:

+ 5.5 HacTpoiika DHCP onuuun 82
MN3MeHeHo:

« 4.5 MeHto «Radio»
* 4.6.2 NogmeHo «VAP»

CuHxpoHusauus c Bepcuein M0 1.2.5

MN3MeHeHo:

+ 2.3 TexHu4yeckue napameTpbl yCTpoicTBa
+ 5.8.2

3
8.2 MogmeHto «JocTyn»

CuHxpoHu3aums ¢ sepcuein MO 1.2.2
[ob6aBneHo:

* 4.8 MeHI0 «BHellHMe cepBUCHI»
+ 5.2.1 HacTpoiika ceTeBbIX NapaMeTpoB C
NMOMOLLbIO YTUANTLI set-management-vlan-mode

+ 5.2.2 HacTpoiika ceTeBbix NapameTpos IPv6
+ 5.5.5 [lononHuTenbHble HACTPOMKN CUCTEMBI

+ 5.7.6 CkaHupoBaHue adupa
Vi3meHeHo:

2.2 XapaktepucTuka ycTponcTsea
* 4.4.1 Wi-Fi knneHTbI
* 4.6.1 NogmeHo «CyMmMapHO»
* 4.6.2 NogmeHo «VAP»
+ 5.3.5 lononHutensHble HacTpoiikn VAP

+ 5.7.2 NHhopmauusi 06 ycTpoiicTee

CuHxpoHu3auus ¢ sepcuein 1.1.0

MepBas nybnvkaums
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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