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J[laTta BbinycKa

CopgeprKaHue U3MeHeHuM

Bepcua 1.23

10.02.2021

U3meHeHuA B paspenax:

2.2.3 dyHKUMM BTOPOro YpPOBHA ceTeBoii moaenu OSI

2.4.4 CeeTtoBaA UHAMKALMA

4.5.1 ba3oBas HaCTpoOiiKa KOMMyTaTopa

4.5.2 Hactpoiika napameTpoB cuctembl 6e3onacHocTn

5.5 KomaHabl ynpaBaeHus cuctemoi

5.12 Storm Control ana pasnnuHoro Tpaduka (broadcast, mul-
ticast, unknown unicast)

Bepcua 1.22

24.12.2020

Job6asneHbl pasgenbi:
5.35.12 NMpoTtokon GRE

U3meHeHus B paspgenax:

5.7.4 KomaHgab! gna aBTomaTuueckoro o6HoBneHUA U KoOHoUrypa-
T

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeiicos
5.10.3 Hactpoiika Private VLAN

5.13.3 Hacrpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.17.1 HacTpoiika npotoKkona DNS — cuctembl OMEHHbIX UMEH
5.21.3 NMpotokon TACACS+

5.28.4 KoHTponab npotokona DHCP u onuua 82

5.33 KoHdwurypaumsa 3awmrbl ot DoS-atak

5.34.1 Hactpoiika QoS

MpunoxkeHue I'. OnucaHMe NPOLLECCOB KOMMYTATOPA

Bepcma 1.21

27.10.2020

U3meHeHuA B paspgenax:

2.5 KomnneKT nocraBku

5.7.2 KomaHgapb! gna pabotbl ¢ painamm
5.33 KoHdurypauma 3awuTbl ot DoS-atak

Bepcua 1.20

16.10.2020

M3meHeHUsA B paspenax:

2.3 OCHOBHbIe TeXHMYECKNe XxapaKTepucTuku

5.20.4 dyHkumna IGMP Proxy

5.17.4 MexaHuam o6Hapy:keHus netenb (loopback-detection)

Bepcua 1.19

14.09.2020

U3meHeHuUA B pasgenax:

5.1 ba3oBble KOMaHAbl

5.10.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel u
Loopback- uHtepdoeiicos

5.17.11 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
5.21.4 NpoToKon ynpasaeHus cetbio (SNMP)

5.28.1 dyHKUUM 06ecneyeHUA 3aWwmTbl NOPTOB

5.28.5 3awura IP-agpeca KnueHta (IP source Guard)

Bepcua 1.18

02.09.2020

[ob6aBneHbl pasgenbi:

5.26 IP Service Level Agreements (IP SLA)

5.28.2.3 HacTpoiika akTUBHOro ceaHca KnmeHta (CoA)
5.35.5 HacTpoiika npoToKona IS-IS

5.35.8 HacTpoiika cBA3KM Kntoueii

U3meHeHunA B paspgenax:

2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKHU

2.4.4 CeeToBasA MHAUKaALMUA

2.5 KomnneKT nocraBku

5.7.2 KomaHabl gna pabotbl ¢ paitnamu

5.10 KoHdwurypaumsa uitepdeiicos u VLAN

5.10.1 Napamertpbl Ethernet-untepdeiicos, Port-Channel u
Loopback- uHtepoeiicos

5.19.1 PyHKUMA NocpegHUKa npoTtokona IGMP (IGMP Snooping)
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5.20.4 dyHKuma IGMP Proxy

5.21.1 MexaHusm AAA

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.1 PyHKUUM 06ecneyeHUn 3aWmTbl NOPTOB

5.28.4 KoHtponb npotokona DHCP u onuua 82

5.32 KoHdurypauma ACL (cnuckun KOHTpoAs gocTyna)

5.34 KauecTtBo 06CcnyKuBaHna — QoS

5.35.2 Hactpoiika npotokona RIP

5.35.3 HacTtpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcna 1.17 23.01.2020 [Ho6asneH KommyTtaTtop MES3510P, y6paH MES2326

U3meHeHus B paspgenax:

5.10.1 Napametpbl Ethernet-unrepogeiicos, Port-Channel u Loop-
back- untepdeiicos

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeiicos
5.17.5 CemeiicTBO NnpoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.3 MLD snooping — NPOTOKO/ KOHTPO/A MHOroaApecHoro
Tpaduka B IPv6

5.28.4 KoHTpoab npotokona DHCP u onuua 82

Bepcua 1.16 22.10.2019 [No6aBneHbl pasgensi:

3.3 YcTaHoBKa ycrpoiicte MES3508, MES3508P, MES3510P Ha
DIN-peiiry

4.5.1.2 PaclumMpeHHas HaCTpoiiKa ypoBHA AoCTyna

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.7.3 YpaaneHHbl 3anycK KomaHg, nocpeacrsom SSH

5.28.7 dyHKumoHan First Hop Security

5.35.11 Hactpoiika npotokona Bidirectional Forwarding Detec-
tion (BFD)

U3meHeHus B paspgenax:

5.7.2 KomaHgab! gna paboTbl ¢ painamm

5.10.1 Napamertpbl Ethernet-uHntepdeiicos, Port-Channel n
Loopback- uHrepoeiicos

5.10.2 Hactpoiika VLAN u pe}KumoB KommyTauum nHtepdeiicos
5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.27 dneKTponuTtaHue no amHuam Ethernet (PoE)

5.28.2.2 PaclwumpeHHasa npoBepKa NoA/MHHOCTU

5.29.2 dyHKkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6
Relay Agent (LDRA)

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npotoKona IS-IS

Bepcua 1.15 16.09.2019 [Oob6aBneHbl pa3gensbi:

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.29.2 dyHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6 Re-
lay Agent (LDRA)

U3meHeHuA B paspgenax:
2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKHU
2.5 KomnneKTt noctaBKku
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4.5.1 ba3oBaA HaCTpPOMKa KOMmMmyTaTopa

5.10 KoHdurypaumsa uitepdeiicos u VLAN

5.22 XypHan aBapuii, npotoKon SYSLOG

5.28.2.3 HacTpoiika akTUBHOro ceaHca KnmeHTa (CoA)
5.32 KoHdwurypauma ACL (cnucku KOHTpoAs gocTyna)

Bepcua 1.14

27.05.2019

[o6asneHbl pasgensl:

5.17.10 Hactpoiika ¢pyHKumum Flex-link

5.19.5 RADIUS-asTopusaumsa sanpocos IGMP
5.20.2 dyHKuma PIM Snooping

5.20.3 NMpotokon MISDP

5.35.5 HacTpoiika npotoKona IS-IS

5.35.7 HacTpoiika Prefix-List

U3meHeHunA B pasgenax:

2.2.4 dyHKUMM TpeTbero ypoBHA ceTeBoit mogenu OSI
2.3 OCHOBHbIE TEXHUYECKME XapaKTePUCTUKN
5.10 KoHdurypauma nntepdeiicos u VLAN

5.14 Hacrtpoiika IPv4-agpecauumn

5.19.4 dyHKUUM orpaHuMyeHua multicast-tpaduka
5.20.1 MpoTtokon PIM

5.20.4 ®dyHKumua IGMP Proxy

5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)
5.28.4 KoHTtponab npotokona DHCP u onuua 82

0

KoHdurypauua ACL Ha 6ase IPv4

5.35 KoHdurypauma npoToKON0B MapLUpyTU3aALUKY

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcuna 1.13

05.02.2019

U3meHeHuUA B pasgenax:

2.2.4 dyHKUMUM TPETbEro YPOBHA ceTeBoi mogenu OSI
4.4 Pexxum paboTbl KOMMyTaTOpa

5.17.3 HacTpoiika npotoKkona GVRP

5.21.7.1 Telnet, SSH, HTTP u FTP

5.25.2 inarHocTMKa onTU4EeCcKOro TpaHcmeepa
5.27.2.2 PaclumpeHHas HacTPOMUKa NOAJMHHOCTH
5.27.3 KoHtponb npotokona DHCP un onuun 82
5.28 dyHKuum DHCP-Relay nocpegHuka

5.5 KomaHgbl ynpasieHUsa cuctemoim
YBenuueHo Koaundecrso Port-Channel go 48

[o6aeneHbl pasgenol:

5.17.9 Hactpoiika npotokona CFM (Connectivity Fault Manage-
ment)

5.34.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcma 1.12

01.11.2018

U3meHeHuA B pasgenax:

2.3 OCHOBHbIe TEXHUYECKUNE XapaKTePUCTUKU

5.17.4 MexaHu3am o6HapyxeHusa netenb (loopback-detection)
5.5 KomaHgbl ynpasieHUsa cuctemon

5.19.2 Npasuna rpynnosoi agpecauum (multicast addressing)

Bepcua 1.11

28.09.2018

Do6aeneH pasgen:
5.17.5.3 Hacrpoiika npotokona PVST+

UsmeHeHuA B paspenax:
2.4.1 BHewWwHWi BUA M onucaHue nepegHeit NnaHenun ycTpoucTea.
4.4 Pexxum paboTbl KOMMyTaTopa
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5.5 KomaHabl ynpaBaeHus cuctemoi

5.17.3 Hactpoiika npotokona GVRP

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.2 Npasuna rpynnoBoii agpecauunun (multicast addressing)
5.25.2 inarHocTMKa onTU4eCcKOro TpaHcmeepa

5.25.1 inarHocTuKa megHoro Kabens

5.21.2 NMpoTtokon RADIUS

5.26 dneKkTponutaHue no nuHuam Ethernet (PoE)

5.27.1 ®dyHKuUA obecneyeHuUs 3aLmUTbl NOPTOB

5.30 KoHourypaumsa DHCP-cepBepa

5.4 HacTpoiiKa MaKpOKOMaHA,

Bepcma 1.10 28.06.2018 U3meHeHuUA B pasgenax
5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
Bepcma 1.9 28.05.2018 [Oob6aBneHbl pasgenbi:

5.3 NepeHanpaBneHue BbiBoAa KOMaHA, CLI B Npon3BoAbHbIN
daiin Ha N3y
5.34.5 Hactpoiika Equal-cost multi-path (ECMP)

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.7.4 KomaHgapb! gna aBTomaTtuueckoro o6HoBneHus u KoHurypa-
uum

5.10.1 Napamertpbl Ethernet-unrepodeiicos, Port-Channel u Loop-
back-untepdeiicos

5.13 F'pynnbl arperauum KaHanos Large Aggregation Group

5.14 Hactpoiika IPv4 agpecauumn

5.17.1 Hactpoiika npoToKkona DNS — cuctembl OMEHHbIX UMEH
5.17.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
5.19.5 dyHKUUA MHOroaapecHoi mapwpyTtusauum IGMP Proxy
5.20 MHoroapapecHaa maplipyTtusaumua — npotokon PIM

5.30 KoHourypauua DHCP-cepBepa

5.34.3 Hactpoiika npotokona OSPF, OSPFv3

NPUNOXEHUE A. NTPUMEPbI TPUMEHEHUA U KOHOUTYPALIUU
YCTPOWMCTBA

NPUNOXEHUE I'. ONUCAHME NPOLLECCOB KOMMYTATOPA

Bepcna 1.8 12.12.2017 U3meHeHuA B pasgenax:

2.3 OcHOBHbIe TeXHUYECKUE XapaKTepPUCTUKHU

2.4 KOHCTPYKTUBHOE UCNONHEHUE

2.4.4 CeeTtoBaA UHAMKALMA

5.4 KomaHabl ynpasneHusa cuctemom

5.9.1 NapameTtpbl Ethernet-unrepdeiicos, Port-Channel u Loop-
back-untepdeiicos

5.9.2 Hactpoiika VLAN u pexMmoB KommyTauumn uHtepdeiicos
5.16.7 Hactpoiika npotoKkona LLDP

5.18.1 ®dyHKUMA NocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.4 MpoTokon ynpasaeHus cetbto (SNMP)

5.20.6 Cnucku pocrtyna ACL anA ynpaBaeHUA yCTPOCTBOM
5.24.2 ilnarHocTMKa ONTUYECKOro TpaHcMBepa

6.2 XypHan aBapwii, npoTtokon Syslog.

6.9 KoHpurypauus PPPoE Intermediate Agent

Bepcna 1.7 18.09.2017 [o6asneHbl pasgenol:

5.9.3 HacTtpoiika Private VLAN

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHMYeCKue XxapaKTepucTuku

5.4 KomaHgbl ynpaBieHUA CMCTeMOM

5.9.2 Hactpoiika VLAN u pexMumoB KommyTauumn nHtepdeicos

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx 5




HELTEX

5.16.4 MexaHusm o6HapyxeHusa netenb (Loopback-detection)
5.18 I'pynnosas agpecauus

5.20.6 Cnucku poctyna ACL ana ynpaBieHUA yCTPOICTBOM
5.20.2 NMpoTtokon RADIUS

5.20.4 NpoTokon ynpasaeHus cetoio (SNMP)

5.21 XypHan aBapuit, npotokon SYSLOG

5.26.3 KoHTpoab npotokona DHCP u onuyua 82

5.28 KoHowurypaumsa PPPoE Intermediate Agent

5.32.1 HacTtpoiika QoS

Bepcus 1.6

25.05.2017

[No6aBneHbl pa3gensi:

5.16.9 Hactpoiika ¢pyHKumum Layer 2 Protocol Tunneling (L2PT)
U3meHeHus B paspenax:

2.2.4 dyHKUMM TpeTbero ypoBHA ceTeBot mogenu OSI

5.9 KoHpurypauus nutepodeiicos n VLAN

5.12 Mpynnbl arperauum KaHanos — Link Aggregation Group (LAG)
5.16.4 MexaHusm o6HapyKeHus netenb (Loopback-detection)
5.16.6 Hactpoiika npoTtokona G.8032v2 (ERPS)

5.20.4 NpoTokon ynpasneHua cetbto (SNMP)

5.20.7.1 Telnet, SSH, HTTP u FTP

5.26.1 PyHKLUUM 06ecneyeHnn 3aWmTbl NOPTOB

5.27 ®yHKuum DHCP Relay nocpeaHuKka

5.28 KoHowurypaumsa PPPOE Intermediate Agent

5.30.3 KoHdurypaumua ACL Ha 6a3e MAC

5.32.1 Hactpoiika QoS

5.33.3 Hactpoiika npotokona OSPF, OSPFv3

Bepcma 1.5

23.03.2017

Do6asneHbl pasgensl:

5.6.3 KomaHabl gna pe3epBUpoBaHUA KOHGUrypauum
5.26.6 Hactpoiika ¢pyHKummn MAC Address Notification
NPUNOXEHUE I ONMUCAHUE NMPOLLECCOB KOMMYTATOPA
U3meHeHuUA B pasgenax:

4.3 3arpy304Hoe MeHIo

5.4 KomaHAbl ynpaBaeHUsa cuctemoim

5.6.2 KomaHgab! gna paboTbl ¢ paiinamu

5.9 KoHdurypauua nHtepdeiicos

5.18.2 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.16.2 Hactpoiika npotokona ARP

5.16.5.1 Hactpoiika npotokona STP, RSTP

5.20.1 MexaHusm AAA

5.26.3 KoHTtponb npotokona DHCP v onuua 82

6.1 MeHto Startup

Bepcna 1.4

09.09.2016

Do6aeneHbl pasgenol:

2.4 KOHCTPYKTMBHOE UCNOJIHEHWe — A06aBNeHO ONUCAHUE KOM-
myTtatopos MES2308

5.8 KoHdurypauus BpemeHHbIX UHTepBanoB time-range
5.15.8 Hactpoiika npotokona OAM

5.17.4 ®dyHKuUM orpaHudeHuna multicast-tpadpuka

5.24 dneKktponuTtaHue no amHuam Ethernet (PoE)

5.27 KoHourypauyma PPPoE Intermediate Agent

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TEXHONOrMYECKUE XapaKTePUCTUKMN

5.4 KomaHabl ynpaBieHUsa cuctemoim

5.7 HacTpoiiKka CUCTEMHOro BpemeHu

5.8 KoHdurypauus nHtepodeiicos

5.12 HacTtpoiika IPv4-agpecauumn

5.15.5 CemeicTBO npoToKoaoB STP (STP, RSTP, MSTP)

5.17.1 Npasuna rpynnoBoi agpecauum (multicast addressing)

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MIES35xx, MES23xx
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5.17.2 ®dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA

5.19.2 Npotokon RADIUS

5.19.5 MpoTokon ynpasaeHus cetoto (SNMP)

Bepcma 1.3

22.07.2016

Do6asneHbl pasgensl:

5.15.6 HacTtpoiika npotokona G.8032v2 (ERPS)
U3meHeHusn B paspenax:

2.2.3 ®dyHKUMM BTOPOro YPOBHA ceTeBoii moaenu OSI
5.4 KomaHabl ynpaBaeHUsa cuctemoim

5.8.2 HacTtpoiika untepdeiica VLAN

5.19.1 MexaHusm AAA

5.19.8.1 Telnet, SSH, HTTP u FTP

5.20 XypHan aBapuit, npotokon SYSLOG

5.27 KoHdurypauma ACL (CNMUCKM KOHTPOANA A0CTyna)

Bepcua 1.2

25.05.2016

[No6aBneHbl pasgensi:

2.3 OCHOBHbIE TEXHOJIOTMYECKME XapaKTEPUCTUKN

2.4 KOHCTPYKTUBHOE UCMNOTHEHUE - ONUCaHUue KOMMYTaTopoB
MES2348B

Bepcma 1.1

12.05.2016

[Oob6aBneHbl pasgenbi:

2.3 OCHOBHbIe TEXHO/IOFMYECKUE XapaKTePUCTUKHU

2.4 KOHCTPYKTUBHOE UCNO/IHEHUE - ONUCAHUE KOMMYTAaTOpPOB
MES3324, MES2324

YpaaneH paspen:

5.14.2 TyHHenupoBaHue npotoKoa IPv6 (ISATAP)

Bepcua 1.0

25.03.2016

MNepBasa ny6ankaums.

Bepcua NO

4.0.15.2
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DHELTEX

YC/ZIOBHbIE OBO3HAYEHUA
0O603HauyeHue OnucaHue

B KBagpaTHbIX CKOBKax B KOMaHAHOM CTPOKE YKa3blBaloTCA HeobsA3aTenbHble

[1 napameTpbl, HO UX BBOA, NPeAOCTABAAET onpeaeneHHble AONONHUTE/IbHbIE
onuun.

0 B durypHbIx ckobKax B KOMaHAHOW CTPOKE YKa3bIBalOTCS BO3MOMKHble 065-
3aTesibHble napameTpbl. Heobxoanmo BbIO6paTh 0OANH U3 MapameTpoB.

«,» JaHHble 3HaKN B ONUCAHUM KOMaHAbl UCNOAb3YIOTCA O1A YKa3aHMA guana-

«=» 30HOB.

«|» [aHHbIM 3HaK B ONUCAaHUM KOMaHAbl 0603HAYaeT «UAn».

«/» JaHHbIM 3HaK B ONMCaHNEe KOMaHAbl YKa3blBAaeT Ha 3HAa4YEHME N0 YMOTHAHUIO.
KypcuBom Calibri yKkasbiBaloTca nepemeHHble MAM NapameTpbl, KOTopble

Kypcus Calibri yp y P P pel, P

Heo6X0AMMO 3aMEHUTb COOTBETCTBYIOLLMM C/IOBOM MU CTPOKON.

NonyXupHbin
MonyXMPHbIM LWPUPTOM BblaeNEHbI MPUMEYAHNA N NPeayNperKAeHNA.

Kypcus

<MonyxcupHolii MoNy*KMPHbIM KYPCUBOM B YI/10BbIX CKOOKax YKasblBAtOTCA Ha3BaHMA Ka-
Kypcue> BULL Ha KnasuaType.

Courier New MNonyxupHbim LW pndtom Courier New 3anncaHbl npumepbl BBOAA KOMaHA,

LWpudtom Courier New B paMmKe C TEHbIO YKasaHbl pe3y/bTaTbl BbINOJHEHUA
KOMaHA.

Courier New

MpumeyaHuna u npegynpexaeHus

BaHUIO U HAaCTPOMKe YCTPOICTBA.

MNpeaynpexxaeHna MHPOPMUPYIOT NONIb30OBATENA O CUTYALUAX, KOTOpPble MOryT HaHecTu
Bpep, yCTPOICTBY UM YeNOBEeKY, MPUBECTU K HEKOPPEKTHO paboTe ycTpoiicTBa Mamn notepe

/;‘- MpumeyaHua cogeprKaTt BarKHYIO MHGOPMALUIO, COBETbI UIM PEKOMEHAALMM NO UCMONb30-
- OaHHbIX.
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HELTEX

1 BBEAEHME

B nocnegHue roabl Habnwoaaetca TeHAEHUMA K OCYLECTBNAEHMIO MaclWTabHbIX NPOEKToB Mo
NOCTPOEHUIO CceTeill CBA3U B COOTBETCTBUM C KoHUenumeir NGN. OaHOM 13 OCHOBHbIX 33434 NpU peanusaumm
KPYNHbIX MYNbTUCEPBUCHBIX CETell ABAAETCA CO3[4aHMEe HafeXHbIX W  BbICOKONPOU3BOANUTENbHbIX
TPaAHCMOPTHbIX CeTel, KOoTopble ABAAKTCA OMOPHbIMU B MHOFOCNOMHOW apXUTEKType ceTell cneaytoluero
NOKONEHMA.

Mepesaya wHPopmaumm Ha 6ONbLWIKMX CKOPOCTAX, OCOBEHHO B CETAX KPynHOro MacwTaba,
noApasymeBaeT BbI6Op TaKoW TOMONOIMM CETM, KOTOpas Mo3BOAAET MMOKO OCYLLeCTBAATb pacnpenesneHne
BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTtatopbl cepuit MES53xx, MES33xx 1 MES23Xxx MOryT MCNO/Ib30BaTbCA Ha CETAX KPYMHbIX
npeAnpuATUIA U NPeanpPUATMIA Manoro u cpeaHero busHeca (SMB), B onepatopckux cetax. OHM obecneymBatoT
BbICOKYO NMPOU3BOANTENBHOCTb, TMBKOCTb, 6€30MacHOCTb, MHOTOYPOBHEBOE KayecTBO 0bcnyKmnBaHuA (QOS).
KommyTatopbl MES5324 n MES3324 061a4at0T NOBbILWEHHOW HaZlEXKHOCTbIO 33 CYET Pe3epPBUPOBAHUA Y3/10B,
onpegenaolwmx becnepeboitHOCTb PYHKLUMOHUPOBAHUA — MOAYAEN MUTAHMUA U MOAYNEN BEHTUNSALMNN.

JInHeMKa npomblLueHHbIXx KomMyTaTopoB I/ITEKC cepmum MES35xx npeaHasHavyeHa 415 opraHusaumm
3alUMLLEHHbIX OTKA30YyCTOMYMBLIX CeTel nepedaym AaHHbIX Ha 0ObeKTax, rae HeobxoAMMO BbIMOJIHEHUE
TpeboBaHMI MO YCTOMYMBOCTM K BO3LAENCTBMAM pPa3/IMYHOIO BMAA TEMMEPATYPHbIM M MEXAaHUYECKUM
BO34eNCTBMAM, BUOpaLLMn 1 ap.

B HacTosALLEM PYKOBOACTBE M3/10XKEHbI Ha3HaYeHMe, TEXHMYECKUE XapaKTEPUCTUKU, PeKOMEHAaUun No
HaYya/IbHOM HACTPOMKE, CUHTAKCUC KOMaHA A1a KOHPUIypaunmn, MOHUTOPMHIA U O6HOBIEHMA NPOrPaMMHOIO
obecneyeHna KommyTaTopa.
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2 OINUCAHUE U3AENUNA

2.1 Ha3HaueHue

KommyTatopsl arperaumm cepuit MES53xx, MES3xx — 3TO BbICOKOMNPOW3BOAUTE/NbHbIE YCTPOWCTBA,
OCHalleHHble WHTepdeincamm 10GBASE-G, 40GBASE-G w npegHasHauyeHHble ANA WUCNO/Mb30BaHMA B
onepaToOpPCKMX CETAX B KAYECTBE YCTPOMCTB arperaumm 1 B LeHTpax obpaboTtkm aaHHbIx (LLOA) B Kavecte Top-
of-Rack nnun End-of-Row KommyTtaTopos.

MopTbl ycTpoMcTBa NoaaepKmBatoT paboTty Ha ckopocTax 40 Féut/c (QSFP) (MES5324), 10 réut/c (SFP+)
nnan 1 rémut/c (L000BASE-X n 1000BASE-T SFP), uto o6ecneunsaeTt rub6KOCTb B UCMOJIb30BaHUMN Y BO3MOXHOCTb
nocTeneHHoro nepexoa Ha 6o/ee BbICOKME CKOPOCTU Nepeaayn gaHHbix. HebnoKknpyemas KOMMyTaUMOHHas
MaTpuLa MO3BOJIAET OCYLLEeCTB/ATL KOPPEKTHYIO 06paboTKy MaKeToB MpPM MaKCUMAaJbHbIX HarpysKax,
COXpaHAA Npu 3TOM MUHUMaAJIbHbIE U NpeaCKa3dyeMble 3a4ePKKU Ha BCeX TUNax TpachKa.

Cxema BeHTMAaummn front-to-back obecneumBaetr apdeKTMBHOE OxNarKAeHME MPU UCMOb30BAHUMU
YCTPOICTB B yCA0BMAX COBPEMEHHbIX LIO/.

ﬂ,y6ﬂMpOBaHHble BEHTUNATOPbI U WUCTOYHUKU NUTAaHMNA NOCTOAHHOIO WIAU NepemMeHHOro TOKa B
COYETaHWUM C PA3BUTOW CUCTEMOIN MOHUTOPMHIA annapaTHOW YacTW YCTPOWCTBA NO3BO/IAOT NO/YYUTb BbICOKME
NMoKasaTenn HaAeXHOCTU. YCTPOMCTBA MMEIOT BO3MOMKHOCTb ropsAYelt 3ameHbl Mogynen nuTaHua W
BEHTUAALMOHHbIX Mogysiei, obecneymsan 6ecnepebonHOCTb GYHKLMOHUPOBAHUA CeTM onepaTopa.

KommyTaTopbl goctyna cepum MES23xx — ynpaBasemble KOMMYTaTOpbl YPOBHA L2+, ocywecTBaAloT

NOAKNIOYEHNE KOHEYHbIX MO/Ib30BaTe/Ied U ceTel npeanpuaTMn manoro u cpegHero 6usHeca K ceTam
onepaTopoB CBA3M C NomMoulblo nHTepdelicos 1/10Gigabit Ethernet.

2.2 O®yYHKUUM KOMMYTATOpA

2.2.1 basosble hyHKyuUu

B Tabnmue 1 npueBeaeH CnncoKk 6a3oBbix GYHKLMIA YCTPOMCTB, AOCTYMNHbIX ANA aA4MUHUCTPUPOBAHKA.

Tabnunua 1 — basoBble PpyHKLMN YCTPOKCTBA

3awuma om BNOKMpPOBKa BO3HUKAET B C/IyHaAX Neperpy3Kkm BbIXOAHbIX MOPTOB YCTPOMCTBA Tpa-
6n10KuposKuU GUKOM OT HECKO/IbKMX BXOAHbIX MOPTOB. 3TO NPUBOAUT K 3aZePrKKam nepeaayn
oyepedu (HOL) [JaHHbIX U NOTepe NakeTos.
Moddepxka c 6
NocobHOCTb NOAAEPKMBATb Mepeaavy CBEPXAJ/MHHbBIX Kagpos, YTO Mo3BonseT

C8EepPXOAUHHbIX AAep PEAatly CBEPXA AP .

nepesaBaTtb AaHHbIE MEHbLUMM YUCOM NaKeTOB. ITO CHUXKAET 06BbeMm CayKebHoM
Kadpos (Jumbo

nHbopmaumn, Bpemsa 06paboTKM 1 nepepbIBbI.
frames)

YnpaB/iieHne NOTOKOM NO3BOIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C Bbl-
YnpaeneHue COKOCKOPOCTHbIM. 1A npeaoTBpalleHns nepenosHeHna bypepa HU3KOCKOPOCT-
NMOMoKom HOe YCTPOMCTBO MMEET BO3MOXHOCTb OTNPaBnATb nakeT PAUSE, Tem cambim WH-
(IEEE 802.3X) dopMmnpyna BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOOXOAMMOCTM caenaTb naysy npu

nepegave nakeTos.
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Paboma e cmeke
ycmpoiicme

KommyTaTop nogaepxunsaet obbegmHeHNe HECKObKUX YCTPOMCTB B CTEK. B 3TOM
C/lydae KOMMYTATOpbl PaccMaTpMBalOTCA KaK eAuHOe YCTPOMCTBO C 06LMmMM
HacTpoMKamun. BO3MOXHbI ABe TOMOIOrMM MOCTPOEHUS CTEKA — KOJ/bLO U Le-
noyka. Mpu aTomM NapameTpbl NOPTOB BCEX YCTPOMCTB, BKAKOYEHHDBIX B CTEK MOXKHO
3afaTb C KommyTatopa, paboTatowero B pexume «mactep». CTeKMpoBaHue
YCTPOICTB NO3BONAET CHU3UTb TPYAOEMKOCTb YNPaBAEHUA CETbIO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabnnue 2 npuseaeHbl GyHKUUN YCTPOMCTB Npun paboTe ¢ MAC-agpecamu.

Tabanuya 2 — OyHKUMK paboTbl ¢ MAC-agpecamu

Tabauya MAC-
adpecos

KommyTaTop cocTtaBnseT B namMATN TabaumLy, B KOTOPOW YCTaHAB/IMBAETCA COOTBET-
cTere mexkagy MAC-agpecamu 1 y3namm nopToB KOMMyTaTopa.

Pexcum obyveHus

B oTcyTcTBME 0byuyeHMs, AaHHble, MOCTynaloLmMe Ha Kakoil-nmbo nopt, nepeaa-
IOTCA Ha BCE OCTa/ibHble NOPTbI KOMMYyTaTopa. B pexnme obyyeHnsa KommyTaTop
aHanusmMpyeT Kagapbl U, onpeaenvs MAC-agpec oTnpasuTens, 3aHOCUT ero B Tab-
MUy KommyTaumun. Bnocneactemnu Kagp Ethernet, npeaHasHayeHHbIM Ans xocTa,
MAC-aapec KOTOpOro y:Ke ecTb B Tabauue, nepefaeTcs TO/bKO Yepes YKasaHHbIM
B Tabauue nopr.

MododepxKa
nepedayu Ha
HecKkosnbko MAC-

[aHHaa dyHKUMA NO3BONAET YCTAaHABAMBATb COEAMHEHUA KOAUH KO MHOTMM» U
«MHOMMe Ko mMHormm». Takum o6pa3om, Kaap, aapecoBaHHbIii MHOroaapecHom

adpecos rpynne, nepeaaeTca Ha Kaxabl NOPT, BXOAALWMI B rpynny
(MAC Multicast ’ '
Support)
AsmomamuyecKoe . AC o
8pems XpaHeHus Ecnn ot YCTPOUCTBa C onpegeneHHbIM M -agpecom 3a onpegeneHHbi nepnoa
BpemMmeHUn He NOCTYNakT NaKeTbl, TO 3aNUCb AN1A AaHHOTO a eCa yCctapeBaetTu a-
MAC-adpecoe p Y , ANA L Aap ycTap YA
Aut tic Aqi nsaetca. 3To0 No3BosAeT noaaepXxuBaTb Ta6/w|u,y KOMMYTaUuUnN B aKTya/IbHOM CO-
(Automatic Aging for CTOSHIMN.
MAC Addresses)
CmamuvecKue .
CeteBon KOMMYTATOpP NMNO3BOIAET NO/1b30BATE/IO ONpenesinTb CTaTuyeCckmne 3anmncu
3anucu MAC o
i . cootBeTcTBUN MAC-apecoB, KOTOPbIe COXPAHAOTCA B Tab/IMLLEe KOMMYTALLUN.
(Static MAC Entries)

2.2.3 ®yHKyuu emopoz0o ypoeHa cemeesoli moodenu OSI|

B Tabnmue 3 npuseaeHbl pyHKUUM M 0COBEHHOCTM BTOPOTo YpoBHA (ypoBeHb 2 OSI).

Tabnunua 3 — OnucaHune GyHKUMIA BTOporo ypoBHA (yposeHb 2 OSl)

Peanusauua npotokosa IGMP no3sonseT Ha ocHoBe MHPOPMALMU, NONYYEHHOM
®yHkyusa IGMP npu aHanunse cogepknmoro IGMP-nakeTos, onpeaennTb, Kakne ycTpomncTsa B
Snooping CEeTW yYacTBYIOT B rpynnax MHOroaapecHom PaccbikuK, U agpecoBaTth TPaduK Ha
COOTBETCTBYIOLLME NOPThI.
DyHKYyua MLD Peanusauus npotokona MLD no3sosAeT ycTPoMcTBy MUHUMMU3NMPOBATL MHOFO-
Snooping afapecHsblit IPv6 Tpadumk.
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®yHkyusa MVR

dPyHKUMA, NO3BONAOWAA NepeHanpaBaATb MHOrOaAPEeCcHbIM TpaduK U3 ofHOM
VLAN B apyryto Ha ocHoBaHUWM IGMP-co0bLLEeHMIA, YTO NO3BONSAET YMEHbLINTD
HarpysKy Ha uplink-nopTty. MpumeHsaeTca B peweHusax lll-play.

3awjuma om «wmopma»
(Broadcast, multicast,
unknown unicast

Storm Control)

«WTopm» — 370 pasmHoxeHue broadcast-, multicast-, unknown unicast-
MaKeToB B Ka)XAOM Yy3/ile, KOTOPOe MPUBOAUT K J1aBUHOOOPa3HOMY POCTy WX
ymcna u napanusyet paboty cetn. KommyTaTopbl meoT GYHKLMIO, NO3BONAIO-
LYt OFpaHUYUTL CKOPOCTb NepesayYn MHOroagpPecHbIX U LUIMPOKOBELATENbHbIX
KaApoB, NPUHATbIX U NepeaaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoe
(Port Mirroring)

3epkanupoBaHue NopToB no3sonseT Aybamposatb Tpaduk Habnogaembix nop-
TOB, Mepecblias BXOAALME U/MAN UCXOZALME MAKETbl HA KOHTPOAUPYHOLLUIA
nopTt. ¥ nonb3oBaTens KOMMyTaToOpa eCTb BO3MOXHOCTb 334aTb KOHTPOINPYIO-
LM M KOHTPOJ/IMPYeMble NMOopTbl U BbiIBpaTb TMN Tpaduka (BXxoaaLwmin n/mam mc-
XOAALMNIM), KOTOPbIN ByaeT nepeaaH Ha KOHTPOMPYIOLWMIA NOPT.

Usonayua nopmos
(Protected ports)

JaHHas yHKLMA no3BONAET HazHauUTb NopTy ero uplink-nopT, Ha KoTopbIl 6es-
YC/IOBHO ByaeT nepeHanpasasTbecs Becb Tpadumk, obecneynsas Tem cambiM U30-
NALMIO C APYrMMM NopTamu (B Npeaenax 04HOro KOMMyTaTopa), HaxoAALWMXCA B
3TOM e WnpoKoBewaTenbHom gomeHe (VLAN) B npeaenax ogHOro KomMmyTa-
TOpa.

Private VLAN Edge

[aHHaa GyHKUMA No3BoNAET U30MpPOoBaTb rPynny NOPTOB (B Npeaenax og4HOro
KOMMYTaTopa), Haxo4AWMXCA B OAHOM LUMPOKOBELLATE/IbHOM JOMEHE MEXAY
coboi, no3sonAA Npu aTom 06MeH TpadUKoM C APYrMMU NOPTaMM, HAXOAALLMU-
MWUCA B STOM K€ LUMPOKOBELLATENbHOM AOMEHe, HO He MPUHAANEKAWUMU K
sTOM rpynne.

Private VLAN (light
version)

ObecneunBaeT M30NALMIO MEXAY YCTPOMCTBAMM, HAXOAALMMMUCA B OLHOM LLUK-
pOKOBeLlaTeNlbHOM [lOMeHe, B npeaenax Bcei L2-ceTu. PeannsoBaHbl TO/IbKO
OBa pexunma pabotbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT
06MeHMBATLCA APYT C APYIOM).

Mododepxka
npomokona STP
(Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoit NPOTOKO/, OCHOBHO 3aga4yeil KOTOPOro AB-
naetca npusegeHmne cet Ethernet ¢ n3bbITOUHBIMM COEAUHEHUAMM K APEBOBUA-
HOM TOMONOrMK, UCKAtOYatOLLEeR NeTan. KommyTaTopbl 06MeHMBAOTCA KOHOMTy-
PaLMOHHBIMU COOBLLEHUAMM, UCTMO/b3YA Kaapbl CrneunansHoro Gopmara, U Bbl-
6OPOYHO BKAKOYAIOT M OTKAKOYAIOT Nepesady Ha nopTbl.

Moddepxka
npomokona RSTP
(IEEE 802.1w Rapid
spanning tree
protocol)

Rapid (6bicTpbiit) STP (RSTP) — sABAseTcA ycoBeplUEeHCTBOBaHWEM MNPOTOKO/A
STP, xapaKTepuM3yeTca MeHbLIMM BpeMeHeM NpUBeAEeHNA CETU K APEBOBUAHOM
TOMONOTUK U UMeeT 6oiee BbICOKYH YCTOMYMBOCTb.

lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKoN NpeaHasHauyeH A8 NOBbILWEHWS YCTOMYMBOCTU U HAAEKHOCTU CETU
nepenayy AaHHbIX, UMelLWel KOAbLEBYHO TOMOMOMMIO, 33 CYET CHUXKEHUA Bpe-
MeHW BOCCTAaHOB/IEHWA CETU B C/lyyae aBapun. Bpema BOCCTaHOBNEHUA He Mnpe-
BbllWwaeT 1 CeKyHAbl, YTO CYLLECTBEHHO MEHbLLE BPEMEHW NePEeCcTPONKK CeTn Npu
MCNo/Ib30BaHUK NPOTOKO/IOB CEMENCTBA spanning tree.

Moddepxka VLAN

VLAN — 3To rpynna nopToB KOMMyTaTopa, 06pasyowmx o4Hy LWMPOKOBeLLa-
TenbHyo obnactb (AomeH). KommyTatop noaaepKMBaeT pas/inyHble CpeacTsa
KnaccudurKaummn NaKeToB ANA onpeaeneHnsa ux NPUHaANEeXKHOCTM K onpeseseH-
Hoi VLAN.

Moddepxka
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah —
dYHKUNM YPOBHA KaHana nepeaadn AaHHbIX NpeacTaBasatoT cobo NpoTOKO MO-
HUTOPWMHra COCTOAHMA KaHana. B aTom npoToKose gaa nepegaum nHdopmauum
0 COCTOAHWUM KaHaNa Mexay HeNnocpeaCTBEHHO NOAKAOYEHHbBIMUW YCTPOMCTBAMM
Ethernet ucnonbsytoTca 6/0KM paHHbIX npoTokona OAM (OAMPDU). O6a
YCTPOMCTBa A0MKHbI NoaaepKusatb ctaHgapT IEEE 802.3ah.

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx
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Moddepixcka GVRP
(GARP VLAN)

MpoTtokon peructpaumm GARP VLAN obecneumBaeT AnHamuyeckoe aobasne-
Hue/yaaneHue rpynn VLAN Ha nopTax KommyTaTopa. Eciv BKAOYEH NPOTOKON
GVRP, KommyTaTop onpeaenset, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHaA-
nexkHoctn K VLAN Ha Bce NopTbl, ABAAIOLLMECA YaCTblo aKTUBHOM TOMNO/IOMUM.

Moddepxka VLAN Ha
6asze nopmos
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbINOAHAETCA NO BXOAALWMM nopTam. [laHHoe
pelweHne MNo3BOMAET MCMOJIb30BaTb Ha Ka)KAOM MOPTY TOAbKO OAHY rpynny
VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbIM CTaHAAPT, KOTOPbI ONMUCbIBAET NpoLeaypy Termposa-
HUA TpaduKa ANa nepesadun MHGopmaumm o npuHagnexkHoctn K VLAN. MNosso-
NAeT NCNoNb30BaTb HecKobKo rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHue
KaHanoe ¢
ucnonv3osaHuem
LACP

MpoTtokon LACP obecneynBaeT aBTOMaTM4Yeckoe o6begMHEHNE OTAE/IbHbIX CBA-
3ei Mexay AByMA YCTPOMCTBaMM (KOMMYTaTOp—KOMMYTATOP UM KOMMYTaTop—
cepBep) B e4AMHbIN KaHan nepesayn AaHHbIX.

B NpoTOKo/1e NOCTOAHHO ONpeaensneTca BO3MOXHOCTb 06beAMHEHNA KaHANOoB, U
B C/ly4ae OTKasa CoeAMHEHUA, BXOAALWEro B 06beANHEHHbIN KaHas, ero TpaduK
aBTOMaTUYECKW MnepepacnpefenseTca Nno He OTKa3aBLIMM KOMMOHeHTaM 06b-
eANHEeHHOro KaHana.

Co3daHue 2pynn LAG

B ycTpoiicTBax nogaeprkuBaeTca GyHKLMA CO34aHNA FPynn KaHanos. Arperaums
KaHanos (Link aggregation, trunking) nan IEEE 802.3ad — TexHonorus obbveau-
HEHUA HECKONbKMX GU3NYECKUX KaHAOB B OAMH SIorMYeckunit. 3To cnocoberayeT
He TO/MIbKO YBE/IMYEHUIO MPOMNYCKHOW CMOCOBHOCTM MarmcTpasbHbIX KaHasioB
KOMMYTaTOPp—KOMMYTaTOpP MM KOMMYTaTOp—CEpPBEpP, HO M MOBLILEHUIO UX
HaAEeKHOCTWN. BO3MOKHbI TpM TMNa 6anaHCMpPOBKM — Ha ocHoBaHnn MAC-agpe-
COB, Ha OCHOBaHMK |P-aipecoB U Ha OCHOBaHMM nopTa (socket) HazHaueHus.
lpynna LAG cOCTOUT M3 NOPTOB C OAMHAKOBOM CKOPOCTbIO, paboTatowmx B Ayn-
NEKCHOM peXKMMe.

Mododepxcka Auto
Voice VLAN

MpepocTaBnAeT BO3MOXHOCTb NAEHTUGULMPOBATL FON0COBOM TPadUK Ha OCHO-
BaHuKM OUI (Organizationally Unique Identifier — nepsblie 24 6uta MAC-agpeca).
Ecnn B MAC-Tabanue kommyTtatopa npucytcreyet MAC-agpec ¢ OUI ronocosoro
wno3a unn ke IP-tenedoHa, To AaHHBIN NOPT aBTOMaTMYeckn aobasnsetca B
voice vlan (naeHTuduKaums no npotokony SIP nnm ke no MAC-agpecy nonyya-
TeNnsA He NoAnepKMBaeTca).

Selective Q-in-Q

Mo3BonseT Ha3sHauyaTb BHewHKMt VLAN SPVLAN (Service Provider's VLAN) Ha oc-
HOBE CKOHOUIypMpOBaHHbIX MpPaBua GUABTPALUM MO HOMEpPaM BHYTPEHHMX
VLAN (Customer VLAN). MpumeHeHune Selective Q-in-Q no3sonseTt pasobpaTtb
Tpadumk aboHeHTa Ha Heckonbko VLAN, nsmeHntb metky SPVLAN y naketa B oT-
AEeNbHOM Yy4YacTKe ceTu.

2.2.4 ®yHKyuu mpemeoe2o yposHa cemeesoii modenu OSI

B Tabnumue 4 npuseaeHbl GyHKUMM TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnnua 4 — OnucaHune GyHKUMI TpeTbero yposHsa (Layer 3)

KnueHmeoi BootP u
DHCP
(Dynamic Host

YcTpoicTBa cnocobHbl aBTOMaTMHecku noaydaTb IP-agpec no npoToKony
BootP/DHCP.

Configuration
Protocol)
CmamuyecKue IP- AOMUHUCTPATOP KOMMYTATOPa MMeeT BO3MOXKHOCTb A406aBAATb U yaanAaTb CTaTh-
mapwpymoi YyecKue 3anuncu B Tabamuy mapLipyTmsaumm.
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lpomokon ARP ARP — npoTtokon conoctasneHus IP-agpeca n ¢p13nM4ecKoro agpeca ycTponcTsa.
(Address Resolution CooTBETCTBME YCTaHaBAMBAETCA Ha OCHOBE aHa/n3a OTBeTa OT y3/1a CeTu, aapec
Protocol) y3/1a 3anpalmBaeTca B LUMPOKOBELATE/IbHOM NaKeTe.

MPOTOKON AMHAMUYECKON MapLIPYTU3aLMKM, KOTOPbIA NO3BOIAET MapLUpyTU3aTo-
pam 06HOBAATL MAPLUPYTHYIO MHOPMaLMIO, MOJIyYan ee OT COCeAHMNX MapLIPyTH-
3aTOpOB. B 3a4a4n NpoToKO/1a BXOAMT ONpeaeneHme OnTMMas bHOro MapLupyTa Ha

lpomokon RIP
(Routing Information

Protocol) OCHOBAHWUU AA@HHbIX O KO/IMYECTBE NPOMEXKYTOUHbIX Y3/10B.

IGMP Proxy — ¢yHKUMA YyNpOLLEHHON MapLIpyTU3aLMM MHOrOaapecHbIX AaHHbIX
®yHryua IGMP y — byHKUMA ynpoLy, pwpyTM3aums ap it
Proxy mexay cetamu. [lna ynpasneHuMa maplipyTMsaumen MUCnoJsib3yeTca MNPOTOKON

IGMP.

MpPOTOKON AMHAMMYECKON MapLUpyTU3aLLMKW, OCHOBAHHbLIA Ha TEXHO/IOTMK OTC/e-
KMBaHMA cocToAHMA KaHana (link-state technology) n ncnonb3yowmit ans Haxox-
lpomokon OSPF JeHnAa Kpatyanwero nytn Anroputm Jenkctpbl. Mpotokon OSPF pacnpoctpaHAaeT
MHbOPMaALMIO O AOCTYMHbIX MAPLUPYTaX MEXAY MapLIpyTU3aTopaMun O4HOM aBTo-
HOMHOWM CUCTEMDI.

BGP (Border Gateway Protocol — npoToKoA rpaHUYHOrO W/03a) ABAAETCA NPoTo-
lpomokon BGP KOJIOM MapLUpyTM3aLMK MeKAy aBTOHOMHbIMKM cuctemamu (AS). MapuipyTusa-
TOpbl 06MeHMBAOTCA MHOPMALMEN O MAPLUPYTaX K CETAM HasHayeHus.

Mpotokon VRRP npeaHasHayeH Ana pe3epBMpoOBaHUA MapLUpPyTU3aTOPOB, BbINOA-
HAOLWMX POJb LWK03a MO YMOYaHMIO. 3TO AOCTUraeTcs NyTém obbeanHeHus IP-
WMHTepdencos rpynnbl MapLIPyTM3aTOPOB B OAWMH BUPTYasibHbIN, KOTOPbIA ByaeT
MCNONb30BATLCA KaK LUAO3 NO YMOAYAHUIO AN KOMMbIOTEPOB B CETH.

lpomokon VRRP

PIM-npoToKkon MHoroagpecHo mapuwpyTtusaunm gnsa IP-ceten, cosgaHHbIA ana
peweHuna npobnem rpynnoso Mmapwpytusauun. PIM  6asupyetca  Ha
TPaAMLMOHHbIX MAapLPYTHbIX NPOTOKOMaxX (Hanpumep, Border Gateway Protocol),
lpomokon PIM BMeCTO Toro, 4Ttobbl co34aBaTb COOCTBEHHYKO ceTeBylo Tomonoruto. PIM
ncnosib3yeT unicast-Tabavuy maplipytmsaumm gnsa nposepku RPF. 3T1a nposepKa
BbIMOJIHAETCA  MaplipyTMsaTopamu, 4tobbl ybeguTbcs, YTO  nepedaya
MHOroaZpecHoro TpadurKa BbINoAHAETCA No NyTh 6e3 neTenb.

MpoTtoKkon ana obmeHa uHbopmaumeln 06 MCTOYHMKAX MYbTUKACTa MeXKay

lpomoxon MSDP pa3nnyHbimu RP B PIM.

2.2.5 &yHkyuu QoS

B Tabnuue 5 npmBeaeHbl ocCHOBHble PpYHKLUMU KayecTBa obcnyxkmnsaHua (Quality of Service).

Tabnunua 5 — OCHOBHble GYHKUMM KayecTBa 06CyKMBaHNA

Moddeprcka YCTPOICTBO NOAAEPKMBAET NPUOPUTEIALUIO UCXOAALLErO TPadUuKa NO odepeaam
Ha KaXkgom nopTy. PacnpegeneHne nakeTos No ovyepesam MOXKeT NpoM3BOANTLCA
npuopumemHeoix
o B pe3y/ibTaTte KnaccmdumKaLmMm NakeToB NO pa3/IMYHbIM NOAM B 3aro/I0BKax nake-
oyepedeii
TOB.
CraHgapT 802.1p cneumdpuumpyeT MeTos yKasaHusa npuoputeTa Kagpa U anro-
Moddepscka knacca PUTM MCNOJ/Ib30BAHUA MPUOPUTETA B LENSIX CBOEBPEMEHHOM AOCTaBKM YYBCTBU-
obcnyrusaHun TE/IbHOTO K BPEMEHHbIM 3aaeprKkam Tpaduka. CtaHgapT 802.1p onpeaensaeT Bo-
802.1p cemMb ypoBHel npuoputetos. KOMMyTaTopbl MOTYyT UCMONb30BaTb 3HAa4YEHME Npu-
oputeTta 802.1p Ans pacnpeneneHma Kagpos No NPUOPUTETHLIM O4Yepeasm.
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2.2.6 ®yHKyuu obecneyeHusa bezonacHocmu

Tabnmua 6 — PyHKLUMKN 0becnevyeHmn Be3onacHoOCTH

®YHKUMA KOMMYTaTOpa, NpeAHa3HaYeHHaa ANA 3alWMTbl OT aTak C UCMO/Ib30Ba-
Huem npoTokona DHCP. O6ecneunsaet dunbrpaumio DHCP-coobuieHnin, nocry-

DHCP snooping MUBLUMX C HEHAAEKHbIX MOPTOB MyTEM NOCTPOEHUA U NOAAEP!KAHUA 6a3bl AAHHBIX
npussasku DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT
AencTena bpaHamayspa Mexay HeHaLeKHbIMM noptTamu 1 cepsepamm DHCP.
OnuymA, KoTopasa nossonsaeT npomHpopmmposatb DHCP-cepBep 0 Tom, ¢ Kakoro
Onyus 82 DHCP-peTpaHcaaTopa 1 Yepes Kakon NopT npuLwen 3anpoc.

npomokosna DHCP

Mo ymon4aHuMo KommyTaTop, Mcnosbsyrowmin pyHKumio DHCP snooping, obHapy-
JKMBaeT u otopacbiBaeT ntoboit DHCP-3anpoc cogeprkalumin onumio 82, KOTopbIn
OH NoNyuYun Yepes HeHaAEXHbIN (untrusted) nopr.

UDP relay MepeHanpasneHue wmpokoselatesbHoro UDP-TpadurKa Ha yKasaHHbIM IP-agpec
DHCP-cepBep ocyLLecTBASIET LEHTPaAM30BaHHOE ynpaB/iieHWe CEeTEeBbIMWU agpe-
®yHkyuu DHCP- psep ocyLly LEHTP ynp ap
CaMM U COOTBETCTBYIOLWMMMU KOHOUIYPaALMOHHBIMW NapameTpaMn, aBTomaTuye-
cepsepa

CKU npenoctaBnAaa UX KIMEHTAM.

IP Source address
guard

dPyHKUMA KOMMyTaTopa, KoTopasa orpaHnyneaet IP-Tpaduk, duabTpya ero Ha oc-
HOBaHWK TabanUbl COOTBETCTBUIA 6a3bl AaHHbIX NpuBa3kKM DHCP — DHCP snooping
M CTaTUYeCcKM CKoHoUrypupoBsaHHbix IP-agpecoB. ®PyHKUMA mMcnonb3yetca ana
60pbbbI c NnogmeHow IP-agpecos.

CDyHKLI,VIﬂ KOMMYTaATOpa, NpegHa3Ha4yeHHaA ONA 3aWnTbl OT aTaK C UCNO/1b30Ba-

Dynamic ARP Huem npoTokona ARP. CoobuieHne, KOTOpoe NOCTynaeT C HEHAAEKHOro MopTa,
Inspection noagepraeTcA NnpoBepKe — cooTBeTcTByeT A IP-agpec B Tene npuHatoro ARP-na-
(Protection) KeTa IP-agpecy oTnpasuTtens.

Ecnv appeca He cOBNAAalOT, TO KOMMYTATOp OTOpacbiBaeT NakKerT.

Ha ocHoBe MHpOopMaLMK, CoAeprKallencs B 3aro/ioBKax ypoBHen 2, 3 n 4, y agmu-
L2 -L3 L4 ACL dopmaty Aepall yp yaa

(Access Control List)

HWCTpPaTOpa ecTb BO3MOXHOCTb HacTpouTb A0 1024 npaBuA, COrNacHO KOTOPbIM
naket 6yaet obpaboTtaH, iMb60 oTOpOLLEH.

Time-Based ACL

Mo3BonseT CKOHPUrypUpPoBaTb BPEMEHHbIE PaMKK, B TeUEHNE KOTOPbIX AaHHbIN
ACL byaeTt peictsoBaThb.

Mododepxka OcHoBHas yHKLMA 6IOKMPOBKM — MOBLICUTb 6€30MacHOCTb CeTU, NPeaoCcTaBans
306710KUPOBAHHbIX [0CTYN K NOPTY KOMMyTaTopa TOJ/IbKO A5 ycTponcts umerowmx MAC-agpeca, 3a-
nopmos KpenneHHble 33 3TUM NMOPTOM.

lposepka MpoBepka noaanHHoctu IEEE 802.1x npeacTtaBasaet cobo MexaHU3m KOHTPOAA

noonuHHOCMU HA
ocHoee nopma
(802.1x)

[OCTyNa K pecypcam yepes BHELHWUIA cepBep. MNpolueawme npoBepKy noaMHHO-
CTM NO/Ib30BaTE/IM MOAYYAOT AOCTYN K pecypcam BblbpaHHON ceTu.

2.2.7 ®yHKYuUU ynpasseHus KoMmmymamopom

Tabnnua 7 — OCHOBHble GYHKUMW yNpaBAeHUs KOMMyTaTopamm

3azpy3Ka u MapameTpbl YCTPOUCTB coXpaHATCcA B daitsie HACTPOMKM, KOTOPbIA COOEPHKUT
ebizpys3Ka ¢aiina [aHHble KOHPUTYpaLUMKM KaK BCEM CUCTEMbI B LLe/IOM, TaK 1 onpeaesieHHoro nopra
Hacmpoiiku ycTpoWcTea.
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lpomokon TFTP
(Trivial File Transfer
Protocol)

MpoToKkon TFTP ncnonbsyetcs ana onepawmini 3anmucu n yteHus ¢aiinos. MNpotokon
OCHOBAH Ha TpaHCNopTHOM npoToKosae UDP.

YCTpOoICTBa NOAAEPKMBAIOT 3arpy3Ky M Nepesady no LaHHOMY NpPoToKoay dainios
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHums.

lpomokon SCP
(Secure Copy)

MpoToKkon SCP ncnonb3yeTtcs 414 onepaunin 3anucu u yteHma dpainos. MpoTtokon
OCHOBAH Ha ceTeBOM NpoToKosie SSH.

YCTpOICTBa NOAAEPKMBAIOT 3arpy3Ky M nepesady no LaHHOMY NpoTokoay dainios
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHums.

YoaneHHbili
MOHUMOpPUH2
(RMON)

YpaneHHbii MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPUHIA KOMMbBIOTEPHbIX Ce-
Ten, pacwmpeHme SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAKOT cobupaTb Ana-
rHOCTUYECKME AaHHble C MOMOLLbIO CTaHUMM ynpasaeHua cetbto. RMON — 3T0
CTaHZapTHaa 6asa MIB, B KOTOpoOI onpeaesieHbl TEKYLWAA U NpeablayLwas cTaTu-
CTMKa ypoBHA MAC 1 06beKTbl YNpaBaeHUs, NPeaoCcTaBAAoLLME AaHHbIE B peasib-
HOM BpemeHW.

lpomokon SNMP

MpoToKkoa SNMP ncnonb3lyetca A8 MOHUTOPUHIA U YPaBAEHUA CETEBLIM YCTPOW-
cTBOM. 114 yNpaBAeHUA JOCTYNOM K cUCTeMe onpeaenaeTca CNMCoK 3anucen co-
obLecTBa, Kaxaan U3 KOTOPbIX COAEPKUT NPUBUNETUM JOCTYNA.

Unmepdpeiic
KoMaHOHOUi cmpoKu
(CLI)

YnpasneHue kommytatopamm nocpeactsom CLI ocyuiectBnaeTca N0KanbHO Yepes
nocnegoBaTenbHbIM nopT RS-232, nnbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMaHAHOW CTpoKK KoHconu (CLI) sBnAeTca NpombIWAeHHbIM CTaHAApTOM. UH-
TepnpeTaTtop CLI npegocTtaBnfaeT CNMCOK KOMaHZA, U K/OYEBbIX C/1I0B A1 MOMOLLN
Mo/Nb30BaATENO U COKPALLEHWNIO 06beMa BBOAMMbIX AAHHbIX.

Syslog — npoToko, obecneunsatoLmit nepeaady coobLLeHMIt 0 TPOUCXOAALIMX B

Syslog N

cucteme cobbITUAX, a TaKKe yBeJOMNEHUI 06 OLWIMBKAxX yaaneHHbIM cepBepam.
SNTP Mpotokon SNTP — NpPOTOKON CUMHXPOHM3ALUM BPEeMEHWU CeTH, rapaHTUpyeT ToY-
(Simple Network HOCTb CMHXPOHM3aL MM BPEMEHW CETEBOrO YCTPOICTBA C CEPBEPOM A0 MUANUCE-

Time Protocol)

KYHZbl.

Traceroute — cnyxebHas GyHKUMA, NpegHa3HAYeHHan gaa onpeaeneHms mapiu-

Traceroute
pyTOB Nepegayn gaHHbIX B IP-ceTax.
YnpaeneHue A .
MUHUCTPATOP MOXKET onpeaennTb OBHU NpusBunernn AocCctyna AnAa noab3oBa-
KoHmMponupyemsim A . P . P PeA P P AocTYRa & N
TeNnen yCTpoucTtea U XapPakKTepUCTUKU ONA KaXXA0ro ypoBHA npuBuiaernn (TOlleO
docmynom —

ypoeHu npusunezuli

ANA uTeHns — 1 ypoBeHb, NOAHbIN 4ocTyn — 15 ypoBeHb).

KommyTaTop cnocobeH ycTaHaBAMBaTh 3anpeT AOCTyna K KaxKaomy uHtepdeincy
ynpasneHus (SNMP, CLI). 3anpeT MoKeT 6bITb YCTAaHOBNEH OTAENbHO 418 KaXKA40ro

baokuposka
o TMNa gocTyna:
UHmMe, euca .
P Telnet (CLI over Telnet Session)
ynpaeneHus Secure Shell (CLI over SSH)
SNMP
JlokanbHasa Ona nokanbHOM ayTeHTUPUKALUKN NOoAAEPIKUBAETCA XpaHeHMe naposiei B base
aymeHmudgukayus ZLaHHbIX KOMMYyTaTOpa.

duaempayus IP-

Loctyn no SNMP pa3peluaetca gna onpegeneHHblx IP-agpecos, ABAAKOLWMXCA Yne-

adpecoe 013 SNMP Hamu SNMP-coobuiecTsa.
Mpotokon RADIUS ucnonbsyetca gns ayTeHTMOMKaLMK, aBTOpPU3aLMKU U yyeTa.
Cepsep RADIUS ncnonb3yeTt 6a3y AaHHbIX NO/b30BaTeNel, KOTOpaa COAEepPXHuU
Knuexm RADIUS peep MCMIONb3YeT Basy A rONbSOBATENEN, KOTOPaR COMEPHUT

LaHHble NPOBEPKU NOAJMHHOCTU ANA KaxAoro nonb3osarens. Kommyratopbl co-
AeprKaT KAMEHTCKYIO YacTb NpoTokosa RADIUS.

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx
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TACACS+
(Terminal Access
Controller Access
Control System)

YCTPOICTBO NpenocTaBAfeT NOALEPIKKY NPOBEPKM MOAJIMHHOCTU KIMEHTOB NO-
cpeacTeom npotokona TACACS+. MpoTtokon TACACS+ obecneunBaeT LEHTPANU3O0-
BaHHYlO cucTteMmy 6€30nNacHOCTM A/1A NPOBEPKMU NOb30BaTe/IeMN, MOYHAOLNX [0-
CTYN K YCTPOWCTBY, @ TaKXKe LLeHTPaIM30BaHHYO CUCTEMY YNpaBaeHUsA npu cobto-
AeHunn coemectumoctn ¢ RADIUS n apyrumun npoueccamm NpoBepKM NOAJANHHO-
cTn.

Cepeep SSH

dyHKuma cepsepa SSH no3BonseT KAMeHTy SSH yCcTaHOBUTb C YCTPOMCTBOM 3alLu-
LLIeHHoe coeguHeHne AnA YyNpPaBAeHUa um.

Moddepika
MAaKpPOKOMAHO

JaHHas o¢yHKUMA npefocTaBAseT BO3MOMKHOCTb CO34aBaTb MaKPOKOMaHAbI,
npeactasaaolwme cobon Habop KomaHa, U NPUMEHATb UX A1A KOHPUrypauum
yCTpOICTBa.

2.2.8 /[lononHumenobHble pyHKYyUU

B Tabmue 8 npuseaeHbl ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnvua 8 — [lonosHuTenbHble GYHKLUN YCTPOMCTBA

BupmyansHoe CeTeBble KOMMYTaTOPbl MMEKT B CBOEM COCTAaBE NPOrPaMMHbIE M annapaTHble
mecmuposeaHue cpeAcTBa, NO3BOIAOWME BbINOAHATL GYHKLUUN BUPTYaNbHOrO TecTepa Kabens —
Kabens (VCT) VCT. TecTep No3BONAET ONPEAENUTb COCTOAHNE MeAHOro Kabena cBA3M.

YCTpPOMCTBO NO3BONAET TECTMPOBATb ONTUYECKUI TpaHcuBep. MNpu TecTupoBaHun
JuazHocmuka P P P p- 1P P

OTCNEXMBAIOTCA TaKMe NapameTpbl, KaK TOK U HanpsaXXeHne NUTaHuA, TemnepaTtypa
onmu4yecKoeco o

TpaHcuBepa. Oaa peanusaumn TpebyeTca noaaepka 3Tmx OyHKLMIA B TpaHCK-
mpaHcusepa Bepe.

aHHbIM MEeXaHU3M MO3BONSET KOMMYTAaTOpy CHM3UTb 3HepronoTpebneHue 3a

Green Ethernet A yTaTopy P P

CYET OTK/IIOYEHMA HEAKTUBHbIX 31EKTPUYECKUX MOPTOB.

2.3 OcCHOBHbIe TeXHUYeCKUue XapaKTepucTuku

OCHOBHble TEXHUYEeCKMe napamMeTpbl KOMMYTATOPOB npueeaeHbl B Ta6nmu,e 9.

Tabanua 9 — OCHOBHblE TEXHUYECKUE XapPaKTEPUCTUKN

O6wue napameTpbl

MaKeTHbIN
npoueccop

MES5324

Marvell 98CX8129-A1 (Hooper)

MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F

Marvell 98DX3336-A1 (PonCat3)

MES3508P
MES3508
MES3510P

Marvell 98DX3333A1-BTD41000 (PonCat3 Industrial)
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MES2324

MES2324B

MES2324F

MES2324FB Marvell 98DX3236-A1 (AlleyCat3)

MES2324P

MES2348B

MES2348P

MES2308

MES2308P Marvell 98DX3233

MES2308R
1x10/100/1000BASE-T (OOB)
1x10/100/1000BASE-T (Management)

MES5324 24x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x40GBASE-SR4/LR4 (QSFP)
1xKoHconbHbI nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

MES3324F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbI nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
20x10/100/1000BASE-T

MES3324 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbI nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

MES3316F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbI nopT RS-232 (RJ-45)

WHTepdeiics 1x10/100/1000BASE-T (OOB)

4x1000BASE-X/100BASE-FX (SFP)

MES3308F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbI nopT RS-232 (RJ-45)

MES2324 24x10/100/1000BASE-T (RJ-45)

MES2324B 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbI nopT RS-232 (RJ-45)
24x10/100/1000BASE-T (RJ-45) PoE/PoE+

MES2324P 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbI nopT RS-232 (RJ-45)
20x1000BASE-X/100BASE-FX (SFP)

MES2324FB 4x10GBASE-R (SFP+)/1000BASE-X (SFP)

MES2324F 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbI nopT RS-232 (RJ-45)
48x10/100/1000BASE-T (RJ-45)

mgzg:ng 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbI nopT RS-232 (RJ-45)
48x10/100/1000BASE-T (PoE+)

MES2348P 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbI nopT RS-232 (RJ-45)
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48x1000BASE-X/100BASE-FX (SFP)
MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHcobHbIM nopT RS-232 (RJ-45)
10x10/100/1000BASE-T (RJ-45)
MES2308 2x1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+)
2x10/100/1000BASE-T (RJ-45)
MES2308P 2x1000BASE-X (SFP)
1xKoHcobHbIM nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)
MES2308R 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHcobHbIM nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)
MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)
MES3510P 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHcobHbIM nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)
MES3508 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)
MES5324 800 Iut/c
MES3324
MES3324F
MES2324
MES2324P 128 réut/c
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
e e | OO
MES3348F
MES3316F 112 réut/c
MES3308F 96 reut/c
MES2308R
MES3508P 20 réut/c
MES3508
MES2308
MES2308P 24 Téut/c
MES3510P
MpousBoaMTENbH MES5324 512,8 MPPS
OCTb Ha NaKeTax MES3324
AnvHon 64 6ainTa MES3324F 95 MPPS
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MES2324
MES2324B
MES2324FB
MES2324F

92,1 MPPS

MES2324P

93,1 MPPS

MES2348B
MES2348P
MES3348

MES3348F

130,9 MPPS

MES2308R

14,7 MPPS

MES3508P
MES3508

14 MPPS

MES3510P

17,8 MPPS

MES2308
MES2308P

17,7 MPPS

MES3316F

83 MPPS

MES3308F

71 MPPS

O6bem 6ydpepHoin
namaTn

MES5324

4 Mb6aunt

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES23248B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P

1,5 Mb6awnt

MES2348B
MES2348P
MES3348

MES3348F

3 Mb6aut

06bem 0O3Y
(DDR3)

MES5324

4 T6ant

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324pP
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P

512 M6ant
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MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P

MES5324 2 M6ant

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324B
MES2324FB
Ob6bem MN3Y (RAW MES2324F
NAND) MES2348B 512 M6aiit
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P

MES5324 64K

Tabnuua MAC-
aapecos

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324pP 16K
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
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MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P

O6bvem TCAM
(konnuecTtBo
npasun ACL)

MES5324

1982

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3 006

MES2324
MES2324P
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P

958

Konunyectso ACL

MES5324

2048

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3072

MES2324
MES2324P
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P

1024
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MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

Konunyectso
npasua ACL B MES3510P 256

MES2324
oAHom ACL MES2324P

MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P

MES5324 7748

MES3324F
MES3324

MES3316F
MES3308F
MES3348 4023
MES3348F
MES3508P
MES3508

Konnuyectso ARP- MES3510P

~1
3anncen MES2324

MES2324P
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P

820

Konnuectso
mapuwpyTtos L3 MES5324
Unicast?

7 748 IPv4
1942 IPv6

! ina kaxpgoro xocta B ARP-Tabauue cosgaerca 3anuch 8 TabanLe mapLipyTmsauum
2 MapuwpyTbi IPv4/1Pv6 Unicast/Multicast ucnonb3sytot obLime annapatHble pecypcbl
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MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

12 866 IPv4
3222 IPv6

MES2324
MES2324pP
MES2324B
MES2348B
MES2348P
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P

818 IPv4
210 IPv6

Konunuyectso
rpynn L2
Multicast (IGMP
snooping)

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4K

MES2348B
MES2348P
MES2324P
MES2324
MES23248B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P

2K

Konunyectso
mapupyTtos L3
Multicast (IGMP
Proxy, PIM) !

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4024 I1Pv4
1 006 IPv6

! MapuwpyTbl IPv4/IPv6 Unicast/Multicast ncnonb3ytot oblme annapaTHble pecypcbl
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MES2324P
MES2348B
MES2348P
MES2324
MES2324pP
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P

412 IPv4
103 IPv6

CkopocTb
nepegaun
OAHHbIX

MES5324

Ontuyeckune nHtepdeicobl 1/10/40 réut/c
dnekTpuyeckune nHtepdeiicol 10/100/1000 M6éuT/c

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2348B
MES2348P
MES3348
MES3348F
MES2324B
MES2324FB
MES2324F

OnTuyeckue nHTepdeiicol 1/10 réur/c
dneKTpuyeckue nHtepdeiicsl 10/100/1000 Méut/c

MES2308R
MES2308P
MES3508P
MES3508

MES3510P

OnTuyeckune nHtepdeicsl 100/1000 M6éut/c
nekTpuyeckune nHtepdeiicol 10/100/1000 M6éuTt/c

MES2308

OnTtuyeckune nHtepdeicol 1 rémt/c
dnekTpuyeckune nHtepdeiicol 10/100/1000 M6buT/c

Konunuectso
npasun SQinQ

MES5324

1375 (ingress)/75 (egress)

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

1320 (ingress)/72 (egress)

MES2324
MES2324pP
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P

360 (ingress)/72 (egress)

28
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MaKkcumanbHoe
KOM4ecTBO MES5324 64
ECMP-mapwpyTos

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324 8
MES2324P
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P

MNopaepxkka VLAN cornacHo 802.1Q go 4094 aktmnsHbIx VLAN

npuopuTnsaums TpaduKa, 8 yposHen
KauectBo 06cnyxuBaHuma QoS 8 BbIXOAHbIX OYepenei C pasHbIMM MPUOPUTETAMU AN KaXK[0ro
nopta

Konnyectso VRRP-mapLpyTmMsaTopos 50

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2 048

Konnuectso L3
nHTepdeincos MES2324

MES2324P
MES2348B
MES2348P
MES2324B
MES2324FB 130
MES2324F
MES2308

MES2308R
MES2308P

Konnyectso BupTyansHbix Loopback-

. 64
UHTepdeicos

Arperaumsa KaHanos (LAG) 48 rpynn, 40 8 NOPTOB B KaxAa0W

Konnyectso ak3emnasapos MSTP 64
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Konunyectso sksemnaapos PVST

63

Konnuectso DHCP pool

32

Cepxa/vHHbIe Kaapbl (jumbo frames)

MaKCUManbHbIA pasmep nakeTtos 10 240 6awnt

CrekunpoBaHue

[0 8 yCTpoiicTB

CooTBeTcTBME CTaHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P, MES2324P,
MES2348P, MES3508P 1 3510P)

YnpasneHue

NokanbHoe ynpasnexHue

Console

YaaneHHoe ynpasaeHue

SNMP, Telnet, SSH, Web

dusnueckne XxapaKTepUCTUKM U YCI0BUA OKpYKatoLeli cpeabl

MES5324
MES3324F
MES3348
MES3348F
MES3324
MES3316F
MES3308F

ceTb nepemeHHOro Toka: 100-240 B, 50-60 'y,

CeTb NOCTOAHHOrO TOKa: 36—-72 B

BapWaHTbl NUTAHUA:

- OAWNH UCTOYHMK NUTAHMA NOCTOAHHOIO AN NEPEMEHHONO TOKa;

- ABA UCTOYHWKA NUTAHMA NOCTOAHHOIO WUAM NEpPeMeHHOro TOKa C
BO3MOHOCTbIO ropsiyein 3ameHbl.

MES2324 AC
MES2308

MES2308R
MCTOUYHMKN

CeTb NnepemMeHHOoro Toka: 110-250 B, 50-60 Iy,

NMATAaHNA

MES2308P AC
MES2324P AC

CeTb NepemMeHHOoro Toka: 170-265 B, 50-60 'y,

MES2348P

ceTb nepemeHHOro Toka: 100-240 B, 50-60 Iy,

BapMaHTbl NUTaHUA:

- O4MH UCTOYHMK NUTAHNA NePEMEHHOI0 TOKa;

- ABa UCTOYHUKA NUTAHMA MEPEMEHHOIO TOKa C BO3MOMHOCTbIO ro-
pAYen 3aMeHbl.

MES3508P
MES3510P

ceTb NOCTOSHHOrO TOKa: C BKAtOYeHHoN ¢yHKumel PoE: 45-57 B;
C OTK/ItOYEHHOM dyHKumen PoE: 20-57 B
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MES3508

CceTb NOCTOAAHHOrO ToKa: 20-75B

MES2324B
MES2324FB
MES2348B

ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
CBMHLLOBO-KMC/IOTHbIN akKymynsaTop: 12 B
XapaKTepuUCTUKK 3apsALHOro YCTPOMCTBA:
- TOK 3apaja:
2,7+0.2 A — MES2324FB 1 MES2348B;
1.610.1 A — MES23248B.
- HanpsxeHue cpabaTbiBaHUA pacuenuTena Harpyskun — 10-10,5 B;
- MOPOroBoe HanpsaXkeHne MHAMKaUnM H1M3Koro 3apaga — 11 B
";;‘ CeueHue nposoga ana nogknoueHua AKb, He meHee 1,5
V mm. [ina MES2324B pekomeHpayeTtca ucnonb3osatb AKB
éMmKocTblo He meHee 12Ah, ana MES2324FB u MES2348B
pekomeHayeTca ucnonb3oBatb AKB émKocTblo He meHee
20Ah.

MES2324F DC
MES2324 DC

MES2324P DC
MES2308P DC

CeTb NOCTOAHHOTIO TOKa: 36—72 B

MNoTpebnsaemasn
MOLLHOCTb

MES5324 He 6onee 85 BT
MES3324F He 6onee 45 Bt
mgzg:g; He 6onee 25 Bt
MES3324

MES3316F He 6onee 35 BT
MES2324F

MES2324B He 6onee 50 BT
MES2324FB He 6onee 85 BT
MES3348 He bonee 45 Bt
MES3348F He 6bonee 89 Bt
MES2348B He 6onee 45 Bt / He 6onee 85 BT (c yueTom 3apaaa 6atapen)
MES2348P He 6bonee 1600 BT
MES2308 He 6onee 20 Bt
m:g:g:R He 6onee 15 Bt
MES2308P He 6onee 270 BT
MES2324P He 6onee 410 BT

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx
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MES3508P He 6onee 255 BT

MES3510P He 6onee 260 BT

MES2308R ecTb

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
AnnapaTtHas MES3508P
MES3508
MES3510P HeT
MES2324
MES2324B
MES2324FB
MES2324F
MES2324P
MES2348B
MES2348P
MES2308
MES2308P

nogaepxka Dying
Gasp

MES5324 430x44x298 mm

MES2324

MES2324B 430x44x158 mm

MES2324P 440x44x203 mm

MES2324FB

MES2324F 430x44x243 mm

MES3324F
MES3324

MES3316F
MES3308F

430x44x275 mm

FabapuTHble

pasmepsl (LLUXBXI) MES2348B 440x44x280 mm

MES3348

MES3348F 440x44x316 mm

MES2348P 430x44x490 mm

MES2308

MES2308R 310x44x158 mm

MES2308P 430x44x158 mm

MES3508P

MES3508 85x152x115 mm

MES3510P 85x175x115 mm

WHTepBan MES5324 ot 0 go +45 °C

pabounx MES2308

Temneparyp MES2308P DC ot -20 go +45 °C
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MES2324
MES2324P
MES2324B .
MES2308P AC oT-20 A0 +50°C
MES2308R
MES23488B
MES2348P o7 -10 A0 +50 °C
MES2324F .
MES2324FB 0T -20 Ao +65 °C
MES3324F
MES3324
MES3316F .
MES3308F o1 -10 po +45 °C
MES3348
MES3348F
MES3508P
MES3508 oT -40 10 +70 °C
MES3510P
MES5324 3,95 kr
MES2308
MES2308R 1,45 Kk
MES2308P AC 2,55 Kr
MES2308P DC 2,35 kr
MES2324
MES23248 2,25 kr
MES2324P AC 3,16 Kr
MES2324P DC 4,02 kr
MES2308P AC 2,55 kr
ME2324F
MES3316F 3,25 kr

Macca
MES2324FB 3,55 Kr
MES2348B 3,85 Kr
MES2348P 9,55 Kr
MES3308F 3,15 kr
MES3324 3,25 kr
MES3324F 3,50 Kr
MES3348 3,95 Kr
MES3348F 4xr
MES3508 1,36 Kr
MES3508P 1,40 kr
MES3510P 1,74 kr

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx
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MHTepBan TemnepaTypbl XpaHEHUS

MHTepBan TemnepaTtypbl xpaHeHua oT -50 go +70 °C (ot -50°C go
+85 °C gna MES3508, MES3508P 1 MES3510P)
/| Tepepa nepsbiM BKAIOYEHUEM NOC/IE XPAaHEHUA NPU TeMmne-
V patype meHblel, yem -20°C, uau npu 6onbweir, yem
+50°C, TpebyeTca Bblgep:KaTb KOMMYTATOP NPU KOMHATHOM
TemnepaType He MeHee YeTbIPEX YacoB.

OTHOCUTENbHaA BNAXKHOCTb MNPy
aKcnnyataumm (6e3 obpasoBaHuA
KOHZEeHcaTa)

He 6onee 80%

OTHOCKTENbHAA BAAXKHOCTbL NpU
XpaHeHuu (be3 obpasoBaHua
KOHAeHcaTa)

ot 10% a0 95% (ot 5% a0 95% ans MES3508P)

CpoOK cny:6bl

He meHee 15 net

-
V ; Tun NnUTaHUA yCTPOiIACTBA onpeaenseTca Npu 3aKase.
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2.4 KOHCTPYKTUBHOE UCNOJSIHEHUE

B AaHHOM pa3sgene onmcaHo KOHCTPYKTMBHOE MCMONHEHWe yCTpoicTB. MNpeacTaBneHbl N3obpaskeHus
nepeaHen, 3agHe (sepxHeit ana MES3508P) n 60KoBbIX NaHenel ycTponcTBa, onucaHbl pa3bembl, CBETOAM-
OfiHble MHAMKATOPbI U OpraHbl ynpasieHus.

Ethernet-kommyTtatopsbl cepuin MES53xx, MES33xx, MES23xx BbINO/IHEHbI B METa/I/IM4ECKOM KOpnyce ¢
BO3MOXHOCTbIO YCTAHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl cepumn MES35xxX BbINOIHEHbI B METAZIIMYECKOM KOpMyce ANA KPenaeHus Ha
DIN-peiky.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea

BHewHW BnA nepegHein naHenn yctpoicts cepuit MES53xx, MES33xx, MES23xx u MES35xx nokasaH
Ha pucyHKax 1-20.

M‘m-:
Fiiiv] Loredd

21 Posr

1 e

) ban

Do

|

1 2

PucyHok 1 — MepeaHas naHenb MES5324

B Tabnmue 10 npmBeaeH nepeyeHb pPasbemoBs, CBETOAMOAHbIX MHAMKATOPOB M OPraHoOB ynpasaeHus,
Pacno/IoXKEeHHbIX Ha NepeaHei NaHean KoMmmyTaTopa.

Tabanuya 10 — OnucaHme pasbeMoB, MHANKATOPOB M OPraHOB ynpaBaeHns nepegHel naHenm MES5324

No dnemeHT nepeaHen Onucanme
naHenu
Unit ID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKaTOp NUTaHMA YCTPOICTBA.
1 Master NHauKaTop pexuma paboTbl ycTpoiicTea (BeayLumii/seaomoiit).
Fan MHankaTop paboTbl BEHTUNATOPOB.
RPS NHOMKaTOp pe3epBHOro 3/1eKTPONUTAHUA.
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2 Console

KOHCO/bHbIM NOPT ANA IOKA/IbHOTO YNPaB/AeHUA YCTPOUCTBOM.
PacnvHoBKa pasbema cieaytoluas:

He ncnosb3yeTcs

He ncnosb3yeTcs

RX

GND

GND

TX

He ncnonb3syeTcs

He ncnosb3yeTcs

He ncnosb3yeTcs

Pacnaiika KoHCo/IbHOro Kabens npuBeaeHa B pasgene «lMpunoxeHue b.
KoHCO/IbHbIV Kabenb.»

OCooONOOULL D WNERE

3 usB

USB-nopr.

4 00B

MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpas-
NEHUA YCTPONCTBOM.

YnpaeieHue ocyLLEeCTBAAETCA NO CETU, Pa3ae/bHO C KaHaAoMm nepeaaym
JaHHbIX.

5 Mgmt

Mopt 10/100/1000BASE-T (RJ-45) 1A yaaneHHOro ynpasieHns yCTpoi-
CTBOM. YNpaB/eHue ocyLLLeCTBAAETCA N0 CeTH nepeaayn AaHHbIX.

dYHKUMOHaNbHAA KHOMKa ANA Nepes3arpysku ycTpoicTea 1 cbpoca K 3a-
BOACKMM HacCTpOMKam:

- NPVY Ha¥KaTUM Ha KHOMKY A/NUTENbHOCTbI0 MeHee 10 ¢ npoucxoamT ne-
pesarpyska yCTpoMCTBa;

- NPU HaXKaTUM Ha KHOMKY A/auTenbHOcTbio 6onee 10 ¢ npoucxogut
cHpOoC HACTPOEK YCTPOMCTBA 40 3aBOACKON KOHOUIYypaLmu,

7 [1-24]

CnoTbl Ana ycTaHOBKM TpaHcusepos 10G SFP+/ 1G SFP.

XLG1, XLG2
XLG3, XLG4

Cnotbl XLG1-XLG4 ana yctaHoBKKU TpaHcueepos 40G QSFP.

)

)
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PucyHok 3 — lMepeaHas naHenb MES3324
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PucyHok 5 — lMepeaHaa naHenb MES3308F

B Tabanue 11 npmBeneH nepevyeHb PasbeMOB, CBETOANOAHbBIX MHANMKATOPOB M OPraHOB ynpaBaeHus,
pPacnonoXeHHbIX Ha nepegHel naHenn kommytatopos MES3308F, MES3316F, MES3324, MES3324F.

Tabnnua 11 — OnucaHWe pa3bemMoB, MHAMKATOPOB M OPraHOB ynpasaeHus nepeaHen naHenn MES3308F,
MES3316F, MES3324, MES3324F

UnitID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master MHAaMKaTop pexxrnma paboTbl ycTpoicTea (BeayLumii/segomblit).
Fan NHAMKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaATOp pe3epBHOro aNeKTPONUTaHUA.
2 Console KOHCONbHbIV NOPT ANA NOKANBHOIO YNPaBAEHUA YCTPONCTBOM.

Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpas-
NeHMA YCTPONCTBOM.

3 008 YnpasaeHne ocyLecTBAAETCA NO CETH, PasfesibHO C KaHAOM nepeayn
JaHHbIX.
dyHKUMOHabHAA KHOMKa A5 nepe3arpyskun yCcTponcTea 1 cbpoca K 3a-
BOACKMM HacTpOKam:
4 r - NPVY HaXaTUKM Ha KHOMKY A/IMTeNbHOCTbIO MeHee 10 ¢ npoucxoauT ne-
pesarpyska yCcTpoicTBa;
- NPV Ha)KaTUM Ha KHOMKY AaunTenbHocTblo 6onee 10 ¢ mpoucxoant
cbpoC HacTpoeK YCTPOMCTBA 4,0 3aBOACKON KOHPUTypauuu.
[1-24] CnoTbl gnA ycTaHOBKM TpaHcusepoB 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
(1-8]
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[11-12, 23-24]

6 [7-8, 15-16] Komb60-nopTbl: noptsl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4, 7-8]
XG1, XG2

7 XG3, XG4 CnoTbl ANa ycTaHOBKM TpaHcueepoB 10GSFP+/1GSFP.

O
(2}

PucyHok 6 — MepeaHAas naHenb MES2324

PucyHok 7 — MepeaHaa naHenb MES2324P

[}
~

B Tabanue 12 npuBeneH nepevyeHb PasbemoB, CBETOANOAHbIX MHAMKATOPOB M OPraHoOB ynpaB/eHus,
pPacnonoXeHHbIX Ha NepegHein naHenn kommytatopa MES2324, MES2324P.

Tabnnua 12 — OnucaHWe pasbemoB, MHAWKATOPOB WM OPraHoB ynpasieHus nepegHein naHenn MES2324,

MES2324p?

1 ~110-250VAC, 60/50Hz Paszbem oA NOAKNOYEHNA K UCTOYHUKY SN1EKTPOMUTAaHNA NepemeHHOoro
max 2A TOKa.
Unit ID NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHUA yCTpOWMCTBA.
2 Master MHAaMKaTop peskmma paboTsl yCcTpoiicTBa (Beaylumit/segombii).
Status NHAMKaTOp COCTOAHMA YCTPOMCTBA.
Alarm UHOMKaTop aBapuu.
3 Console KoHCO/IbHbIM NOPT 4N1A OKANBHOIO YNPaB/AEHUA YCTPOUCTBOM.

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6biTb OcHaleHbl noptom O0B (nopt (out-of-band)
10/100/1000BASE-T (RJ-45) ans yaaneHHoOro ynpasaeHus yCTPOMCTBOM. YNpaBaeHMe OCYLLLECTBIAETCA MO CeTU, PasaebHo

C KaHaNoM nepeaaqn AaHHbIX).
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PyHKUMOHANbHAA KHOMKa 415 nepe3arpysku ycTpoincTea n cbpoca K 3a-
BOACKMM HACTPOMKam:

4 . - NPU HaXKaTUM HA KHOMKY AAUTeNbHOCTbI0O MeHee 10 c. npoucxoamT ne-
pesarpyska ycTpoucTBa;
- NPW HaXXaTMM Ha KHOMKY AfuTesnbHocTbio H6osee 10 c. npoucxoguT
cbpocC HAacTpPoeK YCTPOMCTBA A0 3aBOACKON KOHPUrypaumu.

5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).

6 Link/Speed CBeToBan MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPDENCOB.

XG1, XG2
+ .
7 XG3, XG4 CnoTbl 4NA ycTaHOBKM TpaHcneepos 10GSFP+/1GSFP
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PucyHok 8 — lMepeaHaa naHenb MES2348P

B Tabnmue 13 npuBeaeH nepeyeHb PasbemMoB, CBETOAMOAHbLIX MHAMKATOPOB M OPraHOB yrnpaB/ieHUs,
pPacnonoXeHHbIX Ha nepegHer naHenn kommytatopa MES2348P.

Tabanuya 13 — OnuncaHue pasbemoB, MHANKATOPOB M OPraHOB ynpaBaeHus nepesaHen naHean MES2348P

Ne dnemeHT ne 7
e OnucaHue
naHenu
Unit MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Status MNHAMKaATOp COCTOAHMA YCTPOMCTBA.
1 Master NHAanKaTop pexxrnma paboTsbl ycTpoicTea (BeayLumii/segombiii).
PS1 MHAMKaATOp COCTOAHUSA NepBoro 6/10Ka NUTaHusA.
PS2 MNHAMKATOP COCTOAHUS BTOPOro 6,10Ka NUTaHuA.
dYHKUMOHaNbHAA KHOMKa A/1a nepesarpyskun ycTpoicTea n cbpoca K 3a-
BOACKMM HACTPOMKaM:
) . - MPY HaXaTUM Ha KHOMKY ANUTeNbHOCTbIO MeHee 10 ¢ npoucxoauT ne-
pesarpyska ycTpoWcTBa;
- NPW HaXKaTUW Ha KHOMKY AAnTenbHOCTbio 6onee 10 ¢ mpoucxoaut
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
3 Console KOHCONbHbIV NOPT ANA NOKANBHOMO YNPaBAEHUA YCTPONCTBOM.
4 [1-48] MopTbl 10/100/1000BASE-T (RJ-45).
XG1, XG2
5 XG3, XG4 Cnotbl gna ycTaHoBKM TpaHcueepos 10GSFP+/1GSFP.
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PucyHok 12 — MES2348B, nepeaHaa naHenb

PucyHok 13 — MES3348, nepegHAasa naHenb
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PucyHok 14 — MES3348F, nepeaHaa naHenb

B Tabnnue 14 npuBegeH nepevyeHb PasbeMOB, CBETOANOAHbLIX MHAMKATOPOB M OPraHoOB yrnpaB/eHus,
pacnonoXeHHbIX Ha nepeaHel naHenn KommyTtatopos MES2324B, MES2324FB, MES2324F DC, MES2348B,

MES3348, MES3348F.

Tabnnua 14 — OnucaHMe pasbeMOB, MHAMKATOPOB U OPraHoB ynpasiaeHus nepegHei naHenm MES2324B,
MES2324FB, MES2324F DC, MES2348B, MES3348, MES3348F

No dnemeHT nepegHen Onucanme
naHenu
~110-250VAC, 60/50Hz Pasbem ana nogKNOUYEeHMA K MCTOYHUKY SNEKTPOMNUTAHMA NepemeH-
max 2A HOro TOKa.
1
48 (45 ~ 57) VDC Pasbem gna NOAKNHOYEHUA K UCTOYHUKY 3NEKTPONUTaHUA NOCTOAH-
HOro TOKa.
2 12VDC max 3A Knemmsbl gns NoAKAOYEHUA aKKYMYNATOpPHOM 6aTapen 12V.
Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKATOp NUTaHMA YCTPOMUCTBA.
Master NHAanKaTop pexkrnma paboTsbl ycTpoicTea (BeayLumii/segombiii).
3
Fan NHauMKaTop paboTbl BEHTUAATOPOB.
Battery MHAMKaTOp cocToAHUA HaTapen.
RPS MHAMKaTOp pe3epBHOro a1eKTPONUTaHuA.

4 Console KOHCONbHbIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPOMCTBOM.
PyHKLMOHaNbHAA KHOMKa A4 nepesarpy3Kku ycTpoicTea u cbpoca K
33aBOACKMM HaCcTPOMKam:

5 . - MPU HaXKaTUM Ha KHOMKY ANnuTenbHocTblo meHee 10 c. npoucxoamt
nepesarpyska ycTpoucTBa;

- NPW HA)KaTUKM Ha KHOMKY AaunTenbHocTbio 6onee 10 c. npoucxoaut
cbpocC HacTpoeK yCTPOoICTBa A0 3aBOACKON KOHUrypaumm.
MES2324B MopTbl 10/100/1000BASE-T (RJ-45).
[1-24] MES2324FB
MES2324F CnoTbl N8 yCTAaHOBKKU TpaHcueepos 1G SFP.
[11-12,
6 23-24] MES2324FB Kom6o-nopTbl 10/100/1000BASE-T (RJ-45) / 1000BASE-X.
MES2348B
n 10/100/1000BASE-T (RJ-45).
[1.48] MES3348 opTo! 10/100/ (R1-45)
MES3348F CnoTbl N8 yCTAaHOBKKU TpaHcueepos 1G SFP.
7 Link/Speed CeeToBaA MHAMKAUMA COCTOAHUA ONTUYECKUX NHTepPdECOoB.

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx
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XG1, XG2

XG3, XG4 CnoTbl 4NA YCTaHOBKK TpaHcueepoB 10GSFP+/ 1GSFP.
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PucyHok 18 — MepeaHas naHenb MES2308R

B Tabnunue 15 npusedeH nepeyeHb PasbemMoB, CBETOAMOAHbLIX MHAWMKATOPOB M OPraHOB ynpaB/ieHus,
pacrnonoXeHHbIX Ha nepeaHen naHean kommyTtatopos MES2308, MES2308P, MES2308R.

42 Ethernet-kommymamopei cepuli MES53xx, MES33xx, MIES35xx, MES23xx



DHELTEX

Tabnnuya 15 — OnucaHMe pa3bemMoB, MHAWMKATOPOB M OPraHoB yrnpaBneHus nepegHel naHean MES2308,
MES2308P, MES2308P DC, MES2308R

dnemeHT nepegHen
Ne PeA OnucaHue
naHenm
Knemma 3azemneHusa o
1 . Knemma pgna 3asemneHuna ycTpomcTsea.
~110-250VAC, 60/50Hz Paszbem gna nogkntoyeHUA K UCTOYHUKY INEeKTPONUTaHUA NepemMeHHOoro
max 2A TOKa.
2
Pasbem Ana nogkNtoYEHUA K UCTOYHWUKY 3N1EeKTPONUTaHMA NOCTOAHHOIO
48 (45~ 57) VDC AJIA TOA y P
TOKa.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKaTOp NUTaHMA YCTPOMCTBA.
3 Master NHAMKaTOp pexkrnma paboTbl yCTPoiCcTBa (BeayLwmii/Beaomblit).
Status MNHAMKaTOp COCTOAHMUA YCTPOMCTBA.
Alarm MHanKaTop aBapuu.
4 Console KOHCONbHbBIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
DyHKUMOHAbHAA KHOMKa A1 nepesarpysku ycTpoiicTea u cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 . - MPU HaXKaTMM Ha KHOMKY ANTEeNbHOCTbIO MeHee 10 ¢. npoucxoauT ne-
pe3arpysKa yCTpoIiCTBa;
- NPW HaXKaTMM Ha KHOMKY AAuUTeNbHOCTblo 6onee 10 c. npoucxoguT
cbpOC HACTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypauuu.
6 [1-10] 10 nopTos 10/100/1000BASE-T (RJ-45).
7 Link/Speed CBeToBasA MHAMKALMSA COCTOAHMNA ONTUYECKMX NHTePENCOB.
8 [11,12],[9, 10] CnoTbl AnA ycTaHOBKM TpaHcueepos 1G SFP.
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PucyHok 19 — lMepeaHas naHenb MES3508P
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Tabnunuya 16 — OnucaHune pasbemMoB, MHANKATOPOB M OPraHoOB ynpasaeHus nepeaHent naHenn MES3508P

1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).

2 [1-8] CseToBan MHAMKauma PoE.

3 9,10 Komb6o-nopTsl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MHAMKaTOpbI NUTAHUA YCTPOMCTBA.

4 Alarm NHankaTop aBapum.
Temp MHanKaTop Temnepatypsl.

dyYHKUMOHaNbHAA KHOMKa ANA NepesarpysKku ycTpoicTea 1 cbpoca K 3a-
BOACKMM HacTpOlKam:
- NPV HaXKaTUM Ha KHOMKY A/IMTeNbHOCTbIO MeHee 10 c. nponcxoauT ne-

5 F o
pesarpyska yCTpoicTBa;
- MPY HaXKaTUM HA KHOMKY AAuTesbHOCTbio H6onee 10 c. npoucxoauT
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.

6 Console KOHCONbHbIN NOPT ANA NOKANBbHOIO YNpPaB/ieHNa YCTPONCTBOM.
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PucyHok 20 — lNepeaHasa naHenbs MES3508

Tabnnuya 17 — OnucaHue pasbemoB, MHANKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHean MES3508

1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).

2 9,10 Komb6o-noptbl 10/100/1000BASE-T (RJ-45) / 1000BASE-X.
PWR1, PWR2 NHAMKaATOpbI NUTAHUA YCTPOMCTBA.

3 Temp MHanKaTop Temnepatypsl.
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dPyHKUMOHaNbHasA KHOMKA A/1A Nepes3arpysku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:

4 F - NPW HaXKaTUK Ha“KHOI'IKy O/UTEeNbHOCTbIO MeHee 10 ¢. NpoucxoauT ne-
pesarpyska ycTpoWcTBa;

- NPU Ha¥KaTMM Ha KHOMKY AAuTenbHOCTblo 6onee 10 c. npoucxoauT
cHbpoC HACTPOEK YCTPOMCTBA A0 3aBOACKOMN KOHUrypaLmu.

5 Console KOHCO/IbHbIV NOPT AN1A NOKANbHOMO YNPABAEHUA YCTPONCTBOM.

2.4.2 3a0HAA naHens ycmpolicmea

BHewWwHMM BMA 3aaHen naHenn kommyTtatopoB MES5324 npuseaeH Ha pucyHKe 21.

PucyHok 21 — 3agHaa naHenb MES5324

B Tabsnmue 18 npmBeaeH nepeyeHb PasbemoB, PacnoOKEHHbIX Ha 3a4HeN NaHeAn KoMmyTaTopa
MES5324.

Tabnunua 18 — OnucaHMe pa3bemMoB 3aaHel naHenAn kKommyTtaTopa MES5324

Ne dnemeHT 3aaHei naHenm OnucaHue
[ - o

1 Knemma 3azemnexns —= Knemma pns 3a3emneHuns ycTponcTea.

CbeMHble BEHTUNALMOHHbIE MOAY/IU C BO3MOXKHOCTbIO ropsyelt 3a-
2 CbeMHble BEHTUAATOPbI

MeHbI.
3 48VDC Pasbem AnAa NoOAKNHYEHUA K NCTOYHUKY NEKTPONMUTAHNA NOCTOAH-

HOro TOKa.

Paszbem A8 NOAKAOUYEHUA K UCTOYHWUKY 3NEKTPONUTaHMA nepe-
4 ~220 VAC 50 Hz max 1A AR oA y P P

MEHHOro TOKa.

BHewWHW BUA 3a4HUX NaHenen KommyTtaTopos cepmmn MES33xx npmBeneH Ha pucyHKax 22-25.
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PucyHok 22 — 3agHaa naHenb MES3324F, MES3348F, MES3324
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PucyHok 25 — 3agHaa naHens MES3316F

Tabnunua 19 — OnucaHme pa3bemMoB 3aHeN NaHenn KommyTaTopoBs cepmumn MES33xx

Ne dnemeHT 3agHel naHenu OnucaHue
—— V)

1 Knemma 3asemnexHuna —= Knemma ans 3asemneHms ycTpoiicTea.
CbeMHble BEHTUNALMOHHbIE MOAY/IM C BO3MOMKHOCTbIO ropsavein 3a-

2 CbeMHble BEHTUAATOPbI
MEHbI.

3 48VDC Pasbem ANA NOAKNOYEHUA K UCTOYHUKY 3NEKTPONUTaHMA MOCTOAH-
HOrO TOKa.
Pasbem gna NOAKMOYEHWMA K UCTOYHWKY 3/1EKTPOMNUTAHUA NepemeH-

4 ~220 VAC 50 Hz max 1A o ng A Y P P

BHelWHM BMA 3a4HEN NaHe I KomMyTaTopos cepumn MES23xx npuBeaeH Ha pUCyHKax 26-28.
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PucyHok 28 — 3agHaa naHenb MES2348B

Tabnnua 20 — OnucaHune pasbemoB 3aaHeN NaHeNn KommyTaTtopos MES2324x, MES2348B

Ne dnemeHT 3agHel naHenu OnucaHue
—_— ~
1 Knemma 3asemnerHuna = Knemma gna 3asemneHma ycTpomncrsa.
2 BeHTunAaTOpHLI.
3 12VDC max 5A Knemmebl ona NOAKNIOUEHNA aKKYMYAATOPHOM HGaTapen 12V.

~110-250VAC, 60/50Hz
max 2A

Pasbem 4NnAa NOAKNKOYEHUA K UCTOYHUKY INEeKTPONUTAHUA NepemeH-
HOro TOKa.

BHewHW BUA 3agHen naHenn KommyTtatopa MES2348P npueegeH Ha pucyHke 29.

PucyHok 29 — 3agHaa naHenb MES2348P
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B Tabnmue 21 npvBeaeH nepeyeHb PasbemMoB, PacnoIOKEHHbIX Ha 3a4HEN NaHeAn KoMMyTaTopa
MES2348P.

Tabnnuya 21 — OnucaHue pasbemoB 3agHen naHenn KommyTtatopa MES2348P

CbeMHble BEHTUAALMOHHbIE MOAY/IM C BO3MOXKHOCTbIO ropsayveit 3a-
1 CbemHble BEHTUNATOPDI
MEHbI.
—_— o
2 Knemma 3asemnenuna = Knemma gns 3a3emneHua yCcTpoicTaa.
3 ~100-240VAC, 60/50Hz Pasbem ona nogKAoYeHMA K UCTOYHUKY 3N1EKTPONUTAHMA NepeMEH-
max 10A HOrO TOKa.

BHewWwHWU BUA 3aaHeN NaHenn KommyTtatopoBs cepun MES2308x npmseaeH Ha pucyHke 30.
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Pucynok 30 — 3agHasa naHenb MES2308, MES2308P, MES2308P DC, MES2308R

BHewHW BuA BepxHel naHenn kommytatopos MES3508 n MES3508P npueegeHa Ha pucyHKe 31.

o)
PWR1

NC-COM-NO]
Dry contact

PucyHok 31 — BepxHAaAa naHenbs MES3508 n MES3508P

Tabnnuya 22 — OnucaHune pasbemoB BepxHel naHenn kommytatopos MES3508 u MES3508P

] -
1 Knemma 3aszemneHuna = Knemma gna 3asemneHuna ycTpomcrea.
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48 (20 ~ 70) VDC (ann

) MES3508) Pasbembl Ana NOAKAOYEHUA K UCTOYHMKAM 3N1EKTPONUTAHUA NOCTO-
48 (45~ 57) VDC (ana AHHOrO TOKa.
MES3508P)

3 12VDC max 5A PeneiHbI BbIxo4 aBapuiiHOM curHanunsaumm: 1A 24V DC.

2.4.3 bBokoevblie naHenu ycmpolicmea
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PucyHok 33 — JleBas 60KoBas naHenb Ethernet-kommyTaTopos

Ha 60OKOBbIX MaHensx yCTPOMCTBA PACMONOMKEHbl BEHTUAALMOHHbIE PELUETKMU, KOTOpbIe CAyKaT Aans
oTBOAA Tenna. He 3aKpbiBaiiTe BEHTUAALMOHHbIE OTBEPCTUA MOCTOPOHHMMM NpegMeTamMu. ITO MOXKeT
NPMBECTU K Neperpesy KOMNOHEHTOB YCTPOWCTBA M Bbi3BaTb HapylleHWA B ero paboTte. PekomeHgaumm no
YCTaHOBKE yCTPOMCTBaA Pacno/oKeHbl B pasgene «YCTaHOBKa U NOAKNOYEHUEY,

2.4.4 Ceemoesas uHOUKayusa

CocTosHue nHTepdeicos Ethernet nnanumpyetca Asyma cBeToAUOAHbIMM UHAMKaTopamu, LINK/ACT
3esieHoro ugeta n SPEED aHTapHOro ugeTta. PacnonoXeHune cBeToANOA40B NOKAa3aHO Ha pucyHKax 34, 35, 36.

LINK/ACT SPEED

PucyHok 34 — BHewHWi BMA pasbema ¢ QSFP-TpaHcMBepamu

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx 49
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SPEED

PucyHok 35 — BHelwHuit BuA pasbema SFP/SFP+

SPEED

PucyHok 36 — BHewHu Bua pasbema RJ-45

Tabnunua 23 — CeeToBas MHAMKAUMA cOCTOAHUA XLG-nopToB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeAUHEHME He YCTAaHOBAEHO

lopuT nocToAHHO

lopuT noctoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 40G6uT/c

FopnT NOCTOAHHO

Mwuranune

MaeT nepepaya AaHHbIX

Tabnnuya 24 — CeeToBasA MHAMKAUMA COCTOAHUA XG-NopTOB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTAaHOBAEHO

BbikntoueH

rOpMT NOCTOAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoct 1G6ut/c

rOpMT NOCTOAHHO

rOpMT NOCTOAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 10G6uTt/c

X

Mwuranune

MaoeT nepegava gaHHbIX

Tabnuua 25 — CeeToBan MHAMKauma coctosHua Ethernet-noptos 10BASE-T

BbIkntoueH

BbikntoyeH

MopT BbIKAOYEH AN COeaUHEHWE HE YCTAaHOBNAEHO

50
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YCTaHOB/MIEHO CoeAuHeHue Ha ckopoctn 10M6ut/c

BblKntoueH nnn 100M6éut/c

[opuT NnocToAHHO

[opuT NOCTOAHHO [opuT NnocToAHHO YcTaHoBEHO coeamHeHne Ha ckopocTu 1000M6éuT/c

X MwuraHune MpoeT nepepava gaHHbIX

UHankatop Unit ID (1-8) cnyuT ana o6o3HaueHna HoMmepa YCTPOICTBaA B CTEKe.

CuctemHble vHamMkaTopbl (Power, Master, Fan, RPS) cny»aT gns onpegeneHus cOCTOAHUA paboTbl
y3/10B KOMMmyTaTopoB cepum MES53xx, MES33xx, MES23xx, MES35xx.

Tabnmua 26 — CBeToBaa MHAMKALMA CUCTEMHbIX MHAMKATOPOB

HassaHue DyHKUUA -
CocTosHue MHAMKaTopa CocTosiHue ycTpoicTBa
MHAMKKaTopa MHAMKKaTopa
BbikntoueH MuTaHWe BbIKAKOYEHO
. MuTaHue BKAOYEHO, HOpMasibHaA
3eneHbli, ropuT NOCTOAHHO o
paboTa ycTpoictsa
CocrosAHue . CamoTecTnpoBaHUe ycTpouncTBa npu
3eneHblii, mepLaeT
Power WUCTOYHUNKOB ctapte (POST)
nNTaHnA OTcyTCTBME NEPBUYHOrO NUTAHUA OT
o OCHOBHOIO UCTOYHMKA (NpW NUTaHWUK
KpacHbIn, ropnt NOCTOAHHO .
YCTPOWCTBA OT pe3epBHOro
WUCTOYHMKA)
MpusHak . YCTpOCTBO ABNAGTCA «KMAacTEPOM» B
se ero 3eneHbl, ropuUT NOCTOAHHO cTeke
Master ﬂ'yu;l' ”
YCTPOWCTBaA Npu YCTPOWCTBO He ABNAETCA «KMacTepom»
BbikntoueH
paboTe B cTeke B CTEKe
CocroAHwne 3eneHbli, ropuT NOCTOSHHO Bce BEHTUAATOPDLI UCMPaBHbI
Fan BEHTUAATOPA . OTKas ogHoro unu 6onee
KpacHbli1, ropuT NOCTOAHHO
OoXNaxkaeHuaA BEHTWU/IATOPOB
3eneHblii, ropuT NOCTOAHHO HopmanbHasa paboTa ycTpoictaa
OTKa3 ogHoro nam bonee
KpacHbli1, ropuT NOCTOAHHO BEHTUNATOPOB, UK aBapuA PoE
NHanKaTop (MES2348P)
Status COCTOAHMA 3arpyska ycTpovcTtea. He HasHaueH
yCTpoicTBa IP-agpec HM Ha 0AUnH 13
MwuraeT, KpacHbIN-3e/1eHbIN uHTepdeiicos, NMbBO B CTEKe He
obHapy:»xeH mactep (MES2324,
MES2324FB, MES2324F DC)
MoakntoueH notpebutens PoE (roput
MUHankaTop o o
3eneHbli, ropuT NOCTOAHHO WMHAMKATOP, COOTBETCTBYOLLMIA
PoE cocToaHunA PoE-
nopry)
nopTtos
BbikntoveH MNoTpebutenn PoE He NoAKNIOYEHDI.
. Pe3epBHbIN UCTOYHUK NOAK/OYEH U
3eneHbli, ropuT NOCTOAHHO
Pexxum paboTbl paboTaeT HoOpmanbHO
RPS pesepBHOro OTcyTCTBME NEPBMYHOIO NMUTaHMA
NCTOYHMKA KpacHbIi, roput NOCTOAHHO pe3epBHOro UCTOYHMKA UK ero
nUTaHMA HEeWCNPaBHOCTb.
BbikntoueH Pe3epBHbI UCTOYHUK HE NOAK/IOYEH
Battery NHauKaTop 3eNieHbIN, rOPUT NOCTOAHHO AKB nogkntoyeHa, nMTaHue B Hopme
(MES23248B, COCTOAHMA 3enieHbliA, MUTraHue AKB 3apsrkaeTcsa
MES2324FB, AKKYMyNATOpHO | OpaH»KeBblA, ropuT OcHoBHOE NUTaHMe oTKAoYeHO, AKb
MES2348B) " 6aTapeu NOCTOSIHHO pa3psarkaeTca
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Hu3Kuii yposeHb 3apsaga AKB (Tonbko
ana mogenn MES2348)
Hu3Kuih yposeHb 3apsaga AKB (Tonbko

OpaH»KeBbliA, Muraet

KpacHblit-3en1eHbIi, muraet ana mogeneit MES2324B,
MES2324FB)

KpacHbli1, rOpuUT NOCTOAHHO AKB oTKAto4YeHa
ABapus PTE (pacuenuTtens Toka

KpacHbiii, muraHume
P ! 6artapenm)

bnok nuTaHmA YCTaHOB/1EH B C/I0T,
NMnTaHMe BKIOYEHO.
bnok nuTaHmA YCTaHOB/1EH B C/1I0T, HO

36!18Hb|ﬁ, rOpnUT NOCTOAHHO

NHaukaTo
PS1, PS2 A P nUTaHWe OTK/IIOYEHO; 610K NUTaHKUA
COCTOAHUA o
(MES2348P) KpacHbIn, ropuT NOCTOAHHO YCTaHOBJ/IEH B C/N0T, MUTaHUE
610KOB NUTaHKUA
BK/IIOYEHO, HO MMeeTCA
HEWCNPaBHOCTb
BbikntoyeH BNOK NUTaHMA He yCTaHOB/EH B CNOT
OpaHKeBbli, ropuT Harpyska PoE Bbiwe HacTponku
NOCTOSHHO usage-threshold
CeeTtoBas Kputnueckas owmnbka B pabote POE,
WHANKaUMA . npueeaLwasn K oTkAo4YeHuto PoE Ha
KpacHbIi, ropuT NOCTOAHHO
CUCTEMHBIX BCex nopTax iMb0 0TKas 04HOMO MU
WHOMKaTOPOB 60/1ee BEHTUNATOPOB

Harpy3ska PoE HMKe HacTpoiku

BbikntoyeH
usage-threshold

2.5 KomnneKrt nocraBku

B 6a30BbIii KOMNAEKT NOCTAaBKU BXO4AT:

Ethernet-kommyTaTop;

KomnneKkT Kpenerka B CTOMKY;

LWHyp nutaHusa EBpoBunka-C13 1.8m (Tonbko ana MES2308, MES2308R, MES2308P AC, MES2324
AC, MES2324B, MES2324P AC, MES2324FB, MES2348B);

LWHyp nutaHusa MBC 2x1.5 2m (Tonbko ana mogenei MES2308P DC, MES2324 DC, MES2324F DC,
MES2324P DC, MES3508, MES3508P, MES3510P);

MamATKa 0 AOKyMeHTauuu;

CepTudUKaT cOOTBETCTBUSA;

Macnopr.

Mo 3anpocy B KOMMNAEKT NOCTAaBKM OMUMOHAAbHO MOTYT 6bITb BKNOYEHDI:

PykoBoacTBO MO aKcnnyaTauum Ha CD-gucKe;

KoHconbHbIN Kabenb;

Moaynb nutauma PM160-220/12 (gna cepuit MES33xx, MES5324) nan PM950-220/56 (ansa
MES2348P);

LWHyp nuTaHua EBpoBuaka-C13 1.8m (B cnyyae KoMnnektaumm moaynem nutaHna PM160-220/12
nnan PM950-220/56);

Moaynb nutaHmua PM100-48/12 (anna cepuint MES33xx, MES5324);

LWHyp nuTaHua NBC 2x1.5 2m (B cnyyae Komnnektauum moaynem nutaHusa PM100-48/12);
SFP/SFP+/QSFP+ TpaHcusepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B gaHHOM pasgesnie onucaHbl NpoLeaypbl YCTaHOBKM 060pyA0BaHMA B CTOMKY M NOAKNIOYEHUSA K NUTa-
oLen cetu.

3.1 KpenneHue KpOHWTENHOB

B KOMM/IEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI A4/1A YCTAaHOBKM B CTOMKY M BUHTbI 418 Kpene-
HWMA KPOHLUTEMHOB K KOpMycy YCTPOMCTBA. [N YCTAaHOBKM KPOHLUTEMHOB:

D \Q
\N >
;@‘

[

PucyHok 37 — KpenneHune KpoHLWTENHOB

1. Mpu HaANYUM TPAHCMOPTHOIO BUHTA YA43A/IUTE €ro Nepes, Hauyaom YCTaHOBKM (CM. pUCYHOK 38).
2. CoBMmecTuTe YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKUMMU Ke OTBEPCTUAMM Ha 6o-
KOBOW NaHenu ycTpoiicTaa.

C NnomOLLLbI0 OTBEPTKU MPUKPENUTE KPOHLUTENH BUHTAMM K KOpRycCy.

4. TMosTopuTe AeicTBMA 1, 2 414 BTOPOro KPOoHLWWTEelHa.

w

3.2 YcTaHOBKa ycTpoiicTBa B CTOIKY (Kpome MES3508, MES3508P, MES3510P)

[nA yCTaHOBKM YCTPOICTBA B CTOMKY:

1. TprNo¥KnTe YCTPOMCTBO K BEPTUKAbHBIM HaNpPaBAAIOLWMM CTONKMN.

2. CoBMecTUTe OTBEPCTMA KPOHLUTEMHOB C OTBEPCTMAMM Ha HANPaBAAIOLLMX CTOMKKU. Mcnonb3yiite
OTBEpCTUA B HaNpPaBAAOLLMX Ha OAHOM YPOBHE C 06eMX CTOPOH CTOMKK, A/1A TOFO YTO6bl YCTPOM-
CTBO pacno/iarasiocb FOPU30OHTaNbHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.
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PucyHoOK 38 — YcTaHOBKa YCTPOWCTBA B CTOMKY

Ha pucyHke 39 npusegeH npumep pasmeLleHns KommyTatopos MES5324 B cToitke.

o MES-5324 N1 o
o KabenbHblii opraHainsep o
o| MES-5324 N2 )
(] KabenbHbiii opraHainsep o
o] MES-5324 N3 o
(] KabenbHbiih opraHanaep (]
o  MESB5324 N4 o
(] KabenbHblin opraHanaep o
o| MES-5324 N5 o
o KabenbHblin opraHanaep (o]

PucyHok 39 — PasmeleHne kommyTtatopos MES5324 B cTolike

I He 3aKpbiBaiiTe BEHTUNALMOHHDbIE OTBEPCTUA, @ TAKKe BEHTUIATOPbI, Pacno/IOXKeHHbIe Ha
3aAHeN naHe/n, NOCTOPOHHUMMU NpeaMeTaMu BO usbexkaHue neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa M HapylueHuA ero paborbl.
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3.3 YcrtaHoBKa ycTtpoiicte MES3508, MES3508P, MES3510P Ha DIN-peiiKy

R

YCTPOMUCTBO pa3mellaeTca BEPTUKANIbHO, TaK Kak 60KoBble NnaHenn obecneumnsaloT Ten-
vl | nooteoa,.

[ns yctaHoBKK ycTpolicTea Ha DIN-peliky:

1. MpuUNoxutb KpenaeHue Ha 3agHeN CTeHKe KommyTaTopa nosepx DIN-peiku.
2. ToTAHYTb KOMMYTATOpP BHM3 A0 ynopa.
3. HapaBuTb Ha HUXKHIOKO YacTb KOMMYyTaTOpa A0 3aLLe/IKUBAHUA.

3.4 YcTaHOBKa mopynei NUTaHuA

KommyTaTop MOXeT pa6OTaTb C OAHUM Unn ABymAa MmoaynaMmum nUTaHuA. YcTaHOBKa BTOpPOro moAayna
NMNTaHUA HEO6XOAMMa B C/lyd4ae WuMCNo/2Ib30BaHUA yCTpOVlCTBa B yCnoBuAX, Tp66leLLI,MX NoBbIWEHHOMN
HaOEeXHOCTU.

MecTa g8 yCTaHOBKM MOAY/1EN NMUTAHUA C SNEKTPUYECKON TOUYKU 3PEHMA PaBHOLLEHHbI. C TOYKM 3peHus
MCMNO/Ib30BaHWUA YCTPOMCTBA, MOAYNb NUTAHUA, HAaXoAALWMNCA BIMXKE K Kpato, CYMTAETCS OCHOBHbIM, Baunxke K
LEHTPY — pe3epBHbIM. Moaynu NuTaHWA MOTYyT YCTaHaBAMBATbCA M W3BNEKATbCA 6€3 BbIKNHOYEHMUSA
ycTpoiicTea. Mpu yCTaHOBKE WM U3BAEYEHUM AOMNOJHUTENbHOIO MOAYAA MUTAaHNA KOMMYTaToOp NPOAOKAET
paboTy 6e3 nepesanycka.

’ ‘ Mepep o6cnyknBaHnem usaenusa, pPeMoHTOM UAN APYTUMU aHANIOTUYHBbIMU A,eCTBUAMM OT-
| K/louUTE U3aenne ot BCex UCTOYHUKOB MUTAHUA.

PucyHok 40 — YcTaHOBKa moay/ieit NnuTaHua

CoctoaHue Mo,a,yneﬁ NMUTAaHUA MOXKET ObITb nposepeHo Nno HWHAOWKAUUN Ha nepep,Heﬁ naHem

KommyTaTopa (cm. pasgen 2.4.4) wuau No [MArHOCTUKe, AOCTYMHOM uepe3 MHTepdeicbl ynpaBieHus
KOMMYTaTOPOM.

UHauKauma asapum moayna NUTaHUA MOXKeT 6bITb Bbi3BaHa He TOJIbKO OTKAa3om moAayns,
radiil) HO U OTCYyTCTBMEM NEPBUYHOIO NUTAHUA.
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3.5 TMMoaknioueHue NUTaOLWEN CETU

Mpexae Yem K ycTponcTBy HByaeT NogKAtoOveHa NUTAKOWAn CeTb, HEOBXOAMMO 3a3eMINUTb KOP-
nyc yCTpoicTBa. 3asemsneHne HeobxoAMMO BbINONHATE U30IMPOBAHHBIM MHOFOXWbHbIM NPO-
BOZOM. YCTPOWCTBO 3a3eM/IEHUA U CEYEHME 3a3EM/IAIOLLEIO NPOBOAA AOJXKHbI COOTBETCTBO-
BaTb TpeboBaHuam My3.

’ nOAKI"OLIEHMe AOJ/TKHO OCyWecTBNATbCA KBaI'IVIdJMIJ,VIpOBaHHblM cneynanncTtom.
-

e o

Ecnn npeanonaraetca NoAK/lO4EHNE KOMMbIOTEPA AN MHOTO 060PYA0BAHUA K KOHCO/IbHOMY
NMOpTYy KOMMYTATOPa, 3TO 060PYyL0BAHME TaKKe AOIKHO ObITb HAZLEKHO 333EMJIEHO.
MoaKAtouMTE K YyCTPOMCTBY Kabenb NUTaHMA. B 3aBUCMMOCTM OT KOMNAEKTALMM YCTPOMCTBA, NK-
TaHWE MOKET OCYLLLECTBAATLCA OT CETU MePEMEHHOTO TOKa IMBO OT CeTM NOCTOAHHOTO ToKa. Mpu
NOAK/IIOUYEHUN CETU NMEPEMEHHOTO TOKa C/1elyeT UCMO/b30BaTb Kabesb, BXOAALLMI B KOMIIEKT
ycTpoicTBa. Mpu NoaKAOYEHUN K CETU NOCTOSHHOTO TOKa MCNOb3ynTe NPoBOA, CEYEHNEM He
MmeHee 1 mm? 1 cobogaiite NONAPHOCTb, YKa3aHHYIo Ha 610Ke NUTaHuA.

Bo nsbexxaHmMe BO3HMKHOBEHMUA KOPOTKOro 3aMblKaHMA NPpU NOAK/NIOYEHUU K CeTU NOCTOAH-
HOro TOKa peKomeHayeTca npon3sectu 3a41UCTKy nposoaad Ha A/IUHY 9 mm.

Llenb NnUTaHMA NOCTOAAHHbIM TOKOM A,0/1)KHa copepiKartb yCTpOﬁCTBO OTK/Z1II04YEHNA NUTAaHUA C
¢M3VI‘-IECKMM pasbeguHeHunem coeguHeHua (BbIKI'II-O‘-IaTEHb, pa3bem, KOHTAKTOpP, aBTOMATU-

YecKuii BbiKNloYaTenb U T.0.).

4.

Bkntounte nutaHue yCTpOVICTBa n y6EAMTECb B OTCYTCTBUMU aBapMﬁ NO COCTOAHUIO MHONKATOPOB
Ha I'IEpEAHEﬁ naHenn.

3.6 NMoakntoueHne AKb kK MES2324B, MES2324FB, MES2348B

MoakntoyeHne AKB ocylecTBaseTca MeAHbIM NPOBOAOM ceYeHnem He meHee 1,5 mm2. Mpu nogkto-
yeHnn AKB Heobxoanmo cobntoaaTb NOAAPHOCTb.

EmKocTb AKB, He meHee 20Ah.

PucyHok 41 — MNoakntoveHme AKB K ycTpoinctey
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3.7 YcraHoBKa u yaaneHue SFP-tpaHcuBepos

}] YCTaHOBKa ONTUYECKUX MOAY/Iei MOXKeT NPOM3BOAUTLCA KaK NPU BbIK/IIOYEHHOM, TaK U
. £ NPy BKIOYEHHOM YCTPOUCTBE.

1. BcraBbTe BepxHU SFP-moayib B CNOT OTKPbLITOM YacTbio pa3bema BHU3, a HUXKHUIA SFP-moaynb
OTKPbITOM YaCTbiO pa3bema BBEPX.

PucyHok 42 — YctaHoBKa SFP-TpaHcmBepoB

2. HapgasuTe Ha moayb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILLIMTE XapPaKTEPHbIN LLE/TYOK.

PucyHok 43 — YcTaHoBneHHble SFP-TpaHcuBepbl
Ona ynaneHua TpaHcusepa:

1. OTKpoiiTe 3aLeNky mMoayns.

PucyHok 44 — OTKpbITHe 3awenkn SFP-TpaHcueepos
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2. WU3Bnekute moaynb U3 cnoTa.

PucyHok 45 — N3BneyeHune SFP-TpaHcmBepoB
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4 HAYA/NbHAA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTutb nporpammy amynsaumm TepmuHana (HyperTerminal, TeraTerm, Minicom) u
NpPOU3BECTU C/ieflytoLMe HAaCTPOMKM:

— BblBpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbIN MNOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn AaHHbix — 115200 60a;

— 3agaatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 CTONOBbIM 6UT, 6€3 KOHTPOA YETHOCTY;

—  OTK/JHYUTb annapaTHOe M NPOrpaMmMHOE yrnpaBaeHMe NOTOKOM AaHHbIX;

— 334aTb PEXUM IMYyNALMM TepMUuHana VT100 (MHorMe TepMmUHa/IbHbIE MPOrPaMMbl UCMOJb3YIOT
OAaHHbIN peXnUm aMynsaunn TePMUHANA B KAYECTBE PEXMMA NO YMOJTYaHUIO).

4.2 BKAO4YeHue yCTpPoMCTBa

YCTaHOBUTb COeANHEHME KOHCONMU KOMMYTATOpPa (I'IOpT «console») C pa3bemMmom nocnengoBarte/sibHOro
MHTepd>el7|ca KOMMNbIOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoOe obecneyeHue IMYyNAUNN TEPMUHANA.

BKAouMTb  yCTpOWCTBO. [pM  KarKAOM  BK/AIOYEHMM KOMMYyTaTopa 3anycKaetca npoueaypa
«TeCTMPOBAHMA CUCTEMBI MpKU BKAoYeHMM» (POST), KoTopas no3sonseT onpegenvTb paboTocnocobHOCTb
YCTpOICTBa Nepes 3arpy3Koit UCNOHAEMOM Nporpammbl B onepaTMBHYo NnamaTts (03Y).

OTobpaxkeHue xoaa BbiNnonHeHUs npoueaypbl POST Ha KommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa ABe CeKyHAbl Noc/e 3aseplleHmns npoueaypbl POST HaunHaeTcs aBTO3arpyska nporpaMmmHoro
obecneyeHns KOMMyTaTopa. s BbINOJAHEHUA ClieumanbHbIX NpoLeayp UCNoab3yeTca MeHto Startup, BonTH
B KOTOPOE MOXHO NPepBaB 3arpysKy HaXkatmem Knasuwmu <Esc> unu <Enter> B Te4EHUE 3TOrO BPEMEHM.
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Mocne ycnewHowm 3arpy3kn KOMMyTaTopa NOABUTCA CUCTEMHOE MpUrialleHne nHTepderica KomaHAHOM
cTpokm CLI.

>1lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***** (admin)

console#

/’};‘ [na 6bicTpOro BbI30Ba CNPaBKU O AOCTYNMHbIX KOMaHAAX UCMNONb3YyiiTe KOMBUHALMUIO KNa-
™ Buw <Shift> n <?>,

4.3 3arpy3o4yHoe meHIo

Ona BXxoda B 3arpy3oyHoe MeEHI0 c/edyeT MOAKAUMTLCA K YCTPOMCTBY 4yepe3 uHTepdeinc RS-232,

nepesarpysuTb YCTPOMCTBO, U B TEYEHME ABYX CEKYH/, NOc/ie 3aBeplueHma npoueaypbl POST HaxkaTb “ESC” nnu
“ENTER”:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 Q3.0 4.0.1

Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3so4yHoro mMeHto:

Startup Menu
1] Restore Factory Defaults

[

[2] Boot password

[3] Password Recovery Procedure
[4] Image menu

[5] Back

Enter your choice or press 'ESC' to exit:

Tabanua 27 — PyHKLMM MHTepdelica 3arpy304HOro MeHo

PyHKYuA OnucaHue
Restore Factory Defaults BoccTaHOBUTL 3aBOACKNE HACTPOMKM
Boot password YcTaHOBUTL / yAanuTb Naposib Ha bootrom
Image menu BbibpaTb akTMBHbI 06pa3sa cuctemHoro MO
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTeHTUPUKALUK
Back MpoAoNKNTb 3arpy3Ky
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4.4 Pexum paboTbl KOMMYyTaTOpa

KommyTaTtopbl cepuit MES53xx, MES33xx, MES23xx paboTaloT B peXnMme CTeKMPOBaAHMUS.

CTeK PpYHKLMOHUPYET KaK egMHOE YCTPOMUCTBO U MOXKET 06beAMHATL A0 8 KOMMYTAaTOPOB OLAHON U TOM

»e mogenu,

UMEoLMX Caeaytowme poau, onpegensiemble Ux nopagKkoBbiMmn Homepamu (UID):

Master (UID ycTpoiictBa 1 Mau 2), ¢ HEro NPOUCXoAUT yrpaBieHMe BCEMU YCTPOMCTBAMMU B
cTeke.

Backup (UID ycTtpoiictBa 1 unm 2) — ycTpoincTBo, nogunHsaoweeca master. Aybnaumpyert Bce
HaCTPOMKM, 1, B C/lydae BbIX0Aa YNPABAAIOLLErO YCTPOWUCTBA M3 cTpoA, bepeT Ha cebsa dyHKuUn
ynpaBAeHUA CTEKOM.

Slave (UID ycTpolicTs oT 3 A0 8) — yCTpOWCTBa, NnoAunHsoLLeecs master. He moskeT paboTtatb B
aBTOHOMHOM peXkunme (ecnm otcyTcTeyeT master).

Mo yMOYaHMUIO KOMMYTATOP ABAAETCA MacTepom, nopTbl XLG (XG) yyacTByloT B nepeaave AaHHbIX.

B pexume creknposaHua MES5324 ucnonbsyetr XLG noptbl ANA CUHXPOHM3AUMK, OCTaNbHbIE
KOMMYyTaTOpbl cemeincTea, Kpome MES2308, MES2308P — XG noptbl, MES2308 n MES2308P ncnonb3sytot 1G-
noptbl. [pn 3TOM yKasaHHble MOPTbl He Y4yaCTBYIOT B Nepefave AaHHbIX. BO3MOKHbI ABe TONO/OrMu
CMHXPOHU3UPYHIOLMXCA YCTPOMCTB — KOJ/bLEBas M AIMHeWHanA. [ noBblWeHUA OTKA30yCTOMYMBOCTM CTEKa
pPEeKOMEHAYETCA UCMOIb30BaTb KOJ/IbLEBYO TONOAOINIO. [1pY MCNONb30BAHUN IMHEAHOM TONOIOTUM B CXEMe
U3 ABYX IOHUTOB CTEKOBbIE NOPTbl 06beAnHAOTCA B LAG, 4TO NO3BOAAET NOBLICUTb NPOMYCKHYHO CNOCOHBHOCTD

KaHana.

%

Ana Kommytatopos MES2348P, MES2348B, MES3348, MES3348F pna
obbeguHeHMAs B J/IMHEWHOW TOMOJOrMM CTEeKOoBbIX noptoB B LAG Heobxoaumo
ncnonb3oBaTtb uHTepdeiicbl tel-8/0/1, tel-8/0/4 vnun tel-8/0/2,te1-8/0/3. Mpun niobbix
APYrMx KOMOGMHaUUAX CTEKOBbIX NOPTOB OAMH M3 HUX byaeT HaxoauTbCA B pe3epse U
umeTb ctatyc Standby.

Kommymamopsl MES3508P, MES3508 He noddepyusarom pexcum cmexkuposaHusa. Hacmpolika

Kommymamopa 0718 pabomel 8 pexcume CMeKUpPo8aHUs

3anpoc KoMaHAHOM CTPOKU MMeeT caeayowmii BUa:

console (config) #

Tabnuua 28 — Ba3oBble KOMaHAbI

3Ha4yeHue/3Haye-
KomaHoa Hue no ymosn4a- Aelicmesue
HUto

stack configuration links HasHauaeT uHTepdeiicbl ANA CUHXPOHM3ALMM PabOTbl KOMMY-
{fol-4| tel-4 | gi9-12} - TaTopa B CTEKe.
stack configuration unit-id unit_id: (1..8 HasHavyaeT Homep ycTpoincTea «unit-id» NOKasbHOMY YCTPOU-
unit_id aufBVautol cTBY Qm KOTOpOMNBTHOHHeHa KomaHaa). CmeHa Homepa

YCTPOWCTBA NPOMU3OMAET NOC/Ie Nepesarpy3km KoMmyTaTopa.
no stack configuration YoaneHue HacTpoOeK CTeka.
stack unit unit_id unit_id: (1..8, all) Mepexon, K KOHPUTYPUPOBAHMIO FOHUTA B CTEKE.

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx 61




HELTEX

’ ’ [NnA npumeHeHUA HaCTpoeK cTeKa HeobxoaMMma nepesarpyska ycTpoicTsa.
ot

[pumep

=  HacTtpoutb MES5324 gns paboTbl B peXXume cTeKMpoBaHus. HasHauMTb BTOPbIM FOHUTOM, UCMO/1b30-
BaTb UHTepdelicbl fol-2 B KauecTBe CTEKUPYIOLMX.

console#config
console (config) #stack configuration unit-id 2 links fol-2

console (config) #

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT caeayowmii BUa;

console#

Tabanua 29 — bas3oBble KOMaHAbI, A4OCTYNHbIe B pexkume EXEC

Komanda 3Ha4yeHue/3Haye- }
Hue no ymonua- Aelicmeue
HUL
show stack — OTobparkaeT UHPopMaLMto 06 YCTPOMCTBAX, BXOLALLUX B CTEK.
show stack configuration OTobpaxkaeT MHOOPMALMIO O CTeKMpylowmx MHTepdercax
o IOHUTOB B CTEKE.
show stack links [details] PacwupeHHoe oTobparkeHne MHOOPMALMM O CTEKUPYIOLLMX
o nHTepoercax.

= [lpumep ncnoab3oBaHUA KomaHAabl show stack links:

console# show stack links

Topology is Chain

Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links

1 fol/0/1 fo2/0/2 40G fol/0/2

2 fo2/0/2 fol/0/1 40G fo2/0/1

YcTpoiicTBa € 0aMHaKoBbIMKM naeHtTudukatopamm «Unit ID» He moryT paboTtaTtb B 0gHOM
CTeke.

S

4.5 Hacrtpoiika PyHKUMIA KOmMmyTaTOopa

®YHKUMM NO HaYyaIbHOMY KOHPUIYPUPOBAHUIO YCTPOMCTBA MOXKHO pasaenvnTb Ha ABa Tuna.

— basoBas HacTpoiika — BK/toYaeT B cebs onpeaeneHne 6a3oBbiX GYHKLMI KOHOUTYpauum u
HACTPOMKY AMHaMU4Yeckux IP-aapecos.

— Hacrtpoiika napameTpoB cuctembl 6€30MaCHOCTM — BK/OYAET YNpaB/iieHWe CUCTEMOW
6e3onacHOCTM Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).
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/ Mpwu nepesarpysKe ycTpoiicTBa BCe HECOXPAHEHHbIe AaHHble 6yAyT yTepAHbl. aa coxpa-
HeHUA No6bIX BHECEHHbIX U3MEHEHUI B HACTPOWKY KOMMYTaTopa UCNOIb3yeTca cieayto-
LaA KOMaHAA:

console# write

4.5.1 bas3osasa Hacmpolika Kommymamopd

[ns Havana KoHOUrypaumm ycTpoicTBa HeEOBXOAMMO MOLKAOUYUTL YCTPOMUCTBO K KOMMbIOTEPY Yepes
nocnenoBaTe/bHbIM NOPT. 3aNyCTUTb Ha KOMMbIOTEPE MPOrpamMmmMy SMYIALUN TEPMUHANA COTNACHO NYHKTY 4.1
«HacTtpolika TepmuHana».

Bo BpemsaA Ha4yaibHOM HAaCTPOMKN MOXKHO onpeaenntb MHTepdeiic, KoTopbi byaeT MCcno/ib30BaTbCA AR
NOAKNOYEHUSA K YCTPONCTBY YAa/IeHHO.

basosan HaCTpOVIKa BK/IIOHaeT cheaytoulee:

1. 3apgaHue naposa ans nosnbsosatens «adminy» (c yposBHem npusunernin — 15).
Co3paHue HOBbIX MO/Ib30BaTENEMN.

HacTtpoiKa ctatnyeckoro IP-agpeca, Macku NOACETU U1 LWIJIHO3a MO YMOJIYaHUIO.
MonyyeHune IP-agpeca ot cepsepa DHCP.

HacTtpoitka napameTtpos npotokona SNMP.

vk wnN

4.5.1.1 3adaHue napons 044 nosavzosamesnsn «adminy» u co30aHUe Ho8bIx Nosb3osameneli

Dna obecneyeHnn 3aWMLLEHHOrO BXOA4A B CUCTEMY HEOH6XOA4MMO Ha3HAYMTb Napo/b Npu-
ral BUIErTMPOBaHHOMY No/sb3oBaTtento «admin».

Mms nonb3osaTensi U Napob BBOAWUTCA NMPU BXOAE B CUCTEMY BO BPEMSA CEAHCOB afAMUHUCTPUPOBAHUA
ycTpoicTBa. s co3gaHna HOBOro Nob30BaTENA CUCTEMbI UM HACTPOMKM N1t060ro 13 NapameTpoB — MMEHWU
noab30BaTe s, NAapoA, YPOBHA NPUBUAETVIA, UCNO/b3YIOTCA KOMaHAbI:

console# configure
console (config)# username name password password privilege {1-15}

V YpoBeHb npuBuneruii 1 paspelaeTt 4ocTyn K yCTPOMCTBY, HO 3anpeLuaeT HacCTPOMKy. Ypo-
BeHb Npusuaeruii 15 paspeluaeT Kak 40CTyn, Tak U HaCTPOIKY YCTPOMCTBa.

Mpumep KomaHg, ana 3agaHusa noab3osatento «admin» napona «eltex» u cosgaHusa nosnb3osartens
«operator» c naponem «pass» 1 ypoBHem npusuaernin 1:

console# configure

console (config) # username admin password eltex privilege 15
console (config) # username operator password pass privilege 1
console (config)# exit

console#
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4.5.1.2 PacwupeHHaa Hacmpolka yposHsa docmyna

Ha ycTpoiicTBe Cyw,ecTByeT BO3MOXKHOCTb pacnpesesieHna npaB Nnosib3osBaTesiell B 3aBUCMMOCTM OT
YPOBHS NpWBWUAErMiA, Ha KOTOPOM KaXKAbl M3 nosib3oBaTeneit 6bln co3gaH. KOHKPETHOMY YPOBHIO
npvBMAaEerMii NnpmuceamMBaeTca Habop KomaHg, KOTopble MOTYT BbIMOAHATLCA NO/b30BaTENAMMU C YPOBHEM He
HUKe 3aZaHHOTO.

’ KommyTtaTop nogaep:uBaeT cucTemy Haclef0BaHUMA Habopa KomaHA oT 60s1ee HU3KUX YPOB-
o Hel NnpuBUNErvi.

' MpuBunernn BbICTPaMBAIOTCA TONBbKO ANA KOHKPETHO 33afaHHOro ysna. Kaxayio KomaHay
o Heo6X0AMMO NPONUCbIBaTb ABHO, HE UCMO/Ib3yA COKPaLLeHHble GopMbl.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bua, 3anpoca KOMaHAHOMN CTPOKU peskMmMa rnobasbHOro KOHGUrypUpPoBaHUA:
console (config) #

Tabnmua 30 — KomaHabl 418 HAaCTPOMKM PaCLUMPEHHOro AocTyna

KomaHda 3HayeHue/3HayeHue .
Aelicmesue

no ymoa4aHuro
privilege context level com- MpucBanBaeT yKazaHHOMY YPOBHIO NPUBUAETNIA 334aHHYIO KO-
mand level: (1..15); MaHay

/ypoBEeHb NpUBUAETNIA - context — peXxMm paboTbl KOMAHAHOMN CTPOKM;
KOMaHZ, pexmma - level — ypoBeHb NpuBUAErnin, Ha KOTopom byaeT AOCTyNHa
EXEC — 1, HacTpaMBaemasa KOMaHAaa;
BCEX OCTa/IbHbIX KO- - command — KomaHaa.

No privilege context level com- MaHg — 15 YpanaeT focTyn K KOMaHAge € YPOBHA, HAa KOTOPOM KOMaHAa
mand 6bl1a paspelleHa.

= [Ipymep HacTpoIiKn Habopa KOMaHA ANA Nosib3oBaTena «admin» c 4 ypoBHeM npusuaernii M Habopa
KOMaHZA, oA nonb3oBaTens «usery» ¢ 10 ypoBHeM npuBuaerni

consolef#configure

console (config) #fusername admin password passl privilege 4
console (config) #fusername user password pass’Z privilege 10
console (config) #privilege exec 4 configure terminal
console (confiqg) #privilege exec 4 show running-config
console (config) #privilege config 10 vlan database

console (confiqg) #privilege config-vlian 10 vlan

Tenepb A1 NOKa/bHbIX MO/b30BaTeeN, Yelt ypOBEHb NPUBUIETUIA BbllLe UK paBeH 4, CTaHEeT AOCTyneH
BbIBOA, KOMaHAbl show running-config, Ho He 6yaeT gocTynHa HacTpoiKa vlan. [1na nonb3oBaTtenel, ypoBeHb
npuemaeruii Kotopbix cootTsetcTayeT 10 u Bbiwe, 6yaeT A4OCTyNHa HacTpoiKka 1 vlan, u BbiBog, KomaHAabl show
running-config.

4.5.1.3 Hacmpoliika cmamuueckozo IP-adpeca, Macku nodcemu U wist03a no yMmoa4YaHUro

[nsa BO3MOXKHOCTM yNpaB/ieHMA KOMMYTaTOPOM M3 ceTU HeOBX04MMO Ha3zHa4MTb ycTpoKcTay IP-aapec,
MacCKy NoAceTu 1, B Cy4ae ynpaBaeHWA U3 APYroin ceTu, W3 N0 YyMonYaHuio. IP-agpec MOXKHO Ha3HauUTb
nobomy nHtepdeiicy — VLAN, dusmnueckomy nopty, rpynne noptos (No ymondaHuto Ha nntepdeiice VLAN 1
Ha3HaueH IP-agpec 192.168.1.239, macKa 255.255.255.0). IP-agpec wnto3a A01KeH NpuHaaneskaTb K TOM e
NoAceTu, YTo M oanH u3 IP-nHTepdeiicos ycTpoiicTaa.
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B cnyuyae ecau IP-agpec HacTpamBaetca ana uHrepdeiica pusnyeckoro nopta uam rpynnbl
nopToB, 3TOT MHTepdelc yaanaeTca us rpynnbl VLAN, KOTOpoii OH npuHagaexKan.

IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha ntob6om uHTepdeice cTaTUUECKU
muau no DHCP He co3aaH gpyroii IP-agpec.

MNpu yaaneHun Bcex IP-agpecoB KommyTaTopa A0CTyN K Hemy 6yaeT ocyw,ecTBaaTbea no IP-
aapecy 192.168.1.239/24.

KKK

= [lpumep KOMaHA HacTponkm IP-agpeca gna nHtepderica VLAN 1.

MapameTpbl MHTEpdelica:

IP-adpec, HazHa4yaemeolli 0na uHmepgpelica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winto3a no ymonyaHuro — 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config)# exit

console#

[ns Toro ytobbl ybeantbea, uto agpec 6ol HasHavyeH UHTepdelicy, BBeaUTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [lony4yeHue IP-adpeca om cepsepa DHCP

Ona nonyyeHna IP-agpeca moxKeT ncnonbiosaTtbca npotokon DHCP, B cnyvae ecam B ceT npucyTcTByeT
cepsep DHCP. IP-agpec oT cepsepa DHCP mokHO nony4atb Yepes nobont uHtepdelic — VLAN, dusnyeckuii
nopT, rpynny nopTos.

V Mo ymonuaHuio DHCP-KAneHT BKAlOYEH Ha uHTepdeiice VLAN 1.

Mpumep HACTPOMKMK, NpeAHa3HAYeHHOM A1A NoslyvYeHma guHammyeckoro IP-agpeca ot DHCP-cepBepa
Ha nHTepdeice vlan 1:

console# configure

console (config) # interface vlan I
console (config-if)# ip address dhcp
console (config-if) # exit

console#

Ona Toro 4tobbl yoeanTbes, YTo agpec bbii HazHavyeH nHTepdelicy, BBeaMTe KoMaHAay:

console# show ip interface vlan I
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IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpoliika napamempos rpomokosaa SNMP dss docmyna K ycmpolicmay

YCTPOCTBO COAEPKMT BCTPOEHHbIN areHT SNMP 1 noagaepsknsaeT Bepcum npoTtokona vl/v2c/v3. AreHt
SNMP noapep»xunsaet Habop cTaHZAPTHbIX NepemeHHbIx MIB.

[ns BO3MOXKHOCTM agMUHUCTPUPOBAHUA YCTPOMCTBA NOCPeAcTBOM npoTokona SNMP, Heobxogumo
€034aTb X0TA 6bl 0AHY CTPOKY coobuecTBa. KommyTaTtopbl NoaAepKMBAIOT TPM TUMA CTPOK coobuiecTsa:

— ro — onpegensaeT AOCTYN TO/IbKO Ha YTeHue;
— rw — onpegenset AOCTYN Ha YTEHUE 1 3anuch;
— su — onpeaenaet goctyn SNMP-agmuHucTpaTopa.

Hanbonee pacnpocTpaHeHO WMCMNOJIb30BaHWE CTPOK coobuiectBa public — ¢ AOCTYNOM TONbKO ANS
yTeHus obbekToB MIB U1 private — c AOCTYNOM Ha YTEHWE U U3MeHeHMe obbekToB MIB. [na Kaxagoro
coobuiecTBa MOXKHO 3aaaThb IP-agpec cTaHUMK ynpaBaeHus.

Mpumep co3pgaHua coobuiectBa private ¢ JOCTYNOM Ha 4YTeHMe M 3anucb M IP-apgpecom craHumu
ynpasneHna 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[ns npocMoTpa co3aaHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec
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System Contact:
System Location:

4.5.2 Hacmpoliika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHns 6e30MacHOCTM CUCTEMbl MCMOAb3yeTcs MmexaHusm AAA  (ayTeHTUdMKaums,
aBTOpM3aums, yyeT). Ans wmudpoBaHMA AAaHHBIX UCMOb3YETCA MexaHu3m SSH.

— Authentication (ayTeHTUdUKaLMA) — conocTaBNeHME 3anpoca CYLLEeCTBYOLWEN YYETHOM 3anucK
B cucteme 6€30NacHOCTM.

— Authorization (aBTopu3auua, NPOBEPKA YPOBHA A0CTYNa) — COMOCTaB/IeHNe YY4ETHOM 3anncK B
cucteme (NpolueaLwert ayTeHTUPUKaLMIO) M onpesenéHHbIX NONHOMOYMIA.

— Accounting (y4€T) — cnexeHue 3a noTpebieHneM pecypcoB No/b30BaTeNIeM.

Mpyn MCNONb30BAHUKN HACTPOEK YCTPOMCTBA MO YMOJIYAHUIO MMA MNoJib30BaTena — admin, naponb —
admin. Maponb HasHavyaeTcs nosib3oBaTesiem. B cnyyae, ecnv naponb yTpayeH, MOXHO nepesarpysuTb
YCTPOMCTBO U 4Yepe3 CepUMHbIM MOPT NPepBaTb 3arpy3Ky, Haxas Knasuwy <Esc> wnnu <Enter>. B TeyeHnn
nepBbIX 4BYX CEKYHA, NOC/Ie NOABAEHNA COOBLLEHNA aBTO3arpy3Kn OTKPOETCA MeHIo Startup, B KOTOPOM HYKHO
3anycTuTb Npoueaypy BocctaHoBneHUa napons ([2] Password Recovery Procedure).

V Monb3osaTtenb no ymonuanuio (admin/admin) cywecteyer Ao Tex nop, NOKa He CO34aH Aio-
60i1 gpyroii nonb3oBaTtenb C ypoBHeM npusunerui 15.
«' Mpu yaaneHuu Bcex co3gaHHbIX Nonb3oBaTenen ¢ 15 yposHem npuBunernii goctyn K Kom-
myTaTopy byaeT ocywiecTBAATLCA NOA Noab3oBaTenem no ymondanmio (admin/admin).

Ana obecneyeHus nepBOHaqaanoﬁ 6esonacHoCTH napo/ib B CUCTeMe MOXHO 3a4aTb ANA CEPBUCOB:

— KoHconb (nogxntoueHne Yepes cepuinHblii NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 0415 KOHCOAU

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# line console

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password console

B oTBeT Ha NpurnaweHue BBeCTU Napoab BO BpeMA perncrpauum B yCTpOVICTBe yepe3 ceaHC KOHCOoU
BBeAUTE NAapPO/ib — console.

4.5.2.2 YcmaHoska naposns 004 Telnet

aaa authentication login authorization default line
aaa authentication enable default line

console (config) #

console (config) #

console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default
(

console (config-line)# password telnet
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B oTBeT Ha npwuraaleHne BBECTM Napo/ib BO BPeMsa Pernctpauum B ycTpoicTee yepes ceaHc Telnet

BBeAUTE Napo/ib — telnet.

4.5.2.3 YcmaHoska napons 0n1a SSH

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line
console (config)# ip ssh server

console (config)# line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

(

console (config-line)# password ssh

B oTBET Ha Npu1raaweHMe BBECTM Napo/ib BO BPEMSA PErMCTPaLLMM B YCTPOMCTBE Yepes ceaHc SSH BBeauTe

naponb — ssh.

4.5.3 Hacmpoiika 6aHHepa

Ona yaobcrea aKcnyaTaumm ycTpoMCTBa MOXKHO 3a4aTb 6baHHep — coobuieHune, coaepkaulee nobyro

nHoopmaumto. Hanpmumep:

console (config)# banner exec ;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPAB/JIEHUE YCTPOUCTBOM. UHTEPPENC KOMAHAHOWM CTPOKU

[Nna KOHPUTypaLMM HacTPOEK KOMMYTaTopa MCMO/b3yeTcA HECKOIbKO PEKMMOB. B Kaxkaom pexkume
[OCTyNeH onpeaeneHHbld CNMCOK KoMaHa. BBog cMmBONa «?» CAYXWT AnA NPocmoTpa Habopa KomaHg,
AOCTYMHbIX B KaXKAOM U3 PEKUMOB.

[na nepexoda M3 OAQHOMO pe)MMa B APYroi WCMOAb3YIOTCA CrneuManbHble KomaHabl. MepedeHb
CYLLECTBYIOLLMX PEKMMOB N KOMaHA, BXOAa B PEXNM:

KomaHOHbili pexcum (EXEC), paHHbIV pexum gocTyneH cpasy nocse ycrnewHowm 3arpyskn KommyTtaTopa
M BBOAA MMEHW MOJIb30BaTeNs M Mapona (4Nns HenpuBMAErMpoBaHHOIO Nnosb3oBaTens). MpurnaweHue cu-
CTEMbI B 3TOM peXUMe COCTOUT U3 MMeHM ycTpolicTBa (host name) n cumsona “>”.

console>

MpueuneauposaHHbiii KOMaHOAHbIl pexcum (privileged EXEC), naHHbIN pexXMm AOCTyNeH cpasy nocne
yCNewHoM 3arpy3kn KOMMyTaTopa, BBOAA MMEHM NONb30BaTeNA M Napons. MpurnaleHne cUcTembl B 3TOM
perKMme COCTOUT U3 UMeEHM ycTpoiicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoii KoHpu2ypayuu (global configuration), naHHbl pexum npeaHasHayeH AnA 3a0a-
HUA 0b6LWMX HacTpoeK KommyTaTopa. KomaHabl pexuma rnobanbHo KoHbUrypaumm gocTynHbl U3 Atoboro
noapexkmma KoHpurypaumm. Bxoa B pexxmm ocyLL,ecTBNAAeTCA KOMaHA0N configure.

console# configure
console (confiqg) #

Pexcum KoHdpu2ypayuu mepmuHana (line configuration), paHHbili pexxnum npegHasHadeH Ansa KoHu-
rypaumm, cBasaHHol ¢ paboToi TepmmMHana. BXoa B pekunm ocyLLecTBAAETCA U3 pexXnma rnobanbHoi KoHOK-

rypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3soBble KOMaHAbI

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexxkmnme EXEC nmeet cneayowmin Bua;

console>

Tabnnua 31 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexxmume EXEC

3HayeHue/3Ha4yeH
KomaHoa ue no Aelicmesue
YMOAYAHUIO
enable [priv] priv: (1.15)/15 MepekNoUYNTLCA B MPUBUAETMPOBAHHbIN PEXUM (€CN 3HaYe-
HWe He YKa3aHOo — TO ypoBeHb npusuneruii 15).
login — 3aBepLueHue TeKyLLe CeCCUM U CMeHa NoNb30BaTesN .
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exit

3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.

help

3anpoc cnpaBo4YyHoOM MHPOopmMaLmK 0 paboTe MHTepdeica Ko-
MaHZHOW CTPOKMU.

show history

MoKasaTb MCTOPUIO KOMaHZ, BBEAEHHbIX B TEKyLLeln TepmMu-
HaNbHOW ceccum.

show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BaATENS.

terminal history

—/dyHKUMA
BK/KOYEHa

BKAOUMTE DYHKLMIO COXpaHEeHWA UCTOPUWM BBEAEHHbIX KO-
MaHZ, ANA TEKyLWEeN TePMUHANbHOM ceccuum.

terminal no history

OTKNOUYNTD GYHKLMIO COXPAHEHUSA UCTOPUM BBELEHHBIX KO-
MaHZ, ANA TEKyLWEeN TePMUHANbHOM ceccuum.

terminal history size size

size: (10..207)/10

N3meHUTb pasmep Bydepa UCTOPUM BBEAEHHbIX KOMaHA, AA
TeKyLLel TEPMUHAIbHOW Ceccum.

terminal no history size

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

terminal datadump

—/BblBOA, KOMaHA,
pasgenseTca no

OT06pa3unTb BbIBOA KOMaHA 6e3 pasaeneHuna Ha CTPaHWUUbI
(pa3peneHvie BbIBOAA CNPaBKM MO CTPAHWLLAM OCYLLECTBASA-
eTca cTpokoi: More: <space>, Quit: g or CTRL+Z, One line:

CTpaHMuam <return>).

terminal no datadump YCTaHOBWUTL 3HAYEHME MO YMOYAHMIO.

terminal prompt BkouMTb NoaTBEpPXKAEHWE Nepes, BbINOIHEHMEM HEKOTOPbIX
—/dyHKuMA KOMaHa,

terminal no prompt BKNtOYEHA OTK/NOYNUTDL MOATBEPKAEHUE NEpes BbINONHEHWEM HEKOTO-

PbIX KOMaHA,

show banner [login | exec]

OTobparkaeT KoHOUTypaunto 6aHHePOB.

KomaHObI pexcuma privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT caeayiolmii BUA;

console#

Tabnunua 32 — ba3oBble KOMaHAbl, AOCTYMHbIe B pexkume privileged EXEC

KomaHoa

3Ha4yeHue/3HayeH
ue no
YMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCFI B HOpMa/’IbeIVI pPeXum 13 npnuBnNerMpoBaHHoOro.

configure[terminal]

MepelTu B pexmm KoHOUrypaumm.

debug-mode

MepeinTu B peUm OTNaLKN.

set system mode {acl-sginq
| acl-sqging-udb}

acl-sging

YCTaHOBUTb PeXUM HACTPONKKN PuabTpaLmm Tpaduka.

- acl-sqing — pexXunm No ymonyaHuio;

- acl-sqing-udb — BABOE yMEHbLWEHO KO/IMYECTBO BO3MOMNK-
HbIX NpaBun SQinQ; pobaBneHa BO3MOXKHOCTb GUAbTPALUM
no TpuHaguatM oddcetam (B perkume MO yMONYAHUIO —
nATb).

KomaHObI, docmyriHbie 80 8cex pexumax KoHguaypayuu

3anpoc KOMBH,CI,HOI?I CTPOKN nmeeT O4nH U3 cheagyrowmnx snaos:

console#

console (config) #

console (config-line) #
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Tabnnua 33 — Ba3oBble KOMaHAbl, JOCTYMHbIE BO BCEX PEXMMAX KOHOUTYpaLmm

3HayeHue/3HayeH
KomaHnoa ue no Aelicmeue
ymon4yaHuro
exit _ BbIliTv 13 ntoboro pexknma KoHOUrypaumm Ha ypoBeHb Bbllle
B Mepapxuun komang, CLI.
end BbITK 13 N060ro pexkuma KoHOUrypauum B KOMaHAHbIN pe-
o *um (Privileged EXEC).
do BbINONHWUTL KOMaHAY KomaHaHoro ypoBHa (EXEC) us nioboro
o peXnma KoHdpurypaumu.
help — BbIBOAMT cnpaBKy N0 UCMO/Ib3yeMbIM KOMaHAaM.

KomaHObI pexcuma 2a06ana6Hol KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM MMEET CedytoLmin Bua,

console (config) #

Tabnvua 34 — Ba3osble KOMaHAbI, AOCTYMHbIE B PEXUME KOHbUTypaumm

KomaHda

3HayeHue/3HayeH
ue no
YMOAYAHUIO

Aeiicmeue

banner exec d
message_text d

no banner exec

3afaTb TeKCT coobleHns exec (nMpumep: Nosb30BaTesb
YCMeLHO BOLIEN B CUCTEMY) U BK/IOUUTb BbIBOA, HA SKPaH.

- d — pasgenuTtens;

- message_text — TeKcT cooblueHun (B cTpoke Ao 510 cumeo-
nos., obuee 2000 cumBonOB).

YpanuTb TeKCT cooblueHns exec.

banner login d
message_text d

no banner login

3afatb TeKcT coobueHus login (MHbopmaLmMoHHOe cooblue-
HWe, KoTopoe oTobparkaeTca nepes BBOLOM UMEHWU NOJb30-
BaTeNA U MApPOA), U BKIOYUTb BbIBOA Ha SKPaH.

- d — pasgenuTtens;

- message_text — TeKcT cooblueHus (B cTpoke Ao 510 cumso-
nos, obuiee 2000 cMMBO/IOB).

Yaanutb TekcT coobuieHus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

3anpoc KOMaHAHOW CTPOKM B PeXKMME KOHPUTYpaLMM TEPMUHANA UMEET CAeAyIoW M BUA;:

console (config-line) #

Tabnuua 35 — BasoBble KOMaHAbI, LOCTYMHbIE B peXKMMe KOHUTypaLuumn TepMMHaNa

3HayeHue/3HayeH
KomaHda ue no Aelicmeue
YMOAYAHUIO
history BKNOUNUTL OYHKLUUIO COXPaHEHWUS UCTOPUM BBEAEHHBIX KO-
—/byHKUMA MaHg,.
no history BK/IOYEHA BbIKNOUNTb QYHKLMIO COXPAHEHUA UCTOPUM BBEAEHHbIX KO-

MaHA.

history size size

no history size

size: (10..207)/10

M3meHuTb pasmep bydepa uctopum BBEAEHHBIX KOMaHA,

YCTaHOBUTb 3HaAYeHue no YMOI4aHUIO.

exec-timeout timeout

no exec-timeout

timeout:
(0..65535)/10 muHyT

3afatb TaliM-ayT TeKyLel TePMUHANBHOM CECCUU B MUHYTaX.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.
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5.2 ®unbTpayma coobLeHM KOMaHOHOK CTPOKM

®dunbTpaums coobuieHnii No3BoNsSET YMEHbWUTb 06beM 0TOBpaXKaeMbIX AaHHbIX B OTBET Ha 3anpochl
nosib3oBaTenst U 0baerynTb NOUCK Heobxoammon nHpopmaumn. Onsa dbunbTpaunmn nHbopmauumn Tpebyetca
006aBUTb B KOHel, KOMaHAHOM CTPOKM cumBOoA “|” U ucnonb3oBaTb OAHY W3 onuuii GpuabTpauumu,
nepeyncieHHbIx B Tabanye 36.

Tabanuya 36 — KomaHabl pexkuma rnobanbHoM KoHGUrypaumum

3HayeHue/3HavyeH
Memod ue no Aelicmeue
YMOMYAHUIO
begin pattern MoKa3blBaeT CTPOKW, MEPBble CUMBOJIbI KOTOPbIX COOTBET-
CTBYIOT WwabnoHy pattern.
include pattern - BbIBOAMT BCE CTPOKM, cogeprKalyme WwabnoH.
exclude pattern BblBOAMT BCE CTPOKM, He cogepsKalme wabioH.

5.3 [lepeHanpaBneHue BbiBoga KomaHpg CLI B nponsBonbHbIi paiin Ha N3Y

NHTepdelic KOMaHAHOM CTPOKU NPefoCcTaBAseT BO3MOMKHOCTb NepeHanpas/ieHNs BbiBOAA KOMaHA, B
Npown3Bo/ibHbIN dain Ha M3Y.

[na Toro ytobbl KONMPOBaTb BbIBOA, KOMaHAbI B Gain (Nnepesanuncatb ¢aiia, ecan Takol yxKe cyuie-
cTByeT), TpebyeTtca nocne Habopa KoMaHAbl 0TobparkeHNa MHGopMaLunm 406aBUTbL CUMBOA «>» U YKa3aTb MMA
daiina. na Toro, UTobbI KONMPOBATL BbIBOA KOMaHAbI B KOHeL, paitna, nocie Habopa KOMaHAbl 0TOBPaXKeHUA
HpopMaunn 4o6aBUTb CUMBOA «>>» U YKa3aTb MMA daiina. Mpumep UCNONb30BaHUA:

console#show system >> flash://directory/filename

MepeHanpaBAaTb BbiBOA KOMaHA, B Gaiin MOXKeT TO/IbKO Noab3oBaTtesib ¢ 15 ypoBHem npu-
BUNErU.

.‘

5.4 HacTpolKa MaKpOKOMaHA,

[aHHasa GyHKUMA NO3BONAET CO34aBaTb YHUOUUMPOBaHHbIE Habopbl KOMaH4 — MaKpOCbl, KOTopble
MOXHO BNOCNeACTBUN NPUMEHATb B NpoLecce KoHOUrypauum.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnnuya 37 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumum

3HayeHue/3HayeH
KomaHda ue no Aeiicmeue

YMOAYAHUIO
macro name word [track Co3paeT HOBbI HAbOp KOMaHA, eciv Habop C TAKUM UMEHEM
object [state activa- cywectsyeT — nepesanucbiBaeT ero. Habop KomaHz BBO-
tion_statel]] ANTCA NOCTPOYHO. 3aKOHUYMTb MAKPOC MOXKHO C MOMOLLbIO
cMmBona “@”. MakcMmanbHana aAnvHa makpoca — 510 cumBso-
N0B. B Tene makpoca MOXKHO UCNO/Ib30BATh A0 TPEX NepemeH-
word: (1..32) HbIX B KOHPUrypaumu. Ecam 3apaH napametp track, makpoc

CMMBONOB

no macro name word

object: (1..64);
activation_state:
(any, up, down)/any

byaeT akTMBMpPOBaH Npu nameHeHnn TRACK ob6bekTa ¢ Home-
pom object, B cooTBeTCTBMM C NapameTpom state (up — aKTu-
BaumAa npu nepexoge u3 coctoaHna DOWN B coctoaHune UP,
down — aKTMBauma npu nepexose u3 coctoaHuna UP B cocTo-
AHMe DOWN, any — akTuBauma npu 1tobom M3mMeHeHUn co-
CTOAHMA). MaKpOC HE MOXET BbITb aKTUBMPOBAH USMEHEHNEM
TRACK 06beKTa Npu HaiMuMK NepemeHHbIX B Tese.

Ypanset yKasaHHbI Makpoc.

macro global apply word word: (1..32) MpuUMeHAET yKasaHHbI MaKpoc.
CUMBO/I0B

macro global trace word word: (1..32) MpoBepseT yKazaHHbI MaKpOC Ha BaIMAHOCTb.
CUMBO/IOB

macro global description Co34aeT CTPOKY-AeCcKpUNTop rnobanbHOro Makpoca.

word: (1..160)

word

CUMBOJI0B

no macro global description

Ypanaet CTpoKy-AeCcKpunTop.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 38 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmon4YaHuo

HAelicmeue

macro apply word [pat-
ternl valuel] [pattern2
value2] [pattern3 value3]

macro trace word

word: (1..32)
CMMBO/I0B

MpUMeHSEeT yKasaHHbI Makpoc.

pattern — wabnoH, cocToALMI U3 06BABNEHUA, HaNnpUMep
cumBona "S$", U nepemeHHO, HanMCaHHbIX CIUTHO

value — nepemeHHasn KoHUrypaumm

MpoBepseT ykasaHHbIN MaKpOC Ha BaUAHOCTb.

show parser macro

[{brief | description [inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}] | name
word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
word: (1..32)
CMMBOJIOB

OTobpaskaeT napameTpbl
ycTpoiicTse.

HACTPOEHHbIX MaKpPOCOB Ha

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU perKnMmMa KOHbUrypauum nHtepdeica:

console (config-if) #
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Tabnnua 39 — KomaHabl pexkmma KoHourypaumm nHtepdelica

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
macro apply word [pat- MpUMeHAET yKa3aHHbI MaKpoc.
tern1 valuel] [pattern2 word: (1..32) pattern — WwWaboH, COCTOALLMIA U3 06BABNEHMA, HANPUMEP
value2] [pattern3 value3] CMMBOJI0B cumBona "$", M nepemeHHOM, HanMcaHHbIX CIMTHO
value — nepemeHHas KOHPUrypaumm
macro trace word word: (1..32) MpoBepsaeT yKasaHHbIM MaKPOC Ha Ba/IMAHOCTb.
CMMBO/10B
macro description word word: (1..160) YcTaHaBAMBaET CTPOKY-AECKPUNTOP MAKpPOCa.
no macro description CMMBONOB YpanAaet CTpoKy-AecKkpunTop.

5.5 KomaHpgbl ynpaBaeHUA cuctemom

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnmua 40 — KomaHabl ynpasaeHusa cuctemoi B pexxume EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D] [df]

host: (1..158) cumsonos;
size: (64..1518)/64 6aiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHga cayxut ana nepegadn 3anpocoe (ICMP  Echo-
Request) npoTokona ICMP ykazaHHOMY Y31y CETH, @ TaKKe Ann
KOHTpoAs noctynatowwmx oteetos (ICMP Echo-Reply).

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — nomeHHoe Ums y3na cetu;

- Size — pa3mep nakeTa A/1a OTNPaBKKU, KOANYECTBO 6alT B na-
KeTe;

- count — KOIMYECTBO MAKETOB A/1A nepesayu;

- timeout — Bpemsa 0XWAaHWA OTBETa Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumBonOB;
size: (68..1518)/68 6aitr;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHga cayxut ana nepegaun 3anpocos (ICMP  Echo-
Request) npoTtokona ICMP yKasaHHOMY Y31y CETH, a TaK e,
017 KOHTpoAA nocTynatowmx oteeTtos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-agpec y3na ceTyu;

- host — nomeHHOe Ums y3na cetu;

- Size — pa3mep naKkeTa A1a OTNPaBKKU, KOANYECTBO 6alT B na-
KeTe;

- count — KOZIMYECTBO MAKeTOB A/1A nepesayu;

- timeout — Bpemsa 0XnAaHua OTBETa Ha 3anpoc.

traceroute ip {A.B.C.D |
host} [size size] [ttl tt/]
[count count] [timeout
timeout] [source
ip_address]

host: (1..158) cumsonos;
size: (64..1518)/64 6aiiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpegeneHve MapuwpyTa Tpaduka [0 Yy3na HasHayeHus.
- A.B.C.D — IPv4-appec y3na cetu.
- host — pomeHHoe Ums y3na cetu;
- Size — pa3mep naKkeTa A1a OTNPaBKKU, KOANYECTBO 6alT B na-
KeTe;
- tt/ — MaKkcMmanbHOe KONMYECTBO YHaCTKOB B MapLUpyTe;
- count — KOZIMYECTBO NOMbITOK NepeAayn NakeTa Ha KaxKgom
y4acTke;
- timeout — Bpems 0XWAaHWA OTBETA HA 3anpoc;
- IP_address — IP-agpec uHTepderica KommyTaTopa, UCNOJb3y-
eMblii A4nA nepesaym NakeTos;
OnucaHue oWUB0K NpU BbINOIHEHUU KOMaHA, U pe-
3y/NbTaTOB NpuBeAeHo B Tabanuax 42, 43.

74 Ethernet-kommymamopei cepuli MES53xx, MES33xx, MIES35xx, MES23xx




DHELTEX

traceroute ipv6
{A.B.C.D.E.F | host} [size
size] [ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonoB;
size: (66..1518)/66 baiiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 c;

OnpegeneHue mapLupyTa TpaduKa A0 y31a HazHavyeHusA.
- A.B.C.D.E.F — IPv6-agpec y3na ceTu.
- host — nomeHHOe MMA y3na ceTu;
- Size — pa3mep nakeTa ANA OTNPABKK, KOAMYecTBO BalT B Na-
KeTe;
- ttl — MakcMManbHOE KONNMYECTBO Y4aCTKOB B MapLUpYTE;
- count — KOJIM4eCTBO MONbITOK Nepefayn naketa Ha Kaxaom
yyacTke;
- timeout — BpemaA OXKMAaHWUA OTBETA Ha 3anpoc;
- IP_address — IP-appec uHTepdelica KommyTaTopa, UCNO/b3Y-
eMblli g5 nepesaym NakeTos.
V OnucaHue oWwM60K NpyU BbINONIHEHUW KOMaHA, U pe-
3y/bTaToOB NpUBeAeHoO B Tabnnuax 42, 43.

telnet {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonOB;
port: (1..65535)/23

OTkpbiTe TELNET-ceccun ana y3na cetu.

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — nomeHHoOe Ums y3na cetu;

- port — TCP-nopT, no KoTopomy paboTaeT cnykba Telnet;

- keyword — kntoyeBoe €n0BO.
OnucaHue cneuyuanbHbix KomaHpg Telnet u Knloue-
BbIX C/I0B NPUBEAEHO B Tabnuue 44

ssh {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonoB;
port: (1..65535)/22;

OTKpbiTHe SSH-ceccumn ana ysna cetu.
- A.B.C.D — IPv4-agpec y3na cetu;
- host — BOMeHHOEe UMA y311a CeTH;
- port — TCP-nopT, no KoTopomy paboTaeT cnykba SSH;
- keyword — knto4yeBoe CNoBO.
V OnucaHue KAKueBbiX CNOB NpUBeAEeHO B Tabauue
45,

resume [connection]

connection:
(1..5)/nocnegHss
yCTaHOBJ/IEHHanA ceccus

MNepekntoveHme Ha Apyryto yctaHoBaeHHyto TELNET-ceccuto.
- connection — Homep ycTaHOB/IeHHOM telnet-ceccuu.

show users [accounts]

OTo6parkeHne MHGOPMaLMK O NONL30BATENAX, UCMO/Ib3YIOLLMX
pecypcbl yCTpoicTBa.

show sessions

OTobpaxkeHne MHGopmauumn 06 OTKPbITbIX CECCUAX K YAANEH-
HbIM YCTPOWCTBaM.

show system

BblBOA cMCTEMHOMN MHbOPMALMMK.

show system battery

OTobpakeHne MHPopmauun o batapee.

. . unit: (1..8)/— . o
[unit unit] - unit — HoMep YCTPOMCTBA B CTeKe
show system id [unit unit] OTobparkeHne cepunHOro Homepa yCTPOMCTBA, PEBU3UM NNATbI
unit: (1..8)/— n 6asosoro MAC-aapeca.
- unit — Homep yCTPOMCTBA B CTEKe.
show system [unit unit] unit: (1..8)/— OTobparkeHne CUCTEMHOM MHPOPMALLMM KOMMYTATOPA.
- unit — Homep YCTPOMCTBA B CTeKe.
show system fans [unit . OTobpaxkeHne MHOPMaL MU O COCTOAHUN BEHTUNATOPOB.
unit] unit: (1..8)/— - Unit — HOMep YCTPOWCTBA B CTEKE.
show system power- OTobpaxkeHrne MHPOPMALUN O COCTOAHUM UCTOYHMKOB MUTa-
supply - HUA.
show system sensors — OTobpaxkeHne MHOopMaLUKM TeMnepaTypHbIX AaTYNKOB.
show version OTobpakeHne TeKyliei BepcMu CUCTEMHOrO MPOrpaMmMHOro
o obecneyeHuns yCTpoOMCTBa.
show system router OTobpaxkeHne pasmepa M 3aHATOCTM annapaTHbIX Tabauy,
resources YyCTpOICTBa (MapLupyTU3aumm, coceaen, MHTepdeicos).
show system tcam OTobpaxkeHue 3arpysku pecypcos namatm TCAM (onpege-
utilization unit: (1..8)/— NIeHHO agpecyemas NamsTh).
[unit unit] - unit — Homep YCTPOMCTBA B CTEKE.

show tasks utilization

OTO6paXkeHne ypoBHA 3arpy3KM pecypcos LEeHTPasIbHOro npo-
LLeccopa KOMMmyTaTopa 418 KaxKAoro CMCTEMHOTO npoLecca.
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show tech-support OT0b6parkeHne nHbopmaLmmn 06 ycTpoicTee, Heobxoanmol ans
[config | memory] Ha4ya/ZIbHOM ANArHOCTUKM Npobaem.

BbiBO4 KOMaHAbI NpeacTaBaseT coboit KombuHauuo
V BbIBOAOB NepPeyYnC/eHHbIX HUXKe KOMaHA:

e show clock

e show system

e show version

e show bootvar

e  show running-config

e show ipinterface

e show ipv6 interface

e show spanning-tree active

e show stack

e show stack configuration

o show stack links details

e show interfaces status

e show interfaces counters

e show interfaces utilization

e show interfaces te1/0/xx

e show fiber-ports optical-transceiver

e show interfaces channel-group

e  show cpu utilization

e show cpu input-rate detailed

e  show tasks utilization

e show mac address-table count

e showarp

e show errdisable interfaces

e showvlan

e show ip igmp snooping groups

e show ip igmp snooping mrouter

e  show ipv6 mld snooping groups

e  show ipv6 mld snooping mrouter

e show logging file

e show logging

e show users

e show sessions

e show system router resource

e  show system tcam utilization

show storage devices - OTobpaxkeHne nosHoro cnvcka M3Y v ux pasgenos.
' . KomaHpa «show sessions» oTobparkaeT Bce yaaneHHble COeAUHEHMUSA TONIbKO U3 TeKyLu el
rad ceccum. [laHHaA KOMaHAa UCNONb3yeTcA caeaylowmm obpasom:
1. BbINONHUTb NOAKAIOYEHUEe K YAaNEHHOMY YCTPOMCTBY C KOMMYTATOpa C NOMOLLbIO

2.

TELNET nnun SSH;

BepHyTbCA B pOAUTENLCKYIO ceccuio (Ha KommyTtaTop). N8 3Toro HaxkaTb KOMBGUHaUMIo
Knasuw <Ctrl+Shift+6>, oTnycTUTb M HaXaTb <x> (MKc). MponsongET nepexos B poau-
TeNbCKYH Ceccuio;

BbINOAHUTL KOMaHAY «show sessions». B Tabauue A0AXHbI NPUCYTCTBOBATb BCE UCXO-
AAllMe coeaMHEHUA B TeKylei ceccum;

DOnsa Toro utobbl BEpHYTbCA K CECCUU YAANEHHOrO YCTPOMCTBA, HE06X04UMO BbINOJIHUTD
KomaHay «resume N», rae N — Homep coeauMHeHUA U3 BbiBOAA KOMaHAbl «show
sessions».
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KomaHOb1 pexcuma privileged EXEC

3anpoc KoMaHAHOM CTpoKK B pexume privileged EXEC umeet cneaytowmii Bua;

console#

Tabnnua 41 — KomaHabl ynpaBieHua cuctemon B pexknme privileged EXEC

3HayeHue/3Haye-
KomaHoa Hue no ymon4a- Aelicmeue

HUL

reload [unit unit_id] unit_id: (1..8)/— KOM.aqu,a CNYXKUT s nepesanycka yCTponCTea.
- - unit_id — Homep yCTPOWCTBa B CTEKE.
reload in {minutes | hh:mm} minutes: (1..999); N N
hh: (0..23), mm: YCcTaHOBKa NPOMENKYTKa BPpeMEHH, l4evpe3 KOTOpbI Npou3om-

(0..59). [eT OTNIOXKEHHan nepesarpysKka ycTponcTsa.
reload at hh:mm hh: (0..23), mm: N

(0..59). YcTaHOBKa BpeMeHM nepesarpysku ycTpoicTea.
boot password password YcTaHOBKa naposia Ha bootrom.
no boot password - YpaneHnve napons Ha bootrom
reload cancel — OTMmeHa OT/I0XKEHHOro nepesanycka.
show cpu utilization OtobparkeHune CTaTUCTMKM NO YPOBHIO 3arpy3Ku pecypcos LeH-

- TpasbHOro NpoLeccopa.
show cpu input rate OTobparkeHWe CTAaTUCTUKM MO CKOPOCTU BXOAALWMX Gpeinmos,
a obpabaTbiBaeMbIX MPOLLECCOPOM.
show cpu input-rate OTOob6parkeHne CTaTUCTUKM MO CKOPOCTM BXOZALLMX Gperimos,
detailed - obpabaTbiBaembix MpoLLECCOPOM MO TUNY TpaduKa.
show cpu thresholds — OTobparkeHune CNMCKa HaCTPoeHHbIX noporos ana CPU.
show memory thresholds - OTobparkeHune CN1cKa HaCTPOeHHbIX Noporos Ana RAM.
show sensor thresholds — OTobparkeHne CN1cKka Noporos A1 AATYNKOB.
show storage thresholds - OTobparkeHne cnncka Noporos 415 pas3fesioB YCTPOUCTB.
show system mode . OtobparkeHne MHPopMauumn o NnapameTpax GUAbTPaLUN Tpa-
dukKa.

= [Ipumep UCNONb30BaHUA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x ok

Tabnnua 42 — OnucaHue pesynbTaToB BbINOJIHEHUA KOMaHAbI traceroute

lMone OnucaHue
1 MopAAKOBbLIA HOMEP MapLIPyTM3aTopa B NYTU K YKa3aHHOMY Y37y CETH.
gateway.eltex CeTeBO€E MMA 3TOrO MapLIPyTM3aTOpa.
192.168.1.101 IP-agpec aToro maplipyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a KOToeoe nakeT 6bl1 NepesaH M BEPHYACA OT MapLipyTM3aTopa. YKasbiBa-
eTCcA ANA KaXKA0M NONbITKM Nepefayn nakeTta.

an BbINOJIHEHUWN KOMaHAbI traceroute moryTt ﬂpOMSOﬁTM OLLIVI6KVI, onucaHue owmnboK npmneeaeHoO B

Tabnuue 43.
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Tabnnua 43 — OWMBKKM NpU BbINOJIHEHMM KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TalimayT Npu NoNbITKE Nepesayn nakeTa.
? HewnsBecTHbIM TUM NaKeTa.
A ALMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT Npu BNOKMPOBAHMM UCXOAA-
wero Tpadumka no npasmnam B Tabauue goctyna ACL.
F TpebyeTcs pparmeHTauma n yctaHoBKka 6mTos DF.
H Y3en cety HeJOCTynNeH.
N CeTb HegOCTyNHa.
P lpoToKOoN HepoCTyneH.
Q MCTOYHMK noaaBieH.
R NcTekno Bpems NOBTOPHOM cOopKu dparmeHTa.
S OwnbKa ncxoaallero mapLupyTa.
U MopT HepocTyneH.

MporpammHoe obecneyeHne Telnet KOmMMyTaTOpoB MNOAAEPXKMBAET CneumanbHble KOMaHAbl —
OYHKLMWN KOHTPONA TepmMMHana. Jna BXo4a B peXMM CneupmanbHbIX KOMaHZ BO Bpems akTusHoM Telnet-
Ceccum NCNoIb3yeTcss KOMOUHALUMA KNaBuw <Ctrl+shift+6>.

Tabnuua 44 — CneumanbHble KomaHabl Telnet

CneyuanbHasA Ko-
HasHayeHue
MaHOa
AN Mepepatb no telnet paspbiB coeguHeHUs.
A C Mepepatb no telnet npepbiBaHne npouecca (IP).
AN K Mepeaatb no telnet yaaneHme cumsona (EC).
Ao Mepeaatb no telnet npekpalyeHne Bbisoaa (AO).
ARt Mepepatb no telnet coobuweHne «Are You There?» (AYT) Ana KOHTpOAs nogkatode-
HUA.
ANy Mepepaatb no telnet ctupanue ctpoku (EL).
AN X Bo3BpaT B peKMM KOMaHAHOM CTPOKMU.

TaKKe BO3MOXKHO MCMO/Ib30BaHME AOMNOHUTE/IbHBIX ONLMIA Npu OTKPbITMKM Telnet- n SSH-ceccui:

Tabnnua 45 — Kntouyesble €10Ba, UCMOJIb3yemble Npu oTKpbITUKM Telnet- n SSH-ceccuit

Onyus OnucaHue
/echo JloKkanbHoO BKAtoYaeT GyHKUMIo echo (NogasaeHMe BbiIBOAA Ha KOHCO/Ib).
/password OnpegenAaeTt naponb gna sxoga Ha SSH-cepsep.
/quiet He gonycKaeT BbIBOA, BCEX COODLLEHMI NporpaMMHoro obecneveHus Telnet.

/source-interface

OnpeaensieT MHTePdENC-UCTOYHUK.

BKkntoyaeT 06paboTKy NOTOKA, KOTOPbLIN paspeluaeT He3awmueHHoe TCP-coeanHeHme
6e3 KoHTposa nocnegoBatenbHocTen Telnet. MoTokoBoe coegMHeHWe He 0b6pabaThbl-

/stream BaeT Telnet-onunn M MOXKET MCNONB30BATLCA A5 NOAKNOYEHMA K NOPTAM, Ha KOTO-
pbiX 3anyLueHbl nporpammsl KonuposaHusa UNIX-to-UNIX (UUCP) nnbo apyrme npoto-
KO/bl, He aBAsAowmecs Telnet-npoTokonamum.

Juser OnpegenAaeTt Mma Nonb3oBaTeNA oA Bxoga Ha SSH-cepsep.
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KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

3anpoc KOMaHAHOM CTPOKU B pexkume rnobanbHoi KoHOUTypaunmn MMeeT caeayoLmni Bua;
console (config) #

Tabnnua 46 — KomaHgpbl ynpaB/ieHUn cUCTEMOW B pexxmnme rnobanbHoi KoHourypaumum

3HayeHue/3HayeH
KomaHda ue no Aeilicmeue
YMOAYAHUIO

hostname name name: (1..160) KomaHaa cny»KuT o1 3aaHua CeTeBOro MMeHu yCTPoMCTBa.

no hostname CMMBO/IOB/— BepHyTb ceTeBOE MMA YCTPOICTBA B 3HAUYEHMWE MO YMOAYAHMIO.

service tasks-utilization Pa3pewnTb ycTpOMCTBY MPOrpamMMHO M3MepATb YPOBEHb 3a-
rPY3KM PECYpCOB LLEeHTPaIbHOro NPoL,Eeccopa KommMmyTaTopa Ans
KaK4Ooro CUCTEMHOTO npoLecca.

- — —/BKNOYEHO —

no service tasks-utilization 3anpeTnTb YCTPOMCTBY MPOrpaMmMHO M3MepPATb YpPOBEHb 3a-
rPY3KM PECypCcoB LLEeHTPaNbHOro NpoL,eccopa KoMmMmyTaTopa ans
KaK4Ooro CMCTEMHOrO npoLecca.

service cpu-utilization Pa3pewnTb ycTpoOWCTBY MPOrpamMMHO M3MePATb YPOBEHb 3a-
rPY3KM PecypcoB LLeHTPasIbHOro NpoLLeccopa KOMMyTaTopa.

- — —/BK/IIOYEHO —

no service cpu-utilization 3anpeTuTb YCTPOMCTBY MPOrpaMMHO WM3MepATb YPOBEHb 3a-
TPY3KM PecypcoB LLeHTPabHOro NpoLeccopa KommyTaTopa.

service cpu-input-rate PaspelnTb yCTPOMUCTBY NPOrpaMMHO M3MePATb CKOPOCTb BXO-
aawnx pperimos, obpabaTbiBaeMbIX LEHTPaAbHbIM MPOLECCo-
poMm KommyTaTopa.

—/BKAKOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY NPOrPaMMHO M3MEPATb CKOPOCTb BXOAA-
wmx dpperimos, obpabaTtbiBaeMbIX LeHTPabHbIM NPOLECCOPOM
KoMMmyTaTopa.

service cpu-rate-limits
traffic pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-
local, arp, arp-
inspection,
stp-bpdu, routing,
ip-options,other-
bpdu, dhcp-
snooping,
igmp-snooping,
mld-snooping,
sflow, ace, ip-error,
other, vrrp,
multicast-routing,
multicast-rpf-fail,

YCTaHOBKa OrpaHMYeHuit CKOPOCTU BXOAALWMX dpeimoB anaa
onpefeneHHoro TMna Tpaduka.
- pps — MaKeTOB B CEKYHAY.

BoccTaHaB/MBaeT 3HaYeHWe pps No yMONYaHMIO Ans onpeje-
NeHHoro TpaduKa.

tep-syn);

pps: 8..2048

service password-recovery Pa3pelunTb BOCCTaHOBAEHME NapoifA Yepes 3arpy304Hoe MeHH
«password recovery procedure» C COXpaHeHMEM KOHOUrypa-

—/enabled .
no service Pa3pelunTb BOCCTaHOBAEHWE NAapOA Yepes 3arpy304Hoe MeHH
password-recovery «password recovery procedure» ¢ yaaneHnem KoHourypauum.
link-flapping enable bled BKAtounTb NpegoTepalieHme GaannuHra IMHKa.
link-flapping disable /enable OTKNOYUTL NpeaoTBpaLleHne daannmHra IMHKa.
service mirror- Co34aBaTb pe3epBHYIO KOMWIO TEKYLLEN KOHGUTypaLmu.
configuration

—/enabled

no service
mirror-configuration

OTKNHOUUTB KONMMPOBaHMWeE TEKyLLEH KOHOUTYpaLuu.
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system router resources
[ip-entries ip_entries |
ipv6-entries ipv6_entries |
ipm-entries ipm_entries |
ipmvé6-entries
ibmv6_entries]

ip_entries:
(8..8024)/5120;
ipv6_entries:
(32..8048)/1024;
ipm_entries:
(8..8024)/512;
ipmv6_entries:
(32..8048)/512

YcTaHOBKa pasmepa TabavLbl MapLpyTM3aumm.

cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no cpu threshold index
index

index:
(0..4294967295);
interval: (5sec,
1min, 5min);
relation: (greater-
than, greater-or-
equal, less-than,
less-or-equal, equal-
to, not-equal-to);
value: (0..100) npo-
LLEeHTOB;
flap_interval:
(0..100)/0 npoueH-
TOB;
severity: (emerg,
alert, crit, err, warn-
ing, notice, info, de-
bug)/alert

3apatb nopor gna 3arpysku CPU.

- index — NpPown3BO/IbHbLIV MHAEKC NOPOra;

- interval — vHTepBan namepeHua 3arpysku CPU. 3HaueHue 3a-
rpysku CPU 3a aTOT MHTepBan byaeT cpaBHMBATHLCA C MOPOro-
BbIM;

- relation — oTHoweHMe mexay 3arpyskor CPU n noporosbim
3HayeHnem, Heobxoaumoe ana cpabaTbiBaHWUA Nopora;

- value — 3Ha4eHWe Nopora;

- flap_interval — 3HauyeHune, onpegenstollee MOMEHT BOCCTa-
HOBJIeHUA nopora nocse cpabaTbiBaHUA;

- severity — ypoBeHb BaXHOCTW TPanos A/1f 3TOro Nnopora;

- notify — BK/louaeT/oTkNtOUYAET OTNPaBKy Tpanos o cpabatbl-
BaHWW nopora;

- recovery-notify — BktOYaeT/OTK/IIOMaET OTNPaBKy TPanos o
BOCCTaHOBJ/IEHUW NOpPOra.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

memory threshold index
index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-
than, greater-or-
equal, less-than,
less-or-equal, equal-
to, not-equal-to);
value: (0..100)
NPOLEHTOB;
flap_interval:
(0..100)/0
NPOLEHTOB;
severity: (emerg,
alert, crit, err,
warning, notice,
info, debug)/alert

3agatb nopor Ans obvema ceobogHo namatu RAM.

- index — NPon3BO/IbHbIN MHAEKC NOPOra;

- relation — oTHoOWeHME MeXKay 06bemom cBOOOAHOM NamATh
M MOPOroBbIM 3HaYeHWem, Heobxoaumoe AN cpabaTbiBaHMsA
nopora;

- value — 3HayeHWe Nopora;

- flap_interval — 3HaueHue, onpegensioliee MOMEHT BOCCTa-
HOB/IEHUA Nopora nocse cpabaTbiBaHUS;

- severity — ypOBeHb BaXHOCTU TPanoB AN1s 3TOro Nopora;

- notify — BK/lOYaeT/OTKAOYAET OTNPaBKY TPaANos o cpabaTbi-
BaHWK Mopora;

- recovery-notify — BK/l04aeT/OTKAOYaET OTNPABKY TPanos o
BOCCTAHOB/IEHMW NOpPOra.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-
than, greater-or-
equal, less-than,
less-or-equal, equal-
to, not-equal-to);
value:
(0..1000000000)
060p0TOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg,
alert, crit, err,
warning, notice,
info, debug)/alert

3a4aTb NOPOT ANA AATYMKA CKOPOCTU BPALLEHUA BEHTUNATOPA.
- fan_num — Homep BeHTUAATOPA;

- unit_id — Homep 1OHUTA, HA KOTOPOM HaXOAMUTCA BEHTUNATOP;
- index — NPOV3BO/IbHBIN UHAEKC MOPOTa;

- relation — OTHOLLIEHWE MEXAY CKOPOCTbIO BPALLEHUs BEHTUA-
TOpa ¥ NOpPOorosbIM 3HaYeHuem, Heobxoaumoe ans cpabaTbiBa-
HWA nopora;

- value — 3HayeHwve nopora;

- flap_interval — 3HauyeHwve, onpefensioliee MOMEHT BOCCTa-
HOB/eHUA nopora nocne cpabatbiBaHUS;

- severity — ypoBeHb Ba)KHOCTW TPaMnoB AA 3TOro Nopora;

- notify — BKAlouaeT/oTKAOYAET OTNPaBKy TPanos o cpabatbl-
BaHWM NOpPOra;

- recovery-notify — BK/l04aeT/OTKAOYaET OTNPABKY TPanos o
BOCCTaHOB/IEHWUM NOPOTa.

Yaanutb nopor C 3afaHHbIM MHAEKCOM A/ BEeHTUAATOpa
fan_num Ha toHuTe unit_id.
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sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num:
(1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-
than, greater-or-
equal, less-than,
less-or-equal, equal-
to, not-equal-to);
value: (-
1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0
°C;
severity: (emerg,
alert, crit, err,
warning, notice,
info, debug)/alert

3apaTb Nopor 4NA gaTyMKa TemnepaTypbl.

- sensor_num — HOMep TePMOLATUMKa;

- unit_id — Homep OHUTa, Ha KOTOPOM HaxoguTca TepMmogaT-
UMK;

- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — oTHOLWEHME MeXay TemnepaTypol U NOPOrosbiM
3HayeHuem, Heobxoaumoe ans cpabaTbiBaHMA NOPOra;

- value — 3Ha4yeHuWe Nopora;

- flap_interval — 3HauyeHue, onpegensaoLee MOMEHT BOCCTa-
HOB/IEHWA Nopora nocne cpabaTbiBaHMA;

- severity — ypOBeHb Ba)*KHOCTU TPanoB A/a 3TOro nopora;

- notify — BKAtOYaeT/oTKAKOYaET OTNPaBKY TpPanos o cpabaTbl-
BaHWK Nopora;

- recovery-notify — BK/loYaeT/oTKAOYaET OTNPaBKy TPaNos o
BOCCTAHOB/IEHMM NOpPOra.

YAanuTtb NOpor ¢ 3a@HHbIM MHAEKCOM A/1A TepMOogaTUmMKa sen-
SOr_num Ha oHuUTe unit_id.

storage threshold index
index interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-
than, greater-or-
equal, less-than,
less-or-equal, equal-
to, not-equal-to);
value: (0..100)
NPOLEHTOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg,
alert, crit, err,
warning, notice,
info, debug)/alert;

3agaTtb nopor ana obbema cBobogHoM NamaTh Ha M3Y.

- index — NPOU3BOIbHbIN MHAEKC NOPOra;

- relation — oTHOWeEHWE Mmexay obbema cBO6OAHOM NAaMATU U
NnoporosbiM 3HaYeHNeM, Heobxoaumoe ansa cpabaTbiBaHUA Mo-
pora;

- value — 3Ha4yeHue Nopora;

- flap_interval — 3HayeHue, onpegensatolee MOMEHT BOCCTa-
HOBJIEHWA Nopora nocse cpabaTbiBaHMA;

- severity — ypOBeHb Ba)*KHOCTU TPANoB A/1a 3TOro nopora;

- notify — BK/lOYaeT/OTKAOYAET OTNPaBKY TPaAMNos o cpabaTbi-
BaHWU nopora;

- recovery-notify — BKalouyaeT/oTK/O4aeT OTNPaBKy TPamnos o
BOCCTAHOB/IEHMM NOpPOTra.

YAanuTb Nopor € 3aaHHbIM UHAEKCOM.

reset-button {enable |
disable | reset-only}

—/enable

HacTpoiika peakuym KoMMyTaTopa Ha HaXKaTne KHomnku F.

- enable — npu HaXkaTK Ha KHOMKY ANIUTENbHOCTbIO MeHee 10
CeK, NPOUCXOAMT Mepesarpyska yCTPOMCTBaA; NMPU HaxKaTuM Ha
KHOMKY AnutenbHoctblo 6onee 10 cek, npoucxoauT cbpoc
YCTPOICTBA A0 3aBOACKON KOHOUrypauuu;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — To/1bKO nepesarpyska.

5.6 KomaHpgbl gNA HACTPOIKKM NapamMeTPoB ANA 3a4aHUA naponaei

,ﬂ,aHHblﬁ KOMMNNEKC KOMaHA npeaHa3HavYeH anAa 3agaHuA MWHMMAJIbHOM C/IOXKHOCTH naponaA, a Takxe

ONA 3a4aHMA BPeMeHU AeNCTBMA Napons.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexxkume rnobanbHoM KOHOUTYpaLMn MMeET CaeayoLni Bua;

console (config) #
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Tabnnua 47 — KomaHgpbl yNpaB/ieHUn cUCTEMOW B pexxmnme rnobanbHoi KoHourypaumum

KomaHda

3HayeHue/3HayeH
ue no
YMOAYAHUIO

Aelicmeue

passwords aging age

age: (0..365)/180
aHen

no password aging

3apaet BpemMa XKu3Hu naponeit. Mo ncteyeHnn 3agaHHOro CPOKA
byaeT NpeanosKeHo CMeHUTb Naponb. 3HadyeHne O roBopuT o
TOM, YTO BPEMSA }KM3HWU Naposiei He 3a4aH0.

BoccTaHaBnvBaeT 3Ha4YeHMe No YMOYAHUIO.

passwords complexity
enable

— /BbIKOYEHO

BkatouaeT orpaHuyeHue Ha popmart napons.

passwords complexity
min-classes value

value: (0..4)/3

no passwords complexity
min-classes

Bk/ilo4aeT orpaHMyeHme, 3a4aloLLee MMHUMa/bHOE KOIMYeCcTBO
KN1acCOB CUMMBO/IOB (CTPOYHble OYKBbl, 3arnaBHble OYKBbI,
umodpbl, CUMBObI).

BoccraHaBnunBaeT 3HaYeHME NO YMONYAHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

Bkntouvaet orpaHu4YeHne Ha MMHUMaNbHYIO A/IMHY NapOoaA.

BocctaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

passwords complexity
no-repeat number

number: (0..16)/3

no password complexity
no-repeat

BkaloyaeT orpaHuueHMe, 3afalollee MakCMManbHoe Konuue-
CTBO NOCNEeA0BaTENIbHO NOBTOPAIOLIMXCA CUMBOIOB B HOBOM Na-
pone.

BocctaHaBnmBaeT 3Ha4yeHMe No YMOYAHMUIO.

passwords complexity
not-current

3anpeLaeT NpuM cMeHe NaposA MCNob30BaTb B KayecTse HO-
BOTrO CTApbIM.

no passwords complexity /enabled Pa3pelaeT ncnonb3oBaTh CTapblil NAPO/b NPU CMEHE.
not-current
passwords complexity 3anpewaeT UCMOb30BaTb B KayecTBe Mapo/ia MMA Mo/b30Ba-
not-username Tens.

—/enabled

no passwords complexity
not-username

Pa3pewaet ncnonb3oBaTb B KayecTse Mapons MmA NoAb30Ba-
Tena.

Tabnunua 48 — KomaHabl ynpasieHua cuctemon B pexknume Privileged EXEC

KomaHoa

3HayeHue/3HayeH
ue 1o yMoAYaHuIo

Aelicmeue

show passwords
configuration

OTo6pakaeT uHPopmaLmio 06 orpaHUUEHUAX HA NAPON.

5.7 Pa6ora c ¢patnamm

5.7.1 OnucaHue apeymeHmoe KOMaHO
Mpu ocywecTBneHmm onepaumn Hag dannamm, B Ka4ecTBe apryMeHTOB KOMaHz, BbicTynatoT agpeca URL
— onpegenntenn MecCToHaxoXaeHuna pecypca. OnucaHue Knyesbix CNoB, UCNOJ1b3yemMblX B onepauunax,

npuseneHo B Tabauue 49.

Tabnmua 49 — CNUCoK KAOYEBbIX CI0B U UX ONUCaHWNe

Knrouesoe cnoso OnucaHue

McxoaHbIv agpec Uav agpec MecTa HazHayeHUs A1 SHepProHe3aBMCMMON NamATU. IHeproHe-
3aBMCMMan NaMATb UCMOb3YeTca Mo yMmondyaHuio, ecim agpec URL onpegeneH 6e3 npedukca
(npedukcamu asnstotea: flash:, tftp:, scp:...).

flash://
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running-config

daiin TekyLLet KOHOUrypaumm.

mirror-config

Konus ¢aiina Tekyuwien KoHourypaumm.

startup-config

®aiin nepBoHaYabHOM KOHOUTypauuu.

active-image

daiin c akTMBHbIM 0bpasom.

inactive-image

®daiin c HeakTMBHbIM 0bpasom.

tftp://

McxoaHbii agpec nm appec mecTa
CuHTakcuc: tftp://host/[directory/] filename.
- host — IPv4-agpec unun ceteBoe MMsA YCTPOMCTBA;

Ha3Ha4YeHuA Aana

TFTP-cepsepa.

- directory — Katanor;
- filename — nma daina.

UcxopHbIV agpec unv agpec mecta HazHadeHua ana SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — UMsA NO/b30BaTeNS;

scp:// - password — napo/b No/ib30BaTeNs;

- host — IPv4-agpec nnm ceTeBoe MMA YCTPOWCTBA;

- directory — katanor;

- filename — nma daina.

logging ®aiin c uctopmein KomaHa,

5.7.2 KomaHObiI 0na pabomei ¢ halinamu

3anpoc KomaHgHoM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmin ua;

console#

Tabnuua 50 — KomaHgbl ansa paboTbl ¢ dparinamu B pexkume Privileged EXEC

KomaHda

3HayeHue/
3HayeHue no
YMOAYAHUIO

Aeiicmeue

copy source_url destination_url
[exclude | include-encrypted |
include-plaintext]

copy source_url running-config

copy running-config
destination_url [exclude | include-
encrypted | include-plaintext]

copy startup-config destination_url

source_url:
(1..160)
CMMBO/IOB;
destination_ur
I: (1..160)
CUMBOJIOB;

KonuposaHue dpaitna U3 MecTononoKeHua NCTOYHNKA B MecTo-
NONOXKEeHNe HasHaYeHus.

- source_url — mecTonosoxeHune konupyemoro daina;

- destination_url — appec mecTa HazHayeHus, Kyaa daiin byget
CKOMUPOBaAH.

Cnegylowme onuMn AOCTYMHbI TONBKO MPU KOMWUPOBaHWUU U3
daiina KoHdurypaumu:

- exclude — nHbopmauma, KpUTMUHan ans 6esonacHocTH, He
byAeT BK/OYEHa B KOHeYHbIW dalin;

- include-encrypted — nHdopmaLmsa, KpuTUYHaA ana 6esonac-
HOCTK, ByZeT BKAOYEHa B KOHEYHbIM daiin B 3awmndpoBaHHOM
BUAE;

- include-plaintext — nHdpopmauma, KputuyHaa ans 6esonac-
HOCTM, ByAeT BKAOYEHA B KOHEYHbIN dalin B HesawndposaH-
HOM BUAe.

KonupoBsaHue daitna KoHGUrypaLum c cepeepa B TEKYLLYHO KOH-
durypaymto.

CoxpaHeHue TeKyLLel KoHbUrypaLuum Ha cepsepe.

- exclude — MCKAOUUTL U3 KOMUPYEMBIX AAHHBIX MHOOPMALMIO
0 KNtoYax, Naponax u T.nm;

- include-encrypted — coxpaHATb AaHHblE O KAOYaX, NAPONAX
B WWMbPOBAHHOM BUAE;

- include-plaintext — coxpaHATb AaHHble O KAtoYax, Naponsax B
ABHOM BUeE.

CoxpaHeHue nepBoHavabHON KoHbUrypaLmum Ha cepaepe.

copy running-config startup-config

CoxpaHeHue TeKyLLeit KOHPUrypaLunuy B NepBOHaYaabHYO KOH-
durypaymtio.
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copy running-config file CoxpaHeHwue TekyLleh KoOHUrypauumn B 3aiaHHbIN pe3epBHbIi
N dain KoHpurypaumu.
copy startup-config file CoxpaHeHue nepBoHaYaNbHOW KOHOUIypauun B 3aZlaHHbIN pe-
N 3epBHbIN $ann KoHbUrypauum.
boot config source_url KonupoBsaHue ¢aiina KoHpurypaumm c cepsepa B gpalin nepso-
- HayaNbHOM KOHPUrypaumm.
dir [flash:path | dir_name] — OTobpaxkaeT cn1cok GaiioB B yKazaHHOM KaTasore.
more {flash:file | startup-config | OTobparkaeT cogeprmMmoe daiina.
running-config | mirror-config | - startup-config — oTtobpakaer cogepkmmoe daiina nepsoHa-
active-image | inactive-image | YanbHOM KOoHUrypauuu;
logging | file} - running-config — oTobpakaeT cogeprkumoe daiina Tekyen
KOHOUrypaumu;
- flash: — oTobpaskaet daitnibl ¢ pnew-namaT ycTpoincTBa;
- mirror-config — oTobparkaeT cogepxumoe daina Tekyemn
file: (1..160) KOHOUIypaumm ¢ 3epkana;
CMMBO/IOB - active-image — oTobparkaeT Bepcuio Tekywero daina obpasa
no.
- inactive-image — oTob6pakaeT Bepcuo HeaKTMBHOro ¢danna
obpasa MO.
- logging — oTobparkaeT cogepkunmoe daina }KypHana.
- file — nma dainna.
' daiinbl otobparkatorca B popmare ASCII.
o
delete ur/ — Yaanenue ¢anna.
delete startup-config — YaaneHus daiina nepBoHavanbHON KOHGUIypaumu.
boot system source_url KonuposaHue daiina MO c cepBepa B HeaKTUBHY 061acTb Na-
- MATU Ha mecTo pesepsHoro MO.
boot system inactive-image - 3arpy3unTbca ¢ HeakTMBHOro obpasa MO.
show {startup-config | running- gi_port: OTobpakaeT cogeprkumoe daina nepBoHayvasbHON KOHOUTY-
config} [brief | detailed | (1..8/0/1..48); paumm (startup-config) nam Tekywen KoHdurypaumm (running-
interfaces {gigabitethernet gi_port te_port: config).
| tengigabitethernet te_port | (1..8/0/1..24); - interfaces — KoHdUrypaumsa nHTeppencos KommyTatopa —
fortygigabitethernet fo_port | oob fo_port: du3nyeckmx MHTepodeiicos, rpynn nHTepdeicos (port-channel),
| port-channel group | vlan (1..8/0/1..4) VLAN-uHTepdeicos, oob-nopta, nHtepdelica 3ambikaHNA Ha
vlan_id | tunnel tunnel_id | group: (1..48); cebs, TyHHenewn.
loopback loopback_id}] vlan_id: Cnepytowime onumm AOCTYMNHbI NPU BbIBOAE TEKYLLEN KOHUTY-
(1..4094); pauuu:
tunnel_id: - brief — BbIBOA KOHUTYpaLUKM 6€3 ABOMNYHBIX AAHHbIX, HANPK-
(1..16); mep, SSH 1 SSL kntovei.
loopback_id: - detailed — BbIBOA, KOHOUIYPaALMU C BKIOYEHMEM ABOUYHbBIX
(1..64) OaHHbIX
show bootvar MoKa3blBaeT aKTUBHbIN dalin cuctemHoro MO, KOTOpPbI YCTPO-
- CTBO 3arpyyaeT npu 3anycke.
write [memory] CoxpaHeHwue Tekyluen KoHourypaumm B Gaiin nepsoHavanbHoM
- KoHbUrypaumm.
boot license source_url — 3arpysuTb Ha yCTpoOMCcTBO hain NMLEH3IUN.
rename url new_url url, new_url: MN3meHeHne umeHu daiina.
(1..160) - url — Tekywee nmsa daina;
CMMBO/I0B - new-url — HoBOe UMsa daiina.

CepBep TFTP He moXKeT ObiTb aApecom UCTOMHUKOM U afpecom HasHauyeHUA ANA O[HOWM
radil] KOMaHAbl KONUPOBaHUA.

[Tpumepbl UCNoAb308aHUS KOMAHO

= Yaanutb ¢paiin test 3 sHeproHe3aBUCUMOM NAMATH:

console# delete flash:test
Delete flash:test? [confirm]
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Pe3yanaT BbIMOJIHEHNA KOMaHAbI: Nocse noareBepKaAeHUA d)aﬁn 6y,£I,ET yAaneH.

CyLiecTByeT BO3MOXXHOCTb NPOCMOTPa KOHOUIYpaLMK ANA TEKYLLETO MECTOMNONOMKEHNA ONS cneayio-
LWMX PEKMMOB KOHPUIYpaLMK:

"= vlan database

= interface { gigabitethernet gi port | tengigabitethernet te port |
fortygigabitethernet fo port | port-channel group | loopback
loopback id | vlan vlan id | ip ip addr}

= interface range { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | port-channel group | vlan
vlan id}

Tabnvua 51 — KomaHabl npocmoTpa KOHPUrypaumm ns TeKyLLLEro MecTono10XKeHUsA

3Ha4yeHue/3HayeH
ue no ymMon4aHuo
show _

KomaHoa Aeiicmeue

OT06pa3nTb HaCTPOMKM ANA TEKYLLETO PEXUMA KOHPUrypaLumu.

5.7.3 KomaHObI 0na pe3epsuposaHus KoOHguzypayuu

B paHHOM pasgene onucaHbl KOMaHAbl, NpefHasHayeHHble [AN1A HACTPOMKU pe3epBUMPOBaHUA
KOHOUrypaLmm no Taimepy Uam Npu CoOXpaHeHUn TekyLen KoHpurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexunme rnobanbHo KOHGUTypaLuum MMeeT cneayowmii Bua;
console (confiqg) #

Tabnuua 52 — KomaHabl ynpaBieHUsa cMcTEMO B pexxnme rnobanbHoi KoHbUrypaumm

3HayeHue/3HayeH
ue no
YMOAYAHUIO

KomaHoa .
Aelucmeue

backup server server

server: (1..22)

YKasaHue cepBepa, Ha KOTopbIi ByaeT NpousBoauTLCA pesep-
BMpOBaHuWe KoHbUrypauuu. CTpoka B dopmare

CUMBOJIOB «tftp://XXX XXX XXX XXX ».
no backup server YpaneHue cepsepa ANA pe3epsuUpoBaHus.
backup path path YKazaHue nyTu pacnosioxeHus ¢aiia Ha cepsepe M npedukca
path: (1..128) darina. Mpu coxpaHeHun K npedukcy byaet 06aBNATLCA TEKY-
CUMBOJI0B Wwan aata v Bpems B Gopmate rrrrmmagyuMmmcc.
no backup path YpaneHvie nytv gns pesepBupoBaHus.

backup history enable

no backup history enable

— /BbIK/OYEHO

Bkatountb COXpaHeHUne UCTOPUKN pe3epBHbIX KOMNWN.

OTKNOUUTD COXpaHeHUe NCTOPUN pe3epBHbIX Konui.

backup time-period timer

no backup time-period

YKasaHue NPOMeXKYTKa BpemeHU, N0 UCte4eHnn KoToporo 6y-

timer:
OET OCyLLEeCcTBAATLCA aBTOMATUYECKOE pe3epBUPOBaHME KOHOU-
(1..35791394)/720 rypaLum.
MUWH

BocctaHaBnmBaeT 3HaveHue no yMON4YaHUIo

backup auto

no backup auto

— /BbIK/OYEHO

BK/loueHMe aBTOMAaTUYECKOTO pe3epBMPOBaHUA KOHOUrypa-
unu.

YCcTaHOBKa 3HAY€HUA NO YMOYAHUIO.

backup write-memory

— /BbIKOYEHO

BkAtoueHWe pe3epBrpPoBaHUA KOHGUIYpaLmUm Npu coXxpaHeHun
nonb3osaTtenem KoHdurypaumum Ha flash-Hakonurens.
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| no backup write-memory I | YCcTaHOBKa 3HAY€HUA NO YMOHAHUIO.

Tabnnua 53 — KomaHabl ynpaBneHua cuctemon B pexknume Privileged EXEC

3Ha4yeHue/3Haye-
KomaHoa Hue no ymon4a- Aelicmeue
HUL
show backup OT0b6parkaeT MHGOPMALMIO O HACTPOWKaxX Pe3epPBUMPOBAHUA KOH-
- durypauum
show backup history . OTOb6parkaeT NCTOPUIO YCMNELLHO COXPAaHEHHbIX Ha CEPBEP KOHPU-
rypaumi.

5.7.4 KomaHObi 013 asmomamuyecko2o ob6HoeneHUA u KOHguaypayuu

[pouecc asmomamu4eckoz2o 0bHo8neHUA

KommyTaTop 3anyckaeT npouecc aBTomaTUyeckoro obHoBneHus, 6asmpytowminica Ha DHCP, ecan oH
BK/IOYEH M MmA TekctoBoro ¢aiina (DHCP-onuusa 43, 125), copep:kawero mma obpasa MO, 6bino
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTOMaTUYECKOro 06HOB/IEHMA COCTOUT U3 CEAYIOLWMX ITanos:

1. KommyTaTop 3arpyaeT TEKCTOBbIA ¢pann 1 YymuTaeT n3 Hero uma ¢aiina obpasa MO Ha TFTP-cep-
Bepe;

2. KommyTaTtop cKaumBaeT nepBsbiii 610K (512 6aliT) obpasa NO c TFTP-cepBepa, B KOTOPOM coaep-
*utca sepcma MNO;

3. KommytaTtop cpaBHuMBaeT Bepcuio daitna obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuel
aKTMBHOro obpasa NO KommyTaTopa. ECiM OHM OTAKYAOTCA, KOMMYTATOP 3arpyrkaeT 06pa3 NO ¢
TFTP-cepBepa BMecTo HeakTUBHOro obpasa N0 KommyTaTopa 1 AenaeT AaHHbI 06pa3 aKTUBHbIM;

4. Ecnv o6pas MO 6bin 3arpykeH, TO KOMMYTaTOp NepesarpyKaercs.

[pouecc asmomamu4yecko20 KOHGU2ypuposaHus

KommyTaTop 3anyckaeT nNpoLecc aBTOMATMYECKOro KoHourypauuu, 6asupytowminca Ha DHCP, npwu
BbINOJIHEHUW CNeAYIOLWLMX YCOBUIA:

— B KOHOUIrypauuu paspeLlleHo aBTOMaTMYeCKoe KOHOUIypupoBaHue;

— otBer DHCP-cepsepa cogepxut IP-agpec TFTP-cepsepa (DHCP-onumsa 66) u uma daina
KoHdurypaumm (DHCP-onuma 67) B dopmate ASCIL.

MonyueHHbIN daitn KoHUrypaLum 3arpyKaeTca B NepBoHaYanbHylo (startup) KoHouUry-
e pauumio. Mocne 3arpy3ku KOHGUrypauMm KOMMyTaTop nepesarpyrkaercs.

KomaHObI pexcuma 2a06aa6HolU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUIypauum MMeeT cneayowmii Bua;

console (config) #
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Tabnnua 54 — KomaHgpbl ynpaB/ieHUn cUCTEMOW B pexknme rnobanbHoi KoHourypaumum

3HayeHue/3HayeH
KomaHda ue no Aeilicmeue
YMOAYAHUIO
boot host auto-config BK/loueHMe aBTOMaTUYECKOW KoHdurypauuu, 6asmpytoencs
Ha DHCP.
- —/BKAOYEHO — —
no boot host auto-config BbIkNtoYeHME aBTOMaTUYECKOM KoHbUTrypauum, 6asmpyroLeincs
Ha DHCP.
boot host auto-update Bk/itoueHWe aBTOMaTUYeckoro obHosneHua MO, 6asupytoLLe-
rocsa Ha DHCP.
—/BKAIOYEHO
no boot host auto-update BblkntoueHMe aBTomaTnyeckoro obHosneHus MO, 6asupytoLe-
rocs Ha DHCP.

KomaHOb1 pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKK B pexume privileged EXEC umeeT cnegytowmii Bua;

console#

Tabnunua 55 — KomaHabl ynpaBieHua cuctemon B pexkume privileged EXEC

KomaHoa

3HayeHue/3HayeH

Aelicmeue
ue o yMmon4aHuio

show boot

MpocMoTp HacTpoeK aBTOMAaTUYECKOro 06HOBAEHUA U KOHOUTY-
pauuu.

= [lpumep KoHourypaumm ISC DHCP Server:

unsigned integer 32,
unsigned integer 8,
unsigned integer 8,
unsigned integer 8,
text

}i

host mes2124-test {

option image-filename code 125 = {

#fenterprise-number. UmeHTUOVKATOP NPOMUBBOAUTEJIS, BCeTIa pPaBeH
35265 (Eltex)

#data-len. [nuHa BCex IOAHHEIX ONUMM. PaBHa IOJIMHE CTPOkM sub-
option-data + 2.

#sub-option-code. Kom nomonumy, BCerma paBeH 1
#sub-option-len. InuHa cTpokM sub-option-data
#sub-option-data. Umsa TexcToBOTO Oarna, comepxamero uUMs
obpaza IIO

hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec koMMyTaTOpa

filename "mesXXX-test.cfg"; #rMsa KOHOUIYpALUM KOMMYyTAaTOpPa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #1MsT TEKCTOBOTO
barna, comepxamero mMa obpazsa IO

next-server 192.168.1.3; #IP-ampec TFTP cepBepa

fixed-address 192.168.1.36; #IP-ampec KOMMyTaTopa
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5.8 HacTpoiKa cucTeMmHOro BpemeHu

/ Mo ymonyaHMIoO aBTOMaTUUYECKUIA Nepexos, Ha NeTHee BPems OCYLLLeCTB/IAEeTCA B COOTBET-
cTBUM co cTaHaapTamu CLUA v EBponbl. B KoHGuUrypauum moryt 6biTb 3agaHbl tobble agaTta
M Bpemsa ANA NnepexoAa Ha eTHee Bpems u obpaTtHo.

KomaHObl pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnunua 56 — KomaHabl HACTPOMKKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

3HayeHue/3HayeH
KomaHda ue no Aelicmeue
YMOAYAHUIO

clock set hh:mm:ss day hh: (0..23); Py4yHas ycTaHOBKa CMCTEMHOrO BpeMeHW (KOmaHga AOCTynHa
month year mm: (0..59); TONIbKO ANA MPUBUAETMPOBAHHOIO NOb30BaTENS).
clock set hh:mm:ss month ss: (0..59); - hh — yacbl, mm — MUHYTbI, SS — CEKYHAbI;
day year day: (1..31); - day — peHb; month — mecau; year — roga.

month: (Jan..Dec);

year: (2000..2037)
show sntp configuration — MoKasbiBaeT KoHbUrypauuio npotokosa SNTP.
show sntp status — MNMoKa3biBaeT cTaTyc npoTtokoaa SNTP.

KomaHOobi pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxume EXEC umeet cneayrolimin Bua;

console>

Tabnnua 57 — KomaHAabl HACTPOMKM CUCTEMHOTO BPEMEHM B pexknme « EXEC»

Komanda 3HayeHue/3HavyeH Aelicmeue
ue no
YMOYAHUIO
show clock MNoKasbiBaeT cMCTEMHOE BPeMS U AaTy.
show clock detail — JononHuTenbHoO oTobparkaeT napameTpbl YacCOBOro Nosca 1 ne-
pexofa Ha neTHee Bpems.

KomaHObI pexcuma 210baab6Hol KOHGuU2ypayuu

3anpoc KoOMaHAHOW CTPOKM B pexmnme rnobanbHon KoHOUTypaumm MMeeT cieayowmii Bua;

console (config) #

Tabnnua 58 — CNUCOK KOMaHA A5 HACTPOMKM CUCTEMHOTO BPEMEHM B perKMMe rnobasbHOM KOHUrypaLmm

3HayeHue/3HavyeH
KomaHoa ue no Aelicmeue

YMOMYAHUIO
clock source {sntp | p—— Mcnonb3oBaHMe BHEWHEro UCTOYHUKA A/1A YCTaHOBKU CUCTEM-
browser} HOro BPEMEeHM.

UCTOYHUK He
no clock source {sntp | ncnonbayerca 3anpewaeT MCNo/ib30BaHME BHELWHEro WMCTOYHMKA Aaa ycTa-
browser} HOBKW CUCTEMHOIO BPEMEHMU.

88 Ethernet-kommymamopei cepuli MES53xx, MES33xx, MIES35xx, MES23xx



DHELTEX

clock timezone zone
hours_offset [minutes
minutes_offset]

zone: (1..4)
cMmBONOB/ HeT
onuncaHuA 30HbI;

hours_offset:

YcTaHaBAMBaET 3HAYEHME YacoBOro nosca.

- zone — cnoBo, cdopMMpPOBaHHOE M3 NePBbIX BYKB cnoBOCOYe-
TaHWA, KOTOpPOe OHO 3aMeHAeT (onucaHme 30Hbl);

- hours-offset — yacoBoe cmeleHME OTHOCUTENLHO HY/EBOTO
mepuamaHa UTC;

(-12..+13)/0; s
minutes._offset: - minutes-offset — MUHYTHOE CMELLEHNE OTHOCUTE/IbHO Hyfe-
: 0..59)/0; Boro mepugmuara UTC.

no clock timezone ( ’ YCTaHaBAMBAET 3HAYEHME NO YMONYAHUIO.
clock summer-time zone 3apaeT faty U Bpemsa 4/1 aBTOMATUYECKOro nepexoaa Ha net-
date date month year Hee Bpems 1 Bo3BpaTa 06paTHoO (419 onpeaeneHHoro roaa).
hh:mm date month year MepBbiM B KOMaHZe YKa3blBAeTCA OMWCAHWE 30Hbl, BTOPbIM
hh:mm [offset] Bpemsa 4N Nepexoaa Ha /IeTHee Bpems M TPeTbMM Bpems Ana
clock summer-time zone BO3BpaTa.
date month date year - zone — cnoBo, chopMUPOBaAHHOE M3 NepBbIX BYKB CNOBOCOYE-
hh:mm month date year TaHMsA, KOTOPOE OHO 3aMeHAEeT (onMcaHme 30HbI);
hh:mm [offset] - date — uwncno;

zone: (1..4) -month — mecau;

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

cumBona/ Het
OMNWCaHWA 30Hbl;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MWH;
Mo ymon4yaHuio
nepexog, Ha fieTHee
Bpems BbIK/oYeH

- year — rop;
- hh — yacbl, mm — MUHYTbI;

- offset — Konn4yecTBO MUHYT, f0b6aBASEeMbIX NPU NEpPexose Ha
neTHee Bpems.

3apaeT faTty U Bpemsa A8 aBTOMATUYECKOro nepexosa Ha net-
Hee Bpems 1 Bo3BpaTa 06paTHO B PEXKMME EXETOAHO.

- zone — cnoBo, cdOPMUPOBAHHOE M3 NEPBbIX BYKB COBOCOYE-
TaHMWA, KOTOPOE OHO 3aMeHAET (OnMcaHMe 30HbI);

- usa — YCTaHOBWTb NpaBMAa Nepexosa Ha NeTHee BPems, UC-
nonbsyemble B CLUA (nepexos BO BTOpoe BOCKpeCeHbe MapTa,
0bpaTHO B NepBoOe BOCKpeceHbe HOAOPSA, B 2 Yaca yTpa No mecT-
HOMY BPeMeHMU);

- eu — YCTaHOBWUTb MPaBW/a Nepexosa Ha NeTHee Bpems, UC-
nonb3syemble EBpocoto3om (nepexos B nocneaHee BOCKpPeCeHbe
MapTa, 0bpaTHO B MocnefHee BOCKpeceHbe OKTAbpsA, B 1 vac
yTpa no MpuHBMYY);

- hh — yacbl, MM — MUHYTbI;

- week — Hepens mecsAua;

- day — peHb Hepenw;

- month — mecsu;

- offset — KonuyecTBo f06aBNAEMbBIX MUHYT NpY Nepexoae Ha
NieTHee Bpems.

OTK/IlOYaeT aBTOMaTUYECKUIA nepexo Ha neTHee Bpemas.

sntp authentication-key number: YcTaHaBAMBAET K/OY NPOBEPKM MOAJANHHOCTM A/1A MPOTOKOAA
number md5 value (1..4294967295); SNTP.
encrypted sntp authentica- value: (1..32) - number — HOMep KAtoYa;
tion-key number md5 value CMMBOJIOB; - value — 3HavyeHue KNua;
Mo ymonuaHuio - encrypted — 3agaTb 3HayeHWe KAo4Ya B 3aWMdPOBAHHOM
npoeepka BuAe.
no sntp authentication-key NoANNHHOCTHU Ypaansaert KNy NpoBepKM NOAJANHHOCTU aasa npoTokona SNTP.
number OTKNIOYEHa
sntp authenticate —/npoBepka TpebyeT NpoBepKy NOANMHHOCTU 1A NOAyYeHusa MHpopmaumum
NOA/MHHOCTU He ot NTP-cepsepos.
no sntp authenticate Tpebyetca YcTaHaBAMBAET 3HAYEHME MO YMOMYAHMIO.
sntp trusted-key key _num- key_number: OcyuiecTBaseT NPoBEPKY MOAJMHHOCTU CUCTEMbBI, OT KOTOPOW

ber

(1..4294967295);
Mo ymonyaHuio

CUHXPOHU3MpPYeTCA ¢ NomoLLblo SNTP no 3agaHHOMY KAtouy.
- key_number — HOomep KAtoYa.

no sntp trusted-key npoBepKa YcTaHaBAMBAET 3HaYEHME MO YMOMYAHMIO.
key_number NoA/IMHHOCTH
OTK/OYeHa
sntp broadcast client ena- PaspewwaeT paboTy wupokosewwaTenbHbix SNTP-KAMeHTOoB.
ble {both | ipv4 | ipv6
{ | ipv4 | ipv6} —/3anpeweHo

no sntp broadcast client en-
able

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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sntp anycast client enable
{both | ipv4 | ipv6}

PaspewaeT paboTty SNTP-K1MeHTam, NoAAEPKMUBAIOLLMM METOS,
PacCbIIKM NaKeTOB, NO3BONAIOLWMIA NOCLINATL AaHHble 6aMKan-

—/3anpelyeHo WemMy YCTPOMCTBY M3 rpynnbl NoayvaTenew.
no sntp anycast client ena- YcTaHaBAMBaET 3HaYeHMe Mo YMONYAHUIO.
ble
sntp client poll timer sec- seconds: YcraHasaunsaeT spema onpoca gna SNTP-cepsepa.

onds

no sntp client poll timer

(60...86400)/1024

YcTaHaBAWBaeT 3HaYeHUe Mo YMOAYAHUIO.

sntp client enable {fortygi-
gabitethernet fo_port |
tengigabitethernet te_port
| port-channel group | oob
| vlan vian_id}

no sntp client enable {for-

fo_port: (1..4);
te_port: (1..24);
group: (1..48);
vlan_id (1..4094)

PaspewwaeT paboTty SNTP-kAMeHTam, NogaepKUBAIOWMM METOS,
PaCcCbI/IKM NaKeToB, NO3BOIAIOLWMI NOCbIIATL AAHHbIE BAUNKAN-
LIeMY YCTPOMCTBY M3 rpynmnbl NOAyYaTeNEN, A TAKXKe LMPOKOBE-
wartenbHbiM SNTP-KMeHTam ans BbibpaHHOro nHTepdeiica.

- noapobHoe onucaHwe MHTepdeincoB WU3NOXKEHO B pasaene
«KoHourypauma nHtepdeicos».

YcTaHaBAMBaeT 3HAYeHue no YMON4YaHUIO.

tygigabitethernet fo_port | /3anpeleHo

tengigabitethernet te_port

| port-channel group | oob

| vlan vian_id}

sntp unicast client enable PaspewaeT paboty ogHoaapecHbix SNTP-KAneHTOB.

no sntp unicast client ena- —/3anpeweHo YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.

ble

sntp unicast client poll PaspelwaeT nocnenoBaTtenbHblii ONPOC 3afaHHbIX OAHOAApec-
— /3anpewero Hbix SNTP-cepsepoB.

no sntp unicast client poll

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

sntp server {ipv4_address |
ipv6_address | ipv6_link_lo-
cal_address%{vlan {integer}
| ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server
{ipv4_address | ipv6_ad-
dress | ipv6_link_local_ad-
dress%{vlan {integer} | ch
{integer} | isatap {integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CUMBO/IOB;
keyid:
(1..4294967295)

3apaet agpec SNTP-cepsepa.

- ipv4_address — IPv4-appec y3na cetyu;

- ipv6_address — IPv6-agpec y3na cetu;

- ipv6z-address — |Pv6z-appec y3na cetm ans ping.

dopmat agpeca ipv6é_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbiit IPv6 appec KaHana;
interface_name — nma ncxopgawero nHTepdeiica sagaetca B
cneayowem dopmare: vian {integer} | ch f{integer} | isatap
{integer} | {physical_port_name}

- hostname — pomeHHOe UMs y3na ceTu;

- poll — BKAtoyaeT onpog;

- keyid — naeHTuduUKaTOp KAtova.

YpaneHue cepsepa u3 cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

—/3anpeweHo

PaspelaeT nosyyeHne TakMx AaHHbIX Kak 4acoBOM MoAC U eT-
Hee Bpemsa ot DHCP-cepsepa.

3anpeLlaeT NONy4EHUA TaKMX AaHHbIX KaK 4acoBOl NOAC U feT-
Hee Bpemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

3anpoc KOMaHAHOM CTPOKM B pexmme KoOHOUrypauum nHtepdenca umeeT cneayowmnii Bua;:

console (config-if)#
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Tabnnua 59 — CNUCOK KOMaHA ANA HAaCTPOMKM CUCTEMHOTO BPEMEHM B perkume KoHOUIypauumn niTepdeiica

3HayeHue/3HayeH
KomaHda ue no Aeilicmeue
YMOAYAHUIO
sntp client enable PaspewaeT paboTty SNTP-KnMeHTy, KOTOpbI NOAAEPKUBAET Me-
TOA, PacCbiKM NAKeToB, MNO3BOMAIOWMIA NOCbINATL AaHHble
yCTpOMCTBY 6AMKaMLLIEMY U3 FPYNNbl NONyYaTeNen, a TaKkKe Wn-
—/3anpeweHo
pokoBeuwatenbHoMy SNTP-KAMEHTY Ha HacTpaMBaeMoM UHTep-
deiice (Ethernet, port-channel, VLAN).
no sntp client enable YcTaHaBAMBaET 3HaYeHMe No YMOAYAHWIO.

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT0b6pasnTb CUCTEMHOE BPEMSA, AATY U AaHHbIE MO YacCOBOWN 30HE:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CUHXPOHU3aAUUN BpemMeHU OTO6pa)KEIETCF| C nomouwbo AONONAHUTENIbHO CUMBOJA
nepeg sHa4yeHnem BpemeHu.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

Mcnonb3ytoTca cheaytowme o0b03HauyeHuA:

— TOuKa (.) 03HauaeT, YTo Bpemsa AOCTOBEPHO, HO HET CUHXPOHM3aLMK c cepBepom SNTP;
—  OTCYTCTBME CMMBO/JIa O3HAYAET, YTO BPEMSA LOCTOBEPHO U CUHXPOHU3ALMA eCTb;
— 3Be3g04Ka (*) o3HayaeT, UTo Bpems HeJoCTOBEPHO.

= 334aTb AATYy M BpemMA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OTt06pa3unTb cTaTyc npotokoaa SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:
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Server : 10.10.10.1
Source : Static
Stratum : 3
Status : up
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bblile CUCTEMHOE BPEMA CUHXPOHU3MPOBAHO OT cepsBepa 10.10.10.1, nocnegHuit oTeeT
nony4veH B 10:37:38, HecoBnageHWe CUCTEMHOIO BPEMEHMU C BpemMeHeM Ha cepsepe coctasmno 1.04 c.

5.9 KoHourypauma BpeMeHHbIX MHTepBanoB time-range

KomaHObI pexcuma KoHgu2ypayuu epeMeHHbIX UHMepsaso8

console# configure
console (config) # time-range range name, rgne

range_name — cuMBOJbHbIN (1...32) MAeHTUOMKATOP BPEMEHHOr0 MHTEpPBaa
console (config-time-range) #

Tabanua 60 — KomaHapl pexxnma KoHPUrypaLmm BpeMeHHOro MHTEpPBana

3HayeHue/3HayeH
KomaHda ue no Aelicmeue
YMOAYAHUIO
absolute {end | start} hh: (0..23); 3agaTb Hayano v (MAKn) KoHel, BpeMEHHOro MHTepBana B popmarTe:
hh:mm date month year mm: (0..59); 4yac: MMHYTa AeHb MecAL, roa,.
no absolute {end | start} date: (1..31); YAanuTb BpeMeHHOoM MHTepBan.

month: (jan..dec);
year: (2000..2097);

periodic list hh:mm to hh: (0..23); 3apaTb BpEMEHHOM MHTepBan B TEYEHUE OAHOIO0 U3 AHelN Heaenn
hh:mm {all | weekday} mm: (0..59); WW KaXXaoro AHA Heaenu.

no periodic list hh:mm to weekday: YaanuTb BpemMeHHO! MHTepBa.

hh:mm {all | weekday} (mon...sun)

periodic weekday hh:mm to hh: (0..23); 3a4aTb BpeMeHHOM MHTepBas B TEYEHME Heaenu.

weekday hh:mm mm: (0..59);

no periodic weekday hh:mm weekday: Y8anuTtb BpemeHHOM nHTepBsan.

to weekday hh:mm (mon...sun)

5.10 KoHdurypauua unrepdeiicos n VLAN

5.10.1 NMapamempeoi Ethernet-unmepdgelicos, Port-Channel u Loopback- unmepdgeiicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3zoHa uHmepgelicos)

console# configure

console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..} | loopback Ioopback id }

console (config-if) #
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[aHHbIN pexXMm OOCTyNeH U3 pexkMma KoHOUIypauum M npegHasHayeH ANs 3a4aHus NapameTpos
KOHdUrypaumm nHtepdeiica (nopta KOMMyTaToOpa UAK FPYNMbl NOPTOB, PAbOTAlOLWMX B PEXMME pasaeneHnn

Harpysku), inbo grManasoHa MHTepdencos.

Bblbop MHTepdeica ocyWwecTBASETCA NPU NOMOLLM KOMAHA:

Ona MES5324

Tabanuya 61 — KomaHabl Bbibopa nHTepdelica aaa MES5324

KomaHoa

Ha3HauyeHue

interface fortygigabitethernet fo_port

ona HacTtpoliku 40G-uHTepdelicos

interface tengigabitethernet te_port

Ana HacTpoikn 10G-uHTepdeiicos

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHTepdeiicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaioB

interface oob

015 HACTPOMKM UHTepdeiica ynpaBaeHusa

interface loopback /oopback_id

015 HACTPOMKM BUPTYaNbHbIX MHTEpdeincos

roe:

— group — NOPAAKOBbIA HOMepP rpynnbl, obliee KOANYECTBO COrnacHo Tabauue (cTpoka «Arperaums

KaHanos (LAG)»);

— fo_port — nopaakosbii Homep 40G-uHtepdelica, 3agaetca s suge: 1..8/0/1..4;

— te_port — nopagkosbii Homep 10G-nHTepdeiica, 3agaerca 8 suae: 1..8/0/1..24;

— gi_port — nopsaxosbiit Homep 1G-nHTepdeiica, 3aaaetca B suge: 1..8/0/1;

— loopback_id — nopaaKoBblit HOMep BUPTyanbHOro MHTepdelica, obliee KOANYECTBO COrNacHo Tab-
nvue (ctpoka «KonnyecTtso BupTyanbHbix Loopback-uHtepdericos»).

Ana MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324F, MES2324FB

Tabnnua 62 — KomaHgbl Bbibopa uHTepdelica ana MES3324F, MES3324, MES2324, MES2324B, MES2324P,

MES2324F, MES2324FB

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

ons HacTpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

L5 HacTpoliku 1G-uHTepdeicos

interface port-channel group

L1 HACTPOMKM rpynn KaHanos

interface oob

ON1A HAcTPOMKM UHTepdelica ynpasneHua (MHTepoelic ynpasne-
HWA NPUCYTCTBYET He Ha BCeX KOMMYTaTopax)

interface loopback loopback_id

[NA HAaCTPOUKMN BUPTYasbHbIX MHTepdeiicos

roe:

— group — NopsAAKOBbIA HOMEp rpynnbl, 0bLLee KONMYECTBO COracHo Tabamue (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;
— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3aaaetca 8 suge: 1..8/0/1..24;
— loopback_id — nopagKoBblit HOMep BUPTyanbHOro UHTepdelica, obliee KOMYeCcTBO CornacHo Tab-

nvue (ctpoka «Konnuectso BMpTyanbHbiXx Loopback-uHTepdeiicos»).

Ona MES2348B, MES3348, MES3348F

Tabnnua 63 — KomaHgbl Bbibopa uHTepdelica ana MES2348B, MES3348, MES3348F

KomaHoa

HaszHauyeHue

interface tengigabitethernet te_port

ona Hactpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

ONA HacTpolikm 1G-uHTepdeicos
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interface port-channel group

[AN15 HACTPOWIKM rpynn KaHanoB

interface loopback /oopback_id

L1 HACTPOMKM BUPTYaNbHbIX MHTEpdeincos

roe:

— group — NoOPAAKOBbIA HOMepP rpynnbl, oblilee KONYECTBO cornacHo Tabauue (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopagakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..48;

— loopback_id — nopazkosblit HOMep BUPTYasbHOrO MHTepdelica, obliee KOAMYECTBO COMNAacHO Tab-
nvue (cTpoka «Konuuyectso BMPTYasnbHbIx Loopback-uHtepdelicos»).

Ans MES3316F

Tabnnua 64 — KomaHab! Bbibopa uHTepdelica ana MES3316F

KomaHoa

Ha3sHaveHue

interface tengigabitethernet te_port

Ana HacTponkn 10G-nHTepdeiicos

interface gigabitethernet gi_port

018 HacTpoliku 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaioB

interface oob

O HAaCTPOWKKN nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HMA NPUCYTCTBYET HE Ha BCEX KOMMYTaTOpax)

interface loopback /oopback_id

ON1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — NopAOKoBbIA HOMEp rpynnbl, 06LLee KONMYECTBO cornacHo Tabauue (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbli Homep 10G-uHTepdelica, 3agaetca B suae: 1..8/0/1.. 4;

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3aaaetca 8 suge: 1..8/0/1..16;

— loopback_id — nopaaKoBbIi HOMep BUPTYanbHOro MHTepdenca, obuiee KOANYECTBO, COrMacHo Tab-
nvue (cTpoka «Konuuyectso BMPTYasbHbIx Loopback-uHtepdericos»).

Ana MES3308F

Tabanua 65 — KomaHgb! Bbibopa nHTepdelica ana MES3308F

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

bns HacTpolikv 10G-uHTepdericos

interface gigabitethernet gi_port

L5 HAacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

ON1A HAcTPOMKM UHTepdelica ynpasneHua (MHTepoelic ynpasne-
HWA NPUCYTCTBYET He Ha BCeX KOMMYTaTopax)

interface loopback loopback_id

[NA HAaCTPOUKM BUPTYasbHbIX MHTepdeiicos

roe:

— group — NopsAAKoBbIA HOMEp rpynnbl, 0bLLee KOMYeCTBO COrnacHo Tabamue (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3agaetca 8 suae: 1..8/0/1..8;

— loopback id — nopsagKoBbii HOMep BMPTyasbHOro UHTepdelica, obliee KOANYeCcTBO COrlacHoO Tab-
nnue (ctpoka «Konuuectso BMpTyanbHbix Loopback-uHtepdelicos»).
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Ona MES2308 n MES2308P

Tabnuua 66 — KomaHabl Bbibopa nHtepdeinca ana MES2308, MES2308P

KomaHoa

Ha3HnayeHue

interface gigabitethernet gi_port

018 HacTpolikm 1G-uHTepdeicos

interface port-channel group

[AN15 HACTPOWIKM rpynn KaHaioB

interface loopback loopback_id

[OJ19 HAaCTPOMKM BUPTYanbHbIX MHTepdencos

roe:

— group — NoOPAAKOBbIA HOMepP rpynnbl, oblilee KONYECTBO cornacHo Tabauue (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..12;
— loopback _id — nopsagKkoBbii HOMep BMPTYyasibHOro UHTepdelica, obliee KoJMYeCcTBO COrlacHO Tab-
e (ctpoka «Konnuectso BupTyanbHbix Loopback-untepdericosy).

[ina MES2308R

Tabnnua 67 — KomaHab! Bbibopa nHTepdelica ana MES2308R

KomaHoa

HasHaveHue

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHTepdeiicos

interface port-channel group

[ON1A HAaCTPOMKM rpynn KaHanoB

interface loopback /oopback_id

015 HACTPOMKM BUPTYaNbHbIX MHTEpdeincos

roe:

— group — nopsAKOBbIM HOMep rpynnbl, 0bLiee KoMYEeCTBO cornacHo Tabauue (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaKosblii Homep 1G-uHTepodeiica, 3agaetca 8 snge: 1..8/0/1..10;
— loopback_id — nopazkoBblit HOMep BUPTYasibHOrO MHTepdelica, obliee KOAMYECTBO COrNacHoO Tab-
nvue (cTpoka «Konuuyectso BMPTYasbHbIx Loopback-uHtepdeiicos»).

Ana MES3508P

Tabnnua 68 — KomaHabl Bbibopa uHTepdeiica ana MES3508P

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

L5 HAacTpolikn 1G-nHTepdeicos

interface port-channel group

[NA HACTPOMKM rpynn KaHanos

interface loopback loopback_id

[NA HAaCTPOUKM BUPTYaNbHbIX MHTepbeiicos

roe:

— group — NopsAAKoOBbIA HOMEp rpynnbl, 0bLLee KOMYeCTBO COrnacHo Tabaumue (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopagaKosblii Homep 1G-uHTepodelica, 3agaetca 8 suge: 1/0/1..10;
— loopback_id — nopagkoBblit HOMep BUPTYasibHOro MHTepderica, obliee KOMYeCcTBO COrnacHoO Tab-
nnue (ctpoka «Konnyectso BMpTyanbHbix Loopback-uHtepdelicos»).
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3anucb uHTepdeica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE HOMep c1oTa HOMep UHTepdelica

KomaHapl, BBeAEeHHble B peMme KOHPUrypauum wuHtepdeiica, NpUMeHATCA K BblbpaHHOMY
nHTepdelicy.

Huxke npuBegeHbl KOMaHAbl 41 BXO4A@ B PEXMM HaCTpolKu aecsaToro Ethernet-uHtepdeiica (ans
MES5324) nepBoro ycTpoincTea B CTEKE M BXO4A B PEKMM HAaCTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface port-channel I

console (config-if) #

Bbi6op duanazoHa uHmepdgeiicoe ocyLecTBAAETCA NPU MOMOLLX KOMaHA,

— interface range fortygigabitethernet portlist — pna HacTpoiku gmuanasoHa fortygigabitether-
net-nHTepdencos;

— interface range tengigabitethernet portlist — nna HacTpoikM AmnanasoHa tengigabitether-
net-nHTepdencos;

— interface range gigabitethernet portlist — pna HacTpoMkM amanasoHa gigabitethernet-
nHTepdelcos;

— interface range port-channel grouplist — ana HacTPoOMKKM AnManasoHa rpynn NopToB.
KomaHgapl, BBEAEHHbIE B JA@HHOM PeXMME, MPUMEHSIOTCS K BbIOpaHHOMY AMana3oHy nHTepdeiicos.

Huxke npuBeaeHbl KOMaHAbl 418 BXO4A B PEXXMM HACTPOMKM AnanasoHa Ethernet nntepdeiicos ¢ 1 no
10 (ana MES5324) u ana Bxoaa B peXXMUM HACTPOMKM BCex rpynn nopTos.

console# configure

console (config) # interface range tengigabitethernet 1,/0/1-10
console (config-if) #

console# configure

console (config) # interface range port-channel 1-8
console (config-if) #

Tabnnua 69 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet un Port-Channel

3HayeHue/3HavyeH
KomaHda ue no Aelicmeue
YMOAYAHUIO
shutdown BbIKNtoUnTbL KOoHdUrypupyemblit mHtepdeic (Ethernet, port-
—/BKAtoYeH channel).
no shutdown BK/IIOUUTL KOHOUTYPUPYEMbBIN MHTEPENC.
description descr descr: (1..64) [o6asunTb onucaHue nHTepoeiica (Ethernet, port-channel).
no description cumsonos/er Yaanutb onucaHue nHtepdelica.
onuncaHua
speed mode 3apaTb CKOPOCTb Nepesayn gaHHbix (Ethernet).
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no speed

mode: (10, 100,
1000, 10000)

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

duplex mode

no duplex

mode: (full, half)/full

3apaTb pexum pynnekca uHtepdelica (nonHoaynneKkcHoe co-
eavHeHue, nonyaynaekcHoe coeguHenune, Ethernet).

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

negotiation
[cap2...cap5]]

[cap1

cap: (10f, 10h, 100f,

Bk/itoyaeT aBTOCOrNacoBaHWe A/A CKOPOCTM M AynieKkca Ha
HacTpanBaemom nHTepderice. MOXHO yKasaTb onpeaesieHHble
COBMECTMMOCTM MapameTpa aBTOCOrNacoBaHMA, ecAu napa-

100h, 1000f, MeTpbl He 3aZaHbl, TO NOALEPHKMBAIOTCA BCE COBMECTMMOCTU
10000f) (Ethernet, port-channel).
no negotiation BbIKNtOYaeT aBTOCOrNacoBaHWE A CKOPOCTM M AynaeKkca Ha
HacTpanBaemom MHTepodeiice.
negotiation bypass BbIkntoueHWe nponycka npoueaypbl aBTOCOr1aCoBaHUA, eCcan
napTHeEpP Ha BCTPEYHOWN CTOPOHE He OTBeYaeT.
—/BK/IIOYEHO

no negotiation bypass

BKAloYeHMe Mponycka npoueaypbl aBTOCOrIacoBaHUA, ecnun
napTHep Ha BCTPEYHOW CTOPOHE He OTBeYaer.

flowcontrol mode

mode: (on, off,

3afatb pexum ynpasneHus notokom flowcontrol (BKatouuTb,
OTK/NIOYUTb  WAW  aBTOCOr/IacoBaHWeE).  ABTOCOr1acoBaHWe
flowcontrol paboTaeT TonbKO B C/lyvae, eCav perMm aBTocorna-

auto)/off coBaHMsA negotiation BKAOYEH Ha HAacTpaMBaemom UHTepdelice
(Ethernet, port-channel).
no flowcontrol OTKNIOYUTD PEXUM YyNpaBaeHMA NOTOKOM.
back-pressure BKntouaeT PyHKLMIO «OBpaTHOro AaB/NEeHUA» Ha HacTpauBae-
mom uHTepdelice (Ethernet).
—/BbIK/OYEH

no back-pressure

BbikntouaeT GyHKLMIO «0BPaTHOrO AaBNEHUA» Ha HacTpavBae-
MOM MHTepdelice.

load-average period

no load-average

period: (5..300)/15

YcTaHOBWUTL Mepuoj, B TedyeHue KoToporo cobupaerca cTatu-
CTMKA O Harpyske Ha nHTepdeiice.
/' Mpwu 3TOM MHTEPBAN pac4yéTa CYETUMKOB HE U3SMEHSA-
eTca.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

no media-type

—/prefer-fiber

Bbi6bop TMNa KOMBO-NOPTa B KAYECTBE OCHOBHOIO HOCUTENS.
-force-fiber — paspelwweHa akKTMBHOCTb TO/ILKO ONTUYECKOM Ya-
CTU KOMB0-NopTa;

-force-copper — paspelleHa aKTMBHOCTb TO/IbKO MeAHOM YacTu
KOMb0-nopTa;

-prefer-fiber — npenmyLLecTBo onTMYECKOro MHKa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

mtu size YcTaHOBUTb 3HaUeHWe maximum transmission unit (MTU)
Hactpoiika MTU He paboTaeT ans TPaH3UTHOro Tpa-
size: duka
(128..1500)/1500
6anT Hactpoiika npumeHsieTcA nocne nepesarpysku
yCTpOiCTBa.
no mtu YCTaHOBWTb 3HAYEHME MO YMONYAHUIO
snmp trap link-status BkntoyaeT otnpaBky SNMP trap-coobLieHNn 0 COCTOAHUN UH-
—/BKNIOYEHO TepdenCHbIX IMHKOB.
no snmp trap link-status OTKkntoyaeT otnpasky SNMP trap-coobuieHnin.
hardware profile portmode MepekntoueHne pexkuma noptos XLG1-XLG4.
{1x40g | 4x10g} Komanga poctynHa Tonbko ans noproe fortygiga-
—/1x40g bitethernet yctpoiictBa MES5324.

V Hactpoiika npumeHseTcA nocne nepesarpysku
yCTpOWCTBa.
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KomaHObI pexxcuma 2a06an6Hol KOHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKK B pexxume rnobanbHol KoHUrypaumum:
console (config) #

Tabnnua 70 — KomaHabl pexmma obwmx HacTpoek nHtepdeinca Ethernet n Port-Channel

3HaveHue/3HaveH
KomaHda ue no Aelicmeue
ymon4yaHuro
port jumbo-frame Pa3spewaeTr KommyTtatopy paboTatb ¢ ¢dperimammn 6onblIOro
pasmepa.
V 3HaueHne maximum transmission unit (MTU) no
ymonuaHuio 1500 6air.
HacTpoiika BCTynUT B CUAly TONbKO MOCAe nepesarpysku
—/3anpeleHo V .
ycTpoiictea.
| 3HauyeHue maximum transmission unit (MTU) npwu
V HacTpoiike port jumbo-frame 10200 6aiiT.
no port jumbo-frame 3anpewaetr KommyTtaTopy paboTatb ¢ dperimamu 60abLIOrO
pasmepa.
errdisable recovery cause BK/IIOUMTb aBTOMATMUECKYIO aKTUBaLMIO MHTepdelica nocae ero
{all | loopack-detection | OTK/IIOUYEHUA B CIeAYHOLLMNX CAyYanX:
port-security | dotlx-src- - loopback-detection — o6HapyxeHune netennb;
address | acl-deny | stp- - port-security — HapylweHue 6e3onacHocTv Ana port security;
bpdu-guard | stp-loopback- - dotlx-src-address — HenpoxoxaeHue ayTeHTUPUKaLmm, oc-
guard | unidirectional-link HoBaHHOM Ha MAC-agpecax nonb3oBaTeneu;
| storm-control | link- - acl-deny — HecooTBeTcTBME cnuckam goctyna (ACL);
flapping | 12pt-guard | pvst - stp-bpdu-guard — akTvBaums 3awutel BPDU Guard (nepegava
| vpc} HecaHKLMOHNPOBaHHOro naketa BPDU yepes nHTepdeiic);
- stp-loopback-guard — o6Hapy:KeHWe neTesb NPOTOKO/IOM
STP;
- udld — akTmBauma 3awmuTbl UDLD;
- storm-control — 3awuTa OT «WTOPMa» ANA Pa3NUYHOrO Tpa-
duKa;
—/3anpeiuexo - link-flapping — dnannuHra nuHka;
- I2pt-guard — npeBbllWEeHNe KOMYECTBA BXOAALLMX MAKETOB
dyHKUMK L2PT;
- pvst — owmnbKKM npoToKona PVST;
- vpc — owunbKku npoTtokona VPC.
no errdisable recovery YCTaHOBWTb 3HAaYEHME MO YMOHAHUIO.
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |
link-flapping}
errdisable recovery interval YCTaHOBWUTb BPEeMEeHHOW MHTepBasn A/1A aBTOMaTUYecKoro no-
seconds seconds: BTOPHOTO BK/IOYEHUA MHTepdeiica.
- (30..86400)/300 ce-
no errdisable recovery KyHA YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.
interval
default interface [range] gi_port: Cbpoc HacTpoeK nHTepderica nam rpynnbl MHTEPENCcoB Ha 3Ha-
{gigabitethernet gi_port | (1..8/0/1..28); YeHUs, YCTaHOBAEHHbIE N0 YMOYaHMIO.
fastethernet fa_port | fa_port:
port-channel group | (1..8/0/1..24);
loopback loopback_id} group: (1..48);
loopback_id: (1..64)
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KomaHOobi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexxknme EXEC:

console#

Tabnnua 71 — KomaHabl pexkmma EXEC

3HayeHue/3HavyeH
KomaHoa ue no Aelicmeue
YMOAYAHUIO
clear counters — Cbpoc CTaTUCTMKM ANA BCeX MHTepdencos.
clear counters {oob | giga- gi_port: CHpoc CTaTUCTMKM Ana nHTepdeiica.
bitethernet gi_port | tengi- (1..8/0/1..48);
gabitethernet te_port | for- te_port:
tygigabitethernet fo_port | (1..8/0/1..24);
port-channel group | vlan fo_port:
vian_id} (1..8/0/1..4);

group: (1..48)
vlan_id: (1..4094)

set interface active {giga- gi_port: AKTMBMPYET NOPT UAW FPYNMNY NOPTOB, BbIKNHOYEHHbIX KOMAHAOWM
bitethernet gi_port | tengi- (1..8/0/1..48); shutdown.
gabitethernet te_port | for- te_port:
tygigabitethernet fo_port | (1..8/0/1..24);
port-channel group} fo_port:
(1..8/0/1..4);
group: (1..48)
show interfaces {giga- gi_port: MoKas3aTb CBOAHYD MHPOPMALMIO O COCTOSIHUM, HaCTpoMKe U
bitethernet gi_port | tengi- (1..8/0/1..48); CTaTUCTUKe noprTa.
gabitethernet te_port | for- te_port:
tygigabitethernet fo_port | (1..8/0/1..24);
port-channel group} fo_port:
(1..8/0/1..4);
group: (1..48)
show interfaces configura- gi_port: Moka3aTb KoHbUrypauuio nHTepdencos.
tion {oob | gigabitethernet (1..8/0/1..48);
gi_port | tengigabitether- te_port:
net te_port | fortygiga- (1..8/0/1..24);
bitethernet fo_port | port- fo_port:
channel group | detailed} (1..8/0/1..4);
group: (1..48)
show interfaces status — MoKa3aTb cOCToAHUE BCeX MHTepdencos.
show interfaces status {oob gi_port: Moka3saTtb cocToaHue Ethernet-nopTa, rpynnbl NopToB.
| gigabitethernet gi_port | (1..8/0/1..48);
tengigabitethernet te_port te_port:
| fortygigabitethernet (1..8/0/1..24);
fo_port | port-channel fo_port:
group | detailed} (1..8/0/1..4);

group: (1..48)

show interfaces advertise

MokasaTb NapameTpbl aBTOCOrNAcOBaHMA, 0ObABNAEHHblE A/1A
BCeX UHTepdeiicos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port:
(1..8/0/1..48);

te_port:
(1..8/0/1..24);

fo_port:
(1..8/0/1..4);
group: (1..48)

MoKasaTb MapameTpbl aBTOCOI/NACOBaHWA, OOBbABNEHHblE ANA
Ethernet-nopTa, rpynnbl nopToB.

show interfaces description

MoKasaTb onncaHua Bcex MHTepdencos.
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show interfaces description
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port:
(1..8/0/1..48);

te_port:
(1..8/0/1..24);

fo_port:
(1..8/0/1..4);
group: (1..48)

MokasaTtb onucaHue Ethernet-nopTa, rpynnol NopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY AN BCeX UHTepdeiicos.

show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id | detailed}

gi_port:
(1..8/0/1..48);

te_port:
(1..8/0/1..24);

fo_port:
(1..8/0/1..4);
group: (1..48)

vlan_id: (1..4094)

MoKasaTb CTaTUCTUKY ANA MHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY MO HarpysKe 419 BCex nHTepdeiicos.

show interfaces utilization gi_port: MokasaTb cTaTUCTUKY No Harpyske ansa Ethernet-uHtepdelica.
{gigabitethernet gi_port | (1..8/0/1..48);
tengigabitethernet te_port te_port:
| fortygigabitethernet (1..8/0/1..24);
fo_port | port-channel fo_port:
group} (1..8/0/1..4);
group: (1..48)
show interfaces mtu {giga- gi_port: MokasaTtb HacTpoliky MTU ansa untepdelica
bitethernet gi_port | tengi- (1..8/0/1..48);
gabitethernet te_port | for- te_port:
tygigabitethernet fo_port | (1..8/0/1..24);
port-channel group | vlan fo_port:
vlan_id | loopback loop- (1..8/0/1..4);
back_id} group: (1..48);

loopback-id: (1..64);
vlan_id: (1..4094)

show ports jumbo-frame

MokasaTtb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

lMoKa3aTb HAaCTPOMKKM ANA aBTOMATUYECKOM NOBTOPHOM aKTMBa-
unu nopra.

show errdisable interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port:
(1..8/0/1..48);

te_port:
(1..8/0/1..24);

fo_port:
(1..8/0/1..4);
group: (1..48)

MNokasaTtb ANPUYNHY OTKNKOYEHUA NOPTa, rpynnbl NOPTOB U COCTO-
AHWE aBTOMATUYECKOM aKTuBauun.

show hardware profile
portmode

Moka3satb pexum noptos XLG1-XLG4.

V ' KomaHga aocrynHa TonbKo ana MES5324.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [lokasaTb cOCTOAHME MHTEPDENCOB:

console# show interfaces status

gil/0/1 1G-Copper
gil/0/2 1G-Copper
gil/0/3 1G-Copper
gil/0/4 1G-Copper
gil/0/5 1G-Copper

Duplex Speed Neg

Flow Link Uptime Back Mdix

ctrl State (d,h:m:s) Pressure Mode Port
-— Down - - - Access
-- Down - -= - Access
-— Down - - - Access
-— Down - - - Access
-- Down - -= - Access
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gil/0/6
gil/0/7
gil/0/8
gil/0/9
gil/0/10
gil/0/11
gil/0/12
gil/0/13
gil/0/14
gil/0/15
gil/0/16
gil/0/17
gil/0/18
gil/0/19
gil/0/20
gil/o0/21
gil/0/22
gil/0/23
gil/0/24
tel/0/1
tel/0/2
tel/0/3
tel/0/4

1G-Copper - - - -- Down - - -
1G-Copper - -- -- -— Down - == -=
1G-Copper - - - -- Down - - -
1G-Copper - -- -- -— Down - == -=
1G-Copper - - - -- Down - - -
1G-Copper - - - -- Down - - -
1G-Copper - -- -- -— Down - == -=
1G-Copper - - - -- Down - - -
1G-Copper - -- -- -— Down - == -=
1G-Copper - - - -- Down - - -
1G-Copper - - - -- Down - - -
1G-Copper - -- -- -— Down - == -=
1G-Copper - - - -- Down - - -
1G-Copper - -- -- -— Down - == -=
1G-Copper - - - -- Down - - -
1G-Copper - - - -- Down - - -
1G-Copper - -- -- -— Down - == -=
1G-Copper - - - -- Down - - -
1G-Copper - -- - -— Down - == -=
10G-Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled Off
10G-Fiber Full 10000 Disabled Off Up 00,04:37:10 Disabled Off
10G-Fiber - - - -- Down - -- -
10G-Fiber -- - -= -- Down - -- -
Flow Link
Type Duplex Speed Neg control State

—— — - - -- Not Present
—— —_ - - - Not Present
—— — - - -- Not Present
—— — - - -- Not Present
—— —_ - - - Not Present
—— — - - -- Not Present
—— —_ - - - Not Present
—— — - - -- Not Present
—— - - - -- Not Present
—— —_ - - - Not Present
—— - - - -- Not Present
—— —_ - - - Not Present
—— - - - -- Not Present
—— - - - -- Not Present
—— —_ - - - Not Present
—— - - - -- Not Present

Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Trunk

Trunk

Access
Access

MoKasaTb CBOAHYIO MHPOPMALMIO O COCTOAHWUM, HACTPOMKe U cTaTUcTUKe Ethernet-noprta (pexunm
0TOBPaYKEHUA CTAaTUCTUKK KnaccudurKaumm Tpaduka):

consolef#show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down (not connected)
Interface index is 1
Hardware is tengigabitethernet, MAC address is a8:£9:4b:£d:00:41
Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000
Link is down for 0 days, 0 hours, 3 minutes and 28 seconds
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s

0

O OO OO OoooOo

o

packets input, 0 bytes received
broadcasts, 0 multicasts

input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC

pause frames received

packets output, 0 bytes sent
broadcasts, 0 multicasts

output errors, 0 collisions

excessive collisions, 0 late collisions
pause frames transmitted

symbol errors, 0 carrier, 0 SQE test error

Output queues: (queue #: packets passed/packets dropped)

1:
2:
3:

0/0
0/0
0/0
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O J oy U1

0/0
0/0
0/0
0/0
0/0

- MokasaTtb napamMmeTpbl aBTO-COr/1aCcoBaHUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled -— -
tel/0/2 10G-Fiber Disabled -- --
tel/0/3 10G-Fiber Disabled - -
tel/0/4 10G-Fiber Disabled -- --
fol/0/3 40G-Fiber Disabled - -—
fol/0/4 40G-Fiber Disabled - -
gil/0/1 1G-Copper Enabled Slave -=
Pol - Enabled Slave --
Po2 -= Enabled Slave -=
Po8 - Enabled Slave --
Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100£f, 100h, 10f, 10h

MoKa3aTb CTAaTUCTMKY MO MHTepdeincam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
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Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: O
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

| oob 3 616 0 39616
" MoKa3aTb CTaTUCTUKY NO rpynne KaHanos 1
console# show interfaces counters port-channel 1
Ch InUcastPkts InMcastPkts InBcastPkts InOctets
el T o o s007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
""" Pl o & 3 o2

= [lokasaTb HacTpPolKy jumbo-frames B KommyTaTOpE:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnmua 72 — OnucaHue cY4eTYMKOB

Cuemyuk OnucaHue
InOctets Konnuectso NpuHATbIX 6alToB.
InUcastPkts Konunyectso NpUHATLIX 04HOAAPECHbIX NAKETOB.
InMcastPkts KonnyectBo NPUHATLIX MHOFOaApeCHbIX MaKeTos.
InBcastPkts Konunyectso NpUHATHIX WMPOKOBELWATENbHbIX MAaKeTOB.
OutOctets Konnuectso nepepaHHbIX 6aiToB.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeTOB.
OutMcastPkts Konunyectso nepefaHHbIX MHOTOagpecHbIX MAaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX LWMPOKOBeLLLaTe/IbHbIX MaKeToB.

Alignment Errors

Konnyectso npuHATLIX GPenmMoB ¢ HapyLWeHHOM LeNOCTHOCTbIO (C KONNMYECTBOM
6aliT He COOTBETCTBYIOLWMM AJIMHE) U He NPOoLeaLnX NPOBEPKY KOHTPO/IbHOM
cymmbl (FCS).

FCS Errors

Konnyectso NpuHATLIX GPernMOoB C KOIMYECTBOM HaIT, COOTBETCTBYIOLWLMM A/MHE, HO
He npoleaLwmnx NPOBEPKY KOHTPOIbHOMN cymmbl (FCS).

Single Collision

Konunuectso ¢ppeimoB, BOBNEUYEHHbIX B €4MHUYHYIO KONTM3UIO, HO BNOCAEACTBUM

Frames nepegaHHbIX yCrewHo.
Multiple Collision Konnuectso ¢ppeiimoB, BoBeYeHHbIX 60Jiee Yem B 04HY KO/IM3MIO, HO BNoOC/eA-
Frames CTBMM NepeaaHHbIX yCrneLwHo.
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Deferred Transmis-
sions

Konnuectso ¢ppeiimoB, Ana KOTOPbIX NepBas NonbiTka Nepesaymn oT/0KeHa U3-3a 3a-
HATOCTU cpesbl Nepesauv.

Late Collisions

Konunuectso cnyyaes, Korga Konimsmsa 3adbuKcMpoBaHa Noc/e TOro, Kak B KaHas
CBA3M yKe b6blnn nepefaHbl nepsble 64 6aiT (slotTime) nakeTa.

Excessive Collisions

Konunuectso ppeitmoB, KoTopble He 6blnK NepeaaHbl U3-3a N36bITOYHOrO KOIMYECTBa
KONTN3NIA.

Carrier Sense Errors

Konnuectso ciiyyaes, KOr4a COCTOAHME KOHTPOAS HecyLwen bblao noTepaHo, b0 He
YTBEPXKAEHO MpM NonbITKe Nepesayn ppenma.

Oversize Packets

Konnyectso NpuMHATLIX NaKeTOB, Pa3Mep KOTOPbIX NPEBbLILLAET MaKCMMasbHbIW pas-
pelleHHbI pasmep dpernma.

Internal MAC Rx
Errors

Konnuectso ppeitmoBs, KOTOpbIe He BblIM MPUHATBI YCMELHO U3-3a BHYTPEHHEN
OWKN6KM Npruema Ha ypoHe MAC.

Symbol Errors

[na vHTepodelica, paboTatouiero B pexkmume 100M6/c — KonuuecTso cayyaes, Koraa
MMEeNCA HeJOMYyCTUMbIA CUMBOA AaHHbIX, B TO BPEMSA KaK NpaBWJIbHaA HecyLlan
6blna NnpeacTaBaeHa.

[Onsa nutepdeiica, paboTatowero B noayayniekcHom pexmnme 1000M6/c — konnye-
CTBO C/ly4aeB, KOrga cpeactsa Npuema 3aHATbl B Te4eHUE BPEeMEHU, PaBHOMY Uau
6onbliemy Yem pasmep cnoTa (slotTime), U B TeueHME KOTOPOTro UMeNoCh XOTA bbl
04HO cobbiTMe, KoTopoe 3acTasnseT PHY BbifaBaTb oWwMBKY Npuema AaHHbIX (Data
reception error) uau owmnbKy Hecyuiel (Carrier extend error) Ha GMIL.

[na vHuTepdeiica, paboTatolero B NoJHOM AynaeKcHoM pexxume 1000M6/c — Ko-
JIMYECTBO C/y4aeB, KOrga cpeactsa NpMema 3aHATbl B TeYeHME BPEMEHU, PaBHOMY
nnn 6onblieEMY YEM MUHUMANbHBIN pasmep dpeima (minFrameSize), n B TeueHne
KOTOPOro umenocb xota 6bl 0AHO cobbiTWE, KOTOpOe 3acTaBnseT PHY BblgaBaTh
oLWKMBKY NprMema AaHHbIx (Data reception error) Ha GMII.

Received Pause
Frames

Konunyectso npuHaTbix ynpasastowmx MAC-pperimos ¢ Kogom onepaummn PAUSE.

Transmitted Pause
Frames

Konnuectso nepegaHHbix ynpasastowmx MAC-dpelimos ¢ Kogom onepaumm PAUSE.

5.10.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepageiicoe

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypauuu:

console (config) #

Tabnnua 73 — KomaHabl pexkuma rnobanbHo KoHpUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue

Aeilicmeue
o yMmon4aHuro

vla

n database

— MepeiTn B pexkMm KoHourypaumm VLAN

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

HbIX 417 BHYTPEHHEro ncnonb30BaHUA;

LWEeHHbIX ANA BHYTPEHHEro MCNo/s1b30BaHUA;

- add — po6aBuTb ykasaHHble VLAN ID B nepeyeHb 3anpeLyeH-

- remove — yaanuTb yKasaHHble VLAN ID 13 nepeyHAa 3anpe-

VLANlist: (2..4094)

- except — £06aBUTb B NepeyeHb 3anpeLeHHbIX AN BHYTPeH-
Hero ucnonb3osaHua Bce VLAN ID, 33 UCKAOYEHMEM YKa3aHHbIX
B KayecTBe NapameTpa;

- none — ouncTuTb nepeyeHb VLAN ID, 3anpeLLeHHbIX 418 BHYT-
PEHHEro UCNosb30BaHMA.

vlan mode {basic | tr101}

—/basic

BblbpaTb pexunm.
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vlan statistics ingress {low |
high}

no vlan statistics ingress
{low | high}

—/BbIK/OYEHO

BKAtoUNTbL C60p CTAaTUCTMKM AanA gmanasoHos VLAN:
low — VLAN 1-2047
high — VLAN 2048-4094

BbIkntounTh c60p CTaTUCTUKU ANA YKA3aHHOIo Anana3oHa.

vlan tr101 map inner-vlan
c_vian_id interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no vlan tr101 map inner-
vlan c_vlan_id interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

c_vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

CHATb Ha ¢u3nyeckom mHTepdeiice cpasy 2 naeHTUPUKaTopa
VLAN (B pexknme customer), 6a3mnpyrosicb Kak Ha s_vlan_id, Tak
1 Ha c_vlan_id. Mpun atom geicteue BbINOJHAETCA TO/bKO ANA
Tpadwmka, umaywero ¢ uHTepdelica, yKasaHHOro B JaHHOWM
HaCTpoOliKe.
- c_vlan_id — ngeHTMdMnKaLMoHHbI HoMep BHYyTpeHHel VLAN.
- interface — cnucok uHTepdelicoBs, K BXxoaallemy TpaduKy Ko-
TOPbIX BO3MOXHO MPUMEHEHME AAHHOrO npasuaa. [uanasoH
HOMEpPOB UHTEPENCOB MOXKHO 3a4aTb NepeyncieHnem yepes
3anATyo UM YKa3aTb Ha4Ya/lbHOE U KOHEYHOE 3HaYeHUs auana-
30Ha Yepes gedwvc.

Ona paboTbl p[aHHOM KOMaHAbl Heobxoguma

H HacTpoiika pexuma «vlan mode tr101».

Ypanute npasuno.

KomaHObI pexcuma KoHguaypayuu VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHdurypaumm VLAN:

console# configure

console (config)# wvlan database
console (config-vlan) #

[aHHbIV pexxnum OoCTyneH U3 pexunma rnobasbHon KoHGUrypaLmm 1 npegHasHayeH ana 3agaHna
napameTpoB KoHPurypaumm VLAN.

Tabnnua 74 — KomaHabl pexmma KoHourypauum VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cMMBONIA

Oo6asutb VLAN nam Heckonbko VLAN.

Yaannte VLAN nnaun Heckonbko VLAN.

map protocol protocol [en-
caps] protocols-group

group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpunBA3aTb MPOTOKO K rpynne npoTOKONA0B, acCCOLUUMPOBAH-
HbIX BMecCTe.

Y[anuTb NpUBA3KY.
*— Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group
group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpueasatb MAC-agpec wan pguanasoH MAC-agpecos no
macke K rpynne MAC-agpecos.

Yaanutb NpmuBA3KY.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoHpurypaumm nHtepderica VLAN:

console# configure
console (config) # interface {vlan vlan id |range vlan VLANlist}
console (config-if) #

[aHHbIN pexum AOCTYMeH U3 perrMma KoOHOUrypaumm v npegHasHaydeH Ansa 3afaHusa napameTpos
KoHduUrypaummn nutepoeica VLAN nnbo grmanasoHa nHTepdencos.

Bbibop MHTepdeica ocyLwecTBASETCA NPYU NOMOLLM KOMaHAbI:

interface vlan vian id

Bbibop AManasoHa MHTePPENCOB OCYLLECTBAAETCA NPU NOMOLLM KOMaHAb!:
interface range vlan VLANIist

Huxke npuBeaeHbl KOMaHAbl 418 BXO4A B PEXMM HAcTpoiku mHTepdeinca VLAN 1 n Bxoga B perrum
HacTpoiku rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan 1

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if)#

Tabnnua 75 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

3HayeHue/3HayeH
KomaHda ue no Aelicmeue
YMOAYAHUIO

name name name: (1..32) L0o6aButb Mmsa VLAN.

no name CMMBONI0B/MMA YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.
cooTseTcTByeT
Homepy VLAN

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgpelicos) Ethernet, uHmepgelica

epyrnnel nopmos

Bupa 3anpoca KOMaHAHOM CTPOKU B pexxume KoHpurypaummn nHtepoeliica Ethernet, nHtepoeiica
rpynnbl NOPTOB:

console# configure
console (config)# interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel

group | range {..}}
console (config-if)#

[aHHbIN pexum AOCTYyMeH M3 perrMma KoHOUrypaumm v npegHasHayeH NS 3afaHus napameTpos
KOHUrypaumm nHtepdeica (nopta KOMMyTaTopa MK rPynnbl MOPTOB, PaboTaloWMX B PEXKMME pasaeneHus
Harpysku), iMbo arManasoHa MHTepdencos.
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MopT MoXKeT paboTaTb B YETbIPEX PEKMMAX:

— access — vHTepdelic gocTyna — HeTermpoBaHHbI UHTepdelic ana ogHon VLAN;
—  trunk — wvHTepdenc, NPUHUMaIOLLMIA TOIbKO TErMPOBaHHbIA TPadUK, 3a UCKAOYEHUEM Of-
Horo VLAN, KOTopbI MOXKeT 6biTb 06aBieH ¢ MoOMOLbIO KOMaHAbl switchport trunk native

vlan;

— general — vHTepdelic ¢ nonHol noaaepKkoi 802.1q, NPMHUMAET KaK TErMPOBaHHbIN, TaK U
HeTerMpoBaHHbIV TpaduK;
— customer — Q-in-Q uHTepdeiic.

Tabnuua 76 — KomaHabl pexkmuma KoHpurypaumm uHtepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apaTb perxmm paboTtbl nopta B VLAN.
- mode — pexum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

Oo6asutb VLAN ansa nHtepdeiica goctyna.
- vlan_id — naeHTMdunKaumMoHHbIn Homep VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOIYAHMUIO.

switchport general ac-
ceptable-frame-type {un-
tagged-only | all}

—/NpUHUMaTL BCe
TUnbl Gpernmos

MpuHMMaTL Ha nHTepdeiice ToNbKO Gperimbl onpeaeneH-
HOro TmMna:

- untagged-only — TONbKO HETErMPOBAHHbIE;

- all — Bce pperimbl.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN ana nntepoeiica.

- vlan_list — cnucok VLAN ID. Ouana3oH Homepos VLAN
MOKHO 33aTb NepeuncieHnem Yepes 3anaTylo UAKN yKasaTb
HayanbHOe M KOHeYHOe 3HaYeHMA guanas3oHa Yyepes geduc "-

n

Ypanute cnucok VLAN gns nntepdeliica.

switchport trunk native
vlan vian_id

no switchport trunk native
vilan

vlan_id: (1..4094)/1

[ob6asnaet Homep VLAN B Kauectse Default VLAN gna pan-
Horo nHTepdeiica. Becb HeTerMpoBaHHbIV TpadumK, NocTynato-
LMW HA AaHHbIY NOpT, onpeaensercs B gaHHywo VLAN.
-vlan_id — npeHTMdUKaLMOHHbIN Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

switchport general al-
lowed vlan add vian_list
[tagged | untagged]

switchport general al-
lowed vlan remove
vlan_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN gna nHtepdeiica.

- tagged — nopt b6yaeT nepesasaTb TErMPOBaHHbIE MAKETbI
ana VLAN;

- untagged — nopt byzeT nepenaBaTb HeTErMPOBaHHbIE Na-
KeTbl gnAa VLAN.

-vlan_list — cnucok VLAN ID. Ouana3soH VLAN MOXHO 334aTb
nepeyncaeHmem Yepes 3anATyo UM YKa3aTb Ha4yaslbHOE U KO-

nn

HEeYHOe 3Ha4YeHUA gMana3oHa 4Yepes p,ed)mc .

Yaanute cnucok VLAN ans uHtepoelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu ycraHosneH VLAN
no YMOYaHUIO

[obasutb naeHtndunkatop VLAN nopta (PVID) ana ocHoBHOro
WHTepodelica.
-vlan_id — npeHTMduMKaumoHHbIN Homep VLAN nopra.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

switchport general in-
gress-filtering disable

—/bunbtpaumsn
BK/IlOYEHA

BbIK/MOUNTL o151 OCHOBHOIO MHTepdeiica duabTpaLmio BXoAA-
LLMX NMAaKeToOB Ha OCHOBE MPUCBOEHHOro UM 3HayveHua VLAN
ID.
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no switchport general in-
gress-filtering disable

BKntounTb 418 OCHOBHOrO MHTepdeica ¢unbTpaumnio BXxoaa-
LLMX NAaKeTOB Ha OCHOBE MPUCBOEHHOro UM 3HayveHua VLAN
ID.

Ecnn dunbTpauma BKAKOYEHa, U NaKeT He BXOAMT B rpynny
VLAN c npucBoeHHbIM nakeTty 3HayeHnem VLAN ID, To nakeTt
oTbpacbiBaeTcA.

switchport general ac-
ceptable-frame-type
{tagged-only | un-
tagged-only | all}

no switchport general ac-
ceptable-frame-type

—/npUHUMaTHL BCe
TMnNbl Gpermos

MpUHUMaTb Ha OCHOBHOM MHTepdece TOIbKO Pppelimbl onpe-
OeNneHHoro Tmna:

- tagged-only — TonbKO TErMpoBaHHble;

- untagged-only — TONbKO He TerMpoBaHHbIE;

- all — Bce pperimbl.

MpuHUMaTb Ha OCHOBHOM MHTepdeice Bce TUNbI Gpeitmos.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHoBUTb Npasuo knaccudpurkaumm VLAN gns nHtepdeiica,
OCHOBaHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — nAeHTUOUKALMOHHBI HOMep rpynnbl;

-vlan_id — naeHTMduMKaLuMoHHbIN Homep VLAN.

YpanuTe npasuao KnaccuduKkaumu.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBUTb Npasuo knaccupurkaumm VLAN gns nHtepdeiica,
OCHOBaHHOe Ha npusAske kK MAC-agpecy.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

-vlan_id — naeHTMduMKayMoHHbIN Homep VLAN.

YpanuTe npasuao KnaccuduKkaumu.

switchport general map
protocols-group group vian
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHOoBUTL Npasuio knaccupurkaumm VLAN gns nHtepdeiica,
OCHOBaAHHOE Ha NPMBA3KE K MPOTOKOAY.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

-vlan_id — naeHTMonKaumMoHHbIN Homep VLAN.

YpanuTe npasuao KnaccupuKkaumu.

switchport dotlq
ethertype egress stag
ethertype

ethertype: (1..ffff)
(hex)

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nake-
TOB, UCXOAALLMX C AaHHOTO UHTepdeiica.
Donyctumble 3HaueHua EtherType cm. MpunoxkeHue
. B. Noapepxusaemble 3HaueHus Ethertype.

switchport dotlq
ethertype ingress stag add
ethertype

switchport dotlq
ethertype ingress stag re-
move ethertype

ethertype: (1..ffff)
(hex)

[o6asutb TPID B Tabanuy knaccupukatopos VLAN.
Jonyctumble 3HayeHus EtherType cm. MpunoxkeHue B. Moa-
OepKuBaemble 3HaueHua Ethertype.

Ypanute TPID u3 Tabaunybl Knaccupurkatopos VLAN.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer
vilan

vlan_id: (1..4094)/1

LOo6asutb VLAN ana nonb3oBaTeIbCKoro MHTepdeica.
-vlan_id — npeHTMdMKaLuMoHHbIN Homep VLAN.

[062aBUTb K BXOAALWMM HETErMPOBAHHbIM MaKeTam Ha Kau-
EHTCKOM MopTy BHyTpeHHuW 802.1q 3aronosok — C-VLAN
(inner-vlan) n BHewHKi 802.1q 3aroNoBoOK, coaepralmit pvid
pononHutensHon VLAN (S-VLAN).
Ansa pabotbl 3TO KOMaHAbI HEO6X0AMMO BKAIO-
. YuTb rnobanbHo pexxkum «vlan mode tr101».

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

switchport customer mul-
ticast-tv vlan add vian_list

vlan_list: (2..4094, all)

PaspelwaeT npuUHMMaTb MHOroaApecHbI TpaduK U3 yKasaH-
Hbix VLAN (He siBnstowmxca VLAN nonb30BaTeNbCKOTO UHTEp-
¢deica) Ha HacTpanBaemom MHTepdeice, COBMECTHO C NOJb-
30BaTeNIAMMN APYIUX NONb30BATENbCKUX NOPTOB, NPUHUMALO-
LMX MHOFOaApecHbIN TpaduK ns gaHHbIx VLAN.

- vlan_list — cnucok VLAN ID. uana3oH VLAN MOXKHO 3a4aTb
nepeyncieHmem Yepes 3anATyo UK yKa3aTb Ha4a/lbHOE U KO-
HeYHoe 3HayeHus guanasoHa yepes gedpuc "-".
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switchport customer mul-
ticast-tv vlan remove
vlan_list

3anpeLaet NPMHUMATb MHOTOaAPECHbIM TpadmK Ha HacTpau-
BaeMOM UHTepodeiice.

switchport forbidden vian

add vian_list )
- vlan_list: (2..4094,

all)/sce VLAN
pa3spelleHbl NopTy

switchport forbidden vian
remove vian_list

3anpetuTb gobaBneHme yKasaHHbix VLAN nopry.

- vlan_list — cnucok VLAN ID. inanasoH VLAN moxKHO 3aaaTb
nepeymcieHnem Yepes 3anATyro UK YKa3aTb Ha4yalbHOE U KO-
HeYHoe 3HayeHus guanasoHa yepes gedpuc "-".

PaspewunTb AobasneHne ykasaHHbix VLAN-nopty.

switchport forbidden de-

Mo ymon4yaHuo
fault-vlan v

YNIEHCTBO B AedONTHOM
VLAN pa3pelieHo

no switchport forbidden
default-vlan

3anpetutb gobasneHune gedontHon VLAN-nopTy.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

switchport protected-port
no switchport pro- -
tected-port

MepeBoAnT NOPT B PEKMUM U30AALMMU BHYTPU FPYNNbl NOPTOB.

BocctaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

switchport protected {gi- gi_port: (1..8/0/1..48);
gabitethernet gi_port | te_port: (1..8/0/1..24);
tengigabitethernet fo_port: (1..8/0/1..4);

te_port | fortygiga-
bitethernet fo_port | port-
channel group}

group: (1..48)
Mo ymon4yaHuio
ncnosb3yerca
MapLwpyTusauma no
6a3se AaHHbIX
n3y4yeHHbIx MAC-
aapecos (FDB)

no switchport protected

MNepesoauT nopT B pexum Private VLAN Edge. OTmeHseT
MapLupyTU3aumto no 6ase AaHHbIX M3yvyeHHbIXx MAC-aapecos
(FDB) 1 HanpasnAeT BeCb OAHOAAPECHbIA, MHOTOAAPECHbIN 1
LWMpOKOoBeLLaTeNbHbIM Tpaduk Ha uplink-noprT.

OTKAKOYaeT OTMEHY MapLlipyTM3aumum no 6ase AaHHbIX M3y-
yeHHbIX MAC-agpecos (FDB).

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBWUTL NOPT Kak Ternpytowmii B aedontHoi VLAN.

YCTaHOBUTb 3HAYEeHME NO YMOHAHWUIO.

KomaHOwbl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnuua 77 — KomaHgb! pexxkmuma Privileged EXEC

3HayeHue/3HayeHue
no ymon4aHuo

KomaHoa

Aeilicmeue

show vlan —

Mokasatb uHopmaumto no scem VLAN.

show vlan tag vian_id vian, id: (1..4094)

MNokasatb MHpopmaumto no VLAN, nouck no naeHTuduKa-
TOpY.

show vlan internal usage

MNokasatb cnucok VLAN ana BHyTpeHHero MCno/nb30BaHWUA
KOMMYTaTOpPOM.

show default-vlan-mem-
bership [gigabitether-

net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | de-
tailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cocTas rpynnbl gedontHon VLAN.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 78 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

show vlan multicast-tv

vlan vian_id vlan_id: (1..4094)

MNokasaTb NOPTbI-UCTOYHUKN U NPUEMHUKN MHOTF0aApeCcHOro
Tpadmka B gaHHoM VLAN. MopTbl UICTOYHUKM MOTYT KaK nepe-
[aBaTb, TaK M NPUHUMATL MHOTOAZPECHbIV TpaduK.

show vlan protocols-
groups

MoKasaTb MHbOPMaLLMIO O Fpynnax NPOTOKO/I0B.

show vlan macs-groups

MokasaTb nHpopmaumtio o rpynnax MAC-agpecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}

MoKasaTb KOHOUIypaLuuto NopTa, rPynnbl NOPTOB.

show interfaces pro-
tected-ports [gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | de-
tailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKas3aTb cocToAHWe NoOpTOB: B pexxkume Private VLAN Edge, B
private-vlan-edge-coobuiecTse.

[pumepbl 8bINOAHEHUS KOMAHO

MNMokasatb nHpopmaumio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP,
Vlan Name Tagged Ports
1 1

2 2

3 3

4 4

5 5

6 6

8 8

R-Radius Assigned VLAN, V-Voice VLAN

UnTagged Ports Created by

tel/0/1-24, D

fol/0/1-4,gi11/0/1,

Pol-16
S
S
S
S
S
S

MoKa3aTb NOPTbl UCTOYHUKM M MTPUEMHUKN MHOTroagpecHoro Tpadumka B VLAN 4:

console# show vlan multicast-tv vlan 4

te0/1
te0/2,te0/4,te0/8

Source ports
Receiver ports:

console# show vlan protocols-groups

Moka3aTb MHGOPMaLMIO O rPyNMax NPOTOKO/IOB:
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Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvob) Ethernet 3

= [loKasaTb KoHbUrypaumto nopta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-Voice
VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll

Ingress UnTagged VLAN ( NATIVE ): 1

Protected: Disabled

Port is member in:

Vlan Name Egress rule Added by

1 Untagged
2 Tagged
3 Tagged
4 Tagged
5 Tagged
6 Tagged
8 Tagged
28 Tagged

N ooy Ul WwN
N nn nn il n T

Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonsieT npov3BoAMTb pasrpaHuyeHue TpaduKa Ha BTOPOM
ypoBHe mogenun OS|I mexay nopramu KOMMYTaTopa, KOTOpble HAaxoAATcA B OAHOM LUMPOKOBELLATe/IbHOM
AomeHe.

— Ha kommyTatopax moxKeT bbITb CKOHGUIyprpoBaHo Tpu Tuna PVLAN nopTos:

— promiscuous —nopT, KOTOPbIA cNocobeH 06MeHNBATLCA AAHHBIMU MeXAy Nto6biMu
nHTepdelicamm, Bkatoyas isolated 1 community noptel PVLAN;

— isolated — nopT, KOTOPbIN NONHOCTBIO M30/IMPOBAH OT APYrMX NOPTOB BHYTPU OA4HOIO
n Toro e PVLAN, Ho He oT promiscuous noptoB. PVLANbI 6/10KMpYOT BeCb TpaduK,
NayLWwmi B CTOPOHYy isolated nopToBs, KpoMe TpadurKa cO CTOPOHbLI Promiscuous NOPTOB.;
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MakeTbl CO CTOPOHbI isolated nopToB MoOryT nepepaBaTbCA TONLKO B CTOPOHY
promiscuous NoOpToB;

— community — rpynna nopTos, KOTOPble MOFYT 0OMeHMBATLCA AaHHbIMU MexXay cobol
M promiscuous NopTammu, 3Tu MHTepdencol oTaeneHbl Ha BTOPOM yposHe moaenn OSI
OT BCEX OCTa/IbHbIX cOmmunity nHTepdencos, a TakKe isolated noptos BHyTpn PVLAN.

Mpouecc BbINOAHEHUA GYHKUMM AOMNOJAHUTENbHOTO pPasAeneHus NOpPTOB C MOMOLLbIO TEXHONOTUM
Private VLAN npepctaBneH Ha pucyHKe 46.

Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
A

oy
] ]

O O m{m(.

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHoK 46 — Mpumep paboTbl TexHonorum Private VLAN

BuAa 3anpoca KOMaHAHOW CTPOKK B pexxnme KoHodurypaumm nHtepdeinca Ethernet, nnrepoeiica Vlan,
nMHTepdelica rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..} | vlan vian id}

console (config-if) #

Tabnnua 79 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

3HayeHue/3Haye-
KomaHda Hue rno ymoan4a- Aelicmeue
Huto

switchport mode private- 3agaTtb pexkum paboTbl nopta B VLAN.
vlan {promiscuous | host} —
no switchport mode YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.
switchport mode private- 3apaTb pexkum paboTbl nopta B VLAN Trunk.
vlan trunk {promiscuous |
secondary} —
no switchport mode pri- YCTaHOBUTb 3HAYEHME MO YMOHAHUIO.
vate-vlan trunk
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switchport private-vlan [o6aBnTb OCHOBHYIO 1 BTOpocTeneHHble VLAN Ha promiscuous
mapping [trunk] pri- nHTepoeiic.
mary_vlan add second- V Ha oauH promiscuous-uHtepdeiic Henb3a A06aBUTb
ary_vlan primary_vlan: 6onblue ogHoli primary vlan.
switchport private-vlan (1..4094); Ypanutb sTopocTeneHHble VLAN Ha promiscuous nHTepdeiic.
mappu\g [trunk] pri- secondary_vlan:
mary_vlan remove second- (1..4094)
ary_vlan
no switchport private-vlan YAanuTb OCHOBHYIO 1 BTOpocTeneHHble VLAN.
mapping
switchport private-vlan . [o6asuTb primary u secondary vlan Ha host nHtepdeiic.
. . primary_vlan: o

hostassociation pri- V Ha oauH host-untepdeiic Henb3a fo6aBuTbL 6onblie
mary_vlan secondary_vilan (1..4094) opgHou secondary vlan.

- " secondary_vlan:
no switchport private-vian (1..4094) YAanuTb 0OCHOBHYHO M BTOopocTeneHHble VLAN.
host-association
switchport private-vlan as- [Nobasutb primary u secondary vlan Ha trunk-secondary
sociation trunk pri- primary_vlan: nHTepdeiic.
mary_vlan secondary_vlan (1..4094) Ha oauH trunk-secondary nHrepdeiic Henb3s ao6asuTb

secondary_vlan: 6onble ogHoli secondary vlan.
no switchport private-vian (1..4094) Ypanntb OCHOBHYIO 1 BTopocTeneHHble VLAN.
association trunk
switchport private-vlan [ob6asutb Ha PVLAN Trunk-uHTtepdeic VLAN, He y4yaBcTBytO-
trunk allowed vlan add wyto B PVLAN.
vlan
- - vlan: (1..4094) —

switchport private-vlan Yaanutb Ha PVLAN Trunk-uHtepderic VLAN, He y4aBCTBYHOLLYO
trunk allowed vlan remove 8 PVLAN.
vlan
switchport private-vlan [o6asutb Homep VLAN, He yyascTaytowyto B PVLAN, B KauecTse
trunk native vlan vian Default VLAN ana PVLAN Trunk-uHtepdeiica.

- - vlan: (1..4094) / 1
no switchport private-vlan YCTaHOBWTb 3HaYEHMeE NO YMOYAHUIO.

trunk native vlan

Tabnumua 80 — KomaHgbl perkmma KoHourypaumm nHtepoeiica VLAN

3Ha4yeHue/3Ha-
KomaHoa YeHue 1o ymosi- Aelicmeue
YaHUIo
private-vlan {primary | BkntounTtb mexaHusm Private VLAN v 3aaaTb TMn nHTepdeiica.
isolated | community}
no private-vlan OTKNOUMUTb MexaHuM3m Private VLAN.
private-vlan association [o6asuTtb (yganutb) npueasKy sropocteneHHoi VLAN K OCHOB-
[add | remove] secondary_vlan Hol. HacTpoiika npumeHnma TosbKo ana primary VLAN.
no private-vlan association (1..4094) Yaanutb npuenAsky BTopocteneHHol VLAN K OCHOBHOIA.
V MaKcumanbHoe KoaMuyecTBo BTopocTteneHHbiXx VLAN — 256

MakcumanbHoe Konndectso community VLAN, KoTopble moryT 6biTb
accouMmupPoBaHbl C 04HOM ocHoBHOM VLAN — 8.

Mpumep Hacmpoliku uHmepgelicos kKommymamopa Switch A (pucyHok 46 — [Mpumep pabomel mex-

Hoso2uu Private VLAN)

e promiscuous nopT — interface gigabitethernet 1/0/4
e jisolated nopt — gigabitethernet 1/0/1
e community nopt — gigabitethernet 1/0/2, 1/0/3.
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interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

|
interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/3

switchport mode private-vlan host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/4

switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

|

interface vlan 201

name isolate

private-vlan isolated

exit

|

interface vlan 202

name community

[pumep Hacmpoliku uHmepagelicos npu pabome mexHono2uu Private VLAN Trunk

e trunk-isolated nopt— gigabitethernet 1/0/1
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3
e trunk-promiscous nopt — interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1

switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit

|

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community
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switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit

|

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit

|

interface gigabitethernet 1/0/4

switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|
interface vlan 201

name isolate

private-vlan isolated
exit

|
interface vlan 202

name community

private-vlan community

5.10.4 Hacmpolika uumepgelica IP

IP-uHTEepdenc co3maétca npu HasHadeHun |P-agpeca Ha nwbo U3 MHTepdencoB YCTPOMCTBA

gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel nnu vlan.

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nHtepdelica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexum AO0CTyneH U3 pexkuma KoHOUrypauum M npegHasHavyeH ANs 3a4aHuA NapameTpos

KOHOUrypauum nHtepoelica IP.
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Tabnnua 81 — KomaHabl pexkmma KoHourypauum uHtepdelica IP

KomaHda

3HayeHue/3HayeH
ue no
YMOAYAHUIO

Aelicmeue

directed-broadcast

no directed-broadcast

— /BbIK/OYEHO

BkntouaeT dyHKumto nepesoga IP directed-broadcast nakera B
CTaHOAPTHbIM LWMPOKOBELLATENbHBIN NAKET U pa3peLlaeT nepe-
Aavy yepes BblbpaHHbI MHTepdeiic.

3anpewaeT TpaHcaaymio IP directed-broadcast nakeTos.

helper-address ip_address

no helper-address ip_ad-
dress

ip_address: A.B.C.D

BkntouaeT nepeagpecaunto wnpokoselwatenbHbix UDP-nake-
TOB Ha onpeaeneHHbIV agpec.

- ip_address — IP-aapec Ha3Ha4yeHusA, Ha KOoTopbli byayT nepe-
HanpaBAATLCA MNaKeTbl.

OTKAOYaeT nepeagpecaumio WwmnpokosewatensHolx UDP-nake-
TOB.

[pumepbl 8bINOAHEHUS KOMAHO

= Bratountb pyHKUMIO directed-broadcast:

console# configure
console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24

(
console (config-if) #exit
console (config)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.11 Selective Q-in-Q

[daHHaa ¢GyHKUMA NO3BONAET HAa OCHOBE CKOHOUIYPMPOBaHHbLIX MpaBua GUALTPALUMK MO HOMEpPam
BHyTpeHHMX VLAN (Customer VLAN) npoussoauTb gobasneHune sHewHero SPVLAN (Service Provider’s VLAN),

nogmeHnaTb Customer VLAN, a Tak)Ke 3anpeLuaTb NpoxoxaeHune TpaduKa.

[ns ycTpoicTBa co3aaeTcsa CNUCOK NPaBua, Ha OCHOBAHUKM KOToporo byaeT ob6pabaTtbiBaTbca TpadumK.

KomaHObI pexcuma KoHguaypauuu uHmepgelica (QuanasoHa uHmepgelticos) Ethernet u Port-Chan-

nel

Buna 3anpoca KOMaHAHOM CTPOKM pexnma KoHPUrypaumm nHtepdeiica KoHpurypaumnm:

console# configure

console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range

{..}}

console (config-if) #
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Tabnnua 82 — KomaHabl pexkMma KoHourypauum nHtepdelica (amanasoHa nHtepoeicos) Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

selective-qinq list ingress
add_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co3aaeT NpaBuIo, Ha OCHOBAHWM KOTOPOTO K BXOAALLEMY Na-
KeTy C BHeLWHel meTKol ingress_vian_id 6ypeTt pobasnsaTbea
BTOpas meTKa vlan_id. Ecnv ingress_vlan_id He yKka3biBaTb —
npasuao 6yaeT NPUMEHATLCA KO BCEM BXOAALLMM NaKeTam, K
KOTOPbIM He 6blAN NPUMEHEeHbI Apyrve npasuaa («npasuao
Nno YMONYAHMIO®).

selective-qinq list ingress
deny [ingress_vlan in-
gress_vlan_id]

ingress_vlan_id:
(1..4094)

CospgaeT 3anpellaloliee nNpasuao, Ha OCHOBAHWM KOTOPOro
BXOZAALLME NAKeTbl C BHELWHEN MeTKol Tera ingress_vlan_id
byayT otbpacbiBaTbca. Ecnm ingress_vlan_id He yKasbiBaeTca
— byayT oTOpackIBaTbCA BCE BXOAALLME MAKETDI.

selective-qinq list ingress
permit [ingress_vlan in-
gress_vlan_id]

ingress_vlan_id:
(1..4094)

Co3gaeT paspeluatoliee NpaBuao, Ha OCHOBAHWM KOTOPOro
BXOAALLME NAKeTbl C BHELWHeN meTKol Tera ingress_vlan_id
6yayT nepepaBatbca 6e3 uameHeHuit. Ecam ingress_vlan_id
He yKasbiBaeTca — 6yayT nepefasaTbCs BCE BXOAALLME Na-
KeTbl 6€3 M3MEeHeHUN.

selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id:
(1..4094)

Co3paeT NpaBuio, Ha OCHOBAHWM KOTOPOTO BHELUHAS METKa
ingress_vlan_id Bxopfwero nakeTa 6ygeT 3aMeHATbCA Ha
vlan_id. Ecau ingress_vlan_id He yKa3biBaTb — npasuio by-
AeT NPUMEHATLCA KO BCEM BXOAALMM NaKeTaMm.

no selective-ginq list in-
gress [ingress_vlan vian_id]

vlan_id: (1..4094)

Ypanser ykasaHHoe npasuno selective gqing ana Bxoaawmx
naketoB. KomaHaa 6e3 napametpa «ingress vlan» yaanset
NpPaBu/Io NO YMONYaAHUIO.

selective-qinq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Co3paaeT NpaBmao, Ha OCHOBAHMM KOTOPOrO BHELUHASR MEeTKa
ingress_vlan_id vcxopawero naketa 6yaeT 3ameHATbCA Ha
vlan_id.

no selective-qging list
egress ingress_vlan vian_id

vlan_id: (1-4094)

Ypanser cnucok npasun selective qing 4na ncxoaawmx nake-
TOB.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnuya 83 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
no ymoa4aHuro
show selective-qing —
show selective-ginq inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

KomaHda Aeilicmeue

OTobparkaeT cnncoK npasun selective ging.

OtobparkaeT cnncok npasun selective ging ana ykasaHHoro
gi_port: (1..8/0/1..48); nopra.
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[Tpumepbl 8bINOAHEHUA KOMAHO.

= Cos3paTb NpaBUIO, Ha OCHOBAHWW KOTOPOro, BHELLHAS MeTKa BXxoasliero naketa 11 6yaet 3ame-
HATbcA Ha 10.

console# configure
console (config) # interface tengigabitethernet 1/0/1
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console (config-if) # selective-ging list ingress override vlan 10
ingress-vlan 11
console (config-if)# end

=  OT0b6pa3nTb CINCOK CO3aaHHbIX NpaBuA selective qing:

console# show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress te0/1 override vlan 10

5.12 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LlLTopm» BO3HMKaeT BC/eACTBME Ype3mMepHOro KosmyectBa broadcast-, multicast-, unknown unicast-
CO0bLLEeHNI, 04HOBPEMEHHO NepeaaBaeMblx Mo CETU Yepes OAMH NOoPT, YTO NPMBOAUT K Meperpyske pecypcos
CeTn N NoABNIEHUIO 3aJepPHKeK. « LUTOpM» MOXeT BO3HUKHYTb NPU Ha/IMYNUN «3aKOJ/IbLUOBAHHbIX» CErmeHTOB B CETU
Ethernet.

KommyTaTop wM3mepAeT CKOPOCTb MNPUHMMAEMOro LIMPOKOBELWATeNbHOr0, MHOroaZpecHoro MU
HEeM3BeCTHOro O4HOaApPecHOro TpaduKa AnA MOPTOB C BK/AKOYEHHbIM KOHTPOJIEM LUMPOKOBELLATENbHOMO
«LITOPMa» M OTOPACbIBAET NaKeTbl, C/IN CKOPOCTb MPEBbILAET 334aHHOE MaKCMMasibHOe 3HaYeHue.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaumm nHtepdeica Ethernet, uHtepdeiica rpynnoi
NopTOB:

console (config-if) #

Tabnnua 84 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHoa Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps}
[trap] [shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/tOYaET KOHTPO/Ib MHOTOaAPEeCcHoOro Tpaduka:

- registered — 3apernMcTpmMpoBaHHoOro;

- unregistered — He3aperncTpupoBaHHoOro.

- level — 06bem TpaduKa B NpoLEHTax OT MPOMYCKHOM cnocob-
HOCTU nHTepdelica;

- kbps — obbem TpadukKa.

Mpu 06HapyKeHUM MHOroaapecHoro Tpaduka MHTepdeinc mo-
eT 6bITb oTKNto4eH (shutdown) nnn gobasneHa 3anuco B
YKYpHan cooblueHwnit (trap).

BbIKtOYAET KOHTPO/Ib MHOTOAAPECHOTo TpaduKa.

storm-control unicast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/1O4AET KOHTPO/Ib HEM3BECTHOTO OZHOAAPECHOrOo TpaduKa.
- level — obbem TpadmKa B NpoLLeHTax OT NPONYCKHOM cnocob-
HOCTU UHTepdeiica;

- kbps — ob6bem TpaduKa.

Mpu OBHapyXeHUU HEU3BECTHOTO OJHOAAPecHOro TpaduKa
NHTEpderc MoxeT bbiTb oTKAoYeH (shutdown) unn nobasneHa
3anuchb B XKypHan coobuieHnit (trap).

BbIK/ItOYaET KOHTPO/Ib OHOAAPECHOTo TpaduKa.
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storm-control broadcast BK/tOYaeT KOHTPO/Ib LWWMPOKOBELLATeNIbHOro TpadumKa.
{level level | kbps kbps} - level —obbem TpaduKa B NpoLEeHTax OT NPONycKHOM cnocob-
[trap] [shutdown] HOCTU nHTepdelica;

- kbps — ob6bem TpaduKa.

Mpu oB6HapyKeHUU LUMPOKOBELLATENIbHOrO Tpaduka WUHTEep-
deric moxeT bbITb oTKAtOYeH (shutdown) nnm gobasneHa 3a-
MUCb B KYpHan coobLueHnit (trap).

level: (1..100);
kbps: (1..10000000)

no storm-control broad-

cast BbIK/IOYAET KOHTPOJIb LUMPOKOBELLATENBHOIO TpadumKa.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 85 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO
show storm-control inter- Moka3blBaeT KOHOUIypaumio GYHKLUUU KOHTPOAA «LWITOpMa»
face [gigabitethernet gi_port: (1..8/0/1..48); N1 YKa3aHHoro nopta, nmbo Bcex NopTos.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4)
bitethernet fo_port]

[pumepbl 8b1M0AHEHUS KOMAHO

= BK/OYNTb KOHTPOJIb LIMPOKOBELLATENIBHOTO, MHOTO3APECHOr0 U oAHOagpecHoro TpadurKa Ha 3-m
nHtepoeiice Ethernet. YctaHoBUTb CKOPOCTb A/1A KOHTPOIMpyemoro Tpaduka — 5000 K6/c: ans wn-
pokosewatenbHoro, 30% noaocbl NPonyckaHMA Aas BCEro MHOroaapecHoro, 70% ana HeM3BeCcTHOro
04HOaAPECHOTO.

console# configure

console (config) # interface TengigabitEthernet 0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.13 pynnbl arperauun KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneymBaloT nNoagepKy rpynn arperaumm KaHanos LAG B Ko/iMyecTBe COrM1acHO
Tabnuue (cTpoKa «Arperaums KaHanos (LAG)»). Kaxkgaa rpynna nopToB AOAXKHA COCTOATb U3 MHTepdencos
Ethernet ¢ oaMHakoBoW CKOpOCTbO, paboTalowmx B AyNAeKCHOM pexunme. ObbeamMHeHWe NOpToB B rpynny
yBENNUYMBAET NPOMYCKHYH CNOCOBHOCTb KaHafa MeXay B3anMOoAenCTBYOWMMM YCTPOMCTBAMM M MOBbILLAET
0TKa30yCTOMYMBOCTb. [pynna NopToB ABAAETCA A1 KOMMYTaTopa O4HUM IOrTMYECKMM NOPTOM.

YCTpOWCTBO NOAAEPKUBAET ABA PeXKMMa paboTbl rpynnbl NOPTOB — CTaTMYecKasa rpynna v rpynna,
paboTtatowan no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYIOLLEM pasaene
KOHUrypaumum.

/ Ecan ana nHtepdeiica nponssepeHbl HACTPOUKHU, TO ANa Aob6asaeHUA ero B rpynny cie-
AyeT BePHYTb HACTPOIKM NO YMOTYAHMUIO.
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[obaBneHune nHTepdelicoB B rpynny arperalun KaHanoB AOCTYMHO TOJIbKO B perKMme KoHdUrypauum
nHTepdelica Ethernet.

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumum nHtepdelica Ethernet:
console (config-if)#

Tabnnua 86 — KomaHabl pexkmma KoHourypauum nHtepdeiica Ethernet

3HayeHue/3HayeH
KomaHda ue no Aeiicmeue
YMOAYAHUIO
channel-group group mode [ob6asutb ethernet-nuHtepdelic 8 rpynny nopros.
mode group: (1..48); - on — pobasuTb NOpPT B KaHan 6e3 LACP;
mode: (on, auto) - auto — po6aBuTb NOPT B KaHan ¢ LACP B pexume «active».
no channel-group Ypanutb Ethernet-uHtepdeiic n3 rpynnel nopTos.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHoM KOHPUrypaLmm:

console# configure
console (config) #

Tabnuua 87 — KomaHab! pexxkmma rnobanbHon KoHGuUrypaumm

3HayeHue/3HavyeH
KomaHoa ue no Aelicmeue
YMOAYAHUIO

port-channel load-balance 3apaeT mMexaHU3M 6anaHCUPOBKM HArpysku gaa crtpateruu
{src-dst-mac-ip | ECMP u ana rpynnbl arpermpoBaHHbIX MOPTOB.
src-dst-mac | src-dst-ip | - src-dst-mac-ip — mexaHu3m 6anaHCMPOBKM OCHOBbLIBAETCA
src-dst-mac-ip-port | Ha MAC-agpece u IP-agpece;
dst-mac | dst-ip | src-mac | - src-dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
src-ip} [mpls-aware] MAC-agpece;

- src-dst-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbIBaeTCA Ha IP-

agpece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMPOBKM OCHOBbIBA-
etcA Ha MAC-agpece, IP-agpece n TCP-nopTe Ha3HaYeHUs;

- dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece nonyyaTens;

- dst-ip — mexaHn3m 6anaHCcMPOBKKM OCHOBbIBaeTCA Ha IP-aa-
pece nonyyaTens.

- mpls-aware — BK/oueHMe napcuHra L3/L4 3aronoBKoe na-
KeToB ¢ MPLS-meTKamu gna BCero ycTpowcTea. AKTyasnbHO
TONbKO C pexnumamm 6anaHcuMpoBKu no L3/L4-3aronoskam na-

—/src-dst-mac-ip

KeTa.
no Port-Channel load-bal- Bo3BpaT K HacTpolikam 6anaHCUMPOBKM Harpysku no ymonya-
ance HUt0.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>
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Tabnnua 88 — KomaHabl pexkmma EXEC

3HayeHue/3HayeH
KomaHda ue no Aeilicmeue
YMOAYAHUIO
show interfaces MokKasbiBaeT MHOPMaLMIO NO rpynne KaHanoB..
port-channel [group] group: (1..48)

5.13.1 Cmamuyeckue 2pynnel azpe2ayuu KaHanoe

chHKLI,MGﬁ CTaThyeckux rpynn LAG asnaetca O6'beAMHEHl4€ HECKOJZIbKUX d)msmqecr(mx KaHasoB B O4WUH,
YTO MNO3BONAET yBE/IMYNUTL MPONYCKHYHO CNOCOBGHOCTb KaHa/sia M MOBbLICUTb €ro OTKa30yCTOﬁHMBOCTb. Ana
CTaTUYECKMX rpynn npnopuTeT MCNnos1b3oBaHNA KaHa/10B B O6'be,£],MHEHHOM ny4yke He 3a4aeTcA.

/ Ona BkAUYeHUA paboTbl nHTepdeiica B cocTaBe CTaTUYECKOM rpynnbl UCMONbL3YATE KO-
maHgy channel-group {group} mode on B pexxume KoH}pUrypauum cooTBeTCTBYHOLLLETO UH-
Tepdeiica.

5.13.2 lpomokon azpeaayuu KaHanoe LACP

dyHKUuen npotokona Link Aggregation Control Protocol (LACP) aBnsetca o6beanHEHME HEeCKONbKUX
dn3nYecKkMx KaHanoB B OAMH. ArpermpoBaHuMe KaHa/loB WMCMNOAb3YeTcs AN YBEAMYEHMA MPOMYCKHOM
CcnocobHOCTM KaHana W MOBbIWEHUA ero oTKasoyctohumsocTn. LACP nossonseT nepepasatb TpaduK no
06beANHEHHbIM KaHa/laM B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETAMMU.

V DOna BKnouyeHua pabotbl UHTepdelica no npotokony LACP ucnonb3yitTe KomaHay
channel-group {group} mode auto B pexxume KoHdpUrypaumum cooTBeTCTBYIOLLErO UHTEp-
deiica.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHOM KoHbUrypaumm:
console (config) #

Tabanua 89 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

3HaveHue/3HayeHue .
KomaHda / Aeilicmeue
no ymon4aHuio
lacp system-priority value YcTaHaBAMBaeT NPUOPUTET CUCTEMDI.
— value: (1..65535)/1
no |an system-prlorlty YcTaHaBiMBaeT 3Ha4YeHUe Nno YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepoderica Ethernet:

console (config-if) #
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Tabnnua 90 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuro
lacp timeout {long | short} YcTaHaBAMBAEeT aAMMHUCTPATMBHBIM TaimayT MpPOTOKO/a
Mo ymonyanuio LACP:
ncnonbsyercs - long — annTenbHOe Bpems TalimayTa;
3HaveHue long - short — manoe Bpema TanmayTa.
no lacp timeout YcTaHaBAMBaET 3HAaYEHME NO YMONYAHUIO.
lacp port-priority value YcTaHaBAuBaeT npuoputeT nHtepdeliica Ethernet.
—— value: (1..65535)/1
no lacp port-priority YcTaHaBAMBaeT 3HaYeHMe N0 YMOIYAHUIO.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabanuya 91 — KomaHabl pexkmma EXEC

3HavyeHue/3Ha4yeHue .
KomaHda / Aeiicmeue
no ymon4aHuro
show lacp {gigabitethernet MokasbiBaeT MHPopmaumo o npoTtokose LACP gns uHTep-
gi_port | tengigabitether- delica Ethernet. Ecnu gononHuTeNbHble NapameTpbl He MUC-

net te_port | fortygiga-
bitethernet fo_port} [pa-

nosb3ytoTcA, To 6y4eT NoKasaHa BCa MHbopMaLma.

gi_port: (1..8/0/1..48); .
- parameters — roKasblBaeT napameTpbl HaCTPOMKMN NPOTO-

te_port: (1..8/0/1..24);

rameters | statistics | pro- Kona;
| I fo_port: (1..8/0/1..4); _n
tocol-state] - statistics — noka3sbIBaeT cTaTUCTUKY PaboTbl MPOTOKOAA;
- protocol-state — nokasbiBaeT cocTofAHMe paboTbl NpPoTo-
Kona.

show lacp port-channel MokasbiBaeT MHbopmaumio o npotokosne LACP gna rpynnbl
group: (1..48)
[group] nopToB.

[pumepbl 8bIN0AHEHUS KOMAHO

= Co3paTb NepByto rpynny NopToB, paboTatowyto no npotokoay LACP n BKAoYatoLWwyto ABa MHTepdeica
Ethernet — 3 u 4. CkopocTtb paboTbl rpynnbl — 1000 M6uT/c. YCTaHOBMTb NPUOPMUTET CUCTEMbI — 6,
npuoputetbl 12 n 13 gna noptos 3 n 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6

console (config)# interface port-channel 1

console (config-if)# speed 10000

console (config-if)# exit

console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 10000

console (config-if)# channel-group 1 mode auto
console (config-if) # lacp port-priority 12

console (config-if)# exit

console (config) # interface TengigabitEthernet 1/0/4
console (config-if)# speed 10000

console (config-if) #
console (config-if)
console (config-if)

channel-group 1 mode auto
lacp port-priority 13
exit

#
#
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5.13.3 Hacmpolika mexHonozauu Multi-Switch Link Aggregation Group (MLAG)

Kak n LAG, BuptyanbHble LAG no3BonatoT o6beguHUTb OAHY WK HeckosnbKo Ethernet-nnHuii ons
yBEeANYEHMA CKOpOoCTM N obecneyeHmsa oTkasoyctonumBocTn. MLAG TaK e m3BecTHa Kak VPC (Virtual port-
channel). NMpu obbl4HOM LAG arpernpoBaHHble MHUM AONKHbI ObITb Ha 0AHOM GM3UYECKOM YCTPOMNCTBE, B
cnyyae Xe ¢ VPC arperMpoBaHHble JIMHUK Haxo4AaTCA Ha pasHbix duUsmnyeckux yctponcreax. OyHruma VPC
No3BO/IAET COEANHNUTD ABa GU3UYECKMX YCTPONCTBA B O4HO BUPTYasbHOE.

/ Mpwu HacTpoiike VPC Ha 04HOPaHroBbiX KOMMYTaTOpaXx A0/13KHa bbITb 0A4UHAKOBaA Bepcua
nporpammHoro obecneyeHus.

/ VPC Port-Channel KOHTpOAMPYIOTCA TONIBKO KOMMYTaTOPOM C poJibio Primary, KommyTa-
Top Secondary ucnonb3yer HacTpoiku Primary;

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabanuya 92 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymon4arHuro

vpc domain domain_id Cospaet VPC-gomeH.
j» HaoaHom ycTpoiicTBe moxKeT 6biTb CO3AaH TO/IbKO
V oauH gomeH VPC. Ha napHbIX ycTpoicTBax Aon-
»KeH 6bITb oauHaKoBbil VPC-gomeH.

domain_id: (1..255)

no vpc domain domain_id Ypansaet VPC-goMeH c ycTpoliicTBa.

vpc group group_id Cospgaet VPC-rpynny. [1na Kaxa0ro arpermpoBaHHOro UHTep-

deiica fonkHa bbiTb co3gaHa otaenbHas VPC-rpynna. Ha nap-

HbIX ycTpocTBax Homepa VPC-rpynn foMKHbI COBNAAaTb.

group_id: (1..63) /I CymmapHoe KonuuectBo VPC-rpynn He MOMeT
V npesbicuTb 48.

no vpc group group_id Ypansaet VPC-rpynny c ycTpoiicTsa.

vpc BkntouaeT pexkum VPC. Ucnonb3yetca nocne KoHdurypaumm
—/BbIK/IOYEHO VPC.

no vpc Bbikntoyaet pexxkum VPC.

KomaHObI pexcuma KoHguaypayuu VPC

Bua 3anpoca KOMaHAHOM CTPOKK pexunma KoHdurypaumm VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabanua 93 — KomaHabl pexkmuma KoHourypaumm VPC

3HayeHue/3Ha4eHue ”
KomaHoa / Aeilicmeue
o ymon4aHuo
peer link group HasHauaeT Port-Channel B KauyecTtse peer-link.
group: (1..48)
no peer link Wckntouaet Port-Channel us yyactua 8 VPC.
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peer detection

—/BbIK/OYEHO

no peer detection

BkntouaeT peer detection protocol.

BbikntoyaeT peer detection protocol.

peer detection interval
msec

msec: (200..4000 )/700
no peer detection interval ms

3agaeT MHTepBan oTnpasBKK coobuieHunin peer detection pro-
tocol.

YcTaHaBAMBAET 3HAYEeHUE No YMONYaHUIO.

peer detection timeout

msec msec:

(700..14000)/3500ms

no peer detection timeout

3afaTb Bpems oxuaaHus oTeeTa peer detection protocol.

YcTaHaBAMBaAET 3Ha4YeHMeE No YMONYaHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port] udp_port:

(1..65535)/50000

no peer detection ipaddr

Hactpawusaer IP-agpec nonyyatena naketos, IP-agpec otnpa-
sutens u UDP nopt gns peer detection protocol

YcTaHaBAMBaeT 3HAYeHWe N0 YMONYAHUIO

peer keepalive

no peer keepalive

BkntouaeT cnyby keepalive

BbikntouaeT cnyxby keepalive

peer keepalive timeout sec

sec: (2..15)/5

no peer keepalive timeout

3apaTb BpemA OXWAAHWA OTBETa Ha 3anpoc LenoCTHOCTU
peer-link

YcTaHaBAMBaeT 3HaYeHue No YMONYaHuo

role priority value value: (1..255)/100

no role priority

YcTaHaBAMBaET NPUOPUTET YCTPOICTBA. YCTPOMCTBO C MeHb-
WKMM 3HaYeHnem byaeT HasHayeHo Primary.

YcTaHaBAMBaeT 3Ha4YeHue no yMOAn4aHUto

system mac-addr mac_ad-
dress —

no system mac-addr

YcraHasnausaeTr MAC-agpec cuctembl ana otnpasku B VPC
nopTbl.

YcTaHaBAMBaeT 3HAYeHue no YMOAN4YaHUIO

system priority value
value:

(1..65535)/32767

no system

YcTaHaBAMBaeT npuopuTeT cuctembl ana otnpasku B VPC
noptol. JonKeH ObiTb 04MHAKOBbIN Ha 060MX YCTPOMCTBAX.

YcTaHaBAMBaeT 3Ha4YeHue no YMOAN4YaHUIO

KomaHObI pexcuma KoHgu2ypayuu VPC

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHdurypaumm VPC-group:

console (config)# vpc group group-id

console (config-group) #

Tabnnua 94 — KomaHabl pexkmma KoHourypaumm VPC

3HayeHue/3Ha4yeHue
no ymoa4aHuro

KomaHoa

Aelicmeue

domain domain_id
domain_id: (1..255)

no domain domain_id

YcraHasausaet VPC-group yneHom VPC-gomeHa.

MUckntouvaet VPC-group us VPC-gomeHa.

vpc-port group

no vpc-port group group: (1..48)

Lobasnset Port-Channel 8 VPC-rpynny.

Mckntouaet Port-Channel us VPC-rpynnbl
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KomaHOobi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 95 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show vpc

OTobparkaeT MHopmauuto o Koourypaumm VPC

show vpc group id

OTobpaxkaeT MHPopMauumio o Tekylem coctoaHnm VPC Group
id

show vpc peer-detection

OTobpaxkaeT cocTonHMe cnyKbbl peer detection protocol)

show vpc role

OTobparkaeT MHOPMaLUIO O POU YCTPOMCTBA

show vpc statistics peer {
keepalive | link | detection

}

OTobparkaeT cocToAHME cHEeTUMKOB CNyK6bl VPC

5.14 Hacrtpoiika IPv4-agpecauun

B naHHOM pasgene onvcaHbl KOMaHAbI A8 HACTPOMKM CTaTUYECKMX NapameTpos |IP-agpecauunm, Takmx
Kak IP-agpec, macka noaceTtu, W03 No ymondaHuto. Hactpoiika npoTtokosioB DNS m ARP onucaHa B
COOTBETCTBYIOLLUX pa3aenax AOKYMeHTaLuMN.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica Ethernet, uHmepdgpelica epynnsi nopmos, VLAN,

Loopback

Buna 3anpoca KOMaHAHOM CTPOKM B pexmme KoHurypaummn nHtepdeica Ethernet, nHtepdeiica rpynnoi

noptos, nHTepdeica VLAN, nutepoeiica Loopback.

console (config-if) #

Tabnuua 96 — KomaHabl pexxkmma KoHburypaumm nHtepoeiica

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

HAelicmeue

ip address ip_address
{mask | prefix_length}

no ip address [/P_address]

prefix_length: (8..32)

HasHaueHue 3agaHHomy nHTepdeiicy IP-aapeca n macku noa-
cetu.
3HauyeHMe Mackum MmoxKeT 6biTb 3anucaHo Ambo B
V dopmate X.X.X.X, nm6o B popmarte /N, rae N — Ko-
IMYECTBO eAMHUL, B ABOMYHOM NpeAcTaBNeHUU
MacKu.

Ypanenue IP-agpeca nHtepdelica.

ip address dhcp

no ip address dhcp

MonyuyeHue IP-agpeca Ans HacTpaMBaemoro uHTepdelica ot
DHCP-cepsepa.
V’ He ucnonb3syerca gna loopback—unrepdeiica.

3anpeT ucnonb3oBaHuA npotokona DHCP ana nonyyeHus IP-
agpeca BblbpaHHbIM MHTEpdEeNncom.

ip unnumbered [vlan
vlan_id | loopback loop-
back_id]

no ip unnumbered

vlan_id: (1..4094);
loopback_id: (1..64)

Paspelaet KoHPUrypnpyemomy mHtepdeincy 3anmcrsosatb
IP-agpeca VLAN u Loopback-uHTepdeiica.

OTkntovaeT GyHKLMIO 3aMMCTBOBaHMA ajpeca.
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KomaHObI pexxcuma 2a06an6Hol KOHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKK B pexxume rnobanbHol KoHUrypaumum:
console (config) #

Tabanuya 97 — KomaHabl pexkmma rnobanbHoM KoHGUrypaumum

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
no yMoa4YaHuro

ip default-gateway ip_ad- 3afaeT ANAa KomMmyTaTopa afpec W/to3a No YMOaAYaHuUo.
dress —/wno3 no

- YMO/IYaHMIO He 334aH —
no ip default-gateway YaanaeT HasHauyeHHbIV afpec WA3a N0 YMONYAHUIO.
ip helper-address {ip_inter- Bk/touaeT nepeaspecaumio WmpokoselatenbHbix UDP-na-
face | all} ip_address KETOB Ha onpeaeneHHbIN agpec.
[udp_port_list] - ip_interface — IP-agpec uHTepdeiica, 4NA KOTOPOro Bbl-

NOJIHAETCA HAaCTPOMKaA;

- all — no3BonseT BbIGPaTh BCe IP-MHTEpdENChI yCTPONCTBa;
- ip_address — |P-agpec Ha3HayeHUsA, Ha KOTopbIn byayT ne-
peHanpasaaTbca naketbl. 3HavyeHune 0.0.0.0 oTkNtoYaeT nepe-
—/BbIK/IIOYEHO agpecaumio;

- udp_port_list — cnucok noptos UDP. LLInpoKoseLiaTenb-
HbI1 TPadWK, HanNpPaBAEHHbI Ha NepeYncIeHHble B CUCKe
nopTbl, NoAsepraeTca nepeagpecaymmn. MakcumanbHoe o6-
Lee KONMYEeCTBO NOPTOB M 3APECOB Ha ycTpolicTBo — 128.

no ip helper-address
{ip_interface | all} ip_ad- OTMmeHseT nepeagpecaLmio Ha 3aaHHbIX UHTepdeiicax.
dress

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 98 — KomaHabl pexkmuma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymon4aHuro
clear host {* | word} word: (1..158) Ypanaer us namaTtv noayvyeHHble no npotokony DHCP 3anucu
o COOTBETCTBUI MMeH UHTepdeiicos u ux IP-agpecos.
CMMBO/IOB "
— YZAanuTb BCE COOTBETCTBUA.
renew dhcp {gigabitether- Otnpasnset 3anpoc K DHCP-cepsepy Ha obHoBneHWe IP-aa-
net gi_port | tengiga- gi_port: (1..8/0/1..48); peca.
bitethernet te_port | for- te_port: (1..8/0/1..24); - force-autoconfig — npu obHoBAeHUM IP-agpeca 3arpyKa-
tygigabitethernet fo_port | fo_port: (1..8/0/1..4); etca KoHourypauma c TFTP-cepsepa.
vlan vian_id | port-chan- group: (1..48)
nel group | oob} [force-au- vlan_id: (1..4094)
toconfig]
show ip helper-address OTobparkaeT Tabanuy nepeaapecaumnm WNPOKOBELATENIbHbIX
- UDP-nakeToB.

KomaHOobi pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>
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Tabnnua 99 — KomaHabl pexkmma EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

MoKasbiBaeT KoHOUrypaumio IP-agpecaumm gna ykasaHHOro
nHTepdelica.

show ip interface [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback _id | vlan
vlan_id | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback_id : (1...64)
vlan_id: (1..4094)

5.15 Hactpoiika Green Ethernet

Green Ethernet — TexHon0rMA, NO3BONAIOWAA CHU3UTb 3HepronoTpebsieHne yCTPoMCTBa 3a cyer
OTKNHOYEHUA NUTaHUA ANA HEAKTUBHbIX 3/IEKTPUYECKUX NOPTOB N U3SMEHEHUNA YPOBHA NepeaaBaeMoro CMrHanaa
B 3aBMCMMOCTM OT ANMHbI Kabens.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUmMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnumua 100 — KomaHapl pexkruma rnobanbHom KoHbUrypaumm

3Ha4yeHue/3HayeHue »
KomaHoa Aelicmeue
no ymMoaA4YaHuto
green-ethernet energy-de- BKkntoyaeT sHeprocbeperaowmnii pexum ANA HeaKTUBHbIX
tect nopToB.
—/BbIKAOYEH "
no green-ethernet en- OTKAtoYaeT sHeprocbeperalowmii pekMm Aaa HeaKTUBHbIX
ergy-detect nopToB.
green-ethernet short- BKAtoYaeT aHeprocbeperatoLmii pexmm Aas NopToBs, K KOTO-
reach PbIM MOAKAOYAIOTCA YCTPONCTBA C A/IMHOM Kabensa noaknto-
YeHWA MeHblle MOPOroBOro 3HayYeHus, ycTaHaBAMBAEMOTO C
—/BbIKAtOYEH
nomoLLblo KomaHabl green-ethernet short-reach threshold.
no green-ethernet OTKNtoYaeT 3Heprocbeperalowmii - pekMm Ha OCHOBaHWUMU
short-reach ONIMHbI Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaummn nHtepoerica Ethernet:
console (config-if) #

Tabanuya 101 — KomaHgb! pexkuma KoHdurypaumm nHtepdeliica Ethernet

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmesue
o ymMoa4YaHuto
green-ethernet energy-de- Bk/touaeT sHeprocbeperatownin pexxum gna nHtepdeica.
tect
—/BKAtOYEH — —
no green-ethernet en- OTKAtoYaeT aHeprocbeperaoLLmin pexnm ana nHtepdeica.
ergy-detect
green-ethernet short- y—— BkatoyaeT sHeprocbeperalowmini pexMm Ha OCHOBaHMM
reach ONNHbI Kabens.
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no green-ethernet
short-reach

OTKNtoYaeT 3Heprocbeperalowmii - PeXkMM Ha OCHOBaHWUM
ONNHbI Kabens.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnnua 102 — KomaHgb! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
10 yMon4aHuio

Aelicmeue

show green-ethernet [giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

OTob6parkaeT CTaTUCTUKY green-ethernet.

green-ethernet power-me-
ter reset

CHpacbiBaeT CHETUMK U3MEPUTENS MOLLLHOCTH.

[pumepbl 8b1N0AHEHUS KOMAHO

=  OT06pasuTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Power Savings:

Energy-Detect mode:
Short-Reach mode:
82%

Di

Disabled
sabled

(0.07W out of maximum 0.40W)

Cumulative Energy Saved: 0 [Watt*Hour]

Short-Reach cable length threshold: 50m

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off on off off

tel/0/2 on off on off off

tel/0/3 on off on off off

tel/0/4 on off on off off

tel/0/5 on off on off off

tel/0/6 on off on off off

5.16 Hactpoiika IPv6-agpecauun

5.16.1 Npomokon IPv6

KommyTtaTopbl noagep:kusatoT paboty no npotokony IPv6. Mogaeprkka IPv6 sBnsaetcs BaXKHbIM
OOCTOMHCTBOM, MOCKO/NbKY MNpoTOKoAa IPv6 nmpw3BaH, B nepcrnekTuBe, MOJHOCTbIO 3aMEeHUTb agpecauuio
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npotokon IPv6 nmeet pacwmpeHHoe agpecHoe npocTpaHcTeo — 128
6uT BmecTo 32. Agpec IPv6 npeacrasaseT cobont 8 6/10K0B, pasae/ieHHbIX ABOETOUYNEM, B KaxKaom 6aoKe 16

6VIT, 3aMMCaHHbIX B BUAE YeTblpex WeCTHaaAUuaTEPUYHDBIX HNCEN.
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MomMUMO yBENUYEHWA a[PECHOro MPOCTPAHCTBA MNPOTOKON IPV6 MMEeT MepapXMyecKkylo cxemy
agpecaunn, obecneyvBaeT arperaumio MaplUIpyToB, ynpoliaeT Tabavuy MaplpyTM3aumu, npyv 3TOM
3 PEKTUBHOCTb PaboTbl MapLIPYTU3ATOPA NOBLILLAETCA 33 CYET MeXaHU3Ma 0BHapyKeHUs coceHMX Y3/10B.

NokanbHble agpeca IPv6 (IPv6Z) B KOmMMyTaTope HasHayalTcA WHTepdeircam, nosTomy npwu
MCNoNb30BaHUK IPV6Z-aapecoB B CMHTaKCUCE KOMaHA, UCMONb3YETCA Caeayolmii popmar:

<ipv6-link-local-address>%<interface-name>

roe:

interface-name — vma nHTepdeiica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]2|3|4|5|6]|7|8]9

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) |
fortygigabitethernet (1..8/0/1..4)

V Ecnm 3HaueHue rpynnbl MAN HECKONIbKUX FPYNN noapaa B agpece npotokona IPvé pasHo
Hynio — 0000, TOo AaHHble rpynnbl moryt 6biTb onyweHbl. Hanpumep, apgpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6bITb cOKpalyeH ao FE40::AD21:FE43.
CoKpalleH1Io He MOryT BbiTb NOABEPrHyTbl 2 pa3aenieHHble HyneBble rpynnbl U3-3a BO3-
HUKHOBEHUA HEO4HO3HAUYHOCT!.
V EUI-64 — 310 naeHtudukatop, co3gaHHbii Ha 6ase MAC-agpeca uHtepdeiica, asnato-
wmiica 64 mnagwmmmu 6utamm IPve-agpeca. MAC-agpec pasbusaertca Ha gse Yactu no 24
6uTta, mexay KotTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHom KOHPUrypaumm:

console (confiqg) #

Tabnnua 103 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymMmon4aHuro

ipv6 default-gateway 3agaeT 3HaYeHne NoKanbHOro agpeca IPv6-wnto3a no ymon-
ibv6_address YaHuio.
no ipv6 default-gateway Ypanaer HacTpoWku IPV6-Lu/1t03a No YMOYaHMIO.
ibv6_address
ipv6 neighbor ipv6_address Co3paeT crtatuyeckoe cooTeeTcTBUe mexay MAC-agpecom
{gigabitethernet gi_port | coceaHero ycTpoicTea u ero IPvb-agpecom.
tengigabitethernet te_port - ipv6_address — IPv6-aapec;
| fortygigabitethernet - mac_address — MAC-agpec.

fo_port | port-channel
group | vlan vian_id}
mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

YaanaeT cratMyeckoe cooTsetcTBMe mexay MAC-agpecom
coceaHero ycTpoicTtea v ero IPv6-aapecom.

ipv6 icmp error-interval milliseconds: 3apaet orpaHuyeHune ckopoctn ana ICMPv6-coobleHnii 06
milliseconds [bucketsize] (0..2147483647)/100; owmnbKax.
no ipv6 icmp error-interval bucketsize: (1..200)/10 YcTaHaBAMBaET 3HAYEHME N0 YMONYAHMIO.
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ipv6 route
prefix/prefix_length
{gateway} [metric]

no ipv6 route
prefix[prefix_length
[gateway]

prefix: X:X:X:X::X;

prefix_length: (0..128);

metric: (1..65535)/1

[obasneHune ctaTmyeckoro mapupyta IPv6

- prefix — ceTb Ha3HayeHwus;

- prefix_length — npeduKc macku cetn (KONMYecTBo eguHuL,
B Macke);

- gateway — W03 ANA JOCTYNA K CETU HAa3HAYeHusn;

YpaneHue ctatmyeckoro mapwpyta IPve.

ipv6 unicast-routing

no ipv6 unicast-routing

—/BbIKAOYEHO

BkatoyaeT nepeHanpasieHne o4HOaLPECHbIX MaKeToB.

OTK/lOYaeT nepeHanpas/ieHne 04HOaAPECHbIX NaKeToB.

KomaHObl pexcuma KoHgpuaypauyuu uHmepgetica (VLAN, Ethernet, Port-Channel)

Bupg, 3anpoca KOMaHAHOM CTPOKU perknMma KOHOUrypauum nHtepdemnca:

console (config-if)#

Tabnnua 104 — KomaHabl pexkuma KoHdurypaumm nntepoeliica (Ethernet, VLAN, Port-channel)

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

ipv6 enable

no ipvé6 enable

—/BbIK/IOYEHO

BkntouaeT nopaepky IPv6 Ha uHtepdelice.

OTKAtoyaeT noaaep:kky IPve Ha nHtepdelice.

ipv6 address
ipv6_address/prefix_length
[eui-64] [anycast]

no ipv6 address
[ipv6_address/prefix_length]
[eui-64]

prefix-length: (0..128)
((0..64) ecnun
ucnonbsyetcs
napamertp eui-64))

3apaeT IPv6-agpec Ha uHTepdelice.

- ipv6_address — |IPv6-agpec, HazHauYeHHbI uHTepdelicy (8
610KOB pasaeNeHHbIX 4BOETOUYNEM, B KaXKA0M 610Ke 16 6uT,
3aMNMCaHHbIX B BUAE YeTblipex WecTHaALATePUYHbIX Ynucen);

- prefix_length — pnavHa npedukca IPv6 — pecatnyHoe
YUCNO — KOJIMYECTBO CTapLUMX BUT agpeca COCTaBASAOLMX
npeduKc;

- eui-64 — naeHTUdPMKaTOP, CO34aHHbIN Ha H6ase MAC-aa-
peca uHTepdeiica, 3anucbiBaeTca B 64 mnaawmx 6uta IPve
agapeca;

- anycast — yKasbIBaeT, YTo 3a/laHHbll aApec anycast-agpec

Ypanset IPv6-aapec c untepdelica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyanuio
aBTOMaTMyecKas
KoHbUrypauus
BK/IIOYEHa, agpeca He
Ha3HayeHbl.

BK/toYeHWe aBTOMaTM4YecKol KoHpurypaumm IPv6-agpecos
Ha uHTepdeiice. Agpeca HacTPaMBalOTCA B 3aBUCUMOCTU OT
npe¢durKcoB, KOTopble Noy4YeHbl B coobueHnax «Router Ad-
vertisement».

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[libv6_address/prefix-length
link-local]

Mo ymonyaHutio
3HaYeHue NOKaNbHOro
agpeca: (FE8O::EUI64)

3apaeT noKanbHbIv IPv6-agpec nHtepdeica. Ctapwme 6uThI
nokanbHbIX IP-agpecos B IPv6 — FE80::

YaanaeT noKanbHbl IPv6-agpec.

ipv6 nd dad attempts
attempts_number

3apaeT KonnyectBo coobuieHui-TpeboBaHUi, nepeaasae-
MbIX MHTepdeiicom B3aMMOAENCTBYIOWEMY YCTPOMCTBY B

(0..600)/1 cnyyae obHapykeHus aybankauum (konamsmum) IPve-agpeca.
no ipv6 nd dad attempts Bo3BpaluaeT 3HaueHWe No yMOIYaHUIO.
ipv6 unreachables BkntoueHne ICMPV6 coobLieHMiA 0 HeZOCTUKMMOCTU agpe-
—/enabled caTa Npu nepefaye NakeToB Ha onpeaeneHHbll nHTepdelic.

no ipv6 unreachables

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

OnpeaneneHune sepcum npotokona MLD ana nHtepdeiica.

YcTaHaBAMBaeT 3HaYeHue o YMON4YaHUo
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KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:
console#

Tabnnua 105 — KomaHgb! pexxkuma Privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoa4YaHuro
show ipv6 neighbors MokasbiBaeT MHGOpMaLmto o coceaHux IPv6 ycTpoiicTBax, co-
{ipv6_address | giga- gi_port: (1..8/0/1..48); AepsKallyroca B Kalle.
bitethernet gi_port | tengi- te_port: (1..8/0/1..24);
gabitethernet te_port | for- fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | group: (1..48);
port-channel group | vlan vlan_id: (1..4094)
vlan_id}
clear ipv6 neighbors OumlaeT Kaw, cofepKalmin MHPOpMaLU0 O COCeaHMUX
— yCTpoicTBax, paboTatolwmx no npotokony IPv6. MHdopmauma
0 CTAaTMYECKMX 3aNUCAX COXPaHAeTCA.

KomaHOobl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 106 — KomaHab! pexkuma EXEC

KomaHda 3HayeHue/3Ha4yeHue HAelicmeue
no ymoa4YaHuro
show ipv6 interface [brief | MNMoKasblBaeT HAaCTPOWKKU NpoToKoa IPv6 AnA yKasaHHOIo UH-
gigabitethernet gi_port | gi_port: (1..8/0/1..48); Tepdeirca.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48);
group | loopback | vlan vlan_id: (1..4094)
vlan_id]
show ipv6 route [summary MNokasbiBaeT Tabanuy IPv6-mapwpyTos.

| local |connected | static
| ospf | icmp | nd |

ipv6_address/ipv6_prefix | gi_port: (1..8/0/1..48);
interface {gigabitethernet te_port: (1..8/0/1..24);
gi_port | fo_port: (1..8/0/1..4);
tengigabitethernet te_port group: (1..48);

| fortygigabitethernet vlan_id: (1..4094)

fo_port | port-channel
group | loopback | vlan
vlan_id}]
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5.17 Hactpo#ka npoToKoa0B

5.17.1 Hacmpolika npomoKona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHOW 3asaveli npotokona DNS ssnsetcs onpeaeneHue IP-aapeca y3na cetu (xocTta) no 3anpocy,
copeprKalleMy €ero AoMeHHoe uMA. Basa [AaHHbIX COOTBETCTBUIA AOMEHHbBIX MMEH Y3/10B CETU WU
cooTBeTCTBYHOWMX UM IP-agpecos BeaetcAa Ha DNS-cepsepax.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypaumu:
console (config) #

Tabanua 107 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no ymon4yaHuro
ip domain lookup Paspeluaet ucnonb3osaHue npotokona DNS.
—/BKAKOYEHO
no ip domain lookup 3anpeLlaeT ncnosnb3oBaHMe npoTokona DNS.
ip dns server BkntouaeT paboty DNS-cepBepa.
—/BbIK/IIOYEH
no ip dns server BbikntoyaeT paboty DNS-cepBepa.
ip name-server Onpegenset IPv4/IPv6-aapeca ans moctynHbix DNS-cepse-
{serverl_ipv4_address | posB.
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
no ip name-server Ypansaet IP-agpec DNS-cepBepa 13 cnucKa JOCTYMHbIX.
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
ip domain name name Onpegenser 4LOMEHHOE MMA MO YMOJIYaHUIO, KoTopoe byaeT
MCM0/1b30BaTLCA NPOrPaMMON, ANA AONONHEHUA HENPABU/Ib-
name: (1..158) HbIX LOMEHHbIX UMEH (AOMEHHbIX UMeH 6e3 Touku). Ans ao-
CUMBOJIOB MEHHbIX MMeH 6e3 TOUYKM B KOHel, UMeHW byaeT A06aBnATbLCA
TOYKA U YKa3aHHOE B KOMaHAe AOMEHHoe Ums.
no ip domain name YpanaeT OMeHHOe MMA N0 YMOYAHUIO.
ip host name address1 Onpegenner cTaTU4eCcKne COOTBETCTBMA UMEH y3/10B ceTu IP-
[address2 ... address8] agpecam, nobaBnseT ycTaHOB/JIEHHOE COOTBETCTBME B K3LU.
name: (1..158) PyHKUMA nokanbHoro DNS. MoHO onpeaenntb 40 BOCbMMU
CMMBO/IOB IP-agpecos
no ip host name YaanaeT ctaTMyeckue cOOTBETCTBMA UMeEH y3noB ceTu IP-aa-
pecam.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxkunme EXEC:

console#
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Tabnnua 108 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmesue

clear host {name | *}

name: (1..158)

YpanseT 3anucb COOTBETCTBMA UMeHM y3na ceTu IP-agpecy

CMMBOIOB Kalwa nnbo Bce 3anucu (*).
show hosts [name] OTob6pakaeT AOMEHHOE MMA MO YMONYaHWI, cnucok DNS-
CepBepoB, CTaTUYECKME U KILMPOBAHHbIE COOTBETCTBUA MMEH
name: (1..158) PBEpOB, P
y3nosB cetu u IP-agpecos.
CMMBO/IOB

Mpy1 UCNoNb30BaHMUN B KOMaHAE UMEHU y311a CeTU, oTobpaka-
eTcsA COOTBETCTBYHOLWMIA emy IP-agpec.

show ip dns server

OTo6parkaeT cTaTyc DNS-cepBepa M CMMCOK AOCTYNHbIX cepae-
pos.

show ip dns server cache

OtobpaxkaeT Kaw DNS-cepsepa.

show ip dns server cache
query_name query_type

query_name: (1..158)
CUMBO/IOB:
query_type: (1..255, a,
ptr, aaaa)

OTtobpakaeT noapobHbI BbIBOA 3anucu, BKAOYAKOWWMKA B
ceba oTeBeTbl RR Ha paHHbIA 3anpoc query_name U
query_type.

show ip dns server
counters

OTOb6parkeHne obLero YnMcna 3anpocos M obLero Ymcna ot-
BETOB HaAeHHbIX B cache-hit.

clear ip dns server cache

Ounctutb Kaw DNS-cepsepa.

clear ip dns server
counters

O6HyIWITb CYETYUKM 3anpoCcoB U OTBETOB.

[pumepbl UC0/16308AHUS KOMAHO

Mcnonb3zosate DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE UMA
Nno ymo/ilMaHMi0O — mes:

console# configure
console (config) # ip name-server 192.168.16.35 192.168.16.38
console (config) # ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBME: Y3/ CeTU C UMeHeMm eltex.mes numeet IP-agpec 192.168.16.39:

console# configure
console (config) # ip host eltex.mes 192.168.16.39

5.17.2 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoTokon paspelleHua aapecoB) — MPOTOKO/ KaHa/ibHOro
YPOBHA, BbINOAHALWMIA PyHKUMIO onpeaeneHns MAC-agpeca Ha OCHOBaHMM cogeprralueroca B 3anpoce |P-
agpeca.

KomaHabl pexkuma rnobaabHon KoHOUrypaumm

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkume rn1o6anbHon KoHGUrypaumm:

console (config) #
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Tabnnua 109 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port| port-channel
group | vlan vian_id | oob]

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

[JobasnaeT cTaTMyecKyto 3anucb cootseTcTeua IP- 1 MAC-aa-
pecos B Tabauuy ARP gna yKasaHHOro B KOmaHae MHTep-
delica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet ctaTuyeckyto 3anucb cootsetctams IP- u MAC-aagpe-
coB u3 Tabauubl ARP gna yKasaHHOro B KOMaHAe MHTep-
delica.

arp timeout sec

sec: HacTpanBaeT Bpemsa KU3HU AMHAMWYECKUX 3anucen B Tab-
(1..40000000)/60000 nnue ARP (cek).
no arp timeout ceKk YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
ip arp proxy disable OTKAtOYaET pexkum npokcnposaHma ARP-3anpocoB gas Kom-
. MmyTaTopa.
—/OTK/IIOUEH

no ip arp proxy disable

Bk/touaeT pexum npokcupoBaHua ARP-3anpocoB ana Kom-
myTaTopa.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnnua 110 — KomaHgb! pexuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

clear arp-cache

YpanaeTr Bce guMHamuuyeckue 3anucu us ARP-Tabauubl (Ko-
MaHfZa AO0CTynHa TONbKO ANA NPUBUNETMPOBAHHOIO NO/b30-
BaTens).

show arp [ip-address
ip_address] [mac-address
mac_address] [giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | oob]

dopmar ip_address:
A.B.C.D
dopmat mac_address:
H.H.H vav H:H:H:H:H:H
nnun H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

Moka3sbliBaeT 3anncu ARP-Tabanubl: Bce 3anucu, unbtp no IP-
agpecy; ounbtp Nno MAC-agpecy; dunbTp no nHTEpdelicy.

- ip_address — |P-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasbiBaeT rnobanbHyto KoHPUrypaumto ARP u KoHdurypa-
umto ARP gns nHtepdelicos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if) #
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Tabnnua 111 — Komanab! pexunma interface configuration

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHoa

Aelicmesue

ip proxy-arp

- —/BKNOYEHO
no ip proxy-arp

Bkatouaet perkum npokcuposaHma ARP-3anpocoB Ha HacTpa-
MBaemMoM MHTepoeice.

OTKAKOYAET peMM NpoKcnpoBaHua ARP-3anpocoBs Ha HacTpa-
MBaemMoM UHTepdelice.

arp timeout sec
sec: (1..40000000)/
rnobanbHasa HacTpoiiKa

no arp timeout

HacTpanBaeT Bpems KM3HM AMHAMUYECKMX 3anuceit B Tab-
nuue ARP (cek) gns HacTpanBaemoro uHTepdelica.

YcTaHaBAMBAET 3HayYeHWe Mo yMONYaHMIo (ycTaHasaMBaeTcs
rnobanbHo).

ip local-proxy-arp

— /BbIK/IOYEHO

no ip local-proxy-arp

BkntouyaeT Ha MHTepdeice dyHKumMoHan Local Proxy ARP (Kom-
myTaTop ByaeT oTBevatb Ha ARP-3anpockl K XOCTam, Haxoas-
LMMCA B TOM YMC/IE Ha 3TOM Ke L3-uHTepderice). Ansa paboTsl
LAHHOW GYHKLMM HA NOPTY HEOBXOAMMO BKAKOUYMTb 0ObIYHbIN
Proxy ARP (IP proxy-arp).

OTkntovaeT PpyHKumoHan Local Proxy ARP Ha nHTepdeiice.

[pumepbl UC0/16308AHUS KOMAHO

[JobaBuTb ctaTnyeckyto 3anucb B ARP-tabauuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBUTb BPEMSA XKU3HU AMHAMMUYecKMX 3anucein B ARP-Tabaunue — 12000 cekyHA:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2
console (config) # exit
console# arp timeout 12000

= [lokasaTtb coaeprkmumoe ARP-Tabanubl:

console# show arp

vlan 1 te0/12 192.168.25.1

HW address

02:00:2a:00:04:95

dynamic

5.17.3 Hacmpolika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpauuu. MNpoTokon nossonset
pacnpocTpaHnTb no cetu uaeHTudumkatopbl VLAN. OcHoBHON ¢yHKUMeN npoTokosna GVRP sBnsetcs
obHapyKeHne nHdopmaLmm 06 OTCYTCTBYIOWMX B 6a3e AaHHbIX KommyTaTopa VLAN-ceTax npu noayvyeHun
coobuieHnit GVRP. Nonyune nHpopmaumio o6 otcytcreyrowmx VLAN, KommyTaTop AobasnseT ee B cBoto 6asy

AaHHbIX.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaumm:

console (config) #
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Tabnnua 112 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

gvrp enable Bkatoyaet ucnonbsosaHme npotokona GVRP-KommyTaTopom.

—/BbIKNIOYEH BbikntoyaeT ucnonb3osaHne npoTtokona GVRP-kommyTaTo-
pom.
MonyyeHHble no GVRP vlan 6yayT aBTOmaTMyeckn nobas-

naTtbea Bo vlan database.

no gvrp enable

gvrp static-vlan

- OTKkAtounTb gobasneHue vlan’oB, NOYYEHHbIX NO NPOTOKONY
GVRP Bo vlan database.

no gvrp static-vlan

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol
NnopToB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | port-channel group}

console (config-if) #

Tabnmua 113 — KomaHabl pexkuma KoHpurypaumm uHtepdeiica Ethernet, rpynnbl nHtepdeiicos

3HayeHue/3HayeHue .
KomaHoa Aeiicmeue
o ymoa4aHuio
gvrp enable BkntouaeT ucnonbsosaHme npotokona GVRP Ha HacTpaunsae-
MOM UHTepdelice.
—/BbIKNtoYeH
no gvrp enable BbikntoyaeT ucnosnb3osaHme npotokona GVRP Ha HacTpamBa-
eMom uHTepdelice.
gvrp vlan-creation-forbid 3anpelaet AMHaMUYecKkoe nsameHeHme nam cosganHme VLAN
ANA HacTpaMBaemoro uHtepdelica.
—/paspelueHo

PaspewaeT agMHammnyeckoe nameHeHme mnm cosganme VLAN
ANA HacTpaMBaemoro uHtepdelica.

no gvrp
vlan-creation-forbid

gvrp registration-forbid

Mo ymonuyaHutio

BbinonHaAeT cHATUe peructpaumn ana scex VLAN u He gonyc-

co3gaHue u KaeT co34aHua nam pernctpaumm Hosbix VLAN Ha JaHHOM UH-
peructpaumsa VLAN Ha Tepdelice.
no gvrp registration-forbid uHTepdeiice YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.
paspeLueHa

KomaHObI pexcuma KoHguypayuu uHmepagetica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnme KoHurypaumm nutepoeiica VLAN:
console (config-if)#

Tabnnua 114 — KomaHgb! pexkuma KoHdurypaumm nntepoeiica VLAN

3HayeHue/3HavyeH
Komanda ue no OnucaHue
YMOAYAHUIO
gvrp advertisement-forbid 3anpewaet aHoHcuposaHue VLAN no npoTtokony GVRP.
no gvrp advertisement-for- — OTmeHseT 3anpeT Ha aHoHcupoBaHue VLAN no npotokony
bid GVRP.

136 Ethernet-kommymamopei cepuli MES53xx, MES33xx, MIES35xx, MES23xx



DHELTEX

KomaHOb1 pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:
console#

Tabnnua 115 — KomaHgb! pexkuma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
clear gvrp statistics OumwaeT HaKONIEHHYIO CTAaTUCTUKY NpoTokona GVRP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
KomaHOs! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>
Tabanua 116 — KomaHgb! pexkmuma EXEC
Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show gvrp configuration MokasbiBaeT KoHOUrypauuio npoTtokosna GVRP ana ykasak-
[gigabitethernet gi_port | Horo uHTepdeiica, Mbo ansa Bcex MHTepdecos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]
show gvrp statistics [oKa3blBaeT HAaKOMNAEHHYIO CTaTUCTUKY no npoTtokony GVRP
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); [AN5 yKazaHHoro uHtepdeiica, mbo ans Bcex MHTepdeincos.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
show gvrp error-statistics MoKasblBaeT CTaTUCTMKY MO owmnbKam npu paboTte npoToKona
[gigabitethernet gi_port | GVRP ans ykasaHHoro uHtepodeiica, imbo ans Bcex UHTep-
tengigabitethernet te_port delicos.
| fortygigabitethernet
fo_port | port-channel
group]

5.17.4 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[aHHbIA MexaHM3M MO3BOAAET YCTPOMCTBY OTCAEXMBATb 3aKO/bLLOBAHHbIE MOPTbI. [eTaa Ha nopTty
06HapyKMBaeTCs NYTEM OTCbIIKM KOMMYTaTOpoM ¢ppeiima ¢ aapecom HasHauyeHus, COBNAAAIOLLMM C O4HUM
n3 MAC-agpecoB ycTpoicTBa.

KomaHObI pexcuma 2106aabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHUrypauum:

console (config) #
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Tabnnua 117 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

loopback-detection enable

no loopback-detection
enable

—/BbIK/OYEHO

BK/iloYaeT mexaHW3M OBHapy)KeHMA neTenb A1A KOMMyTa-
Topa.

BoccTaHaBnmMBaeT 3HavYeHMe No YMOYAHUIO.

loopback-detection
interval seconds

no loopback-detection
interval

seconds: (10..60)/30
CeKyHA,

YcTaHaBAuBaeT UHTepBan mexay loopback-pperimamm.
- seconds — WHTepBan BpemeHn mexay LBD pperimamu.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO

loopback-detection mode
{src-mac-addr |
base-mac-addr |
multicast-mac-addr |
broadcast-mac-addr}

no loopback-detection
mode

—/broadcast-mac-addr

Onpeaensetr MAC-agpec HasHayeHus, yKasbiBaemblit B LBD-
dperime.

- source-mac-addr — B Ka4yecTBe agpeca HasHa4YeHMA UCMOb-
3yetcAa MAC-agpec nopTa-UCTOYHUKA;

- base-mac-addr — B KauecTBe agpeca HasHaYeHUA UCNOJb-
3yetcAa MAC-agpec KommyTaTopa;

- multicast-mac-addr — B KauecTBe agpeca HazHaYeHUA UC-
nonb3yeTcA rpynnoBow agpec;

- broadcast-mac-addr — B kKauecTBe agpeca HasHaYeHUA uUC-
nosb3yeTcs LWMPOKOBeLLATe bHbIM agpec.

BoccTaHaB/iMBaeT 3HaUeHMe No YMOIYaHUIO

loopback-detection vlan-
based

no loopback-detection
vlan-based

—/BbIK/IIOYEHO

BkntoyaeT pexxum obHapyeHua netam 8o VLAN. Mpu Hanu-
ynmn netam Bo VLAN gaHHaa VLAN 6yaeT 3ab1okupoBaHa Ha
nopTy, Ha KOTOPOM Bblna 06HapyKeHa NeTAsa.

OTKANtOYaeT pexnm obHapyxeHus netam 8o VLAN.

loopback-detection vlan-
based recovery-time value

no loopback-detection
vlan-based recovery-time

value: (30..1000000)
/BbIK/IIOYEHO

3agaet Bpems 610Kknposku VLAN.
- value — Bpems, no ucteyeHme kotoporo VLAN aBTOMaTnye-
CKM pa3bnokupyertcs.

3abnokuposaHHble VLAN He ByayT BOCCTaHABAMBATLCA aBTO-
MaTUYECKM.

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnel nopmos

BunAa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaummn nHtepdeica Ethernet, nHtepdeiica rpynnoi

NnopTOB:

console# configure
console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | port-channel group}

console (config-if) #

Tabnnua 118 — KomaHgb! pexknma KoHourypaumm nntepdeiica Ethernet, rpynnsl untepdeiicos, nHtepdeiica

VLAN

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aeilicmeue

loopback-detection enable

no loopback-detection
enable

—/BbIK/IOYEH

Bk/itovaeT mexaHnsm OﬁHapy)KeHMﬂ neTesib Ha NopTy

BoccTaHaBnmBaeT 3HaYeHue no YMOAN4YaHUIO
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 119 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMoa4YaHUto
show loopback-detection OTobparkaeT cocTosaHMe mexaHnsma loopback-detection.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48).
group | detailed]

5.17.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHOW 3agaveit npotokona STP (Spanning Tree Protocol) asnsetca npuseaeHue cetn Ethernet c
MHOECTBEHHbIMU CBA3AMU K APEBOBMAHOW TOMNONOMMWU, UCKAKOYAOWEN UUKAbI NakeTtoB. KommyTaTopsl
0bMeHMBalOTCA KOHOUIypaUMOHHbIMU COOBLEHUAMU, WCMONb3YA KaApbl cneumanbHoro dopmarta, U
BbIBOPOYHO BK/IKOYAIOT M OTKAKOYAIOT Nepeaayy Ha noprbl.

Rapid (6bicTpbiit) STP (RSTP) saBnaeTcs ycoBeplleHCTBOBaHMEM npoToKona STP, xapaKrepusyetca
MEHbLUMM BpemeHeM NpUBeaeHUA CETU K APeBOBMAHOMN TONOOTMN U UMEET 60J1ee BbICOKYIO YCTOMYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnsetcA Haubonee coBpemeHHOM peanusaumen STP,
nogaeprkmeatollelt ncnonbsosaHne VLAN. MSTP npeanonaraet KoHpurypaumnto HeobxoamMmoro KonmyecTsa
3K3eMMNASPOB CBA3YIOLWErO AepeBa (spanning tree) BHe 3aBMCMMOCTM OT umcna rpynn VLAN Ha KommyTaTope.
Kaxabl aK3eMnaap MoXeT coaepraTb Heckosbko rpynn VLAN. Hegoctatkom npotokona MSTP sBnsieTcs 1o,
YTO Ha BCEX KOMMYTATOpax, B3aumogenctaytowmx no MSTP, fonKHbl ObITb 0ANHAKOBO CKOHGUIYPUPOBAHbI
rpynnol VLAN.

V MakcMmanbHO A0NyCcTUMOe KoAnyecTBo aksemnaspos MSTP yKka3saHo B Tabauue 9.

MexaHu3m Multiprocess STP npeaHasHayeH 418 co34aHuA He3aBUcUmbIX aepesbes STP/RSTP/MSTP Ha
nopTax ycTponcTea. M3ameHeHMA COCTOAHUSA OTAENbHOTO AepPeBa He OKA3blBalOT BAUAHUA Ha COCTOAHUE APYrnX
OEepeBbEB, YTO NO3BOJIAET NOBbLICUTb YCTOMYMBOCTb CETU U COKPATUTb BPEMSA NepecTpoeHnn gepesa B Caydae
OTKa30B. [pu KOHOUIYpUPOBaAHUM CRedyeT WCKAYUTb BO3MOMHOCTb BO3HMKHOBEHMA KONel, mexay
nopTaMm-4seHaMm pasHbix gepesbeB. 18 06CnyKMBAHUA N30/IMPOBAHHbIX AEPEBLEB B CUCTEME CO34aETCA
OTAEe/bHbIN NpoLLece Ha Kaxgoe aepeso. C npoueccom conocTaBaaoTCcA NOPTbl YCTPOMCTBA, NPUHAAIEeKalLme

aepesy.

5.17.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perMmMa rnobanbHoOM KOHGUIypauum:

console (config) #
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Tabnnua 120 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aeilicmeue

spanning-tree

PaspewaeT ncnosnb3oBaHMe KOMMYTaTOPOM MPOTOKO/Ia
STP.

- —/BKAKOYEHO
no spanning-tree 3anpelyaeT MCNo/ib30BaHWE KOMMYTAaTOPOM MNPOTOKOAA
STP.
spanning-tree mode {stp | YcTaHaBAMBaET pexkum paboTbl NpoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
—/RSTP - mstp — |IEEE 802.1S Multiple Spanning Tree Protocol.

no spanning-tree mode

- pvst — Per-Vlan Spanning Tree Protocol.
- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree forward-time
seconds

no spanning-tree for-
ward-time

seconds: (4..30)/15 cek

YcTaHaBAMBaET MHTEPBa/s BPEMEHW, 3aTpauMBaemblii Ha
NpoCAyWwmMBaHME U U3yYeHUe COCTOAHWUIA Nnepes, Nepekto-
YeHMEeM B COCTOAHME Nepeaaqm.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBaET MHTEPBAN BPEMEHW MEXAZY nepegadamu
LWMpOKOoBeLLaTeNbHbIX cooblieHui «Hello» K B3aumogen-
CTBYIOLMM KOMMYTaTOpPaMm.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

spanning-tree loopback-guard

PaspelwaeT 3awuTy, BbiKAOYatOWyO N0bon nHTepdelic
npu npuneme naketos BPDU.

- —/3anpeLyeHo —
no spanning-tree loop- 3anpeLyaeT 3aluTy, BbiKAOUaoLWyo MHTepdeic npu npm-
back-guard éme naketos BPDU.
spanning-tree loopguard de- BkntoumTb PpyHKUMIO Loop Guard ans Bcex NnopTos.
fault
—/OTK/IIO4YEHO

no spanning-tree loopguard
default

OTKAOUUTL DYHKLMIO Loop Guard.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpemsa XU3HW cBasyloLwero gepesa STP.

YcTaHaBAMBaET 3HAYEHMWe Nno YMONYaHULO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

Hactpansaet npuoputeT cBAasytowero aepesa STP.
3HayeHuWe NpuopuTeTa AOMKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

—/short

YcTaHaBAuBaeT MeTo, onpeaeneHus LLeHHOCTU NyTu.
- long — 3HayeHue LeHHoCTU B AnanasoHe 1..200000000;
- short — 3HauyeHue UeHHOCTU B AMana3oHe 1..65535.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

spanning-tree bpdu {filter-
ing | flooding}

no spanning-tree bpdu

—/flooding

Onpegenner pexum o06paboTkn naketos BPDU-uHTep-
delicom, Ha KOTOPOM BbIK/ItOYEH NPOTOKOA STP.

- filtering — Ha nHTepdelice c BbIKNOYEHHbIM MPOTOKO/IOM
STP BPDU-nakeTbl punbTpytoTcs;

- flooding — Ha uHTepdeice c BbIKAOYEHHBIM NPOTOKO-
nom STP HeTernposaHHble BPDU-nakeTbl nepeaatoTcs, Te-
rMpoBaHHble — GUABTPYIOTCA.

YcTaHaBAMBaeT 3HaYeHne Mo YMOAYaHUIO.

spanning-tree process id

no spanning-tree process id

id: (1..31)/0

KomaHpa cospaeT oOTAenbHbI npouecc U nepeBoauT
KOMaHAHbIW nHTepdelic B peXMm ero KoHoUrypaumm.
BHYTpM npouecca NpMMEHUMbI BbillieyKa3aHHble
V KOMaHAbl:
spanning-tree forward-time seconds;
spanning-tree hello-time seconds ;
spanning-tree max-age seconds ;
spanning-tree priority prior_val

YpanseT ykasaHHbIM npouecc.
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spanning-tree tc-protection

no spanning-tree tc-protec-
tion

BK/lOYaeT orpaHMYeHne Ha KonnyecTso obpabaTtbiBaemMbIx
TCN/TC BPDU 3a ycTaHOBNEHHbI UHTEPBaa BpemeHu Ans
STP, RSTP, HyneBoro ak3emnnapa MSTP.

BbIK/IOYaeT OrpaHUYeHne Ha Konuuectso obpabaTbiBae-
mbix TCN/TC BPDU.

spanning-tree tc-protect in-
terval seconds

no spanning-tree tc-protect
interval

seconds: (1..10)/2 cex.

YcTaHaBAMBaeT MHTEPBaAs OrpaHUYEHMA KonndecTsa obpa-
6artbiBaembix TCN/TC BPDU.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYAHUIO.

spanning-tree tc-protect
treshold count

no spanning-tree tc-protect
treshold

count: (1..255)/1

YcTaHaBAMBaET MaKCMMaNbHOE Ko/myecTBo obpabaTbiBa-
embix TCN/TC BPDU 3a 3aaaHHbIN MHTEPBaAN BPEMEHMU.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

I

Mpu 3apgaHum STP napameTpos forward-time, hello-time, max-age Heo6xogumo Bbi-

B nonHeHue ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, uHmepdaelica epynnsi nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHpurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

NnopToB:

console (config-if)#

Tabnmua 121 — KomaHabl pexkmuma KoHpurypaumm nHtepodeliica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aeiicmeue

spanning-tree disable

3anpewaeT paboTy npoTokona STP Ha KOHOUTYPUPYEMOM UH-
Tepdelice.

no spanning-tree disable —/paspewero PaspewaeT paboTy npotokona STP Ha KOHOUTYpMpPyEMOM UH-
Tepdelice.
spanning-tree cost cost YcTaHaBAMBAET LLeHHOCTb NYTU Yepes AaHHbIN HTepdeiic.
cost: - COSt — LEHHOCTb NyTH.

no spanning-tree cost

(1..200000000)/cm.
Tabanuy 122

YcTaHaBAMBaeT 3HaYeHne, onpeaensemoe Ha OCHOBaHMM CKO-
POCTM NOPTa U MeToAa onpeaeseHNA LLeHHOCTU NyTH, CM.Tab-
nnuy 122

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHaBAMBaeT NPUOPUTET MHTepdeiica B CBA3ylOLWEM Ae-
pese STP.

V 3HauyeHMe npuopuTeTa AOMKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree portfast
[auto]

no spanning-tree portfast

—/auto

BK/IOYAET peXMM, B KOTOPOM MOPT MPU MOAHATUM HA HEM
JIMHKA Cpasy CTaHOBWTCA B COCTOAHWE Nepesayn, He AOXNAA-
ACb UCTEYEHUA Talmepa.

- auto — fo6aBnAeT 33ePHKKY 3 CeKyHAbI nepes nepexofom
B COCTOSIHME Nepefayun.

BbIKNtOYaeT pexxMm MOMEHTaIbHOroO rnepexoja B COCTOAHUE
nepeagavyn no NOAHATUIO K TUMHKa».

spanning-tree guard {root
| loop | none}

no spanning-tree guard

—/vicnonb3oBaHue
rnobanbHoi
HACTPOMKM

BK/OYAET 3aLUMTY «KOPHA» ANA BCEX CBA3YIOLWMX AepeBbes
STP BbI6paHHOro nopTa.

- root — 3anpewaeT uHTepdency 6biTb KOPHEBBIM NOPTOM
KOMMYyTaTOpa;

- loop — BK/tOYaeT Ha MHTepdeice 4ONONHUTENbHYIO 3aLLUTY
oT netenb. B cnyyae, ecnm nHTepdeinc HaxogMTCs B COCTOA-
HWUK, oTAnYHOM oT Designated u npu 3Tom nepecrtaet nony-
yaTb BPDU, untepdelic b1okupyercs;

- none — OTK/toYaeT Bce Guard-oyHKUMM Ha nHTepdeiice.

Mcnonb3oBaTb r106anbHy0 HACTPOMKY.
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spanning-tree bpduguard
{enable | disable}

no spanning-tree
bpduguard

— /BbIKOYEHO

PaspelaeT 3almTy, BbIK/IOYatOLLY0 MHTEepdelc Npu npuéme
naketos BPDU.

3anpeLaeT 3alWmTy, BbIK/IOYaloLLYo MHTepdeic Npy npuéme
naketos BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

—/pna gynnekcHoro
nopTa «TOYKa-TOUKa,
ANA NONYAYNIEKCHOTO
— «pa3BeTB/EHHbIN»

YctaHaBauBaeT npoTtokon RSTP B nepegatolee coctoaHune u
onpeagenseTt TN CBA3W ANA BbiIbpaHHOro nopra:

- point-to-point — TouYKa-TOuKa;

- shared — pa3BeTBNEHHDI.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree re-
stricted-tcn

no spanning-tree re-
stricted-tcn

—/BbIKAOYEHO

3anpeuwaet npuem BPDU c pnarom TCN.

Paspewaet npuem BPDU c ¢pnarom TCN.

spanning-tree bpdu {filter-
ing | flooding}

no spanning-tree bpdu

OnpeaenseT pexum o0b6paboTkn naketos BPDU-unHTepdeit-
COM, Ha KOTOPOM BbIKOYEH NPOTOKO STP.

- filtering — Ha nHTepdeiice c BbIKAOYEHHBIM MPOTOKO/IOM
STP BPDU nakeTbl dUAbTPYHOTCS;

- flooding — Ha uHTepdeiice c BbIKIOYEHHBIM NPOTOKO/OM
STP HeTernposaHHble BPDU-nakeTbl nepeaatoTca, TermpoBaH-
Hble — QUIbTPYIOTCA.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree binding-pro-
cess id

no spanning-tree bind-
ing-process

id: (1..31)/0

MpuBA3bIBaET NOPT K YKazaHHOMY npoueccy. 1o ymonyaHuio,
BCe NOPTbl NPUBA3aHbI K Hy1eBOMY NpoLeccy.
- id — Homep npouecca.

BoccTaHas/iMBaeT NpMBA3KY NOPTa N0 YMOIYAHUIO.

Tabnuua 122 — LleHHOCTb NyTH, yCTaHOB/IEHHAsA NO YMO4YaHUIO (spanning-tree cost)

Unmepdeiic Memod onpedeneHus yeHHocmu nymu
Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000000 100
FortyGigabit Ethernet (40000 Mbps) 2000000 100
Gigabit Ethernet (1000 Mbps) 2000000 100

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 123 — KomaHgb! pexkuma privileged EXEC

3HayeHue/3HayeHue Aelicmeue

no ymosn4aHuro

KomaHoa

show spanning-tree [giga- lNoKa3sbiBaeT coctoaHWe npoTokona STP.
bitethernet gi_port | tengi-

gabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]

MoKasbiBaeT NoApobHY MHGOPMALMIO O HACTPOWKaX NPOTO-
Kona STP, nHdopmaLmio 06 aKTUBHbBIX UM 3a610KMPOBAHHBIX
noprax.

show spanning-tree detail
[active | blockedports] —
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clear spanning-tree de-
tected-protocols [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

Mepe3anyckaeT NpoLLEecc MUrpaLum NPoToKoa. 3aHOBO Npo-

gi_port: (1..8/0/1..48); ncxoauT nepecyét aepesa STP.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48).

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 124 — KomaHgb! pexkmma EXEC

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHoa Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

MokasbiBaeT pexxum 06paboTkm naketos BPDU Ha nHTepdein-

gi_port: (1..8/0/1..48); cax.

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);

5.17.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaLumm:
console (config) #

Tabnnua 125 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree

Pa3speluaeTt ncnonb3oBaHne KOMMYTaTOPOM npoTokona STP.

- —/paspeleHo

no spanning-tree 3anpeLaeT UCNob30BaHME KOMMYTAaTOPOM npoTokona STP.

spanning-tree mode {stp | YcTaHaBAMBaET peXkMm paboTbl npoTokona STP.

rstp | mstp | pvst | rapid- —JRSTP

pvst}

no spanning-tree mode YcTaHaBAUBAET 3HAYEHME MO0 YMONYAHUIO.

spanning-tree pathcost YcTaHaBAUBaeT MeTo, onpeaeeHus LLeHHOCTU NyTu.

method {long | short} - long — 3HayeHune ueHHocTH B granasoHe 1..200000000;
—/short - short — 3HauyeHue UeHHOCTU B AMana3oHe 1..65535.

no spanning-tree pathcost
method

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.

spanning-tree mst in-
stance_id priority priority

no spanning-tree mst in-
stance_id priority

instance_id: (1..15);
priority:
(0..61440)/32768

YcTaHaBAuBaeT NPUOPUTET A/1A JaHHOTO KOMMYyTaTopa nepes,
OCTaNIbHbIMW, UCMONB3YIOLWMMK 06WMIA 3K3emnnap MSTP.

- instance_id — ak3emnnsap MST;

- priority — npnopuTeT KOMMyTaTOpaA.

V 3HaueHuMe NpuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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spanning-tree mst
max-hops hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBAET MAKCMMA/IbHOE KOJIMYECTBO TPAH3UTHbIX
y4yacTKkoB ansa naketa BPDU, Heobxoaumsbix gns dopmuposa-
HWA aepeBa M yaepKaHua MHbopmaLmm o ero cTpoeHuu. Ecam
NaKeT y)Ke NpoLles MakCUMasbHOE KOJIMYECTBO TPAH3UTHbIX
Y4acTKOB, TO Ha C/leAyloLLem y4acTke OH oTbpacbiBaeTca.

- hop_count — MaKcMManbHOE KOAMYECTBO TPAH3UTHbIX
y4acTKOB Ana naketa BPDU.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree mst in-
stance_id tc-protection

no spanning-tree mst in-
stance_id tc-protection

instance_id: (1..15);

BKtoyaeT orpaHuyeHne Ha Konndyectso obpabatbiaembix TC
BPDU 3a ycTaHOB/IEHHbI MHTEPBA/ BPEMEHW.

BbIkntouaeT orpaHMyeHne Ha Konnyectso obpabaTbiBaeMbix
TC BPDU.

spanning-tree tc-protect
mst instance_id interval
seconds

no spanning-tree tc-pro-
tect mst instance_id inter-
val

instance_id: (1..15);
seconds: (1..10)/2 cex.

YcTaHaBAMBAET MHTEPBA/ OrPaHMYEHUA KomyecTBa obpaba-
TbiBaembix TC BPDU.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree tc-protect
mst instance_id treshold
count

no spanning-tree tc-pro-
tect mst instance_id tresh-
old

instance_id: (1..15);
count: (1..255)/1

YcTaHaBAMBaeT MaKcMMasibHOe KoauyectBo obpabaTtbiBae-
Mbix TC BPDU 3a 3afi@aHHbIV MHTEPBaN BPEMEHW.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst
configuration

Bxog, B pexxum KoHburypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypayuu npomokxosaa MSTP

Bupg 3anpoca KOMaHAHOM CTPOKK B perxnume KoHdurypaumm npotokona MSTP:

console# configure
console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnuua 126 — KomaHapl pexkuma KoHourypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id
vlan vian_range

instance_id:(1..15);
vlan_range: (1..4094)

Co3faeT COOTBETCTBME MENKAY 3K3EeMNIAPOM NpPOTOKONA
MSTP u rpynnamu VLAN.

- instance-id — wvpaeHTUOUKATOP 3K3emnasapa NPOTOKONA
MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypaanaetr cOOTBETCTBME MENKAY IK3eMNAApPOM MPOTOKONA
MSTP u rpynnamu VLAN.

name string

no hame

string: (1..32) cumBona

3apaeT uma KoHourypaumm MST.
- string — umsa KoHdurypauym MST.

Ypanser umsa KoHdurypauym MST.

revision value

no revision

value: (0..65535)/0

3apaet Homep peBu3un KoHdUrypauum MST.
- value — Homep peBu3nn KoHourypaumm MST.

YcTaHaBAMBaeT 3HayeHue No ymonyauutio (value).

show {current | pending}

MokasbiBaeT TekyLuyto (current) 1Mbo oxugatowyio (pending)
KoHUrypaumo MST.

exit _ Bbixoa 13 pexknma KoHdpurypauum npotokona MSTP ¢ coxpa-
HeHnem KoHburypauum.
abort _ Bbixog, U3 perkmma KoHourypaumm npoTtokona MSTP 6e3 co-
XpaHeHUA KOHPUrypaumm.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei
NnopTOoB:

console (config-if) #

Tabnunua 127 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl noptos

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymon4aHuro
spanning-tree guard root BK/IOYAET 3aLUTY KKOPHA» A1 BCEX CBA3YIOWMX AepeBbeB
STP BblbpaHHOro nopTa. JaHHas 3aliMTa 3anpeLwaer UHTep-
—/3aWwuTa BbIKNOYEHa deicy H6bITb KOPHEBLIM NOPTOM KOMMYTATOpPA.
no spanning-tree guard YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
root
spanning-tree mst in- YcTaHaBanBaeT npuopuTet nHTepdeiica B sksemnnape MSTP.
stance_id port-priority pri- - instance-id — wpeHTUOUKATOP 3K3emnasapa MPOTOKo/a
ority MSTP;
instance_id: (1..4094); - priority — npuopwuTeT nHTepdeica.
priority: (0..240)/128 V 3HaueHue NnpuopuTeTa A0MKHO BbITb KpaTHO 16.
no spanning-tree mst in- YcTaHaBAMBaeT 3Ha4YeHMe N0 YMONYAHUIO.
stance_id port-priority
spanning-tree mst in- YcTaHaBAMBAET LEHHOCTb NYTU Yepes BbIbpaHHbIN NHTepdelic
stance_id cost cost ON1A OnpefeNeHHOro sk3emnasapa npotokona MSTP.
- instance-id — wpaeHTUOUKATOP 3K3emnasapa MPOTOKo/A
instance_id: (1..4094); MSTP.
cost: (1..200000000) - COSt — LLeHHOCTb NyTU.
no spanning-tree mst in- YcTaHaBAMBaeT 3HaYeHue, onpeaensiemoe Ha OCHOBaHUK CKO-
stance_id cost POCTU NOPTA U METOAA ONpPeaeNeHNs LLEHHOCTM NYTH, CM. Tab-
nnuy 122
spanning-tree port-priority YcTaHaBAnBaeT npuoputeT UHTepdelica B KOPHEBOM CBA-
priority 3ytowem gepese MSTP.
priority: (0..240)/128 V 3HaueHue NpuopUTETa AONXKHO 6bITb KPaTHO 16.
no spanning-tree port-pri- YCcTaHaBAMBaET 3HaYeHME N0 YMONYAHUIO.
ority

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 128 — KomaHgb! pexkmuma EXEC

Komanda 3HaveHue/3HaveHue Aelicmsue
o yMmoA4aHuio

show spanning-tree [giga- MoKa3sbiBaeT KoOHGUrypaumio npoTokosa STP.
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); - instance_id — wpeHTUdMKaTOp 3K3emnasapa MNPOTOKOA
gabitethernet te_port | te_port: (1..8/0/1..24); MSTP.
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group] [instance in- instance_id: (1..64).
stance_id]
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show spanning-tree detail
[active | blockedports] [in-
stance instance_id]

instance_id: (1..4094)

MoKa3sbiBaeT nogpobHyo MHGOPMALMIO O HAaCTPOKKe NPOTo-
Kona STP, nHdopmaumio 06 akKTUBHbBIX MM 3a610KMPOBAHHBIX
noprax.

- active — npocmoTp nHbopmaLmm 06 aKTUBHbBIX NOPTax;

- blockedports — npocmoTp MHPopmaLuK 0 3ab610KNPOBaH-
HbIX MOpTax;

- instance_id — wpeHTUdMKATOP 3K3emnnApa NpPOToKoAna
MSTP.

show spanning-tree
mst-configuration

Moka3sbiBaeT UHOPMALUIO O CKOHOUTYPUPOBAHHbIX 3K3EM-
naapax MSTP.

clear spanning-tree de-
tected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MepesanyckaeT npouecc MurpaLmm NpoToKoa. 3aHOBO Npo-
NCX0AUT NPOCYET aepesa STP.

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAKOYMTb NOAAEPHKKY NPOTOKOAA STP, yCTaHOBUTbL 3Ha4YeHMe npuopuTeTa ceasytowero gepesa RSTP
— 12288, nntepsan forward-time — 20 cekyHA, UHTEPBAN BPEMEHU MEXKAY Nepenayamu LWNPOKO-
BelaTeibHbIX coobuweHnit «Hello» — 5 ceKyHA, BPeMA KMU3HU CBA3YIOLLErO AepeBa — 38 CeKyHA.
MNMokasaTb KoOHPUrypaumio npotokona STP:

console (config
console (config
console (config

( ) # spanning-tree
( ) #
( ) #
console (config) #
( ) #
( ) #
( ) #

spanning-tree mode rstp
spanning-tree priority 12288
spanning-tree forward-time 20
spanning-tree hello-time 5
spanning-tree max-age 38

exit

console (config
console (config
console (config

console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled

Root ID Priority 32768

Address a8:£9:4b:7b:e0:40
This switch is the root

Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago

Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -
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5.17.5.3 Hacmpolika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — ogHa 13 pasHoBuaHocTen npoTokona Spanning Tree,
pacwupatowan GyHKUMOHaNbHOCTb STP ansa ncnonb3oBaHus B otaeNbHbiX VLAN. MpuMmeHeHMe 4aHHOTo Npo-
TOKOJ1a N03BoAAET B Kaxkaom VLAN co3gatb oTaenbHbIn ak3emnnap STP. PVSTP+ coBmectum c STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) sBnsieTcsa ycoBepLleHCTBOBaHMEM NpoToKona PVSTP+, xapaktepusy-
€TCA MEHbLMM BPEMEHEM MPUBELAEHUA CETU K APEBOBUAHOMN TONONOTUN U UMeET 6osIee BbICOKYHO YCTONYM-
BOCTb.

' Bcero nogaep»aHo 64 PVST/RPVST-uHcTaHca. [pu 3Tom HyneBoi UCNonb3yeTca AN Bcex
’ VLAN, B KOTOpbIX OTK/AloueH PVST/RPVST. Kaxxgomy VLAN c BKatoueHHbIm PVST/RPVST
Y
cootBeTcTByeT oauH PVST/RPVST uHctaHc.

MopTbl, Ha KOTOPbIX aKTUBHbI 60see 64 VLAN, npu nepexoae 8 pexkum PVST/RPVST Bpe-
MeHHO 610KMNpYIOTCA, NO3TOMY nepep, BKatoueHnem PVST/RPVST Heobxoaumo pacumTaTtb
Koan4yectso ucnonbsyembix VLAN Ha KonbueBbiX noptax Kommytatopa. Echm paHHoe
3HauyeHue npesblwaeT 63, TO NePBOHAYaA/IbHO HYXKHO OTKAOUNTL PVST/RPVST B n36bITOu-
HbiXx VLAN/RPVST KomaHAo# "no spanning-tree vlan <VLAN ID>".

.‘

Mpu BKAOYeHHOM pexkume PVST/RPVST kommyTatopbl MES obpabatbisatotr PVST bpdu
Bo Bcex VLAN. Moatomy B ciyyasx, KOraa B KOJibL,e UCMONb3YIOTCA KOMMYTaTOpbl C KOAU-
yectBom PVST/RPVST VLAN, npesbiwatowem 63, cnegyer paclumputb AMmutbl 06pa-
60T1Ku PVST bpdu-tpadmka Ha CPU. [ina aToro ucnonb3yerca KomaHga "service cpu-rate-
limits other-bpdu 1024".

Ecnam B npouece aKkcnayaTtaumm noHagoburca ybpatb VLAN u3s PVST/RPVST-MHCTaHCOB U
[06aBUTb HOBbIE, HYXXHO NPOU3BECTU CaeAylowme AeicTBuUA:

1) OTKNIOUUTD BCE NOPTbI Ha KOTOPbIX HacTpoeHbl VLAN, yuacreytowme B8 PVST/RPVST (ko-
maHga «shutdown» B pexkxume KoHoUrypuposaHua nHrepdeiica);

2) OTKnounTb STP B He HyXHbIX VLAN-ax (KomaHga «no spanning-tree vlan vian_list» B
rno6anbHOM pexxume KOHPUrypupoBaHus);

3) Bkntountb STP B HOBbIX VLAN-ax (KomaHga «spanning-tree vlan vian_list» B rno6anb-
HOM peXKume KOHGUrypupoBaHUA);

4) BKniounTb Bce nopTbl (KomaHaa «no shutdown» B pexxume KoHPUrypupoBaHUsa NHTep-
deiica).

.‘

.‘

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHom KoHGUrypaumm:

console (config) #
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Tabnnua 129 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

spanning-tree vlan
vlan_list

spanning-tree vlan
vlan_list

vlan_list: (1..4094)/ no
YMOJIYaHUIO BCE
WHCTaHCbI BK/IIOYEHbI

BKkntoumTb paboTy npotokona PVSTP+, RPVSTP+ B yKa3zaHHbIX
VLAN.

OTKntoyaeT paboTy npotokona PVSTP+, RPVSTP+ B yKazaHHbIX
VLAN.

spanning-tree vlan
vlan_list forward-time
seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBAET MHTEPBAN BPEMEHMU, 3aTpaunBaeMblil Ha Npo-
CAYWMBAHUE U U3yYeHME COCTOAHMUI Nepes, NepekoyeHnem
B COCTOAHMeE nepeaaymn Ana ykasaHHboix VLAN.
V Talimepbl AOMKHbI COOTBETCTBOBATb Caeay-
toweit popmyne:
2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time +1).

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

spanning-tree vlan
vlan_list hello-time
seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaEeT UHTEPBA/I BPEMEHU MeXAay nepejadamu Wu-
poKoBelaTenbHbIx coobuieHnin «Hello» K B3anmogencTeyto-
MM KOMMYyTaTopam Ans yKasaHHbIx VLAN.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

spanning-tree vlan
vlan_list max-age seconds

no spanning-tree vlan
vlan_list max-age

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaeET BpeMaA XU3HU cBA3syowero agepesa STP gna
yKasaHHbIx VLAN.

YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree vlan
vlan_list priority
priority_value

spanning-tree vlan
vlan_list priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

Hactpansaet npuoputeT ceAasytowero aepesa STP.
V 3HaueHue BbibMpaeTca M3 AManasoHa C Wwa-
rom 4096

YcTaHaBAMBaeT 3HAYEHWe no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bunpg 3anpoca KOMaHAHOM CTPOKU perknMma KOHpUrypaumnm nHtepoeiica:

console (config-if) #

Tabanua 130 — KomaHgb! pexkuma KoHdurypaumm nHtepdeliica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaET LEHHOCTb NYTU Yepe3 AaHHbIV nHTepdelic ana
yKa3aHHbIX VLAN.
- oSt — LLeHHOCTb NyTH.

YcTaHaBAMBaeT 3HaueHWe, onpesensiemMmoe Ha OCHOBaHMM CKO-
pPOCTM NopTa 1 MeToAa onpeaeneHns LeHHOCTU NYTU AN YKa-
3aHHbIX VLAN

spanning-tree vlan
vlan_list disable

no spanning-tree vlan
vlan_list disable

vlan_list: (1..4094)

3anpelyaeT paboTy npoTokona STP Ha KOHGUTYPUPYEMOM UH-
Tepdelice aAnsa ykasaHHbIx VLAN.

PaspewaeT paboTy npoTokona STP Ha KOHGUTYPUPYEMOM WUH-
Tepdelice aAnsa ykasaHHbIx VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBAUBaeT npuopuTteT nHTepdeica B KOPHEBOM CBA3YIO-
wem gepese STP.
V 3HaueHue BblbUpaeTca U3 guanasoHa C wWa-
rom 16

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.
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spanning-tree vlan
vlian list tec-pro-
tection

vlan_list: (1..4094);

no spanning-tree
vlan vlan list te-
protection

BKAtoYaeT orpaHuuyeHWe Ha KoamyectBo obpabaTbiBaemblx
TCN/TC BPDU 3a yCTaHOB/IEHHbI MHTEPBa/s BpemMeHu ANf
STP, RSTP, Hynesoro ak3emnnapa MSTP.

BbIKNtOYaeT orpaHMyYeHne Ha Koandyectso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree vlan
vlian list tec-pro-
tect interval sec-
onds

no spanning-tree
vlan vlan list te-
protect interval

vlan_list: (1..4094);
seconds: (1..10)/2 cex.

YcTaHaBAMBaeT MHTePBaN OrpaHUYEHna Koanyectsa obpaba-
TbiBaembix TCN/TC BPDU.

YcTaHaBAMBAET 3HA4YeHUe No YMONYaHUIO.

spanning-tree vlan
vlian list tc-pro-
tect treshold

count vlan_list: (1..4094);

count: (1..255)/1

no spanning-tree
vlan vlan list te-
protect treshold

YcTaHaBAMBaeT MaKCMMaabHOE KoJsimyecTBOo obpabaTtbiBae-
mbix TCN/TC BPDU 3a 3aaHHblI MHTEPBan BPeMeHU.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

5.17.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHa3HayeH AN NOBbILLEHUSA YCTOMUMBOCTU U
HAaZEHOCTU CEeTM Mepefayn AaHHbIX, UMEeIOLWEel KOMbLEBYIO TOMOJOIMIO, 33 CYET CHUMKEHUA BpeMeHU
BOCCTAaHOB/IEHMA CETM B C/ly4ae aBapuun. Bpems BOCCTaHOBIEHMA He NpeBbIWaeT 1 ceKyHApbl, YTO CYLLECTBEHHO
MeHbLLE BPeMEHW NepecTPoiiKn CeTM NpU UCNOIb30BaHMM NPOTOKOI0B CEMECTBA spanning tree.

KomaHObI pexcuma 2a06anbHol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnuua 131 — KomaHapl pexknuma rnobanbHom KoHbUrypauum

3HavyeHue/3HavyeHue .
KomaHda / Aeiicmeue
no ymon4YaHuro
erps PaspewaeT paboty npotokona ERPS.
P — /BbIK/OYEHO P P AL
no erps 3anpewaet paboty npotokona ERPS.

erps vlan vian_id

vlan_id: (1..4094)

no erps vlan vian_id

Co3panue ERPS-konbua ¢ naeHtTudmratopom R-APS VLAN, no
KoTopol byaeT nepenaBatbea cnyxebHana nHbopmaLums n ne-
pexos B pexxnm KoHdUrypauum KonbLa.

-vlan_id — Homep R-APS VLAN.

Ypanenune ERPS-Konbua ¢ ngeHtueukatopom vian_id.

KomaHObI pexcuma KoHgu2ypayuu Koasbyad

Bupg, 3anpoca KOMaHAHOW CTPOKM B pPeXXUME KOHPUIypaL MM KobLa:

console (config-erps) #
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Tabnnua 132 — KomaHab! pexkuma KoHpurypaumnm ERPS-konbua

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

protected vlan add
vlan_list

vlan_list:(2..4094, all)

Lobaenaet ananasoH VLAN B cn1cok 3awmiLeHHbIx VLAN.
-vlan_list — cnucok VLAN. inana3oH VLAN M0OXKHO 3a4aTb ne-
peuncneHnem Yepes 3anATy0 UAKM yKa3aTb HavyalbHOE U Ko-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnucka s3awmueHHbix VLAN.
- vlan_list — cnucok VLAN ans yaaneHus.

port {west | east}{giga-

bitethernet gi_port | tengi-

gabitethernet te_port |
fortygigabitethernet
fo_port | port-channel

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bbibop west (east)-nopTa KommyTaTopa, BK/IYEHHOrO B
KO/NbLLO.

group} group: (1..48)
no port {west | east} YpaneHue west (east)-nopta KOMMyTaTopa, BK/IOYEHHOTO B
KO/bLLO.
rpl {west | east} {owner | Bbi6op RPL-nopTa KOMMyTaTOpa v €ro poau.
neighbor} - west — RPL-nopTtom byaeT HazHayeH west-nopT;
- east — RPL-nopTom byaeT HasHayeH west-nopT;
—/no rpl - owner — KommyTaTop byaeT ABnsaTbcAa Bnagenbuem RPL-
nopta;
- neighbor — KommyTaTop 6yaeT ABAATbCA cOCeAOM Bna-
pensbua RPL-nopTa.
no rpl YpaneHune RPL-nopTa KommyTaTopa.
level level HacTpolika ypoBHa coobuweHunin R-APS. Heobxogumo gns npo-
XOXKAeHUsA coobueHnin yepes CFM MEP.
level: (0..7)/1 - level — ypoBeHb coobuieHnin R-APS.
no level YcTaHOBKa 3Ha4Y€HMA N0 YMONYAHUIO.
ring enable BkatoyeHne pyHKLUMOHMPOBAHMSA KOMbLA.

no ring enable

—/BbIK/IIOYEHO

BbiKkAtoueHMe GYHKUMOHMPOBAHUA KO/bLA.

version version

no version

version: (1..2)/2

Bbi6op pexkrmma COBMECTUMOCTH C APYTMMWU BEPCUAMM NPOTO-
kona G.8032.
- version — BepcuaA npoToKkosa G.8032.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

revertive

no revertive

—/revertive

Bbi6op pexknuma paboTbl KosbLa.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHue noaKosbLa ANA AAHHOTO KoAbLa.
- vlan_id — Homep VLAN.

YaaneHve noaKkonbLa.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAtOUNTL OTNPABKY CUrHana o4ncTkM MAC-TabmLbl B OCHOB-
HOe KO/bLLO MpU NepecTpoeHnmn NoaKoNbLaA.

OTKNOYUTbL OTNPABKY cUrHana ounctkn MAC-Tabaunupl B oc-
HOBHOE KO/IbLLO NPWU NepecTpoeHnmn NoAKoAbLA.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBKa Talimepa 610KMpytowero yctapesLlume R-APS coob-
LeHUA.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 ¢
TOYHOCTbIO 5 Mc/0 mc

YcTaHOBKa TaliMepa 3a4epKK1 peakLm KOMMyTaTopa Ha 13-
MeHeHWe B COCTOAHWUMU. BMecTo peakumm Ha cobbiTue BKItOYa-
eTcA Talimep, No UCTEYEHMU KOTOPOro KOMMYTATOP MHPOPMU-
pyeT O CBOEM COCTOAHWM. lMpefHasHayYeH AN YMEeHbLUeHUA
bnyaa naketos npu GaannuHre NopTos.

YcTaHOBKa 3Ha4YeHna no YMOI4aHUIO.

timer wtr value

no timer wtr

value:(1..12) muH/5
MMWH

YcTaHOBKa Talimepa, KOTOpbI 3anyckaetcA Ha RPL Owner
KommyTaTope B revertive-pexume. MWcnonbsyetca pgna
npesfoTBPaLLEHMA YacTbIX 3alUTHbIX NepeKkatoyYeHuit un3-3a
CUTHANI0B O HEUCNPABHOCTAX.

YcTaHOBKa 3Ha4YeHna no YMOI4aHUIO.
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switch forced {west | east}

dopcupyeT 3anycK 3alMTHOrO NepeKSYEHUA KobLa, Npu

—/no 3TOM 6710KMpPYETCA YKa3aHHbIW NopT.
no switch forced OTmeHa GopCUMpPOBaHMNA NEPEKIIOYEHMA KObLA.
switch manual {west | PyyHoe 610KMpoBaHMe ykasaHHOro west (east)-nopTta u pas-
east} —/no 610KnpoBaHue east (west).
no switch manual OTMeHa py4YHoli 6OKMPOBKY.
abort OTKaTUTb U3MEHEHWA, BHECEHHbIE C MOMEHTA BX0OZa B PEKUM

KOHbUrypauum Konbla.

KomaHOobi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 133 — KomaHgb! pexkmuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show erps [vlan vian_id]

vlan_id: (1..4094)

3anpoc nHdpopmaumm 06 obwem cocrosHum ERPS nam cocrto-
AHWUW YKa3aHHOTO KoJbLa.

5.17.7 Hacmpolika npomokKona LLDP

OcHoBHOW ¢yHKumMen npotokona Link Layer Discovery Protocol (LLDP) sBnsetrca obmeH mexay
ceTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHMU U XapaKTepucTMKax. MHpopmauma, cobpaHHana nocpeacTsom
npoTokona LLDP, Hakan/iMBaeTcs B YyCTPOMCTBAX M MOKET 6bITb 3anNpoLleHa YNpaBafioWwmm KOMNbIOTEPOM No
npoTokony SNMP. Takum 06pa3om, Ha OCHOBaHMUM COBpaHHO MHGOPMaLMK, Ha YNPABAAIOWEM KOMMbIOTEPE
MOXEeT 6bITb CMOAENIMPOBAHA TOMOOTUA CETU.

KommyTaTopbl noaaepKmMBatoT nepefady Kak CTaHOAPTHbLIX NapamMeTpoB, Tak U ONUMOHANbHbIX, TAKUX

KaK:

—  MMA YCTPOWCTBA M €ro onucaHue;
—  MMA NopTa U ero onucaHue;
—  uHoopmauusa o MAC/PHY;

- uT.Aa.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHom KOHGUrypaumm:

console (config) #

Tabnunua 134 — KomaHabl pexkuma rnobasnbHol KoHdurypaumm

3Ha4yeHue/3HayeHue ”
KomaHda / Aeilicmeue
o yMo/sYaHUO
lidp run Pa3speluaet KOMMyTaTOPYy MCNOb30BaHMe NpoToKkoaa LLDP.
—/paspelueHo
no lidp run 3anpelaeT KOMMYTaTOPY MCMNOAb30BaHWe NpoToKoaa LLDP.

lidp timer seconds

no lidp timer

seconds: (5..32768)/30
cek

Onpeaensert, Kak 4acTo yCTPOMCTBO byaeT oTNpaBaATb 06HOB-
neHue nHdopmaumm LLDP.

YcTaHaBAWBaeT 3HaYeHne Mo YMONAYAHUIO.
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lidp hold-Multiplier
number

no lidp hold-Multiplier

number: (2..10)/4

3apaeT BEIMYMHY BPEMEHU AN NPUHMMAIOLWEro YCTPOICTBa,
B TEYEHWE KOTOPOro HYXKHO yAepuBaTb NPUHMMaemble na-
KeTbl LLDP nepepg, nx cbpocom.

[aHHas BennuYMHa nepesaeTca Ha NPUHUMAEMYIO CTOPOHY B
LLDP update nakeTtax (naketax 06HOB/NEeHMA), ABNSETCA KpaT-
HocTblo ansa Takimepa LLDP (lldp timer). Takum obpasom,
Bpems }Kn3Hu LLDP nakeToB paccumTbiBaeTca no ¢opmyne TTL
=min (65535, LLDP-Timer * LLDP-HoldMultiplier)

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

lidp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHuManbHoe Bpems, KoTopoe LLDP-nopT 6yaer oxupatb
nepes, NOBTOPHON MHUUMANm3aumei LLDP.

YcTaHaBAWBaeT 3HaYeHUe Mo YMONAYAHUIO.

lldp tx-delay seconds

seconds: (1..8192)/2

YcTaHaBAMBAET 3a4€epXKKYy Mexay nocieayllmmmn nepeaa-
Yyamu naketos LLDP, MHNLUMMPOBAHHBIMWU U3MEHEHUAMM 3HaA-
YeHUM MK cTaTyca B IOKaNbHbIX 6a3ax AaHHbIx MIB LLDP.

no lidp lidpdu

cex V PekomeHayeTca, utobbl AaHHAA 3aAepiKKa
6blna MeHblle, yem 3HauyeHue 0.25*% LLDP-
Timer.
no lidp tx-delay YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
lidp lldpdu {filtering | OnpepenseT pexxum o06paboTkmn naketos LLDP, korga npoTo-
flooding} Kon LLDP BbikAtOYeH Ha KOmmyTaTope:
- filtering — ykasbiBaeT, uyTo LLDP-nakeTbl puAbTpyIOTCA, €cim
—/filtering nNpoTokon LLDP BbikAtOYEeH Ha KOMMYyTaTope;

- flooding — yka3biBaeT, yto LLDP-nakeTbl nepegatoTcs, ecnm
npoTokon LLDP Bbik/OYEH Ha KOMMYyTaTope.

YcTaHaBAMBaeT 3HAYeHue no YMOYaHUIO.

lldp med fast-start
repeat-count number

no lldp med fast-start
repeat-count

number: (1..10)/3

YcTaHaBAuBaeT uncno nostopeHunin PDU LLDP ana 6bicTporo
3anycka, onpegensaemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

lldp med network-policy
number application [vlan

| untagged}] [up priority]
[dscp value]

vlan_id] [vlan-type {tagged

no lidp med network-
policy number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

Onpegensaer npasuao ana napamerpa network-policy (cete-
Bas MOJIMTMKA YCTPOICTBa). JaHHbI NapaMeTp ABAAETCA On-
LMOHaNbHbIM ANA pacwimpeHua npotokoaa LLDP MED.

- number — nNopsAAKoBbIN HoMep npasuaa network policy;

- application — rnaBHaa ¢yHKUMA, onpeneneHHan ana AaH-
Horo npasuna network policy.

-vlan_id — naeHTuounkaTtop VLAN ans AaHHOro NpaBuna;

- tagged/untagged — onpegenseT TerMpoBaHHOW UAKN HeTe-
rmposaHHow 6yaet VLAN, ncnonbyemas gaHHbIM NpaBuIoM.
- priority — NPUOPUTET AaHHOrO Npasuna (MCNosb3yeTca Ha
BTOpOM ypoBHe moaenn OSl);

- value — 3HayeHne DSCP, ncnonb3yemoe AaHHbIM NPaBUIOM.

Ypansaet co3gaHHoe Npasuno Ana napametpa network-policy.

lldp notifications interval
seconds

no lldp notifications
interval

seconds: (5..3600)/5
cek

YCTaHaBAMBAET MaKCMMa/bHYHO CKOPOCTb Nepeaayn yBeaom-
nenunii LLDP.

- seconds — nepuoa BPeMeHU, B Te4eHNe KOTOPOro ycTpoun-
CTBO MOXET 0TNpaBuTb He 60siee 04HOr0 YBEAOMAEHUA.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelicos Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdericos Ethernet:

console (config-if) #
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Tabnunua 135 — KomaHgb! pexkuma KoHdurypaumm nHtepdeliica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

lidp transmit

no lidp transmit

lidp receive

no lidp receive

Mo ymonyanuo
pa3peLleHo
ncnosb3osaHMe B 060mx
HanpaBAeHUAX.

PaspelwaeT nepeaayy naketos No NpoTtokony LLDP Ha uH-
Tepdelice.

3anpelaeT nepeaayvy naketos nNo Npotokoay LLDP Ha uH-
Tepdelice.

Pa3spewaet npvem naketos no npoTokony LLDP Ha uHTep-
delice.

3anpeLaeT npMem NaketToB No nNpoTokony LLDP Ha nHTep-
delice.

lidp optional-tiv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-
lag, 802.3-max-frame-
size, 802.3-power-via-
mdi)/Mo ymonyaHuio
onuMoHanbHble TLV He
BK/IIOYEHbI B NAKeT.

OnpegenseT, Kakue onuuoHanbHble TLV-nona (Type,
Length, Value) 6yayT BKNtOYEHbI YCTPOMCTBOM B Nepeaasa-
emblvi LLDP-naker.
B KOMaHAy MOXKHO BK/IOYUTb OT OAHOrO A0 NATU ONUMO-
HanbHbIX TLV.

TLV 802.3-power-via-mdi AocTynHa TONbKO Ha
V YCTPOWCTBaX ¢ noaaep:xkoii PoE.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp optional-tiv 802.1
{pvid [enable | disable] |
ppvid {add | remove}
ppv_id | vlan-name {add |
remove} vian_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyanuio
onuMoHanbHble TLV He
BKJIOYEHDI.

OnpeaenneT, Kakne onuMoHanbHble TLV-nona 6yayT BKAtO-
YyeHbl YCTPOMCTBOM B NepegaBaemblii LLDP-nakerT:

- pvid — PVID uHTepodeiica;

- ppvid — no6asutb/yganntb PPVID;

- vlan-name — po6asutb/yaanutb Homep VLAN;

- protocol — n06aBuTh/yAannTb onpeaesneHHbl NpoTo-
KOJI.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lidp management-
address

¢dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).
Mo ymonuyanuio
ynNpaBAsfoLWmin agpec
onpegenserca
aBTOMaTUYECKMH.

OnpeaenseT ynpasnatowmin agpec, 06bABNEHHbIA HA UH-

Tepdelice.

- ip_address — 3apaetca cTatudeckuii IP-agpec;

- none — yKasbIBaeT, YTo agpec He 06bAB/EH;

- automatic — yKasblBaeT, YTO CMCTEMA aBTOMATUYECKM

BblIOMpPAET yNpasasaoLWnn aapec, U3 CKOHOUIYPUPOBaAHHbIX

afipecoB 3afaHHOro UHTepdelica.

Ecnu untepodeiic ethernet unu nntepdelic rpynnsl nopTos

npuHaanexxat VLAN, To gaHHbiit agpec VLAN He 6yaget

BK/IIOYEH B CMIUCOK BO3MOKHbIX YNPABAAIOLLMX afpecos.

V B cnyyae Hanuuma Heckonbkux IP-agpecos cu-
cTema Bbi6bMpaeT HavyanbHbIN IP-agpec U3 anana-

30Ha AuHamuueckux IP-apgpecos. Ecnm guHamuuyeckue

aApeca OTCYTCTBYIOT, TO CMCTEMA BblGUpaeT HavyanbHbIi

IP-aapec U3 gnanasoHa BO3MOXHbIX cTaTuyeckux IP-aa-

pecos.

Ypanset ynpasnsatowuii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

Mo ymonyaHutio
oTnpaBKa yBeJOMNEHUI
LLDP 3anpelyeHa.

PaspeluaeT/3anpeLiaer oTnpasKy ysegomsaeHuin LLDP Ha
MHTepodeiice.

- enable — paspewaer;

- disable — 3anpeuaer.

YcTaHaBAWBaeT 3Ha4YeHue no YMOYaHUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,
location,
inventory)/3anpeLeHo
ncnonb3oBaHue
paclmpeHna NpoTokona
LLDP MED.

Pa3spewaet ncnonb3oBaHMe pacwmpeHunsa npotokona LLDP
MED.

B KOMaHAYy MO>KHO BK/OUYUTbL OT OAHOIO A0 TPeX cneLnanb-
HbIX TLV.
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lidp med network-policy
{add | remove} number

no lidp med network-policy

number: (1-32)

HasHauaet npasuno network-policy saHHOMy nHTepdeiicy.
- add — Ha3HavaeT npasuo;

- remove — yJanAaeT Npasuno;

- number — Homep npasuna.

Ypanset npasuao network-policy ¢ faHHoro nHTepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-
elin ecs_elin_data}

coordinate: 16 6anT;
civic_address_data:
(6..160) 6arT;

3a/aeT MecTono/I0XKeHWe yCTPOMCTBa A1 NpoToKona LLDP
(3HaueHue napameTpa location npotokona LLDP MED).

- coordinate — appec B cUCTEMe KOOPAMHaT;

- civic_address_data — aAMUHUCTPATUBHbIM aapec yCTpoi-
CTBa;

. ) - ecs-elin_data — appec B ¢dopmaTte, onpeaeseHHOM
ecs_elln_6daa;j. (10..25) ANSI/TIA 1057,
no lidp med location ’ Ypanser  HacTpPOWMKM  MnapameTpa  MecCTOMOJIOXKeHMUA
{coordinate | civic-address location.
| ecs-elin}
lidp med notification PaspewwaeT/3anpewaer oTnpasKy ysegomnexuin LLDP MED
topology-change {enable | 06 U3MeHeHUN TONOJIoTUMN.
disable - enable — pa3peluaeT oTNpaBKy yBeAOMNEHUIA;
} —/3anpelueHo . pasp PaBKY YBEA o
- disable — 3anpeluaeT oTnpasKy yBeAOMIEHUIA.
no lldp med notifications YcTaHaBAMBaeT 3HaYeHMe N0 YMOIYAHUIO.
topology-change
/ MNaketbl LLDP, npuHATble yepe3 rpynny NOPTOB, 3aNOMMHAOTCA UHAUBUAYANbHO NOp-
TaMM rpynnbl, NPUHABLWIMMM coobueHun. LLDP otnpaBasaeT pasnnuHble coobeHunn Ha

KaKAablii NOpT rpynnbl.

/ Pabota npotokona LLDP He 3aBMCUT OT COCTOSIHUA NpoToKona STP Ha nopTy, nakeTbl LLDP
OTNPaBAAIOTCA U MPUHUMAIOTCA Ha 3a6/10KMPOBAHHbIX NpoToKoaom STP-nopTax.
Ecnu nopT KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c nOpTOM TO/IbKO B C/ly4ae, ecnum

OH aBTOpPU30BaH.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 136 — KomaHgbl pexkuma privileged EXEC

net fo_port | oob | de-
tailed]

fo_port: (1..8/0/1..4)

Komanda 3HayeHue/3HayeH leiicmeue

ue ro ymosn4YaHuro
clear lidp table [giga- gi_port: Oumwaetr Tabanuy agapecoB OOHAPYMKEHHbIX COCEAHWUX
bitethernet gi_port | tengi- (1..8/0/1..48); YCTPOWMCTB U HAYMHAET HOBbIN LIMK/I 0OMEHa NakeTamu no npo-
gabitethernet te_port | for- te_port: ToKkony LLDP MED.
tygigabitethernet fo_port | (1..8/0/1..24);
oob] fo_port: (1..8/0/1..4)
show lldp configuration [gi- gi_port: MNokasbiBaeT LLDP-KoH$uUrypauum scex pusnyecknx nHtepodei-
gabitethernet gi_port | (1..8/0/1..48); COB YCTpOWCTBA, B0 3a4aHHbIX UHTEPdECOB.
tengigabitethernet te_port | te_port:
fortygigabitethernet fo_port (1..8/0/1..24);
| oob | detailed] fo_port: (1..8/0/1..4)
show lldp med configura- . . MNoKasbiBaeT KOHPUIypauumn paclmpeHms npoTtokona LLDP —
tion [gigabitethernet (1 gl/—or)/irtz"g)_ MED pns Bcex dusmnueckux nHTepdeincos, iMbo 3agaHHbIX UH-
gi_port | tengigabitethernet "te po;t' ! Tepdeitcos.
te_port | fortygigabitether- (1..8/0/1..24);
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show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port

gi_port:
(1..8/0/1..48);

te_port:
(1..8/0/1..24);

MNokasbieaeT LLDP-uHboOpmaLmio, KOTOPYO aHOHCUPYET AaH-

HbI NOPT.

| oob} fo_port: (1..8/0/1..4)
show lidp local gi_port: MokasbiBaeT cTaTyc nepesarpy3kun TLVs LLDP.
tl\{s-O\{erIoadlng . (1..8/0/1..48);
[gigabitethernet gi_port | te_port:
tengigabitethernet te_port | o .
fortygigabitethernet fo_port (1..8/0/1..24);
- fo_port: (1..8/0/1..4)
| oob]
show lldp neighbors gi_port: MNoKa3sbiBaeT MHPOPMALIMIO O COCeAHMX YCTPOMCTBAX, HAa KOTO-
[gigabitethernet gi_port | (1..8/0/1..48); pbix paboTaeTt npotoko LLDP.
tengigabitethernet te_port | te_port:
fortygigabitethernet fo_port (1..8/0/1..24);
| oob] fo_port: (1..8/0/1..4)

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port

gi_port:
(1..8/0/1..48);

te_port:
(1..8/0/1..24);

| oob | detailed]

fo_port: (1..8/0/1..4)

[MoKasbiBaeT CTaTUCTMKY LLDP.

[pumepbl 8bINOAHEHUS KOMAHO

YctaHoBUTbL Ana nopta tel/0/10 cneayrowme tlv-nona: port-description, sytem-name, system-de-
scription. lna gaHHoro nHtepdeica gobasuTb ynpasasatowmin agpec 10.10.10.70.

console (config)# configure

console (config-if)# 1ldp optional-tlv port-desc sys-name sys-desc

(

console (config)# interface tengigabitethernet 1/0/10
(
(

console (config-if)# 1ldp management-address 10.10.10.70

MocmoTpeTb KoHpUrypaumio LLDP:

console# show 1lldp configuration

LLDP state: Enabled
Timer: 30 Seconds

Hold Multiplier: 4
Reinit delay: 4 Seconds
Tx delay: 2 Seconds
Notifications Interval:
LLDP packets handling:
Chassis ID: mac-address

5 Seconds
Filtering

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabnnua 137 — OnucaHue pesynbTaTos
llone OnucaHue
Timer OnpegenseT, Kak YacTo ycTpolicTBo wneT LLDP-o6HOBAEHMA.
OnpegenseT BennymHy Bpemenun (TTL, Time-To-Live) gna npMHMmatowero ycTpom-
Hold Multiplier CTBa, B TEY4E€HME KOTOPOro HYXKHO yaepKu1BaTb NpMHUMaemble nakeTol LLDP nepeg
ux cépocom: TTL = Timer * Hold Multiplier.
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OnpeaenseT MMHUMaNbHOE BPEMSA, B TEHEHNE KOTOPOro NopT byaeT oxunaate nepes

Reinit delay nocbinkol cneaytouero LLDP-coobueHus.

Tx delay OnpegenAet 3a4epKKy mexXay nocne/J,onu.l,MMM nepegadvamu LLDP-¢ppeitmos, NHK-
LMUPOBAHHbIX U3MEHEHUAMM 3HaYeHUN Anbo cTaTyca.

Port Homep nopTa.

State Pexum paboTbl nopTa gns npotokona LLDP.

TLV-onuumn, KoTopble nepeaatoTca
BO3MOHble 3HaYeHuA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnucaHume cuctemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address Aapec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobuieHusx.

Notifications YKa3bIBaeT, paspeLleHbl nan 3anpelleHsol ysegomneHusa LLDP.

MNMoKasaTb MHPOPMALMIO O COCEAHUX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
te0/1 0060.704C.73FE 1 ts-7800-2 B
te0/2 0060.704C.73FD 1 ts-7800-2 B
te0/3 0060.704C.73FC 9 ts-7900-1 B, R
te0/4 0060.704C.73FB 1 ts-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1/0/20

Device ID: 02:10:11:12:13:00

Port ID: gi0/23

Capabilities: B

System Name: sandbox?2

System description: 24-port 10/100/1000 Ethernet Switch
Port description: Ethernet Interface

Time To Live: 112

802.3 MAC/PHY Configuration/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 1000BASE-T full duplex, 100BASE-TX full
duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode, 10BASE-T half
duplex mode

Operational MAU type: Unknown

Tabnnua 138 — OnucaHue pesynbTaTos

Mone OnucaHue
Port Homep nopTa.
Device ID Nmsa nnm MAC-agpec cocegHero ycTpoicTaa.
Port ID NpeHTMdMKaTOp NopTa coceagHEero ycTpomncTaa.
System name CucTemMHoe UMA yCTPOMCTBA.
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Capabilities

[aHHoe nosie onucbiBaeT TMN YCTPOMCTBA:

B — MocrT (Bridge);

R — MapuwpyTtusatop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T — TenedoH (Telephone);

D — DOCSIS-yctpoicteo (DOCSIS cable device);
H — CeteBoe ycTpoicTteo (Host);

r — MNosToputens (Repeater);

O — Twn HeusBecTeH (Other).

System description

OnucaHue coceaHero ycTpoicTea.

Port description

OnucaHMe nopTa cocegHero yCTponcTBa.

Management address

Appec ynpasneHus ycTponcTeom.

Auto-negotiation
support

OnpegendeT, nogaep1MBaeTca M aBTOMaTUYECKOe onpeaesieHne pexmnma nopra.

Auto-negotiation
status

OnpegenAeT, BKAOYEHA M NOAAEPKKA aBTOMATUYECKOro onpeaeneHma pexmma

nopra.

Auto-negotiation

Onpegenset pekumbl, Nogaepxvsaemole GyHKLMENR aBTOMATMYECKOro onpeaese-

Advertised HUA nopTa.

Capabilities

Operational MAU Pabouunit MAU-TUN ycTpoWcTea.
type

5.17.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUMM yPOBHSA KaHana
nepenayn AaHHbIX NPeACcTaBAAOT cCOOOM NPOTOKON MOHUTOPUHIA COCTOAHMA KaHana. B sTom npoTokone ana
nepefaym MHGOPMaLMM O COCTOAHUM KaHana MeXKAy HernocpeacTBEHHO NOAKAOYEHHBIMWU YCTPOMCTBAMMU
Ethernet ncnonbsytoTca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoiicTBa A0MKHbI NOoAAePHKUBaTb

cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Buza 3anpoca KoMaHAHOM CTPOKM B pexume KoHPuUrypaumum nHtepdelicos Ethernet:

console (config-if) #

Tabnunua 139 — KomaHabl pexkuma KoHpurypaumnm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

ethernet oam

BkatounTb nogaepxky Ethernet OAM Ha noprty.

no ethernet oam

—/OTKAIOYEHO

OtkAtounTh Ethernet OAM Ha KoHUTrypupyemom nopry.

ethernet oam link-monitor
frame threshold count

YcTaHaBAMBaET NOPOr KOMYECTBa OLIMBOK 33 yKa3aHHbI ne-
puog, (nepuod ycTaHaBAMBaeTcA KomaHAoi ethernet oam
count: (1..65535)/1 link-monitor frame window).

no ethernet oam link-mon-
itor frame threshold

BoccTaHaBnvBaeT 3HaueHMe No YMOTYaHWIO.

ethernet oam link-monitor
frame window window

window: (10..600)/100 4ecTBa OLWNOOK.

YcraHaBauBsaet BpEMEHHO[/‘I NPOMEXYTOK A4 nogcyeTa KOn-

no ethernet oam link-mon-
itor frame window

MmcC BoccTaHaBnMBaeT 3HavYeHMe No YMOJTHAHWUIO.

ethernet oam link-monitor
frame-period threshold
count

YcTaHaBAuBaeT nopor ansa cobbitna «frame-period» (nepuop,
count: (1..65535)/1 yCTaHaBAuBaeTca KomaHzoli ethernet oam link-monitor
frame-period window).
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no ethernet oam link-mon-
itor frame-period thresh-
old

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

ethernet oam link-monitor
frame-period window win-
dow

no ethernet oam link-mon-
itor frame-period window

window:
(1..65535)/10000

YcTaHaBNMBaeT BPEMEHHOW MNPOMENKYTOK ANA  cobbiTUA
«frame-period» (8 ppeiimax).

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-mon-
itor frame-seconds thresh-
old

count: (1..900)/1

YcTaHaBAuBaeT nopor ansa cobuitna «frame-period» (nepmog,
ycTaHaBnuBaetca KomaHzol ethernet oam link-monitor
frame-seconds window), B cekyHaax.

BoccTaHaBnvMBaeT 3HaveHMe No YMOYaHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-mon-
itor frame-seconds win-
dow

window:
(100..9000)/100 mc

YCTaHaBAMBaeT BPEMEHHOM MNPOMEXYTOK [AnA cobbiTua
«frame-period».

BoccTaHaBnvBaeT 3HauyeHMe No YMOYaHUIO.

ethernet oam mode {ac-
tive | passive}

YcTaHaBAMBaeT pexMm paboTbl npoTokona OAM:
- active — KommyTaTOp NOCTOAHHO oTnpasaseT OAMPDU;

—/active - passive — KommyTaTop HauyuHaeT otnpasaatb OAMPDU
TONbKO Npu Hannunum OAMPDU co BCTpeUYHOMN CTOPOHbI.
no ethernet oam mode BoccTaHaBAMBaET 3HaYEHME NO YMOIYAHWUIO.
ethernet-oam remote-fail- BkntoyaeT noppeprkky M 0b6paboTKy cobbiTin «remote-
ure failure».
—/BKAKOYEHO
no ethernet oam re- BoccTaHaBMBaeT 3HaYeHME MO YMOYAHUIO.
mote-failure
ethernet oam re- Bk/toyaeT noaaepKky GyHKLUMKU 3aBOpoTa TpaduKa.
mote-loopback supported
—/oTKAO4YEHO
no ethernet oam re- BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.
mote-loopback supported
ethernet oam uni-direc- BkatoyaeT PpyHKUUIO 0BHApyKeHNAa 0gHOHANPaBAEHHbIX CBA-
tional detection 3eli Ha 6a3e npoTokona Ethernet OAM.
no ethernet oam uni-direc- —/oTniodeHo BoccTtaHaBnvBaeT 3HaYeHMe No YMOAYaHUIO.
tional detection
ethernet oam uni-direc- OnpegensaeT peakumo KOMMyTaTopa Ha OAHOHaMNPaBAEHHYO
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap v 3anucb B KypHan;
—/log - error-disable — nepeBog nopTa B cOCTOsiHME «error-
disable», 3anucb B XXypHan n otnpaska SNMP trap.
no ethernet oam uni-direc- BoccTaHaBnMBaeT 3HaYeHMe Mo YMOYAHUIO.
tional detection action
ethernet oam uni-direc- BK/ItOYAET arpeccuBHbIN pexum onpeseneHus ogHoHanpas-
tional detection agressive NIeHHoM cBa3u. EcimM oT cocenHero ycTpoWcTBa nepecrtatoT
npuxoantb Ethernet OAM-coobueHns — NMHK nomeyvaeTcs
—/oTKNtO4EeHO

no ethernet oam uni-direc-
tional detection aggressive

KakK O,D,HOHaI'IpaBﬂeHHbIVI.

BoccTaHaBnmBaeT 3HaveHuMe no YMONYaHUIO.

ethernet oam uni-direc-
tional detection discovery
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YcraHaBauBsaet BpeMeHHOﬁ WUHTEpBaAn AnAa onpeaneneHnAa
TNa CBA3M Ha NOPTY.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.
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KomaHOb1 pexcuma privileged EXEC

Bce KOMaHAbl AOCTYNHbI ANA NpUBUNErMPOBaHHOIO ﬂOﬂb3OBaTeﬂﬂ.BMﬁL3aﬂpOC3 KOMaHAHOﬁ(FPOKM

perknma privileged EXEC:

console#

Tabanua 140 — KomaHgbl pexkuma privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHda

Aeilicmeue

clear ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

Ouuniaet ctatuctnky Ethernet OAM ans ykasaHHoro vHTep-
deiica.

show ethernet oam discov-
ery [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OTobparkaeT coctosiHMe npoTtokona Ethernet OAM ans yka-
3aHHOro uHTepdelica.

show ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OTOb6parkaeT CTaTUCTUKY OBMeHa NPOTOKObHbIMK COO0bLLe-
HUAMM 419 YKa3aHHOTO MHTepdeiica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OtobparkaeTt HacTpoliku Ethernet OAM ana yKasaHHOro MH-
Tepdelica

show ethernet oam uni-di-
rectional detection [inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTob6parkaeT coCTOAHME MeXaHM3Ma onpeaeneHns oAHOHa-
npaB/ieHHbIX CBA3EN A/1A YKa3aHHOTro nHTepdeiica.

[Mpumepbl 8bINOAHEHUA KOMAHO

=  OT0o6pasnTb COCTOAHWE NPOTOKOA ANA nopTa gigabitethernet 1/0/3:

consolef#show ethernet oam discovery interface GigabitEthernet 0/3

gigabitethernet 1/0/3
Local client

Administrative configurations:

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported

MIB retrieval: not supported
Mtu size: 1500
Operational status:

Port status: operational

Loopback status: no loopback
PDU revision: 3
Remote client
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MAC address: a8:£f9:4b:0c:00:03
Vendor (oui): a8 £9 4b
Administrative configurations:
PDU revision: 3
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500
console#

5.17.9 Hacmpoiika npomokona CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity Fault Management), IEEE802.1ag — npeaoctasnset ¢yHKUMU Habaoae-
HWS, NMOWCKa U YCTpaHeHUA HeucnpasBHocTei B ceTax Ethernet, no3BonAa KOHTPOMPOBaTbL coegUHEHNE, U30-
JINPOBaTb NPO6/IEMHbIE YYaCTKM CETU U UAEHTUPULMPOBATL KIMEHTOB, K KOTOPbIM MPUMEHSAIUCH OrpaHuYe-
HWNA B CEeTuU.

MpoToKoN onepupyeT ceayoWwmMmMmmn NOHATUAMM:

=  Maintenance Domain (MD) — y4acTOK ceTu, NpuHaaNeKalLumnii U ynpaBasemMblii O4HUM ONepPaTOPOM;

= Maintenance Association (MA) — COBOKYNHOCTb KOHeUYHbIX TodeKk (MEP), Karkaas us KoTopbiX UMeeT
oAMHaKkoBbIn naeHTudmkatop MAID (Maintenance Association Identifier), onpegenatowmii Tun cep-
BUCa;

= Maintenance association End Point (MEP) — KoHeuyHas TOUKa cepBuca, pacno/ioXKeHHas Ha ero rpa-
HUUe;

= Maintenance domain Intermediate Point (MIP) — npomeKyTouyHan To4Ka AOMeHa.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KOHGUIrypnpoBaHusa:

console (config) #

Tabnnua 141 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
0 yMOAYAHUIO
ethernet cfm domain name CospgaHue (v cmeHa yposHa) CFM aomeHa (MD) ¢ umeHem
[level level] name:(1..32) «nName» 1 Nepexos, B PeXunm KoOHGUTypnupoBaHUa JOMeHa.
CMMBO/I0B - level — yposeHb CFM pomeHa.
no ethernet c¢fm domain level: (0..7)/0 Yananenune CFM gomeHa (MD) ¢ umeHem “name”
name

KomaHObI pexcuma KoHgu2ypuposaHUsa 0oMeHd

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUTyprpoBaHUa AoMeHa:

console (config-cfm-md) #
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Tabnnua 142 — KomaHgbl pexkuma KoHdpurypuposaHma CFM-gomeHa (MD)

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

id { dns dns | name
name | mac mac_ad-
dress number | null }

no id

name: (1..43) cumBonos
dns: (1..43) cumBonos
mac_address : H.H.H
vnan H:H:H:H:H:H naun H-
H-H-H-H-H
number: (0-65535)
Mo ymonuanuio: id
name cOOTBETCTBYET
UMEHWN floOMeHa

YKaszaHune ngeHtuoukatopa CFM gomeHa (MD). UmeHem po-
MeHa MOKeT OblITb:

- dns — dns-nms;

- name — TEKCTOBAA CTPOKa;

- mac_address number — MAC-agpec 1 4Y1Mcn0BON NaeHTUDK-
KaTop AOMEHQ;

- null — NULL ngeHtndmkaTop.

YcTaHOBKa 3Ha4YeHuA no YMONYaHULO.

service port
{vlan-id vian_id |
name name |
number number }

no service port

service vlan vian
{vlan-id vian_id |
name name |
number number

no service vlan vian_id

vlan_id: (1..4094)
name: (1..45) cumBonos
number: (0..65535)

CospaHune CFM-cepsuca (MA) 6e3 npuasku kK VLAN 1 nepexog,
B PEXMM KOHOUTYPMPOBaHUA cepBuca.

Ypanenue CFM-cepsuca (MA).

Co3spaHue CFM-cepsuca (MA) npusasaHHoro Kk VLAN ¢ Home-
pom «vlan» n nepexos B pexunum KoHOUTypupoBaHUA cepauca.
MmeHem cepBurca MoXKeT BbITb:

-vlan_id — Homep VLAN;

- name — TEKCTOBAA CTPOKa;

- number — 4YNCNOBOMN NAEHTUDUKATOP.

Ypanenne CFM-cepsuca (MA) npusasaHHoro kK VLAN ¢ Home-
pom «vlan_id».

mip auto-create [lower-
mep-only]

no mip auto-create

—/aBTOMaTUUECKOE COo-
37aHNe OTKIIOYEHO

BK/tOYEHWEe aBTOMATUYECKOrO CO34aHUA MPOMENKYTOUHbIX TO-
yek cepsuca (MIP). MpomeskyTouHble ToukK cepsuca (MIP) co-
3/a0TCA Ha BCeX NOpTax, Ha KoTopbix nponucaH VLAN cepsuca.
Heobs3aTenbHblii napameTtp «lower-mep-only» uUckao4aeT U3
CNKUCKa NOPTbI, HA KOTOPbIX Y¥Ke co34aHa KOHeYHan TouKa cep-
BUCa.

YcTaHaBAMBaET 3HAYEHUE MO YMOAYAHUIO.

KomaHObI pexcuma KOHgu2ypuposaHuUs cepsuca

BuAa 3anpoca KOMaHAHOWN CTPOKM B peXxnume KOHPUIypnupoBaHMA JOMEHa:

console (config-cfm-ma) #

Tabnunua 143 — KomaHabl pexkuma KoHpurypuposaHua CFM cepsuca (MA)

KomaHoa

3HayeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

continuity-check interval
interval

no continuity-check in-
terval

interval: (1, 10, 100,
600) cekyHa/1 cekyHaa

YcTaHoBKa MHTepBana oTnpasku Continuity Check coobuieHui.

YcTaHOBKa 3HaYeHUA Mo YMONYaHUIO

Direction down

No direction down

YcTaHaBAMBaET HanpaBieHNe KOHeYHOo M TouKol cepsuca (MEP)
B HUCXOAALLEe.

YcTaHaBAMBaEeT HanpaBAeHMe KOHeYHOM TouKkmM cepauca (MEP)
B BOCXoAALlee.

efd notify erps

no efd notify erps

— /BbIKOYEHO

BKAtouaeT 0TNpaBKy yBeAoMIeHUI 06 06HapyKeHUU U3MeHe-
HWA cocToAHMA Konbla ERPS Ha cobbitua events propagation
link failure/restore u HapyweHne CBA3HOCTM, 4ETEKTMPOBaH-
HbIX ¢ nomoLwbto Continuity Check Protocol (CCM)

OTKNIOYUTb OTNPABKY YBEAOMIEHWUNA.

mep id

id: (1..8191)

[ob6asneHne KoHeYHoM ToukK cepsuca (MEP) c naeHtmoukaTo-
pom «id» K AaHHOMY cepBucCy.

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx

161



HELTEX

no mep id

JaHHOW KOMaHAOW OCYLLeCTBAAETCA TONIbKO Npu-
BA3Ka MEP K cepsucy. MEP co3paetca B pexxume
KOHUrypmupoBaHua nHtepdeiica.

YpaneHue KoHe4yHol Touku cepeuca (MEP).

mip auto-create { lower-
mep-only | none }

no mip auto-create

— /Mo ymon4aHuio uc-
NONb3YEeTCA PEXUM,
CKOHOUIYPMpPOBaHHbIN
AN AOMEHa, B KOTO-
POM Haxo4uTCA cepsuc

BK/tOYEHWE aBTOMATUYECKOTO CO34aHMUA NMPOMENKYTOUHbIX TO-
yeK cepsuca (MIP). MpomexxyTouHble TOUYKM cepBuca (MIP) co-
3[al0TCA HA BCEX NOpTax, Ha KoTopbix NnponucaH VLAN cepsuca.
Heobs3aTenbHble NapameTpbl:
—  lower-mep-only — MCK/OYaeT U3 cUCcKa NopTbl, Ha
KOTOPbIX Y¥Ke co3aHa KOHeYHas To4YKa cepsuca
(MEP);
—  none — He co34aBaTb aBTOMATUYECKN MPOMEIKYTOY-
Hble To4YKM cepBuca (MIP).

YCTaHOBKA 3HAYeHUA N0 YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

BuA 3anpoca KOMaHAHOW CTPOKU B pexkume KoHUrypuposaHus mHTepdelica Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 144 — KomaHgbl pexxuma KoHpurypuposaHua nHTepoeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet cfm mep
mep_id domain do-
main_name service
{vlan-id vlan_id | name
name | number num-
ber}

no ethernet cfm mep
mep_id domain do-
main_name service
{vlan-id vlan_id | name
name | number number

}

mep_id: (1..8191);
domain-name: (0..32)
CUMBOJIOB;
vlan_id: (1..4094);
name: (0..45) cumBo-
NoB;
number: (0..65535).

Co3faHune Ha uHTepdeice KOHeYHOM ToukM cepsuca (MEP) ¢
naeHTMdMKaTopom mep_id oNA yKasaHHOTO CEpPBUCA B YKa3aH-
HOM lOMEHE U Nepexos, B PeMm KoHourypmposaHusa MEP.

YaaneHne KOHEYHOW TOUKM cepBuca ¢ MHTepdeiica.

KomaHObI pexcuma KOHGU2ypupo8aHUs KOHEYHOU MoYKuU cepsuca

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume KOHGUryprpoBaHna gomeHa:

console (config-if-cfm-mep) #

Tabnunua 145 — KomaHabl pexkuma KoHdpurypuposaHma CFM KoHeuHol Touku (MEP)

3HayeHue/3Ha4yeHue

KomaHoa Aelicmeue
no ymoa4YaHuro
active BKAtoYeHWe KoHeyHoM TouKu cepsuca (MEP).
- —/BbIK/OYEHA
no active YCTaHOBKaA 3HaYeHMA Mo YMONYAHMIO.

continuity-check enable

no continuity-check en-
able

—/BbIK/OYEHA

BkntoyeHue otnpasku Continuity Check coobuieHnii.

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

COs cos

no cos

cos: (0..7)/7.

YcTaHoBKa 3HauyeHua npuoputeta CoS, ¢ KoTopbim ByayT oT-
npasnaatbea Continuity Check coobueHuns.

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.
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alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKasaHue uHTepBasa 3afepKKu, N0 NCTeYeHUU KoToporo byaeT
reHepMpoBaTbCA aBapua.

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKaszaHue NPOMEKYTKa BPEMEHMU, MO UCTEYEHUUN KOTOPOTO Mpo-
nsonaer cbpoc aBapum.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

alarm notification { all |
error-xcon | remote-er-
ror-xcon | mac-remote-
error-xcon | xcon |
none }

no alarm notification

—/mac—remote—error—
Xcon

BK/loYeHWe yBeaoMAEHWI A8 onpeaeieHHbIX TUMOB COBbITUIA.
Tunbl cObbLITUI:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote, DefEr-
ror, DefXcon;

- error-xcon — TonbKo cobbitna DefError n DefXcon;

- remote-error-xcon — TonbKo cobbiTna DefRemote, DefError n
DefXcon;

- mac-remote-error-xcon — TonAbkKo cobbitna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — ToJsIbKo cobbiTne DefXcon;

- none — yBeAOMNEHUA OTK/HOYEHbI.

YCTaHOBKA 3HAY€HUA N0 YMOAYAHUIO.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 146 — KomaHgb! pexuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ethernet cfm do-
main [name]

name: (1..32) cumBonos

OTobpaxkaeT MHPopmaumio o6 yKasaHHOM gomeHe uau 060
BCEX.

show ethernet cfm er-
rors

OTobpakaeT uHPopmaumto 06 owmnbrax Continuity Check npo-
TOKoNa.

show ethernet cfm
maintenance-points {
local | remote }

OtobpaskaeT MHGOPMALMIO O JIOKaNbHbIX AU YAANEHHbIX KO-
HeyHbIX To4YKax cepsuca (MEP).

show ethernet cfm
mpdb [domain-id { dns
name | name | name
name| mac mac-ad-
dress number | null}]

name: (1..43) cumBonoB
mac-address: H.H.H
van H:H:H:H:H:H naun H-
H-H-H-H-H;
number: (0-65535)

OTobparkaeT MHPOPMALMIO O NPOMEKYTOUHbIX TOYKAX cepsuca
(MIP) ons yKasaHHOro AOMEHA UK ANA BCEX.

show ethernet cfm sta-
tistics

Otobparxkaet CFM-CTaTUCTUKY 1A BCEX JOMEHOB.

show ethernet cfm sta-
tistics domain do-
main-name service {
vlan-id vian_id | name
name | number number

}

domain-name: (0..32)
CMMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cumBso-
nos;
number: (0..65535)

OT06parkaeT CFM-CTaTUCTUKY ANA YKAa3aHHOTO AOMEHa.

show ethernet cfm sta-
tistics mpid id

id: (1..8191)

OTobpakaeT CFM-CTaTUCTUKY ANS YKa3aHHOW KOHEYHOW TOYKM
cepsuca (MEP).
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5.17.10 Hacmpoiika ¢pyHKyuu Flex-link

Flex-link — ¢yHKUMA pesepBMpoOBaHMA, NpeaHasHayeHHaa gna obecrneyeHMs HaZEMKHOCTM KaHana
nepeaaun aaHHbix. B ceaske flex-link moryt Haxoautbes ethernet un port-channel untepdelicbl. OanH U3 aTNX
NHTepdericoB HaxoaMTCA B 3ab/IOKMPOBAHHOM COCTOAHWMM M HAaYMHAET NPONYCKaTb TPadUK TONbKO B C/ydyae

aBapuu Ha BTOPOM MHTepdeliice.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet, uHmepdpelica epynnel nopmos

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHOUrypupoBaHusa nHtepdeinca Ethernet, nHrepodeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnuua 147 — KomaHabl perkuma KoHoUrypmuposBaHua uHTepdeica Ethernet, rpynnbl noptos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

flex-link backup {
tengigabitethernet
te_port | gigabitether-
net gi_port | port-chan-
nel port_channel}

no flex-link backup {
tengigabitethernet
te_port | gigabitether-
net gi_port | port-chan-
nel port_channel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel (1..48)/—

Bkntouaet flex-link Ha nHTepdeiice n HasHayaeT BbIBpaHHOMY
nHTepodericy ponb backup-nHtepodelica B flex-link nape.

BbikntoyaeT flex-link Ha nHTepdeiice 1 yaanaeT BbIbpPaHHbIN UH-
Tepdetic ns flex-link napsi.

flex-link preemption
mode [forced | band-
width| off]

no flex-link preemption
mode

—/off

3afaeT pdeiictBue Npu NoAHATUM uMHTepdelica, yyacTByloLwero
o flex-link:

- forced — ecnn nogHaswmMiica nHTepdelc HACTpoeH Kak
master, To OH CTaHEeT aKTUBHbIM UHTepdeicom;

- bandwidth — npu nogHaTUM MHTepdelica aKTUBHLIM CTaHeT
nHTepoelic c 6onbluer NPONycKHOM CNOCOBHOCTLIO;

- off — nogHaBWwMIicA MHTepdeiic ocTaHeTca B 3aBN0KMPOBaAH-
HOM COCTOSIHUM.

BoaBpau.l,aeT 3Ha4YeHne No YMOIHaHUIO.

flex-link preemption
delay delay

no flex-link preemption
delay

delay: (1..300)/35

3afaeT Bpems OT Nepexoaa OTKIOYEHHOrO NopTa B COCTOAHUE
«up», MO NPOLIECTBUM KOTOPOTO BbINOJIHAETCA AeiCTBUe, yCTa-
HoBneHHoe KomaHgol flex-link preemption mode.

- delay — nepuopa BpemeHu, B CEKYHAAX.

BoaBpau.l,aeT 3Ha4YeHne No YMOI4YaHUIO.

KomaHOb! pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 148 — KomaHapl pexknma EXEC

KomaHoa

3HaveHue

Aelicmeue

show interfaces flex-
link [detailed] { tengiga-
bitethernet te_port | gi-
gabitethernet gi_port |

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel: (1..48)

MokasbiBaeT KoHoUrypaumio dyHKumm flex-link.
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port-channel port-chan-
nel }

5.17.11 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumA Layer 2 Protocol Tunneling (L2PT) nosBonseT nponyckaTb C/y*KebHble NakeTbl pa3anyHbIx L2-
npotokonos (PDU) yepes ceTb npoBaliaepa, YTo NO3BOSET KMPO3PAYHO» CBA3ATb KIMEHTCKUE CErMEHTbI CETH.

L2PT wuHkancynmpyet PDU Ha rpaHMYHOM KOMMyTaTope, nepedaeTr UX Ha APYroh rpaHUYHbIN
KOMMYTaTOp, KOTOPbIM 0XMAAET CNeLManbHble MHKANCyIMPOBaHHbIe Kafpbl, a 3aTeM AeKancyAnpyeT Ux, YTo
No3B0/IAET NO/b30BaTENSAM NepesaBaTb MHGOPMALMIO 2-T0 YPOBHA Yepes ceTb NpoBaiaepa.

KommyTatopsl cepumn MES3000 npeaocTaBaAsioT BOSMOXKHOCTb MHKAMCY/IMPOBATb C/y»KeOHble naKkeTbl
npoTtokonos STP, LACP, LLDP, IS-IS.

[pumep

Ecan BkntounTb L2PT ana npotokona STP, To kommyTtaTopbl A, B, C u D byayT o6beauHeHbl B OAHO
CBA3ylOLLEE AepeBO, HECMOTPA HA TO, YTO KOMMYTATOP A HE coeanHeH HanpAMYI ¢ KommyTaTopamu B, Cu D
(PucyHok 47 — lpumep pabomei pyHKyuu L2PT). UHdopmaumsa 06 M3MeHEHUN TONONOTUU CETU MOXKET BbiTb
nepefaHa CKBO3b CeTb NpoBanaepa.

Cetb
npoBangepa

[ [Pou] |

Switch 2

PucyHok 47 — Mpumep paboTbl dyHKUUM L2PT
Anroputm paboTbl pyHKLMOHANA CreayoWwmi:
MHKancynauma:
1. Bce L2 PDU nepexsatbiBatoTca Ha CPU;
2. Noacuctema L2PT onpeaensaet L2-npoToKoa, KOTOPOMY COOTBETCTBYET NpuHATbIA PDU, n npose-

pAET, BKAOYEHA /M Ha NOPTY, C KOTOPOro NPUHAT 3ToT PDU, HacTpoiika I2protocol-tunnel ana pax-
Horo L2-npoToKona.
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Ecau HaCTpOVIKa BK/TIO4€EHaQ, TO:

— B0 Bce nopTbl VLAN, Ha KOTOpPbIX BK/IKOYEHO TYHHEIMpPOBaHMKe, oTnpasasetca PDU-dpelim;

— B0 Bce noptbl VLAN, Ha KOTOpbIX BbIK/JOYEHO TYHHEAMPOBAHWE, OTNPaBAAETCA
WMHKancynnpoBaHHbit  PDU-dpelim (McxoaHbii  ¢perm ¢ Destination MAC-agpecom,
N3MEHEHHbIM HA TYHHE/IbHbIN).

Ecnun HacTpoiiKa BbIKAOYEHA, TO:
— PDU-¢peinm nepepaetca B 06paboTunK COOTBETCTBYIOLLErO NPOTOKONA.
Jekancynauua:

1. PeanusosaH nepexsat Ha CPU Ethernet-kagpos c MAC-aapecom Ha3HayeHus, 3a4aHHbIM MPU Nno-
MmoLLm KomaHapl [2protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexsaT BK/tOYAETCA TO/IbKO TOrA4a,
Korga xoTa 6bl Ha 04HOM MOPTY BKAOYEHA HacTpoWKa I2protocol-tunnel (He3aBuMcMMO OT NpoTO-
Kona).

2. Mpu nepexsate naketa ¢ MAC-agpecom Ha3HaYeHUA XX-XX-XX-XX-XX-XX, OH CHayasaa nonagaeT B
noacuctemy L2PT, KoTopasa onpegensaeT L2-npoTokon gna gaHHoro PDU no ero 3aronosky, 1 npo-
BEpAET, BK/AKOYEHA /IM Ha MOPTY, C KOTOPOro MPUHAT MHKaNcynMpoBaHHbIM PDU, HacTpolika
I2protocol-tunnel ana aaHHoro L2-npoTokona.

Ecnu HacTpoliKa BKOYEHa, TO:

— MOPT, C KOTOPOro 6bia NOMyYeH MHKANCYMPOBaHHbIA PDU-ppeiim, 6aoKMpyeTcs ¢ NpUYMHOM
[2pt-guard.

Ecnun HacTpoiiKa BbIKAtOYEHaA:

— Bo Bce noptbl VLAN, Ha KOTOpbIX BK/IOYEHO TYHHeE/NPOBaHWe, OTNpaBaseTcA
AeKkancynmposaHHbI PDU-dpeiim;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIKAKOYEHO TYHHENAWpPOBaHWe, OTNpaBnAeTcA
MHKancyanposaHHbIi PDU-bpeiim.

KomaHObI pexcuma 210baab6Hol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHdurypaumu:
console (config) #

Tabnnua 149 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue

Aelicmeue
0 yMon4YaHuo

KomaHoa

I12protocol-tunnel address mac_address: 3apaTb MAC-agpec HasHayeHus ana TYHHenmpyembix opeit-

{mac_address} (01:00:ee:e€:00:00, MO8

01:00:0c:cd:cd:d0,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

01:0f:e2:00:00:03)/

no I2protocol-tunnel ad- 01:00:ee:00:00:00

dress

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

y

disable).

Ha rpaHuyHom uHTepdeiice AomKeH 6biTb OTKAOUYEH NpoToKon STP (spanning-tree

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nHtepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console (config-if) #

Tabnmua 150 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

3HayeHue/3HayeHue
no yMmon4YaHuo

KomaHda

Aelicmeue

12protocol-tunnel {stp |
lacp | lldp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp}

no I2protocol-tunnel {stp |
lacp | lidp| isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp}

—/BbIK/IIOYEHO

BkstoueHune pexkmma nHKancynsaummn naketos STP BPDU.

BbikntoueHue pexnma nHkancynaumm naketos STP BPDU.

12protocol-tunnel cos cos

3agaTtb 3HayeHue CoS gns 3anakoBaHHbIXx PDU-dpeiimos.

1.4
no I2protocol-tunnel drop- (1..4096)/BeiKnI0qeHO

threshold {stp | lacp | lidp
| isis-I1 | isis-12 | pvst | cdp
| dtp | vtp | pagp}

cos: (0..7)/5
no I2protocol-tunnel cos (0.7)/ YctaHoBKa CoS B 3Ha4YeHWEe MO YMOYAHUIO.
12protocol-tunnel drop- HacTpolika noporoBoro sHa4eHMsa CKopocTn Bxoasawmx PDU-
threshold {stp | lacp | lidp dperimoB (B NakeTax B CEKYHAY), NONYYEHHbIX M NOoAEKaLLNX
| isis-I1 | isis-12 | pvst | cdp WHKancynauun. Mpu npesblweHnn nopora PDU ot6pacbisa-
| dtp | vtp | ) toTCA.
pagp} threshold treshold:

OTKNOYaeT peXMM KOHTPOAA CKopocTn Bxogawmx PDU-
dperimos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-12
| pust | cdp | dtp | vip |
pagp} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-12
| pust | cdp | dtp | vip |
pagp}

treshold:
(1..4096)/BbIKNIOYEHO

HacTpolika noporoBoro 3HayeHua cKopocTn BxogaLwmx PDU-
dperimoB (B NakeTax B CEKYHAY), NOAYYEHHbIX M NOAEKaLLNX
WHKancynsumu. Mpu npesbieHnn nopora nopT 6yaert nepe-
BegeH B coctosiHue Errdisable (oTkntoueH).

OTKNOYaeT peXMm KOHTPOANsA cKopocTn BxogAawmx PDU-
dpeiimos.

KomaHObl pexcuma privileged EXEC

Bunpa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#

Tabnnua 151 — KomaHgbl pexkuma privileged EXEC

3HayeHue/3Ha4yeHue
no ymoa4aHuro

KomaHoa

Aelicmeue

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: ( 1..48).

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet

Otobparkaetr mHbopmaumio L2PT pnsa yKasaHHOrO WMHTep-
delica nam ana Bcex UHTepdencoB, Ha KOTOPbIX BK/OYEH
L2PT, ecnv nHTepdeiic He yKasaH.
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fo_port| port-channel
group]

clear I2protocol-tunnel
statistics [gigabitethernet

OumncTKa ctatucTMkKM L2PT gns yKasaHHoOro uHTepdeica nam

gi_port: (1..8/0/1..48); ONA BCeX MHTepdeicoB, Ha KOTOPbIX BKAtoYeH L2PT, ecium uH-

f;__n’:i)gr:l!itethernet te_port te_port: (1..8/0/1..24); repbec e yuazai
. - fo_port:(1..8/0/1..4);

| fortygigabitethernet

fo_port | port-channel group: (1.48)

group]

[pumepebl 8b1M10AHEHUA KOMAHO

oT Tpurrepa I2protocol-tunnel (tpurrepa Ha cpabatbiBaHue drop-threshold n shutdown-threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

paBHbIM 4, BK/IOYMTb KOHTPOJIb CKOPOCTU BXOAALLMX NakeTos BPDU.

console
console
console
console
console
console
console
console

config) # interface gigabitEthernet 1/0/1
config-if) # spanning-tree disable

config-if) # switchport mode customer
config-if) # switchport customer vlan 100
config-if) # 12protocol-tunnel stp
config-if) # 12protocol-tunnel cos 4
config-if) # 12protocol-tunnel drop-threshold stp 40
config-if) # 12protocol-tunnel shutdown-threshold stp 100

o~ o~ o~~~

consolef#show l2protocol-tunnel

YcTaHOBUTL TyHHebHbIM MAC-aapec B 3HadyeHune 01:00:0c:cd:cd:d0, Bkntountb otnpasky SNMP traps

BKNIOUNTb peXknm TyHHenmposaHua STP Ha uHTepdeice, ycTaHOBUTbL 3HaYeHMe CoS-nakeTos BPDU

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter
gil/0/1 4 stp 100 40 650 0 450

Mpumepbl coobLueHuit 0 cpabaTbiBaHUK TpUrTrepa:

12-Nov-2015 14:32:35
gil/0/1

12-Nov-2015 14:32:35
interface gil/0/1

%$—I-DROP: Tunnel drop threshold 40 exceeded for interface

%$—-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for

5.18 Voice VLAN

Voice VLAN wucnonbsyetca ana BblgeneHua VolP-obopypoBaHua B otaenbHyio VLAN. Ona VolP-

dpelrimoB moryT 6bITb HasHauyeHbl QOS-aTpubyTbl Ana npuopuTesaummn Tpaduka. Knaccudurkaumsa dpeimos,
oTHocawwmxcs K pperimam VolP-obopygoBaHusa, 6asmpyetcs Ha OUIl (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) otnpasutens. HasHaueHue Voice VLAN gns nopTa nponcxoamT aBTOMaTUYECKH
— Korga Ha nopt noctynaet ¢penm ¢ OUIl m3 tabnmubl Voice VLAN. Korgaa nopT onpegensierca, Kak
npuHagnexxawmi Voice VLAN — aaHHbIM nopT agobasnsietcsa Bo VLAN Kak tagged. Voice VLAN npumeHum gns

CNeAyIoLLMX CXeM:
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—  VolP-06opypoBaHMe HacTpauBaeTcA, 4ToObl paccblnaTb TerMpoBaHHble nakeTbl, ¢ ID Voice
VLAN, HacTpoeHHbIM Ha KOMMyTaTope.

— VolP-o6opynosaHue paccblnaet HetermpoBaHHble DHCP-3anpockl. B otBeTe o1 DHCP-cepBepa
npucytcteyetr onuua 132 (VLAN D), ¢ nomouiblo KOTOPOW YCTPOWCTBO aBTOMATUYECKM
Ha3HayvaeT cebe VLAN ana mapKkmMpoBKu Tpaduka (Voice VLAN).

Cnncok OUI nponssoauteneit VolP-060pyaoBaHUA, AOMUHUPYIOLWNX HA PbIHKE.

oul dupma-npounssoaun-
Tenb

00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

Voice VLAN moKeT 6bITb aKTUBMPOBAH Ha nopTax, paboTatowmx B pexkume trunk m
general.

Y

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHPUrypaumm:

console (confiqg) #

Tabnnua 152 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

voice vlan aging-timeout YcTaHaBAMBaeT TalmayT AAs MopTa, NPUHAZA/IEXKallero K

timeout voice-vlan. Eciv ¢ nopTa B TeyeHMe 334aHHOTO BPEMEHU He
timeout: 6b110 dperimos ¢ OUI VolP-obopyaosaHusa, To voice vlan yaa-
(1..43200)/1440 NAeTcA ¢ 4aHHOro nopTa.
no voice vlan ag- BoccTaHaBMBaEeT 3HaYeHWe No YMONYAHUIO.
ing-timeout

voice vlan cos cos [remark]

cos: (0-7)/6

no voice vlan cos

YcraHasnmBaeT CoS, KOTOPbIM MapKupytoTca Gpermbl, npu-
Hagnexawme Voice VLAN.

BocctaHaBnvBaeT 3HavyeHue no YMONYaHUIO.

voice vlan id vian_id

no voice vlan id

vlan_id: (1..4094)

YctaHasausaeT ugeHtndumkatop VLAN ana Voice VLAN

Ypansaet ugentuourkatop VLAN gns Voice VLAN
V Ana ypaneHua npaentmoukatopa VLAN Tpebyetca

voice vlan oui-table {add
oui | remove oui} [word]

word: (1..32)
CMMBOJIOB

no voice vlan oui-table

npeABapuUTeNbHO OTKAOUMTL PyHKuMIo voice vian
Ha BCeX noprax.

MNo3BonseT pegakTMposatb Tabanyy OUL.

- oui — nepsble 3 6anTa MAC-agpeca;

- word — onucaHue oui.

Ypnanser Bce nonb3oBaTtenbckmne nameHeHma OUI-Tabanubl.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nHtepdeiica Ethernet, uHtepdeiica rpynnei
NnopTOoB:

console (config-if) #

Tabnnua 153 — KomaHgb! pexkuma KoHdpurypaumm nntepdeliica Ethernet

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymon4aHuro
voice vlan enable Bkntouaet Voice VLAN gnsa nopta.
- —/OTKNIOUYEHO -
no voice vlan enable Otkntoyaet Voice VLAN ana nopTa.
voice vlan cos mode {src | BKntoyaeT mMapKUpoOBKY TpaduKa ana Bcex dpeimos, 1nmbo
all} —/src TONbKO A1 UCTOYHMKA.
no voice vlan cos mode BoccTaHaBAMBaET 3HAYEHME MO YMOIYAHMIO.

5.19 FpynnoBasa agpecauusn

5.19.1 ®yHKYus nocpedHuka npomokona IGMP (IGMP Snooping)

®dyHKuMA IGMP Snooping mMcnonb3yeTcs B CETAX MPYNnoBoM paccblikn. OcHoBHOW 3agaden IGMP
Snooping ABAAeTCA NpeaocTaBIeHNne MHOTOaAPECHOTO TPaduKa TONBKO A1A TEX MOPTOB, KOTOPbIE 3aNpPoCUan
ero.

V IGMP Snooping mo)XeT UCN0/1b30BaTbCA TO/bKO B cTaTUyeckoi rpynne VLAN. Noaaepu-
BaroTca Bepcuun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ‘ Yrobbl IGMP Snooping 6bin akTMBHbIM, PyHKLUMA rpynnoBon ¢unbTpaumm “bridge mul-

e ticast filtering” ponykHa 6bITb BKAOUEHa (cm. pasgen 5.19.2 Mpasuna rpynnoBoit agpeca-

umm (multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAHOYEHbI MHOFOAAPECHbIE MAPLUPYTU3aTOPbI, OCHOBAHO Ha
cnepyowmx cobbITUAX:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— nmakeTbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MaKeTbl NPOTOKO/MA MHOroaapecHon mapwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTY;

— naketbl npoTokona MRDISC npuHATbI Ha NOpPTY;

—  nakeTbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHaTbl Ha NopTy.

KomaHObI pexcuma 210b6aab6Hol KOHGuU2ypayuu

BunA 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KoOHOUrypaumm:

console (config) #

Tabnnua 154 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

Komanoa 3HavyeHue/3Ha4yeHue Lleiicmaue
no ymMoa4YaHuro
ip igmp snooping Paspewaet ucnonbsosaHve o¢yHKuMM IGMP Snooping
Mo ymonyaHuto KOMMYTaTOpPOM.
no ip igmp snooping byHKUMA BbIKNIOYEHA 3anpewaeT ucnonb3osaHue ¢GyHKuMM IGMP Snooping
KOMMYTaTOpPOM.
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ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)
Mo ymonuyaHutio
bYHKUMA BbIK/OYEHA

Paspewaet ucnonbsosaHue o¢yHKUMM IGMP Snooping
KOMMYTAaTOpOM A/1a AaHHoro nHtepdeica VLAN.
- vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

3anpewaet ucnosb3oBaHue ¢yHKUMKM IGMP Snooping
KOMMYTAaTOpOM A/1a AaHHoro nHtepdeica VLAN.

ip igmp snooping vlan vian_id
group-specific-query suppress

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)

BkntoyaeTt nepeHanpasneHue scex naketos IGMP Group
Specific Query B nopTbl, NPpMBA3aHHbIE K rPynne, COrfacHo
Tabauue ip igmp snooping groups.

OTKAoYaeT nepeHanpasneHue naketos IGMP GroupSpe-
cific Query B mopTbl, NpMBA3aHHbIE K rpynne, cornacHo
Tabauue ip igmp snooping groups.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Pernctpupyert rpynnosoi IP-agpec B Tabauue rpynnosow
agpecaumm M cTatmdecku pobasnsetr uHTepdeicbl 13
rpynnol ana Tekywein VLAN.

- vlan_id — naeHTMdUKauMoHHbIM Homep VLAN;

- ip_multicast_address — rpynnosoi IP-agpec.
MNepeuncneHne MHTEPHENCOB OCYLLECTBNAETCA YEPES3 «-»
n«,».

Ypanset rpynnosow IP-agpec 13 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonuyaHutio
paspelleHo

Paspewaet ana paHHon rpynnol VLAN aBTomaTuyeckoe
pacno3HaBaHMe NOPTOB, K KOTOPbIM MOAKAOYEHbI MHOTO-
agpecHble MapLwpyTn3aTopsbl.

- vlan_id — npeHTMdunKaumoHHbIn Homep VLAN.

3anpewaeT gaa gaHHon rpynnol VLAN aBTOMaTMyeckoe
pacno3HaBaHWe NOPTOB, K KOTOPbIM NOAK/IOYEHbI MHOTO-
afpecHble MapLIpyTU3aTOPbI.

ip igmp snooping vlan vian_id
mrouter interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | fortygi-
gabitethernet fo_port | port-
channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {gi-
gabitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OnpeaenaeT NOPT, K KOTOPOMY NMOAKIOYEH MapLLPyTU3a-
TOP MHOrOaZPECHOM PaccbiNKkM ana 3agaHHoli VLAN.
- vlan_id — npeHTMdunKaumoHHbIn Homep VLAN.

YKa3bIBaET, YTO K MOPTY He MOAKIOYEH MapLIPYyTU3aTOP
MHOrOaZApPecHO PacCbiNKM.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vian
vlan_id forbidden mrouter in-
terface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

YcTaHaBAMBAET 3anpeT Ha onpefeneHve nopta (cratuye-
CKM, AMHAMMYECKM) KaK MOPTa, K KOTOPOMY MOAK/IOYEH
MapLIpyTU3aTOP MHOrOAAPECHOW PACChIKM.

- vlan_id — naeHTMounKaumoHHbIn Homep VLAN.

CHMMaeT 3anpeT Ha onpeaeseHve NopTa Kak nopTa, K Ko-
TOPOMY MOAK/OYEH MapLUPYTM3aTOP MHOroaApecHo
PaccbInKu.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
—/BblAaua 3anpocos
OTK/IloYeHa

Bk/toyaeT MoOAAEpPIKKY BblAAuYM 3anpocoB igmp-query
KOMMyTaTopom B gaHHou VLAN.

OTKNloYaeT NoAJEpPrKKY BblAauyu 3anpocoB igmp-query
KOMMYTaToOpoMm B aaHHoM VLAN.
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ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id: (1..4094)

BKkntouaeT 3ameHy IP-agpeca UCTOYHMKA Ha YKa3aHHbIN IP-
appec Bo Bcex naketax IGMP report B 3agaHHoi VLAN.
- vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

OTkAntovaeT 3ameHy IP-agpeca nctouyHmka B naketax IGMP
report B 3agaHHoM VLAN.

ip igmp snooping vlan vian_id
querier version {2 | 3}

no ip igmp snooping vlan
vlan_id querier version

—/IGMPv3

YcTtaHaBauBaeT Bepcuto IGMP-npoToKoNa, Ha OCHOBaHUMU
KoTopow 6yayT dopmuposaTbea IGMP-query 3anpochi.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vian
vlan_id querier address

vlan_id: (1..4094)

OnpegenseT ucxogHblt |IP-agpec, KoTopbli byaer uc-
nonb3oBaTtbca IGMP querier-om. Querier — ycTpoucTBo,
KoTopoe oTnpasnaet IGMP-3anpocsl.

YcTaHaBAMBaeT 3HayeHWe No ymondaHuto. o ymonya-
Huto ecan IP-agpec HacTpoeH ana VLAN, oH ucnonb3syetca
B KayecTBe agpeca uctovyHunka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
immediate-leave [host-based]
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id immediate-leave [host-
based] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

vlan_id: (1..4094);
—/BbIKNOYEHO
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

Bkntountb npouecc IGMP Snooping Immediate-Leave Ha
Tekyuer VLAN. O3HayaerT, YTo NopT A0/KeEH BbITb Hemea-
NIeHHO yaaneH us rpynnbl IGMP nocne nonyyeHns coob-
weHusa IGMP leave.

- host-based — mexaHusm fast-leave cpabatbiBaer
TONbKO B TOM C/ly4ae, Korga Bce Nonb30BaTenn, NOAK/0-
YeHHble K JaHHOMY NOPTY OTNUCANUCL OT rpynnbl (cyeT-
YUK Nnosb3oBaTenen BedeTca Ha ocHoBaHuKM Source MAC-
afpecos B 3arosioskax IGMP-report’os);

- interface — npu Mcnoab3oBaHMM AaHHOroO NapameTpa
mexaHu3m fast-leave cpabaTbiBaeT TONIbKO Ha YKa3aHHbIX
MHTepdeiicax (npu ycnosum, yto npouecc IGMP Snooping
Immediate-Leave He BKAlOYEH N0GANbHO Ha TeKylueMn
VLAN).

OTkAtounTb Npouecc IGMP Snooping Immediate-Leave Ha
Tekywerr VLAN uan yKaszaHHOM ¢U3MYECKOM UHTep-
deiice.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BkAtounTb GyHKUMIO proxy report B onpegeneHHom VLAN.
Mpw BKAtOYEHMM 3TON GYHKLMM KOMMYTATOP Ha NpULes-
wue IGMP query byaeT oTBeyaTb OT cBOEro nmenu. Knm-
eHTcKkme IGMP report npu aTom oTbpacbiBatoTcs.

- version — ycTaHaBauBaeT Bepcuto IGMP ana otnpasku
naketos. [10 ymonyaHuio Bepcus onpenenseTca no npu-
weawemy Ha KommyTaTop nakety IGMP query.

BbikntounTb Proxy report B onpegeneHHom VLAN.

ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

no ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

BKAtoyeHMe mannuHra HeTermpoBaHHbIX IGMP 3anpocos
ana QinQ nHTepdeiicos Ha yKasaHHbIM vlan_id.

interface — MannNUHr BKNKOYAETCA TONILKO Ha YKa3aHHbIX
MHTepdeicax.

BbIKNtOYEHNE MannuHra HeterMpoBaHHbIX IGMP 3anpo-
COB ANA YKa3aHHbIx QinQ nHTepdelicos.

interface — mannuHT BbIKAOYAETCA TO/IbKO HA YKa3aHHbIX
MHTepdeicax.
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ip igmp snooping map cpe vilan
cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

cvlan_id: (1..4094);
vlan_id: (1..4094);
gi_port: (1..8/0/1..48);

no ip igmp snooping map cpe
vlan cvian_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BkntoueHMe mannuHra TermposaHHbix cvlan-id IGMP 3a-
npocos gns QinQ nHtepdeicos Ha ykasaHHbIl vlan_id. in-
terface — MannuHr BK/OYAETCA TO/MIBKO HA YKa3aHHbIX
MHTepdericax.

BbIkNtOYEHME MannWHra TerMpoBaHHbIX cvlan-id IGMP 3a-
NpoOCcoB A/1A YKa3aHHbIX QinQ nHTepdeicos.

interface — mannuHT BbIKAOYAETCA TO/IbKO HA YKa3aHHbIX
MHTepdeiicax.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BunAa 3anpoca KoMaHAHOM CTPOKM pexunma KoHdurypaumm VLAN:

console (config-if) #

Tabnunua 155 — KomaHabl pexkuma KoHdpurypaumm nHtepoerica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaeT 3HaYeHMe ycTonumnsoctm gns IGMP.
Ecnv Ha KaHane HabnogaeTcs noTepA AaHHbIX, 3HAYeHWe
YCTOMYMBOCTM JOMKHO ObITb YBEUYEHO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip igmp version {2 / 3}

YcraHaBnusaet Bepcuto IGMP-npoTokona.

no ip igmp query-interval

(30..18000)/125 ¢

— - —/IGMPv3
no ip igmp version YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
ip igmp query-interval sec- YcTaHaBAMBaeT TalimayT, N0 KOTOPOMY CUCTEMA OTMpaBnseT
onds seconds: OCHOBHblE 3aNPOCbl BCEM Y4aCTHWKaM rpynmnbl MHOroagpec-

HoW nepegayun AnAa NpoBepKU NX aKTUBHOCTU.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMManbHoe Bpems oTBeTa Ha 3anpoc.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip igmp last-mem-
ber-query-count count

no ip igmp last-mem-
ber-query-count

count: (1..7)/3HaueHune
nepemeHHom
robustness

YcTaHaBAMBaeT KOIMYECTBO 3anpocCoB, MOc/e PacCblIKU KO-
TOPbIX, KOMMYTATOpP onpeaenAeT, YTo Ha AaHHOM NOPTY HeT
Xenawuwmnx y4actsosaTb B MHOFOB,D,pecHOl;'i PaccblKe.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ip igmp last-mem-
ber-query-interval millisec-
onds

no ip igmp last-mem-
ber-query-interval

milliseconds:
(100..25500)/1000 mc

YcTaHaBAMBaeT MHTepBaa 3anpoca AaA NOoCnefHero yyacT-
HUKa.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

KomaHOb! pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma KoHduUrypaumm nHtepoeica:

console (config-if)#
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Tabnnua 156 — KomaHab! pexkuma KoHdpurypaumm nHtepdeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeTt nepeHanpasneHne IGMP-3anpocoB € KANMEHTCKUX
Vlan B Multicast Vlan u mynbTMKacToBoro Tpaduka B KANEHT-
ckue Vlan ana nHtepdeiica B pexxnme «access».

BbikntoyaeT nepeHanpasneHue IGMP-3anpocoB ¢ KANEHTCKUX
Vlan B Multicast Vlan u mynbTMKacToBoro Tpaduka B KANEHT-
ckue Vlan ana nHtepdeiica B pexxnme «access».

switchport trunk mul-
ticast-tv vlan vian_id

[tagged]

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

Bkntoyaet nepeHanpasneHne IGMP-3anpocoB € KANMEHTCKUX
Vlan B Multicast Vlan u mynbTMKacToBOro Tpaduka B KANEHT-
ckue Vlan ana nHtepdeiica B pexknme «trunk».

BbikntoyaeT nepeHanpasneHue IGMP-3anpocoB ¢ KANEHTCKUX
Vlan B Multicast Vlan u mynbTMKacToBoro Tpadpuka B KANEHT-
ckune Vlan gna nHtepdeiica B pexxnme «trunk».

KomaHOb1 pexcuma EXEC

Bce KOmaHAb! AOCTYMHbI TONBKO 417 NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 157 — Komanapl pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MNokasbiBaeT MHPOpMaLMIO 06 M3y4YeHHbIX MHOrOagpPecHbIX
MapLupyTU3aTopax B yKasaHHol rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

Moka3sbiBaeT MHpopmaumio IGMP-snooping Ans 4aHHOTO UH-
Tepdelica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MoKasbiBaeT MHPOPMALMIO 06 M3yyeHHbIX MHOTOaAPECHbIX
rpynnax, y4acTeyoLMX B TPYNMOBOM paccbliKe.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT Tabaunuy cootseTcTBnin mexay VLAN obopyao-
BaHWA, YCTAaHOBAEHHOro y nonb3osatens, n VLAN gna Tenese-
LaHms.

show ip igmp snooping
authorization-cache
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port }]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBOAMT nepeyeHb aBTOpM30BaHHbIX IGMP-rpynn Ha Bcex
nHTEepdericax KommyTaTopa, MO0 TONbKO Ha 3aJaHHOM WH-
Tepoelice.

clear ip igmp snooping
authorization-cache
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Ounwaet Tabamnuy aBTopn3oBaHHbIX IGMP-rpynn Ha Bcex UH-
Tepdelicax KommyTaTopa, MMb0 TONbKO Ha 3aaHHOM UHTEp-
deice.
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[pumepbl 8bINOAHEHUS KOMAHO

Brkatountb PpyHKUmMo IGMP snooping Ha KommyTaTope. [Ansa VLAN 6 pa3pelntb aBTOMaTUYECKOE pacno-
3HaBaHWe MNOPTOB, K KOTOPbIM MOAK/OYEHbI MHOFOaApPecHble MapLIpyTU3aTopbl. YCTaHOBUTb WHTepBan
mexay IGMP-3anpocamu — 100 cek. YBENMUYNTb 3HAYEHME YCTOMUYMBOCTU A0 4. YCTaHOBUTb MaKcMmanbHoe
Bpems oTBeTa Ha 3anpoc — 15 cek.

console# configure

console (config)# ip igmp snooping
console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp robustness 4

(
(
(
console (config-if)# ip igmp snooping query-interval 100
(
console (config-if)# ip igmp query-max-response-time 15

5.19.2 Mpasuna epynnosoli adpecayuu (multicast addressing)

[aHHbIA Knacc KOMaHg, npefHasHayeH ANA 3afaHWA NpaBua TPynnoBoM agpecauun B CeTU Ha
KaHa/IbHOM M ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm nutepdeinca VLAN:
console (config-if) #

Tabnuua 158 — Komanapl pexkuma KoHpurypaumm nntepderica VLAN

3HayeHue/3HayeH
KomanHda ue no OnucaHue
YMOAYAHUIO
bridge multicast mode 3a4aeT pemMm rpynnoson nepeaaymn AaHHbIX.
{mac-group | ipva4-group | - mac-group — MHOroagpecHas nepegaya, OCHOBaHHasA Ha
ipv4-src-group} VLAN un MAC-agpecax;
- ipv4-group — MHoOroagpecHas nepeaaya ¢ TMnom ouabTpa-
—/mac-group UMK, ocHoBaHHbIM Ha VLAN u agpece npuemHuKa B dpopmate
IPv4;
- ip-src-group — MHoOroazpecHas nepegaya c TMnom ¢ounbTpa-
uuMmn, ocHoBaHHbIM Ha VLAN u agpece otnpasutensa B popmate
IPv4.
no bridge multicast mode YcTaHaBAMBAET 3HAYEHME MO YMOIYAHUIO.
bridge multicast address Lobasnset rpynnosoit MAC-agpec B Tabaunuy rpynnosow agpe-
{mac_multicast_address | cauumn n ctatuyeckn pgobasnset uam yganaeT uHtepodencol U3
ib_multicast_address} [{add rpynneoi.
| remove} {gigabitethernet gi_port: - mac_multicast_address — rpynnosoii MAC-agpec;
gi_port | (1..8/0/1..48); - ip_multicast_address — |P-appec MHOroaApecHo’ paccblnky;
tengigabitethernet te_port te_port: -add — pob6aBnseT cTaTMYecKyto NoANUCKy K rpynnosomy MAC-
| fortygigabitethernet (1..8/0/1..24); afpecy amanasoHa Ethernet-nopToB uaum rpynn nopTos.
fo_port | port-channel fo_port: - remove — yAanseT CTaTUYEcKylo MOANUCKY K rpynnosomy
group}] (1..8/0/1..4); MAC-azpecy.
group: (1..48) MepeuncneHve MHTEPdENCOB OCYLLLECTBAAETCA YEpes «-» U «,»
no bridge multicast address Ypansaet rpynnoeoit MAC-agpec ns Tabanupi.
{mac_multicast_address |
ib_multicast_address }
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bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add

3anpelaeT NOAKNOYEHNE HacTpamBaemoro nopTa/mopTos K
rpynnosomy IPv6-aapecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-agpec MHOroapecHoOm paccbiikuy;

| remove} {gigabitethernet 1 SI/BF;TZS)' - add — nobaeneHve NopTa/NOPTOB B CNMCOK 3aNPELLEHHbIX;
gi_port | “te po.r-t' ! - remove — yaaneHue nopta/NopToB M3 CNMCKa 3amnpeLteHHbIX.
tengigabitethernet te_port 1 8/6/1 2'4)_ MepeuncneHve MHTEPdENCOB OCYLLLECTBAAETCA YEPES «-» U «,»
| fortygigabitethernet “fo po.r.t: !

fo_port | port-channel (1..8/0/1..4);

group}] ,

no bridge multicast forbid- group: (1..48) Ypanaer 3anpelwatowee npasuno gas rpynnosoro MAC-aa-
den address {mac_mul- peca.

ticast_address | ip_mul-

ticast_address }

bridge multicast forward-all gi_port: PaspeluaeT nepegayy BCEX MHOrOaApECHbIX MAKETOB Ha MOPTY.
{add | remove} (1..8/0/1..48); - add — pob6asnaer nopTbl/ob6beAUHEHHbIE MOPTbl B CMMUCOK
{gigabitethernet gi_port | te_port: NoOpTOB, 4/ KOTOPbIX pa3pelleHa nepegaya BCEX TPYNnoBbiX
tengigabitethernet te_port (1..8/0/1..24); NaKeToB;

| fortygigabitethernet fo_port: - remove — ybupaert rpynny noptos/o6beAnHEHHbIX MOPTOB U3
fo_port | port-channel (1..8/0/1..4); paspeluaoLLero npasunia.

group} group: (1..48) MepeuncneHne NHTepHEcoB OCYLLLECTBAACTCA YEPes «-» U ,».

no bridge multicast

Mo ymonyanumo

BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHUIO.

forward-all nepepaya Bcex

MHOTOaZpecHbIX

nakeTos
3anpetLeHa.

bridge multicast forbidden gi_port: 3anpewaeT NopTy AUHAMMYECKM A06aBAATbCA K MHOroagpec-
forward-all {add | remove} (1..8/0/1..48); HOW rpynne.
{gigabitethernet gi_port | te_port: - add — pobasnAer noptbl/06beAMHEHHbIE MOPTbI B CMUCOK
tengigabitethernet te_port (1..8/0/1..24); nopToB, ANA KOTOPbIX 3anpelleHa nepegadva Bcex rpynnosbixX
| fortygigabitethernet fo_port: nakeTos;
fo_port | port-channel (1..8/0/1..4); - remove — ybupaert rpynny noptos/o6beAnHEHHbIX NOPTOB U3
group} group: (1..48). 3anpelLLatouero npasumia.

Mo ymonuaHuio MepeuncieHve MHTEPdENCOB OCYLLLECTBAAETCA YEPES «-» U «,».
no bridge multicast nopTam He BoccTaHaB/MBAET 3HaYEHME MO YMONYAHMIO.
forbidden forward-all 3anpeLyeHo

AVHAMMUYECKM

NpUCoeaANHATLCA K
MHOroazpecHowm
rpynne.

bridge multicast ip-address Peructpupyert IP-agpec B Tabauue rpynnosoit agpecauum u cta-
ib_multicast_address {add | Tnyecku aobasnset/yaanaer nHTepdencol M3 rpynneol.
remove} {gigabitethernet gi_port: - ip_multicast_address — rpynnoso# IP-agpec;
gi_port | (1..8/0/1..48); - add — pobasnsAet nopTbl K rpynne;
tengigabitethernet te_port te_port: - remove — yAanset nopTbl U3 rpynnbi;
| fortygigabitethernet (1..8/0/1..24); MepeuncneHne NHTePHENCOB OCYLLECTBAACTCA YEpes «-» U «,».
fo_port | port-channel fo_port:
group} (1..8/0/1..4);
no bridge multicast ip- group: (1..48) YaansaeT rpynnosoi IP-agpec us Tabauubl.
address
ip_multicast_address
bridge multicast forbidden 3anpewaer NopTy AUHAMMYECKM A00aBNATbCA K MHOroagpec-
ip-address HOW rpynne.
ip_multicast_address {add | . ) - ip_multicast_address — rpynnoso# IP-agpec;
remove} {gigabitethernet 1 gl/_or;irtl.lS)- - add — nob6asneHve NopTa/NOPTOB K CMIMCKY 3anpeLLeHHbIX;
gi_port | “te po.r.t' ! - remove — yganeHue nopta/NnopToB 13 CNNCKa 3anpeLLeHHbIX.
tengigabitethernet te_port (1 8/6/1 2'4)' MepeyuncneHne NHTepHENCcoB OCYLLECTBAAETCA YEPES «-» U «,»
| fortygigabitethernet “fo po.r.t' ! V Mpexxae 4yem onpeaenuTb 3anpeLieHHble NOPTbI,
fo_port | port-channel 1 870/1 ;1). rpynnbl MHOrOaApPEeCHOM PacCbINIKK A0XKHbI 6bITb 3a-
group} group: (1..48) perucTpupoBaHbI.

no bridge multicast
forbidden ip-address
ib_multicast_address

BoccTaHaBnvBaeT 3HaueHMe No YMOJTYaHUIO.
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bridge multicast source
ip_address group
ip_multicast_address {add |

YcTaHaBAuBaeT cooTBeTcTBME mexay IP-agpecom nonb3osa-
TeNA U rpynnoBbIM agpecom B Tabnnue rpynnoBoi agpecaumn,
U cTaTuuecku fobasnaet/yaanser uHtepdeicol U3 rpynnsbi.

remove} {gigabitethernet (1 g'/a';iris)' - ip_address — ncxoaHbin IP-appec;
gi_port | “te o.r-t' ! - ip_multicast_address — rpynnoso# IP-agpec;
tengigabitethernet te_port 1 S/BF/)l 2'4)_ - add — po6aBuTb NoOpThI B rpynny ucxogHoro IP-agpeca;
| fortygigabitethernet “fo o.r.t' ! - remove — yAanuTb NopTbl M3 rpynnbl UcxogHoro IP-aapeca.
fo_port | port-channel (1..87(’))/1..;1);
group}
" - group: (1..48)
no bridge multicast source BoccTtaHaBnvBaeT 3HaYeHMe No YMOYaHUIO.
ip_address group
ip_multicast_address
bridge multicast forbidden YcTaHaBAMBaeT 3anpeT Ha pgobasBneHue/yaaneHne cooTBeT-
source ip_address group cTBUA Mexay |IP-aapecom nNonb3oBaTens v rpynnosbimM agpecom
ib_multicast_address {add | 8 TabsimLe rpynnoBoi agpecaumm Ana onpeaeneHHoro nopTa.
remove} {gigabitethernet gi_port: - ip_address — ncxoaHbin IP-agpec;
gi_port | (1..8/0/1..48); - ip_multicast_address — rpynnoso# IP-agpec;
tengigabitethernet te_port te_port: - add — 3anpeT Ha gobasneHne nopTa B rpynny nucxogHoro IP-
| fortygigabitethernet (1..8/0/1..24); ajpeca;
fo_port | port-channel fo_port: - remove — 3arnpeT Ha yAaneHuWe nopTa M3 rpynnbl UCXOAHOrO
group} (1..8/0/1..4); IP-agpeca.
no bridge multicast group: (1..48) BoccTaHaB/MBaeT 3HaYeHMe Mo YMOYaHUIo.
forbidden source
ip_address group
ip_multicast_address
bridge multicast ipv6 mode 3aZaeT peum rpynnoBoi nepegayun AaHHbix gns IPve-naketos
{mac-group | ip-group | MHOroaapecHom PaccbiIKu.
ip-src-group} - mac-group — MHOroafpecHas nepefaya, OCHOBaHHas Ha
VLAN n MAC-agpecax;
- ip-group — mHoroaapecHan nepegaya ¢ TMNom GuabTpauuu,
—/mac-group OCHOBaHHbIM Ha VLAN u agpece npuemHuKa B dopmarte IPv6;
- ip-src-group — MHoroazpecHas nepegaya c TMnom ¢ounbTpa-
UMK, ocHoBaHHbIM Ha VLAN 1 agpece otnpasutens B popmate
IPV6.
no bridge multicast ipv6 YcTaHaBAMBAET 3HAaYEHME NO YMONYAHUIO.
mode
bridge multicast ipv6 Peructpupyert rpynnosoli IPv6-aapec B Tabanue rpynnosom aa-
ip-address pecauuun, u cratmyecku anobasnaet/yganaer uHTepdeicol n3
ipv6_multicast_address i vort: rpynnbi.
{add | remove} 1 5/631 4.18)' - ipv6_multicast_address — rpynnosoii IP-agpec;
{gigabitethernet gi_port | “te o.r't' ! -add — pobasnaer nopTbl K rpynne;
tengigabitethernet te_port 1 8/671 2'4)_ - remove — y[anseT nopTbl U3 rpynnbl;
| fortygigabitethernet "fo po;t' ! MepeuncneHne nHTepHENCcoB OCYLLECTBAACTCA Yepes «-» U «,».
0_port | port-channel - ’
fo_port | p (1..8/0/1..4);
group}
. - - group: (1..48) -
no bridge multicast ipv6 Yaansaet rpynnosoi IP-agpec us Tabauubl.
ip-address
ipv6_multicast_address
bridge multicast ipv6 3anpellaer NOAKNIOYEHNE HACcTpaMBaemoro nopTta/mopTos K
forbidden ip-address rpynnosomy IPv6-agpecy.
ibv6_multicast_address  vort: - ipv6_multicast_address — rpynnosoii IP-agpec;
{add | remove} 1 S/B’;l 4.l8)' - add — no6asneHve nopTa/NOPTOB B CMUCOK 3anpeLLeHHbIX;
gigabitethernet gi_por - remove — yzaneHve nopta/NopToB U3 CNUCKa 3anpeLLeHHbIX.
{gigabiteth tai £ ..t ..t. ; /
tengigabitethernet te_port 1 836??2'4)' MepeuncneHve MHTepdEncoB OCYLLECTBAAETCA Yepes «-» U «,»
| fortygigabitethernet "fo po.r.t' !
0_port | port-channel - )
f ol 4 I (1..8/0/1..4);
group group: (1..48)

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

BoccTaHaBnMBaeT 3HaveHMe No YMOJIYaHWIO.
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bridge multicast ipv6 YctaHaBauBaeT cooTseTcTBME mexay |IPv6-agpecom noab3osa-
source ipv6_address group TeNs U rpynnoBbiM agpecom B TabauLe rpynnoBow agpecauuu,
ipv6_multicast_address . - M cTaTnyeckun aobasnset/yaanaer uHTepdeincol U3 rpynnsbi.
{add | remove} sL_port: - ipv6_address — ncxopHbiii IP-agpec;
. . . (1..8/0/1..48); . . o

{gigabitethernet gi_port | te port: - ipv6_multicast_address — rpynnosow IP-agpec;
tengigabitethernet te_port 1 S/BF/)l 2'4)_ - add — po6aBuTb NoOpThI B rpynny ucxogHoro IP-agpeca;
| fortygigabitethernet “fo o.r.t' ! - remove — yAanuTb NopTbl M3 rpynnbl UcxogHoro IP-agpeca.
fo_port | port-channel (1..87(’))/1..;1);
group}

" " " group: (1..48)
no bridge multicast ipv6 BoccTraHaBanBaeT 3Ha4YeHMe NO YMOAYAHWIO.
source ipv6_address group
ipv6_multicast_address
bridge multicast ipv6 YcTaHaBAMBaeT 3anpeT Ha pobasneHue/ypaneHue cooTBeT-
forbidden source cTBMA mexay IPv6-agpecom nosnb3osaTensa v rpynnosbiM aape-
ipv6_address group com B Tabnuue rpynnosol agpecauuu Ans onpeneneHHoro
ipv6_multicast_address i vort: nopra.
{add | remove} sL_port: - ipv6_address — ncxogHbiii IPv6-agpec;

. . . (1..8/0/1..48); . . o

{gigabitethernet gi_port | te port: - ipv6_multicast_address — rpynnosow IPv6-aapec;
tengigabitethernet te_port 1 8/671 2'4). -add — 3anpeT Ha gobasneHne NopTa B rpynny UcxogHoro IPv6-
| fortygigabitethernet “fo o;t- ! ajpeca;
fo_port | port-channel 1 87(?/1 ;‘). - remove — 3anpeT Ha yganeHue nopTa u3 rpynnbl UCXOA4HOMO
group} - o IPv6-aapeca.

" . " group: (1..48)
no bridge multicast ipv6 BoccTaHaBAMBaeT 3HaYEHME NO YMOIYAHWUIO.
forbidden source
ipv6_address group
ipv6_multicast_address

KomaHObI pexcuma KoHgpuaypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, VLAN, uH-

mepgelica epynnsl TOPMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexnme KoHoUrypaumm nHtepdeica Ethernet, VLAN, untepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | port-channel group |
vlan | range {..}}

console (config-if)#

Tabnnua 159 — KomaHgb! pexkuma KoHpurypaumm nHtepdeiica Ethernet, VLAN, rpynnbl untepdeiicos

3HayeHue/3HayeHue
no ymon4aHuo

KomaHda OnucaHue

bridge multicast
unregistered {forwarding |
filtering}

YcTaHaBAMBAET NPaBUIIO NepeAayy NaKkeToB C He3aperucTpu-
POBaHHbIX rPyMMoBbIX aAPECoB.

- forwarding — nepepgaBaTb He3aperucTpuMpoBaHHbIE MHOTO-
ajpecHble NaKeTbl;

- filtering — dunbTpoOBaTL HE3apPErUCTPUPOBAHHbIE MHOMOAA-
pecHble NaKeTbl.

—/forwarding

no bridge multicast
unregistered

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHom KoHGUrypaumm:

console (config) #
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Tabnnua 160 — KomaHabl pexuma rnobanbHoM KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

OnucaHue

bridge multicast filtering

no bridge multicast
filtering

—/OTKNKOYEHO

BKAtoYaeT GUAbTPALMIO FPYNNOBbIX af4Pecos.

OTKAtoYaeT GMAbTPALMIO FPYNNOBbIX a4pPecos.

mac address-table
aging-time seconds

no mac address-table
aging-time

seconds: (10..630)/300
CeKyHA,

3apaet Bpema xpaHeHna MAC-agpeca B Tabauue rnobanbHo.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094,
all)/No ymonuanuio
BK/IOYEHO

Bkntountb nsyvyeHne MAC-agpecos B gaHHOM VLAN.

OTkntounTb M3ydeHne MAC-agpecos B gaHHOM VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group} [permanent |
delete-on-reset |

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

LOobasnaeT ncxoaHoiit MAC-agpec B Tabamuy rpynnoBoi ag-
pecauuu.

- mac_address — MAC-agpec;

-vlan_id — Homep VLAN;

- permanent — gaHHbli MAC-agpec MOXKHO yAanuUTb TONIbKO
C NomoLLbio KomaHapl no bridge address;

- delete-on-reset — gaHHbIM agpec yaanntca nocne nepesa-
rPY3KW YCTPOWMCTBA;

- delete-on-timeout — paHHbIM agpec yganntca no Tanm-

delete-on-timeout | group: (1..48) ayTy;

secure] - secure — [aHHbIN agpec yaanmTca TONbKO C MOMOLLbIO KO-
MaHap! no bridge address nnn nocne Bo3BpalleHna nopTa B
pexunm obyyeHua (no port security).

no mac address-table static Yaanaetr MAC-agpec 13 Tabavubl rpynnoBoi agpecauuu.

[mac_address] vlan vian_id

bridge multicast Onpenensner aeicrtsve Aaa NakeToB MHOroagpecHom pac-

reserved-address CbI/IKM C 3ape3epBMPOBAHHOrO ajpeca.

mac_multicast_address - mac_multicast_address — rpynnosoit MAC-aapec;

{ethernet-v2 ethtype | lic - ethtype — Tvn nakeTta Ethernet v2;

sap | lic-snap pid ] {discard ethtype: - sap — Tmn nakerta LLC;

| bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic
sap | lic-snap pid]

(0x0600..0XFFFF);
sap: (0..0xFFFF);
pid: (0..OxFFFFFFFFFF)

- pid — Tvn naketa LLC-Snap;
- discard — cbpoc nakeTos;
- bridge — naketbl nepegatotca B pexunme bridge.

YcTaHaBAMBaeT 3HAYeHKWe no YMONYaHULO.

mac address-table
lookup-length length

no mac address-table
lookup-length

length: (1..8)/3

3apaet pasmep obnact MAC-agpecos B aNropuTme Xewmpo-
BaHWA. M3mMeHeHMA BCTynaloT B AeWCTBME NOC/ie pecTapTa
KOMMYyTaTOpa.

YcTaHaBAMBaeT 3HaYeHne No yMoa4aHUto. M3meHeHna BCTy-
nakvT B AEVICTBME nocne pecrapta KOMMyTaTopa.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#
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Tabnnua 161 — KomaHgb! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

OnucaHue

clear mac address-table
{dynamic | secure}
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Ypanaer craTuyeckue/AMHamMUYecKMe 3anucu U3 Tabauubl
rpPynnoBoW agpecaumu.

- dynamic — yaaneHune guHamunyeckux sanvcem;

- secure — yganeHue CTaTUYecKux sanucen.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 162 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}] [address
mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasbiBaeT Tabanyy MAC-aapecoB A9 YKa3aHHOro UHTep-
delica nimbo Bcex MHTepdencos.

- dynamic — npocmMoTp TO/IbKO AMHAMUYECKUX 3anNUCeN;

- static — NpoCcMOTp TONBbKO CTaTUYECKUX 3anucen;

- secure — NMPOCMOTP TOJIbKO 6e30MacHbIX 3anucei;

- vlan_id — naeHTMonKaumMoHHbIN Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table
count [vlan vian_id]
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKa3blBaeT KosimyecTBo 3anuceit B Tabanue MAC-agpecos
ONA yKasaHHOro uHTepderica nmbo ans sBcex MHTepdencos.
- vlan_id — naeHTMdUKauMoHHbIN Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKa3sbiBaeT Tabauuy rpynnoBbIX agpecos ANA yKa3saHHOro
nHTepodeiica nmbo Bcex MHTepdeicos VLAN (KomaHaa Oo-
CTYMNHA TO/IbKO ANA NPUBUAETMPOBAHHOIO NOAb30BaTENS).

- vlan_id — naeHTMounKaumMoHHbIn Homep VLAN;

- mac_multicast_address — rpynnosoi MAC-agpec;

- ipv4_multicast_address — rpynnosow IPv4-aapec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- ip — npocmoTp no IP-appecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — |Pv4-apapec NCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHMKa.
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show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ibv6_multicast_address]
[source
ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKa3sblBaeT TabanLy CTaTUYECKUX TPYNNoBbIX afpecos AN
yKasaHHoro nHtepdelrica nmbo scex nHtepdericos VLAN.
-vlan_id — naeHTMduMKaLMOoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosou IPv4-aapec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- ipv4_source_address — |Pv4-aapec NCTOYHUKA;

- ipv6_source_address — |Pv6-aapec NCTOYHUKA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoM TabanLbl.

show bridge multicast

filtering vian_id vlan_id: (1..4094)

MokasbiBaeT KoHoUrypauuio ¢unbTpa rpynnosbiX agpecos
OnA ykasaHHoro VLAN.
-vlan_id — npeHTMdUKaLMOoHHbIN Homep VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasbiBaeT KoHbUrypaumio GuabTpa 419 He3aperncTpupo-
BaHHbIX rPYMMoBbIX a4pPecos.

show bridge multicast

mode [vlan vian_id] vlan_id: (1..4094)

MoKa3biBaeT peXxnm rpynnoBoi agpecauumn 418 yKasaHHOTo
nHTepoerica 1mbo Bcex MHTepdericos VLAN.
- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

show bridge multicast
reserved-addresses

OTo6parkaeT NpaBuia, yCTaHOBNEHHbIE 418 rPYNMNOBbIX 3ape-
3epBMPOBAHHbIX a4 PECcos.

[pumepbl 8bINOAHEHUS KOMAHO

BKAOUNTL GUALTPALMIO TPYNMNOBbIX aAPECOB KOMMYTAaTOPOM. 3a4aTb Bpema xpaHeHna MAC-agpeca

450 ceKyHa, pa3pelmnTb nepeaady HesaperncTpUpPoBaHHbIX MHOrOaApPEecHbIX NakeTos Ha 11 nopty

KoMMyTaTopa.

console # configure
console (config)
console (config)
console (config)
console (config-if)

# mac address-table aging-time 450

# bridge multicast filtering

# interface tengigabitethernet 1/0/11

# bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type

1 224-239.13012.2.3 dynamic
19 224-239.13012.2.8 static
19 224-239.130(2.2.8 dynamic

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.13012.2.8 te0/8

te0/1, tel0/2
te0/1-8
te0/9-11
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5.19.3 MLD snooping — npomoKosn KOHMponsa mHoz2oadpecHo20 mpadguka e IPve

MLD snooping — mexaHW3M MHOroaApPecHOM PacChbiIKM COOBLLEHWI, NO3BONAOWMI MUHUMU3NPOBATL

MHoOroagpecHsbI Tpaduk B IPv6-ceTsx.

KomaHOb! pexrcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KOMaHAHOWN CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabanua 163 — KomaHgbl rnobanbHOro permma KoHourypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vlan_id]

vlan_id: (1..4094)
—/BbIKOYEHO

Bkntouaet MLD snooping.

OTtkatovaet MLD snooping.

ipvé mid snooping vlan
vlan_id static
ibv6_multicast_address
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no ipvé mid snooping vlan
vlan_id static
ibv6_multicast_address
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}l

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Peructpupyet rpynnosoli IPv6-agpec B Tabauue rpynnoson
afpecaumm v cTatTMyeckn pobasnsaet/yaanaet uHtepdeicol
13 rpynnbl gna Texkyen VLAN.

- ipv6_multicast_address — rpynnosoti IPv6-agpec;
MepeuncneHne MHTEPGENCOB OCYLLECTBAAETCA Yepes «-» U
«,M.

Ypanset rpynnosow IP-agpec U3 Tabanupl.

ipvé mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}

no ipvé mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[obasnaeT npaBuno, 3anpeLuatolLiee NopTam 13 CUCKa perun-
CTpupoBaTbca Kak MLD-mrouter.

Ypanaet npasuao, 3anpellatoliee noptam U3 Crmucka peru-
CTpupoBaTbca Kak MLD-mrouter.

ipvé mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

no ipv6 mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
—/BKAIOYEHO

M3yyaTb nopTbl, NOAKAOYEHHble K mrouter'y no MLD-query-
nakeTam.

He u3yuyatb NopTbl, NOAKNOYEHHbIE K mrouter'y no MLD-
query-naketam.
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ipvé mid snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no ipvé mld snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[o6asnset cnucok mrouter-nopTos.

YpanseT mrouter-nopTbl.

ipvé mld snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no ipvé mid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48);
— /BbIKOYEHO

Bkntountb npouecc MLD Snooping Immediate-Leave Ha Teky-
we VLAN.

- interface — npu Mcnonb3oBaHMM AaHHOMO NapameTpa me-
xaHu3m fast-leave cpabatbiBaeT TONLKO Ha YKa3aHHbIX UHTepP-
delicax (npu ycnosumu, uto npouecc MLD Snooping
Immediate-Leave He BKto4YeH rnobanbHo Ha Tekywwen VLAN).

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha Te-
Kywei VLAN nnm ykasaHHoOM uHTepdelice.

ipvé mid snooping querier

no ipve mid
querier

snooping

— /BbIK/OYEHO

BkAtouaeT NoaAepiKKy BblAaum 3anpocos igmp-query.

OTKAKOYaeT NOALEPHKKY BblAAUYM 3aMpoCoB igmp-query.

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

2pynnsl nopmos, uHmepagelica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexmnme KoHourypaumm nHtepdeliica Ethernet, nntepdeiica rpynnoi
noptoB u nHtepdenca VLAN:

console (config-if) #

Tabnnua 164 — KomaHabl perknuma KoHburypaumm nHtepoeica (auanasoHa nHtepdeicos) Ethernet, nntep-
deimca rpynnbl nopTtos, nHTepdeinca VLAN

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo yMoA4YaHuo
ipvé mid 3a4aeT MaKCMManbHYIO 3aeprKKy OTBETa NocseaHero YaeHa
last-member-query-interval interval: rpynnbl, KOTOpPaa UCNOb3yeTCA ANA BbIYUCNEHUA KO MaK-
interval (100..25500)/1000 cMMasnbHOM 3aaepkku oteeTa (Max Response Code)
no ipvé mid MUNINCEKYHA, BoccraHaBnMBaeT 3HauYeHue Mo YMONUYaHUIo.

last-member-query-interval

ipvé mld query-interval
value

3a4aeT MHTepPBan Paccbl/IkM 0CHOBHbIX MLD-3anpocos.
value: (30..18000)/125 A psanp P

CEeKYHA

no ipvé mld query-interval BoccTaHaBAMBaeT 3HaYEeHMe MO YMONYAHMUIO.

ipvé6 mid value: (5..20)/10 3a4aeT MaKCMManbHyO 3afepPXKKy OTBeTa, KoTopas MCMob-
query-max-response-time C;EKy.I:|,D, 3yeTca ANA BbIUMCAEHNIA KOAA MaKCUMabHOW 3a4ep KKK OT-
value BeTa.

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx 183




HELTEX

no ipvé mid
query-max-response-time

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

ipvé mid robustness value

no ipv6 mld robustness

value: (1..7)/2

YcTaHaBAMBaeT 3HaYeHue KoapduLUmMeHTa 0TKa3oyCcToONUNBO-
cTu. Ecnmn Ha KaHane HabatogaeTca NnoTeps AaHHbIX, KO3hPu-
LIMEHT OTKa30yCTOMYMBOCTU AO/KEH ObITb YBENYEH.

BoccTaHaBnMBaeT 3HavYeHMe No YMOYaHUIO.

ipv6 mid version version

no ipv6 mld version

version: (1..2)/2

YcTaHaBAMBaET BEPCUIO NPOTOKONA, AEUCTBYIOLLYIO Ha AaH-
HOM UHTepodeice.

BoccTaHaBnvBaeT 3HayeHue no YMONYaHUIO.

KomaHOowbi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 165 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 mid snooping
groups [vlan vian_id]
[address
ipv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OTobpakaeT MHPOPMaLUIO O 3aperncTPMpPOBaHHbIX rPynnax
B COOTBETCTBMM C 33JaHHbIMW B KOMaHZe napameTpamu
dunbTpaumu.

- ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_address — IPv6-agpec UCTOYHMKaA.

show ipv6 mid snooping
interface vian_id

vlan_id: (1..4094)

OTobparkaeT nHbopmaumto o KoHourypauumn MLD-snooping
ons paHHow VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTobpaxkaeT HGOpMaLUMIo 0 mrouter-nopTax.

5.19.4 ®yHkyuu ozpaHuveHusa multicast-mpaguka

®YHKUMKM orpaHuuyeHna multicast-tpapuka ucnonbsytoTca gna yaobHOW HACTPOMKM OrpaHUyeHus

NPOCMOTpPA ONpeAeNeHHbIX FPynn MHOr0aAapecHoOn PaccbUIKu.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:

console (config) #

Tabnnua 166 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping profile
profile_name

no multicast snooping
profile profile_name

profile_name: (1..32)
CMMBOJIOB

MNepexog, B pexxum KoHdurypauumn multicast-npodpuns.

YaanuTtb yKasaHHblid multicast-npodunb.
Multicast-npodunb moxkeT 6bITb yAaNEeH TO/IbKO NO-
. C/le Toro, KaK 6yAeT OTBA3aH OT BCEX MOPTOB KOMMY-
TaTtopa.
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KomaHObI pexcuma KoHgu2ypayuu multicast-npoguns

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaumm multicast-npoduns:

console (config-mc-profile) #

Tabnunua 167 — KomaHabl pexuma KoHpurypauum multicast-npodunsa

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

match ip low_ip [high_ip]

no match ip low_ip
[high_ip]

low_ip: BannaHbIN
multicast-agpec;

high_ip: BannaHbIn
multicast-agpec

3afaeT cooTBETCTBME NPOOUAA YKasaHHOMY AManasoHy IPv4
multicast-agpecos.

Ypansaet cootseTcTBMe Npodpuasa ykazaHHOMY AnanasoHy IPv4
multicast-agpecos.

match ipv6 low_ipv6
[high_ipv6]

no match ipv6 low_ipv6
[high_ipv6]

low_ipv6: BanngHbin
IPv6 multicast-agpec;
high_ipv6: BannaHbIn
IPv6 multicast-agpec

3apaeT cooTBeTCTBME NPOPUAA YKa3aHHOMY Anana3oHy IPve
multicast-agpecos.

Ypansert cooTBeTcTBME NPOPUAA YKa3zaHHOMY AManasoHy IPve
multicast-aapecos.

permit

no permit

—/no permit

B cnyyae HecooTBeTCTBUA OAHOMY U3 3a[aHHbIX AMANA30HOB,
IGMP-report 6yayT nponyckatbcs.

B cnyyae HECOOTBETCTBUA OAHOMY U3 331aHHbIX AMANa3oHOB,
IGMP-report 6yayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OQuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM perMma KoHOUrypaumm nHtepoeica:

console (config-if) #

Tabnumua 168 — KomaHapl pexkuma KoHpurypaumm nHtepdelica (ananasoHa nHtepdericos) Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

multicast snooping
max-groups number

no multicast snooping
max-groups

number (1..1000)/—

OrpaHuM4MBaeT KONMYECTBO OAHOBPEMEHHO MpOCMaTpuBae-
MbIx multicast-rpynn gna nHtepdeiica.

CHMMaeT orpaHuYeHne Ha KOIMYeCTBO OLHOBPEMEHHO Mpo-
CMaTpuBaeMmbIxX rpynn ana nHtepodelica.

multicast snooping add
profille_name

multicast snooping remove
{profille_name | all}

profile name: (1..32)
CUMBOIOB

MpuBA3biBaeT yKasaHHbIM multicast-npodunb K nHTepdeiicy.

Ypanset cooTtsetctBuMe multicast-npoduna (Bcex multicast-
npoounei) uHtepoeicy.

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 169 — KomaHgb! pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aelicmeue

show multicast snooping
groups count

OTo6parkaeT MHGOPMaALMIO ANA BCEX NMOPTOB O TEKYLLEM KO-
INYecTBe 3aperMcTPMpPOBaHHbIX TPYNM, a TaKKe MaKcumasb-
HOe BO3MOXHOE KOIMYeCcTBO.
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show multicast snooping
profile [profille_name]

profile name: (1..32)
CMMBOJI0B

OtobparkaeT  MHPOpMAUMIO O  CKOHPUIYpUPOBaAHHbIX

multicast-npo¢unsx.

5.19.5 RADIUS-aemopu3ayus 3anpocos IGMP

[aHHbIA MexaHM3M No3BOSET NPOM3BOAUTL aBTOPM3aLIMIO 3anpocoB npoTokona IGMP ¢ nomoubio
RADIUS-cepBepa. Ans obecneyeHns HaAeXKHOCTM M pacnpefeneHua Harpy3KM MOMKET WCMNob30BaTbCA
Hecko/sibKo RADIUS-cepBepoB. Bbibop cepBepa A5 OTNPaBKM o4epeaHOro 3anpoca aBTopm3saLmMm NnponcxoanTt
cnyyaiiHbim obpasom. Ecnm cepBep He OTBETW/, OH MOMEYAETCA KaK BPeMEHHO Hepabouuii, n nepecrtaer
Yy4acTBOBATb B MEXaHW3Me ONPOCa Ha ONpeAeneHHbIN Nepros, a 3anpocC OTCbINIAETCA Ha Cneaytowmii cepsep.

Mosy4yeHHble aBTOPU3aLMOHHbIE AaHHbIE XPAHATCA B KILL-MaMATU KOMMYTaToOpa B TeYEHWe 3a4aHHOro

nepuoaa BpemeHMU.

3TO MO3BOJIAET YCKOPUTb MOBTOPHYID 06paboTKy

aBTOPU3aLIMM BKIIOYAIOT B cebn:

=  MAC-agpec KIMEeHTCKOro YCTPOCTBa;
"  WpeHTuduMKaTop nopTa KOMMYTATOPa;

= |P-agpec rpynnbl;
=  PeweHune o goctyne — deny/permit.

IGMP-3anpocos. [lapameTpsbl

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoro KoHGUrypnupoBaHus:

console (config) #

Tabanua 170 — KomaHgbl pexkuma rnobasbHOro KoHGUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

HAelicmeue

ip igmp snooping authoriza-
tion cache-timeout timeout

timeout: (0..10000)

no ip igmp snooping authori-
zation cache-timeout

MuH/0

YcTtaHaBauBaeT BpemMsa XU3HM B Kawe. Ecan 3HayeHune
PaBHO HYyAHO — OTCYET BpemMeHU XWU3HU OTKNKYEH (33-
NUCb He yaanaeTca co BpemeHeM).

YCTaHOBKA 3Ha4YeHMA N0 YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica (QuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM peXxnma KoHPUrypupoBaHua nHtepdelica:

console (config-if)#

Tabnnua 171 — KomaHgbl pexxuma KoHpurypuposaHua nHtepdeica Ethernet

Komanda 3HaveHue/3HaveH Aelicmeue
ue no
YMOMYAHUIO
multicast snooping authorization BkntoyaeT aBTopu3aymto Yyepes RADIUS-cepsep. Ecan
radius [required] yKasaH napameTtp required, To B cy4ae He4OCTYMHOCTH
Bcex RADIUS-cepBepos IGMP-3anpocbl MTHOPUpYLOTCA.
— JoTKNtoueHa B npotnBHom cnyyae IGMP-3anpoc byget obpaboTtaH
[AaXke Npu OTCYTCTBMM OTBETa cepBepa.
no multicast snooping OTKAlOYEHME aBTOPU3aALLUN.
authorization
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BkatoyaeT npepgBapuTenbHyto 06paboTky IGMP-3anpocos
Ha nopTy Ao oteeTa RADIUS-cepsepa. Mo nonyyeHmnn
OoTBETa OT CepBepa B C/ly4Yae NOJI0KUTE/IbHOrO OTBETA

— JoTKAKoYeHa noAnnCcKa OCTaeTcs, B C/lydae OTpuLLaTeIbHOro —
yhansaercs.

multicast snooping authorization
forwarding-first

no multicast snooping

authorization forwarding-first BoccTtaHaBAMBaeT 3HaAYeHMe No YMONYaHULO.

KomaHOobl pexcuma EXEC

Bce KOMaHAbl AOCTYMHbI TOIBKO A4 NPUBMUNETNMPOBAHHOIO NONb30BATENA.
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 172 — KomaHgb! pexkmuma EXEC

KomaHoa 3HayeHue Aelicmesue
show ip igmp snooping authori- gi_port: OTobparkaeT cogeprKMmoe Kala asTopmsaummn IGMP.
zation-cache (1..8/0/1..24); Ecnu B KOMaHge yKkasaH uHtepdelic — To oTobparkatoTca
[gigabitethernet gi_port | te_port: TO/IbKO Te rpynmnbl, KOTOPblE 3aPEerncTPUPOBaHbI Ha
tengigabitethernet te_port ] (1..8/0/1..4). yKa3aHHOM uHTepdelice.
clear ip igmp snooping authori- i bort: OumLLaeT Kaw aBTopum3aLnm.
zation-cache 1 g/?;}l 2'4). Ecnv B KOMaHZe yKasaH uHTepoeiic — ounwatorcs
[gigabitethernet gi_port | “te po.r't' ! 3anucK Kew A5 yKasaHHoro uHTepdeiica.
tengigabitethernet te_port ] (1..870/1..;1). Ecnv uHTepdeiic He ykasaH — Kelw ouuLiaeTca

NONHOCTbHO.

5.20 MapwpyTusaumna MHoroagpecHoro Tpadpuka

5.20.1 Npomokon PIM

PIM — npoTokon mHOroaapecHon mapLupytmsaumm ana IP-ceTeit, co3gaHHbIA ANA pelweHus npobaem
rpynnoBon mapuwpyTtusaumm. PIM 6asupyeTcd Ha TPagMUMOHHBIX MApPLUPYTHbIX MPOTOKO/AxX (Hanpumep,
Border Gateway Protocol), Bmecto TOoro, utobbl co3gaBaTb COBCTBEHHYIO ceTeByl Tonosnorutoo. PIM
ucnonb3yet unicast-Tabavuy mapwpytusauum  ana  nposepkn RPF. 3Ta nposepka BbiNoOSHAETCA
MapLLpyTU3aTopamu, 4Tobbl ybeanTbes, 4To Nepesaydya MHOroaApecHoro TpadmKa BbINONHAETCA NO NyTH 6e3
nertensb.

RP (rendezvous point) — Touka paHOEeBy, Ha KOTOPOW OyayT PerucTpupoBaTbCA WMCTOUYHUKM
MHOroagpecHbIX MOTOKOB M CO3aBaTb MapLUPYT OT UCTOUYHUKA S (cebAa) ao rpynnsi G: (S,G).

BSR (bootsrtap router) — mexaHu3am cbopa MHbopmaumm o RP KaHaguaaTax, opmupoBaHum cnncka RP
ONA  KaXXOOW MHOroagpecHol rpynnbl M OTAPaBKa CAMCKa B npegenax AomeHa. KoHourypauma
MHOTroaapecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHoM KOHGUIypauum:

console (config) #
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Tabnnua 173 — KomaHgbl rnobanbHOro pexmma KoHourypaumm

KomaHda

3HayeHue/3HayeH
ue no
YMOAYAHUIO

Aelicmeue

ip multicast-routing pim

no ip multicast-routing pim

—/Mo ymonyaHuio

byHKUmA
BbIK/IIOYEHa

BKAOUYMTb MHOTOa4peCcHY0 MapLLpyTU3aumio, Npotokon PIM Ha
BCeX MHTepdeincax.

OTKAOYNTb MHOTOQAPECHYIO MapLIPYTU3aLMIo U NpoToKoAn PIM.

ipv6 multicast-routing pim

—/Mo ymonyaHuio

Bkatountb ana IPv6 MHOroagpecHyio mapLupyTm3saumio, npoTo-
kon PIM Ha Bcex nHTepdeicax.

no ipv6 multicast-routing an::::;iz:a OTKNOUNUTL A5 IPV6 MHOroaapecHyo MapLupyT13aLmio 1 Npo-
pim ToKoA PIM.
ip pim accept-register list MpumeHeHMe GUAbTPALUKN PErucTPaLMOHHbIX coobuieHunit PIM.
acc_list acc_list: (0..32) - acc_list — cnMcoK mHoroagpecHbix NpeduKcoBs, 3a4aBaemblii C
— nomolbto ctaHaapTHoro ACL.
cumBona
no ip pim accept-register OTKAKOYEHMEe aHHOro NapameTpa.
list
ipv6 pim accept-register list MpumeHeHne GUNbTPALMM PErNCTPALMOHHBIX coobleHuii PIM
acc_list ans IPv6.
acc_list: (0..32) - acc_list — cnnucok MHoroagpecHbix NPeduKcoB, 3a4aBaemMblii ¢
cumBoNa nomolupto ctaHaapTHoro ACL.

no ipv6 pim accept-register
list

OTK/IlOYEeHME AaHHOrO NapameTpa.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO KaK KaHamAaaTa B BSR (bootstrap router).
- ip_address — BanuaHbivi IP-agpec KommyTaTopa;

- mask — macka nogcetu;

- priority_num — npuopuTer.

OTK/IlOYEHME AAaHHOrO NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask]
[priority priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKas3aTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ipv6_address — BanvuaHbii IPv6-agpec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopuTer.

OTK/lOYEHME AAHHOTO NapameTpa.

ip pim dm {range
multicast_subnet | default}

no ip pim dm {range
multicast_subnet | default}

BKAOUNTL MapLIPYTU3aAUMIO 3a[aHHOMO AManasoHa My/bTu-
KaCTHbIX rpynn B pexume PIM-DM.
- multicast_subnet — mHoroagpecHas noaceTs;
- default — ykasatb AnanasoH 8 224.0.1.0/24.
V KomaHay MOoXXHO BBECTU HECKOJIbKO pas, 3a4aB He-
CKOJIbKO ANana3oHoB.

OTKNtOYeHMe AaHHOTo napameTtpa.

ip pim rp-address
unicast_address
[multicast_subnet]

no ip pim rp-address
unicast_address
[multicast_subnet]

CospaHue ctatnyeckoit Rendezvous Point (RP), ;ononHuTeNnbHO
MOYKHO YKa3aTb MHOroaZpecHyto NoaceTb s aaHHol RP.

- unicast_addr — |P-agpec;

- multicast_subnet — mHoroagpecHas noaceTb.

YpaneHnve ctatnyeckon RP unu yaanenne RP gns ykasaHHoWM
noaceTw.

ipv6 pim rp-address
ibv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

CospaHue ctatnyeckoit Rendezvous Point (RP), ;ononHuTenbHO
MOKHO YKa3aTb MHOroaZpecHyto noaceTb gna AaHHoU RP.

- ipv6_unicast_ addr — IPv6-agpec;

- ipv6_multicast_ subnet — mHOroazpecHas NoaceTb.

YpaneHnue ctatnyeckon RP unu yaanenune RP gns ykasaHHowm
noaceTw.

188

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MIES35xx, MES23xx




DHELTEX

ip pim rp-candidate

Co3paHune KaHguaata ans Rendezvous Point (RP)

unicast_address [group-list acc_list: (0..32) - unicast_addr — IP-appec;
acc_list] [priority priority] cMMBONa - acc_list — cnMcoK MHoroagpecHbix NpeduKcoB, 3a4aBaemblii C
[interval secs] priority: nomoupto ctaHaapTHoro ACL;

(0..192)/192; - priority — NpMopuUTETHOCTb KAHANAATA;

secs: (1..16383)/60 - secs — nepuop, OTNPaBKM COOBLLEHMIA.

no ip pim rp-candidate CeKyHA, OTKAlOYEeHME JaHHOro NapameTpa.
unicast_address
ipv6 pim rp-candidate Co3gaHune KaHgupata ans Rendezvous Point (RP)
ipv6_unicast_address acc_list: (0..32) - ipv6_unicast_addr — IPv6-agpec;
[group-list acc_list] [priority cumBona - acc_list — cnnucok MHoroagpecHbix NPepuKcoB, 3a4aBaemMblii
priority] [interval secs] priority: nomoulpto ctaHaapTHoro ACL;

(0..192)/192; - priority — NpMOPUTETHOCTb KAHANAATA;

secs: (1..16383)/60 - secs — Nepuog, OTNPaBKN COOBLLEHUIA.
no ipv6 pim rp-candidate CeKyHA, OTK/ItOYEeHME AaHHOTo NapameTpa.
ipv6_unicast_address
ip pim ssm {range YKa3aTb MHOroaZpecHyto noacertb
multicast_subnet | default} - range — yKasaTb MHOI0OaApecHyto NOACETb;
- multicast_subnet — mHoroagpecHas noaceTb;
- - default — ykasatb gnanasoH 8 232.0.0.0/8.
no ip pim ssm [range OTKNlOYeHMe AaHHOro napameTpa.
multicast_subnet | default]
ipv6 pim ssm {range YKa3aTb MHOroaZpecHyo noacetb
ipv6_multicast_subnet | _ - range — yKasaTb MHOroaApecHyto NoACeTb;
default} - ipv6_multicast_subnet — mHoroagpecHas noaceTb;
- default — ykasatb gnanasoH 8 FF3E::/32.

no ipv6 pim ssm [range OTKNloYeHMe AaHHOro napameTpa.
ipv6_multicast_subnet | —
default]
ipv6 pim rp-embedded BK/ItOUMTL pacluMpeHHbIn ¢yHKLMoHan rendezvous point (RP).

—/BKAtOYEHO

no ipv6 pim rp-embedded

OTKNOYUTL paclUMpeHHbI GyHKLMOHan rendezvous point (RP).

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 174 — KomaHgb! pexkuma KoHdurypaumm nntepdeliica Ethernet

3HauyeHue/
KomaHda 3HayeHue no HAelicmeue
YMOAYAHUIO
ip (ipv6) pim BkatoueHue PIM Ha uHtepodelice.
- - —/BKAtOYEHO -
no ip (ipv6) pim BbikntoueHne PIM Ha nHtepdeiice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepeaayvy BSR-coobuieHnin ¢ nntepdelica.
A —/OTK/II04EeHO
no ip pim bsr-border OTKNOYEeHWE AaHHOTo NapameTpa.
ip (ipv6) pim dr-priority pri- YKazaHue npuopuTeTa ana Boibopa DR-poyTepa.
ority iorit - priority — npuopuTeT DR-poyTepa onpeaenstowmii, KTo us
priority:

no ip (ipv6) pim dr-priority

(0..4294967294)/1

KommyTaTopos craHeT DR-poyTepom. KommyTatop ¢ Haubonb-
LWKMM 3HaYeHWem cTaHeT DR-poyTepom.

BosBpau.l,aeT 3Ha4YeHne No yYMO4aHUo.

ip ip (ipv6) pim hello-inter-
val secs

no ip (ipv6) pim hello-inter-
val

secs: (1..18000)/30
cek

YKazaHue nepuoga oTnpasku hello-nakeTos.
- sec — nepuvog oTnpaeku hello-naketos.

BosBpau.l,aeT 3Ha4YeHne No yMmon4aHuUio.
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ip (ipv6) pim join-prune-in-
terval interval

YKa3aTb MHTEepBasl, B TEYEHWE KOTOPOro KOMMYTATOpP OTCbIaeT
join nnu prune-coobuieHuns.

interval: - interval — nepuop, BpemeHU OTNPaBKM join, prune cooblue-
(1..18000)/60 ce- . ’
HURA.
- - KYHA
no ip (ipv6) pim Bo3BpalyaeT 3Ha4YeHWe No YMOAYaHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbTpauma exoaawmx PIM-coobLueHnit.
acc_list . - acc_list — cnncok agpecoB, Ha OCHOBE KOTOPbIX NPOU3BOAMTCA
acc_list: (0..32)
dunbTpayms.
- - - cMmBoONa
no ip (ipv6) pim neigh- OTKNlOYEeHWe AaHHOTO NapameTpa.
bor-filter
ip pim passive BKAtOYEHWE MACCMBHOTO pexmnma Ha uHTepdelice. ITOT UHTep-
deiic He ByaeT oTNPaBAATb U NPUHUMATL coobuieHnsa PIM ot
—/disable Apyrux mapLupyTtnsatopos PIM. HacTpoiKa HUKaK He BAMAET Ha

no ip pim passive

coobueHus IGMP.

BbIK/tOYEHWE NacCUBHOIO pexunma

ip igmp static-group
ip_addr [ source ip_addr]

no ip igmp static-group
ip_addr [ source ip_addr]

Bk/iloyeHMe cTaTuyeckoro 3anpoca multicast-rpynnbl Ha WH-
Tepdelice.
/| Ha uHTepdeiice AoMKeH 6bITb BKAOYeH PIM.

BbIkntoueHMe cTaTUyeckoro 3anpoca multicast-rpynnbi

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 175 — KomaHab! pexkuma EXEC

3HaveHue/3HaveH
KomaHoa ue no Aeiicmeue

YMOAYAHUIO
show ip (ipv6) pim rp OTobpaxkaeT akTuBHble RP, cBA3aHHbIE C MapLIPYTHON UHPOpP-
mapping [RP_addr] — maumen.

- RP_addr — IP-agpec.
show ip (ipv6) pim gi_port: OTobparkaeT uHGopmaumto o PIM-cocepsax.
neighbor [detail] (1..8/0/1..48);
[gigabitethernet gi_port | te_port:
tengigabitethernet te_port (1..8/0/1..24);
| fortygigabitethernet fo_port:
fo_port | port-channel (1..8/0/1..4);
group| vlan vian_id] group: (1..48);
vlan_id: (1..4094).

show ip (ipv6) pim gi_port: OTobparkaeT uHoopmauuto no PIM-untepdericam:
interface [gigabitethernet (1..8/0/1..48); - state-on — oTo6pakaeT BCce UHTepdeChl, rae BKAoYeH PIM;
gi_port | te_port: - state-off — oTobparkaet Bce nHTepdeiichl, rae BoikatoyYeH PIM.
tengigabitethernet te_port (1..8/0/1..24);
| fortygigabitethernet fo_port:
fo_port | port-channel (1..8/0/1..4);

group | vlan vian_id |state-
on | state-off]

group: (1..48);
vlan_id: (1..4094)

show ip (ipv6) pim group-
map [group_address]

OTobparkaeT TabamLy NPUBA3KM MHOFOaAPECHbIX Fpynn.
- group-address — appec rpynnbi.

show ip (ipv6) pim counters

OTobpakaet cogepkumoe PIM-cyeTunkos.

show ip (ipv6) pim bsr
election

OTobpaxkaeT nHdopmaumio o BSR.
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show ip (ipv6) pim bsr rp- OTob6parkaeT MHGOPMALMIO O U3YYEHHBIX KaHAMAaTax B RP.
cache -

show ip (ipv6) pim bsr can- _ OTobparkaeT cocToaHUe KaHguaaTos B RP.

didate-rp

clear ip (ipv6) pim counters - O6HynaeT PIM-cueTumKku.

[pumep UCnoa5308aHUA KOMAHO

= BasoBas HacTpoika PIM SM c ctatnyeckum RP (1.1.1.1). MpeaBapuTenbHO A0MKEH BbITb HAaCTpoeH
NPOTOKO MapLupyTU3aLUmu.

console# configure
console (config) # ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.20.2 ®dyHkyusa PIM Snooping

®yHKkumAa PIM Snooping ucnonb3yetca B ceTax, r4e KOMMYTaTop UcnonbHAeT wponb L2 ycTpoiicTea
mexay PIM-mapwpyTtusatopamu.

OcHoBHoWM 3aga4ent PIM Snooping aBnseTca npegocTaBfieHMe MHOTOaLpecHoro TpaduKka ToNbKO Anaa
TeX NopToB, C KOTOPbIX bblIM Noay4veH PIM Join, PIM Register.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHPUrypaumm:
console (config) #

Tabnuua 176 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
ip pim snooping PaspewunTb ncnonbsosaHue oyHKLMM PIM Snooping KommyTa-
—/disabled TOPOM.
no ip pim snooping 3anpeTuTb MCNob3oBaHMe GpyHKLUUM
ip pim snooping vlan PaspeLlaet ncnonbsosaHme epyHkumm PIM Snooping kommy-
vlan_id TaTOpOM g AaHHoro uHtepdeica VLAN.
__ : vian_id: (1..4094) vlan_id — naeHTMPUKaUMOHHbI Homep VLAN. :

no ip pim snooping vlan 3anpewaet ucnonbsosaHue oyHKumm PIM Snooping Kommy-
vlan_id TaTOpOM g AaHHoro uHtepdeica VLAN.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnunua 177 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeH
ue no
YMOAYAHUIO

Aeiicmeue

show ip pim snooping

MokasbiBaeT 06y MHGOPMaLMIO O HACTPOMKAX

show ip pim snooping vlan
vlan_id

vlan_id: (1..4094)

MOKa3blBaeT CTaTUCTUKY KOHTPOIA MHOrOaApecHoro TpaduKa 8
[aHHOM vian

show ip pim snooping
groups

MoKa3bIBaeT CNMCOK 3aperucTpUpPOBaHHBbINA rpynn

sh ip pim snooping
neighbors

[MoKa3bIBaeT CNMCOK 3aperncTpPMpoBaHHbIX yHacTHMKOB PIM

5.20.3 NMpomokon MSDP

MpoTOKON 0BHAPYMKEHMUA UCTOUHWKOB MHOroaapecHol paccbinkm (MSDP) ucnonb3syerca ans obmeHa
nHbopmaumein 06 UCTOYHMKAX MyAbTUKACTa MeXay pasHbimu PIM-gomeHamun. MSDP-coegnHeHme 06bl4HO
yCTaHaBnmneaetca mexay RP Kaxgoro gomeHa.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMUME r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 178 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

BkntoyaeT npotokon MSDP 1 nepexoguT B pexunm ero KoHou-
rypauumu.

router msdp

OcTtaHasnnsaeT npoTokon MSDP 1 yaanaeT BClO €ro KoHOUry-
pauumio.

no router msdp

KomaHObI pexcuma KoHgu2ypauuu npomokosaad MSDP

Bupa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHpurypaumm npotokosa MSDP:
console (config-msdp) #

Tabnnua 179 — KomaHabl pexkuma KoHpurypauum npotokona MSDP

3HayeHue/3Ha4yeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

HasHauuTb IP-agpec, KOTopbIN ByAeT UCNONb30BaH B KayecTse
— ncxoaaLwero npu coegmHeHnn ¢ MSDP-nvpom

connect-source ip_address

no connect-source YCTaHOBUTb 3HaYeHue no YMON4YaHUKO

secs: (150..3600)/150
cek

cache-sa-holdtime secs YCTaHOBUTb Bpems KU3HU SA-3anncK B Kalle

no cache-sa-holdtime YCTaHOBWTb 3HaYEHME MO YMOYAHUIO

holdtime secs YcTtaHoBuTb Talimep holdtime. Ecam B Te4eHMe 3TOro BpemeHm
He byaet npuHAaTo keepalive-coobuieHmne, To coeanHeHue ¢

secs: (3..150)/75 cek
cocenom cbpacbiBaetcs

no holdtime YCTaHOBWTb 3HaYEeHME N0 YMOAYAHUIO
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keepalive secs

no keepalive

secs: (1..60)/30 cek

YCTaHOBUTbL MHTEPBAN MeXAay oTnpaBKol keepalive-coobuue-
HUM

YCTaHOBWTb 3HaYeHWe Mo YMOYaHUIO

originator-ip ip_address

no originator-ip

HasHauutb IP-agpec, ncnonbsyemolii B KayecTse agpeca RP B
NCXO4AWMX COOBLLEHUAX SA

YCTaHOBWUTb 3HAYeHME No YMON4aHUIO

peer ip_address

no peer ip_address

[ob6aeneHue B KoHbUrypauuto MSDP-nvpa 1 BXoA, B peXuUm
ero KoHdurypaumum

Ypanute MSDP-nup

KomaHObI pexcuma KoHgpuaypayuu MSDP-nupa

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaunm MSDP-nmpa:

console (config-msdp) #

Tabanuya 180 — KomaHgb! pexkuma KoHpurypauum MSDP-nupa

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

connect-source ip_address

no connect-source

HasHauuTb IP-agpec, KoTopbili byAeT MCnoNb30BaH B KAYecTse
ncxogAuero npu coeanHeHum ¢ MSDP-nnpom.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

description text

no description

text: (1..160) cumBona

3apaTb onncaHne MSDP-nmnpa.

Yaanntb onucaHue.

mesh-group name

no mesh-group

name: (1..31) cumBona

[obasutb cocega kK MESH-rpynne.

Yaanutb cocepa.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

no sa-filter {in | out }
sec_num

sec_num:
(0..4294967294)

Co3patb Npasuno puabTpaumm SA-coobLLEeHNI:
- permit — paspewatouiee npasuao GuabTPaLmy;
- deny — 3anpeLuyatoliee npasnao GpuUabTpaLmm;
- sec_num — HOMep CEeKLMMU NpaBuna;
- ip_addr_rp — dunbTpauma no agpecy RP;
- ip_addr_gr — ¢ounbTpauna no agpecy rpynnol;
- ip_addr_src — ¢unbTpauma no agpecy UCTOYHUKA My/b-
TUKacCTa.

YaanseT co3faHHy CEeKLMIo NpaBuaa.

shutdown

no shutdown

—/disable

AOMWHUCTPATUBHO BblKAtoYaeT ceccuto ¢ MSDP-nupom, He
yAanaa ero KOHPUrypaumm.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnua 181 — KomaHab! pexkuma EXEC

3HayeHue/3HayeH
KomaHoa ue no Aeiicmeue
YMOAYAHUIO
show ip msdp peers [ MoKa3sblBaeT MHGOPMALMIO O HACTPOEHHbIX NMPAX, CTaTyce Co-
ip_addr] eaMHEHMUSA, HAaCTPOMKAX NMMPOB, a TaK»Ke CTaTUCTUKY 0bmeHa co-
B obweHnamm npotokona MSDP

- ip_addr — IP-agpec nupa
show ip msdp source-active — Moka3biBaeT cogeprMmoe Kala SA.
show ip msdp summary — MoKa3blBaeT cyMmapHyto nHbopmaumio npotokona MSDP.
clear ip msdp counters — OB6HyNAeT CHETUYMKM.
clear ip msdp peers [ MepeycraHaBnnBaeT coegnmHenna ¢ MSDP-nupamu
ip_add ] - - ip_addr — IP-agpec nupa

5.20.4 ®yHkyua IGMP Proxy

®PyHKUMA MHOroagpecHo mapwpytmsaumm IGMP  Proxy npegHasHadeHa Anaa  peanmsaumm
YNPOLLEHHOM MapLpyTM3aLMM MHOFOAAPECHbIX AAHHbIX MEXKAY CETAMM, YNpaBAsaemoil Ha OCHOBAHWUM
npotokona IGMP. C nomowbto IGMP Proxy ycTponcTBa, He HaxogdAwMeca B OAHOM CETU C CEpBepoMm
MHOTr0a4pPeCHOM PacCbI/IKW, MMEIOT BO3SMOXKHOCTb MOAKAOYATLCA K MHOTOaApeCHbIM rpynmnam.

MapLupyTM3aLma OCYLLECTBAAETCA MeXay MHTepdencom BbiwecToswel cetu (uplink) u nHtepdeincamm
Hukectoawmx ceteit (downlink). Mpu atom Ha uplink-nHTepdelice kKommyTaTop BegeT ceba Kak 06bIYHbIN
noJsiydaTesib MHoOroagapecHoro Tpaduka (multicast client) u popmupyet cobcTBeHHbIE COOBLLLEHMA NPOTOKONA
IGMP. Ha uHtepdeiicax downlink KommyTaTop BbICTyNaeT B KaYecTBe CepBEpPa MHOFOaL4PECHOM PACCbIIKN U
obpabatbiBaeT coobeHns npotokona IGMP OT ycTPONCTB, NOAKAIOYEHHbIX K 3TUM MHTepdencam.

V KonuuectBo nopaep:KuBaembiX rpynn MHOroagpecHoit paccbiiku npotokonaom IGMP
Proxy ykasaHo B Tabnuue 9.
V IGMP Proxy nogaepusaet go 512 downlink-untepdeiicos.
V’ OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:
- IGMP Proxy He noaaep:XuBaeTca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaeneH ToNbKO OAUH UHTepdeEIC BbILLECTOALLEN CETH;
- Npu Ucnonb3oBaHuu Bepcuun V3 npotokona IGMP Ha uHTepdeiicax K HUMKeCcToALLLeN ceTn
obpabaTbiBaloTca ToNbKO 3anpocbl TUNa exclude (*,G) u include (*,G).

V Bo VLAN-e, B KOTOpbI1 ocyLiecTBAseTcA NpokcupoBaHue, IGMP Snooping aonxeH 6biTb
e OTK/IIOYEH.
V’ IGMP Proxy ana QinQ tpaduka:

Dna KoppeKTHOU paboTbl PpyHKUMOHana Heobxoaumo Bkaouutb IGMP Proxy n IGMP

Snooping B SVLAN u CVLAN, a TaK}xe HacTpouTb IP-agpeca Ha paHHbIX UHTepdeiicax.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnnua 182 — KomaHab! pexuma rnobanbHoMn KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip multicast-routing
igmp-proxy

no ip multicast-routing
igmp-proxy

—/MNo ymonyaHuio
DYHKLMA BbIKAKOYEHA

PaspeluaeT paboTy MapLupyTM3aLMmM MHOTOALPECHBIX AaHHbIX
Ha CKOHOUTYPUPOBAHHBIX MHTEpdelcax.

3anpelaeT paboTy MapLLIpPyTU3aLMU MHOTOAAPECHbIX AaHHbIX
Ha CKOHOUTYPUPOBAHHBIX MHTEpdelcax.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepdgelica epynnel nopmos

Buna 3anpoca KOMaHAHOM CTPOKM B perume KoHpurypauum nntepoeicos Ethernet, VLAN, nHtepdeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnnua 183 — KomaHab! pexkuma KoHpurypaumum nHtepdeliicos Ethernet, VLAN, rpynnbl noptos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

ip igmp-proxy
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

KoHourypupyemblit nHTepdelic ABnaeTca MHTeppencom K Hu-
»ecrosueln ceTn. KomaHaa HaszHavaeT cBa3aHHbIN uplink-uH-
Tepdelic, y4acTBYIOLWMIA B MapLLpyTU3aLNM.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU pernma KoHourypaumm VLAN:

console (config-if) #

Tabnnua 184 — KomaHabl pexkuma KoHdpurypaumm nHtepdericos VLAN

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp-proxy dscp dscp

no ip igmp-proxy dscp

dscp: (0..63)/0

YcTtaHaBnauBaeT 3HavyeHne DSCP B IP-3aronoBKe Ana naketos
npoTtokona IGMP, KoTopoe 6yaeT MCnoab30BaTbCA KOMMYTa-
TOopoMm Ha uHTepdeice VLAN

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

ip igmp-proxy cos cos

no ip igmp-proxy cos

cos: (0..7)/0

YcTaHaBauBaet 3HavyeHume 802.1p B IP gna nakeToB NpoToKoNa
IGMP, KoTopoe 6yaeT Ncnoib30BaTbCA KOMMYTAaTOPOM Ha UH-
Tepoerice VLAN

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnua 185 — KomaHab! pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

KomaHgza npegHasHavyeHa AN NPOCMOTPa CIMCKOB MHOTO-
aZpecHbIX rpynn. BoamoskeH BbIboOp rpynn no agpecy
rpynnbl UM No agpecy UCTOYHMKA MHOTOAAPECHbIX AaHHbIX.
- ip_multicast_address —|P-appec rpynnbl;

- ip_address — |P-agpec UCTOYHUKa;

- summary — KpaTKoe CoAepKaHue KaxK Aol 3anmMcu B MHO-
roagpecHoi Tabanue mapLupyTmsaumnm.

show ip igmp-proxy
interface [vlan vian_id |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

NHbopmaumsa o ctatyce IGMP-proxy NpMmMeHUTENIbHO K UH-
Tepdericam.

group]

[pumepbl 8bINOAHEHUS KOMAHO

console#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.21 ®yHKUMM ynpaBaeHuUs

5.21.1 MexaHu3m AAA

Ona obecneyeHns 6e30MaCHOCTM CUCTEMbI MCMOAb3yeTcs MexaHusm AAA  (ayTeHTUdMKaLms,

aBTOPM3aLMA, yUeT).

— Authentication (ayTeHTU®MKaLMA) — cONOCTaBAEHME 3aNpOCa CyLLECTBYOLWEN YH4ETHOM 3anucK

B cucTeme 6€30MacHOCTU.

— Authorization (aBTopu13auus, NpoBepKa YPOBHA A0CTyMNa) — CONOCTaB/ieHne y4ETHOM 3anncK B

cucteme (NpolueaLwert ayTeHTUGUKaLMIO) U onpeaenEHHbIX MOAHOMOUUNA.
— Accounting (y4éT) — cnekeHue 3a noTpebsieHnem pecypcoB NoJib30BaTesIeEM.

Ons wudpoBaHUA AaHHbIX UCNONb3YeTcA MexaHU3m SSH.

KomaHObI pexcuma 2a06asa6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHom KoHGUrypaumm:

console (config) #
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Tabnunua 186 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

aaa authentication login

{authorization | default |

list_name} method_list

no aaa authentication
login {default |
list_name}

list_name: (1..12)
CMMBO/I0B;
method_list: (enable,
line, local, none, tacacs,
radius);

— /Mo ymonyaHuio ocy-
LecTBAAETCA NPoBepKa
no NoKanbHoi 6ase aaH-
HbixX (aaa authentication
login authorization de-
fault local)

YcTaHaBMBaeT cnocob ayTeHTUdUKaLMKM AN BXOAA B CUCTEMY.
- authorization — paspelwaeT npoxoxaeHWe aBTopU3aLUN Mo
OMUCAHHBIM HUXE MeToAam;

- default — ncnonb3oBaTb Ans ayTeHTUdUKALUKM ONUCAHHbIE
HUXe meToapl;

- list_name — umaA cnNUcKa ayTeHTUPUKALMOHHBIX METOA,08, aK-
TUBU3UPYIOLLErocA, KOr4a No1b30BaTe/lb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):

- enable — ncnonb3oBaTb NAPONb ANA ayTeHTUGUKauuu;

- line — “cnonb3oBaTh NApPO/Ib TEPMUHANA ANA ayTEHTUDUKA-
umnu;

- local — “cnonb3oBaTh IOKabHYIO 633y MMEH Noab3oBaTeNen
Ana ayteHTduKaumm;

- none — He UCNO/b30BaTb ayTeHTUUKaLNIO;

- radius — ncnonb3oBaTb cnucok RADIUS-cepBepoB Ans ayTeH-
TMdUKaLmu;

- tacacs — ncnonb3osaTb cnucok TACACS cepsepoB Ana ayTeH-
TMdUKaLmm.

/‘ Ecnu meTop ayTeHTUGUKAL UK He onpeaesieH, TO
BAOCTYN K KOHCONM BCeraa ycnelHbli.

V Co3paHue CNUCKa OCyLLecTBAAETCA KOMaHA0M:
aaa authentication login list_name method_list.
MUcnonb3oBaHMe cnucka:
aaa authentication login list-name
) | Bo u3bexkaHue notepu AocTyna cnegyer BBO-
= AUTb Heo6Xo4MMbI MUHUMYM HAcTpoek AnAa
YKa3blBaemMoro metoAa ayTeHTUGUKauum.

YcTaHaBAMBaeT 3HAYEHNE MO YMOIYAHUIO.
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aaa authentication ena-
ble authorization {default
| list_name} method_list

list_name: (1..12)
CMMBO/10B;
method_list: (enable,
line, local, none, tacacs,
radius);

— /Mo ymon4aHuio
ocyuiecTsnAerca
npoBepKa Mo I0KaNbHOM
6a3se gaHHbIX (aaa
authentication enable
authorization default

YcTaHaBAnBaeT cnocob ayTeHTUOMKALMM MNpu  NOBbIWEHUN
YPOBHA NPUBUIETNIA A8 BXOAA B CUCTEMY.
- authorization — pa3speluaeT NpoxoxKaeHWe aBTopu3aLumn no
OMNUCaAHHbBIM HUXKE MEeTOAAM;
- default — ncnonbsoBatb gns ayTeHTUMKALMM OMNUCAHHbIE
HUXKEe MeToAbl;
- list_name — nma cnUcKa ayTEHTUOUKALNOHHbBIX METOA0B, aK-
TUBM3UPYIOLLLEToCcs, KOrAa No/b30BaTe b BXOAUT B CUCTEMY.
OnuncaHune meTtoaos (method_list):
- enable — ncnonb3oBaTb Naposib A4 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAapo/ib TEPMUHaNA NS ayTeHTUDUKA-
unu;
- local — ncnonb3oBaTb I0KaNbHYO 633y UMeH Nosib3oBaTene
Ons ayTeHTuduKaumm;
- none — He UCMNO/b30BaTb AyTEHTUDUKALMIO;
- radius — ncnonb3oBaTb cnucok RADIUS-cepBepoB Ansa ayTer-
TMdUKaumm;
- tacacs — ncnonb3oBaTtb cnncok TACACS-cepsepoB ANA ayTeH-
TMdUKaLmu.

V Ecnu meTog ayTeHTMPUKAL MM He onpeaeneH, TO

B[OCTYN K KOHCOMM BCerga ycnewHbli.

enable)
V Co3f,aHne CNncKa OCyLLEeCTBAAETCA KOMaHAOiA:
aaa authentication login list-name method_list.
Ucnonb3oBaHue cnucka:
aaa authentication login list-name
I Bo u3bexkaHue notepu AOCTyna cneayeT BBO-
U AUTb HEOBXOAMMBIA MUHUMYM HACTPOEK Ansa
YyKa3biBaemMoro meToaa ayTeHTuduKauum.
no aaa authentication YcTaHaBAMBAET 3HaYeHMe MO YMONYAHMIO.
enable authorization {de-
fault | /ist_name}
enable password pass- YcTaHaBAWBaET Napo/ib 419 KOHTPOAA U3MEHEeHMA NPUBUAErui
word [encrypted] [level [0CTyna nonb3oBaTeNen.
level] - level — ypoBeHb npusuneruni;
level: (1..15)/1; - password — naponb;
password: (0..159) - encrypted — 3a4aTb 3aWMbpPOBaHHbIN Naposb (Hanpumep, Na-
CUMBO/IOB ponb B 3alMdpPOBaHHOM BUAE, CKOMMPOBAHHBIA C APYroro

no enable password
[level level]

YCTPOICTBA).

YaanseT naposib 419 COOTBETCTBYIOLLErO YPOBHA NPUBUAETUN.

username name {nopass-
word | password pass-
word | password en-
crypted encrypted_pass-
word} [priveliged level]

Nno username name

name: (1..20) cumB0ONOB;
password: (1..64)
CMMBO/I0B;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[obaBnser Nosb3oBaTeNs B IOKa/bHYIO 633y AaHHbIX.

- level — ypoBeHb npusuneruni;

- password — naponb;

- name — VMA NoNb30BaTeNSs;

- encrypted_password — 3awmnpoBaHHbIit Naponb (Hanpumep,
napo/ib B 3alWMPPOBAHHOM BUAE, CKOMMPOBAHHbLIN C APYroro
YCTPOICTBA).

Ypanaet nonb3osatena us NoKanbHOM 6a3bl AAHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

— /Mo ymon4aHuio
BeJleHue ydyeTa
3anpeLieHo

PaspeluaeT BegeHue yyeTa (akkayHTa) A1 ceccuii ynpasieHus.
BepeHue yuyeta paspelueHo TO/NbKO AlA Noab3oBaTe-
V Neit, BOlWeALINX B CUCTEMY NO UMEHU U NApPOAI0, ANA
nonb3oBarteseii, BoweALWUX NO Napoi0 TepmMuUHana,
BeZieHue yyeTa 3anpeLyeHo.
BepeHne yyeTta akTMBUpYeTCA U NpeKpalyaeTca, Koraa
V nosb3oBaTeNb BXOAUT M OTKJ/OYAETCA OT CUCTEMDI,
4TO COOTBETCTBYET 3HaueHUsaM start u stop B coobuie-
HUAX npoTokona RADIUS (napameTtpbl, coaeprKawm-
eca B coobuweHuax npotokona RADIUS, npusegeHbl B
Tabnuue 187).

3anpewyaeT BegeHue yyeTa (akKayHTa) ans seefeHHbIx 8 CLI Ko-
MaHA,.
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aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

—/MNo ymonuyaHuio
BeAeHue yyeTa
3anpeLLeHo

Pa3pelwaeT BegeHue yyeTa (akkayHTa) gaa ceccuin 802.1x.
BepeHue yueTta akTMBUpYeTCA U NpeKpalyaeTca, Koraa
V nonb3oBaTeNlb BXOAUT U OTK/IOYAETCA OT CUCTEMDI,
4YTO COOTBETCTBYET 3HAUeHUAM start u stop B coobuie-
HuAX npoTokona RADIUS (napameTtpbl, coaeprKawm-
ecAa B coobueHunax npotokona RADIUS, npuseaeHbl B
Tabauue 187).
B pexxume Multiple sessions coobueHus start/stop
V NOCbINAIOTCA ANA KAXKAO0Io NO/Nb30BaTeNs, B pexmme
Multiple hosts — TonbKko ans nonb3osartens, npowen-
wero ayreHTUdUKauuio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https] method_list

no ip http authentication
aaa login-authentication

method_list: (local,
none, tacacs, radius)

Onpeaensetr metof ayTeHTUOMKauuM npu goctyne K HTTP-
cepsepy. Mpu ycTaHOBKE CMWCKA METOAOB AOMONHUTE/bHBbIN
meToz, byaeT NpMMeEHATLCA TONbKO B TOM C/lyyae, Korga no oc-
HOBHOMY MeTOAY ayTEHTUDUKALMKN BO3BPaLLLEHA OLLIMOKa.

- method_list — meTog ayTeHTUGUKaLUMK:

local — No MmeHn 13 NoKanbHOM 6asbl AaHHbIX;

none — He “cnonb3yeTcs;

tacacs — ncnonb3oBaHUe cnuckos Bcex cepsepos TACACSH;
radius — vncnonb3oBaHue cnuckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

aaa authentication mode
{chain | break}

—/chain

YcTaHaBAWMBAET a/irOPUTM ONPOCa METOAO0B ayTeHTUdUKALUN.

- chain — nocne HeyAaYHOW NONBITKN ayTeHTUGUKaLMK NO nep-
BOMY MeTOAy B CMUCKe cnefyeT nonbiTka ayTeHTUdMKaLmmu no
cnepytolemMy MeToay B LIEMOYKE;

- break — nocne HeypauHol ayTeHTUdUKaLUM NO NepBOMY Me-
TOAy NpoLecc ayTeHTUOMKALMM OCTaHABAMBAETCA.

aaa accounting com-
mands stop-only group
tacacs+

no aaa accounting com-
mands stop-only group

— /Mo ymon4aHuio Be-
[eHMNe y4eTa KoMaHz,
BbIK/IOYEHO

Bkntoyaet BegeHune yyeta BeefeHHbIx B CLI KomaHAa no npoto-
Kony Tacacs+.

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

. Anﬂ TOro utobbl KANEHT nonyyun Aocrtyn K YCTpOﬁCTBy, AadXe eCc/qin BCe meToabl ayTeHTU-
' ¢MKa|J‘MV| BEepHyu OUJMGKV, V|C|'|01'|b3yﬁTe 3Ha4YeHue nociaegHero mertoga B KomaHge —
vadRl

none.

Tabnnua 187 — AtpubyTbl coobuieHnit BeaeHMn yyeTa npotokona RADIUS ana ceccuit ynpasneHus

Haau4ue Hanauyue
ampubyma ampubyma
Ampubym 8 OnucaHue
coobweHu coobuwieHu
u Start u Stop
User-Name (1) Ectb Ectb NpeHTMdMKaums nosb3oBaTens.
IP-agpec Ko aTopa, KOTOPbIN MUCMob3yeTca
NAS-IP-Address (4) EcTb EcTb AP o MMyT.T P Top nonb3yer
Aana ceccuin ¢ Radius-cepsepom.
Class (25) Ects Ects MpownssonbHoe 3HaquV|ve, BK/IlOYEHHOE BO BCe
coobLeHnA yyeTa ceccui.
IP-agpec Ko aTopa, UCNOo/b3yemMblii ANs cec-
Called-Station-ID (30) EcTb EcTb v,qp KOMMYTATOPa, UCMONb3YEMBIN AN
CUI ynpaBnieHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHUKaNbHbIA nAeHTUPUKATOP yUeTa.
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YKa3sblBaeT meToa, no KOTOPOMY K/IMEHT O0/1XKEH

Acct-Authentic (45) EcTb EcTb
6bITb ayTEHTUPUUMPOBAH.
. . MoKa3bIBaeT, KaK 40/ro nNosb3oBaTesb bbii Noa-
Acct-Session-Time (46) Het EcTb A A
KJIIOUYEH K cucteme.
Acct-Terminate-Cause
Het Ectb MpunynHa 3aKpbITUA ceccun.

(49)

Tabnnua 188 — ATpubyTbl co0bLEHNI BeaeHMa yyeTa npoTokona RADIUS ana ceccuin 802.1x

Haau4ue Hanau4yue
ampubyma ampubyma
Ampubym 2] 8 OnucaHue
coobuwjeHu coobweHu
u Start u Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-appec KommyTaTopa, KOTOPbIN UCNONb3yeTcA
NAS-IP-Address (4) EcTb EcTb ol . v . P P y
ana ceccunin ¢ Radius-cepsepom.
MopT KOMMyTaTOpPa, Ha KOTOPOM MOAKAKYUACA
NAS-Port (5) EcTb EcTb P v P P A
nosb3oBaTesnb.
MpousBonbHOe 3HayYeHWe, BKAOYEHHOE BO BCE
Class (25) EcTb EcTb P N
coobLeHnA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) Ectb EcTb IP-agpec nonb3oBaTtens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP y4eTa.
. YKa3biBaeT MeTOA, N0 KOTOPOMY K/IMEHT AO/IKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUPUUMPOBAH.
. . MoKa3bIBaeT, KaK 40/ro Nosb3oBaTesb bbli No4-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause Het EcTb MpuymMHa 3aKpbITUA ceccuu.
(49)
Nas-Port-Type (61) EcTb Ectb [MoKa3bIiBaeT TN NOPTA KANEHTA.
Eltex-Data-Filter Het EcTb CnncoK npaBwu, coaeprKawmii B cebe KaoyeBble
cnosa ACL (Tabnuua 185)
Eltex-Data-Filter-Name Het Ectb MUma ACL. Echm He 3agaHO, TO MMeET 3HayYeHue

«RADIUS_ACL»

Tabnuua 189 — Kntouesble cnosa ACL

Knrouesoe cnoeo

OnucaHue

Tun unu id npoToKona.
[JonycTrmble 3HaYeHUn:
- ana IPV4: icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr,

prot ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp,
ospf, ipip, pim, 12tp, isis;
- ana IPV6: icmpv6, tcpvb, udpvb.
mac_src MAC-agpec UCTOYHMKA.
mac_dst MAC-agpec HasHa4yeHwuA.
ip_src IP-agpec UCTOYHMKA.
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ip_dst IP-appec Ha3HayeHwmsA.

ipv6_src IPv6-agpec UCTOYHMKA.

ipv6_dst IPv6-agpec HasHaveHus.

dscp 3HauyeHue DCSP-nons (0..63).

ip_precedence Mpuoputet IP-TpadukKa (0..7).

tcp_flags TCP-bnar.

vlan MNopsakoBebln Homep VLAN.

icmp_type Tun coobuweHnit npotokona ICMP, ncnonbsyembii gns punbTpa-
uun ICMP-naketos (0..255).

icmp_code Kog coobuieHnin npotokona ICMP, ucnonbsyemolii gnsa puabrpa-
umm ICMP-naketos (0..255).

igmp_type Twun npotokona IGMP.

udp_port_src

UDP-NopT MCYTOYHUKA.

udp_port_dst

UDP-nopT Ha3HauyeHua.

tcp_port_src

TCP-nopT UCTOYHMKA.

tcp_port_dst

TCP-nopT Ha3HayeHuA.

udp_src_start

HavanbHoe 3HayeHne UDP-nopta n3 gmanasoHa UDP-noptoB uc-
TOYHMKa.

udp_src_end

KoHeyHoe 3HayeHue UDP-nopta u3 gmanasoHa UDP-noptoB uc-
TOYHMKA.

udp_dst_start

HayanbHoe 3HayeHne UDP-nopta u3 pguanasoHa UDP-noptos
Ha3HayeHuA.

udp_dst_end

KoHeyHoe 3HayeHue UDP-nopta w3 pguanasoHa UDP-noptos
Ha3HaYeHuA.

tcp_src_start

HavanbHoe 3Ha4veHne TCP-nopTta n3 gnanasoHa TCP-nopTtoB uc-
TOYHMKA.

tcp_src_end

KoHeuyHoe 3HayeHne TCP-nopTa 13 gmnanasoHa TCP-nopToB NCTOY-
HUKa.

tcp_dst_start

HayanbHoe 3HayeHne TCP-nopta u3 aguwanasoHa TCP-noptos
Ha3HayeHus.

tcp_dst_end

KoHeuHoe 3Ha4yeHune TCP-nopTa u3 gnanasoHa TCP-nopToB Ha3sHa-
YyeHus.

Eltex-Data-Filter n Eltex-Data-Filter-Name — ocobble Vendor-Specific aTpnbyTtbl, npeaHasHaYeHHble

Ans AMHamuyeckoro gobasneHus cnuckoB ACL Ha nopT yepes coobuieHns ot RADIUS-cepsepa.

Ona

MCNONb30BaHMNA AaHHOro ¢yHKUMOHana Ha RADIUS-cepeepe Heobxoanmo B CloBapb aTpnbytos A06aBUTbL
atpubytbl 82 (Eltex-Data-Filter) n 83 (Eltex-Data-Filter-Name) ana seHgopa 35265 (Eltex).

Mpumep HacTporku Vendor-Specific atpubytos Eltex-Data-Filter Eltex-Data-Filter-Name ans

Freeradius.

B daitn /path/to/freeradius/dictionary no6asuthb:

VENDOR Eltex 35265
BEGIN-VENDOR Eltex

ATTRIBUTE Eltex-Data-Filter 82 string
ATTRIBUTE Eltex-Data-Filter-Name 83 string
END-VENDOR Eltex
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®dopmar 3anucum IPv4 ACL, IPve ACL popmupyetca cnegytowmm obpasom: nepebie YeTbipe
cnoBa AO0/XKHbl 6biTb 3anucaHbl Yepe3 npoben B ctporom nopagke: acl_type, action
(permit unun deny), ip_precedence, prot. Mocne 3anucu o6A3aTenbHbIX NapameTpPoB
OCTa/ibHble MapameTpbl 3aNUCbIBAOTCA B NPOU3BO/IbHOM NopAAKe.

L1

dopmar 3anucu MAC ACL dopmupyetca cneayowmm obpasom: nepsble TPU CNOBa
BONXKHbI 6bITb 3anNUcaHbl Yepes npoben B cTporom nopagke: acl_type, action (permit nam
deny), ip_precedence. Nocne 3anucu 06a3aTesIbHbIX NAPaMeTPOB OCTa/IbHble NapameTpbl
3anMcbiBalOTCA B NPOU3BOJIbHOM NopAAKe.

L

Macka gnsa IP-agpeca 3anucbiBaertca yepes «/» 6e3 npobenos.

e

’ MpOTOKON MOXKHO YKa3aTb KaK B YNC/I0BOM BUAeE, TaK U CTpOKOFl.
-

Mpumep:

user3 Cleartext-Password := "hello"
Eltex-Data-Filter = "ip permit 1 prot=tcp ip src=10.0.0.3/0.0.0.255
ip dst=10.0.0.0/255.0.0.0 tcp port src=80 tcp port dst=443",
Eltex-Data-Filter-Name = "Filter-MIX1"

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUrypaLmm TepMnHana:

console (config-line)#

Tabnunua 190 — KomaHapl pexkuma KoOHPUrypaLmm TepmMmmHanbHbIX ceccui

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

login authentication {de-
fault | list_name}

no login authentication

list_name: (1..12)
CMMBOJI0B

3agaeT meToA ayTeHTMOMKALMKM NpU BXoAe O1A KOHCOMM,
telnet, ssh.

- default — ncnonb30BaTb CNNCOK «NO YMONYAHMIO», CO3AaH-
Hbli KOMaHZoM aaa authentication login default

- list_name — n“cnonb3oBaTb CNMCOK, CO34aHHbIA KOMaHAOM
aaa authentication login list_name.

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.

enable authentication {de-
fault | list_name}

no enable authentication

list_name: (1..12)
CUMBOJI0B

3afaeT meToa, ayTeHTUdMKALMM NONb30BaTeNA NPK NOBbILe-
HUW YPOBHA NPUBMAETNI AN KOHCoNW, telnet, ssh.

- default — Mcnonb3oBaTh CMMCOK «MO YMOYAHUIO», CO3AaH-
Hbli KOMaHZoM aaa authentication login default

- list_name — ucnonb3oBaTh CNUCOK, CO34aHHbIN KOMaHAOM
aaa authentication login list_name.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

password password [en-
crypted]

no password

password: (0..159)
CUMBOJI0B

3apaer naponb 4N TepMUHana.

- encrypted — 3aaaTtb 3awmndpoBaHHbIM Naposb (Hanpumep,
napo/ib B 3aWMbPOBaHHOM BUAE, CKONMPOBAHHbIW C APYroro
YCTPOICTBA).

YpanseT naponb ona TepMuHana.
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KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 191 — KomaHgb! pexxkuma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymoa4aHuro
show authentication meth- MNokasbiBaeT UHopMauuto 06 ayTEHTUPUKALMOHHBIX METO-
ods - Aax Ha KommyTaTope.
show users accounts MoKasbiBaeT fIoKanbHY 6a3y AaHHbIX NoAb30BaTenen U Mx
- npuBMAErni.

KomaHOobl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console>

Bce KomaHAbl 4aHHOTO pasaena AOCTYMHbI TO/IbKO AA MPUBUAErMPOBaHHbIX MNO/b30BaTeNEN.

Tabnunua 192 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

show accounting Moka3biBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BEAEHUA
yyeTa (aKkKayHTa).

KomaHoa Aelicmeue

5.21.2 Npomokon RADIUS

MpoTtokon RADIUS wucnonbsyetca ana ayteHTuduKaumm, aBtopusaumm u ydeta. Cepsep RADIUS
ncnonb3lyet 6asy AaHHbIX N0Nb30BaTENEN, KOTOPAA COAEPKUT AaHHbIE NPOBEPKM NOAJNHHOCTU ANA KaXKA0ro
nosib3oBatens. Takmm obpasom, ncnosibzoBaHue NpoTokosa RADIUS obecneymBaeT 4ONOAHUTENbHYIO 3aLUUTY
npw JOCTyMe K pecypcam CeTH, a TaKKe Npu JOCTyne K CamomMmy KOMMYTaTopy.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkume r1o6anbHon KoHGUrypaumm:

console (config) #
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Tabnnua 193 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

radius-server host
{ipv4-address | ipv6-ad-
dress | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout] [retrans-
mit retries] [deadtime
time] [key secret_key] [pri-
ority priority] [usage type]

encrypted radius-server
host {ipv4-address | ipv6-
address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout] [retrans-
mit retries] [deadtime
time] [key secret_key] [pri-
ority priority] [usage type]

no radius-server host
{ipv4-address | ipv6-ad-
dress | hostname}

hostname: (1..158)
CUMBOJIOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CMMBOJIOB;

priority: (0..65535)/0;
type: (login, dot1.x,
all)/all

JobaBnaeT yKasaHHbIA cepBep B CMAMCOK MCMO/b3yeMbIX
RADIUS-cepBeposB.

- ip_address — 1Pv4 unn IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepsepa;

- auth_port — Homep nopTa ANs nepefayn ayTeHTUdUKaum-
OHHbIX AaHHbIX;

- acct_port — Homep nopTa ANAa nepefadun AaHHbIX yyeTa;

- timeout — wHTepBana OXXMAaHWA OTBETa OT cepBepa;

- retries — KoanyecTBo NonbITOK Noncka RADIUS-cepBepa;

- time — BpemA B MUHYTaXx, B TE4EHNE KOTOPOro HeAOCTYMNHble
cepBepa He 6yayT onpawunBaTtbca RADIUS-KNMeHTOM KoMMmy-
TaTopa;

- secret_key — ka4 anAa ayTeHTUPUKaLUUKM 1 LWndpoBaHUA
Bcero obmeHa AaHHbimu RADIUS;

- priority — npuopuTeT ncnonbsosaHua RADIUS-cepsepa (uem
HUKE 3HaYeHUE, TEM NPUOPUTETHEE CepPBEP);

- type — TMn ucnonb3osaHua RADIUS-cepsepa;

- encrypted — 3azaTb K/to4 B 3aWMdpPOBAHHOM BUAE.

B cnyyae oTcyTcTBUA B KOMaHAe NapameTpoB timeout, retries,
time, secret_key nna paHHoro RADIUS-cepsepa vcnonb3y-
I0TCA 3HAaYEHMA HACTPOEHHbIE C MOMOLLIbIO KOMaHA, YKa3aHHbIX
HUXKe.

YpanaeTr yKasaHHbIA cepBep M3 CMNUCKa WMCNOJIb3yeMmblx
RADIUS-cepsepos.

radius-server attributes
nas-id include-in-access-
req [format word]

no radius-server attributes
nas-id include-in-access-
req [format]

word: (3..32)/%h

[o6asnaet atpnbyt NAS-Id (onuma Ne32) B Access-Request
naketbl. Cumsonbl "%h", BcTpevatowmecas B $opmaTHoOWM
CTPOKe, 3aMeHAI0TCA Ha TeKyLllee umsa xocTa (hostname).

YcTaHaBAMBaET 3HaAYeHUe no YMON4YaHUIo

[encrypted] radius-server
key [key]

no radius-server key

key: (0..128)
cMmBOI0B/MO
YMOJTHAHUIO KoY —
nycTasa CTPOKa

YcTaHaBAMBaET KAOY, UCMOAb3YEMbIN MO YMOMYaHWIO, ANA
ayTeHTUOMKauum mn WwudpoBaHUA BCcero obmeHa AaHHbIMU
RADIUS mexay ycTponctsom u okpyxeHvem RADIUS.
- encrypted — 3a4aTb KAto4 B 3aWMPOBAHHOM BUA,

YcTaHaBAMBaeT 3HAYEHNE MO YMOIYAHUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcraHaBauBaeT MHTEepBan O0XXMaaHMA OTBeTa OT cepBepa, UC-
ﬂOﬂbByeMbIVl No YMON4YaHUIo.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

radius-server retransmit
retries

no radius-server retrans-
mit

retries: (1..15)/3

OnpepenaeTt KOIMYECTBO MOMbITOK, UCMO/Ib3yeMoe Mo YMOJI-
yaHwuto, nomncka RADIUS-cepBepa 13 cnucka cepsepos. Npu oT-
Ka3e OCyLecTBAAETCA MOUCK CAeAylowero no npuoputerty
cepBepa 13 crnucKa.

YcTaHaBAMBaeT 3HaYeHne no yMONYaHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMWH

MNo3sonsetr onTumnsnposaTb Bpemsa onpoca RADIUS-cepse-
poB, KOrga HEKOTOpPbIe cepBepa HeAOCTYMNHbI. YCTaHaBAnBaeT
BpemMA B MUHYTax, UCMNOIb3yeMOE MO YMONYAHUIO, B TEYEHUE
KOTOPOro HepoCTyMnHble cepBepa He byayT onpawmsaTbeA
RADIUS-KnneHTOM KOMMyTaTOpa.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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radius-server host
source-interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback /oop-
back_id | vlan vian id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3apaeT nHTepdelic ycTpoiicTea, IP-agpec Kotoporo byaer uc-
No/Ib30BaTbCA MO YMOYAHMIO B Ka4YecTBe afpeca UCTOYHMKA
nepegaBsaemoro B coobuieHnax npoTokosia RADIUS.

Ypansaet uHtepdelic ycTponcrsa.

radius-server host
source-interface-ipv6 {gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback loop-
back_id | vlan vian id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3apaeT uHTepdeic ycTpoiicTea, IPvb-agpec Kotoporo byaet
MCMONb30BaTbCA MO YMOMYAHWUIO B KayecTBe ajpeca MCTOu-
HWKa nNepegaBaemoro B coobueHunsax npotokona RADIUS.

Ypansaet untepderic ycTpoicrsa.

radius server accounting-
port port

no radius server account-
ing-port

port: (1-65535)

YCTaHOBUTbL NOPT perncTpaumm y4éTHbix 3anuceit Ha RADIUS-
cepsepe.

OTmeHAeT wucnonb3osaHne UDP-nopta pna perucrpauum
YYETHbIX 3anucen.

radius server authentica-
tion-port port

no radius server autentifi-
cation-port

port: (1-65535)

YcraHosuTb UDP-nopT gn1a OTNpaBKM 3anpocoB Ha ayTeHTU-
dUKaLMIO YYETHBIX 3anmcen.

OTmeHAeT wucnonb3osaHve UDP-nopta anAa 3anpocoB Ha
ayTeHTUOUKALMIO YHETHBIX 3anucen.

radius server enable

no radius server enable

BkntoueHne RADIUS-cepBepa Ha KommyTaTope.

BbikntoyeHne RADIUS-cepBepa Ha KommyTaTtope.

radius server group word

word: (1-32)

3apaTtb Ha3BaHMe ANA rpynnbl cepBepa v NepenTh B pexnm ee
KOHPUryprpoBaHus.

radius server secret key
key {ipv4 | ipv6 | default}

no radius server secret
[ipva | ipv6 | default]

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX XeXiX;
key: (1-128) cumsona

YcTaHOBUTL KNtOY A8 UCNoab30BaHuA radius server.
default — KAy HasHayaeTcA AN MCMNONb30BAHWUA KIUEH-
TaMu, HEe MMEIOLWMX ONPEeaeNeHHOro Katova.

YOanutb KAY ANA UCMONb30BaAHUA radius server.

radius server secret {ipv4 |
ipv6}

no radius server secret
{ipv4 | ipv6}

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XXX XX

Mcnonb3osatb 3aLLIMdeOBaHHbIl71 KN4 A0CTyna K cepBepy ana
KOHKPETHOro XOCTa.

Ypanutb KAOY ANA UCMOJIb30BaHUA radius server.

radius server traps ac-
couting

no radius server traps ac-
couting

BkAtoyaeT noaaepKy trap-coobuieHnin Ha cobbITUA YYETHBIX
3anucen.

OTKAOYaeT NoAAEPIKKY trap-CO0oBLLEHNN.

radius server traps authen-
tication {failure | success}

no radius server traps au-
thentication

BkntoyaeT noaaepkKy trap-coobuieHuii, oTobparkatowmx pe-
3ynbTaT ayTeHTUdUKaumm Ha RADIUS-cepsepe.

failure — cboli npu nonbITKe ayTeEHTUPUKALUM

success — ycrnewHo nporaeHHan ayTeHTudUKauma

OTKAOYaeT NoAAEPIKKY trap-co0oBLLEHNN.

radius server user
username username group
password pass

no radius server user
username username

Co3paTtb NoNb30BaTeNA U HAa3HaYUTb ANA Hero rpynny Ha cep-
Bepe C 3a4aHHbIM NaposieM NCNO/1Ib30BAHUA.

Ypanutb NoNb3oBaTeNa Ha cepsepe.

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx

205




HELTEX

KomaHObI pexcuma KoHgu2ypuposaHus radius server 2pynnsl

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KoHPUrypuposaHua radius server rpynnbi:

console (config-radius-server—-group) #

Tabnnua 194 — KomaHgbl pexkuma KoHpurypumposaHua radius server rpynnbi:

3HayeHue/3HayeHue

KomaHoa

no ymos4vaHurw

Aelicmeue

acl acl_name

no acl

acl_name: (1-32)
cMMBO/IA

Ha3HauuTb MCNoNb30BaHMe YKa3aHHOM acl B AaHHOW rpynne.

OTKNIOYMTD UCMOIb30BAHUE YKa3aHHOM acl B gaHHOM rpynne.

allowed-time-range
range_name

range_name: (1..32)

HasHaunTb nepuof BpemeHu time-range Ha uUcnosib3oBaHue
rpynnoi.

no allowed-time-range cMmBona OTK/OYUTL UCNO/b30BaHME time-range Ha MCMNonb3oBaHuWe
rpynneoi.
privilege-level level HasHaunTb ypoBeHb NpuBUIErniA, Ha KoTopom byaeT ucnon-
level: (1-15)/1 HUMA KOHUTrypupyemas rpynna

no privilege-level

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabanua 195 — KomaHgb! pexkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show radius-servers [key]

OtobparkaeT napameTpbl HacTpoWkn RADIUS-cepsepoB (Ko-
MaHZa [AOCTYNHA TONbKO AN NPUBUIErMPOBAHHbIX NO/1b30Ba-
Tenen).

show radius server {statis-
tics | group | accounting |
configuration | rejected |
secret | user}

OTobparkaeT CTaTUCTUMKY NpoToKona Radius, nHpopmauuio o
nosb3oBaTensix, KoHpurypaumto RADIUS-cepsepa.

[Tpumepbl UCNoAb308aHUS KOMAHO

= YCTaHOBWUTb r106anbHble 3HAYEHUS A4 NapamMeTPOB: MHTEPBA OXWUAAHMA OTBETA OT cepBepa — 5
CEKYHZA, KONM4YecTBo NonbITOK noncka RADIUS-cepsepa — 5, Bpems, B Te4eHUE KOTOPOro HeaoCTyn-
Hble cepBepa He 6yayT onpawwmnsatbca RADIUS-KnMeHTOM KommyTaTtopa — 10 MUHYT, CEKPETHbIN
Kntou — secret. [lobaBuTb B cnucok RADIUS-cepBep, pacnonoeHHblh Ha y3ne cetu c IP-agpecom
192.168.16.3, nopT cepBepa AnA ayteHTMPMKaumm — 1645, KoNMYecTBO NOMNbITOK AOCTYNa K CEPBEpPY
— 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645 retransmit
2
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= [lokasaTb napameTpbl HacTpoliku RADIUS-cepeepoB

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.21.3 Mpomokon TACACS+

Mpotokon TACACS+ obecneymMBaeT UEHTPANM30BaHHYIO cuctemy 6e30onacHoCTM A/1a MPOBEPKMU
Nno/sib3oBaTe/iel, NoayyalowWmx A0CTYN K YCTPOMCTBY, NPU 3TOM noadepusas cosmectumoctb ¢ RADIUS u
ApYrMmMmu npoueccamu nposepkn nogamHHoctn. TACACS+ npefoctasineT cneaytolimne ciy»Kobi:

— Authentication (nposepka nodoauHHocmu). ObecneynBaeTcs BO BpemsA Bxoda B CUCTEMY MO
MMeHaM Nob30BaTesNel U onpeaeneHHbIM NOb30BaTENAMM NAPOIAM.

— Authorization (asmopusayus). ObecneyvBaeTcs BO Bpems Bxoga B cuctemy. [locne
3aBeplleHns CceaHCa MNPOBEPKM MNOLAMHHOCTM  3aMyCKaeTca CeaHC aBTopu3auuu C
MCMNONb30BaHNEM MPOBEPEHHOTO MMEHW MNO/b30BaTeNA, TaKKe CepBEpPOM MpPOBepATCA
NpMBMUAErMM NONb30BATENA.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHol KoHGUrypaumu:
console (config) #

Tabnnua 196 — KomaHabl pexkuma rnobasnbHol KoHdurypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO

tacacs-server host hostname: (1..158) [obaBnaeT yKasaHHbIN cepBep B CMMCOK WMCMNO/b3yemblxX
{ip_address | hostname} CMMBO/I0B; TACACS cepBepoB.
[single-connection] port: (0..65535)/49; - ip_address — |P-aapec TACACS-cepBepa;
[port-number port] timeout: (1..30) cek; - hostname — ceteBoe nma TACACS-cepBepa;
[timeout timeout] [key secret_key: (0..128) - single-connection — B KaxXAblii MOMEHT BpeMeHN UMETb He
secret_key] [priority CMMBO/OB; bonblue ogHOro coeguHeHus Ana obmeHa AaHHbIMK C
priority] priority: (0..65535)/0; TACACS-cepsepom;
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encrypted tacacs-server
host {ip_address |
hostname} [single-
connection] [port-number
port] [timeout timeout]
[key secret_key] [priority
priority]

no tacacs-server host
{ip_address | hostname}

- port — Homep nopTa ans obmeHa AaHHbimu ¢ TACACS-cep-
BEPOM;

- timeout — WHTepBan OXMAaHWA OTBETA OT CepBepa;

- secret_key — Kntou4 ana ayteHTUOUKaUUM u wnudposaHua
Bcero obmeHa gaHHbimu TACACS;

- priority — npuoputeT ucnonb3oBaHua TACACS-cepsepa
(4em HUMKe 3HaYeHMe, TeM NpHopUTETHEE CEPBED);

- encrypted — 3HayeHue secret_key B 3aluMPpoBaHHOM BUAE.
B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout, se-
cret_key nna paHHoro TACACS-cepBepa MCMNONb3yHOTCA 3Ha-
YeHWA, HACTPOEHHbIE C NOMOLLbIO KOMAH/, YKa3aHHbIX HUXKe.

YpanaeT yKasaHHbIA cepBep W3 CMAMCKA WCNO/b3yeMmblxX
TACACS-cepseposB.

tacacs-server key key

encrypted tacacs-server
key key

no tacacs-server key

key: (0..128)
cMMBON0B/MNO
YMOTYAHMIO KoY —
nycras cTpoka

YcTaHaBAMBAET KJOY, UCMO/b3YyEMbIN MO YMOAYaHUIO, ANA
ayTeHTUdMKauMM U WndpoBaHUA Bcero obmeHa AaHHbIMU
TACACS mexay ycTpoincTBom u okpykeHuem TACACS;

- encrypted — 3HayeHue secret_key B 3aWwndpoBaHHOM BUAE.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

Ypanaet 3HaYeHUe no yMOAYaHUIO.

tacacs-server timeout
timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YCcTaHaBAMBAET MHTEPBAN OXMAAHWA OTBETa OT CepBepa, Uc-
NO/Ib3yeMblii MO YMONYAHMIO.

YCTaHOBWUTb 3HaYEeHME N0 YMOAYAHMUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);

3agaeT nHTepdeiic ycTpoiicTea, IP-aapec Kotoporo byaet uc-
No/Ib30BaTbCA MO YMOJ/IYAHUIO B KAaYeCTBe agpeca UCTOYHMKA
ana obmeHa coobuweHnamm ¢ TACACS-cepsepom.

no tacacs-server attributes
port {console | telnet |
ssh}

loopback_id | vlan vian id} group: (1..48)
no tacacs-server host YaanaeT uHtepoeiic yctpoincrsa.
source-interface
tacacs-server attributes Hactpowutb dopmat nons port.
port {console | telnet | Mcnonb3ytoTcsa cneaytowme wabnoHbl:
ssh} word - %n — HOMep TEeKyLLEen ceccuu;

word: (1..160) R CMM:OH o

CUMBOIOB

Ygaanute dopmart nons port.

KomaHObi pexcuma EXEC

Buna 3anpoca KomaHAHOM CTPOKM B pexxknme EXEC:

console#

Tabnunua 197 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show tacacs [ip_address |
hostname]

host_name: (1..158)
CMMBOJI0B

OTobparkaeT HACTPOIKY U CTaTUCTUKY AnA cepsepa TACACS+.
- ip_address — |P-appec TACACS+ cepBepa;
- hostname — nma cepsepa.

208 Ethernet-kommymamopei cepuli MES53xx, MES33xx, MIES35xx, MES23xx




DHELTEX

5.21.4 NMpomokon ynpaeneHus cemoio (SNMP)

SNMP — TexHosorua, npusBaHHas obecneunTb ynpaB/ieHWE W KOHTPOJ/Ib Hag, YCTPOWCTBaMM U
NPUNOKEHUAMM B CETU CBA3M NyTéM obmeHa ynpasasiowen WHOOPMALMEN MexKay areHTamu,
PacnoNOoXKeHHbIMU HA CETEBbIX YCTPOWCTBAX, U MeHedyKepaMu, Haxo4AWMMMUCA HA CTaHUMAX YNpaBieHus.
SNMP onpepenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOWMX CTAaHUMIN U 3N1€MEHTOB CeTU (rNaBHble
MaLUMHBbI, LWA3bl U MapLpPyTU3aTOPbl, TEPMUHANbHbLIE CEPBEpPbl), KOTOpble COBMECTHO obecneymBatoT
aAMWUHUCTPATUBHbIE CBA3M MEXKAY CETEBbIMM YNPaBAAIOWMMU CTAHUUAMMU U CETEBLIMM areHTamu.

KoMmyTaTopbl NO3BOAAIOT HACTpouTb paboTty npoTtokosa SNMP ana yaaneHHOro MOHMTOPMHIA U
ynpaB/aeHUA YyCTPOMUCTBOM. YCTPOMCTBO NoaaepKnBaeT npoToKobl Bepcnit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2a0baab6HoU KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaLmm:

console (config) #

Tabnnua 198 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeH
ue no
YMOAYAHUIO

Aelicmeue

snmp-server server

no snmp-server server

Mo ymonyaHuio
noaaepka
npoTokona SNMP
OTK/IloYeHa

BkaounTtb noaaepKky npotokona SNMP.

OTKANtoYaeT nogaepKKy npotokosa SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name]

snmp-server commu-
nity-group community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress] [mask mask | prefix
prefix_length]

encrypted snmp-server
community encrypted_com-
munity [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name]

encrypted snmp-server
community-group en-
crypted_community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress] [mask mask | prefix
prefix_length]

community: (1..20)
CMMBOJIOB;
encrypted_commun
ity: (1..20)
CMMBO/I0B;
dopmat
ipv4_address:
A.B.C.D;
dopmat
ipv6_address:
XX XXX
dopmart
ipv6z_address:
X:X:X:X::X%<ID>;
mask: —
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBO/I0B;
group_name: (1..30)
CMMBOIOB

YcTaHaBAMBaET 3HaYeHWe CTPOKM coobLiecTa A4 0bmeHa faH-
HbIMK no npotokony SNMP.

- community — cTpoKa coobuiectBa (naponb) gaa foctyna no
npotokony SNMP;

- encrypted — 3azaTb CTPOKY coobuiecTBa B 3aWIMPPOBAHHOM
BUAE;

- r0 — [OCTYN TONbKO A1 YTEHUS;

- rW — [J0CTyNn ANS YTEHMA U 3anucu;

- SU — A0CTYN agMUHUCTPATOPA;

- view_name — onpegenaeT uma ana npasuna o6ospeHns SNMP,
KOTOpOe A0/1KHO OblTb NpeABapuUTENbHO onpeaeneHo ¢ NoOMo-
Wblo KOMaHAbl snmp-server view. Onpeaenset obbeKTbl, A0-
CTynHble coobuiecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-aapec ycTpoit-
CTBa;

- mask — macKa agpeca IPv4, koTopas onpeaenset, Kakue buTbl
aapeca UCTOYHMKA MaKeTa CPaBHUBAOTCA C 3a4aHHbIM |IP-aape-
com;

- prefix_length — uncno 6uT, KOTOpble coCcTaBAAOT NpeduKc IPv4-
aapeca;

- group_name — onpeaensaer UMa rpynnbl, KOTOPOe AO0/KHO
6bITb NpeaBapuUTENbHO ONpeaeseHO C MOMOLLbI0 KOMaHAb!
snmp-server group. Onpeaenser 06beKTbI, JOCTYMNHble coobLLe-
cTBY.
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no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_ad-
dress]

no encrypted snmp-server
community community
[ipv4_address | ipv6_ad-
dress | ipv6z_address]

Ypanaet napameTpbl 418 CTPOKU cooblecTsa.

snmp-server view
view_name OID {included |
excluded}

no snmp-server view
viewname [0OID]

view_name: (1..30)
CMMBOJIOB

Co3paeT uam pegaktupyeT npasuno obospenus ans SNMP —
paspelaolee NpaBuao, NMMH6oO orpaHuuMBatoLLee cepsepy-060-
3pesaTento goctyn K OID.

- OID — npeHTudUKaTop obbekTa MIB, NnpeacTaBneHHbIV B BUAE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXeT BK/IOYaTb B cebs
3ape3epBUpPOBaAHHbIE C/I0BA, Hanpumep: system, dod). C nomo-
Wblo cMMBONA * MOXHO 0603HAUYUTL CEMENCTBO NOAAEPEBbLEB:
1.3.*%.2);

- include — OID BkntoyeHa B NpaBuIo aaa 0603peBaHus;

- exclude — OID ncknoyeHa 13 npasuna gns 0603peBaHus.

Ypansaet npasuio ob6o3peHus ans SNMP.

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [no-
tify notify_view]} [read
read_view] [write
write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name:
(1..30) cumBonos;
notify_view: (1..32)
CMMBOJIOB;
read_view: (1..32)
CMMBO/IOB;
write_view: (1..32)
CUMBOJI0B

Cozpaet SNMP-rpynny nau Tabnaunyy cootsetctenini SNMP-nosb-
3oBaTesieit n npasua 0603peHunin SNMP.

-vl,v2,v3 — SNMP v1, v2, v3 moaenb 6esonacHocTH;

- noauth, auth, priv — Tun ayTteHTMdUKauumM, UCNoNb3yembii
npotokonom SNMP v3 (noauth — 6e3 ayTeHTUdMKaumm, auth —
ayTeHTUdUKaumAa 6e3 wudposaHusa, priv. — ayTeHTUPUKaLma ¢
wndposaHuem);

- notify_view — umsa npasuna 0603peHnA, KOTOPOMY paspeLlleHo
onpegenatb coobweHns SNMP-areHta — inform u trap;

- read_view — umsa npaBuaa obo3peHnn, KOTOPOMy paspelleHo
TONIbKO UTeHue cogepkmmoro SNMP-areHTa KoMMyTaTopa;

- write_view — ums npasuia 0603peHuns, KOTOPOMy paspeLleHo
BBOAMTb [JaHHble W KOHOUrypuposaTb cogepkumoe SNMP-
areHTa KommyTaTopa.

Ypanaer SNMP-rpynny

snmp-server user
user_name group_name {v1
| v2c | v3 [remote
{ip_address | host}]}

no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address |
host}1}

user_name: (1..20)
CMMBOJIOB;
group_name:
(1..30) cumBonoB

Cospaet SNMPv3-nonb3oBartens.
- user_name — WUMsA NoNb30oBaTeNs;
- group_name — UM rpynnbl.

Ypanaetr SNMPv3-nonb3oBaTensa.

snmp-server filter
filter_name OID {included |
excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CMMBOJI0B

Cospaet unun pepaktupyet npasuno SNMP-ounbTpa, KoTopoe
nossonneT ¢puabTposaTb inform u trap-coobuweHns, nepesasae-
mble SNMP-cepsepy.

- filter_name — nma SNMP-dunbTpa;

- OID — npeHTnduKaTop obbekTa MIB, NnpeacTaBneHHbIN B BUAE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, moOXKeT BK/AOYaTb B cebs
3apesepBMpoOBaHHble €10Ba, Hanpumep: system, dod. C nomo-
Wb CUMBOJIA * MOXHO 0603HaUYWNTb CEMENCTBO NoAAEepPeBbEB:
1.3.%.2);

- include — OID Bk/toYeHa B NpaBMao GUAbTPALMMK;

- exclude — OID vckntoyeHa 13 npasuna ¢punbTpauun.

Ynansaet npasuao SNMP-¢unbtpa.
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snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs] [version
{1 | 2c | 3 {noauth | auth |
priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs]

hostname: (1..158)
CUMBOJIOB;
community: (1..20)
CMMBOJIOB;
username: (1..20)
CUMBOJI0B
port:
(1..65535)/162;
filter_name: (1..30)
CMMBOJIOB;
seconds:
(1..300)/15;
retries: (0..255)/3

Onpefenaer HACTPOMKKM Ana nepepayn coobuieHuit ysegome-
Hua inform u trap SNMP-cepsepy.

- community — cTpoka coobuwecrtsa SNMPv1/2c ans nepeaayu
co0bLLeHNI yBEAOMNEHMS;

- username — vms nonbzosatena SNMPv3 gns ayTeHTUdUKaLMY;
- version — onpegenat Tun coobueHunin trap — trap SNMPv1,
trap SNMPv2, trap SNMPv3;

- auth — yKa3blBaeT NoA/IMHHOCTb NaKeTa 6e3 wudposaHus;

- noauth — He yKa3bIBaeT NOANMHHOCTb NaKeTa;

- priv — yKa3sbIBaeT NOA/IMHHOCTb NaKeTa ¢ WndpoBaHUEM;

- port — UDP-nopt SNMP-cepsepa;

- seconds — nepuoga, OXXnaaHUA NOATBEPKAEHMI Nepes, NOBTOP-
HoOM Nnepeaayeit coobuweHui inform;

- retries — KONMYECTBO NOMbITOK Nepegayn coobuieHnit inform,
npv OTCYTCTBMM UX NOATBEPIKAEHMA.

Yaanaer HacTPOMKM ANA nepefayn coobuieHnin yBegomaeHus
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid
local

engineid_string:
(5..32) cumBonoB

Co3spaeT uaeHTUOUKaTop JoKanbHoro SNMP-ycTpoiictBa —
enginelD.

- engineid_string — nma SNMP-ycTpolicTBa;

- default — npu ncnonbsoBaHnn gaHHoOM HacTpoiiku engine ID 6y-
OeT aBTOMATUYeCKM co3aaH Ha ocHose MAC-aapeca ycTpolicTBa.

YpanaeT uaeHtudukatop nokanbHoro SNMP-yctpoiictBa —
engine ID

snmp-server
source-interface {traps |
informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no snmp-server
source-interface [traps |
informs]

vlan_id: (1..4094);
gi_port:
(1..8/0/1..48);
te_port:
(1..8/0/1..24);
fo_port:
(1..8/0/1..4);
loopback_id: (1..64)
group: (1..48)

3apaeT mHTepdeic yctpoictea, IP-agpec Kotoporo byaer uc-
No/ab30BaTbCA MO YMONYAHUIO B KaUeCcTBe afpeca UCTOYHUKA A5
obmeHa coobueHnammn ¢ SNMP-cepsepom.

YaanaeT uHtepoenic ycTponcTea.

snmp-server
source-interface-ipvé6 {traps
| informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no snmp-server
source-interface-ipvé6 [traps
| informs]

vlan_id: (1..4094);
gi_port:
(1..8/0/1..48);
te_port:
(1..8/0/1..24);
fo_port:
(1..8/0/1..4);
loopback_id:
(1..64);
group: (1..48)

AHanorn4Ho ana IPve.

YaanaeT untepoeic yctponcrea.

snmp-server engineid
remote {ipv4_address |
ipv6_address | hostname}
engineid_string

no snmp-server enginelD
remote {ipv4_address |
ipv6_address | hostname}

hostname: (1..158)
CMMBOJIOB;
engineid_string:
(5..32) cumsonos

Cospmaet wupeHtTUduKatop ypaneHHoro SNMP-ycTpoitctBa —
engine ID.
- engineid_string — npeHTudmKaTop SNMP-ycTpoiicTsa.

Ypanaer uaeHtudukatop yaaneHHoro SNMP-ycTpoiictBa —
engine ID.

snmp-server enable traps

no snmp-server enable
traps

—/BKAIOYEHO

BkntouaeT nogaepkky SNMP trap-coobuieHuit.

OTkAtoyaeT noaaep:kky SNMP trap-coobuieHuii.
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snmp-server enable traps
authentication

BkntoyaeT oTnpasky SNMP trap-coobuieHunit npy HeyaauyHoM no-
NbITKe ayTeHTUdUKaLUH.

—/BKAIOYEHO
no snmp-server enable OTkntoyaeT oTnpaKy SNMP trap-coobuieHuni.
traps authentication
snmp-server enable traps BkntouaeT oTnpaKy SNMP trap-coobuieHunin:
[erps | link-status] - erps npoToKona ERPS;

- link-status — cocToaHMA NHTEpPENCHbIX TMHKOB.

—/BKAKOYEHO -
no snmp-server enable OTkAtoyaeT otnpasky SNMP trap-coobuueHnii:
traps [erps | link-status] - erps npoTtokona ERPS;

- link-status — cocToAHUA NHTepdeENCHbIX TMHKOB.

snmp-server enable traps BkntouaeT otnpaBky SNMP trap-coobuieHunii Npu U3MeHeHUN co-
flex-link —/ BKNIOYEHO cToaHus napsol flex-link nntepdelicos.
no snmp-server enable OTKAto4aeT otnpasky SNMP trap coobLuieHuit Npu U3MeHeHUM co-
traps flex-link cToaHusa napsol flex-link-nHtepdelicos.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobueHuin npyu M3meHeHun B
mac-notification change Tabanue nsydeHHbix MAC-agpecos.
no snmp-server enable —/oTK/II04eHO Otkntovaet otnpaBky SNMP trap-coobueHunin npy nsmeHeHumn B
traps mac-notification Tabnvue nsyyeHHbix MAC-agpecos.
change
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobueHuii npu obHapyeHumn
mac-notification flapping dnannmHra MAC-agpecos.
no snmp-server enable —/BK/IIOYEHO OTkntoyaeT oTnpaBKy SNMP trap-coobuieHnit npyu o6HapyKeHnn
traps mac-notification dnannuHra MAC-agpecos.
flapping
snmp-server enable traps BkatouaeT otnpasky SNMP trap-coobuieHunin npotokona OSPF.
ospf

—/BKAKOYEHO —
no snmp-server enable OTkntovaeT oTnpasKy SNMP trap-coobuieHni.
traps ospf
snmp-server enable traps BkntouaeT otnpasky SNMP trap-coobuieHuii npotokona OSPF
ipv6 ospf (IPv6).

—/BKAtOYEHO =
no snmp-server enable OTkntovaet otnpasky SNMP trap-coobLueHui.
traps ipv6 ospf
snmp-server enable traps BkntoyaeT otnpaBky SNMP trap-coobuieHuii npu JOCTUXKEHUU
dhcp-snooping limit clients npeaenbHoro KoanvecTsa nogkaodeHHbix DHCP-kaneHTOB.
no snmp-server enable —/oTK/I04eHO OTkAtoyaet otnpasky SNMP trap-coobLueHni.
traps dhcp-snooping limit
clients
snmp-server trap PaspelwaeT nepenaBaTtb COObLEHNA trap cepBepy, KOTOPbIM He
authentication npowen ayteHTUdMKaumio.

—/paspeleHo -
no snmp-server trap 3anpelaeT nepenaBatb coobLieHUA trap cepsepy, KOTOPbIN He
authentication npowen ayteHTUdMKaLmio.
snmp-server contact text text: (1..160) OnpegenseT KOHTAKTHY MHPOPMALMIO YCTPONCTBA.
no snmp-server contact CMMBOJ10B YaanaeT KOHTAaKTHY0 MHPOpMaLumto yCTpoicTBa.
snmp-server location text text: (1..160) Onpegenaet MHGOPMALMIO O MECTOMNONONKEHNM YCTPOMCTBA.
no snmp-server location CMMBOJI0B YaanaeT UHPOpPMaLMIo O MECTOMONOMKEHUN YCTPOMCTBA.

snmp-server set
variable_name namel
valuel [name2 value2 [...]]

variable_name,
name,
value goMKHbI
3a4aBaThCA B
COOTBETCTBUM CO

Mo3BonAeT yCTaHOBUTb 3HAYeHMA NepemMeHHbIX B 6ase AaHHbIX
MIB kommyTaTopa.

- variable_name — nmsa nepemeHHoW;

- name, value — napbl COOTBETCTBMIN UMA — 3HAYeHMe.

cneuunoukaumei
snmp-server enable traps BkntouaeT otnpasky SNMP trap-coobuieHunii o cpabaTtbiBaHMM MO-
cpu notification pora 3arpysku CPU.
no snmp-server enable —/oTknioveno OTkntoyaet otnpasky SNMP trap-coobuueHuii o cpabaTbiBaHUK
traps cpu notification nopora 3arpy3sku CPU.
snmp-server enable traps — JoTKlouEHO BkntoyaeT otnpasky SNMP trap-coobLuieHnii 0 BOCCTaHOBNEHUM

cpu recovery-notification

nopora 3arpy3sku CPU.
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no snmp-server enable
traps cpu recovery-
notification

Otkntoyaet otnpasky SNMP trap-coobuieHunii 0 BOCCTaHOBAEHUN
nopora 3arpy3sku CPU.

snmp-server enable traps
memory notification

BkntoyaeT otnpasky SNMP trap-coobuieHnin o cpabatbiBaHum no-
pora gna obbema cBobogHoOro mecta 8 RAM.

—/OTKAO4EHO -
no snmp-server enable Otkntoyaet otnpasky SNMP trap-coobuuieHuii o cpabaTbiBaHUK
traps memory notification nopora ana obbema ceobogHoro mecta B RAM.
snmp-server enable traps BkntouaeT otnpaBky SNMP trap-coobuieHuii 0 BOCCTaHOBAEHUMN
memory recovery- nopora a4na ob6bema csobogHoro mecta 8 RAM.
notification

—/OTKNIOUYEHO -
no snmp-server enable OTkAtoyaet otnpasky SNMP trap-coobuyeHuit 0 BOCCTaHOBAEHUM
traps memory recovery- nopora ana ob6bema csobogHoro mecta 8 RAM.
notification
snmp-server enable traps BkntouaeT otnpasky SNMP trap-coobuieHunit o cpabaTtbiBaHMM MO-
sensor notification pora Ana 3Ha4YeHWns 4aTYMKOB.

—/OTKAOYEHO -
no snmp-server enable Otkntovaet otnpasky SNMP trap-coobueHuii o cpabatbiBaHUM
traps sensor notification nopora 411 3HaYeHUs AaTYNKOB.
snmp-server enable traps BkntouaeT otnpasky SNMP trap-coobuieHunii 0 BocCcTaHOBAEHUMN
sensor recovery- nopora Anfa 3HayeHua NaTYNKOB.
notification

—/OTKNO4EHO —
no snmp-server enable Otkntovaet otnpasky SNMP trap-coobueHunit 0 BOCCTaHOBAEHUN
traps sensor recovery- nopora A8 3Ha4YeHUA JaTYNKOB.
notification
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobuieHnin o cpabatbiBaHuu no-
storage notification pora gns obbema cBO6OAHOrO MecTa Ha BCTPOEHHOM ¢new-na-

MATH.

—/OTKNO4EHO —
no snmp-server enable Otkntovaet otnpasky SNMP trap-coobueHuii o cpabaTbiBaHUK
traps storage notification nopora gns o6vema cB0604HOro MecTa Ha BCTPOEHHOW iel-na-

MATH.

snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobuieHnii 0 BocCTaHOBAEHWUM
storage recovery- nopora gns o6bvema cB0604HOro MecTa Ha BCTPOEHHOW pael-na-
notification MATH.

—/oTK/I04eHO

no snmp-server enable
traps storage recovery-
notification

OTkntovaeT otnpasky SNMP trap-coobLueHunii 0 BOCCTaHOBIEHUM
nopora gns ob6bvema cB0604HOro MecTa Ha BCTPOEHHOW dael-na-
MATH.

snmp-server
description description

no snmp-server description

description: (1..160)
CUMBOJIOB;

M3meHseT 3HauyeHue nona sysDescr ana sHewHero SNMP 3a-
npoca.

BosBpawiaeT gedpontHoe 3HaueHune nona sysDescr.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepoderica Ethernet:

console (config-if) #

Tabnnua 199 — KomaHgb! pexkuma KoHdurypaumm nHtepdeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aeilicmeue

snmp trap link-status

no snmp trap link-status

—/BKAIOYEHO

BkntouaeT otnpasky SNMP trap-coobuieHnit npu nsmeHeHum
COCTOAHMA HacTpaMBaemMoro nopTa.

BbikntoyaeT otnpasky SNMP trap-coobuieHunit npu nsmeHeHum
COCTOAHMA HacTpaMBaemMoro nopTa.
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KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnmua 200 — KomaHapl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aeiicmeue

show snmp

MokasbiBaeT ctatyc SNMP-coegmHeHU.

show snmp enginelD

MoKasbiBaeT uaeHTUdUKaTop NoKanbHoro SNMP-ycTpoiicTea
— enginelD.

show snmp views
[view_name]

view_name: (1..30)
CUMBO/IOB

Moka3biBaeT npasuia 0603peHna SNMP.

show snmp groups

group_name: (1..30)

MokasbiBaeT SNMP-rpynnbi.

[group_name] CMMBO/OB
show snmp filters filter_name: (1..30) MokasbiBaeT SNMP-bunbTpbI.
[filter_name] CMMBO/IOB

show snmp users
[user_name]

user_name: (1..30)
CMMBO/IOB

MokasbiBaeT SNMP-nonb3oBatenei.

5.21.5 NMpomokon yoanéHHo2o moHumopuHaa cemu (RMON)

MpoTokon MmoHuTOopuHra cetn (RMON) sBnsetca pacwupeHuem npoTokona SNMP, nossonss
npeaocTaBuTb 6oee WMPOKME BO3MOKHOCTM KOHTPOA ceTeBoro Tpadmka. Otanume RMON ot SNMP coctout
B XapaKTepe cobnpaemon nHbopmauumnm — gaHHble cobmpaemble RMON B nepByto ouepesb XapaKTepusyoT
Tpaduk mexay ysnamm cetu. MHPopmauma, cobpaHHas areHToM, nepesaeTca B NPUIOXKEHME ynpaBaeHus

CceTblo.

KomaHObI pexcuma 2a06anabHol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 201 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

rmon event index type
[community com_text]
[description desc_text]
[owner name]

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CMMBO/IOB;
desc_text: (0..127)
CUMBOJIOB;
name: cTpokKa

no rmon event index

HactpaunBaeTt cobbiTvA, UCNoNb3yemble B CUCTEME yAaNeH-
HOrO MOHWUTOPUHTrA.

- index — nHAaeKc cobbiTus;

- type — TN yBeLOMIEHUA, FeHEePUPYEMOro YCTPOMCTBOM MO
3TOMY CObbITUIO:

none — He reHepMpPoOBaTb YBEAOMNEHUSA,

log — reHepupoBaTh 3anuch B Tabaunue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabauue U OTCbINATbL
SNMP trap;

-com_text — cTpoka coobuwectea SNMP ans nepecbiiku
trap;

- desc_text — onucaHue cobbiTuA;

- name — “ms co3aaTensa cobbiTua.

Ypanaet C06bITVIe, ncnonblyemoe B CUCTEME yaa/leHHOro
MOHUTOPUHTIa.
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rmon alarm index mib_ob-
ject_id interval rthreshold
fthreshold revent fevent
[type type] [startup direc-
tion] [owner name]

index: (1..65535);
mib_object_id:
KoppeKTHbIn OID;
interval:
(1..2147483647) cek;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoka

HacTpaunBaeT ycnoBus Bblgaum aBapuiiHbIX CUTHANOB.

- index — MHAEKC aBapuItHOro cobbiTus;

- mib_object_id — naeHTUdUKaTOP NepemMeHHOM YacTu 06b-
ekTta OID;

- interval — nHTepBasn, B Te4eHWE KOTOPOro AaHHble OTOupa-
IOTCA M CPaBHMBAIOTCA C BOCXOASALLEN U HUCXOAALLEN rpaHu-
uamu;

- rthreshold — Bocxopsuwan rpaHuLa;

- fthreshold — HucxopAwWan rpaHNLa;

- revent — nHAeKc cobbITUA, KOTOPOE MUCMNONb3yeTCA NpU ne-
peceyeHnn BOCXOAALLEN rPaHMLbl;

- fevent — nHpEKc cobbITUA, KOTOPOE UCMONb3YeTCA NpU ne-
peceyeHUn HUCXOAALLLEN rpaHmnLbl;

- type — meToa 0T60pa YKa3aHHbIX MepeMeHHbIX U noacyeTa
3HaYeHuA AN CPAaBHEHUA C rPaHMLAMMU:

Metog absolute — abcontoTHoe 3HaueHue BbIGpaHHOM nepe-
MeHHOW ByaeT cpaBHEHO C rpaHuLen Ha KoHue uccnepye-
MOFO MHTepBana;

MeTtog delta — 3HaueHune BbIGpaHHOM NepeMeHHOW Npu no-
cnegHem oTbope 6yAeT BbIMTEHO M3 TEKYLLEro 3HaYeHUs U
pasHuLa byLeT cpaBHEHA C rPaHMLLAMU (pa3HULLA MeXKaY 3Ha-
YEeHUAMU NepemMeHHOM B KOHLLe M B Hayase KOHTPOJIbHOro
WHTepBana);

- startup — MHCTPYKUMA ANnA reHepaLmm cobbiTUIA Ha NepBoM
KOHTPO/IbHOM MHTepBane. OnpeaenseT npasuia reHepauum
aBapUIHbIX COObITUI AN NepBOro KOHTPO/IbHOFO MHTepBana
nyTem cpaBHeHMA oTOBpaHHOW NepemeHHOW C ogHOoM, Anbo
obenmu rpaHnLamm:

no rmon alarm index

- rising — reHepu“poBaTb eaUHUYHOE aBapuitHoe cobbiThe No
BOCXOAALLEN TpaHWULe, ecin 3HauYeHWe OoTobpaHHOW nepe-
MEHHOM Ha NepBOM KOHTPOJIbHOM UHTepBase 6osblie 1Mbo
paBHO 3TOM rpaHuLe;

- falling — reHepupoBaTb eamMHMYHOE aBapuiiHoe cobbiTve
No HUCXOAALLEN rpaHuLLe, eCv 3HaYeHe oTobpaHHOW nepe-
MEHHOM Ha NepBOM KOHTPOJIbHOM MHTepBasie MeHbLle IM60
paBHO 3TOM rpaHuLe;

- rising-falling — reHepupoBaTb eguHUYHOe aBapwuiiHoe Cco-
6bITME MO BOCXOAALLEN WU/UAN HUCXOZALLEN FpaHuLe, ecin
3HayeHne oTo6PaAHHON NepeMeHHOW Ha NepBOM KOHTPOJIb-
HOM WHTepBasie 6onblie MO0 paBHO BOCXOAALLEN rpaHMLLEe
n/Mnn meHblie NM60o PaBHO HUCXOASALLEN rpaHuLE;

- owner — Mms co3gaTena aBapuinHoro cobbiTus.

Ypanaer ycnosue Bblgaun aBapuinHbIX COBbITUIA.

rmon table-size {history
hist_entries | log log_en-
tries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3apaeT makcuMasnbHbI pasmep RMON-Tabanu,.
- history — makcrmanbHoe Koan4ecTBo CTPOK B Tabauue uc-
Topwu;
- log — makcMmanbHOe KoNMYecTBo CTPOK B Tabauue 3anu-
celt.
3HaueHue BCTYNUT B CUIY TOJIbKO Noc/e nepesa-
o rpy3Ku1 yCTPOMCTBa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (QuanasoHa uHmepagelicos) Ethernet, uHmepgelica

epynnel nopmos

Bua 3anpoca KomaHAHOW CTPOKK B pexkmme KoHpurypaummn nutepdeica Ethernet, nntepdeitca rpynnoi
NopTOB:

console (config-if) #
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Tabnnua 202 — KomaHab! pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl nHtepdelicos

3HayeHue/3HayeHue
no ymon4aHuio

KomaHoa

Aelicmesue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval in-
terval]

index: (1..65535);
name: (0..160)
CMMBO/I0B;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

no rmon collection stats in-
dex

BkstovaeT dopmupoBaHMe MCTOPUM MO Fpynnam CTaTUCTUKK
ana 6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPWHTa.

- index — nHpEKc Tpebyemol rpynnbl CTaTUCTUKY;

- name — BnageneLw, rpynnbl CTaTUCTUKK;

- bucket_num — 3HaueHwue, accoLuMMpyemoe C KOIM4eCTBOM
AYeeK AnA cbopa UCTOPUM MO rpynne CTaTUCTUKK;

- interval — nepwopg, onpoca gns $opmMUPOBaHUA UCTOPUN.

BblkntouaeT GopmMpoBaHME UCTOPUM MO rpynnam cTaTtu-
CTUKM gnA 6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPMHTa.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabanua 203 — KomaHgb! pexkmuma EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

show rmon statistics {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3biBaeT cTaTUCTUKY UHTepdelica Ethernet, nnbo rpynnoi
NoOpTOB, NCNO/Ib3YEMYIO ANA YAANIEHHOTO MOHUTOPUHIA.

OTtobparkaeT uHbOpmaLMio NO 3anpalinBaembim rpynnam
CTaTUCTUKM.

show rmon history index
{throughput | errors |

other} [period period] index: (1..65535);

period:
(1..2147483647) cek

MokasbiBaeT uctoputo Ethernet ctatuctukn RMON.

- index — 3anpolueHHan rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT cYETYMKKU NPOM3BOAUTENLHO-
cTM (nponyckHow cnocobHocTH);

- errors — roKasblBaeT CHETYMKM OLLIMOOK;

- other — nokasbiBaeT cYeTYMKM 0BPLIBOB U KONNUZUIA;

- period — NoKa3blBAeT UCTOPMIO 33 3aNPOLLEHHbIV Nepuos,
BPEMEHM.

show rmon alarm-table —

MoKa3blBaeT CBOAHYIO TabauLy aBapuiiHbIX COBLITUNA.

show rmon alarm index
index: (1..65535)

MoKa3biBaeT KOHOUIypaLMIO HACTPOMKM aBapUHbIX CObbI-
™R.
- index — MHAEKC aBapuitHOro cobbITuA.

show rmon events

MoKasbiBaeT Tabauuy cobbITUIN yaaneHHOrO MOHWTOPWHIA
RMON.

show rmon log [index]
index: (0..65535)

MoKasbiBaeT Tabauuy 3anuceit yaaneHHOro MOHUTOPWHrA
RMON.
- index — nHaeKc cobbITuA.

[pumepbl 8bINOAHEHUS KOMAHO

= [lokasaTb cTaTucTUKy 10 nHTepdeica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10
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Port te0/10

Dropped: 8

Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: 0
Undersize Pkts: 0 Oversize Pkts: 0
0 Jabbers: 0

98 65 to 127 Octets: 0

Fragments:
64 Octets:

128 to 255 Octets:
512 to 1023 Octets:

0 256 to 511 Octets: O
491 1024 to 1518 Octets: 389

Tabanuya 204 — OnucaHne pe3ynbTaTos

Mapamemp OnucaHue

Dropped KonunuecTBo 3aeTEKTUPOBAHHbIX COOLITUIM, KOraa nakeTbl bl OTOPOLLEHDI.

Octets Konunuectso 6anT gaHHbIX (BKAOYan 6aliTbl NAOXMX NAKETOB), MPUHATBLIX U3 CETU (UC-
Kntoyasn pperimoBble 6UTbI, HO BKIOYAA BUTbI KOHTPOSIBHOM CyMMbl).

Packets KonnyecTBo NpUHATLIX MAaKeTOB (BK/IOYAsA MIOXME, LUMPOKOBELLATe/IbHbIe U MHOT0a/-
pecHble NaKkeTbl).

Broadcast Ko/iMyecTBo NPMHATLIX LWMPOKOBELLATE/IbHBIX NAKETOB (TO/IbKO KOPPEKTHbIE NAKETbI).

Multicast Ko/IMyecTBO NpMHATLIX MHOTOA4PEeCHbIX MaKeTOB (TONIbKO KOPPEKTHbIEe NaKeTbl).

CRC Align Errors

KonnuyecTso NpuMHATLIX NaKeToB A/ANHOM OT 64 A0 1518 6aiT BKAKOYUTENIBHO, UMEIOLLUX
HEBEPHYI0 KOHTPOJIbHYO CYMMY IMBO C LLe/IbIM YNCOM BalT (OLWMOKM NPOBEPKM KOH-
TponbHoM cymmbl — FCS), nnbo ¢ HeuenbiMm Yncnom 6aiT (OWMBKN BbIpaBHUBAHUA —
Alignment).

Collisions

OueHKa KoM4YecTsa KoAuM3nii Ha gaHHom Ethernet cermenTe.

Undersize Pkts

KonnyecTso NPUHATbIX NAKeTOB AJMHON MeHblle 64 6aiT (McKaoyas dpeimosble
6UTbI, HO BKAKOYAA BUTbI KOHTPOABHOW CYMMbI), HO B OCTa/IbHOM MPaBWUIbHO CHOPMM-
POBaHHbIX.

Oversize Pkts

Konnuyectso NpuHATbIX NakeToB AnvMHOM 6onbwe 1518 6aiT (McKatoyaa ¢pperimoBsblie
6UTbI, HO BKAKOYARA BUTbI KOHTPOABLHOW CYMMbI), HO B OCTa/IbHOM MPaBWUAbHO chopmu-
POBaHHbIX.

KonnyectBo MPUHATLIX MAKETOB AJIMHOM MeHble 64 6aiT (McKntoyaa ¢peilmoBble
6UTbl, HO BK/OYanA BUTbI KOHTPOJIbHOM CYMMbI), UMEIOLLNX HEBEPHYHO KOHTPO/IbHYIO

Fragments N "
cymmy 6o ¢ uenbim ymcaom 6ainT (oWMOKKM NPOBEPKU KOHTPOIbHOM cymmbl — FCS),
nnbo ¢ Heuenbim Yncaom 6aiT (oWwmnbKK BbipaBHUBaHUA — Alignment).
Konnuyectso NpuHATbIX NakeToB AnvMHoW 6onblie 1518 6aiT (McKaoyaa GpperimoBblie
Jabbers 6UTbl, HO BK/ItOYAA BUTbI KOHTPOJIBHOM CYMMbI), UMEIOLLUX HEBEPHYHO KOHTPOJ/IbHYIO
cymmy 6o c¢ uenbim ymcaom 6aiT (oWMOKKM NPOBEPKU KOHTPOIbHON cymmbl — FCS),
nmbo c Heuenbim Ynciom 6ainT (oWwmMbKM BbipaBHMBaHMA — Alignment).
64 Octet Ko/iMyecTBo NpUHATLIX NaKeTOB (BKAKOYAA NAOXME NAKeTbl) AMHON 64 6aiTa (McKAto-

Yyas ¢peitmoBble BUTbI, HO BKIOYAA BUTbl KOHTPOIbHOM CYMMbl).

65 to 127 Octets

KonnuyecTBo NpMHATLIX NaKeToB (BK/to4Yan naoxme nakeTbl) AAMHOM OT 65 go 127 6ant
BK/IIOUNTE/IBHO (MCKAtoYan dpeirnmoBbie BUTbI, HO BKAOYAA BUTbI KOHTPOJIbHON CyMMbl).

128 to 255 Octets

Konnuectso NpuHATLIX NaKeToB (BKAtOYas Naoxme nakeTbl) 4nnHon ot 128 ao 255 6ant
BK/IIOUNTE/IbHO (MCKAtoUYan ppeinmoBble 6UTbI, HO BKAOUYAA BUTbI KOHTPOIbHOM CyMMbl).

256 to 511 Octets

KonnuyecTso NpuHATLIX MaKeToB (BK/tOYas NAOXME NaKeTbl) AnHoM oT 256 go 511 6ant
BK/IIOUNTE/IBHO (MCKAtoYan dpeinmoBbie BUTbI, HO BKOYAA BUTbI KOHTPOJIbHON CyMMbl).

512 to 1023 Octets

Konnuyectso NPUMHATLIX NaKeToB (BK/Ako4aa Naoxue nakeTbl) AAnHOM oT 512 go 1023
6aiT BKAOUMTENbHO (UCKNtoYasa dppelimoBble BUTbI, HO BKAOYaA GUTbI KOHTPO/bHOM
CYMMBbl).
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1024 to 1518 Octets

Ko/imyecTBo NpMHATLIX MaKeTOB (BKAOYAA Naoxue nakeTsbl) gnnHoi ot 1024 go 1518
6aiT BKAOUMTENbHO (MCKNtoYasa ppelimoBble BUTbI, HO BKAKOYAs BUTbI KOHTPOAbHOM
CYMMbl).

MNMoKasaTb MHPOPMALMIO MO FPYNNaM CTaTUCTUKM 44 nopTa 8:

console# show rmon collection stats tengigabitethernet 1,/0/8

Index Interface Interval Requested Samples Granted Samples Owner
1 te0/8 300 50 50 Eltex
Tabnumua 205 — OnuncaHune pesybTaToB
Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOULMPYIOLLNIA 3aMNCh.
Interface Ethernet-uHtepdeiic, Ha KOTopom 3anyLLeH onpoc.
Interval NHTepBan B CEKyHAAX MeXxay onpocamu.

Requested Samples

3anpoLeHHoe KOIMYEeCTBO OTCHETOB, KOTOPOE MOMKET 6bITb COXpaHeHo.

Granted Samples

PaspeweHHoe (OCTaBLLIEECﬂ) KO/IN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Owner

Bnageneu aaHHOM 3anucu.

lMoKa3aTb cHeTUMKH ﬂpOHYCKHOﬁ CHOCO6HOCTM,QHHprﬂﬂbICTaTMCTMKM 1:

console# show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: giO/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnnua 206 — OnucaHue pesynbTaTos
Mapamemp OnucaHue
Time [aTta v Bpema co3gaHma 3anucu.
Octets Konnuectso 6aiT AaHHbIX (BKAKOYAA 6ANTbI NIOXMX NAKETOB) NPUHATLIX U3 CETU (UCKAIO-
Yyas ppeimoBble BUTbI, HO BKIOUYAA BUTbl KOHTPOJIbHOM CYMMbl).
Packets Konnuyectso NpuHATbIX NaKeToB (BKAlo4an Naoxue nakeTtbl) B TeueHne nepuoaa bopmu-
poBaHMA 3anucu.
Broadcast KoanyecTBo NPMHATBLIX XOPOLIKUX NAaKETOB B TeYeHMe nepmnoga GopmmMpoBaHua 3anmncu
HanpaBJ/IeHHbIX Ha LWMPOKOBELLaTebHbIE agpeca.
Multicast KonnyecTBo NpUHATLIX XOPOLLMX MAaKeToB B TeyeHue nepnoga GopmMmnpoBaHMa 3anmncu
HanpaB/IEHHbIX HA MHOroagpecHble agpeca.
OueHKa cpegHel NponycKHOM cnocobHOCTU GpU3NYECKOro YPOBHA Ha AAaHHOM UHTEpP-
Utilization delice B TeyeHne nepmoga GbopMmmnpoBaHus 3anmcu. NponyckHas cnocobHOCTb OLEeHU-
BAETCA BE/IMYNHOMN A0 TbICAYHOM NPOLEHTa.
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Konnuyectso NpuHATbIX B Te4eHUe neproaa GopmMpoBaHMA 3aNnUCK NAKETOB AJIMHON OT
64 no 1518 6aiT BKAOUYMTENBHO, MMEIOLLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY nbo C

CRC Align , o
LeNbiIM YMcaom 6aiT (OWNBKM NPOBEPKU KOHTPOIbHOM cymmbl — FCS), anbo c Heue-
NIbIM ynciom 6ainT (oWwmnbKM BbipaBHUBaHUA — Alignment).

Collisions OueHKa KosimyecTsa KonM3uii Ha gaHHom Ethernet cermeHTe B TedeHme nepuoga ¢op-

MUPOBAHNA 3aMnUCK.

Undersize Pkts

KonnyecTso NpUHATLIX B TeYeHUe neprosa GopmMMpoBaHUA 3anNmncK NaKeToB AJMHOWM
MeHblle 64 6alT (McKntoyas dpelrimoBble BUTbI, HO BK/OYAA OWUTbl KOHTPO/bHOM
CYMMbl), HO B OCTa/lbHOM NPaBUAbHO CHOPMUPOBAHHDIX.

Oversize Pkts

KonnyectBo NpuHATLIX B TeueHne neprvoga GopMMPOBaHUA 3aMMUCK NAKeTOB AJIMHOM
6onble 1518 6aiT (Mckaovas dpelrimoBble 6UTbI, HO BK/IOYAA BUTbI KOHTPOJIBHOM
CYMMbI), HO B OCTa/IbHOM NPaBU/IbHO CHOPMUPOBAHHBIX.

KonnyecTso NpUHATLIX B TeYeHWe neprmosa GopmMMpoBaHMA 3aNncK NaKeToB AJIMHOWM
MeHblwe 64 6aiT (McKNouas ¢peimoBble BUTbI, HO BKAKOYAA 6UTbI KOHTPO/IbHOM

Fragments CYMMbl), UMEIOLMX HEBEPHYIO KOHTPOJbHYIO CyMMy MBO C uenbiM yucaom 6awt
(oWwmMBKM NpoBepKU KOHTPONIbHOM cymmbl — FCS), nMbo c Heuenbim ynuciom 6anT
(owmnbKM BbipaBHMBaHUA — Alignment).
Ko/iMyecTBo NpuHATLIX B TeYeHWe neprosa GopMMUPOBAHMUA 3aMMUCK NAKETOB AJIMHOM
6onbwe 1518 6aiT (Ucknovas dpermoBble BUTbI, HO BKAKOYAA BUTbI KOHTPOAbHOM

Jabbers CYMMbI), UMEIOWMX HEBEPHYID KOHTPOJbHYIO CyMMYy AMBO C LenbiMm ymuciom 6ant
(oWwmMbBKM NpoBepKU KOHTPONbHOM cymmbl — FCS), nMbo c Heuenbim ynuciom 6anT
(owmnbKM BbipaBHMBaHUA — Alignment).

Dropped KonunyecTBo 3a4eTeKTMPOBaHHbIX COObITUIA, KOrAa NakeTbl 6blIM OTOPOLLEHBI B TEYEHME

nepuoaa GopmmMpoBaHMna 3anucu.

= [loka3aTb CBOAHYIO TabMLYy CUFHANOB TPEBOTU:

console# show rmon alarm-table

Index OID

1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabanuya 207 — OnucaHue pesynbTaTos

Mapamemp

OnucaHue

Index

MHAEKC, YHUKaNbHO MAEHTUOULMPYIOLLMIA 3anucb

(0]]D]

OID KoHTpOnpyemoi nepeMeHHoM

Owner

MNMonb3oBartens, COS,D,aBLIJMVI 3anncob.

® [loKasaTb KOHOUIYpaLUMIO aBapPUMHbIX COBLITUIN C MHAEKcoMm 1:

console# show rmon alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

Interval:
Sample Type:
Startup Alarm:
Rising Threshold:
Falling Threshold: 78

delta
rising

8700000
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Rising Event:
Falling Event:
Owner: CLI

1

1

Tabanuya 208 — OnucaHne pe3ynbTaTos

MNapamemp

OnucaHue

OoID

OID KOHTPONUPYEMOI NepeMeHHON.

Last Sample Value

3HayeHve NnepemeHHON Ha NocaeaHEM KOHTPONbHOM MHTepBane. Ecan meTog otbopa
nepemeHHbIx absolute — 10 370 abcontoTHOE 3HAUYEHUE NepemeHHOM, ecnm delta — To
pasHULA MeXAY 3HAYEHUAMW NepeMeHHOM B KOHLLE M B HaYane KOHTPO/IbHOTO MHTep-
Bana.

Interval

MHTepBan B CEKYHAAX, B TEYEHME KOTOPOro AaHHble OTOMPAOTCA U CPaBHUBAKOTCA C
BEPXHEN U HUKHEN FpaHULAMM.

Sample Type

MeTog, oTb0opa yKasaHHbIX MEPEMEHHbIX U NOACYETa 3HAYEHUA ANA CPABHEHUSA C rpa-
Huuamu. MeTog, absolute — abcontoTHoe 3HaYeHWe BbIBPAHHOWN NepemeHHoMN byaeT
CpaBHEHO C rpaHu1LEel Ha KOHLEe nccieayemMoro uHtepeana. Metog delta — 3HaueHue
BbIBPaHHOM NepemeHHOM Npu nocieaHem oTbope ByaeT BbITEHO M3 TEKYLLErO 3Have-
HWA, M pa3HMLa ByaeT cpaBHEHa C rpaHMLaMM (PasHMLA MeXAY 3HaYeHUAMMU NepemeH-
HOI B KOHLLE M B Ha4a/ie KOHTPOLHOrO MHTepBana).

Startup Alarm

MHCTpYKUMA Ans reHepaumm cobbiTUA Ha NEPBOM KOHTPO/IbHOM MHTepBane. Onpese-
NAeT NpaBuia reHepauuun aBapuitHbix cobbITUIA ANA NEPBOro KOHTPOIbHOTO MHTEPBaa
nyTem cpaBHeHUA OTOBpaHHOW NepeMeHHol ¢ oAHON, IMbo 0bermu rpaHMLaMu.
rising — reHepupoBaTb egMHUYHOE aBapuiiHOe cobbiTME MO BOCXOAALLEN FpaHuLe,
ecnu 3HayeHne oTobpaHHOM NepemMeHHON Ha NepBOM KOHTPOIbHOM MHTepBase 60/b-
wem nMbo paBHOM 3TOW rpaHuLe.

falling — reHepupoBaTb egMHUYHOE aBapuiiHoe cobbiTe MO HUCXOAALLEN FpaHuLLE,
ecNn 3HayeHue OoTOBPaHHON MepeMeHHOM Ha MepBOM KOHTPOJAbHOM WHTepBane
MeHbLUe NMB0 paBHO 3TOW rpaHuLEe.

rising-falling — reHepupoBaTtb eaMHUYHOE aBapuitHoe cobbiTe No BoCcXxoaALLen u/uam
HUCXoAAWEN rpaHuLe, ecan 3HavyeHue OTObpaHHOM NepemeHHOlM Ha MepBOM KOH-
TPO/NILHOM MHTepBase 6onbLue NMBO PaBHO BOCXOAALLEN rPpaHULLE, /UNK MeHbLUIE TMBO
paBHO HUCXOAALLEN FpaHuLLe.

Rising Threshold

3HaueHMe BocxogAwen rpaHuubl. Korga 3HayeHWe oTobOpaHHON MepemMeHHOM Ha
npeablaywem KOHTPOJIbHOM MHTepBasie 6bI10 MeHblUe AaHHOM rPaHuLbl, @ Ha TEKy-
LLleM KOHTPO/JIbHOM WMHTepBane 60o/bluem AM60 PaBHOM 3HAYEHMIO FpaHULbl, TOraa
eaMHUYHOoe cobbITUe reHepupyeTcs.

Falling Threshold

3HayeHMe HUcxoaawen rpaHuupl. Koraa 3HadeHue oToBpaHHOM MepemMeHHON Ha
npeablaywem KOHTPO/IbHOM MHTepBane 6bi10 60blue AaHHOW rpaHuLbl, a Ha TeKy-
LLEeM KOHTPONbHOM WHTepBase MeHblue B0 paBHO 3HAYEHUIO rPaHKLbI, TOraa ean-
HWYHOE cobbITUe reHepupyercs.

Rising Event

MHAaeKc cobbITMA MCMO/b3YHOLLErocs, KOr4a BOCX0AALLAA rpaHnLLa nepeceyeHa.

Falling Event

NHAaekc cobbiTuA ncnonb3yroweroca, Korga HACXogAauwaa rpaHnua nepecevyeHa.

Owner

Monb3oBaTens, COSAaBLUMﬁ 3anucob.

= [lokasaTtb Tabamuy cobblTnin yaaneHHoro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
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Tabnnuya 209 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOMLMPYIOLWMIA COBbITUE.
Description KommeHTapuit, onucbiBaowWwmin cobbiTue.

Tun yBeJOMNEHUSA, FeHEPUPYEMOro YCTPOUCTBOM MO 3TOMY COBbITUIO:
none — He reHepMpoOBaTb yBEAOM/IEHUA,

Type log — reHepupoBaTh 3anuck B Tabauue,

trap — otcbinate SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabanue u otcbiiate SNMP trap.

Community Ctpoka coobuectsa SNMP ana nepecbiniku trap.

Owner Monb3oBaTenb, CO34aBLWNIA COBbITHE.

Bpems u paTta reHepupoBaHua nocneaHero cobbiTua. Ecn He 6bI10 creHepupoBaHo

Last time sent .
CcobbITUIA, TO 3TO 3HaYeHUe ByaeT paBHO HyAHO.

MNMokasaTtb Tabauuy 3anucelt yaganeHHoro moHutTopmHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

Tabnnua 210 — OnucaHue pesynbTaTos

Mapamemp onucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOULMPYIOLNIA 3aMNNCh.
Description KommeHTapuit, onvcbiBaloWwmn cobbiTue.

Time Bpemsa co3pgaHuna 3anucu.

5.21.6 Cnucku docmyna ACL dna ynpasneHusa ycmpolicmeom
MporpammHoe obecneyeHne KOMMYTAaTOPOB MO3BOMAET paspewnTb AN60 orpaHUYMTb AOCTyn K
YNpaB/IEHNIO YCTPOMCTBOM Yepes onpeaeneHHble nopTol v rpynnbl VLAN. a5 3ToM Uenun co3aatoTca CNMCKK

poctyna (Access Control List, ACL) ans ynpaBneHus.

' . ACL per VLAN paboTaeT ToNbKO B pexume «acl-sging»
L)

KomaHObI pexcuma 2a0baabHol KoOHu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaumm:

console (config) #
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Tabnnua 211 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

management access-list
name

no management access-list
name

name: (1..32) cumBona

Co3paeT cNuUcoK AoCTyna Ana ynpasnieHus. Bxog B pexum
KOHOUrypaumm cnucka AocTyna 1 ynpasaeHus.

YaanseT cnMCcoK AOCTyna AN YNpaBieHus.

management access-class
{console-only | name}

no management ac-
cess-class

name: (1..32) cumBona

OrpaHWMuMBaeT ynpas/ieHMe YCTPOMCTBOM MO onpeaeneH-
HOMy cnucky goctyna (access list). AKTUBMPYET yKa3aHHbIN
CMUCOK JoCTyna.

- console-only — ynpaBneHue YCTPOWCTBOM A[OCTYMHO
TO/IbKO C KOHCO/IN.

OTMeHsAeT orpaHUYeHMe Ha ynpasaeHue YCTPOMWCTBOM MO
onpeaeneHHoMy CnNMcKy aocTtyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka docmyna 014 ynpassaeHus

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXXMUME KOHPUIypaLmMm Cnncka 40CTyna ana ynpasaeHus:

console (config) # management access-list eltex manag
console (config-macl)#

Tabnnua 212 — KomaHabl perkMma KoHOUrypaumm cnmcka goctyna Ans ynpasaeHun

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

permit [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service ] [ace-
priority index]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3ajaeT paspellalollee ycnosue ANA  yNpaBAAloLero
Cnucka gocryna.

- service — Tvn gocryna.

- index — npuopuTeT Npasuna.

deny [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh);

3afaeT 3anpelialollee ycioBWe AN YNPABAAOLETO
CMUCKa JocTyna.

- service — Tun goctyna,

- index — npuopwuTeT nNpasuna.
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deny ip-source
{ipv4_address | index: (1..65535)
ibv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

remove ace-priority index index: (1..65535) YpanuTb ycnosue U3 cnMcka AocTyna.

KomaHOwbI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexnma Privileged EXEC:
console#

Tabanua 213 — KomaHgbl pexkuma Privileged EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmon4aHuio

show management access-

. name: (1..32) cumBona MokasbiBaeT cnucku goctyna (access list) ana ynpasnexums.
list [name] ( ) aoctyna ( ) ans ynp

show management ac- MokasbiBaeT MHPOpPMaLMo 06 aKTMBHbBIX CIMCKAX AOCTyna
cess-class (access list) ona ynpasnenwms.

5.21.7 Hacmpolika docmyna

5.21.7.1 Telnet, SSH, HTTP u FTP
[aHHble KOMaHAbl npegHasHayeHbl A/A HACTPOMKM CepBepoB [AOCTyna AnAa  yhnpaBfieHud
KommyTtaTtopom. Noaaepxka cepsepos TELNET n SSH kommyTaTopom no3sonAeT yaaneHHO NOAKN0HATLCA K

HeMy 418 MOHUTOPUHIA U KOHGUTYpauuu.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUIypaLumm:

console (config) #

Tabnnua 214 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
ip telnet server PaspeluaeT yaaneHHoe KOHGUTyprpoBaHue yCTPOUCTBa Yepes
Mo ymonyanutio Telnet Telnet.
no ip telnet server cepsep BKAOYEH 3anpelyaeT yaaneHHoe KOHUrypMpoBaHue ycTpoiicTBa Ye-
pes Telnet.
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ip ssh server

no ip ssh server

Mo ymonyanuio SSH
cepBep OTKIOYEH

Pa3speluaeT yaaneHHoe KOHGUryprpoBaHue yCTPONCTBa Yepes
SSH.
Mo Tex nop, NoKa KAy ana wudpoBaHUA He creHe-
pupoBaH, SSH-cepBep 6yaeT HaxoaUTbCA B pe3epse.
Mocne reHepauun Kaua (Mcnonbsyemble KOMaHAbI crypto
key generate rsa u crypto key generate dsa) cepsep nepeii-
Aet B pabouee cocTosHMe.

3anpelyaeT yaaneHHoe KOHPUrypupoBaHue yCTpoicTBa Ye-
pe3 SSH.

ip ssh port port_number

no ip ssh port

port_number:
(1..65535)/22

TCP-nopT, ucnonb3yemsbiii SSH-cepsepom.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

ip ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client source-in-
terface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3agaet nHtepdeiic ana SSH-ceccuin.

YpanaeT uHtepoeic.

ipv6 ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ipv6 ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3agaeT nHtepoeiic ana IPvé SSH-ceccui.

Ypanaer nHtepoeic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymonuyaHutio
MCMnosiib3oBaHMe
nyb6anYHoro Kaya
3anpelLleHo

PaspewaeT ncnonb3oBaHWe Ny6ANYHOrO KA4Ya AnA BXoAs-
wmx SSH-ceccum.

3anpewaeTt ucnonb3oBaHne Ny6ANMYHOrO KAKYa ANA BXOAA-
wmx SSH-ceccum.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des,
aes128,
aes192, aes256,
arcfour,
none)/paspeLueHsbl Bce
ANropuTMbIl, Kpome

3agaeT CNMCOK paspelleHHbIX anropuTMOB WndpPoBaHua Ans
cepsepa

BoccTaHaBnmBaeT cnucok pa3speweHHbIX aAropnuTmoB obmeHa
KNK4Yamu no ymon4aHuto

no ip ssh kex

dh-group1-shal)/
paspeLlueHbl Bce
meToapl

none
ip ssh kex methods methods: 3a4aeT CNUCOK paspeLleHHbIX MeTo40B 0bmeHa Katouamm gas
(dh-group-exchange- cepsepa
shal,

BoccTaHaBnMBaeT CNMCOK paspeLleHHbIX aNropuTMoB obmeHa
KNK4Yamun nNo ymon4aHuio

ip ssh password-auth

no ip ssh password-auth

Mo ymonyanuio
BKJ/IIOYEHO

BK/tOYEHME pexMma ayTeHTUdMKaALMK NO NApoo

OTK/OYeHME pexnma ayTeHTUOMUKaLMm No Napoio

crypto key pubkey-chain
ssh

Mo ymonyaHuio Kntou
He COo34aH

Bxopg, B peMm KOHOUrypauum nybaMYHOro Kntova.

crypto key generate dsa

leHepupyeT napy katoven DSA — yacTHbIV U NyBAMYHbIN ans
SSH-cepsuca.
Ecam xoTa 6bl 0AMH U3 Napbl KAKOYel yXKe co34aH, TO
V cUCTeMa NPeasIoXKUT Nepe3anncaTb KA.

crypto key generate rsa

FeHepupyeT napy Katodei RSA — yacTHbIM U Ny6AMYHBIA ans
SSH-cepsuca.
V Ecnu xoTa 6bl 04MH U3 Napbl KNtoveit yxKe co3aaH, To
cuMcTema NpPeasIoXKUT nepesanucatb KKou.

crypto key import dsa

MmnopTtupyet napy kntovein DSA
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encrypted crypto key im-
port dsa

- encrypted — B 3awmndposaHHOM BUAE.

crypto key import rsa

encrypted crypto key im-
port rsa

MmnopTtupyeT napy Katoueit RSA
- encrypted — B 3awmndposaHHOM BUAE.

crypto certificate {1 | 2}
generate

leHepupyeT SSL-cepTudmkar.

ip http server

no ip http server

Mo ymonyanuio HTTP-
cepBep BK/IOYEH

PaspelaeT yaaneHHoe KOHGUIypupoBaHMe yCTPoCTBa Yepes
web.

3anpelyaeT yaaneHHoe KOHUryprMpoBaHue yCTpoicTBa Ye-
pe3 web.

ip http port port

no ip http port

1..65535/80

3apaet nopt HTTP-cepsepa.

BoccTaHaBnvBaeT 3HayeHue no YMONYaHUIO.

ip http secure-server

no ip http secure-server

Mo ymonuyanuio HTTPS-
cepBsep BbIKAOYEH

Bkntouwaet HTTPS-cepsep.

Bbikntoyaet HTTPS-cepsep.

ip http timeout-policy sec-
onds [http-only | https-
only]

no ip http timeout-policy

seconds: (0..86400)/600

3agaet TarimayT HTTP-ceccum.

BoccTaHasnvBaeT 3HauYeHMe No YMOYaHUIO.

ip https certificate {1 | 2}

no ip https certificate

—/1

Onpegenset akTuBHbIN HTTPS-cepTudukar.

BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHUIO.

crypto certificate {1 | 2}
generate

crypto certificate {1 | 2} im-
port

no crypto certificate {1 | 2}

leHepupyeT SSL-cepTudmkar.

MmnopTtupyet SSL-cepTMdUKAT, Ha3HAYEHHbIN LLeHTPOM cep-
TMdUnKaumu.

BocctaHaBnusaeT SSL-cepTudumKaT No ymonyaHuo NS yKa-
3aHHOro cepTudmKaTa.

v/

KomaHObI pexcuma KoHgu2ypayuu nybauyHo20 Kar4va

BuAa 3anpoca KOMaHAHOWM CTPOKM B peXnume KOHPUrypaumm nybaMyHoro Katoua:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 215 — KomaHgbl pexkuma KoHPUrypauum nybanyHoro Katoya

Knioum, creHepupoBaHHble KOMaHgamu crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM A8 Nosb3oBaTens ¢aiie KOHGUrypauuu.

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

user-key username {rsa |
dsa}

username: (1..48)
CMMBOJIOB

no user-key username

Bxog, B peKMm co34aHusa MHAMBUAYaANbHOTO Myb6/MyHOro
KNtoya.

- rsa — co3gatb RSA-kntou;

- dsa — co3aaTb DSA-Kaou.

Ypanaet I'Iy6}1|/|"IHbII7I KNKY AnAa onpeaeneHHoro nonb3osa-
TenAa.

Bug 3anpoca KOM3H,EI,HOI‘;I CTPOKU B pexXXnume co3aaHuna nHaAnBmnayasabHOro I'IY6!'IVILIHOFO K/ao4a:

console# configure
console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx

225




HELTEX

Tabnnua 216 — KomaHgbl pexxuma co3gaHus UHANMBMAYANbHOTO Ny6ANMYHOrO KAtoua

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmesue

key-string

Co3paeT NnybAnYHbIN KAtOY ANA onpeaeneHHoro noib3oBa-
Tens.

key-string row key_string

Co3paeT NnybAnYHbIN KNKOY 418 onpeaeneHHoro noib3osa-

Tens. BBoA K/OYa OCYLECTBAAETCA NOCTPOYHO.

- key_string — 4acTb Katoua.
Ana Toro uTo6bl cUCTEMA NOHANA, YTO K/IIOY BBe-
AEeH NONHOCTbIO, HEO6X0AMMO BBECTU KOMaHAY
key-string row 6e3 cumBonos.

KomaHOb! pexcuma EXEC

KomaHabl AaHHOro pasaena AoCTYMHbl TONbKO A5 NPUBUAETMPOBAHHbIX NOb30BaTeNei.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 217 — KomaHab! pexkuma EXEC

key-chain ssh [username
username] [fingerprint
{bubble-babble | hex}]

CMMBOOB.
Mo ymonuyanutio
OTNeyYyaToK K/to4a B
LecTHaAuaTepUYHOM
dopmare.

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymosn4YaHuro
show ip ssh _ Moka3sblBaeT KOHPUrypaumto SSH-cepBepa, a TaKXkKe aKTUB-
Hble BxogAawme SSH-ceccuu.
show crypto key pub- username: (1..48) MokasbiBaeT nyb6auyHble SSH-KAOYM, COXpaHeHHble Ha

KomMmyTaTope.
- username — VMA YAaNEHHOTO KANEHTa;

- bubble-babble — oTtneyaTtok Knwya B Koge Bubble
Babble;

- hex — oTnevaToK Kntoya B wectHaguaTepuiHom Koae.

show crypto key mypub-
key [rsa | dsa]

MokasbiBaeT Nyb6nyHble Ktoun SSH-kommyTaTopa.

show crypto certificate [1 |
2]

OTtobpaxaet SSL-ceptudmKatbl ana HTTPS-cesepa.

[Mpumepbl 8bINOAHEHUA KOMAHO

BkatounTb cepsep SSH Ha KommyTaTope. PaspewnTb cnonb3oBaHue Ny6anYHbIX Katodeid. Co3aatb RSA-

KAto4 Ana nonb3osartens eltex:

console# configure

console (config)# ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string

BAQCVTNRwWPW1AL4kpqIw9GBRoNZQZxjHKCqKL6rM1Q+ZNXfZS~

AAAAB3NzaClyc2EAAAADAQABAAA-

kvHG+QusIZ/76ILmFT34v7u7ChFAE+VudGRE-
PSwoQUVV35LgJJk67I0U/zfw0l1gkTwml75QROgHUTS6KWGN2QWXgh3ub8gDjTSamuSn/Wd051DX
2IEx-
QWu081licglk02LYciz+Z4TrEU/9FIxwPiVQOjc+KBXuR0OjuNg5nFYsY0ZCkON/W9a/tnkmlshRE7
Di71+w3fNiOA6w9044t6+AINEICBCCA4YCcF6zMzaTlwef -

WwX6f+Rmt 5nhhgdAtN/40Jfcel 66DgVX1gWmNzNR4DYDvSzg01lDnwCAC8Qh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9
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5.21.7.2 KomaHObI KOHpuUypayuu mepmuHana

KomaHZabl KOHOUIypauumn TepMmUHana CAy»KaT 411 HAacTPOMKM NapaMeTpoB JIOKa/bHOW U yaaneHHoM
KOHCONN.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHoOM KOHOUIypaLumm:
console (config) #

Tabnnua 218 — KomaHgbl pexkuma rnobanbHoi KoHduUrypaumm

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmesue
Mo ymon4aHuio

line {console | telnet | ssh} BX0Z, B peXMM COOTBETCTBYIOLLErO TEPMMHANA (I0KaNbHanA
— KOHCOJIb, yAaneHHas KoHconb — Telnet uav yaaneHHas 3a-
WMLLEeHHAn KoHCob — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

Buna 3anpoca KoOMaHAHOWM CTPOKM B peXxnume KOHPUrypaunm tTepMmmnHana:

console# configure
console (config)# line {console|telnet|ssh}
console (config-line) #

Tabnuua 219 — KomaHapl pexkuma KoHoUrypaumm TepmmHana

3HayeHue/3HayeHue .
KomaHoa HAelicmeue
no ymoa4aHuro
speed bps bps: (2400, 9600 YcTaHaBAMBAET CKOPOCTb AOCTYNa MO JIOKA/IbHOW KOHCON
s:
p ! ’ (KomaHAa JOCTYNHA TOIbKO B pPeXnme KOHOUrypauum no-
19200, 38400, 57600, "
KaNbHOWM KOHCOAM).
115200)/115200 604,
no speed YCTaHaBAMBAET 3HaYEHME N0 YMONYAHMIO.
autobaud BK/loYaeT aBTOMaTMUYeCKoe onpegesieHMe CKOPOCTU LO-
CTyna no /I0KasbHOM KOHCOAM (KOMaHAa AOCTyMNHa TO/IbKO
—/BKNIOYEHO B peXMme KOHdUrypauumn NoKaabHOM KOHCONN).
no autobaud BbIK/IlOYaeT aBTOMaTMYECKoe onpeaeneHne CKopocTu 4o-
CTyna no /I0KafibHON KOHCOMU.
exec-timeout minutes 3afaer MHTepBas, B TeYeHMe KOTOPOro CUCTEMA OXKMAaeT
[seconds] minutes: (0..65535)/10 BBOAA NoAb3oBaTens. Ecav B TedeHMe gaHHOro MHTepBana
MUH; NoNb30BaTe/lb HUYEro He BBOAWT, TO KOHCOJ/Ib OTK/OYa-
seconds: (0..59)/0 cek erca.
no exec-timeout YcTaHaBAMBAET 3HaYEHME MO YMOMYAHMIO.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnua 220 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHoa

show line [console | telnet MoKa3blBaeT NapameTpbl TepMMHana.
| ssh]

5.21.7.3 Y0aneHHslli 3anyck komaHO nocpedcmeom SSH

dDyHKUMA NO3BONAET YAaA/IEHHO OCYLLLECTBUTL BbIMOJIHEHNE KOMAHA Ha KOMMyTaTope Yepes ceccmio SSH.
Ons paboTbl AgaHHOW GYHKUMK HeoBX0AMMO, YTObBbI Ha KOMMyTaTope bbin BKAtoYeH SSH-cepsep (KomaHAa ip
ssh server B rno6asbHOM peXxnme KOHPUIypUpoBaHus).
HuKe nokasaH npMmep UCnosib3oBaHUsa GYHKLUKM yAaNeHHOro 3anycka KomaHg yepes SSH.
BbinonHnTb KOMaHay show clock ana kommyTtaTtopa c IP-agpecom 192.168.1.239:

username@username-system:~$ ssh -1 admin 192.168.1.239 "show clock"
admin@192.168.1.239's password:

*10:12:59 UTC Jun 10 2019

No time source

Time from Browser is disabled

KomaHpgbl, Tpebylowue noarsepxpeHusa (Hanpumep: write, reload u ap.), gyt BBOAA
noaTBepKAEHUIA U TONbKO NOTOM coeanHeHue SSH paspbiBaeTcs.

5.22 }XypHan aBapui, npotokon SYSLOG

CUCTEMHBIE 3KYPHa/bl MO3BO/IAIOT BECTU UCTOPUIO COBBLITUI, NPOM3OLLEALINX HA YCTPOMCTBE, a TaKKe
KOHTPOJIMPOBaTb NpousoLesimne cobbiTusA B peasibHOM BpemMeHU. B )KypHaa 3aHOCATCA cOObITUA CEMU TUMOB:
ypesBblYaliHble, CUTHaNbl TPEBOTM, KPUTUYECKME W HEe KpUTUYECKMe OWMUbKM, npesynpexRaeHus,
yBeAOMAEHUA, UHPOPMALMOHHbBIE M OTAAZ0UHbIE.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxume rnobasibHo KoHdUrypaumm:

console (config) #

Tabnnua 221 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

Komanoa 3HayeHue/3HayeHue Leiicmeue
Mo ymMmoa4aHuro
logging on BK/tOYaeT perncTpaumio oTaagouHbIX CoobLeHnin n coobuye-
HWU 06 oLINBKaX.
no logging on —/pervcTpauus BbIK/ItOYaeT perncTpaumio OTNaA04HbIX COObLWEeHU u coob-
BKIOYeHa LeHnit 06 owmnbKax.
Mpy BbIKAOYEHHOWN perucTpauum oTNaaouHble Co-
V obweHunna u coobeHus o6 owmnbKkax 6yayT nepesa-
BaTbCA HAa KOHCONb.
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logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host {ip_address
| host}

host: (1..158)
CUMBO/IOB;
port: (1..65535)/514;
level: (cm. Tabnaunuy
222);
facility: (local0..7)/lo-
cal7;
text: (1..64) cumBonos

BK/toYaeT nepegady aBapuiiHbIX U OTNAL04YHbIX COOBLLEHMI
Ha yaaneHHbl SYSLOG cepsep.

- ip_address— IPv4 nnun IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe umsa SYSLOG-cepBepa;

- port — Homep nopTa A41A nepesaym coobLLeHUn no NpoTo-
kony SYSLOG;

- level — ypoBeHb Ba)KHOCTU cOOBLLEHNI, NepeaaBaemMbIX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepefaBaemas B COObLLEHUSAX;

- text — onuncaHne SYSLOG-cepBepa.

YpanaeT BblOpaHHbIN cepBep M3 CNUCKA WMCNOJb3yemblx
SYSLOG-cepBeposB.

logging console [level]

no logging console

level: (cm. Tabaunuy
222)/informational

Bk/toYaeT nepepayvy aBapuUMHbIX MM OTNALOYHbIX coobLe-
HW BbIBPAHHOIO YPOBHSA Ba*KHOCTU HA KOHCO/b.

BbikntoyaeT nepeaayy aBapuiHbIX UAW OTNAL0YHBIX CO0bLLe-
HWI Ha KOHCO/b.

logging buffered [sever-
ity_levell

no logging buffered

severity_level: (cm.
Tabavuy
222)/informational

BktoyaeT nepepayvy aBapuHbIX MAW OTAAL04HbIX coOobLe-
HW BbIBPAHHOTO YPOBHA BaXHOCTW BO BHYTpeHHUI bydep.

Bbik/tovaeT nepegayy aBapuitHbIX UK O0TAAZ0UHBIX co0bLLe-
HW BO BHYTpeHHUI bydep.

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3meHAeT KonnyecTso coobLLeHit, 3aNOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HayeHMe pasmepa bydepa npume-
HWUTCA Nocae nepesarpysKku ycTpomcTea.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

logging file [level]

level: (cm. Tabnunuy 222)

BktoyaeT nepepadvy aBapuHbIX MAW OTA[04HbIX coobLe-
HW BbIBPAHHOTO YPOBHA BaXXHOCTU B dalin xypHana.

no logging file /errors BbIKkntoYaeT nepeaavy aBapuiiHbIX UAW OTNAL0UHbIX COObLLe-
HWUI B dain KypHana.

aaa logging login 3aHOCUTb B KYpHanbl cObbITUA ayTeHTUdUKaLMK, aBTopm3a-
umnn 1 yyeta (AAA).

- - —/BKAOYEHO

no aaa logging login He 3aHOCUTb B }KypHanbl cObbITUA ayTeHTUdUKALUK, aBTOPU-
3aumm un yyeta (AAA).

logging events BK/ItOYaeT perncTpaLmio sMeHeHus cTaTyca UHTepdelicos B

spanning-tree STP.

port-state-change —/BK/OYEHO

no logging events spanning-
tree port-state-change

OTKNIOYAET PErncTpaLLmMio U3MEeHEHMA cTaTyca MHTepdencos B
STP.

logging events
spanning-tree
topology-change

no logging events spanning-
tree topology-change

—/BbIK/IOYEHO

Bk/toyaeT pernctpaumio MsmeHeHun Tonosorum B STP.

OTKNKOYaeT PerucTpaLmio U3MeHeHnin Tonoaorum B STP.

logging events
spanning-tree root-bridge-
change

no logging events spanning-
tree root-bridge-change

—/BbIK/IOYEHO

BK/touaeT perncrpaumio cmeHbl root bridge.

BbIKAtoYaeT perncrpaumio cMmeHbl root bridge.

logging cli-commands

no logging cli-commands

—/oTKAOYEeHO

BkntouvaeT nornposaHue BBeaeHHbIx B CLI KomaHa,.

OTK/lOYaeT IorMpoBaHue BBedeHHbIX B CLI KomaHa,

file-system logging {copy |
delete-rename}

no file-system logging
{copy | delete-rename}

Mo ymonuyaHutio
perncrpauma BkaYeHa

BKAtoYaeT pernctpaumto cobbiTnin Gbannosoi cuctemsl.

- copy — peructpaums coobLieHni, CBA3aHHbIX C onepauu-
AMW KONMpPOBaHUA $alinos;

- delete-rename — perucrpauna coobuieHnin, cBA3AHHBIX C
yaaneHnem paiinos U nepemMmeHoBaHWEM OnepaLmii.

BbIKk/IOYaeT perncrpaumio cobbitnii GpainosBol cuctemsl.

management logging deny

Mo ymonuyaHutio
perncrpauma BkaYeHa

BkatouaeT peructpaumio cobbiTMit O 3anpeTe focTyna K
YyNpaBaAeHVI0O KOMMYTaTOPOM.
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no management logging
deny

Bbik/tovaeT pernctpauuio cobbiTuii 0 3anpeTe gocTyna K
yrpas/ieHUI0 KOMMYTaTOPOM.

logging aggregation on

no logging aggregation on

—/OTKNKOYEHO

BKntoyaeT KOHTPOIb arperaymm syslog-coobuieHni.

OTK/loYaeT arperaymio syslog-coobuieHuit.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300 ce-
KYHA,

YcTaHaBAMBaET BPema XpaHeHWA CrpynnupoBaHHbIX syslog-
coobLLeHMA.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

logging service cpu-rate-
limits traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-in-
spection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpv6-
snooping, igmp-snoop-
ing, mld-snooping,
sflow, log-deny-aces,
vrrp)/—

BK/OYaeT KOHTPO/Ib OrPaHUYEHMA CKOPOCTM  BXOAALLMX
dpelimoB ana onpeneneHHoro TMna TpaduKa.

OTKAtoYaeT IornMpoBaHme.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

—/Het

3afaeT napameTp, KOTOpbIN HByaeT MCNoab30BaTbCA B Kaye-
cTBE MAEHTUdMKATOPaA XOCTa B syslog-coobLueHusX.

Mcnonb3oBaTtb 3HaYeHME N0 YMONYAHUIO.

logging source-interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| port-channel group |
loopback loopback_id | vlan
vlan_id}

no logging source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3oBaThb IP-agpec ykasaHHOro uHTepderica B Kayectse
MCTOYHMKA B IP-nakeTax npotokona SYSLOG.

Mcnonb3osaTb IP-agpec ucxoasuero nHtepdeiica.

logging source-interface-
ipv6 {gigabitethernet
gi_port | tengigabitethernet
te_port |
fortygigabitethernet fo_port
| port-channel group |
loopback loopback_id | vlan
vlan_id}

no logging source-interface-
ipv6

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3osatb IPv6-agpec yKasaHHOro uHTepdelica B Kaue-
CTBe MCTOYHMKa B IP-nakeTax npoTtokona SYSLOG.

Mcnonb3osaTb IPv6-agpec ncxogsauero nHtepdeica.

Kaxgoe coobuieHne MmeeT CBOM ypoBeHb BaXKHOCTU; B Tabauue 222 npuseneHbl TUMNbl COOBLLEHNI B

nopAagke YGbIBaHVIﬂ MX BaXXHOCTWU.

Tabnuvua 222 — Tunbl Ba*KHOCTU COOBLLEHUI

Tun saxcHocmu coobuweHuli

OnucaHue

YpesBblyaiHble (emergencies)

HenpaBW/bHO.

B cucteme npousowna Kputnyeckas owmnbKa, cMCTeEMa MOKET pa6OTaTb

CurHansbl Tpesoru (alerts)

Heobxo4MMO HemMeaNeHHOe BMeLATeIbCTBO B CUCTEMY.

KpuTnueckume (critical)

B cucTteme npounsoLlna KpUTHMYecKas owmnbKa.

OwwnbouHble (errors)

B cucteme npousoluna ownbKa.

MpeaynpexaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHue.

YBegomnenus (notifications)

YBegomaeHue cuctemsl, HeaBapMVIHOE C006LU,EHVIe.

MHbopmaumoHHble (informational)

MHPopMaLMOHHbIE COOBLLEHUA CUCTEMBI.

OthagouHble (debugging)

OTnagouHble coobLLeHNA, NPeAOCTaBAAIOT N01b30BaTEN0 MHPOPMALUIO
AN KOPPEKTHOM HAaCTPOMKM CUCTEMDI.
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KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 223 — KomaHga pexuma Privileged EXEC ana npocmoTpa daiina KypHana

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO
clear logging — Ypanser Bce coobLeHns s BHyTpeHHero bydepa.
clear logging file — Ypanset Bce coobuieHnsa us daiina xRypHana.
show logging file OTobparkaeT COCTOSHME KypHana, aBapuitHbie U OTNaL0uYHbIe
- coobleHus, 3anncaHHble B paline KypHana.
show logging _ OTObparkaeT COCTOSIHME KypPHasa, aBapUiMHblie N OTAaf0uHble
coobuieHuns, 3anncaHHble BO BHyTpeHHem bydepe.
show syslog-servers — OtobparkaeT HAaCTPOMKM ANA yaanéHHbIX syslog-cepsepos.

[pumepbl UC0/16308AHUS KOMAHO

- BkntounTtb perncrpaumio OLINBOYHBIX COO6LLI,EHMl71 Ha KOHCOU:

console# configure
console (config)# logging on
console (config)# logging console errors

= OuynuctuTb Pain KypHana:

console# clear logging file
Clear Logging File [y/nly

5.23 3epKanuposaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3epKaNNPOBaHNA MOPTOB NpeAHa3HauYeHa AN KOHTPO/IA CeTEBOro TpaduKa NyTem Nepecbiikm
KOMWiA BXOAALWMX U/UAN UCXOAALLMX MAKETOB C OAHOMO MM HECKONbKMX KOHTPOAMPYEMBIX NOPTOB Ha OAMH
KOHTPOAMPYIOLWMIA NOPT.

Mpu 3epKanuposaHun 6onee ogHoro ¢dusmueckoro MHTepdelica BO3MOXKHbI noTepu TpaduKa.
- OTCyTCTBME NOTEPb rapaHTUPYETCA TO/IbKO NPU 3epKannpoBaHumn ogHoro ¢pusmyeckoro nHtepdeliica

K KOHTpoupytolLemy nOpTy NPUMEHAIOTCA CnefyloLme orpaHnyYeHuns:
—  TopT He MoKeT BbITb KOHTPOIMPYIOLLUM U KOHTPOIMPYEMbBIM MOPTOM OAHOBPEMEHHO;
— TopT He MoKeT 6bITb YIeHOM rpPynnbl MOPTOB;
— IP-uHTepdeiic fonXKeH OTCYyTCTBOBATL ANA 3TOrO NOPTa;
— MpoTtokon GVRP aonKeH 6bITb BbIKAKOYEH Ha 3TOM MOPTY.

K KOHTpO/IMpyeMbIM MOPTaM NPUMEHAIOTCA CeAyroLWme OrpaHNYeHus:
— TopT He MOXKET BbITb KOHTPOIMPYIOLWMM W KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO.

KomaHObI pexcuma 2a06asabHol KoHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHon KoHduUrypaumm:

console (config) #
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Tabnnua 224 — KomaHabl pexuma rnobanbHoin KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

port monitor mode
{monitor-only | network}

no port monitor mode

—/monitor-only

3apaet pexxum paboTbl nopTa

- monitor-only — ¢peimbl, nocTynatowme Ha nopT, oTbpachI-
BatoTCH;

- network — no3sonsAeT BecTv 06MeH AaHHbIMU.

Bo3BpalyaeT 3HaueHMe No YMOIYaHUIO.

port monitor remote vlan
vlan_id [cos priority] [tx |
rx]

no port monitor remote
vlan vian_id

vlan_id: (1..4094);
priority: (0..7)/0

HasHayeHue VLAN ana yaaneHHoro moHutopuHra (RSPAN), B
KoTopyto ByZyT NOMeLLaTbCA NaKeTbl C KOHTPOMPYEMbIX UH-
Tepdelicos.

Ypanernne VLAN gnAa yaaneHHOro MOHUTOPUHTA.

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if)#

[aHHble KOMaHAbI HeNb3A BbINOJIHATL B peXKume KoHuUrypauum gauanasoHa uHtepdeii-
ol | coB Ethernet.

Tabnnua 225 — KomaHgbl AOCTYMHbIE B peXMMe KoHPUrypaumm nHtepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port monitor {remote | gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port} [rx | tx]

no port monitor {remote |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

BKAtoYaeT GpyHKLMIO MOHUTOPMHIA HA HAacTpanBaemMoOM MHTep-
deltice. aHHbIN MHTepdenc ByaeT KOHTPONMUPYOWMM NOPTOM
AN YKa3aHHOro B KOMaHAe KOHTPO/IMPYyeMoro nopra.
- gi_port, te_port, fo_port — KOHTPO/IMPYeMbIit NOPT;
- X — KOMMPOBATb MaKeTbl NPUHATbIE KOHTPO/IMPYEMbIM NOp-
TOM;
-tX — KOMMpoBaTb MaKeTbl, MepeAaHHble KOHTPOAMPYEMbIM
nopTom;
Mpu OTCYTCTBMM NapameTpa rx/tx ¢ KOHTpoAMpyemoro nopra
KOMUPYIOTCA BCE NAKeTbI.
®YHKLMUA MOHUTOPUHTA MOXKET 6biTb HacTpoeHa Ha
ABYX NOPTaxX 04HOBPEMEHHO

BbIk/toYaeT QYHKLMIO MOHUTOPMHIA HAa HAcTPaMBaeMOM WH-
Tepdelice.

port monitor vlan vian_id

no port monitor vlan
vlan_id

vlan_id: (1..4094)

BkntoyaeT GpyHKLMIO MOHUTOPUHIA HA HAacTpPanBaemMoOM UHTep-
deice. JaHHblIl MHTepdeinc ByaeT KOHTPOAMPYIOLLMM NOPTOM
b5 yKasaHHon VLAN.
V MopT MOHUTOPUHIa He AOMKEH MNpUHagNexaTb K
HacTpanBaemoit VLAN.
MoHutopuHr VLAN moxKeT 6biTb BKOYEH UL B TOM
V c/lyyae, ec/im B cUCTeme HacTpoeHo He 6onee ogHoro
KOHTpOAMpYloLwero nopra.
V Ecnu KOHTponupylowmii NOPT HACTPOEH paHee, TO
TO/IbKO 3TOT MOPT MOXKET 6bITb UCNO/Ib30BaAH AN MO-
HutopuHra VLAN.

Ypanaet ykaszaHHyto VLAN N3 MOHUTOpPUHra.
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port monitor remote BkntoyaeT OyHKUMIO yaaneHHoro mMoHuTopuHra (RSPAN) Ha
HacTpanBaemom UHTepodeiice

no port monitor remote BbikntoyaeT ¢pyHKUMIO yaaneHHoro moHutopuHra (RSPAN) Ha
HacTpanBaemom UHTepodeice

KomaHObi pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 226 — KomaHabl, AocTynHble B pexume EXEC

3HayeHue/3HayeHue

no yMmon4aHuo
show ports monitor BblBOAUT MHOOPMALMIO MO KOHTPOIMPYIOLLMM U KOHTPOAUPYE-
- MbIM NOPTaM.

KomaHoa Aelicmesue

[pumepbl 8bIN0AHEHUS KOMAHO

= YcTtaHoBuTb 13 Ethernet nHTepdeinc KoHTpoaupyowmm ans 18 nHtepdeiica Ethernet. Becb Tpadumk
¢ 18 nntepdeiica nepesaBaTb Ha 13.

console# configure
console (config) # interface tengigabitethernet 1/0/13
console (config-if)# port monitor tengigabitethernet 1,/0/18

=  BbiBECTU MHPOPMALMIO MO KOHTPOMPYIOWMM U KOHTPOAUPYEMbIM NOPTaM.

console# show ports monitor

Port monitor mode: monitor-only
RSPAN configuration

RX: VLAN 5, user priority O

TX: VLAN 5, user priority O

Source Port Destination Port Type Status RSPAN

tel/0/18 tel/0/13 RX, TX notReady Disabled

5.24 ®dyHKuua sFlow

sFlow — TEXHO/10IMA, No3BoONAKOWAA OCYyWeCTBATb MOHUTOPUHT Tpadwn(a B MAKETHbIX CETAX Nepeaaymn
AadHHbIX NyTEM YacTUYHOM Bbl60pKI/I TpachKa ana FIOCJ']GAYI-OLLI,EVI MHKancynauunnm B cnevunasibHbie COOﬁIJJ,EHI/IFl,
nepegasaembie Ha cepBep c60pa CTaTUCTUKMN.

KomaHObI pexcuma 2106aab6Holi KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasbHoM KoHUrypaumm:

console (config) #
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Tabnunua 227 — KomaHab! pexuma rnobanbHoMn KoHduUrypaumm

3HaveHue/3HaveH
KomaHda ue no Aeiicmeue
YyMOAMYAHUO
sflow receiver id id: (1..8); 3agaeT agpec cepsepa cbopa cratucTmkm sflow.
{ipv4_address | port: (1.. - id — Homep sflow-cepBepa;
ipv6_address | 5535)/6343; - ipv4_address, ipv6_address, ipv6z_address — IP-appec;
ipv6z_address | url} [port byte: - url — poMeHHOe UMSA XOCTa;
port] [max-datagram-size NoNOXKUTENBHOE - port — Homep NopTa;
byte] uenoe uncno/1400; - byte — MmaKcMmanbHOe Ko/M4ecTBo 6aiT, KOTopoe MOXKET bbiTb
dopmar OTNPaB/EHO B OAMH MaKeT AaHHbIX.
no sflow receiver id ipv4_address: Ypansaet agpec cepsepa cbopa ctatnctuku sflow
A.B.C.D;
dopmat
ipv6_address:
XX Xo XX,
dopmat

ipv6z_address:
X:X:X:X::X%<ID>;

url: (1..158)

CUMBOJI0B
sflow receiver 3apaeT uHTepdelic ycTpoiicTsa, IP-agpec KoToporo byaeT ucnosb-
{source-interface | . 30BaTbCA MO YMOJIYAHUIO B KayecTBe ajpeca UCTOYHMKa cbopa

. . vlan_id: (1..4094)
source-interface-ipv6} . " CTaTUCTUKK.
{gigabitethernet gi _port | 1 il/_op/olr 4.18 )
tengigabitethernet te_port ( t t )i
| fortygigabitethernet 1 ;/—Op}ir é4 ]
fo_port | port-channel | (L. ~24);
fo_port:
group | loopback 1.8/0/1..4);
loopback_id | vlan vian_id | (1. o )
loopback_id: (1..64)
oob}
- group: (1..48) -

no sflow receiver YpanseT agHoe 3agaHue uHTepdelica, c agpeca Kotoporo 6yaert
source-interface OTNPaBAATLCA CTATUCTUKA sflow

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHduUrypauumn nHtepdelica Ethernet:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port}

console (config-if) #

Tabnunua 228 — KomaHabl pexkuma KoHdurypaumm nHtepdelrica Ethernet

3HayeHue/3Ha4eHue "
KomaHda / Aeilicmeue
no ymoan4YaHuro
sflow flow-sampling rate id 3aZaeT cpeaHIoo CKOPOCTb BbIOOPKM NakeToB. MTorosas cko-
[max-header-size bytes] ; poctb BbIBOPKM cuuTaeTca Kak 1/rate*current_speed
rate:
current_speed — TeKyLan cpeaHAA CKOPOCTb).
(1024..107374823); ( —SP yiuas cpea pocre)
4 (0.8): - rate — cpeAHAn CKOPOCTb BbIBOPKM NAKETOB;
id: (0..8); - id — Homep sflow-cepBepa;
bytes: (20..256)/128 .
6ai - bytes — maKcMManbHoOe KoauyecTBo 6aiiT, KoTopoe byaer
ant CKOMUPOBaHO M3 06pasLia Nakera.
no sflow flow-sampling OTKNIOYAET CYETYMKM BbIBOPKM Ha NopTy.
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sflow counters-sampling OnpeaensaeT MakKCMMabHbIA MHTEPBAN MEXAY YCNeLHbIMK
secid BblIBOPKAaMM NAKeTOB.

- Sec — MaKCMMaibHbIN UHTEPBaN Mexay Bblbopkamu B ce-
KyHAaX.

-id — Homep sflow-cepsepa (3apaetca komaHgol sflow
receiver B r106asbHOM pexume KOHdUrypaumm).

sec: (15..86400)
CEeKyHS;
id: (0..8)

no sflow OTKNIOYaEeT CYETYMKM BbIOOPKM Ha NopTy.
counters-sampling

KomaHObi pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;
console>

Tabnumua 229 — KomaHabl, 4ocTynHble B pexkxume EXEC

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

show sflow configuration BbiBOAMT HacTpoiku sflow.
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port]

clear sflow statistics [giga- gi_port: (1..8/0/1..48); OuuwaeT cTatucTmKy sFlow. Ecan nHTepdeiic He yKasaH, Ko-
bitethernet gi_port | tengi- te_port: (1..8/0/1..24); MaH4a O4YULLAET BCE CHETYMKM CTATUCTMKM SFlow.
gabitethernet te_port | for- fo_port: (1..8/0/1..4)
tygigabitethernet fo_port]
show sflow statistics [giga- OtobparkaeT cTatUcTUKy sFlow.
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port]

[pumepbl 8bIN0AHEHUS KOMAHO

= YcraHosuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa cratuctukm sflow. na ethernet-untepdeiicos
te1/0/1-te1/0/24 yctaHOBUTbL CPeAHIO0 CKOPOCTb BbIBOpKM nakeTos — 10240 K6MT/c U maKcMManb-
Hbl MHTEPBAN MeXAy ycnewwHbiMmuK Bbibopkamu naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flow-sampling 10240 1
console (config-if)# sflow counters-sampling 240 1

5.25 ®yHKUUM AUArHOCTUKKN PU3NYECKOro YPOBHSA

CeTeBble KOMMYTaTOpbl COAEPXKAT annapaTHble WM NpPOrpPaMMHble CpeacTBa AN AUNArHOCTUKU
dU3NYECKMX MHTepPdENCoB M MHUI CBA3M. B NnepeyeHb TECTMPYEMbIX NapaMeTPOB BXOAAT Cleaytowme:

OnAa anekTpu4ecknx nHtepdencos:
—  [AJIMHa Kabens;
—  paccTosiHMe A0 MecTa HeMcnpaBHOCTU — obpbIBa MM 3aMblKaHWMA.
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Ons onTnyeckux nHtepdeincos 1G n 10 G:

— nNapamMeTpbl MNTaHNA — HanpAXeHune U TOK;

— BbIXOAHaA oNTU4YeCKaAa MOLWLHOCTb,
— ONTU4eCKaAa MOLWHOCTb Ha npueme.

5.25.1 fluaezHocmuka medHoz0 Kabensa

KomaHObi pexcuma EXEC

3anpoc KomMaHAHOM CTPoKM B pexxume EXEC nmeet cneaytowmin Bua;

console>

Tabnuua 230 — KomaHabl ANArHOCTUKM MeaHoro Kabens

bitethernet gi_port]

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
yMOA4YaHuIo

test cable-diagnostics tdr . . BbinonHAET BUpTyanbHOE TECTUPOBAHME Kabens gns yKasaHHOro
[all | interface gigabitether- 1 ggl7g/o1rt.43) uHTepoelica.
net gi_port] " " - all — ana Bcex MHTepdeiicos
show cable-diagnostics tdr . . OTobpaxkaeT pe3ynbTaTbl NOCAEAHENO BUPTYA/IbHOrO TECTUPOBA-
[interface gigabitethernet (1 ggl7g/o1rt.43) HWA Kabens gns yKkasaHHOro uHTepdelica.
gi port ] . .
test cable-diagnostics tdr- . . BbIinosHAET BUPTyasibHOE TeCTUPOBaHWE Kabena ¢ HU3KOM TOYHO-
fast [all | interface giga- 1 g;;gf;tas) CTblO AR YKa3aHHOro uHTepdeiica.
bitethernet gi_port ] h - - all — gna scex uHTepdeiicos

OTOb6parkaeT NPesnoNOKUTENbHYIO ANUHY Kabens, NoaKAtoYeH-
show cable-diagnostics ca- gi_port: HOTO K yKa3aHHOMY MHTepdelicy (ecnm Homep NopTa He 3a4aH, To
ble-length [interface giga- (1..8/0/1..48) KOMaHZa BbIMOHAETCA AN BCEX NOPTOB).

UHTepdeiic gonxkeH 6biTb aKTUBHbIM U paboTaTb B pe-
V »»ume 1000M6ut/c nanm 100M6ut/c. AnarHoctuka noa-
AepXKuUBaeTca TONbKO Ha uHTepdeicax GigabitEthernet.

[Mpumepbl 8bINOAHEHUS KOMAHO:

= [lpoTectnposatb nopT gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

Cable on port gil/0/1 is good

5324#test cable-diagnostics tdr interface gil/1

5.25.2 luaeHocmuKka onmu4yecKko20 mpaHcueepa

(DyHKLI,MFi ANArHOCTUKN MNMO3BOJNIAET OLEHUTb TeKyuwee COCTOAHME ONTUYECKOro TpaHcuMBepa W
ONTUYECKOM NNHUN CBA3M.

Bo3MoKeH aBTOMATUYECKUI KOHTPOJ1b COCTOAHUA JNIMHWUI CcBA3MK. Onaatoro KOMMYTATOp nepnognveckum
onpawmneaeT napamMeTpbl ONTUYECKUX MHTepd}eﬁCOB N CpaBHMBae€T KUX C NOPOrosbiIMnm 3HaA4YEeHUAMMWU,

3agaHHbIMW npousBoAUTENAMU TPAHCUBEPOB. I'Ile BbIXO4Ee NapameTpoB 3a AonyCctumblie npeaesbl

KommyTaTop GopMuMpyeT Npeaynpexgatolime 1 aBapuiiHbie cOobLeHus.
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KomaHOobi pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 231 — KomaHga AnarHoCTUKM ONTUYECKOro TpaHCMBeEpa

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeilicmeue

show fiber-ports opti-
cal-transceiver [detailed]
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48); Bepa.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OTo6pa>+(aeT pe3ynbtatbl ANArHOCTUKM ONTUYECKOTro TPaHCU-

[pumep 8b1M10AHEHUS KOMAHOWbI:

swl# show fiber-ports optical-transceiver interfaceFortygigabitEthernetl/0/1

fol/0/1 OK

Temp

Voltage
Current
Output Power
Input Power
LOS

Port Temp Voltage Current Output Input LOS

Power Power

OK OK N/S OK No
OK OK No
OK OK No
OK OK No

- Internally measured transceiver temperature
- Internally measured supply voltage

- Measured TX bias current

- Measured TX output power in milliWatts/dBm
- Measured RX received power in milliWatts/dBm

- Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning,

Transceiver
Type

E - Error

Tabanua 232 — MapameTpbl ANArHOCTUKM ONTUYECKOTo TpaHCcMBepa

Mapamemp 3HayeHue
Temp TemnepaTypa TpaHcmsepa.
Voltage HanpsarkeHue nuTaHMA TpaHcKBepa.
Current OTKNOHEeHMe TOKa Ha nepegave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepeaaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MoTtepsa curHana.

3Ha4yeHuA pPe3ynbTaTtoB ANAarHOCTUKKU:

— N/A — HepocTynHo,
— N/S — He noaaepskmBaeTcs.
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5.26 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHusi o6 ypoBHe obcny:kmBaHUsA B IP-ceTax) — TEXHOMOrMs aKTMBHOIO MOHWTOPUHTA,
MCNONb3YOLWAACA AN U3MEPEHMA NapameTpoB ObICTPOAENCTBMA KOMMbBIOTEPHDLIX CETEN M KayecTBa nepesaym
OaHHbIX. AKTUBHbIA MOHUTOPUHI NPeacTaBaseT cobon NPOAOMKUTENBHYIO LMKANYECKYIO reHepaLumio TpaduKa,
c60p MHPOPMALMM O ero NPOXOKAEHUN NO CETU U BEAEHME CTATUCTUKW.

Ha faHHbI MOMEHT 3MepeHMEe NaPaMETPOB CETU MOXKET OCYLLECTBAATLCA C UCMOJIb30BaHME NPOTOKOA
ICMP.

Mpu Kaxxgom BbinonHeHUn onepauum ICMP Echo yctpoiicteo oTnpasnaet ICMP Echo request coobuieHne
Ha agpec HasHayeHun, oXunaaeT nonyyeHnn coobueHma ICMP Echo reply B Te4eHUM 3a4aHHOIO MHTEPBana Bpe-
MEHMU.

C oaHoit IP SLA onepaumeli MOXKHO CBA3aTb HECKO/IbKO 06bekToB TRACK. CocToAHue ob6bekTa TRACK us-
MEHAETCA B MOMEHT M3MeHeHMA cocToaHuA IP SLA onepaumm, nmbo ¢ 3agaHHOM 3a4epKKON.

Mpn M3MEHEHMUN COCTOAHUA TPEKA BO3MOXHO BbIMOJIHEHME MaKpPOKOMaHA. MaKpOKOMaHAbl BbINOAHA-
0TCA B peXknume rnobanbHoro KoHGUrypuposaHua. 1A BbINONHEHMA KOMaHA pexXuma privileged EXEC KomaHapl
HeobxoaMMO AONONHUTL NpedmKcom do. KomaHabl co3gaHua Habopa MmakpoKomaHg, npusBeaeHbl B Tabaunye 37.

Ona ncnonbzosaHua GyHKUMK IP SLA HeobXx0A4MMO BbINONHUTL Cleayloline AencTBuUA:

— CospgaTb onepaumio icmp-echo 1 ckoHpUrypmupoBsaThb eé.

— 3anyctutb BbIMOJIHEHME OMNepauymu.

— CosgaTtb TRACK 06beKT, CBA3aHHbIN C KOHKpeTHOM IP SLA onepauuei n cKoHdUrypmMpoBsaTb ero.

— Tpn HeobxoaMMOCTH, CO34aTb MaKPOChbl, BbINOJIHAEMbIE MPU U3IMEHEHUN COCTOAHUS OOBEKTA
TRACK.

— [pocmoTpeTb CTaTUCTMKY, MPU HEOBXOANMMOCTU, OUUCTUTL ee.

—  [pn HeobxoANMMOCTU, MPEKPATUTb BbINONHEHWE ONEpaLLU.

KomaHObI pexcuma 2a0b6anbHol KOHguU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B peXknume rn1o6anbHoM KoHGUrypaumm:
console (config) #

Tabnunua 233 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHda 3HaveHue Aelicmeue
ip sla operation operation: (1..64) MepexoauT B pexkum KoHOUTrypupo-
BaHuA IP SLA onepayum
- operation — Homep onepauuu.
no ip sla operation Ypansaert IPI SLA onepauuio.
- operation — Homep onepauuu.
- life — Bpems, B TeueHne KoToporo
onepauus byaeT BbINONHATHCA.
- start-time — Bpemsa 3anycka.

ip sla schedule operation life life start- operation: (1..64); 3anyckaeT Ha BbinosHeHue IP SLA
time start-time life: (forever); onepauumio.
start-time: (now) - operation — Homep onepaumu.

- life — Bpems, B Te4eHMe KOTOPOro
onepaums 6yaeT BbINOAHATLCA.

- start-time — Bpems 3anycka.

no ip sla schedule operation MpeKpawaeT BbinosHeHue IP SLA
onepaumu.

- operation — Homep onepauuu.
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track object ip sla operation state

object: (1.

.64); operation: (1..64) Cospaetr TRACK 06bEKT, KOTOpbIi
byneT oTcnexmBaTb cocTosHue P
SLA onepauuu.

- object — Homep TRACK obbekTa.
- operation — Homep IP SLA onepa-

unn.

no track object ip sla

YpanaeTr TRACK o6beKrT.
- object — Homep TRACK obbeKTa.

logging events ip sla operation-state- —/BKOYEHO BKkntoyaeT BbiBOA coo0blieHUIt 06

change nameHeHun crtatyca IP SLA onepa-
umn.

no logging events ip sla operation- Bbik/toyaeT BbiBOA coobuweHuin 06

state-change n3meHeHuun cratyca IP SLA onepa-
umn.

logging events ip sla track-state-change —/BKNKOYEHO BkntoyaeT BbIBOA coobLieHUn 06

WM3MEHEHUN CTaTyCa TpeKa.

no logging events ip sla track-state-
change

BbIk/toyaeT BbiBOA, coobuweHuit 06
M3MeHeHWM CcTaTyca TpeKa.

Tabnnua 234 — KomaHgbl pexxuma co3gaHus onepaumii IP SLA

KomaHda

3HavyeHue Aelicmesue

icmp-echo {A.B.C.D | host } [source-

host: (1..158) cumsonoB

MepexoauT B pemMm KOHOUry-

ip A.B.C.D] puposaHua ICMP ECHO onepa-
unu.
- AB.C.D — IPv4-agpec y3na
ceTu;
- host — pomeHHoe MMmA y3na
ceTu.
KomaHOb1 pexcuma KoHgueypuposaHusa IP SLA ICMP ECHO onepayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMMe

KoHpUrypmposaHusa IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #

Tabnuua 235 — Komanapl pexkuma KoHPurypmposaHua onepauum ICMP Echo

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

frequency secs

secs: (10..500)/10 cek

no frequency

YcraHaBauBaeT yactoTy nostopeHua ICMP ECHO onepauumu.
- Secs — 4acTtoTa, B CeKyHAax.

YcTaHaBAmBaeT
YMONIYQHMUIO.

3Ha4vyeHune 4acCTOTbl I'IOBTOpEHVIVI no

ti t
imeout msecs msecs: (50..5000)/2000 mc

no timeout

YcTaHaBAMBaET A/MHY TaliMayTa, Mo UCTEYEHUM KOTOPOTO, ecan
He npuwen ICMP-oTBeT, onepauma 6yaeT cumTaThbeA
HeyaauYHou.

- msecs — TaliMayT, B MUIMCEKYHAAX.

YcTaHaBAMBaeT 3HaYeHne TaﬁmayTa NO YMONYAHUIO.

t-data-size byt
request-data-size bytes bytes: (28..1472)/28 Gaiit

no request-data-size

YcTaHOBUTL KOMYecTBo baiT, nepegasaembix 8 ICMP-nakeTe B
KayecTBe gaHHbIx (payload).
- bytes — KonuyecTso 6alT.

YCTaHOBWTb 3HaYeHWe KoanyecTsa 6anT no YMO4YaHUIO.
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l [Ona HopmanbHoOro BbinosHeHUA onepauun ICMP Echo pekomeHayeTca ycTaHaBAMBATb 3Ha-
e YeHue 4YacToTbl BbINOJIHEHUA onepauMn 601blIMM, Yem 3HaUYEHUE TalimayTa onepauuu.

KomaHObI pexcuma KoOHGU2ypupo8aHUa mpeKa

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoOHGUTyprupoBaHUsa Tpeka:

console (config-track) #

Tabnnua 236 — KomaHab! pexuma rnobanbHon KoHduUrypaumm

KomaHoa 3HaveHue Aelicmeue

YcTaHaBAMBaeT 3a4epKKy ANA cMeHbl cocToAaHmA TRACK
obbeKTa, Npu nsmeHeHun coctosHusa IP SLA onepauuu.
- Secs — 3a4eprKKa, B CEKYHOAX.

delay {up secs down secs
- Up — 3aZeprKKa U3MEHEHUA COCTOAHUA, MPU MPU U3MEHEHUM

| up secs | down secs} secs: (1..180)/0 onepaLy B coctosHie OK;
- down — 3agepKa U3MEHEHUA COCTOAHMUA, MPU U3MEHEHUM
onepaumm B coctosHue Error.

no delay [up] [down] YpanaeT 3aiepiKKy.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:
console#

Tabanua 237 — KomaHgb! pexkuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue

show ip sla operation operation: (1..64) OTtobparkaeT UMHPOpPMaLMIO O HAcTPoeHHbIX IP SLA

[operation] onepaymsx.
- operation — HoOMep onepauuu.

show track [object] object: (1..64) OTobparkaeT MHGOPMaLMIO O HaCTpoeHHbix TRACK
obbeKTax.
- object — Homep obbeKTa.

clear ip sla counters operation: (1..64) O6HynAaeT cueTynkun IP SLA onepaunu.

[operation] - operation — Homep onepauunm.

Mpumep HACTPOMKMK, NpefHaA3HAYEHHON ANA KOHTPOAA y3n1a cetn ¢ agpecom 10.9.2.65 ¢ oTnpasKon
icmp 3anpoca Kaxkable 20 cekyHA, BpemMeHeM OTBETA Ha icmp 3anpoc He npesbiwatowmm 500 mc 1 pasmepom
OaHHbIX 92 6aiTa; 3agepKKa cmeHbl coctosiHna TRACK ob6bekTa — 3 ceKkyHAbl; NPU U3MEHEHMUU COCTOAHUSA
TRAC o6beKTa BbinoaHATcA Makpocbl TEST_DOWN u TEST_UP:

console# configure

console (config) # interface vlan !

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) fexit

console (config) #fmacro name TEST DOWN track 1 state down

Enter macro commands one per line. End with the character 'Q'.
int gil/0/11

no shutdown

@

console (config) #
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console (config) #macro name TEST UP track 1 state up
Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@

console (confiqg) #

console (confiqg) #ip sla 1

console (config-ip-sla)# icmp-echo 10.9.2.65

console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo) # request-data-size 92
console (config-ip-sla-icmp-echo) # exit

console (config-ip-sla)# exit

console (config) #ip sla schedule 1 life forever start-time now
console (config) #track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config) #fexit
console#

Mpumep BbIBOAA CTaTUCTMKK aaa onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0

roe

— Operation state — TekyLee COCTOAHME Onepaymm:
= scheduled — onepauua BbINOHAETCS;
= pending — BbINOJIHEHME ONEepaLMM OCTaHOBNEHO.
— Operation return code — Kop, 3aBepLUeHMA NOCAeAHEN BbINOAHEHHON Oonepauuu:
= OK — ycnewHoe 3aBepLueHne npeablayLLei onepaymm;
= Error — HeyAa4yHoe 3aBepLUeHWe NocaeaHel NonbITKU U3MEpPEHUS.
— Operation Success counter — KONWMYECTBO YCNELHO 3aKOHYEHHbIX ONepauui.
— Operation Failure counter — KONMYeCTBO HEYAAYHO 3aKOHUYEHHbIX ONepaLLUit.
— ICMP Echo Request counter — Konn4ecTBO NpoBeAEHHbIX 3aMyCKOB onepauumu.
— ICMP Echo Request counter — Konn4ecTBO Nosy4YeHHbIX oTBeToB Ha ICMP 3anpoc.

ICMP Error counter — CY4€TUYMK, OTOBpPaXKaloWMii KONNYECTBO U3MEPUTENbHBIX ONepaLnii, 3aKOHYMB-
LLIMXCA C COOTBETCTBYIOLLMM KOAOM OLUINBKN.

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx 241




HELTEX

5.27 dnekTponurtaHue no nmHuam Ethernet (PoE)

Mogenun kommyTaTopos ¢ cyddpurkcom ‘P’ B 0603HaYEHUN NOAAEPHKUBAIOT 3/1EKTPONUTAHNE YCTPOUCTB
no nuHum Ethernet B cooTBeTcTBUM C pekomeHgaumnsmu IEEE 802.3af (PoE) u IEEE 802.3at (PoE+) no Tuny pac-
NUHOBKMK A.

KomaHOb! pexrcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnnua 238 — KomaHab! pexkuma rnobanbHoi KoHduUrypaumm

KomaHda 3HayeHue/ 3HayeHue no Aeiicmeue
yMOAYaHUuIo
power inline limit-mode Bblbop peXkMma orpaHMYeHUA MOLLLHOCTU 3/1EKTPONUTa-
{port | class} HUA:
- port —orpaHuYyeHune ycTaHaBAMBaETCA Ha OCHOBaHUM
—/class AAMUHUCTPATMBHbIX MAPaMETPOB NopTa;
- class — orpaHuuyeHue ycTaHaBAMBAETCA HAa OCHOBAHUM
K/1lacca NOAKNOYEHHOTO YCTPOWCTBA
no power inline limit-mode Bo3BpaluaeT 3Ha4eHMe No YMOI4YaHMIO
power inline restart auto BKkntounTb aBTOMaTU4Yeckuin pectapt PoE B cnyuyae ot-
KntoveHna PoE-KoHTponnepa.
no power inline restart auto —/BKNIOYEHO YCTaHOBWUTb 3HAYEHUE N0 YMONYaHWI0. OTKIOUYUTL aBTO-

MaTuyecknin pectapT PoE B cnyyae oTkatoveHua PoE-
KOHTpoANepa.

power inline usage-threshold
percent

no power inline
usage-threshold

percent: (1..99)/95

YcTaHaBAWBaeT nopor notpebasemoit MOLWHOCTM, Npu
KoTopom dopmupyeTtca MHOpMaLMoHHOe cooblieHne
(snmp trap) o npesbileHUM nopora.

BoccTaHaBnmBaeT 3HaveHne nopora no ymonyaHuto.

power inline traps enable

no power inline traps enable

— /BbIKOYEHO

PaspeweHune dopmmpoBaHme MHGOPMALMOHHbIX CO06-
LeHnit ana noacmcrembl PoE.

Bo3BpalyaeT HaCTPOWKM K NapameTpam Mo YMOAYAHMIO.

power inline inrush test
disable

no power inline inrush test
disable

—/BKNIOYEHO

BkntoyaeT nposepky inrush-Toka.

OTK/tOYaeT NpoBepKy inrush-Toka.

power inline disable

no power inline disable

— /BbIKOYEHO

OTKAoYaeT ncnonb3osaHune PoE.
/ HacTpoiika BCTynuT B cUAy TONAbKO nocne ne-
pesarpysKu ycTpoicTea.

Bkntouaet ucnonbsosaHume PoE.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nnHtepdelica Ethernet:

console# configure

console (config) # interface gigabitethernet gi port

console (config-if)#
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Tabnnua 239 — KomaHgb! pexkuma KoHdpurypaumm nntepdeliica Ethernet

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

power inline {auto |
never} [time-range
range_name]

range_name : (1..32)
CUMBOAA;
—/auto

KomaHga ynpasnaeT paboToit npoTokona obHapyxKeHna PoE-
YCTPOWCTB Ha UHTepdelice.

-auto — paspelaer paboTy NpoToKosa obHapyxeHua PoE-
YCTPOMCTB Ha MHTepdeice 1 BKAOYAET NoAavy 3/1eKTponuTa-
HUA HA UHTepdeEliC;

-never — 3anpelyaeT paboTy npoTokona obHapyKeHusa PoE-
YCTPOWCTB Ha UHTepdelice U OTKOYAET Nogavy 31eKTponuTa-
HUA;

-time-range — BpeMeHHOW UHTEPBas, B Te4EHNE KOTOPOTro
nuTaHue byaeT noaaBaTbCcA Ha MHTepdENC.

power inline
powered-device pd_type pd_type:(1..24)

CMMBO/I0B/He 3a7aHO

no power inline
powered-device

[obasnaeT nponsBosibHOe onucaHue PoE-ycTpoiictea ans
NMoMOLLM B aAMUHUCTPUPOBAHUM 060pyA0BaHUSA.

Ypanaet paHee 3agaHHoe onucaHue PoE-ycTpoiicTsa.

power inline priority
{critical | high | low}

—/low

no power inline priority

3agaét npuopuTeT nHTepdeiica PoE npu ynpaBaeHUU anek-
TponUTaHWeMm.

- critical — ycTtaHaBnMBaeT HaMBbLICLUIMIA NPUOPUTET SNEKTPO-
NMUTaHUA. DNEKTPONUTAHME NOPTOB C TaKUM NpUopUTETOM BY-
OeT NpeKkpawaTbca B NOC/AEAHIO oyepenb NpuU neperpyske
cuctembl PoE;

- high — ycTaHaBAnBaeT BbICOKMI NPUOPUTET 3N1EKTpONUTa-
HUSA;

- low — ycTaHaBAMBAET HU3KUI NPUOPUTET INEKTPONUTAHUSA.

BoccTaHaB/MBaeT NPMOPUTET MO YMOYAHUIO.

power inline limit power
power:

(0..30000)/30000 mBT

no power inline limit

HasHauaeT npeAen MOLWHOCTU 3N1EKTPONUTAHNA ANA BbIOPaH-
HOro nopra.

BoccraHaBnuBaer npeaen MOWHOCTU NO YMONYaHULO.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 240 — KomaHgb! pexuma Privileged EXEC

3HayeHue/3HayeHue
110 YyMOAYAHUIO

KomaHoa

Aelicmeue

show power inline [giga-
bitethernet gi_port | unit
unit_id]

gi_port: (1..8/0/1..8);
unit_id : (1..8)

OTOb6parkaeT cOCTOAHME INeKTPONUTaHNA nHTepdelicos, noa-
OepPXuBaloLLMX NMTaHWe No NMHUK PoE.
- unit_id — Homep OHWUTA B CTeKe.

show power inline con-
sumption [gigabitethernet
gi_port | unit unit_id]

gi_port: (1..8/0/1..8);
unit_id : (1..8)

OTobpakaeT XxapaKTepUCTUKKN notpebneHna mowHoctn PoE-
WHTepdencoB yCTPOMCTBA.
- unit_id — Homep OHWUTA B CTeKe.

show power inline version

OTobparkaeT BepCUio NPOrpammMHOro obecneyeHnsa KOHTPON-
nepa nogcucrembl PoE.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [loKa3aTb COCTOSIHME 3/IEKTPONUTAHUA BCeX MHTepdEeNCoB yCTPOCTBa:

console# show power inline

Power-1limit mode: Class based
Usage threshold: 95%
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Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)

1 MES2308P 240 219 (91%) 85

12-port 1G

Managed

Switch with

8 POE+ ports
2 MES2308P 240 0 (0%) 42

12-port 1G

Managed

Switch with

8 POE+ ports
Interface Admin Oper Power (W) Class Device Priority
gil/o0/1 Auto On 31.800 4 low
gil/0/2 Auto On 31.800 4 low
gil/0/3 Auto On 31.0 4 low
gil/0/4 Auto Oon 31.400 4 low
gil/0/5 Auto On 31.500 4 low
gil/0/6 Auto On 31.0 4 low
gil/o0/7 Auto On 31.600 4 low
gil/0/8 Auto Fault 0.0 0 low

= [loKasaTb COCTOAHME 3/EKTPONUTaHMA BblIbBpaHHOro MHTepdeica:

console# show power inline gil/0/1
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low

Port Status:
Port standard:

Time range:

Spare pair:
Negotiated power:
Current (mA) :
Voltage (V) :
Overload Counter:
Short Counter:
Denied Counter:
Absent Counter:

Admin power limit

Operational power limit:

Invalid Signature Counter:

Port is off.
802.3AT
(for port power-limit mode) :

Detection is in process

30.0 watts
30.0 watts

Disabled
0 watts
0

(None)

0
0
0
0
0
0

OnucaHue oTobparkaemMbix NapaMeTpPoB 31EKTPONUTAHUA NpUBeAEHO B Tabaunue 241,

Tabnunua 241 — MapameTpbl CTaTyca 3/1EKTPONMTaHMA

Nominal Power

HomMHaNbHaA MOLWHOCTb UCTOYHMKA NUTaHUA noacuctemsl PoE.

Consumed Power

N3mepeHHoe 3HauyeHne notTpebasemon MOLLHOCTH.

Usage Threshold MNoporoBoe 3HaYeHne noTpebaseMon MOLLHOCTH, NPU KOTOPOM popmupyeTcs MHPOop-
MaLMOHHOe coobuieHune (snmp trap) o npesblleHNN nopora.
Traps OTobparkaeT paspeweHne popmmpoBaHne MHGOPMALMOHHBIX COOBLLEHUI.
Port 0O603HauyeHue nHTepderica KommyTaTopa.
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Admin AOMUHUCTPATUBHOE COCTOAHME 3NEKTPONUTaHWA nopTta. Bo3molkHble 3HavyeHna —
auto u never.

Priority MpuopuTeT ynpaBaeHUs 3NeKTPONUTaHMEM NopTa. Bo3amokHble 3HaYeHna — critical,
high, low.

Oper OnepaTUBHOE COCTOAAHUE /1IEKTPONUTAHMA NopTa. BO3MOXKHble 3HaveHunA:

Off — nuTaHWe NopTa BbIKAOYEHO aLMUHUCTPATUBHO;

Searching — nuTaHWe NopTa BKAOYEHO, OXMAaHNE NogKkAtoveHUa POE-ycTpoicTBa;
On — nuTaHKWe nopTa BK/KOYEHO M eCcTb NpucoeamnHeHHoe PoE-ycTpoiicTBo;

Fault — aBapwus nuTaHMA nopTa. POE-yCTPOMCTBO 3aMpoOCMI0 MOLLHOCTb 60bLIYIO,
Yyem [OCTYMHO MK noTpebnsemas POE-yCTpOMCTBOM MOLLHOCTb MpeBbiCUIa 3afaH-
HbIV Npegen.

Port standard Knaccndukaumsa noaknoveHHoro yctpoictesa B cootBetcTeum ¢ IEEE 802.3af, IEEE
802.3at.

Overload Counter CyeTunK KOANYECTBa C/ly4aeB Neperpyskm No 31eKTponmMTaHuio.

Short Counter CyeTymnK ciy4aeB KOPOTKOrO 3aMbIKaHMA.

Denied Counter CyeTumK cnyyaeB OTKa3a B NO4AYE INEKTPONUTAHMUA.

Absent Counter CyeTunK cniyyaeB MNpPEKPaALLEHUA SNEKTPOMUTAHMA M3-3a OTKJOYEHUA MUTAEMOro
yCTpOWMCTBa.

Invalid Signature CyeTumK oWmMbOK KnaccudumKaumm noakAtoHeHHbIX POE-ycTpoicTs.

Counter

5.28 dyHKuuu obecneueHns 6esonacHoCcTH

5.28.1 ®yHKyuu obecnevyeHus 3auumel NOpmMoe

C Lenbto NoBbiWeHna 6e30nacHOCTU B KOMMYTaTOPE CYLLLECTBYET BO3MOMXHOCTb HAaCTPOUTL KaKon-nnmbo
MOPT TaK, YTobbl LOCTYN K KOMMYTaTOPYy Yepes 3TOT NMOPT NPeAoCTaBAACA TOAbKO 334aHHbIM YCTPOMCTBAM.
®YHKUMA 3alMTbl NOPTOB OCHOBaHa Ha onpeaeneHnn MAC-agpecoB, KOTOpbIM paspeluaetca goctyn. MAC-
afpeca MoryT 6biTb HAaCTPOEHbI BPYYHYIO MAW MU3yYyeHbl KOMMYTaTOpoMm. lMocne U3yyeHUs HeobXxoanMbIX
aZlpecoB MopT cieayeT 3ab/0KMPOBATh, 3alUMTMB €ro OT MOCTYN/JEHUA NaKeToB C HeusyyeHHbiMu MAC-
agpecamu. Taknum obpasom, Koraa 3a6710KMPOBaHHbIM NOPT NoaydaeT nakeT,  MAC-agpec UCTOYHMKA NaKeTa
He cBA3aH C 3TMM NOPTOM, aKTUBU3UPYETCA MEXAHW3M 3alLMTbl, B 3aBUCMMOCTU OT KOTOPOro MoryT 6biTb
NPUHATLI CeAylolWMe Mepbl: HECAHKLMOHNPOBaHHbIE MaKeTbl, MOCTynatowme Ha 3a610KMPOBaHHbIN NOPT,
nepecbINaoTcs, oTbpacbiBatoTca, NMBO e NopT, NPUHABLIMIA NaKeT, oTKAloYaeTca. PyHKumA 6e3onacHoCTM
Locked Port no3BonseT coxpaHUTb CMNMCOK M3yyeHHbix MAC-agpecos B daitie KOHPUrypauuu, TakUm
06pa3om, 3TOT CMMCOK MOXKHO BOCCTAHOBUTb NOC/E Nepe3arpysku ycTponicTBa.

/ CyliecTByeT orpaHuMyeHue Ha KoandectBo MAC-agpecoB, KOTOpOe MOKET U3YUNTb NOpT,
MCNOAb3YIOWMII GYHKLMIO 3aLUTbI.

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgelicos) Ethernet, uHmepdgelica

epyrnel nopmos

BunAa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnoi
NopTOB:

console (config-if) #
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Tabnnua 242 — KomaHabl pexkuma KoHpurypaumum nntepdelica Ethernet, rpynnbl uHTepdelicos

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

port security

no port security

— /BbIKOYEHO

BkntouaeT ¢dyHKUMIO 3awmTbl Ha WMHTepdelice. baokupyer
dYHKUMIO U3y4YeHMA HOBbIX aapecos AnA uHTepdelica. Ma-
KeTbl ¢ HensyyeHHbIMM MAC-agpecammn UCTOYHMKA oTBpachkI-
BatoTcA. KomaHga aHanormyHa KomaHge port security
discard.

OTKAtoYaeT GYHKUMIO 3aLWMTbl Ha UHTepdelice.

port security max num
[voice]

no port security max

num: (0..65536)/1

3af.aeT MakCMMaibHOE KOJIMYECTBO afpecoB, KOTopoe
MOKET U3y4nTb NopT. Mpun 3TOM M3 06LLEr0 NIMMUTA Aa-
pecoB BbIYUTAETCA IMMUT aApeCcoB B voice vian.

- voice — yCTaHaB/IMBAET MaKCMMAJIbHOE KOIMYECTBO
apecoB, KOTOPOE MOKET ObITb M3y4yeHo B voice-vlan.
NlumunT appecos B voice-vlan He MoXeT NpeBblwaTh 06-
LWUA TUMAT.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

port security routed se-
cure-address mac_address

no port security routed se-
cure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAMBaeT 3aWwmLLeHHbIi MAC-agpec.

Ypansaet sawmweHHbii MAC-agpec.

port security {forward |
discard | discard-shut-
down | discard-shutdown-
vlan} [trap freq]

freq: (1..1000000) cek

BkntoyaeT dyHKUMIO 3awmTbl Ha WHTepdelice. baokupyet
dYHKUMIO N3y4eHMa HOBbIX afpecoB ANA uHTepdeica.

- forward — nakeTbl ¢ Hensyy4eHHbIMM MAC-agpecamm uc-
TOYHMKaA NepecblIatoTCA.

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-agpecamu uc-
TOYHMKa OTOpacbIBatOTCA.

- discard-shutdown — nakeTbl ¢ HensyyeHHbIMM MAC- agpe-
CaMM UCTOYHMKA OTOPACHLIBAIOTCA, NOPT OTKAKOYAETCA.

- discard-shutdown-vlan — nakeTbl ¢ HensyyeHHbIMU MAC-
agpecamu UCTOYHUKA oTbpacbiBatoTcA. MopT yaanaeTca u3
cootBetcTaytowen(nx) VLAN. Bosspat nopta Bo VLAN ocy-
wecTeAfeTca KomaHaom set interface active.

- freq — 4acToTa reHepupyemblix COOBLLEHWUI MPOTOKOAA
SNMP trap npu NnocTynaeHMn HeCaHKUMOHNPOBAHHbIX MaKe-
TOB.

port security trap freq

freq: (1..1000000) cek

3a@eT 4yacToTy reHepupyemblx COOBLEHNI NpoToKo/a
SNMP trap npu NnocTynaieHMn HeCaHKLMOHMPOBAHHbIX NaKe-
TOB.

port security mode {secure
{permanent | delete-on-
reset} | max-addresses |
lock}

no port security mode

—/lock

3agaeT pexum orpaHuyeHunsa usydyeHma MAC-agpecos gns
HacTpanBaemoro uHTepdeiica.

- max-addresses — yaanaer TekyLime AMHAMUYECKN U3YyYeH-
Hble agpeca, cBA3aHHbIe C HTepdelicom. PaspelueHo nsyve-
HMEe MaKCMMaNbHOro KOoAM4yecTBa agpecos Ha nopty. [lo-
BTOPHOE M3Yy4eHWe U CTapeHune paspeLleHbl.

-lock — coxpaHsaeT B KOHPUrypaumio TekyLimMe AuHamMuye-
CKM U3yYeHHble agpeca, CBA3aHHble C nHTepdelicom 1 3anpe-
waeT obyyeHne HOBbIM afpecam M CTapeHUe Y¥Ke U3ydeH-
HbIX afiPecoB.

- secure — HacTpamBaeT CTaTMYeCKOoe OrpaHnYeHne usyye-
HMA MAC-agpecoB Ha nopry.

- permanent — gaHHbIn MAC-agpec coxpaHuTca B Tabamue
[ae nocne nepesarpysKkun ycTpomncTaa.

- delete-on-reset — gaHHbIN agpec yaanuTca nocne nepesa-
rPY3KW yCTpOWMCTBa.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.
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KomaHOobi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 243 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMoa4YaHUuto
show ports security {giga- MoKa3biBaeT HACTPOMKM GYHKLUMKM 6€30MacHOCTM Ha Bbl-
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); 6paHHOM UHTepdeiice
gabitethernet te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group | detailed}
show ports security ad- Moka3biBaeT TeKyliMe AMHaMUYecKne agpeca ana 3abno-
dresses {gigabitethernet gi_port: (1..8/0/1..48); KMPOBaHHbIX NOPTOB.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)
channel group | detailed}
set interface active {giga- AKTUBU3UPYET MHTEpdENC, OTKAOUYEHHbIM YHKUMen 3a-
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); WUTbI NopTa (KOMaHAa AOCTYNHA TONbKO A/1A NPUBUNETU-
gabitethernet te_port | te_port: (1..8/0/1..24); pOBaHHOro NnoJsib3oBaTens).
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show ports security status — MoKa3biBaeT TEKYLLMI CTAaTyC BCeX MHTepdecos.

[pumepbl 8bIN0AHEHUS KOMAHO

= Braountb PyHKLMIO 3amTbl HA 15 nHTepdeice Ethernet. YcTaHOBUTL OrpaHnyeHme Ha M3yyYeHue
agpecos — 1 agpec. MNocne nsyyeHns MAC-agpeca 3a610KknMpoBaTbh GYHKUMIO M3YYEHUA HOBbIX aj-
pecoB gns MHTepdelica ¢ Lenbto oTOPoCUTb NaKeTbl ¢ HemsydeHHbIMKM MAC-agpecamm UCTOYHMKA.
CoxpaHuTb B paiin n3yvyeHHbIN agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if) # port security

= [loaKNtouYUTb KAKEeHTa K nopTy n nsyuntb MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx 247




HELTEX

5.28.2 lMpoeepKa nodauHHOCMU KaAueHmMa Ha ocHose nopma (cmaHdapm 802.1x)

5.28.2.1 baszosas nposepka nodauHHocMu

AyTeHTUdUKaumMa Ha ocHoBe cTaHaapTa 802.1x obecneymBaeT NPOBEPKY NOAJIMHHOCTM NOJ/ib30BaTeNeMn
KOMMYTaTOpa 4Yepe3 BHELWHUA CepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAKAOYEH KAWeHT. TonbKo
ayTEHTUPULMPOBAHHbBIE M AaBTOPU30OBAHHbIE MO/Ib30BATE/IM CMOrYT NepenasaTb M MPUHUMATb AaHHbIE.
MpoBepKa NOAJAMHHOCTM NOAb30BaTeiei NOPTOB BbiNoaHAeTcA cepsepom RADIUS nocpenctsom npoTokona
EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06anb6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMmMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnuua 244 — KomaHabl pexkmma rnobanbHomn KoHpurypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMOAYaHUIO
dotlx system-auth-control BkntoyaeT pexum ayteHTUduKaumm 802.1X Ha KomMmyTa-
Tope.
—/BbIKOYEHO
no dotlx system-auth-con- BbikntoyaeT pexum ayteHTuduKaumm 802.1X Ha KOMMmyTa-
trol Tope.
aaa authentication dotlx 3apaeT OaMH UK Ba MeTo4a NPOBEPKM NOSJAMHHOCTH, aB-
default {none | radius} Topu3auMm 1 yyeta (AAA), 4NA MCNONb30BAHMA Ha UHTEp-
[none | radius] delicax IEEE 802.1X.
- none — He BbINOJIHATb ayTeHTVId)MKaLI,MIO;
-radius — wucnonbsosatb cnucok RADIUS-cepsepoB ans
—/radius ayTeHTUdMKaLMM Nnonb3osaTens.
Bropoii metoa ayteHTUPMKauMM uUcnonb3yetca
V TONbKO B C/ly4ae, ec/iv No NepBomy ayTeHTUPUKa-
uua 6bl1a HeycneLwHoi.
no aaa authentication YcTaHaBAMBAET 3HaYEHME N0 YMONYAHUIO.
dotlx default

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm nHtepoderica Ethernet:

console (config-if)#

/ MpoTtoKkon EAP (Extensible Authentication Protocol) BbinonHsaeT 3agaun ana ayteH-
TMdUKaLUM yaaNneHHOro KANEeHTa, Npyu 3TOM onpeaensiss MexaHusm ayTeHTudpuKa-
umm.
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Tabnunua 245 — KomaHgb! pexxuma KoHdpurypaumm nntepdeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

— /force-authorized;

HacTtpauBaet ayteHTMdMKaymio 802.1X Ha MHTepodeiice.
PaspelwaeT py4HON KOHTPO/Ib 33 COCTOAHWEM aBTOPMU3a-
U1K nopra.

-auto — ucnonb3osatb 802.1X AnA M3MeHeHUAa cocTon-
HWA KIMEHTA MEXAY aBTOPM30BAHHbIM U HEABTOPU30BAH-
HbIM;

- force-authorized — BbikiOUaeT ayTeHTUdUKaLMIO
802.1X Ha nHTepdeliice. MopT nepexoaAnT B aBTOPU30BAH-

time: (1..32) Hoe cocTosHWe 6e3 ayTeHTUdUKaLMK;
- force-unauthorized — nepeBoauT NopT B HEABTOPU30-
BaHHOe cocTosHMe. MrHOpUpPYOTCA BCE NOMbITKM ayTEHTM-
bUKauMM KAMEHTa, KOMMYTATOP He NpPefoCTaBAsAeT cep-
BMC ayTEHTUOMKALLMM ANA 3TOTO NOpTa;
- time — vHTepBan BpemeHu. ECM AaHHbIN NapameTp He
onpegeneH, To NOPT He aBTOPU30BaH.
no dotlx port-control YcTaHaBAMBaEeT 3HaYeHMEe N0 YMOAYAHUIO.
dotlx reauthentication —/nepuoanueckne BKntouaeT nepuvoguyeckue NOBTOPHblE MPOBEPKU NOA-
NOBTOPHbIE NPOBEPKHU JIMHHOCTY (NepeayTeHTUUKALMIO) KNNEHTA.
no dotlx reauthentication NoAJIMHHOCTH BbIKntoYaeT nepuoamyeckre NOBTOPHbIE NPOBEPKN NoA-
BbIK/IOYEHbI JIMHHOCTY (NepeayTeHTUOUKALLMIO) KNINEHTA.
dotlx timeout reauth-pe- ) YcTaHaBAMBaeT Nepuos, Meay MNOBTOPHbIMKU MpoBep-
riod period period: Kamu NoA/IMHHOCTY.
- (300..4294967295)/
no dotlx timeout 3600 cek YcTaHaBAMBaeT 3HAYEHUE MO YMOYAHUIO.

reauth-period

dotlx timeout quiet-period
period

no dotlx timeout quiet-pe-
riod

period: (10..65535)/60
ceK

YcTaHaBAMBaeT Nepuoa, B TeYeHMe KOTOPOro KoOMMmyTa-
TOP OCTaeTcA B COCTOSSHUM MOYAHWUA NOCAe HeyaayHou
NpoBepKN NOAJAUHHOCTU.

B TeyeHue mepuoaa MOMYAHMA KOMMYTATOP He MNPWUHU-
MaeT U He UHUUMNPYET HUKaKNX ayTeHTVId)VIKaLI,VIOHHbIX
coobLeHunN.

YcTaHaBAMBaeT 3HaYeHne N0 YMONYAHUIO

dotlx timeout tx-period
period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAMBaeT nepuog, B TeYeHWe KOTOPOro KOMMyTa-
TOP OXKMAAET OTBET Ha 3anpoc M60 MAEHTUOUKALMIO MO
npoTtokony EAP oT KnneHTa, nepes NOBTOPHOM OTMNPABKOM
3anpoca.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YCTaHaBAMBAET MaKCMMa/bHOE 4YUCNO MOMbITOK nepe-
[auu 3anpocos npoTokona EAP-knneHTy nepes HOBbIM
3anycKom npoLiecca npoBepku NOAANHHOCTY.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx timeout
supp-timeout period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBaeT Mepuos Mexay NOBTOPHbIMKM nepeaa-
Yyamu 3anpocoB NpoTokona EAP-KnneHTy.

YcTaHaBAUBaeT 3Ha4YeHue no YMONYaHUIO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAnBaeT nepuo/, B Te4eHMe KOTOPOro KOMmyTa-
TOPp OXXMAaeT OTBETa OT CepBepa ayTeHTMd)MKaLI,VIVI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

dotlx timeout silence-pe-
riod period

no dotlx timeout si-
lence-period

period: (60..65535)
ceK/He 3aaaHo

YcTaHaBAMBaeT Nnepmo BpeMeHN HeaKTUBHOCTU K/IMEHTa,
no ncrte4yeHne KoOToporo KIMeHT CTaHOBUTCA HEABTOPU3O-
BaHHbIM.

YcTaHaBAMBaeT 3HaYeHUe No YMONYaHUIO
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KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 246 — KomaHgb! pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aelicmesue

dotlx re-authenticate [gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bpy4Hyto ocyllecTBAseT NOBTOPHYIO NPOBEPKY NOAJAVHHO-
CTM YKa3aHHOro nopTa B KOMaHAe, Mbo Bcex NOpToB, NOA-
nepxusatowmx 802.1X.

show dotlx interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasbiBaeT coctosiHMe 802.1X gnsa KommyTaTopa Ambo gna
yKa3aHHOro uHtepdelrica.

username: (1..160)
CMMBO/IOB

show dot1x users
[username username]

MNoKa3blBaeT aKTUBHbIX AyTEHTUDMLIMPOBAHHbIX MO/Ib30BaTe-
nei 802.1X kKommyTaTopa.

show dot1x statistics inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasbiBaeT cTaTUCTMKY no 802.1X ans BbIBpaHHOIo UHTEp-
deiica.

[pumepbl 8bINOAHEHUS KOMAHO

= BKAKOUUTb pexum ayteHTMdmKaumm 802.1x Ha KommyTtaTtope. Mcnonb3osatb RADIUS-cepsep anA
NPOBEPKU MOAJIMHHOCTU KANEHTOB Ha uHTepdencax IEEE 802.1X. Ana 8 uHtepdeiica Ethernet mc-

NoNb30BaTb PEXUM ayTeHTUPMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

Moka3aTtb coctoAaHMe 802.1x ana KommyTtaTopa, Ana 8 nHrepdenca Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled
Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8

Host mode: multi-host

Port Administrated Status: auto

Guest VLAN: disabled

Open access: disabled

Server timeout: 30 sec

Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
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Silence period: 0 sec
Quiet period: 60 sec

Interfaces 802.1X-Based Parameters
Tx period: 30 sec

Supplicant timeout: 30 sec

Max req: 2
Authentication success: 0
Authentication fails: 0

Tabnuua 247 — OnuncaHue pesynbTaToB BbINO/HEHMA KOMaHA,

Mapamemp

OnucaHue

Port

Homep noprTa.

Admin mode

Pexum ayteHTuduKaumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaumnoHHbI PeskMm NopTa: aBTOPMU30BAHHbIN, HEABTOPU30BaHHbIW, IMBO BbIKNIO-
yeHHbIN (Authorized, Unauthorized, Down).

Reauth Control

KoHTposib NnepeayTeHTUdUKaLUM.

Reauth Period

Mepnoa mexay NOBTOPHbIMK NPOBEPKAMM NOSJANHHOCTU.

Mmsa nonb3osBatens npu ucnosibsosaHmum 802.1X. Ecnn nopT aBTOpM30BaH, To oTobpa-

Username JKaeTca UMSA TeKyLLero nosb3osatens. Ecnm nopTt He aBTOpM30BaH, TO oTobparkaeTcs
MMA NOCNeAHEero yCnewHo aBTOPM30BaHHOIO Nob30BaTeNs Ha NOPTY.
Quiet period Mepuog, B Te4EHNE KOTOPOro KOMMYTATOP OCTAETCA B COCTOAHMM MOIYAHUA NOC/E He-
yAa4HOM NMPOBEPKM NOAJIMHHOCTH.
Tx period Mepuog, B TeYEHME KOTOPOro KOMMYTATOP OXMAAET OTBET Ha 3anpoc Anb6o naeHTudu-
P Kauuio no npotokony EAP oT KineHTa, nepes, NOBTOPHOM OTNPABKOM 3anpoca.
Max req MaKcumanbHoe YMC/Io NOMbITOK Nepesayn 3anpocoB npoTokona EAP KaneHTy nepes

HOBbIM 3aNyCKOM npouecca npoBepKn NOATMHHOCTHU.

Supplicant timeout

Mepuog mexKay NOBTOPHbLIMM Nepeaadamm 3anpocoB NpoTokona EAP KaneHTy.

Server timeout

Mepunog, B Te4EHME KOTOPOro KOMMYTATOP OXWAAET OTBETA OT CEpPBEpPa ayTeHTUDUKA-
unun.

Session Time

Bpems NoaK/aoueHns Nonb3oBaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3soarens.

Authentication
Method

MeTog ayTeHTUdMKALMM YCTaHOBAEHHOM ceccum.

Termination Cause

[MprYMHa 3aKpbLITUA CECCUMN.

TeKywee 3HayeHMe aBTOMaTa COCTOSIHUM onpeaenntena No4MHHOCTU U BbIXOAHOTO

State .

aBTOMaTa COCTOAHUMN.
Authentication . .
success KonnyecTBo nonyyeHHbIx coobueHnii 06 ycnewHon ayTeHTMdMKaLmMm oT cepaepa.
Authentication fails KonnyecTBo nosy4yeHHbIX COODLLEHUI O HeyCNeLwWwHOoM ayTeHTUdUKaL MM OT cepBepa.
VLAN pynna VLAN Ha3HayeHHaa nonb3osaTento.
Filter ID NaeHTudukaTop rpynnbl GuabTpaLmun.

= [lokasaTb cTaTUCTMKy no 802.1x ana uHtepodeliica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
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EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3

EapolRegFramesTx: 5
InvalidEapolFramesRx: 0O
EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnnua 248 — OnuncaHMe pPe3ybTaToB BbINOIHEHMA KOMaHA,

Mapamemp OnucaHue

KonnuyecTBo KOPPEKTHbIX MakeTos ntoboro Tuna npotokona EAPOL (Extensible Au-
EapolFramesRx thentication Protocol over LAN), NpuHATbIX AaHHbIM onpeaenuTenem noANMHHO-

CTH.

Konnuectso KoppeKTHbIX NakeToB sitoboro tvna npotokona EAPOL, nepegaHHbIX
EapolFramesTx PP P pea

OaHHbIM onpeaennTenem NOAJINHHOCTY.

KonunuectBo naketos Start npotokona EAPOL, NpuUHATLIX AaHHbIM onpeaennTesiem
EapolStartFramesRx P P A Peh

NOA/IMHHOCTHU.

Konnyectso naketos Logoff npoTtokona EAPOL, NnpuHATbLIX AaHHbIM onpeaenuTe-
EapolLogoffFramesRx & P P A pea

nem NoAJIMHHOCTW.

Konunuyectso naketoB Resp/Id npotokona EAPOL, NpuHATbIX AaHHbIM onpeaennte-
EapolRespldFramesRx p/id np P A PEA

nem NoA/IMHHOCTW.

Konnuyectso naketos oteeToB (Kpome Resp/ld) npotokona EAPOL, NpUHATbLIX AaH-
EapolRespFramesRx (kp p/id) np P A

HbIM onpegenutenem NoAANHHOCTU.

Konunuyectso naketos Resp/Id npoTtokona EAPOL, nepeAaHHbIX AaHHbIM onpeaenu-
EapolReqldFramesTx p/id np pea A pea

Tenem NoSAMHHOCTU.

Konunyectso naketos 3anpocoB (Kpome Resp/ld) npotokona EAPOL, nepeaaHHbIX
EapolReqgFramesTx P (kp p/id) np PeA

AaHHbIM onpeaenntenem NnoANTMHHOCTU.

Konunyectso naketos npotokona EAPOL ¢ Hepacno3HaHHbIM TUNOM, MPUHATBIX AaH-

InvalidEapolFramesRx
HbIM onpegenuTenem NOAJMHHOCTY.

Konunyectso naketos npotokosia EAPOL ¢ HEKOPPEKTHOW ANMHOW, NPUHATLIX AaH-

EaplLengthErrorFramesRx
HbIM onpegenutenem NoAANHHOCTU.

Bepcua npotokona EAPOL, npuHATaA B camom nocnefHem Ha AaHHbIA MOMEHT na-

LastEapolFrameVersion
KeTe.

MAC-agpec UCTOYHUKaA, I'IpMH‘r'lTbIﬁ B CamOM nocnegHem Ha AaHHbIVI MOMEHT Nna-

LastEapolFrameSource
KeTe.

5.28.2.2 PacwupeHHas nposepKa nodauHHocmu

PacwupeHHble HacTpoliku dotlx No3BOAAIOT NPOBOAMTL NPOBEPKY NOAJAMHHOCTU ANA HECKOAbKMX
K/MEHTOB, NOAK/OUYEHHbIX K NopTy. CyllecTByeT ABa BapuMaHTa ayTeHTUPUKALMKN: NepBbli, Koraa NpoBepKa
NOA/IMHHOCTM Ha OCHOBe MopTa TpebyeT ayTeHTUPMKALMM TOIbKO OAHOTO KAMEHTA, YTO6bl A4OCTYN K cucTeme
umenu Bce KaveHTbl (pexum Multiple hosts), BTopoi, Korga npoBepKa nog/iMHHOCTM Tpebyet
ayTeHTMOUMKALMM BCEX MOAKIIOYEHHbIX K MOPTY KAMeHToB (pexunm Multiple sessions). Ecan nopT B pexunme
Multiple hosts He NpoxoAWT ayTEeHTUOUKALMIO, TO BCEM NOAKNHOUYEHHBIM XOCTaM ByAeT 0TKa3aHo B JOCTyMe K
pecypcam ceTu.
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KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexXume rnobanbHol KoHUrypaumm:
console (config) #

Tabnunua 249 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

dotlx traps authentication
success [802.1x | mac |
web]

no dotlx traps authentica-
tion success

— /BbIKOYEHO

PaspeluaeT 0TNPaBKy trap-coobLEHNIA, KOTAA KAUEHT yCnewwHo
NpoxXoamT ayTeHTUdMKaLMIO.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

dotlx traps authentication
failure [802.1x | mac |
web]

no dotlx traps authentica-
tion failure

— /BbIKOYEHO

PaspeluaeT oTNpaBKy trap-coobLEeHNA, KOraa KAWEHT He npo-
Wwen ayTeHTUdMKaumIo.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

dotlx traps authentication
quiet

no dotlx traps authentica-
tion quiet

— /BbIKOYEHO

BktoyaeT oTnpaBKy trap-coobLLeHnin Npu NpeBblLLeHUM NOJb-
30BaTeNleM MAKCMManbHO [AONYCTUMOrO KosimyecTBa 6es-
yCnewHbIX NOMNbITOK ayTeHTUdMKaL M.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumm nHtepdelica Ethernet:

console (config-if) #

Tabnunua 250 — KomaHab! pexkuma KoHdurypaumm nHtepdelrica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx host-mode
{multi-host | single-host |
multi-sessions}

—/multi-host

PaspeluaeT HasMume 04HOr0/HECKObKMX KNMEHTOB Ha aBTOPU-
30BaHHOM nopTy 802.1X.

- multi-host — HeCKObKO KNNEHTOB;

- single-host — oauH KnneHT;

- multi-sessions — Hecko/bKoO ceccuit.

dotlx violation-mode {re-
strict | protect | shut-
down} [trap freq]

no dotlx single-host-viola-
tion

—/protect;
freq: (1..1000000)/1
cek

3apjaeT felicTBue, KOTOpoe HeobXoAMMO BbINONHWUTL, KOraa
ycTpoiicteo, MAC-agpec KoToporo otanyaetca ot MAC-agpeca
K/IMEHTA, OCYLLECTBAAET NOMbITKY A0CTyNa K MHTepdeiicy.
- restrict — naketbl ¢ MAC-agpecom, oTimyHbiM oT MAC-ag-
peca KAneHTa, NepecbiNaloTca, NP1 3TOM afpec UCTOYHUKA He
nsyyaercs;
- protect — naketbl ¢ MAC-agpecom, oTanyHbim ot MAC-aa-
peca KineHTa, oTbpacbiBatoTCs;
- shutdown — nopt BbikntoyaeTcs, naketsbl c MAC-agpecom, oT-
NnyHbIM 0T MAC-agpeca KaneHTa, oTbpacbiBatoTcs;
- freq — YacToTa reHepupyembix coobLweHnt npotokona SNMP
trap npu NOCTyN/ieHNN HeCAaHKLMOHNPOBAHHbIX NMaKeToB.

V KomaHpaa urHopupyertca B pexkume Multiple hosts.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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dotlx authentication
[mac | 802.1x | web]

—/BbIK/OYEHO

no dotlx authentication

BkntovaeT ayTeHTUDMKaLMIO
- mac — BK/OYaeT ayTeHTUPMKaLumio, ocHoBaHHy0 Ha MAC-
agpecax;
-802.1x — BK/AOYAET ayTeHTUMKALMIO, OCHOBAHHYH Ha
802.1x;
- web -BkatoyaeT mexaHn3am web-based ayteHTUdPMKaLmm
, | - He gonxHO 6bITb cTaTUuEcKuX NpusBaA3ok MAC-agpe-
. coB.
- ®YHKLUMA NOBTOPHOWU ayTEHTUDUKALUUN J0NXKHA BbITb BKAIO-
yeHa.

BbIk/loYaeT ayTeHTUPUKALMIO, OCHOBaHHY Ha MAC-agpecax
nonb3osaTesniei.

dotlx max-hosts hosts
hosts: (1..4294967295)

no dotlx max-hosts

3aaeT MakCMManbHOE KOIMYECTBO XOCTOB MPpoLUeAWnX ayTeH-
TMdMKaumio.

Bo3BpalaeT 3HaueHMe N0 YMONYaHMUIO.

dotlx max-login-attempts
num
num: (0, 3..10)/0

no dotlx max-login-at-

3a4aeT KONNYECTBO HeyAauHbIX MOMbITOK BBOAA /IOTMHa, nocne
KOTOPbIX KNNEHT BOKMpyeTCA.
0 — 6eCKOHEYHOEe YNC/I0 NOMbITOK

Bo3BpaliaeT 3HayeHMe No YMOAYaHUIO.

tempts
dotlx radius-attributes fil- BKAOYATL NPOBEPKY NOA/JMHHOCTM, OCHOBaHHYyl Ha ACL/
ter-id Ha3HauuTb QoS-Policy.
- - —/BbIK/OYEHO
no dotlx radius-attributes YcTaHaBAMBaET 3Ha4YeHME N0 YMONYAHUIO.
filter-id

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes
vlan

— /BbIK/IIOYEHO

BkntoyaeT o6paboTtky onuumn Tunnel-Private-Group-ID (81) B
coobuweHmnax RADIUS-cepsepa.

BbikntovaeT 06paboTky onumm Tunnel-Private-Group-ID (81) B
coobueHmnax RADIUS-cepsepa.

dotlx radius-attributes

vendor-specific data-filter
no dotlx radius-attributes
vendor-specific data-filter

— /BbIKOYEHO

BKAOUNTB GYHKUMIO AUHaMMYecKoro fobasnernusa ACL Ha nopT
yepes coobueHuns ot RADIUS-cepsepa.

BbIkNtouNTb GYHKUMIO AMHamMuyecKkoro pobasneHua ACL Ha
nopt Yyepes coobueHnsa ot RADIUS-cepsepa.

KomaHObI pexcuma KoHguaypuposaHua VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHPUrypuposaHma nHtepoeica VLAN:

console (config-if)#

Tabnunua 251 — KomaHabl pexkuma KoHpurypuposaHua nHtepdeiica VLAN

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

KomaHoa

Aelicmeue

dotlx guest-vlian

Mo ymonyanuio VLAN
HeonpegeneHa Kak
roctesas

no dotlx guest-vian

Onpegensert roctesyto VLAN.

OTKpbIBAaeT HEaBTOPU30BaHHbIM NOb30BATENAM UHTEpdElica
poctyn K roctesoi VLAN. Ecnm rocteasa VLAN onpegeneHa m
paspelleHa, NopT byaeT aBTOMATUYECKU MPUCOEAMHATLCA K
Hel, Korga He aBTOPM30BaH, M NOKMAATb, KOraa NponaeT as-
TopM3aumio. YTobbl MCNONb30BaTb AAHHbIN GYHKLMOHAN, NOPT
He A0NKeH BbITb CTaTUYECKUM YneHom roctesolt VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 252 — KomaHapl pexkmma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

show dot1x interface
{gigabitethernet gi_port |
tengigabitethernet

te port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

HacTtpoiiku npotokosa 802.1x Ha uHTepdelice (KomaHaa Ao-
CTYMHa TO/IbKO AN NPUBUIETMPOBAHHOIO NO/1b30BaTENSA).

show dot1x detailed

MoKa3blBaeT pacluMpeHHble HacTPOMKM NpoTokona 802.1x.

show dotlx users
[username]

username: CTpOKa

MoKa3sbiBaeT AdBTOPU30BaAHHbIX K/INEHTOB.

show dotlx locked clients

MoKa3blBaeT HEaBTOPM30BaHHbIX K/AMEHTOB, 3ab/10KMpOBaH-
HbIX NO TaMm-ayTy.

show dot1x statistics
interface {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasbiBaeT cTaTUCTUKY 802.1X Ha UHTepdeiicax.

5.28.2.3 Hacmpolika akmusHo2o ceaHca KnueHma (CoA)

RADIUS CoA (Change of Authorization) — aTo ¢yHKUMSA, KOTOpan no3sonseT cepepy RADIUS HacTpouTb
aKTUBHbIN CeaHC KNNEHTA, paHee ayTeHTUPULMPOBAHHOIO Ha OCHOBe cTaHaapTa 802.1x. O6paboTka cooblieHui
CoA-Request npoucxoaut B cootseTcTBum ¢ RFC 5176. O6pabaTbiBatoTcs coobuueHus, npuweawmne Ha UDP-nopT
3799 oT cepBepoB, 3a4aHHbIX KOMaHAOW radius-server hosts 1 ¢ Knto4yom, 3a4aHHbIM KoMaHaon radius-server
key. Ana naeHTUPUKaLMmM ceaHca KameHTa ucnonb3ytotca RADIUS atpubyTel User-Name vnu Acct-Session-Id. Ana
HACTPOMKM ceaHca KnneHTa nogaepxusatotrca RADIUS-atpubyTtel Tunnel-Private-Group-Id, Filter-Id, Eltex-Data-
Filter, Eltex-Data-Filter-Name.

KomaHObI pexcuma 2nobanbHol KOHgu2ypauuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:

console (config) #

Tabnunua 253 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

HAelicmeue

aaa authorization dynamic
radius

no aaa authorization
dynamic

—/BbIK/IIOYEHO

BKAtoyaeT GpyHKLUMIO HACTPOMKM aKTUBHOTO ceaHca KnmeHTa (CoA).

Bblk/oYaeT OYHKUMIO HACTPOWMKM aKTMBHOMO ceaHca KAWeHTa
(CoA).
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5.28.3 Hacmpolika ¢pyHkyuu MAC Address Notification

®dyHKkuma MAC Address Notification nossonser oTcnexunBaTb NoABNEHME U UCYE3HOBEHNE aKTUBHOIO
060pyL0BaHUA Ha CETU NYTEM COXPAaHEHUA UcTopun nsydeHna MAC-aapecos. Mpu 06HAPYKEHUN USMEHEHNI
B cocTaBe n3yyeHHbIx MAC-afpecoB KOMMYTaTOpP coxpaHaeT MHopMaLmto B Tabnumue un n3selaeT 06 aTom ¢
NOMOLLbIO coobLLeHMI npoTokona SNMP. OyHKUMA MMeeT HacTpaMBaemble NapameTpbl — FyO6MHA UCTOPUM
0 COBbITUAX U MUHMMANbHbIN MHTEPBaN OTNPaBKK coobuieHnin. Cepsmc MAC Address Notification oTkntoueH
MO YMO/IMaHUIO U MOXKET ObITb HACTPOEH BbIDOPOYHO ANA OTAENbHbIX NOPTOB KOMMYyTaTOpa.

KomaHOb! pexcuma 2n06aa6HoU KOHGU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnuua 254 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

3HayeHue/
KomaHoa 3HavyeHue no Aelicmeue
YMOAYAHUIO
mac address-table notifica- KomaHgaa npesHasHavyeHa 4na rnobanbHoro ynpasaeHna GpyHK-
tion change umnert MAC notification. KomaHza paspelsaer perucrTpaLmio co-

6biTHin gobasneHunsa u ypaneHua MAC-agpecos B/vu3 Tabnauy,
KOMMYyTaToOpa M OTNPABKY YBEAOM/IEHUA O COBLITUAX.

Ona paboTbl GyHKUUKM HeobxoAMMO [ONONHWUTENbHO paspe-
LWATb reHepaLmio yBeAOMNAEHUIN HA UHTepdelicax (CM. HUXKe).

—/BbIK/OYEHA

no mac address-table noti- BoikntovaeT dpyHKumo MAC notification rnobanbHo 1 oTmeHseT
fication change COOTBETCTBYHOLME HACTPOMKKN Ha BCeX MHTepdelicax.

mac address-table notifica- MaKcuMManbHbI NPOMEKYTOK BPeMEHW MeXAy OTnpaBKamwu
tion change interval value SNMP-yBegomneHuin. Ecnm 3HayeHWe MWHTepBana BpPEeMEHMU

paBHo 0, TO reHepauusa yBefOMIEHUI U COXpaHeHMe cobbITui B
NcToputo byaeT ocyLecTBAATLCA HEMEAIEHHO NO Mepe BO3HUK-
HOBeHUsA cobbITMIA 06 N3MeHeHUM cocToaHUA Tabanubl MAC-aa-

value: pecoB. Ecan 3HayeHue wHTepBana BpemeHu Honbwe 0, TO
(0..4294967295)/1 YCTPOMCTBO ByaeT HakanMBaTb COObITUA 06 U3MEHEHUU COCTO-
AHUA Tabanubl MAC-agpecoB B Te4EHWE 3TOTO BPEMEHW, A 3a-
Tem OTnpasnATb yBeaomaeHuA npotokona SNMP u coxpaHATb
cobbITHA B UCTOPUMN.

no mac address-table noti- BoccTaHaBMBaeT 3HauYeHMe N0 YMONYAHUIO.

fication change interval

mac address-table notifica- KomaHaa 3aaaeT MakCMManbHOE KOMYecTBO cobbiTuii 06 ns-

tion change history value MeHeHUM cocTosHma Tabanubl MAC-agpecoB, KOTOpoe coxpa-
HAETCA B UCTOPMM. ECIM yCTaHOBAEH pasmep UCTOPUM PaBHbIN

value: (0..500)/1 0, To cobbITUA He coxpaHatoTca. Mpu nepenonHeHumn bydepa mc-

TOpPUM HOBOE COBbITUE MOMELLAETCA HA MECTO CamMOro CTaporo.

no mac address-table noti- BoccTaHaBAMBaeT 3HaYeHMe N0 YMONYAHUIO.

fication change history

snmp-server enable traps KomaHza npeaHasHavyeHa pnsa BKAOYeHWMA oTnpaBku SNMP-

mac-notification change yBefomMNeHui 06 n3ameHeHMmn coctoaHna Tabanusl MAC-agpe-
coB. [1nA OTK/AOYEHUA UCMOb3YeTcA OTpuuaTenbHan popma Ko-
MaHzbl.

Ecnn otnpaBKa yBeAOMAEHUI BKIOYEHA, TO YCTPOKCTBO ByaeT
MHPOPMMPOBATL O COBBLITUAX COObLLEeHNAMM NpoToKoaa SNMP
W COXPaHATb COOTBETCTBYMOLWME CObbITUA B UcTOopun. Ecam oT-
npaska SNMP-yBegomieHuMI BbIK/IOYEHA, TO YCTPOMCTBO byaeT
TO/IbKO COXPaHATb COBLITUA B UCTOPUN.

— /BbIKOYEHO

no snmp-server enable OTkntoyaeT otnpasky SNMP-yBegomneHuii 06 MameHeHUn co-
traps mac-notification cToAHUA Tabamubl MAC-aapecos.
change
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snmp-server enable traps
mac-notification flapping

no snmp-server enable
traps mac-notification flap-

ping

BKkntounTb oTnpaBKy Tpanos o ¢nannuHre MAC-agpecos.

—/BKAIO4eHa OTKNtOUYNUTL OTNPaBKY Tpanos o dnannuHre MAC-agpecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if)#

Tabnunua 255 — KomaHgb! pexxuma KoHdurypaumm nHtepdeliica Ethernet

KomaHoa

3HayeHue/3HayeHue rno

elicmeue
YMOAYAHUIO A

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notifica-
tion change

BK/lOYEHWE reHepaLumn YBeAOMAEHUIN HA KaXKAOM WH-
Tepdelice 0 cobbITUAX M3MeHeHUs cocTosaHna MAC-aa-
pecoB. OTAENbHO MOXHO Pa3pelnTb reHepaLmio yBe-
—/BbIK/IOYEHa OOMAEHUIN ToNbKO 06 n3yveHun MAC-agpecos, n1Mb6o
TONbKO 06 UX yaaneHuu.

OTK/lOYEeHWe reHepauuu YyBeAOM/IEHUA Ha WHTep-
delice.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabanua 256 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue o

elicmeue
YMOAYAHUIO A

show mac address-table
notification change history
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

OTobparkeHne BCex yBeAOMIEHUI 06 N3MEHeHUU co-
gi_port: (1..8/0/1..48); ctosiHma MAC-agpecoB, COXpPaHEHHbIX B UICTOPUM.
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

show mac address-table
notification change statis-
tics

OTobparkeHne CTAaTUCTUKM cepBuca: obuiee Koanye-
CTBO cObbITMIA 06 M3yueHnn MAC-agpecos, obliee Ko-
iM4yecTBo cobbiTuii 06 ypganeHun MAC-agpecos, 06-
Lee KonnyecTso otnpasaeHHbix SNMP-coobLeHui.

[pumepbl UC0/16308AHUA KOMAHO

®" B npumepe NOKa3aHO Kak HacTpouTb nepepgady coobuieHmnin SNMP MAC Notification Ha cepsep ¢
afpecom 172.16.1.5. [pun HacTpolike 3agaeTca obuiee pa3pelleHme paboTbl cepBuca, HacTpa-
MBaeTCA MUHMMA/bHBIN MHTEPBAA OTNPaBKM COOBLLEHMI, 3aaeTcAa pa3Mep UCTOPUM COBLITUIM K
HacTpamMBaeTcsA CEPBUC Ha BbIBpPaHHOM MOpPTY.

console (config) #snmp-server host 172.16.1.5 traps private
console (config) #snmp-server enable traps mac-notification change
console (config) #fmac address-table notification change

#mac address-table notification change interval 60

console (config) #mac address-table notification change history 100
console (confiqg) #interface gigabitethernet 0/7

(

(

(
console (config

(

(
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console (config-if) #snmp trap mac-notification change
console (config-if) fexit
console (config) #

5.28.4 Konmpone npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoli NpOTOKO/1, NO3BONAIOLLMIA KAMEHTY NO 3anpocy
nonyyatb IP-agpec n apyrve tpebyemble napameTpbl, Heobxoanmble ana pabotbl 8 cetn TCP/IP.

Mpotokon DHCP MoxeT MCnoab30BaTbCA 3/10YMbIWAEHHUKAaMM 1A COBEPLUEHMA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KNMeHTa, 3actasnaa DHCP-cepBep BblgaTh BCe AOCTYNHbIE aapeca, Tak U CO CTOPOHbI CepBepa,
nyTem ero nogmeHbl. [porpammHoe obecrneyeHme KOMMYTaTOpa NO3BOIAET 06eCNeYnTb 3aLLMTY YCTPOMUCTBA
OT aTak c ucnosab3oBaHnem npotokoaa DHCP, ana yero npumeHaeTca GyHKUMA KOHTpoAA npoTtokona DHCP —
DHCP snooping.

YcTpoicTBo cnocobHo oTcnexneaTb nossneHme DHCP-cepBepoB B ceTH, paspeluas Ux UCNoJib3oBaHWe
TO/IbKO Ha «A0BEPEHHbIX» MHTEpdEIcax, a TaKKe KOHTPOIMPOBaTb AOCTyN KAneHToB K DHCP-cepsepam no
TabauLe COOTBETCTBUA.

Onuus 82 npotokona DHCP (option 82) ucnonb3yerca ansa toro, 4ytobbl NnponHbopmmposatb DHCP-
cepsep 0 Tom, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) u yepes Kakow ero nopt 66l NoayyYeH 3anpoc.
MpumeHaeTca oNA yCTaHOBNEHMA COOTBETCTBMI IP-aapecoB 1 NOPTOB KOMMYTATOPA, a TaKXKe 414 3aluTbl OT
aTaK ¢ ucnosibsoBaHMem npoTokosa DHCP. Onuus 82 npeacTtaBnseT coboi AOMNONHUTENbHYIO MHbOPMaLUIo
(Mmsa ycTpoicTBa, Homep nopTa), AobaBnseMyto KOMMYTaTOPOM, KOTOPbIN paboTaeT B pexkume DHCP Relay
areHTa, B Buge DHCP-3anpoca, npMHATOro oT KAneHTa. Ha ocHoBaHuu gaHHom onumn, DHCP-cepBep Bbigenset
IP-appec (ananasoH IP-agpecos) n gpyrve napameTpbl NOPTY KOMMyTaTopa. Monyyms Heobxoanmble gaHHble
oT cepBepa, DHCP Relay areHT Bblaensaet IP-agpec KNMeHTy, a Tak:Ke nepefaet emy Apyrne Heobxoammble
napameTpsbl.

Onuma dopmumpyeTcs ¢ yyeTom npuopuTeTa (B NOpsAaKe YMEHbLUEHUSA): HAaCTPONKKN MHTepdeica Ethernet -
HacTpolikm nHTepderica VLAN = HacTpoWKK pexxmnma rnobasnbHoro KOHOUrypmpoBaHus.

Tabnnua 257 — dopmat noneit onuyum 82

MMone Mepedasaemasn uHgopmayus

MmaA xocTa ycTpoKcTBa.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnepHuii 6aT — HOMep NOPTA, K KOTOPOMY NOAKAOYEHO YCTPOMCTBO, OTMNPABAA-
towee dhcp-3anpoc.

Circuit ID

Enterprise number — 0089c1

D
Remote agent | MAC-agpec ycTponcTsa.

: DOna ucnonbsoBaHua onuun 82 Ha YCTpoOiiCTBE A0/KHA BbITb BKAOYEeHA ¢yHKuua DHCP

’ relay areHTa. Ana sBkatoueHusa DHCP relay areHTa ucnonb3syerca komaHaa IP dhcp relay

- enable B pexxume rnobanbHoii KOHOUrypauum (CM. COOTBETCTBYIOLUIA pa3aen AO0KYMeH-
Tauum).

Dna KoppeKTHOW pabotbl dyHKumMn DHCP Snooping Bce ucnonbayemoie DHCP-cepBepbl
BONXKHbI 6bITb NOAKNIOUYEHDbI K «A0BEPEHHbIM» NOPTaMm KommyTaTopa. [Ana aobasneHus
nopTa B CNUCOK «A4,0BEPEeHHbIX» ucnonb3lyerca KomaHaa IP dhcp snooping trust B pexxume
KoHdurypauum nHrepdeiica. Ana obecneyeHnsa 6e30nacHOCTU BCe OCTajibHble NOPTbI
KOMMYTaTOpa A0/KHbI 6bITb «HeA0BepPEeHHbIMMN Y.

.‘
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KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM peXRmnma rnobanbHom KOHPUrypaLmm:

console (confiqg) #

Tabnnua 258 — KomaHab! pexkuma rnobanbHoMn KoHduUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

ip dhcp snooping

no ip dhcp snooping

—/BbIK/OYEHO

BKntoyaeT KOHTposb npoTokona DHCP nytem BeaeHusa Tab-
anubl DHCP snooping 1 OoTNpaBKM KAMEHTCKMX LUMPOKOBeLLa-
TenbHbix DHCP-3anpocoB Ha «40BepeHHbIe» NOPThI.

BbIkAtoyaeT KOHTPOAL NpoTokona DHCP.

ip dhcp snooping vlan
vlan_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbIKNOYEHO

PaspelaeT KoHTposib NpoTokona DHCP B npegenax ykasaHHoOM
VLAN.

3anpewaeT KOHTPoAb NpoTokona DHCP B npeaenax ykasaHHOM
VLAN.

ip dhcp snooping
information option
allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonyaHuio npuem
DHCP-nakeToB ¢
onuueii 82 ot
KHEHAZEXKHbIX»
nopToB 3anpeLyeH

PaspewaeT npuHMmate DHCP-nakeTbl ¢ onunelt 82 oT «HeHa-
LEXHbIX» NOPTOB.

3anpewaet npuHumatb DHCP-nakeTbl ¢ onunelt 82 oT «HeHa-
LEXHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonuyaHutio
BepudurKauma
BK/IlOYEHA

BkntouaeT Bepudpukaumnio MAC-agpeca KnmeHta u MAC-agpeca
UCTOYHUKaA, npuHaToro B DHCP-nakeTe Ha «HegoBepeHHbIX»
nopTax.

BbikntovaeT BepuduKaumto MAC-agpeca KnmeHta 1 MAC-aa-
peca UCTouHMKa, npuHatoro B DHCP-nakeTe Ha «HepgoBepeH-
HbIX» NOpTax.

ip dhcp snooping database

no ip dhcp snooping
database

PesepsHbIli paitn He
ncnonb3yercs

PaspewaeT ucnonb3oBaHue pesepsHoro ¢aina (6asbl) KOH-
Tpona npotokona DHCP.

3anpeLaeT UCNoab30BaHWe pe3epBHOro ¢aina (6asbl) KOH-
Tpona npotokona DHCP.

ip dhcp snooping port-
down action clear

no ip dhcp snooping port-
down action

—/BbIK/IIOYEHO

Mo3BonseT ounctutb Tabauyy DHCP snooping npu nageHun
nHTepodelica.

3anpewaet ouncTky Tabanubl DHCP snooping npy naseHnn nH-
Tepodelica.

ip dhcp information option

no ip dhcp information
option

—/BbIK/IOYEHO

PaspewaeT ycTpoiictey gobasneHne onuun 82 npu pabote
npotokona DHCP.

3anpelyaeT ycTpoicTBy fobasneHue onuum 82 npu pabote
npotokona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..32)
CMMBOJI0B

YcTaHoBKa ngeHtuourkatopa Access Node ID onumm 82.

YcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information
option format-type
remote-id

remote_id: (1..128)
cMMBONOB/—

YcTaHOBKa ngeHtuourKkatopa Remote agentID onumn 82.

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.
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ip dhcp information option
format-type option format
[delimiter delimiter]

HacTpoiika popmarta DHCP onuuum 82.
dopmar:
- Sp — HOMep C/10Ta M NopTa;
- sV — Homep cnoTta u VLAN;
- pv — Homep nopTa u VLAN;
- Spv — Homep cnoTa, nopTa un VLAN;
- bin — 6uHapHbIi popmaT: VLAN, cnoT, noprt;
- user-defined — ¢dopmat onpegenserca nosnbsosaTenem. Mpu
onpeaeneHnn UCNoNb3yTcA creaytowme WabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
%P: ANMHHOE MMA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopta (3HayeHue nons ifTable::ifType B wecTHaguate-
pU4HOM BUAE);
%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep IOHUTA;
%S: HOMep CNoTa;
%n: HoMep nopTa (Kak Ha IMLEBON NaHenu);
%i: ifindex nopTa;
%v: naeHtndukatop VLAN;
%c: Mak-agpec KaneHta B popmate H-H-H-H-H-H;
%a: IP agpec cuctemol B popmate A.B.C.D;
%%: OAMHOYHbI cCUMBOA %.

format: (sp, sv, pv, spv,
bin,);
delimiter: (.,;#)/npo6en

no ip dhcp information
option format-type option

YCcTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

ip dhcp information option
suboption type {tr101 |
custom}

YcTaHoBKa popmata onumm 82.

- tr101 — ycTtaHasaunBaeT popmat onumm 82 cOrnacHo CUHTaK-
cucy, npuHATOMY B pekomeHgaumax TR-101 B cooTBeTCTBMM C
dopmaTtom, KoTopblli NnpuBeaeH B Tabaunue 259 — dopmar no-
—/tr101 nen onuun 82 cornacHo pekomeHgauusam TR-101;

- custom — ycTaHaBaAuBaeT popmat onumm 82 B COOTBETCTBUM
c popmaTtom, KoTopblit NpuBeaeH B Tabaumue 260.

no ip dhcp information
option suboption type

YCTaHOBKA 3HAaYeHUA no YMONYaHUIO.

ip dhcp route {connected |
static}

PaspewaeT ycTpoicTBY CO3a4aBaTb 3anvch B Tabvue mapLipy-
TU3aumMKM ¢ Mackow /32 ana Kaxaoro IP-agpeca nosyyeHHoro
knneHtom ot DHCP-cepsepa.
3anucy B Tabnnue mapLupyTM3aLmMm aBTOMaTUYECKN yaana-
OTCA NPU UCTEYEHMM CPOKa apeHab! IP-aapecos.
— connected — mMapLpyT co34aeTca Kak NOAKNIOYEHHbIW;
— static — mapLIpyT co3AaeTcA KaK CTaTUYeCKUi.

| ®yHKumMa pabotaeT TONbKO Npu BAOYeHHbix DHCP

Snooping u DHCP Relay.

no ip dhcp route

3anpeLyaeT yCTPOMCTBY CO34aBaTb 3anuchb B Tabauue mapupy-
TM3auum gna Kaxkgoro IP-agpeca nonyvyeHHoro ot DHCP-cep-
Bepa.

Tabnunua 259 — dopmart noneit onuum 82 cornacHo pekomeHgaumam TR-101

lMone

lepedasaemas uHgpopmayus

Circuit ID

Mmsa xocTa yCTponcTea.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnegHWMn 6aMT — HOMep NOpPTa, K KOTOPOMY NOAKAHYEHO YCTPONCTBO, OTNPABAAIO-
wee 3anpoc DHCP.

Remote agent ID

Enterprise number — 0089c1
MAC-agpec ycTponcTsa.
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Tabnnua 260 — dopmat nonen onuum 82 pexknma custom

Mone lMepedasaemasn uHgpopmayusa

Circuit ID

OnvHa (1 6anT)

Tun Circuit ID

Onvna (1 6aiT)

VLAN (2 6aiiTa)

Homep moayns (1 6aiT)
Homep nopta (1 6aiiT)

Remote agent ID

OnvHa (1 6anT)

Tun Remote ID (1 6aiT)
OnvHa (1 6anT)
MAC-agpec KommyTaTopa

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet, uHmepgelica

epyrnnsl nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHpurypaumnmn nHtepdeica Ethernet, nHrepdeiica rpynnoi

nopTOoB:

console (config-if) #

Tabnmua 261 — KomaHabl pexkmuma KoHpurypaumm nHtepdeiica Ethernet, rpynnbl nHtepdeiicos

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

HAelicmeue

ip dhcp snooping

no ip dhcp snooping

BkatouaeT KoHTponb npoTtokona DHCP B npegenax nuHtep-
deiica.

BbiKntoyaeT KOHTPOsb npoTokosa DHCP B npepenax wH-
Tepdeiica.

ip dhcp snooping trust

no ip dhcp snooping trust

Mo ymonyaHuio nHTep-
delic He aBnaeTca fo-
BEPEeHHbIM

[obasnaet nHTepdeinc B CNMCOK «40BEPEHHbIX» MPU UC-
nosb30BaHMM KOHTponsa npotokona DHCP. DHCP-tpaduk
«0BEPEHHOro» MHTepderica cuntaetca 6e3onacHbIM U He
KOHTpO/IMpyeTcA.

Ypanser nHtepdeinc 13 cnmucka «40BEpPEHHbIX» MpU MUC-
NONb30BaHUKN KOHTPOANA NpoTokona DHCP.

ip dhcp snooping limit cli-

YcTaHOBUTbL NpeaesibHoe KOIMYeCcTBO NOAKAIOYEHHbIX Kn-

ents value value: (1..2048)/He 3a- €HTOB.

no ip dhcp snooping limit AaH YCTaHOBUTb 3HaYEHNE MO YMOAYAHUIO.

clients

ip dhcp information option Pa3pewaeT ycTpoiicTBy fobasneHume onuumn 82 Ha uHTepdeice
[global] —/global npwv pabote npotokona DHCP.

- global — gobasneHue onumn 82 onpeaensiercs
HacTpolrikamu Ha uHTepdeice VLAN.

no ip dhcp information op-
tion

3anpewaeT ycTpolicTey aobasneHne onuun 82 ana aaH-
Horo uHTepdeliica npu pabote npotokona DHCP.

ip dhcp information option
format-type access-node-

node_id: (1..32) cum-

YcTaHoBKa ugeHtuduKatopa access-node_id onuun 82 Ha
nHTEpdelice.

format-type circuit-id cir-
cuit_id

id node_id Bonoe/—

no ip dhcp information op- YcTaHOBKa 3HaYEHMA N0 YMOHYaHUIO.

tion format-type access-

node-id

ip dhcp information option circuit id: YctaHasnusaet cneumoduyHblii Circuit-id Ha nHTepdelice.

(1..63) cumsonos/—
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no ip dhcp information op-
tion format-type circuit-id

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

ip dhcp information option
format-type remote-id re-
mote_id

remote_id:

(1..63) cumsonos/—

YcTaHaeauBaeT cneumduyHbii Remote-id Ha nHTepdeiice.

no ip dhcp information op-
tion format-type remote-
id

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npoben

HacTpoiika popmata DHCP onuun 82 Ha nHTepdelice.
dopmar:

- Sp — HOMep c/10Ta ¥ NopTa;

- sv — Homep cnoTta n VLAN;

- pv — Homep nopta n VLAN;

- Spv — HOMmep cnoTa, nopta u VLAN;

- bin — 6uHapHbI popmart: VLAN, cnoT, nopt;

onpeeneHnn UCNoNb3ytoTcA ciefytowme WabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA nopTa, Hanpumep gil/0/1;

TePUYHOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep KHUTA;

%S: HOMep CNoTa;

%n: HoMep nopTa (Kak Ha 1MLeBol NaHenun);

%i: ifiIndex nopTa;

%v: ngentnoukatop VLAN;

%cC: MmaK-agpec KnmeHTa B popmate H-H-H-H-H-H;
%a: IP agpec cuctemol B popmate A.B.C.D.

no ip dhcp information op-
tion format-type option

YcTaHaBAMBaeT 3HAYEHUE MO YMOIYAHUIO.

ip dhcp information option
suboption-type {global |
tr101 | custom}

—/global

Hactpovika dopmata onuum 82 Ha nHTepdeiice.
Ha nHTepdelice VLAN;
dopmaTom, KOTopbI NpuBeaeH B Tabanue 259;

- custom — ycTtaHasamMBaeT popmat onumm 82 B COOTBET-
CTBUM C GOpMaTOM, KOTOpPbIV NpuBeaeH B Tabanue 260.

no ip dhcp information op-
tion suboption-type

YcTaHOBKa 3HaY€HUA NO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica VLAN

BunAa 3anpoca KoMaHAHOM CTPOKM B pexknume KOHPUrypuposaHua nHtepoeica VLAN:

console (config-if) #

Tabnnua 262 — KomaHgbl pexxuma KoHpurypuposaHua nHtepdeica VLAN

no ip dhcp information
option

KomaHoa 3HayeHue/3HayeHue no Aeiicmeue
YMOAYAHUIO
ip dhcp information op- PaspewaeT ycTpoiicTy aobasneHune onumm 82 Ha uHTepdelice
tion [global] npu pabote npoTtokona DHCP.
- global — pnob6asnenne onunn 82 onpeaenserca rnobanbHbIMM
—/global HaCTpoKamu.

3anpelyaeT ycTpoicTey gobasneHne onuuu 82 AnA AAHHOTO
VLAN npwu paboTe npotokona DHCP.

262
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cucy, NPUHATOMY B pekomeHaaumax TR-101 B cooTBeTcTBUM C
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ip dhcp information op-
tion format-type access-
node-id node_id

no ip dhcp information
option format-type ac-
cess-node-id

node_id: (1..32) cumso-
nos/—

YcTaHOBKa uaeHTUdMKaTopa access-node_id onuum 82 ans
paHHoro VLAN.

YcTaHOBKa 3Ha4YeHUA No YMO/I4aHUIO.

ip dhcp information op-
tion format-type remote-
id

no ip dhcp information
option format-type re-
mote-id

remote_id: (1..32) cumBo-
nos/—

YcTaHOBKa naeHTudunkatopa remote_id onumm 82 ana paHHoro
VLAN.

YcTaHOBKa 3Ha4YeHUA nNo YMOI4aHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

no ip dhcp information
option format-type op-
tion

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npoben

HacTpoiika popmata DHCP onuuu 82 ana aaHHoro VLAN.
dopmar:
- Sp — HOMep C/10Ta M NOPTa;
- sv — Homep cnoTta n VLAN;
- pv — Homep nopta u VLAN;
- Spv — HOmep cnoTa, nopta u VLAN;
- bin — 6uHapHbI popmart: VLAN, cnoT, nopt;
- user-defined — dopmat onpegenserca nonbsosatenem. Mpu
onpeaeneHum UCNob3yoTca cneaytolme WabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA nopTa, Hanpumep gil/0/1;
%P: ANMHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn nopta (3HayeHue nons ifTable::ifType B wecTHagua-
TEPUYHOM BUAE);
%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep HUTA;
%S: HOMep CNoTa;
%n: Homep nopTa (KaK Ha NML,EeBO NaHenwn);
%i: ifiIndex nopTa;
%V: naeHtTndukatop VLAN;
%cC: maK-agpec KnueHTa B popmate H-H-H-H-H-H;
%a: IP appec cuctemol B opmate A.B.C.D.

YCTaHOBKA 3HAY€HUA MO YMONYAHUIO.

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

—/global

HacTtpoiika dopmata onuum 82 ana paHHoro VLAN.

- global — dopmar onumm onpeaensetca rnobanbHbIMK
HacTporiKkamu;

- tr101 — yctaHaBnmBaeT ¢popmaT onumm 82 COrnacHO CUHTAK-
cucy, NPUHATOMY B pekomeHaaumnax TR-101 B cooTBeTCcTBUM C
dbopmaTtom, KoTopbIit NpuseaeH B Tabauue 259;

- custom — yctaHasauBaeT popmat onuumn 82 B COOTBETCTBUM
¢ popmatom, KOTOpbIN NpuBeaeH B Tabanue 260.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

KomaHOb! pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnnua 263 — KomaHgb! pexxkuma Privileged EXEC

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue

YyMOMYAHUO
ip dhcp snooping binding Lobasnsaet B dpaiin (6asy) KoHTponsa npoTtokona DHCP cooT-
mac_address vian_id getcTBne MAC-agpeca kauneHTa, rpynne VLAN u IP-agpecy
ip_address {gigabitethernet gi_port: ONA yKa3aHHOTo uHTepderica.
gi_port | (1..8/0/1..48); [aHHasa 3anucb 6yaeTt peicTBuTeIbHA B TeYEHWE yKasaH-
tengigabitethernet te_port: HOro B KOMAaHAE BPEMEHMW KM3HMU 3aMNCK, ECNN KAWUEHT He
te_port | (1..8/0/1..24); oTnpaBuT 3anpoc Ha DHCP-cepeep Ha obHoBneHMWe. Talimep
fortygigabitethernet fo_port: 06HyNAETCA B C/Ty4ae NOJTy4EHUA OT KIMEHTA 3anpoca Ha 06-
fo_port | port-channel (1..8/0/1..4); HOBNEHWE (KOMaHAa AOCTyNHa TONbKO AN NPUBUIETUPO-
group} expiry {seconds | group: (1..48); BaHHOrO NnoJib3oBaTena).
infinite} seconds: - seconds — BpeMsa KM3HU 3anucu;

(10..4294967295) - infinity — Bpems }W3HM 3an1cK He orpaHUYeHo.

no ip dhcp snooping CeK Yaansaet us ¢paiina (6asbl) KoHTpona npotokona DHCP cooT-
binding mac_address BeTctBue MAC-agpeca kaveHTa v rpynnol VLAN.
vlan_id
clear ip dhcp snooping OunwwaeTt dain (6asy) KoHTpons npotokona DHCP maum ot-
database {mac-address gi_port: OeNbHyo 3anucb B ¢aiine(base) KoHTponsa DHCP.
mac_address} {vlan vlan} (1..8/0/1..48);
{gigabitethernet gi_port | te_port:
tengigabitethernet (1..8/0/1..24);
te port | fo_port:
fortygigabitethernet (1..8/0/1..4);
fo_port | port-channel group: (1..48);
group} vlan: (1..4094)

KomaHOob! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 264 — Komanapl pexkuma EXEC

3HaveHue/3HaveH
KomaHoa ue no Aelicmeue

yMoOAYaHuro
show ip dhcp information MokasbiBaeT MHPopmaumo o6 mcnonb3oBaHMK onumm 82
option o npotokona DHCP.
show ip dhcp snooping gi_port: MoKasbiBaeT KOHGUrypaumio GYHKLMN KOHTPOAA NPOTOKOANA
[gigabitethernet gi_port | (1..8/0/1..48); DHCP.
tengigabitethernet te_port:
te_port | (1..8/0/1..24);
fortygigabitethernet fo_port:
fo_port | port-channel (1..8/0/1..4);
group] group: (1..48)
show ip dhcp snooping MoKa3blBaeT cooTBeTCTBMA M3 daiina (6asbl) KOHTPOAA Npo-
binding [mac-address gi_port: ToKosa DHCP.
mac_address] [ip-address (1..8/0/1..48);
ip_address ] [vlan vian_id] te_port:
[gigabitethernet gi_port | (1..8/0/1..24);
tengigabitethernet fo_port:
te_port | (1..8/0/1..4);
fortygigabitethernet group: (1..48);
fo_port | port-channel vlan_id: (1..4094)
group]
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[pumepbl 8bINOAHEHUS KOMAHO

= PaspewunTtb ucnonbszosaHne DHCP onuun 82 B 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config) # ip dhcp snooping vlan 10

console (config) # ip dhcp information option
console (config) # interface gigabitethernet 1/0/24
console (config) # ip dhcp snooping trust

= [lokasaTb BCe COOTBETCTBUA U3 Tabanupbl KOHTPOAA NpoTokoaa DHCP:

console# show ip dhcp snooping binding

5.28.5 3awuma IP-adpeca knueuma (IP source Guard)

®yHKUMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHaveHa ana uabTpaumm TpaduKa, NPUHATOrO
C UHTepdelica, Ha OCHoBaHMM Tabanupl cooteeTcTBUM DHCP snooping 1 cTatuyecknx cootseTcTauit IP Source
Guard. Takum obpasom, IP Source Guard no3sonneT 6opoTbca c NnoameHol IP-agpecos B NakeTax.

V MocKonbKy PyHKUMA KOHTpPOAA 3awmTbl IP-aapeca ucnonb3yeTr Tabanubl COOTBETCTBUMA
DHCP snooping, MmeeT CMbICA WCMNO/b30BaTb AaHHYIO GYHKLMIO, NpeaBapuUTesbHO
HacTpous u BKAouns DHCP snooping.

V dyHKumIo 3awmTbl IP-agpeca (IP Source Guard) Heo6xoAMMO BKAOUUTD rN106anbHO U gNA
umHTepdeinca.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobanbHON KOHPUrypaLmm:
console (confiqg) #

Tabnuua 265 — KomaHapl pexkruma rnobanbHom KoHdUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

ip source-guard BkatouaeT dyHKUMIO 3awumThl IP-agpeca KAneHTa gna Bcero

KOMMyTaTOopa.
- —/BbIKNOYEHO

no ip source-guard BbikntovaeT dyHKLMIO 3aWwunThl IP-aapeca KnneHTa Ans Bcero
KOMMyTaTOpa.

ip source-guard binding Co3paHue cTaTMyeckor 3anucu B TabsivMue COoOTBETCTBUA

mac_address vlan_id ip_ad- mexay IP-agpecom KnveHTa, ero MAC-agpecom v rpynnou

dress {gigabitethernet gi_port: (1..8/0/1..48); VLAN ans yKasaHHOro B KOmaHae uHtepdelica.

gi_port | tengigabitether- te_port: (1..8/0/1..24);

net te_port | fortygiga- fo_port: (1..8/0/1..4);

bitethernet fo_port | port- group: (1..48);

channel group} vlan_id: (1..4094).

no ip source-guard binding YaaneHue ctaTuyeckol 3anucu B Tabanue cooTBeTcTBuA.

mac_address vlan_id

ip source-guard tcam re- 3apaeT 4acToTy 0bpaLLeHns yCTPOMCTBA K BHYTPEHHUM pe-

tries-freq {seconds | never} seconds: (10..600)/60 Cypcam C L,eNblo 3anmncu B NamaTb HEaKTUBHbIX 3aLUMLEHHbIX

cex IP-appecos.

- never — 3anpelLlaeT 3an1cb B NamATb HEAKTUBHbIX 3aLUn-
weHHbIX IP-agpecos.
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no ip source-guard tcam
retries-freq

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepagpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHpurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

MopTOB:

console (config-if)#

Tabanua 266 — KomaHabl pexkuma KoHpurypauum nntepderica Ethernet, rpynnel uHTepdelicos

KomaHda

3HayeHue/3HayeHue
Mo yMon4YaHuo

Aelicmesue

ip source-guard [vlan
{vlan-id}]

no ip source-guard [vlan
{vlan-id}]

—/BbIK/IOYEHO

BkntouaeT dyHKUMIO 3awWwmThl IP-agpeca KavMeHTa ana
HacTpaMBaemoro uHTepodeiica.
- vlan — onuuoHanbHO ANA oTAeNbHbIX vian.

BbIKk/toYaeT GyHKLMIO 3awmThl IP-agpeca KaveHTa gia
HacTpaMBaemoro nHTepodeiica.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 267 — KomaHapbl perkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

HAelicmeue

ip source-guard tcam lo-
cate

Bpy4Hylo 3anyckaer npouecc obpalieHus yCTpoicTBa K
BHYTPEHHUM pecypcam C Le/blo 3anucy B NaMATb Heak-
TUBHbIX 3awWwmuieHHbIX IP-agpecos. KomaHga focTynHa
TOMIbKO A/1A MPUBMIETMPOBAHHOIO NOJIb30BaTENS.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 268 — KomaHgb! pexkmuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

show ip source-guard con-
figuration [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

KomaHaa oTobparkaeT HacTpoliKy GYHKLMM 3awmTbl IP-aa-
peca Ha 3agaHHOM, MBO Ha Bcex MHTepdelcax yCTpoun-
cTBa.
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show ip source-guard sta- KomaHaa oTobparkaeT cTtaTyc GyHKUMM 3awmTsl IP-agpeca
tus [mac-address mac_ad- ANA yKasaHHoro uHtepdeiica, IP-agpeca, MAC-agpeca nnu
dress] [ip-address ip_ad- rpynnbl VLAN.

dress ] [vlan vian_id] [giga-

bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |

port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

show ip source-guard inac- KomaHza oTobpakaeT He akTUBHble |IP-agpeca oTnpasu-
tive Tena.

[pumepbl 861N0AHEHUA KOMAHO

= [lokasaTb HAcTPOMKY GYHKLUMM 3awmThl IP-agpeca ana Bcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

= BKAOUAUTb OYHKUMIO 3awmThl IP-agpeca gnsa ¢ounbTpaunmn tpadmKka Ha OCHOBAHMM Tabauubl COOTBET-
ctBuit DHCP snooping 1 ctatudeckunx cootsetcteui IP Source Guard. Co3aaTtbh CTaTUYECKYIO 3anuchb B
Tabnnue cootBetcTBMA Ana uHTepdelica Ethernet 12: IP-agpec KnveHTa — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdelic B 3-1 rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
tengigabitethernet 1/0/12

5.28.6 KoHmponb npomokona ARP (ARP Inspection)

dyHKUMA KoHTposia npotokona ARP (ARP Inspection) npeaHasHayeHa Ans 3allMTbl OT aTak C
ncnonb3oBaHMem npoTokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTposb
npoTtoKosna ARP ocyliecTBaseTca Ha OCHoBe CTaTU4ecKux cootsetcTeuit IP- 1 MAC-agpecoB, 3aAaHHbIX a8
rpynnsl VLAN.

’ | NopT, cKOHGUrypupPoBaHHbLIA «HegoBepeHHbIM» ana ¢yHKuun ARP Inspection, gonxeH
radl TaK}e bbITb «HegoBepeHHbIM» ana ¢yHkuun DHCP snooping uam cooresercteme MAC-ag-
peca u IP-agpeca gna 3Toro NopTa A0AXKHO 6biTb CKOHPUrypUpPOBaAHO cTaTUUECKU. NHaue

OAHHbIN NOPT He ByaeT oTBeuaTb Ha 3anpocbl ARP.

V Ona HeHagEXKHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBMIA IP- 1 MAC-agpecos.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKU pernma rnobanbHoOM KOHGUIypauum:

console (config) #
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Tabnnua 269 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

ip arp inspection

no ip arp inspection

Mo ymonyanuo
bYHKLMA BbIKNIOYEHA

BkntoyaeT KoHTposib npoTokona ARP (dyHKumio ARP Inspec-
tion).

BbIk/toyaeT KoHTponb npotokona ARP (¢yHkumto ARP In-
spection).

ip arp inspection vlian
vlan_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
Mo ymonuyanutio
bYHKUMA BbIKAOYEHa

PaspelwaeT npoBepKy npoTtokona ARP, ocHOBaHHyto Ha 6ase
cootBeTcTBMin DHCP snooping, B BbibpaHHoM rpynne VLAN.

3anpewaeT NnpoBepKy NnpoTokona ARP, ocHOoBaHHyto Ha 6ase
cooTBetcTeuit DHCP snooping, B BbiI6paHHOWM rpynne VLAN.

ip arp inspection validate

no ip arp inspection vali-
date

MpepocTtaBnseT cneuuouyHble NPOBEPKU ANA KOHTPOASA
npotokona ARP.

MAC-agpec uctounuka: Ana ARP-3anpocos 1 oTBeTOB Npo-
Bepaetca cooTBeTcTBMe MAC-agpeca B 3aronioBke Ethernet
MAC-agpecy UCTOYHMKA B COAEPKMMOM NpoToKona ARP.
MAC-agpec HasHadveHuAa: [na ARP-oTBeTOB npoBepseTcA
cooTseTtcTBMe MAC-aapeca B 3aronioBke Ethernet MAC-aa-
pecy Ha3HauYeHUA B coaepKMmom npoTtokosa ARP.
IP-appec: Mposepsaetca cogepkmmoe ARP-nakeTa Ha Hann-
yme HeKoppeKTHbIX IP-agpecos.

3anpewaet cneunduyHble NPOBEPKM A1A KOHTPOASA NPOTO-
Kona ARP.

ip arp inspection list create
name

no ip arp inspection list
create name

name: (1..32) cumBona

1. Co3gaHue cnucka ctatuyecknx ARP-cooTBeTCTBUN.
2. Bxog, B pexxunm KoHourypaumm ARP-cnmnckos.

YpaneHue cnucka ctatudecknx ARP-cooTBeTCTBUNA.

ip arp inspection list assign
vlan_id

no ip arp inspection list as-
sign vlan_id

vlan_id: (1..4094)

Ha3HauaeT cnuncok ctatuyeckux ARP-cooTBeTCTBUI oA YKa-
3aHHOM VLAN.

OTMeHAeT Ha3HayeHue cnmucka ctatmyecknx ARP-cooTtset-
CTBUIA ANA yKasaHHou VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection log-
ging interval

seconds: (0..86400)/5
cek

3aaeT MUHUMAJIbHBIMA WHTEPBA/Nl MeXAy COObLLEeHUaAMMU,
cogepKalmmmn nHdopmaumio npotokona ARP, nepesaBsae-
MbIMW B XKYPHas.

- 3HayeHue 0 yKa3blBaeT Ha To, 4YTo cooblueHusa byayT reHe-
puMpoBaTbCA He3aMeIMTENbHO;

- infinite — He reHepnpoBaTb cOObLLEHNI B XKYpHan.

YcTaHaBAMBaeT 3HAYeHKWe no YMONYaHULO.

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrinel nopmos

BunAa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaumm nHtepdeica Ethernet, nHtepdeiica rpynnoi
NnopTOB:

console (config-if) #

Tabnnua 270 — KomaHgb! pexkuma KoHpurypauum nHtepdeiica Ethernet, rpynnbl nHtepdelicos

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

[Job6asnaeTt uHTepdeic B CNNCOK «A0BEPEHHbIX» NPU UCNOb-
30BaHUM KOHTpoAa npoTokosa ARP. ARP-Tpadumk «goBepeH-
Horo» uHTepdeica cumTaeTcs 6€30MacHbIM U HE KOHTPOJIK-
pyeTtca.

ip arp inspection trust
parp insp Mo ymonyanumio

MHTepoeic He
ABNAETCA JOBEPEHHbIM
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no ip arp inspection trust Ynanaet untepdeiic n3 cnmcka «40BePEHHbIX» NPU UCNOb-
30BaHUM KOHTPOAA NpoTokona ARP.

KomaHObI pexcuma KoHgu2ypayuu ARP-criuckos

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexnume KoHPurypaumm ARP-cnuckos:

console# configure
console (config) # ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 271 — KomaHab! pexmuma KoHpurypaumm ARP-cnuckos

Komanda 3Ha4yeHue/3HayeHue eiicmeue
o ymon4YaHuro
ip ip_address mac-address [ob6asnsaet ctaTtnyeckoe cootsetctaue IP- u MAC-agpecos.
mac_address
no ip ip_address mac-ad- - Ypanaet ctatuyeckoe cootsetcteme IP- 1 MAC-agpecos.
dress mac_address
KomaHoel pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#
Tabnunua 272 — KomaHab! pexkuma EXEC
KomaHoa 3HayeHue/3HayeHue Aelicmeue
0 YMOAYAHUIO
show ip arp inspection [gi- Moka3biBaeT KoHUrypaumto GpyHKLUKM KOHTPOAA NPOTOKONA
gabitethernet gi_port | gi_port: (1..8/0/1..48); ARP Inspection Ha BbIGpaHHOM MHTepdeiice/Bcex nHTepdeit-
tengigabitethernet te_port: (1..8/0/1..24); cax.
te_port | fortygigabitether- fo_port: (1..8/0/1..4);
net fo_port | port-channel group: (1..48)
group]
show ip arp inspection list MNoKasblBaeT CNMUCKM CTaTUYecKMx cooTsetcTeuit IP- n MAC-
— ajpecoB (KOMaHAa AOCTyMHa TONbKO A/ NPUBUNETMPOBAH-
HOro nosb3oBaTens).
show ip arp inspection sta- MoKa3bIBaeT CTAaTUCTUKY 417 CNefyHoLMX TUMOB NaKeToB, KO-
tistics [vlan vian_id] Topble 6bian 06paboTaHbl Npu NomoLum GyHKLMm ARP:
vlan_id: (1..4094) - nepefaHHble naketbl (forwarded);
- noTepsiHHbIe nakeTbl (dropped);
- own6ku B IP/MAC (IP/MAC Failures).
c.lez?r ip arp inspet':tion sta- vian_id: (1..4094) OuunwaeT CTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.
tistics [vlan vian_id]

[Mpumepbl 8bINOAHEHUA KOMAHO

= BKAOUYUTb KOHTPOJIb NPOTOKONa ARP 1 106aBnUTb B CNUCOK spisok cTaTnueckoe cootseTcTBme: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HasHauuTb cnucok spisok ctatnuyeckux ARP-
cootBetcTBui ans VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-list)# exit

console (config) # ip arp inspection list assign 11 spisok
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= [loKasaTb CMMCKM CTaTUYeCcKnX cootBeTcTBui IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.28.7 ®yHkyuoHan First Hop Security

MakeT ¢dyHKUMI First Hop Security BkntoyaeT B ceba aHanusatop DHCPv6-naketos, IPv6 Source Guard, ND
Inspection n RA Guard. [laHHbI Habop GYHKUMI NpeaHa3HavyeH ana obecneyeHns KOHTPoAA U punbTpaymm IPve
TpaduKa B ceTu.

AHanusaTtop DHCPv6 naketoB nossonsieT obasnAtb coceaeit B Tabanuy npmsasok IPv6 binding table npu
nosyyeHumn agpeca no DHCP, a Tak:ke no3sosseT 60poTbes ¢ HegoBepeHHbIMM DHCPV6 cepBepamum.

IPv6 Source Guard no3BosfAeT YCTPOMCTBY OTKIOHATb TPAadUK, €C/IN OH UCXOLUT OT aapeca, KOTOPbIN He co-
XpaHeH B IPv6 binding table. Tabnanua npmusAsok coceaeit IPv6 binding table, nogknto4eHHbIX K yCTPOKNCTBY, CO-
3[,2eTCA M3 TaKUX UCTOYHMKOB MHPOPMALIMK, KaK OTCAEKMBAHME NO NPOTOKONY 0bHapyxKeHua coceaelt (NDP).

C nomoupbto pyHKumMmM ND Inspection kommyTaTop npoBepsaeT coobueHusa NS (Neighbor Solicitation) n NA
(Neighbor Advertisement) u coxpaHsaeT ux B IPv6 binding table. Ha ocHoBaHMM Tabanubl KommyTaTop OTOpachI-
BaeT iobble noaaensHble coobeHna NS / NA.

®dyHKumoHan RA Guard no3BosseT 610KMPOBATb UAN OTK/IOHATb HEXKenaTesibHble UM NOCTOPOHHME CO06-
weHus Router Advertisement (RA), noctynatowpe Ha KOMMYTaToOp OT MapLIpyTU3aTopa.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 273 — KomaHabl pexkuma rnobanbHom KoHduUrypaumm

KomaHda 3HayeHue/3HayeHue Aelicmeue
o ymoa4aHuro

ipv6 neighbor binding pol- Co3paaTb NONMTUKY NpuBA3KKM cocepent (neighbor binding) u
icy policy_name policy_name: (1..32) NepeiTh B pexnm eé KoHbUIypMpoBaHus.
no ipv6 neighbor binding cMmBOIA Y8anuTb NONUTUKY NPUBA3KK cocesen.
policy policy_name
ipvé first hop security log- AKTMBMpPYET NIOTMPOBaHMe Aporna NakeToB Npu HecooTBecT-
ging packet drop BMM NOAUTMKam 6esonacHoct cnyk6 RA  Guard, ND

—/BbiKknioueHo Inspection, DHCPv6 Guard v IPv6 Source Guard.

no ipvé6 first hop security YcTaHaBAMBaeT 3HAYEHUE MO YMOIYAHUIO.

logging packet drop

ipv6 source guard policy Co3gatb noAnTMKy Source Guard u nepeinTn B peXXnm eé KoH-
policy_name policy_name: (1..32) durypmpoBaHus.

no ipv6 source guard policy cMmBoNna Ypanser nonntuky Source Guard.

policy_name
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KomaHObI pexcuma KoHgu2ypayuu noaumuku rnpusasKu coceoeli

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-nbr-binding) #

Tabnunua 274 — KomaHgbl pexxuma NoAUTUKM NPUBA3KK coceaen

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

logging binding enable

logging binding disable

— /BbIKOYEHO

BkntoyaeT nornposaHue aobasneHusa/yganexums IPv6 B Tab-
JIMLLY NPUBA3KN coceaent.

BbIkntovyaeT ormposaHue gobasneHuna/yaaneHms IPv6 s Tab-
MLy NPUBA3KK coceaen.

max-entries {interface-
limit | vlan-limit | mac-
limit} {/imit | disable}

no max-entries

limit:
(0..65535)/0TKNtO4EHO

OnpeaennTb MakCMMabHOE KOJIMYECTBO 3anucen B Tabanue
NpWBA3KK coceaelt.

interface-limit — onpegenutb AumuT gns nutepdelica,
vlan-limit — onpegenute numut VLAN,

mac-limit — onpegenute iumuT MAC-agpecos,

disable — pa3spewnTb MakcMManbHOE KONMYECTBO 3anucei.
MaKcumanbHoe 3HaveHune = 4294967294.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

address-config {dhcp | any
| stateless}

Bkatountb aobasneHune 3anuceit B Tabauuy NpuBA3KK coce-
nel Ha OCHOBaHUK:

dhcp — naketa DHCPv6 Reply. Mpu stom Bce Link-local IPv6-
afpeca BHOCATCA B Tabauuy NpuMBA3KKM cocesieit No ymonya-
HWIO B pe3yabTaTte aHanmnsa ICMPv6-nakeTos,

any — no6asnaTb BCe agpeca,

stateless — Ha ocHoBe IPv6 RA coobuieHunin.

—/address-config

no address-config YCTaHOBWTb 3HaYeHME MO YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku Source Guard

Bua 3anpoca KOMaHAHOM CTPOKU:

console (config-nbr-srcgrd) #

Tabnnua 275 — KomaHgbl pexxuma ipvé Source Guard noanTmUKK

3HayeHue/3HayeHue Aelicmeue

no ymosn4aHurw

KomaHda

OnpeaenvTb foBEPeHHbIN NopT. [aHHasA NoAUTUKA HaBeLw K-
BAETCA Ha MOPT, Ha KOTOPOM He AO0/KHA NMPUMEHATLCA NOAN-
TuKa Source Guard.

trusted-port
—/BbIK/OYEHO

no trusted-port YCTaHOBUTb 3HaYeHue no YMON4aHUIO

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxnma KoHourypaumm nHtepdeica VLAN:

console (config-if) #
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Tabnnua 276 — KomaHgb! pexxuma KoHdpurypaumm nntepoeiica VLAN

KomaHda

3HayeHue

Aelicmeue

ipv6 first hop security

no ipv6 first hop security

—/BbIK/OYEHO

BkntouaeT ICMPv6 n DHCPV6 snooping Bo vlan.

Bbikntouaet ICMPv6 n DHCPv6 snooping Bo vlan.

ipv6 neighbor binding

no ipv6 neighbor binding

—/BbIK/OYEHO

BKntoyaeT npuBA3Ky cocenelt M gobaBneHue 3anuceit B Tab-
auy.

BbikntouyaeT npmueA3Ky coceaent U gobasneHue 3anucei B Tab-
auy.

ipv6 source guard

no ipv6 source guard

—/BbIK/OYEHO

Bkntouaet IPv6 Source Guard.

Bbikntouaet IPv6 Source Guard.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 277 — KomaHgb! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 first hop security

OT06pa3nTb HacTponkmM PpyHKLMI IPV6 First Hop Security.

show ipv6 source guard

OT06pasunTb cocTosiHMe dyHKUMM IPV6 source guard.

show ipv6 neighbor binding
table

OT06pa3nTb TabanLy NPUBA3OK cocenen.

5.29 ®dyHkumn DHCP Relay nocpegHuka

5.29.1 ®yHkyuu DHCP Relay dnsa IPv4

KommyTtatopbl noaaep:kusatoT ¢pyHKumm DHCP Relay areHTta. 3agaveit DHCP Relay areHTa siBnsetcs
nepenaya DHCP-nakeToB OT KAMeHTa K cepBepy 1 obpaTHO B ciyyae, ecnm DHCP-cepsep HaxoauTca B ogHOM
CeTu, a KANeHT B Apyron. [lpyroi dyHKLMel apaaeTcs obasneHne gononHuTenbHblx onuuii 8 DHCP-3anpocs!

KnneHTa (Hanpumep, onuum 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOmMMyTaTope: KOMMyTaTop NPUHMMAET oT KaneHTa DHCP-
3anpocsbl, NepeaaeT 3T 3anNpocbl CepBepy OT MMEHMU KAMEHTA (OCTaB/As B 3anpoce onuuu ¢ Tpebyembimm
KAMEHTOM NapameTpamu M, B 3aBUCMMOCTM OT KOHUrypaumm, nobasnsas ceou onumu). MNoayuns oTseT oT

cepBepa, KOMMYTaToOp NepeaaeT ero KAMEeHTY.
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KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoHbUIypaumm:
console (config) #

Tabnnua 278 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

Mo ymonuyaHuio areHT
BbIKNO4YeH

BkntoueHune ¢pyHKunit DHCP Relay areHTa Ha KommyTaTope.

BbikntoueHne dpyHkumii DHCP Relay areHTa Ha KommyTaTope.

ip dhcp relay address
ip_address [vlan vlan_id]

no ip dhcp relay address
[ip_address]

vlan_id: (1..4094)
MosKeT 6biTb
V 33a43aH0 4,0 BOCbMMU
cepBepoB B BUge
Anana3soHa unm
nepeuncneHnem.

3apaért IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay
areHTa.

Ypanset IP-agpec us cnucka DHCP-cepeepos ana DHCP Relay
areHTa.

ip dhcp relay information
option format-type option
format [delimiter delim-
iter]

no ip dhcp relay infor-
mation option format-type
option

format: (sp, sv, pv, spv,
bin);
delimiter: (.,;#)/npoben

HacTpoiika popmata DHCP onuum 82.
dopmar:

- sv — Homep cnioTa un VLAN;

- pv — Homep nopta u VLAN;

- Spv — HOoMep cnoTa, nopta n VLAN;

- bin — 6uHapHbIl popmar: VLAN, cnoT, nopr.

YcTaHOBKa 3HaY€HMA N0 YMOJTYAHUIO.

ip dhcp relay information
option format-type re-
mote-id word

no ip dhcp relay infor-
mation option format-type
remote-id

word: (1..63) cumso-
nos

3apaeT uaeHTndmKaTop remote-id .

Ypanset ugeHtuoukatop remote-id.

ip dhcp relay information
option format-type ac-

word: (1..48) cumso-

YCTaHOBKa CTPOKM MaeHTUOMKaumMm yCTpoitcTea foCTyna.

cess-node-id word nos/
- - naeHTuduKkaTop —
no ip dhcp relay infor- o BoccTaHOBUTbL HAaCTPOMKM MO YMONYAHUIO.
) X YCTPOWCTBA He Ha3Ha-
mation option format-type yeH
access-node-id '
ip dhcp relay information HacTpoiika popmata onumm 82.
option suboption-type - tr101 — ycTtaHaBAmBaeT popmat onumm 82 cornacHoO CUHTaK-
{tr101 | custom} cucy, NpuHATOMY B pekomeHgaumax TR-101 (cm. Tabauuy
259);
—/tr101 - custom — ycTaHaBAuBaeT popmaT onuum 82 B COOTBETCTBUM

no ip dhcp relay infor-
mation option suboption-
type

¢ popmatom, npmneegeHHom B Tabauue 260.

Bo3BpalyaeT 3Ha4yeHne No YyMOAYaHUIO.

ip dhcp relay source-port
port

no ip dhcp relay source-
port

Port: (0..65535)/67

Mcnonb3oBaTh B KauecTBe MCTOYHWKA 3adaHHbIn UDP-nopr.

BocctaHoBUTL HaCTpOﬁKM N0 YMO/NIHaHUIO.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoHpurypaumm nHtepoeiica VLAN:

console# configure
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console (config) # interface vlan vlan id
console (config-if) #

Tabnnua 279 — KomaHab! pexkuma KoHpurypauum nntepdeiica VLAN, nHtepdelica Ethernet

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
ip dhcp relay enable BkntoueHune ¢yHKumit DHCP Relay areHTa Ha HacTpavBaemom
Mo ymon4yaHuto areHT MHTepodeiice.
no ip dhcp relay enable BbIK/IOYEH BbikntoueHne ¢yHKumin DHCP Relay areHTa Ha HacTpauBae-
MOM UHTepodeiice.
KomaHOb! pexcuma EXEC
Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#
Tabanua 280 — KomaHgb! pexkmuma EXEC
3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
o yMOAYAaHUIO
show ip dhcp relay OTobparkaeT KOHOUrypaumuo HacTpoeHHow ¢yHKuum DHCP
— Relay areHTa gns KommyTaTopa U OTAENbHO AN1A UHTepden-
COB, a TaKKe CMUCOK AOCTYMHbIX CEPBEPOB.

[pumepbl 8bIN0AHEHUS KOMAHO

= [lokasaTtb coctoaHue ¢yHKumm DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.29.2 ®yHkyuu DHCP Relay das IPv6 u Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP relay gns npotokona IPv4 KoMmMyTaTop MOMKET BbINOJHATL GYHKLMMU NOCPeaHUKa ann
DHCPv6. laHHbIl dyHKLMOHaAN peanm3oBaH B Buae nosHosecHoro DHCPv6 Relay Agent u Lightweight DHCPv6
Relay Agent cornacHo RFC6221.

®yHKumsa LDRA nossonsieT BCTaBUTb B KAneHTckMe DHCPv6-nakeTbl onumm 18 n 37, He usmeHnas popmat
naketa. MNonHosecHbin DHCPv6 Relay nossosseTt ocywectenate nepegadyy DHCPv6-nakeToB OT KAMEHTa K
cepsepy 1 obpatHo B cayyae, ecnm DHCPv6-cepBep Haxo4WUTCA B O4HOM CETU, a KAMEHT B gpyron. dpyroi
dyHKUMelN naBnaetca pobasneHue onumn 18 m 37 B DHCPv6-3anpocbl KaueHTa. MpuHumMn paboTsl
nonHosecHoro DHCPv6 Relay areHTa Ha KoMmMyTaTope: KOMMYTaToOp NPUHUMAET OT KameHTa DHCP-3anpocsl,
nepenaer 3TM 3anNpocbl cepBepy OT UMEHM KNMEHTA (OCTaBnAA B 3anpoce onunm ¢ TpebyembiMU KANEHTOM
napameTpamu M, B 3aBUCMMOCTM OT KOHdurypaumm, aobasnsa csou onumu). Monyuyms oTBET OT cepBepa,
KOMMYTaTOp NepeaaeT ero KAUeHTy.
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KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabnnua 281 — KomaHab! pexkuma rnobasbHOro KoHGUrypmpoBaHus

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aeiicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address | gi-
gabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address | gi-
gabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKasbiBaeT agpec DHCP-cepBepa naun HacTpanmsaeT UCXO-
Aawmin nHtepdeic.

Ypansetr agpec DHCP-cepBepa uan UCXoAawMi UHTep-
deiic.

ipv6 dhcp information option
format-type interface-id word

no ipv6 dhcp information op-
tion format-type interface-id

word: (1..63) cumBonos

3agaet naeHtndmkaTop nopta (onumsa 18)

Ypanaet ugeHtudukatop nopra

ipv6 dhcp information option
format-type remote-id word

no ipv6 dhcp information op-
tion format-type remote-id

word: (1..63) cumsonos

3apaeT naeHTuounkatTop remote-id (onuma 37)

Ypansaet ugeHtndukatop remote-id.

lvp6 dhcp guard policy word

no ipv6 dhcp guard policy
word

word: (1..32) cumBonos

Co3pgaét nonntuky DHCPv6 Relay, BxoauTt B pexum eé
KOHUrypMpoBaHus.

Ypanaet nonutuky DHCPv6 Relay.

ipv6 dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

Preference: (0..255)

HaCTpaMBaeT MWUHUMA/IbHYHO U MAaKCUMaA/ZIbHYH rpaHULy
ana preference, otnpasnsemoro 8 Advertise dhcpvé co-
obuieHnn ot cepsepa KaveHTy. Advertise dhcpv6 coob-
LLEHUUA C BbIXOAALLMMM 3a rpaHuLy preference 6yayt oT-
6poLeHbl.

YpanaeT MUHUMAZbHYIO Y MaKCMMasIbHYO FPaHuLy AN
preference.

KomaHObI pexcuma KoHgu2ypuposaHusa noaumuxku DHCPv6 Relay

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp-guard) #

Tabnunua 282 — KomaHabl pexkuma KoHpurypumposaHua nonntukn DHCPv6 Relay

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4YaHuo

Aelicmeue

device-role {client | server}

word: (1..63) cumsonoB

3aaéT ponb NopTa, K KOTOPOMY NPUBA3aHA NOAUTUKA. MopT
MOJKeT 6bITb 0603HaUYeH KaK f0BEpPeHHbIi — B CTOPOHY cep-
BEpa M KaK HeLOBEPEHHbI — B CTOPOHY KAMEHTa.
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no device-role Ypanaet ponb NOpTa, K KOTOPOMY NPMUBA3aHa NOAUTUKA.

match reply disable OTKNOYNTL NPOBEPKY BblAAHHbIX CEPBEPOM aZpPECOB B NO-

JlyYeHHbIX coobueHnax DHCPv6

— /BbIKOYEHO

no match reply BKIOUMTbL NPOBEPKY BblAaHHbIX CEPBEPOM aAPECOB B NOJY-

YeHHbIX coobueHnax DHCPv6

match reply prefix-list word HactpouTtb $dunbTpaLmio BblgaHHbIX CEPBEPOM aApecoB B

nosyyeHHbIx coobueHnax DHCPv6 cornacHo prefix-list

word: (1..32) cumsonos
OTKNOUUTL GUABTPALMIO BblAAHHbLIX CEPBEPOM AL pecoB B

nosyyeHHbIx coobueHnax DHCPv6 cornacHo prefix-list

no match reply

match server address disable OTKNOYNTbL MPOBEPKY aZpeca cepBepa B NOYyYEHHbIX CO06-

weHnax DHCPv6

— /BbIKOYEHO

no match server address BK/IlOUMTb NPOBEPKY apeca cepBepa CEpBEPOM afpecos B

nosy4YeHHbIX coobueHnax DHCPv6

match server address prefix-list
word

HacTpouTb punbTpauumio agpeca cepsepa B NONYYEHHbIX CO-
06uweHunax DHCPv6 cornacHo prefix-list

word: (1..32) cumBonos

no match server address OTkNtouUTL PUAbTPaLMIO aapeca cepsepa B NOJYYEHHbIX

coobuweHuax DHCPv6 cornacHo prefix-list

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKMU:

console (config-if)#

Tabnvua 283 — KomaHabl pexkmuma KoHpurypuposaHusa nurtepdeinca Ethernet

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no ymon4aHuio

Aelicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address | giga-
bitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address | giga-
bitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

gi_port:
(1..8/0/1..48);

te_port:
(1..8/0/1..24);
fo_port: (1..4);
group: (1..48)

tunnel_id: (1..16)

vlan_id: (1..4094)

YKasbiBaeT agpec DHCP-cepBepa nnu HacTpansaeTt ucxoaa-
WMt nHTEpdEiiC.

Ypanset agpec DHCP-cepsepa unu ncxogawmii nHtepdeiic.

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumsonoB

3apaeT naeHTuounkaTop nopta (onuma 18)

BoccTaHaBnmBaeT 3HayeHue no YMONYaHUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumsonoB

3apaeT ngeHTuounkaTop remote-id (onuma 37)

BoccTaHaBnmBaeT 3HayeHue no YMONYaHUIO.

ipv6 dhcp guard attach-policy
word [vlan vian_id]

no ipv6 dhcp guard attach-pol-
icy word

word: (1..32) cumsonos
vlan_id: (1..4094)

3apaeT naeHTuoukatTop remote-id (onumsa 37)

BoccTaHaBimMBaeT 3HavYeHMe NO YMOTHAHUIO.
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ipv6 dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

Preference: (0..255)

HacTpanBaeT MUHUMANIbHYIO M MaKCUMasbHYO TpaHULy
ana preference, otnpasnsemoro B8 Advertise dhcpvé coob-
LLLEeHUM OT cepBepa KAneHTy. Advertise dhcpvb coobueHnns
C BbIXOAALMMM 3a rpaHuuy preference byayTt oT6poLleHbl.

YaanseT MMHUMAJbHYIO M MaKCMManbHYO rpaHuuy A
preference.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 284 — KomaHgbl pexkuma KoHpurypuposaHua nHtepoeica VLAN

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address | giga-

YkKasbiBaeT agpec DHCP-cepBepa nam HacTpanBaeT ucxoaa-
WM nHTEpdeic.

bitethernet gi_port | gi_port:

tengigabitethernet te_port (1..8/0/1..48);

| port-channel group | tunnel te_port:

tunnel_id | vlan vian_id } (1..8/0/1..24);

no ipv6 dhcp relay destination fo_port: (1..4); Ypanset agpec DHCP-cepsepa nam ncxoaawmii nHtepdeic.
{ipv6_multicast_address | giga- group: (1..48)

bitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

tunnel_id: (1..16)
vlan_id: (1..4094)

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumsonos

3afaet naeHTndmKaTop nopta (onumsa 18)

BoccTtaHaBnAuBaeT 3HaYeHMe Mo YMONYAHUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumsonoB

3afaet naeHtndukatop remote-id (onuua 37)

BoccTaHaBimMBaeT 3HavYeHMe No YMOTHAHUIO.

ipv6 dhcp guard [attach-policy
word]

no ipv6 dhcp guard [attach-
policy word]

word: (1..32) cumsonoB
vlan_id: (1..4094)

3apaeT naeHtuoukatTop remote-id (onumsa 37)

BoccTaHaBnvBaeT 3HayeHue no YMONYaHUIO.

ipv6 dhcp Idra

no ipv6 dhcp Idra

—/BbIK/IOYEHO

Bkntoyaet Lightweight DHCPv6 Relay Agent (LDRA).

Bkntoyaet Lightweight DHCPv6 Relay Agent (LDRA).

ipv6 first hop security [attach-
policy word]

no ipveé first hop security [at-
tach-policy word]

—/BbIK/IOYEHO

PaspewaeTt paboty ¢pyHKumii DHCPV6 guard, Relay, LDRA, IC-
MPv6, DHCPv6.

3anpewaeT paboty dyHKumMit DHCPV6 guard, Relay, LDRA, IC-
MPv6, DHCPv6.

MNpumep HacTpoikn DHCPv6 LDRA:

console#

console# configure

console (config) #ipvé dhcp guard policy DHCP RELAY TRUST
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HELTEX

console (config-dhcp-guard) #device-role server
console (config-dhcp-guard) #exit

console (config) #!

console (config) #interface gigabitethernetl/0/12
(

console (config-if) #ipv6é dhcp relay information option format-type interface-

id Gil2

console (config-if) #ipv6é dhcp relay information option format-type remote-id

MES2324
console
console
console
console
console
console
console
console
console
console

config-if) #fexit

config) #!

config) #interface gigabitethernetl/0/24

config-if) #ipvé dhcp guard attach-policy DHCP RELAY TRUST
config-if) #fexit

config) #!

config) #interface vlan 1

config-if) #ipv6é dhcp ldra

config-if) #ipv6é dhcp guard

config-if) #ipvé first hop security

o~ o~~~

5.30 KoHdwurypauusa PPPoOE Intermediate Agent

®dyHKuMAa PPPOE IA peanvsoBaHa B COOTBETCTBUM C TpeboBaHuAMKU gokymeHTa DSL Forum TR-101 um

npeaHasHayeHa 419 UCNONb30BaHMA Ha KOMMYTaTOpax, paboTatowmx Ha ypoBHe 4ocTyna.

®YHKUMA No3BOAAET A0ONOMHATL NakeTbl PPPOE Discovery uHpopmaumeit, xapakTepmsytolen nHtep-
deiic goctyna. 3To HEO6X0AMMO ANA MAEHTUPUKALMM NONb30BaTENLCKOTO MHTepdeiica Ha cepBepe gocTyna
(BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTtom n o6paboTkoit naketos PPPoE Active Dis-

covery ocyluecTBaseTca rnobanbHO ANA BCEro YCTPOWCTBA M BbIBOPOUYHO ANA KaxKaoro nHTepdeliica.

Peanunsaums ¢yHKkuMm PPPOE IA npegocTaBnseT 4ONOAHUTEIbHbIE BO3MOMKHOCTU KOHTPOS COOBLLEHN

NPOTOKO/1a NyTEM HAa3HA4Ye€HUNA A0BEPEHHbIX MHTepdDEﬁCOB.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexunma rnobanbHom KoOHOUrypaLmm:
console (config) #

Tabnunua 285 — KomaHabl pexuma rnobanbHol KoHdurypaumm

Komanda 3HayeHue/3HayeHue leiicmeue
o ymoa4aHuio
pppoe intermediate-agent PaspewunTb paboTy PPPOE Intermediate Agent.
no pppoe intermedi- —/oTKNtoueH 3anpetutb paboTy PPPOE Intermediate Agent.
ate-agent
pppoe intermediate-agent YCTaHOBUTb IMMUT BPEMEHUW HEAKTUBHOCTM NO/Ib30BaTens.
timeout seconds _ seconds :(0..600)/300 _
no pppoe intermedi- BoccTaHOBUTb HAaCTPOMKM MO YMONYAHMIO.
ate-agent timeout
pppoe intermediate-agent YcTaHOBKa CTPOKU MAEHTUPUKALMM YCTPOMCTBA JOCTYNA.
format-type access-node- word: (1..48) cumsona/
id word naeHTudumKaTop
no pppoe intermedi- YCTPOMCTBA HEe Ha3Ha- BoccTaHOBUTb HACTPOMKM MO YMONYAHUIO.
ate-agent format-type ac- YeH.
cess-node-id
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pppoe intermediate-agent
format-type generic-er-
ror-message word

no pppoe intermedi-
ate-agent format-type ge-
neric-error-message

word: (1..128)
cumsona/PPPoE
Discover packet is too
large to process.

YcTaHOBKa TeKcTa coobueHna 06 olwmnbKe npeBblleHns pas-
mepa naketa (MTU), otnpaensemoro PPPoE IA 8 PADO unu
PADS naketax.
/. Echun coobuieHne copep:KuT cumBobl npobena,
V ero Heo6Xxo04MMO 3aKNOYUTb B KaBbIYKM.

BoccTaHoBUTL HaCTpOl‘/'IKVI NO YMO/ZTHaHUIO.

pppoe intermediate-agent
format-type option {sp |
sv | pv | spv | user-de-
fined} delimeter [.,:#/ ]

no pppoe intermedi-
ate-agent format-type op-
tion

—/ycTaHoBneH popmar
B COOTBETCTBUM C TR-
101: slot / port : vlan;

HacTpoiika Habopa napameTpoB W pasgenuTens Mexay
HUMKM, KOTOpble UCMonb3yloTca Ana  GOpMMPOBAHMA
nogonumu circuit -id.

B KOMaHAe MCnonb3yloTca ceaytowme ycaoBHble o6o3Have-
HUA:

- sp — slot + port

-sv — slot + vlan

- pv — port +vlan

- spv — slot + port + vlan

- user-defined — ¢opmaT onpegensercs nosnbsosaTenem.
Mpu onpeaeneHnn UCNONb3YIOTCA Cneaytolme WabnoHbI:
%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: pvHHOE MMmsA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: Tn noprta (3HayeHune nons ifTable::ifType B wecTHaguaTe-
puyHOM BUAE);

%m: MAC-agpec nopta B popmate H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep KHUTA;

%S: HOMep CNoTa;

%n: Homep nopTa (KaKk Ha N1MLEeBON NaHenn);

%i: ifiIndex nopTa;

%v: naentnoukatop VLAN.

%c: MAC-aapec abOHEHTCKOro yCTPOMCTBa;

%alvlan_id]: IP-appec uHTepdeica VLAN. Ecam vlan_id He yKa-
3aH, To noacrasnsetcs |P-agpec nHTepdelica default vian.
Ecnu IP-agpec He HangeH, noacrasnsetca agpec 0.0.0.0.

BOCCTaHOBMTbL HACTPOMKM MO YMOYAHMIO.

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..128)
CMMBOJIOB

HasHayeHne wupeHTUOMKaTopa remote-id, pobasnsemoro
KOMMYTaTOPOM F106a/bHO.

BocctaHasnuBaer HaCTpOﬁKy Nno YMOANYaHUIo.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexnume KOHPUrypaumnm nHtepdelica:

console (config-if) #

Tabnnua 286 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet, rpynnel noptos

KomaHoa

3HayeHue/3HayeHue
no yMoA4YaHuo

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/3anpet

PaspeweHune pabotbl PPPOE Intermediate Agent Ha WHTep-
delice.

3anpert paboTtbl PPPOE Intermediate Agent Ha nHTepdeiice.
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pppoe intermediate-agent
format-type circuit-id cir-
cuit_id

no pppoe intermedi-
ate-agent format-type cir-
cuit-id

circuit_id: (1..63) cum-
BOJIOB

HasHaueHune naeHTuoukaTopa circuit-id, sobasnaemoro Kom-
myTatopom. MaeHTnduKaTop, 3afaHHbIN B KOMaHAE, NOHO-
CTblo NepeonpepenseT UAeHTUGUKATOP, BbluMCAAEMbINA HA
ocHoBe r106anbHbIX  NapameTpos  access-node-id
option/delimeter.

BoccTaHaB/IMBAET HACTPOMKY Ha OCHoBe rn06asbHbIX Napa-
meTpos access-node-id u option/delimeter.

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..63) cum-
Bonos/MAC-aapec
KOMMyTaTopa.

HasHaueHne wupgeHTMdMKaTopa remote-id, pobasnsemoro
KommyTaTopom. MaeHTUdUKATOP A0NKEH ObITb CKOHOUTYPHU-
poBaH Ha Bcex WHTepdelicax KommyTatopa, rae pabortaer
PPPOE IA.

BoccTaHasnuBaeT HaCTpOl’IKy NO YMON4YaHUIO.

pppoe intermediate-agent
trust

—/He aBnaeTtca fgose-

YnpasneHue pexxmumom gosepus K uHtepdeiicy. KomaHga no-
6aBnseT nHTepdeiic K CNUCKY A0BEPEHHbIX.

NHTepdelicbl, K KoTOpbiM nogkntoueHbl PPPoE-cepBepsl,
HacTPamnBalOTCA KaK JoBepeHHble. MHTepdeichbl, K KOTOPbIM

PEHHbIM. NOAK/OYEHbl MO/Ab30BaTENM, HACTPAMBAIOTCA KaK HepoBe-
peHHble.
no pppoe intermedi- BoccTaHaBauBaeT 3Ha4YeHMe NO YMOAYAHWIO.
ate-agent trust
pppoe intermediate-agent PaspeweHune yganeHusa vendor-specific onuum ns naketos
vendor-tag strip PADO, PADS, PADT nepef, OTNpaBKOM UX B CTOPOHY MO/b30-
BaTena. ®yHKUMA yAaneHna MoxeT ObITb Mcnonb3oBaHa
TONbKO Ha WHTepodelice, Ha KOTOpOM pa3peleHa paboTa
—/BbIKAOYeH PPPOE IA 1 KOTOpbIi1 ABNAETCA AOBEPEHHbIM MHTEpdeicom.

no pppoe intermedi-
ate-agent vendor-tag strip

O6bI4yHO GYHKUMSA yaaNeHUA HacTpamBaeTcsa Ha uHTepdelice,
obpalyeHHom B cTopoHy PPPoE-cepsepa.

BbikntoyaeT pexum yAaneHua.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 287 — Komanapl pexkuma EXEC

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue

YMOAYAHUIO
show pppoe intermedi- gi_port: OTobparkeHue HacTpoeKk PPPoE Intermediate Agent. Ecnu B Ko-
ate-agent info [giga- (1..8/0/1..48); MaHAe ABHO He 33JaH WHTepdeic, To KOMaHAa BbINOJHAETCA
bitethernet gi_port | tengi- te_port: 0N BCex MHTepdeincos, rae paspeweHa pabota PPPoE IA 1 Bcex
gabitethernet te_port | for- (1..8/0/1..24); [0BepeHHbIX NOPTOB.
tygigabitethernet fo_port | fo_port:
port-channel group] (1..8/0/1..4);

group: (1..48)
show pppoe intermedi- gi_port: OTobpakeHue cTaTUcTUKKM paboTbl PPPOE Intermediate Agent.
ate-agent statistics [giga- (1..8/0/1..48); Ecnv B KOmaHAe He 3aaH ABHO MHTepdelic, To KOMaHAa BbINO-
bitethernet gi_port | tengi- te_port: HseTCcs aNa Bcex MHTepdelicoBs ¢ paspelleHHbIM PPPOE IA n Bcex
gabitethernet te_port | for- (1..8/0/1..24); O0BEPEHHbIX MOPTOB.
tygigabitethernet fo_port | fo_port:
port-channel group] (1..8/0/1..4);

group: (1..48)
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DHELTEX

clear pppoe intermedi- gi_port: OuucTKa CTaTUCTURM paboTbl PPPOE Intermediate Agent. Ecau B
ate-agent statistics [giga- (1..8/0/1..48); KOMaHZe He 3a4aH IBHO MHTepdeic, To KoMaHA4a BbINoHAETCA
bitethernet gi_port | tengi- te_port: L8 BCeX MHTepdencos ¢ paspeweHHbIM PPPOE IA u Bcex goBe-
gabitethernet te_port | for- (1..8/0/1..24); PEeHHbIX NOPTOB.
tygigabitethernet fo_port | fo_port:
port-channel group] (1..8/0/1..4);

group: (1..48)
show pppoe intermedi- gi_port: OTobparkeHne BCeX 3aperncTpMpoBaHHbIX KAUEHTCKUX Ceccui.
ate-agent sessions [giga- (1..8/0/1..48); Ecnv B KOmaHAae He 3a4aH ABHO MHTepdeiic, To oTobparkatoTca
bitethernet gi_port | tengi- te_port: BCE CECCMM C COPTUPOBKOM NO UHTepdencam.
gabitethernet te_port | for- (1..8/0/1..24);
tygigabitethernet fo_port | fo_port:
port-channel group] (1..8/0/1..4);

group: (1..48)

clear pppoe intermedi-
ate-agent sessions [mac-ad-
dress]

mac address: (H.H.H

van H:H:H:H:H:H
nnn H-H-H-H-H-H)

3akpblBaeT KAMEHTCKyto ceccuto. Ecam He ykasaH mac address,
TO BCE ceccum.

5.31 KoHpurypauuma DHCP-cepsepa

DHCP-cepBep ocywiectBasfeT LEeHTPaIM30BaHHOE yNpaBAeHUe CeTEBbIMM agpecamm U COOTBETCTBYIO-
MMM KOHPUTYPALMOHHBIMU MapaMeTpaMm, aBTOMaTUYECKN NPeaoCcTaB/iAs UX KIMEeHTaM. ITO NO3BOJIAET U3-
6exaTb Py4YHOM HACTPOMKM YCTPOMCTB CETU N YMEHbLUAET KOJIMYECTBO OLLMOOK.

Ethernet-kommyTtaTopbl MOryT paboTatb Kak DHCP-knueHT (nonyyeHune cobereeHHoro IP-aapeca oT cep-
Bepa DHCP), Tak 1 Kak DHCP-cepBep. BoamoskHa ogHoBpemeHHas pabota DHCP-cepsepa n DHCP-relay.

KomaHObI pexcuma 2a06anbHol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (confiqg) #

Tabnuua 288 — KomaHapl pexkruma rnobanbHom KoHbUrypauum

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aeiicmeue

ip dhcp server

no ip dhcp server

— /BbIK/OYEHO

BkntoueHune ¢pyHKunn DHCP-cepBepa Ha KommyTaTope.

BbikntoueHne PpyHKuMmM DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32)
CMMBOJIOB

Bxopa, B perkum KoHdUrypaumm ctatmyeckmx agpecos DHCP-
cepsepa.

Ypanser koHpurypaumto DHCP-kKAMeHTa ¢ 3aiaHHbIM MMe-
HeMm.

ip dhcp pool network
name

no ip dhcp pool network
name

name: (1..32) cumBo-
nos

Bxopg, B pexkum KoHourypauym DHCP-nyna agpecos DHCP-
cepsepa.
- name — uma DHCP-nyna agpecos.
MakcumanbHo pgonyctumoe kKonuyecrso DHCP
. pool ykasaHo B Tabauue 9.

Ypanaet DHCP-nyn ¢ 3agaHHbIM UMEHeM.

ip dhcp excluded-address
low_address [high_ad-
dress]

no ip dhcp excluded-ad-
dress low_address
[high_address]

YKasbiBaeT |IP-agpeca, Kotopble DHCP-cepep He 6yget
Ha3sHa4yaTb ana DHCP-knneHTOB.

- low-address — HayanbHbIN IP-agpec AManasoHa;

- high-address — KoHeuHbIl IP-agpec gMana3oHa.

YaaneHue IP-agpeca 13 cnvcKa UCKNOYEHUI ANA Ha3Have-
HuA ero DHCP-knueHTam.
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ip dhcp ping enable

no ip dhcp ping enable

—/BbIK/IIOYEHA

Bkntountb nepepady ICMP-3anpocoB Ha HasHavaemblit |P-
agpec, 4Tobbl NPOBEPUTL 3aHATOCTb agpeca, Npexane Yem
OH byaeT HasHayeH DHCP-KnueHTy.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ip dhcp ping count number

no ip dhcp ping count

number: (1..10)/2

Onpegenset Konnyectso otnpasasembix ICMP-3anpocos.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYAHUIO.

ip dhcp ping timeout time

no ip dhcp ping timeout

time: (300..1000)/500
MmC

OnpegenseT TalimayT, B TeyeHne Kotoporo DHCP-cepBep
OXMZaeT OTBET C ajapeca, Ha KoTopbli nonydyeH ICMP-
3anpoc.

YCTaHOBWTb 3HaYeHMe MO YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu cmamu4yeckux adpecos DHCP-cepsepa

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm ctatmyeckmx agpecos DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool host name
console (config-dhcp) #

Tabnnua 289 — KomaHgbl pexxuma KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

address ip_address {mask |
prefix_length} {client-iden-
tifier id | hardware-ad-
dress mac_address}

no address

PyyHoe pesepsupoBaHue IP-agpecos gna DHCP-knveHTa.
- ip_address — IP-appec, KoTopblit ByaeT conocTaB/ieH ¢
bU3MUECKMM aAPECOM KNNEHT];

- mask/prefix_length — macka nogcetu/gavHa npedukca;
- id — ¢usnuecknint agpec (MpeHtTUdukaTop) cetesom
KapTbl;

- mac_address — MAC-agpec.

Ypanaet 3ape3epBupoBaHHble IP-agpeca.

client-name name

no client-name

name: (1..32) cumso-
nos

Onpegenaet uma DHCP-knueHTa.

Ypanaet uma DHCP-knumeHTa.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bupg 3anpoca KOMaHAHOM CTPOKK B pexkume KoHpurypaummn nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name
console (config-dhcp) #

Tabanua 290 — KomaHgbl pexxuma KoHurypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuio

Aeilicmeue

address {network_num-
ber | low low_address high
high_address} {mask | pre-
fix_length}

no address

YcTaHaBAWBaeT HOMep NOACETU U MacKy NOACETH ANA nyna
apgpecos DHCP-cepsepa.

- network_number — IP-agpec Homepa NoAceTH;

- low_address — HavanbHbI IP-agpec aManasoHa aape-
COB;

- high_address — kKoHeuHbIN IP-agpec Anana3oHa a4pecos.
- mask/prefix_length — macka nogcetn/annHa npedukca.

Ypansaet koHourypauuto DHCP - nyna agpecos
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lease {days [hours
[minutes]] | infinite}

no lease

—/1 peHb

Bpems apeHabl IP-agpeca, KOTopblit HasHavyeH ot DHCP.
- infinite — Bpema apeHAb! He orpaHNYeHo;

- days — KoNn4ecTBo gHeW;

- hours — konnuecTBo Yacos;

- minutes — KOANYECTBO MUHYT.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

ping enable

no ping enable

— /BbIK/OYEHA

BkntounTb nepepavy ICMP-3anpocoB Ha HazHavaemblit |P-
agpec, 4Tobbl NPOBEPUTL 3aHATOCTb apeca, Npexae Yem
OH byaeT HazHayeH DHCP-KnueHTy.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

KomaHOb1 pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #

Tabanua 291 — KomaHgbl pexxuma KoHurypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

default-router ip_ad-
dress_list

no default-router

Mo YMONYaHMIO CMCOK
MapLLpyTU3aTOPOB He
onpegaeneH.

Onpegenaer CNMCOK MapLIPyTU3aTOPOB MO YMOJYAHUIO

ona DHCP-knueHTa:

- ip_address_list — cnucok IP-agpecoB mapLupyTM3aToOpPOB.,

MOKET COAEPHKATb A0 8 3anumceit, pasaeneHHbix npobenom.
, IP-agpec maplupyTusaTopa A0/XKeH 6biTb B TOW
o }Ke NOACEeTH, UTO U K/IUEHT.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

dns-server ip_address_list

Mo ymon4aHuio cnmucok
DNS-cepsepos He

Onpepenaet cnucok DNS-cepBepoB, AOCTYNHbIX ANA KAKU-
eHTos DHCP.
- ip_address_list — cnucok IP-agpecos DNS-cepsepos, mo-

onpeneneH. JKeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.
no dns-server YcTaHaBAWBAET 3HAaYEHMe MO YMONYAHMIO.
domain-name domain domain: (1..32) OnpegenseT fomeHHoe uma ana DHCP-kaneHTOB.
no domain-name CUMBOJI0B YcTaHaBAWBAET 3HaYEHMeE MO YMONYAHUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymon4yaHuio cnucok
WINS-cepBepoB He
onpeaeneH.

Onpepensaet cnucok WINS-cepsepoB, AOCTYMHbIX ANA KAU-
eHTos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepos,
MOKeT coAepaTb A0 8 3anuceit, pasaeneHHbIx npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

netbios-node-type {b-node
| p-node | m-node | h-
node}

no netbios-node-type

Mo ymonyaHuio TMn
y3na NetBIOS He
onpegeneH.

Onpegenset Tmn y3na NetBIOS Microsoft gns KnueHToB
DHCP:

- b-node — WnpoKoBeLLaTENbHbIN;

- p-node — TOYKa-TOYKa;

- m-node — KOMOWHWPOBAHHbIN;

- h-node — rMbpugHbLIN.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

next-server ip_address

no next-server

Mcnonb3yetca ana ykasaHuAa DHCP-knneHTy appeca cep-
Bepa (Kak npasuno, TFTP-cepBepa), ¢ KOTOPOro AO/KEH
6bITb NOTYYEH 3arpy304Hblli pain.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

next-server-name name

no next-server-name

name: (1..64)
CUMBO/I0B

Mcnonb3yetca ana ykasaHua DHCP-knueHTy nma cepsepa,
C KOTOPOTo A0JIXKeH BbITb NOJIYYEH 3arpy304HbIv dai.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

bootfile filename

no bootfile

filename: (1..128)
CMMBOJIOB

YKasbiBaeT UmMa paitna, MCnonb3yemoro A4 HayanbHo 3a-
rpy3ku DHCP-knneHTa.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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time-server ip_address_list

Mo ymonyaHuIo Cnncok
cepBeposB He

Onpesenaer CNUCOK CEPBEPOB BPEMEHM, AOCTYMHbIX A
knmneHTtos DHCP.
- ip_address_list — cnncok IP-aapecoB cepBepoB BpeMeHH,

onpesenex. MOKET CoAepKaThb 10 8 3anuceit, pasaeneHHbIX npobesom.
no time-server YcTaHaBAMBAET 3HAYEHME MO YMONHAHUIO.
option code {boolean code: (0..255); HacTpausaet onuum DHCP-cepBepa.
bool_val | integer int_val | bool_val: (true, false); - code — kog onuumn DHCP-cepBepa;
ascii ascii_string | ip[-list] int_val: - bool_val — nornyeckoe 3HayeHwue;

ip_address_list | hex
{hex_string | none}} [de-
scription desc]

no option code

(0..4294967295);
ascii_string: (1..160)
CYMBOJIOB;
desc: (1..160)
CYMBOJI0B

- integer — uenoe NONOXKUTENbHOE YUCNO;
- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoka B 16-om popmarte;

Ypanaet onumn gna DHCP-cepsepa.

KomaHOwbl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabanua 292 — KomaHgbl pexkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YpaneHue 3anuceit U3 Tabanubl COOTBETCTBUA GUUYECKMX
AApecoB 1 aapecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — |P-appec, HazHa4yeHHbI DHCP-cepBepom;
- ¥ — y#annTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHdUrypaumm DHCP-cepsepa.

show ip dhcp excluded-ad-
dresses

MNpocmoTp IP-apgpecos, KoTopble DHCP-cepsep He byaer
Ha3Ha4vaTb gna DHCP-knneHTOB.

show ip dhcp pool host

MpocmoTp KoHOUrypauum [ANs CTaTUYECKUX afapecos

lip_address | name] name: (1..32) DHCP-cepsepa:
CMMBO/IOB - ip_address — IP-aapec KnneHTa;
- name — uma DHCP-nyna agpecos.
show ip dhcp pool net- MpocmoTp KoHoUrypauumn DHCP-nyna agpecos DHCP-cep-
name: (1..32)
work [name] Bepa:
CUMBOJI0B

- name — uma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-agpecos, KOTopble CONOCTaBNEHbI C dU3MnYe-
CKMMM aZpecaMu KNMEHTOB, a TaK e Bpemsa apeHapl, Cno-
€06 Ha3HayeHuA 1 cocToaHue IP-agpecos.

show ip dhcp server statis-
tics

MpocmoTp ctatnctmkn DHCP-cepsepa.

show ip dhcp allocated

MpocMoTp  aKTUBHbIX
CepBepom.

IP-agpecoB, BblaaHHbIXx DHCP-

[Mpumepbl 8bINOAHEHUA KOMAHO

= Hactpoutb DHCP-nyn ¢ umeHem test n ykasatb gna DHCP-KAnMeHTOB: uma gomeHa — test.ru, wntos

no ymon4yaHuto — 192.168.45.1 n DNS-cepsep — 192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test
console (config-dhcp)# address 192.168.45.0 255.255.255.0

# domain-name test.ru

console (config-dhcp)# dns-server 192.168.45.112
console (config-dhcp) # default-router 192.168.45.1

(

console (config-dhcp
(
(

)
)
)
)
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5.32 KoHdwurypauma ACL (cnucku KOHTpona aoctyna)

ACL (Access Control List — cnucoK KoHTpons gocTtyna) — Tabauua, KoTopasa onpeaenseT npasuaa
bunbTpaumm BxoZAlero U mncxogAawero Tpapuka Ha OCHOBAHMM MepenaBaembiX B MaKeTax NpPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

V ACL-cnucku Ha 6ase IPv6, IPv4 u MAC-agpecoB He A0/KHbl MMEeTb OAMHaKOBble Ha3Ba-
HuA.

V IPv6- 1 IPv4-cnucku moryT pabotatb BMmecTe Ha ogHoM ¢dusnueckom nHrepdeiice. CNUCoK

ACL Ha 6a3e MAC-agpecauumn He MOXKeT COBMELLATbCA CO cnuckom IPv6. [1Ba cnucka oau-

HaKOBOro TMNa He MoryT paboTaTb BMecTe Ha UHTepdeiice.

KomaHgbl Ana co3gaHua W pefakTMpoBaHus crnvckoB ACL AOCTYMHbI B peume rnobanbHoOM
KOHUrypaumum.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

KomaHaHan cTpoka B pexkume rnobasbHOM KOHOUIypauum MmeeT BUA,:
console (config)#

Tabnunua 293 — KomaHabl Ana co3aaHmna n KoHourypaumm cnuckos ACL

KomaHda 3HayeHue/3HayeHue HAelicmeue
o ymMmon4aHuro
ip access-list access_list Co3pgaHue ctaHaapTHoro cnucka ACL.
{deny | permit} {any | -deny — 3anpeTtuTb NPOXOMKAEHWE MaKeTOB C YKa3aH-
ip_address [ip_ad- HbIMM NapameTpamu;
dress_mask]} - permit — paspelwmnTb NPOXOXKAEHME MAKETOB C YKa3aH-
HbIMM NapameTpamu.

no ip access-list access_list YaanuTb CTaHO@pTHbIN cnncok ACL.
ip access-list extended ac- Co3gaHue HOBOro paclmpeHHoro cnvcka ACL ans agpe-
cess_list cauuu IPv4 1 BXoA, B pemMm ero KoHdurypauum (ecam cnu-

COK C laHHbIM UMEHEM eLlle He Co34aH), Mbo BXos B pe-
MM KOHOUIYpaL MM paHee CO34aHHOrO CnmcKa.

no ip access-list extended YpaneHune pacwwmpeHHoro cnucka ACL ana apgpecauuu
access_list IPv4.

ipv6 access-list access_list Co3gaHune HoBOro cTaHAapTHoro cnucka ACL ana agpeca-
{deny | permit} {any | umnn IPv6.

ipv6_address [ipv6_ad- access_list: (0..32) -deny — 3anpeTuTb NPOXOXAeHWe MaKeToB C yKasaH-
dress_prefix]} cMmBoONa HbIMW NapameTpamm;

- permit — pa3pewnTb NPoXoXaeHne NakeToB C YKa3aH-
HbIMUM NapameTpammu.

no ipv6 access-list ac- YpaneHue ctaHgapTHoro cnucka ACL ana agpecaumm IPv6.
cess_list

ipv6 access-list extended Co3paHne HOBOro pacwmpeHHoro cnucka ACL gns agpe-
access_list caumu IPv6 1 BXog, B pexkum ero KoHourypaumm (ecam cnu-

COK C flaHHbIM MMEHEM eLle He Co34aH), Mbo BXos B pe-
MM KOHOUTYpaL MM paHee CO3aHHOro CnucKa.

no ipv6 access-list ex- YpaneHune pacwupeHHoro cnucka ACL ana agpecauumm
tended access_list IPv6.

mac access-list extended Co3pgaHune HoBoro cnvcka ACL Ha 6ase MAC-agpecauum un
access_list BXOZ, B PEXUM €ro KOHGUrypaLmm (ecam CUCOK € faHHbIM

MMEHEM ellle He Co34aH), B0 BXOA, B PeXKUM KOHUry-
paummM paHee CO3L4aHHOIO CUCKa.
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no mac access-list ex-
tended access_list

Yaanenue cnucka ACL Ha 6a3e MAC-agpecaumu.

access-list configuration
mode {default | commit}

—/default

YcTaHaBAMBAET perKMM KoHpurypmposaHua ACL.

- default — ACL M0o*KHO pefiakTUPOBaTb TONbKO TOrAa, KO-
roa OH He MpuBA3aH HU K O4HOMY W3 WHTepdelncos.
HacTpoiiku npasun ACL npuMeHAITCA HEMEA/IEHHO.

- commit — ACL MOXHO pefaKkTMpoBaThb, KOr4a OH NPUBA-
3aH K ¢usmyeckomy mnm VLAN unHTepdeiicy. M3meHeHun
BCTYNatoOT B CU/Y NOC/E BbINOIHEHUA KOMaHAbl access-list
commit.

access-list commit

MpumeHaeT nsmeHeHua Bo scex ACL-cnuckax.

access-list commit {ac-

access_list: (0..32)

MpumeHaeT nameHeHnA B onpegeneHHom ACL-cnucke.

— /BbIK/IOYEHO

no access-lists statistics {
port | vlan}

cess_list} cMmBONa
access-lists statistics { port BKAtoyeHuMe cTaTucTuKkm cnmckos ACL
| vlan} - port — ToNbKO Ana cnuckos ACL, npuBA3aHHbIX K GpU3n-

YeCcKUM NHTepdelicam;
- vlan — TonbKo ansa cnuckos ACL, NpuBA3aHHbIX K UHTEP-
¢deiicam VLAN.

/' [Ona kommytatopos cepum MES23xx BO3-
MOXHO BKJIOYEHUe CTaTUCTUKKM cnuckos ACL,
NPUBA3AHHbIX TO/IbKO K pU3NYECKMM nopTam

WAU TONbKO K uHTepdeiticam VLAN.

BbIkntoyeHme cTaTucTmkm cnmckos ACL.

time-range time_name

time_name: (0..32)
cumBona

no time-range time_name

Bxog, B pexxum KoHpurypaumm time-range v onpegeneHve
BPEMEHHbIX MHTePBaNoB A/1A CMMUCKa AOCTyna.
- time_name — nma npoduna HacTpoek time-range.

YpaneHve 3agaHHoN KoHoUrypauum time-range.

Ona Toro 4tobbl

aKTMBM3uposaTb cnmcok ACL,

NHTepdelicom, NCNONb3YHOLMM CMUCOK, MOXKeT bbiTb INb0 nHTepdeic Ethernet, anbo rpynna nopros.

KomaHObI pexcuma KoHguaypauuu uHmepgpetica Ethernet, VLAN, epynnsi nopmos

KomaHaHan cTpoKa B pexkmume KoHoUrypaumm nitepoeliica Ethernet, VLAN, rpynnbl NOpTOB UMEET BUA,:

console (config-if) #

Tabnunua 294 — KomaHaa HasHadeHusa cnncka ACL-uHTepdeiicy

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

HAelicmeue

service-acl {input | out-
put} access_list

no service-acl {input |
output}

access_list: (0..32)
cMmBoOIa

B HacTpoiikax onpenenéHHoro ¢usmyeckoro mHtepdelica
KOMaHZa NpuBA3bIBAET YKa3aHHbIA CMUCOK K JAHHOMY WH-
Tepoelicy.
/ Mpueaska K wuHTepdeiicy VLAN BO3MOKHa
V TO/IbKO A1 HanpaB/ieHus input.

YpaneHue cnucka c uHTepdelica.

KomaHOwbi pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;:

console#
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Tabnnua 295 — KomaHgb! Ana npocmoTpa cnnckos ACL

3Ha4yeHue/3Haye-
KomaHoa Hue no ymon4a- Aelicmeue
HUw
show access-lists [ac- Mokasatb cnnckn ACL, co3gaHHble Ha KommyTaTope.
cess_list] .
- access_list: (0..32)
show access-lists CMMBONE MokasaTb cnucku ACL, co3aaHHble Ha KOMMyTaTope, KoTopble B
time-range-active [ac- HacTosLLee BpeMs ABAAOTCA aKTUBHbIMM.
cess_list]
show interfaces access-lists gi_port: MokasaTtb cnucku ACL, HasHauyeHHble nHTepdelicam.
[gigabitethernet gi_port | (1..8/0/1..48);
tengigabitethernet te_port:
te_port | fortygigabitether- (1..8/0/1..24);
net fo_port | port-channel fo_port:
group | vlan vian_id] (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
clear access-lists counters gi_port: OB6HYNUTL BCE CYETYMKM CnMCKOB ACL, 16O CYETUMKM AR CNUC-
[gigabitethernet gi_port | (1..8/0/1..48); KoB ACL 3agaHHOro nHTepodeica.
tengigabitethernet te_port:
te_port | fortygigabitether- (1..8/0/1..24);
net fo_port | port-channel fo_port:
group | vlan vian_id] (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)
show interfaces access-lists gi_port: MoKasaTb CYETUMKM CINCKOB AOCTyNa.
trapped packets [giga- (1..8/0/1..48);
bitethernet gi_port | tengi- te_port:
gabitethernet te_port | for- (1..8/0/1..24);
tygigabitethernet fo_port | fo_port:
port-channel group | vlan (1..8/0/1..4);
vlan_id] group: (1..48);
vlan_id: (1..4094)
clear access-lists statistics - OuncTnTb CTaTUCTMRY cnvckos ACL.
show access-lists candi- MokasbiBaeT cocToaHMe Bcex ACL-CNMMCKOB NOC/ae BbIMOJHEHUA
date-config - KoMaHZabl access-list commit.
show access-lists candi- access_list: (0..32) MokasbiBaeT cocTosiHMe onpeaeneHHoro ACL-cnucka noce Bbl-
date-config {access_list} cMmBoONna no/sIHeHUs KomaHAabl access-list commit.
show candidate-config ac- MokasbiBaeT, KaKk byayT Bbirnagets ACL-cnucku B show running-
cess-list o config nocne BbINONHEHUA KOMaHAbI access-list commit.

KomaHOwbi pexcuma EXEC

KomaHaHasa cTpoka B pexmume EXEC nmeet sua;
console#

Tabnunua 296 — KomaHabl Ana npocmoTpa cnnckos ACL

3Ha4yeHue/3Haye-
Hue no ymonya-
HUKo

KomaHoa Aelicmeue

show time-range Moka3sbiBaeT KOHdUrypaumio time-range

[time_name]
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5.32.1 KoHnepueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBedeHbl 3HAYEHMA U OMMUCAHMA OCHOBHbIX MAapPaMeTPOB, WUCMOJIb3yeEMbIX B
COCTaBe KOMaHZA, HacTpoiKku cnmckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue U BXOA B PEKUM
pefakTupoBaHmnA cnnckoB ACL, ocHOBaHHbIX Ha aapecaumn IPv4, ocywecTBaaeTca No KOMaHAe: ip access-
list extended access-l1ist. Hanpumep, gns cosgaHus cnucka ACL nog HassaHuem EltexAL
HeoHX04MMO BbINOJHUTL CAeaytoLmMe KOMaHAb!:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al) #

Tabnnua 297 — OCHOBHbIE NapaMeTpbl, UCNOJb3yemble B KOMaHAAX

Mapamemp

3HayeHue

Aelicmeue

permit

[LewncTteue ‘paspelumnTs’

Co3pgaet paspelatouee npasuno ¢uabtpaumm B cnncke ACL.

deny

[Jeticteue ‘3anpetuts’

Co3pgaet 3anpewatowee npasuno unbtpaumm B cnucke ACL.

protocol

MpoTokon

Mone npeAHa3HaYeHo A/1A YKa3aHWA NpoToKoa (Mam Bcex npo-
TOKO0/I0B), Ha OCHOBE KOTOpOro byaet ocyliecteasercs uabTpa-
ums. Mpuv BbIGOPE NPOTOKO/1a BO3MOXKHbI CleAytoL e BapUaHTbl:
icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout,
ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip,
pim, 12tp, isis, ipip, 1M60 YMcnoBoe 3HaUYeHMe NPOTOKOAA, B AMa-
nasoHe (0 - 255).

[na cooTBeTCTBMA NHO6OMY NPOTOKONY UCMO/b3YETCA 3HaYeHne
IP.

source

Afpec UCTOYHMKA

OnpepenseT IP-agpec MCTOYHMKA NaKeTa.

source_wildcard

Macka agpeca
UCTOYHMKA

ButoBaa macka, npumeHaemas K IP-agpecy UCTOYHMKA nakeTa.
Macka onpegaenset 6utbl IP-agpeca, KoTopble He06X04MMO Ur-
HOPMPOBATb. B 3HAYEHUA UTHOPUPYEMbIX BUTOB A0/KHbI HbITb
3anucaHbl eguHuLbl. Hanpumep, MCNoab3ya MacKy, MOXKHO
onpeaennTb gns npasuna punotpauum IP-ceto. Y106bI 06aBUTD
B npasuno ¢ounbtpauun IP-cetb 195.165.0.0, Heobxogumo 3a-
AaTb 3HadeHne macku 0.0.255.255, To ecTb coriacHoO AaHHoW
macke nocnegHue 16 6ut IP-agpeca 6yayT MTHOpPUPOBATLCA.

destination

Appec HasHayeHuA

Onpepenser IP-agpec HasHayeHMA NakeTa.

destination_wildcard

Macka agpeca
Ha3HayeHuA

BuToBan macka, npumeHsemas K IP-agpecy HasHayeHun nakera.
Macka onpegenset 6uthbl IP-agpeca, KoTopble HE06X0AUMO Ur-
HOpVPOBaTb. B 3HaYeHUA UTHOPUpPYeMbIX BUTOB AO/IKHbI ObiTb
3anucaHbl eauHULbl. Macka UCMo/Ib3yeTCAa aHaNorMYHO Macke
source_wildcard.

vlan NpeHTndukatop Vlan Onpegenset Vlan, gna KoToporo 6ygeTt npUmMeHATbCA NPaBuo.
dscp Mone DSCP B 3aronoske Onpepenset 3HayeHne DSCP-nons diffserv. BosamorKHble Kogpbl
L3 coobueHnit nons dscp: (0 - 63).
precedence MpuopwuTet IP Onpegaenset npuoputeT IP-Tpaduka: (0-7).
time_name Mma npodunn OnpegaenseT KOHPUrypaL Mo BPEMEHHbIX MHTEPBAsIOB.
KOHUrypaumm time-
range
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icmp_type

Tun coobweHnit npotokona ICMP, ncnonbsyembiin gns dunbTpa-
umMm  ICMP-naketoB. Bo3MOMKHble Tunbl COOBWEHN nons
icmp_type: echo-reply, destination-unreachable, source-
quench, redirect, alternate-host-address, echo-request, router-
advertisement, router-solicitation, time-exceeded, parameter-
problem, timestamp, timestamp-reply, information-request, in-
formation-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply, do-
main_name-request, domain_name-reply, skip, photuris, nm6o
yncnosoe 3HayeHne TMna coobuieHus, B AvanasoHe (0 - 255).

icmp_code

Kopg, coobueHun
npotokona ICMP

Koz coobueHunii npotokona ICMP, ncnonbsyemslii ana puabtpa-
umm  ICMP-naketoB. BO3MOMKHble Kogbl COObLEHW nona
icmp_code: (0 - 255).

igmp_type

Twun coobuweHnn
npoTtokona IGMP

Tun coobueHnin npotokona IGMP, ucnosnb3yemsiii ana puabtpa-
UMM naketoB IGMP. Bo3MoKHble TuMbl coobWEeHnin nona
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace,
host-report-v2, host-leave-v2, host-report-v3, nubo uucnosoe
3HayeHue TMNa coobuweHunn, B ananasoHe (0 - 255).

destination_port

UDP/TCP-nopt
Ha3Ha4vyeHuA

source_port

UDP/TCP-nopt
MCTOYHMKA

Bo3morKHble 3HaueHusa nona TCP-noprta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), fin-
ger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109),
pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49),
talk (517), telnet (23), time (37), uucp (117), whois (43), www
(80);

Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

JIn6o uncnosoe 3HayeHue (0 - 65535).

list_of flags

®dnarn npotokona TCP

Ecnav pna ycnosua dunbTpaumm dnar foaKeH bbiTb YCTAHOBAEH,
TO Mepes HUM CTaBUTCA 3HAK «+», €CIM He A0/KeH bbITb ycTa-
HOB/IEH, TO «-». Bo3aMoOHble BapuaHTbl ¢dnaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu nc-
NMoNb30BaHMU HECKONbKUX ¢naroB B ycnoBun GuabTpaumu,
dnarn o6beamHATCA B OAHY CTPOKY 6e3 npobenos, Hanpumep:
+fin-ack.

disable_port BbIK/NtOYaEeT NOPT, C KOTOPOTro 6biN NPUHAT NaKeT, yA0BNETBOPA-
OTKAtOYEHWe nopTa oMt ycnosuam no6oit n3 KomaHg 3anperta deny, B coctase Ko-

TOpoW 6bl10 ONMCcaHo none.
log_input BKntoyaeT oTnpaBky MHGOPMALMOHHBIX COOBLWEHNA B CUCTEM-

OTnpaBKa coobweHni

HbII YKYpHaN Npy MOMlyYeHUWM MaKeTa, KOTOpbIli COOTBETCTBYET
3anucu.

offset_list_name

HanmeHoBaHMe cnucka
wabnoHoB
nonb3osaTens

3agaeT Mcnosib3oBaHMe CnMUcKa WwabnoHoB nosb3oBatens Ans
pacno3HaBaHuMA NakeTos. Aaa Kaxaoro cnncka ACL moxKeT bbiTb
onpeaeneH cBoW CNUCOK WabnoHOB.

ace-priority

MpuopwuteT 3anucun

WHaeKkc 3apaeT nosioxKeHWe NpaBuaa B CMUCKE U ero NpuopuTer.
Yem meHbLUe HAEKC — Tem NpuopuTeTHee npasuao. JuanasoH
AONYCTUMbIX 3HadyeHui (1..2147483647). 3HayeHue MHAEKcA
AO/IXKHO ObITb YHUKANIbHBIM B PaMKax CMMCKa NpaBu B 04HOM
ACL.

v

Ona Bbi6opa Bcero gnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonbsyerca
napameTtp «any».
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/\‘ Mocne Toro Kak xota 6bl ogHa 3anucb ao6asneHa B cnucok ACL, nochegHeit no ymonvyaHuio
pob6asnaetca 3anucb deny any any any, KOTopas 0O3Ha4yaeT UTHOPUPOBaHME BCEX NAKETOB,

He yaosneTsopsatowmx ycnosmam ACL.

Tabnnua 298 — KomaHabl, ucnonb3yemble ana Hactpoiikn ACL-cnnckoB Ha ocHoBe IP-agpecaunn

KomaHda

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name] [ace-priority
index]

[ob6aBnser paspeluatouyto 3anncb GuabTpauum Ana npoTo-
Kona. MaKeTbl, 0TBEYatoLLMe yCAoBUAM 3anuncK, byayTt obpaba-
TbIBaTbCA KOMMYTaTOPOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name]

Yaanser co3gaHHylo paHee 3anmch.

permit ip {any | source_mac source_mac_wildcard}

{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name] [ace priority in-
dex]

[JobasnaeT paspelwarollyto 3anuce GUAbTPaLMM ANA NpoTo-
Kona IP. MakeTbl, OTBEYatOLLME YCIOBUAM 3anucu, byayT obpa-
6aTbIBaTbCA KOMMYTATOPOM.

no permit ip {any | source_mac source_mac_wildcard}
{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name]

YanseT co3faHHy paHee 3anuch.

permit icmp {any | source source_wildcard}{any | desti-
nation destination_wildcard} {any | icmp_type}{any |
icmp_code} [dscp dscp | ip-precedence precedence]
[time-range time_name] [ace-priority index] [offset-list
offset_list_name] [vlan vian_id]

[JobasnsaeT paspelwarollyto 3anuce GUAbTPaLMM ANA NpoTo-
kona ICMP. MaKeTbl, oTBEYatOLME YCAOBUSAM 3anucu, byayT 06-
pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence prece-
dence] [time-range time_name] [offset-list off-
set_list_name] [vlan vian_id]

YpanaeT co3gaHHyo paHee 3anucob.

permit igmp {any | source source_wildcard} {any | desti-
nation destination_wildcard} [igmp_type] [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[JobasnsaeT paspelwarnollyto 3annce GuUAbTpPaLuMmM AnA NpoTo-
kona IGMP. MakeTbl, OTBEYAIOLLME YCNOBUAM 3anmcK, byayT 06-
pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Ypanaet co3pgaHHyo paHee 3anuchb.

permit tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[ob6aBnser paspellatolyto 3anncb GuabTpauum Ans npoTo-
Kona TCP. MakeTbl, OTBeYatoLLMe YCA0BUAM 3anucu, byayT ob-
pabaTblBaTbCA KOMMYTaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Ypanaet CO34aHHYIO paHee 3anunchb.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obasnaeT paspelatowyto 3anmMcb GUAbLTPaUUN NA NpoTo-
kona UDP. MakeTbl, OTBEYalOLLME YCAOBUAM 3anucu, byayt ob-
pabaTblBaTbCA KOMMYTAaTOPOM.
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no permit udp {any | source source_wildcard} {any | YaanaeT co3gaHHylo paHee 3anuch.
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

deny protocol {any | source source_wildcard} {any | [obasnseT 3anpelatowyio 3anmMcb GUAbLTPaUUM AAA NpPoTo-
destination destination_wildcard} [dscp dscp | Kona. MaKeTbl, OTBEYatoLWme ycaoBMAm 3anucu, byayt 610ku-
precedence precedence] [time-range time_name] pOBaTbCA KOMMYTaTOpoM. [pu WMCNONb30BAHUWU K/KOYEBOTO
[disable-port | log-input] [ace-priority index] cnosa disable-port ¢pusnuyecknini nHTEpdEnc, NPUHABLLNI Ta-

Kol naket, 6yaet BbikatoueH. Mpy UCNO/Ib30BaHUM KNHOYEBOTO
cnosa log-input 6yaet oTnpasneHo cooblieHne B CUCTEMHbIN

KYpHan.
no deny protocol {any | source source_wildcard} {any | YaanaeT co3gaHHylo paHee 3anuch.

destination destination_wildcard} [dscp dscp |

precedence precedence] [time-range time_name]

[disable-port | log-input]

deny ip {any | source_ip source_ip_wildcard} {any | des- [ob6aenseT 3anpelatowyo 3anmMcb GUAbLTPaUUM AAA NPOTo-
tination_ip destination_ip_wildcard} [dscp dscp | prece- Kona IP. MaKeTbl, oTBeYatoWwme ycaoBuam 3anmcu, byayt 610-
dence precedence] [time-range range_name] [disa- KMPOBaTbCA KOMMYTaTOPOM. [pn MCNO/Ib30BaHUU KNHOYEBOro
ble-port | log-input] [ace-priority index] cnosa disable-port ¢usnuecknini nHTepdeic, npuHABWKIA Ta-

KOl nakeT, byAeT BbIK/AOYeH. [1py UCNO/Ib30BaHUM KHOYEBOrO
cnosa log-input 6yaet oTnpasneHo cooblieHne B CUCTEMHbIN

KypHan.
no deny ip {any | source_ip source_ip_wildcard} {any | YaanaeT co3gaHHylo paHee 3anuch.

destination_ip destination_ip_wildcard} [dscp dscp |

precedence precedence] [time-range range_name] [disa-

ble-port | log-input]

deny icmp {any | source source_wildcard} {any | [Job6asnaeT 3anpeliatollyto 3anucb GUAbLTPaLMM 4aA NpoTo-
destination destination_wildcard} {any | icmp_type} kKona ICMP. MMakeTbl, oTBevaloWwme ycnosmam sanucu, byayt
{any | icmp_code} [dscp dscp | precedence precedence] 6710KMPOBATLCA KOMMYTAaTOPOM. MpK MCNONb30BAHMMU KAtoye-
[time-range time_name] [disable-port | log-input] Boro cnosa disable-port ¢pusnueckunit nHTepdeiic, NPUHABLIUIK
[ace-priority index] TaKoW nakeT, byaeT BbiKAOYEH. [pU MCNONb30BaHMK KAtoYe-

Boro cnoBa log-input 6yaet otnpasaeHo cooblyeHune B cucTem-
HbIV XKypHan.

no deny icmp {any | source source_wildcard} {any | YaanaeT co3gaHHylo paHee 3anuch.
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

deny igmp {any | source source_wildcard} {any | [obasnseT 3anpelLatowyio 3anmcb GUAbLTPALUU ANA NPOTO-
destination destination_wildcard} [igmp_type] [dscp Kona IGMP. MakeTbl, OTBEYatlolWMe YCAOBUAM 3anucu, byayt
dscp | precedence precedence] [time-range time_name] 6710KMPOBATLCA KOMMYTAaTOPOM. MpK MCNONb30BAHMMU KAtoye-
[ace-priority index] [disable-port | log-input] Boro cnosa disable-port ¢pusnueckunin nHTepdeiic, NPUHABLIKI

TaKkoW naket, 6ygeT BbikAtoUeH. MpU UCNONb30BaHUKN Kitoue-
Boro cioBa log-input 6yaet otnpasaeHo coobleHune B cuctem-
HbIV XKypHan.

no deny igmp {any | source source_wildcard} {any | YaanaeT co3gaHHylo paHee 3anuch.
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

deny tcp {any | source source_wildcard} {any | [obasnseT 3anpelLatowyto 3anmMcb GUAbLTPaALUUU ANA NPOTO-

source_port} {any | destination destination_wildcard} kona TCP. MNakeTbl, 0TBEYatoLMe YyCNOBUAM 3anucu, byayT 6.10-

{any | destination_port} [dscp dscp | precedence prece- KMPOBATbCA KOMMYTaTOpPOM. Mpy UCMOb30BaHUU KNOUYEBOTO

dence] [match-all list_of flags] [time-range time_name] cnosa disable-port ¢usmnuecknini nHTepdeic, NnpuHABWKKA Ta-

[ace-priority index] [disable-port | log-input] KOW MakeT, 6ygeT BbiKAtoYeH. MpU UCNONb30BaHUN KNHOYEBOTO
cnosa log-input 6yaeT oTnpasaeHo coobLieHne B CUCTEMHBIN
KypHan.

no deny tcp {any | source source_wildcard} {any | YaanaeT co3gaHHylo paHee 3anuch.

source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[disable-port | log-input]
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deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[obaenser 3anpeuwwatowyto 3anucb GunbTpauuM Ans NpoTo-
Kosia UDP. MakeTbl, oTBEYatoLWwue ycioBmam 3anmcu, byayT 61o-
KMPOBATbCA KOMMYTaTopoM. Mpy UCMO/b30BaHUU KNHOYEBOTO
cnosa disable-port ¢pusmnuyecknini nHTEpdEC, NPUHABLLNI Ta-
Kol nakeT, 6yAeT BbikAtoueH. NPy UCNOIb30BaHUM K/THOUYEBOTO
cnosa log-input 6yaet oTnpasneHo cooblieHne B CUCTEMHbIN
KypHan.

no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

YanseT co3faHHyH paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3paéT cnucok WwabaoHOB MoNb30BaTeNA C UMEHEM name.
Mmsa moskeT BKtoyaTb oT 1 A0 32 cMmB0ON0B. B ogHOM KomaHae
MOXET COAEPIKATbCA A0 TPMHAALATU WabNOHOB B 3aBUCUMO-
CTW OT BbIBPAHHOIO PeXXMma HaCTPOMKM CMMCKOB A0CTyna (Ko-
MaHga set system mode), BKAOYalOWMX cneaylowme napa-
MeTpbI:
- offset_base — 6a3oBoe cmelleHMe. BO3MOKHble 3HaYeHuUA:
13 — Hayano cmeleHuns ¢ Havyana IP-3arosoBKa;
14 — Hayano cmelleHus ¢ KoHua IP-3arosioBKa.
- offset — cmeleHune 6aliTa faHHbIX B Npeaenax naketa. baso-
BOE CMeLleHMe NPUHMMAETCA 3a Havyaio OTCYeTa;
- mask — Mmacka. B aHanu3e naketa NpUHMMAlOT y4yacTue
TONbKO Te pa3psabl 6aliTa, o158 KOTOPbIX B COOTBETCTBYHOLLMX
paspagax Mmacku 3agaHa ‘1’;
- value — nckomoe 3HayeHue.

no offset-list offset_list_ name

Yaanser co3faHHbIA paHee CrMCOK.

access-list commit

MpumeHsaeT nsmeHeHuna B ACL-cnucke.

5.32.2 KoHdpueypayusa ACL Ha 6a3e IPv6

B paHHOM pasgene npuBeneHbl 3HAYEHUMA U OMNMCAHMA OCHOBHbIX NMAPaMeTPOB, UCNOJb3yeMbIX B

cocTaBe KOMaHA, HacTpoliku cnnckos ACL, ocHoBaHHbIX Ha agpecaunu IPv6.

Co3zgaHve U BXOA B pPeXuUM peaakTuposaHua cnuckoB ACL, ocHoBaHHbIX Ha aapecauun |Pv6,
OCYLLECTB/IAETCA MO KOMaHAe: ipvé access-list access-1ist. Hanpumep, aAns co3gaHuma cnmcka ACL

nog, HassaHuem MESipv6 Heo6X0ANMMO BbIMOAHUTbL CaeaytoLMe KoMaHab:

console#
console# configure

console (config)# ipvé access-list extended MESipvé

console (config-ipve-al) #

Tabnunua 299 — OcHoOBHbIE NapameTpbl, UCMO/b3yeMble B KOMaHAAX

MpoTtokon

Mapamemp 3HavyeHue Aelicmeue
permit [JencTtene paspewmnTb Co3paeT paspeluatolee npasmno euabtpaumm B cnmcke ACL.
deny [JelicTBMe 3anpeTuTb Cospaet 3anpewatowee npasuno ¢unbtpaumm B cnncke ACL.
protocol Mone npefHa3HayYeHo AN YKa3aHWA NPOTOKOA (MK Bcex npo-

TOKO0/10B), Ha OCHOBe KOTOporo byaer ocyuiectenserca Guib-
Tpauma. MNpu BbIGOPE NPOTOKONA BO3MOXHbI CeAytoLmne Bapu-
aHTbl: icmp, tcp, udp, 60 YMCI0BOE 3HaYeHMe NPOTOKOAa —
icmp (58), tep (6), udp (17).

[na cooTBeTcTBUA N106OMY NPOTOKOJY UCMO/b3YETCA 3HaYeHMe
IPv6.

source_prefix/length Agpec oTnpasutena un

ero AnunHa

Onpegensaet IPv6-agpec u gnnHy npedukca cetn (0-128) (konu-
YecTBO CTaplmx 6UT agpeca) MCTOYHMKA NaKeTa.
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destination_prefix/length

Aapec HazHavyeHna u

Onpegenset IPve-agpec n ganHy npedukca cetn (0-128) (konum-

ero gavHa 4ecTBO CTapLwmx 6UT agpeca) Ha3HaYeHua NakeTa.
dscp Mone DSCP B 3aronoske Onpegenset 3HauyeHne DSCP-nons diffserv. BoamoxkHble Koabl
L3 coobuieHuit nona dscp: (0 - 63).
precedence Mpuoputert IP Onpegenset npuoputet IP-Tpaduka: (0 - 7).
time_name Umsa npoduna koHduUry- OnpepenaeT KOHPUrypaLmo BpeMeHHbIX UHTEPBA/IOB.
pauum time-range
icmp_type Ucnonb3yetca ana éunbvtpauumn ICMP-naketoB. Bo3mokHbie
TUMbI U YUCNOBbIE 3HAYEHUA COOBLLEHNIA NonsA icmp_type: des-
tination-unreachable (1), packet-too-big (2), time-exceeded (3),
Tun coobuieHuns npoto-
vona ICMP parameter-problem (4), echo-request (128), echo-reply (129),
mld-query (130), mld-report (131), midv2-report (143), mld-
done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).
icmp_code Kopg, coobuweHunii npoTo- Ucnonbsyetca ana éunbtpauumn ICMP-naketoB. Bo3amokHbie

kona ICMP 3HauyeHwus nons (0 - 255).
destination_port UDP/TCP-nopT Ha3Ha- Bo3moxHble 3HauyeHua nona TCP-nopta: bgp (179), chargen
yeHun (19), daytime (13), discard (9), domain (53), drip (3949), echo

source_port

UDP/TCP-nopT ncrou-
HUKa

(7), finger (79), ftp (21), ftp-data (20), gopher (70), hostname
(42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119),
pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514),
tacacs-ds (49), talk (517), telnet (23), time (37), uucp (117),
whois (43), www (80);

[Ona UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp
(4500), ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc
(111), syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37),
who (513), xdmcp (177).

NIn6o uncnosoe 3HavyeHue (0 - 65535).

list_of flags

®dnarn npotokona TCP

Ecan ana ycnosua ¢unbTpauumn énar AoaKeH bbiTb yCTaHOB-
JIeH, TO Nepen HUM CTaBUTCA 3HAK «+», eCIn He O0/IXKEH 6bITb
YCTQHOB/EH, TO «-». BO3MOKHble BapuaHTbl piaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

disable-port

OTKAtoYeHue nopTta

BbIKAKOYaAET NOPT, C KOTOPOTO BbIN NPUHAT NAKeT, YA0BAETBOPSA-
IoWmin ycnosmam ntoboi M3 KomaHg, 3anpeta deny, B cocTase
KOTOpoM, 6b110 oNucaHo none.

log-input

OTnpaBKa coobuieHni

BktoyaeT oTnpaBKy MHPOPMALLMOHHbBIX COOBLLLEHUI B CUCTEM-
HbIW XKYpPHaN Npu NosyvyeHWU nakerta, KOTOPbIA COOTBETCTBYET
3anucum.

ace-priority

MHAaekc npasuna

WHAeKc NpaBuna B Tabanue, YeM MeHbLLIe UHAEKC — TeM Npu-
opuTeTHee npasuno. J[uManasoH A[OMNYCTUMbIX 3HaYeHui
(1..2147483647). 3HayeHMe UHOEKCA AOMKHO ObITb YHUKANb-
HbIM B pamKax CrucKa npasun B ogHom ACL.

DOna Bbibopa Bcero gvManasoHa napameTpos, Kpome dscp u IP-precedence ucnonbsyerca

Mocne Toro, Kak xoTa 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHUMKU B CNUCOK

V napameTp «any».

[obaenalTca 3anucu
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Be nepBble U3 HUX Pa3peLlalT NOUCK coceAHUX IPV6-yCcTPOIACTB C NOMOLLbIO NPOTOKOAA
ICMPv6, a nocneaHAA O3HA4YaeT UrHOPUPOBAHME BCEX MAKETOB, HE YA0BAETBOPAIOLLUX
ycnosuam ACL.
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Tabnnua 300 — KomaHgbl, ucnonb3yemble ana Hactpoiikn ACL cnnckos Ha ocHoBe IPv6-agpecaunm

KomaHoa

Aeilicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obasnseT paspeluatoLLyio 3anucb GUAbTpaLUM Ana NpoTo-
Kona. MaKeTbl, oTBEYatoLWMe ycnoBuam 3anucu, byayT obpa-
6aTbIBaTLCA KOMMYTATOPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

YpanseT cosfaHHyo paHee 3anuch.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[obasnaeT paspelatoLLyto 3anmcb GUNbTPALLMM S1A NPOTO-
Kona ICMP. MakeTbl, OTBEYalOLME YCAOBMAM 3anucK, byayT
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

YpanseT cosgaHHyo paHee 3anuch.

permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[obasnaeT paspeLlatoyto 3anuce GuabTpaLmMm 4na npoTo-
kona TCP. MakeTbl, oTBeYatOWMe ycaoBuam 3anucu, yayt
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit tcp {any | source prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

YpanseT cosgaHHyo paHee 3anuch.

permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6asnaeT paspellatoLLyto 3anmcb GUNbTPALLMM SNA NPOTO-
kona UDP. MaKeTbl, oTBEYalOWMe ycnosusam 3anucu, byayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit udp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanaet CO34aHHYIO paHee 3anucb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnseT 3anpeLyatoLyto 3anmcb GpuabTpauum ais npoTo-
Kona. MakeTbl, OTBeYaloLLMe YCAOBUAM 3anucu, byayT 61o-
KMPOBaTbCA KOMMYTAaTOpoM. Mpu MCNONb30BAHUMU Knkoue-
Boro cnosa disable-port ¢pusnuecknin nutepdeliic, NnpuHaBe-
WKW TaKoW nakeT, 6yaeT BblKAtoYeH. Mpu MCnonb30BaHUK
KntoyeBoro cnoea log-input 6yaet oTnpasneHo coobuieHne
B CUCTEMHbIV KypHa.

no deny protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Ypanaet co3gaHHyIo paHee 3anuchb.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[obasnaeT 3anpeLatoLLyto 3anucb GuabTpaumMm aaa npoTo-
kona ICMP. MakeTbl, OTBEYatloOLMe YCAOBUAM 3anucK, byayT
610KMPOBATLCA KOMMYTATOPOM. MpPU UCNONL30BAHUN KO-
yesoro cnosa disable-port ¢pusmnuecknin nntepdelic, npu-
HABLUMM TaKkoW nakeT, byaeT BbikAtoveH. Mpu ncnonb3osa-
HUM KatoyeBoro csiosa log-input 6yaet oTnpasneHo coob-
LeHMe B CUCTEMHbIN XKypHan.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanaet co3gaHHyIo paHee 3anuchb.
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deny tcp {any | source_prefix/length}{any | source_port}
{any | destination_prefix/length}{any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnseT 3anpeLyatoLyto 3anmcb GpuabTpauum aas npoTo-
Kona TCP. MakeTbl, oTBEYAlOLWME YCAOBMAM 3anucK, byayTt
610KMpPOBaTLCA KOMMYTAaTOPOM. MPU UCNONB30BAHUM KAtO-
yeBoro cnosa disable-port ¢pusmnuecknin nntepdelic, npu-
HABLUWMIA TaKoM nakeT, 6yaeT BbikAoveH. Mpu ncnonb3osa-
HWUW Kntodesoro cnosa log-input 6yaeT otnpasneHo coob-
LLLEHWE B CUCTEMHDIW KypHa.

no deny tcp {any | source_prefix/length}{any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YpanseT cosfaHHyo paHee 3anuch.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[ob6asnseT 3anpewatoLLyto 3anucb GuabTpaumm gaa npoTo-
kona UDP. MakeTbl, OTBEYaloLLME YCIOBUAM 3anmcK, byayT
610KMPOBATLCA KOMMYTATOPOM. MpPU UCNONB30BaHUN KAtO-
yesoro cnosa disable-port ¢u3snueckuii nHtepdeiic, npu-
HABLUMI TaKoM NakeT, byaeT BblKAtoYeH. Mpu ncnosib3osa-
HUK Kntoyesoro cnosa log-input 6yaeT otnpasneHo coob-
LeHMe B CUCTEMHDIN XKypHan.

no deny udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanaet co3faHHyo paHee 3anuch.

offset-list offset_list_name {offset_base offset mask value}

Co34aéT cnucoK WabaoHOB Nosb30BaTeNsA C UMEeHeM name.
MmAa morKeT BKAoYaTb OoT 1 Ao 32 cMMBOJIOB. B 0AHOM KO-
MaHZE MOXKET cofepiKaTbCa A0 TpMHaLLATK WabnoHOoB B 3a-
BMCMMOCTU OT BbIOPAHHOTO pexnma HaCTPOMKM CNUCKOB A0-
cTyna (KomaHga set system mode), BKatoYaloOWMX cnenyto-
Lme napameTpbl:
- offset_base — 6a3oBoe cmelleHMe. Bo3moxKHble 3Haye-
HUA:

I3 — Hayano cmelleHUs ¢ Havana IPv6-3aronoBKa;

14 — Hauyano cmelleHUs ¢ KoHua IPv6-3aronioBKa.
- offset — cmeleHue HaliTa faHHbIX B Npegenax nakera. ba-
30BO€ CMeLLEeHME NMPUHUMAETCA 3a Ha4yao OTCYETa;
- mask — macka. B aHasnM3e nakeTa NPUMHUMAIOT yyacTue
TO/IbKO Te pa3pasbl 6aiiTa, 417 KOTOPbIX B COOTBETCTBYHOLLMX
pa3paaax Mmacku 3agaHa ‘1’;
- value — UCKOMOE 3HauyeHue.

no offset-list offset_list_name

Ypanaet CO3A3HHbIl71 pPaHee CNUCOK.

access-list commit

MpumeHAeT nasmeHenma B ACL-cnucke.

5.32.3 Konopuzypayusa ACL Ha 6a3e MAC

B paHHOM pasgene npuBedeHbl 3HAYEHMA U OMUCAHMA OCHOBHbIX MAapPaMeTPOB, WUCMOJIb3yeMbIX B
COCTaBe KOMaHg, HacTpolKkKu cnnckos ACL, ocHoBaHHbIX Ha MAC-aapecauuu.

CosgaHue M BXOA4 B pexum pedaktuposaHua cnmckos ACL, ocHoBaHHbIx Ha MAC-agpecauumm,

ocylwecTsiaeTca No KomaHae: mac access-list extended

access—-1ist. Hanpumep, ana

co3gaHua cnucka ACL noa HaszsaHMem MESmac Heob6xo0aMMO BbIMONHUTL Ceaytolmne KOMaHabI:

console#
console# configure

console (config) # mac access-list extended MESmac

console (config-mac-al) #
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Tabnnua 301 — OcHoBHbIE NapameTpbl, UCMOJIb3yeMble B KOMaHAAX

Mapamemp 3HaveHue Aelicmeue
permit [eWncTBre paspewmnTb Co3paet paspewatouiee npasuao ¢punbTpaumm B cnmcke ACL.
deny [JelicTBre 3anpeTuTb Cospaet 3anpewatouee npasuno ¢uabtpaumm B cnucke ACL.
source Appec otTnpasutena Onpegenaer MAC-agpec NCTOYHUKA NaKeTa.

source_wildcard

butoBas macka,
npumeHsaemasn Kk MAC-
afpecy UCTOYHMKA
naketa

Macka onpegenset 6utbl MAC-agpeca, KoTopble HeobxoanMmMo
UrHOPMPOBaTb. B 3HauyeHWA WrHOPUPYEeMbIX BUTOB [AONMKHbI
6bITb 3anucaHbl eauHWUUbl. Hanpumep, MCNonb3ys Macky,
MOHO onpeaennTb ANA npasuna GUALTPALMU AMana3oHa
MAC-agpecos. YTobbl go6aBuTb B Npasuao GpuabTpaumm Bce
MAC-agpeca, HauuHatowmeca Ha 00:00:02:AA.xx.xX, He06X0-
OMMO 334aTb 3HaYeHne mackum 0.0.0.0.FF.FF, To ecTb, cornacHo
OaHHOW Macke, nocnegHue 32 6uta MAC-agpeca byayTt He
BaXHbl 414 aHaNu3a.

destination

Appec HazHayeHun

Onpepensetr MAC-agpec Ha3HaYeHuMA nakeTa.

destination_wildcard

butosasa macka,
npumeHaemas K MAC-
agpecy Ha3HayeHuA

Macka onpegenset 6utol MAC-aapeca, KoTopble HeobxoaMmo
UrHopupoBaTb. B 3HauyeHWUA WUrHOpPUPyemMbIXx BUTOB [AONMKHbI
6bITb 3anMcaHbl eguHMLbl. Macka MCNOb3yeTca aHaNOMMUYHO

naketa macke source_wildcard.
vlan_id vlan_id: (0..4095) Moacetb VLAN ¢dunbTpyembix NakeTos.
cos cos: (0..7) Knacc obcnykneaHuma (CoS) puabTpyembix NakeTos.

cos_wildcard

butoBas macka,
npumeHAemasn K Knaccy
o6cnyxnsanus (CoS)
dUNBbTPYyEMbIX NAKETOB

Macka onpegensaeT 6uTbl CoS, KoTopble HEO6X0ANMMO UrHOPU-
poBaTb. B 3HaYeHNA UTHOPMPYEMBbIX BUTOB AO/IXKHbI ObITb 3aMKU-
caHbl eanHuUubl. Hanpumep, ytobbl MCNONb30BaTb B NpasBuae
dunbtpaumm CoS 6 u 7, Heobxoammo B nosie CoS yKasaTb 3Ha-
YyeHue 6, Mbo 7, a B Nosie Macku 3HadeHue 1 (7 B ABOMYHOM
npeactasnedmn — 111, 1 - 001, nonyyaercs, Y4To NocnesHuUi
6uT, byaeT UrHopuposaTbes, To ecTb CoS moxKeT 6biTb b0 110
(6), nnbo 111 (7)).

KOHOUrypaumm time-
range

eth_type eth_type: (0..0XFFFF) Ethernet Tun punbTpyembIx NaKeTOB B LWECTHAALATEPUYHOM 3a-
nucu.

disable-port BbIkntoyaeT NopT, ¢ KOTOPOro BblN NPUHAT NaKeT, y40BNETBOPSA-

o oM yCNOBUAM KOMAaHAbI 3anpeTa deny.
log-input BKkntoyaeT oTnpaBKy MHGOPMALMOHHbIX COODLLEHUIA B CUCTEM-
OTnpaBKa coobLeHni HbIW KYPHaN Npu Nosy4yeHUM NakeTa, KOTOPbIA COOTBETCTBYET

3anucu.

time_name Ums npoduna OnpegenseT KOHPUIypaL Mo BpeMEHHbIX UHTEPBA/IOB.

offset_list_name

MNob6aliToBOE CMeLLeHNne
OT K/Il0YEBOI TOUKM

3agaeT Ucnosb3oBaHMe CNKUCKa WabnoHOB Nonb3oBaTens Ans
pacno3HaBaHMA naketoB. A Kakgoro cnucka ACL moxer
6bITb ONpeseneH cBow CNUCOK WabNoHOB.

ace-priority

MHAaekc npasuna

NHAaeKc npaBuna B Tabavue, YeM MeHblle MHAEKC — Tem Npu-
oputeTHee npaBuao. [uanasoH AONYCTUMbIX 3HaYeHWi
(1..2147483647). 3HayeHWe UHAEKCA OO0/MKHO ObITb YHWUKaNb-
HbIM B paMKax cnucka npasun B ogHom ACL.

/‘ DOna Bbibopa Bcero gvManasoHa napameTpos, Kpome dscp u IP-precedence ucnonbsyerca
napamerp «any».

/‘ Mocne Toro Kak xoTa 6bl 0gHa 3anucb AobasneHa B cnucok ACL, nocnegHeit no ymonua-
Huio aobaBnnaeTca 3anucb deny any any, KOTopas 03HayaeT UTHOPUPOBaHME BCEX NAKETOB,

He yaoBaeTsopsatowmx ycnosuam ACL.
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Tabnnua 302 — KomaHgpbl, Mcnonb3yemble ans Hactpoiikn ACL-cnnckoB Ha ocHoBe MAC-agpecaumm

KomaHda

Aeilicmeue

permit {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name]
[ace-priority index] [offset-list offset_list_name]

[ob6aBnser paspeLuatoLLyto 3anmcb GuabTpaumu. MakeTbl, oT-
BeyaloLlme ycnosuam sanucu, byayt ob6pabaTbiBaTbCA KOM-
MyTaTopom.

no permit {any | source source-wildcard} {any | desti-
nation destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [off-
set-list offset_list_name]

YaanseT co3faHHyH paHee 3anuch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wild-
card] [eth_type] [time-range time_name] [disable-port
| log-input] [ace-priorityindex] [offset-list off-
set_list_name]

[LobasnaeT 3anpeLatoLyo 3anncb GunbTpaumu. MNakeTsl, oT-
BEYatoLme ycIoBMAM 3anucu, byayt 610KMPOBaTLCA KOMMY-
TaTopom. Mpu ucnonb3oBaHuMM Kntouesoro cnosa disable-
port, dbusnyecknit MHTepdeiic, NPUHABLLNI TaKoM NakeT, by-
OET BbIK/IIOYEH.

Mpu nMcnonb3oBaHMM KatodeBoro cnosa log-input bypet oT-
NpaB/IEHO COObLLEHNE B CUCTEMHbIN KYpPHa.

no deny {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [dis-
able-port | log-input] [offset-list offset_list name]

YanseT co3gaHHy paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co342€T cnNUCoK WabsoHOB NOb30BaATENA C UMEHEM name.
Mmsa moxkeT BKAtoYaTb OT 1 Ao 32 cumBosioB. B ogHOM KO-
MaHAe MOXKET COAEPHKaTbCA A0 TPUHALLATH WabIoHOB B 3a-
BMCUMOCTU OT BbIBPAHHOIO peXKMMa HacTPOMKM CMUCKOB A0-
cTyna (KomaHaa set system mode), BKAtoYalOWMX creanyto-
LMe napameTpbl:
- offset_base — 6a3oBoe cmelleHMe. BO3MOXKHble 3HaYeHus:
12 — Hayano cmeuleHmna oT EtherType;
outer-tag — Hayano cmeleHua ot STAG;
inner-tag — Havyano cmeweHus ot CTAG;
src-mac — Hauvano cmeleHmnsa ¢ MAC-agpeca wMCTou-
HWKa;
dst-mac — Havano cmeweHna ¢ MAC-agpeca HasHave-
HUA.
- offset — cmeleHne 6aliTa faHHbIX B Npeaenax naketa. ba-
30BO€ CMEeLLLeHNEe NPUHUMAETCSA 33 HAaYaNo OTCYeTa;
- mask — macKka. B aHanuse nakeTa NPUHUMAIOT yyacTue
TONbKO Te pa3paapbl 6alTa, A1 KOTOPbIX B COOTBETCTBYHOLLMNX
paspsfax Macku 3agaHa ‘1’;
- value — nckomoe 3HayeHue.

no offset-list offset_list_name

Ypanaet CO3AaHHbII7I paHee CNUCOK.

access-list commit

MpumeHsaeT nameHeHma B ACL-cnucke.

5.33 KoHowurypauma 3awmtbl ot DoS-atakK

ﬂ,aHHbIVI K/1aCC KOMaH/, NO3BONIAET 6ﬂOKVIpOBaTb HEeKOTOpble PaCnNpPOCTPaHEHHbIE KN1aCCbl DoS-aTak.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHGUIypauumn nmeet Bua;

console (config)#
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Tabnunua 303 — KomaHabl Ana HAaCTPOMKM 3aWwmTbl oT DoS-aTak

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

security-suite deny
martian-addresses
[reserved] {add | remove}
ip_address

ip_address: ip-appec

3anpeLyaeT NpoxoxKaeHue Gpenmos ¢ HegoNyCTUMBIMM («map-
CMaHCcKMmny») IP-agpecamu mctouHmka (loopback, broadcast,
multicast).

security-suite deny syn-fin

—/BbIK/OYEHO

OTbpacbiBaeT nakeTbl tcp ¢ OAHOBPEMEHHO YCTAaHOBAEHHbBIMU
SYN- 1 FIN- dnaramu.

security-suite dos protect
{add | remove}
{stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpelLaeT/paspellaeT NPOXOXKAEHME onpeaeneHHbIX TUMOoB
TpaduKa, XxapaKTepHbIX ANA BPEAOHOCHbIX NPOrPamm:

- stacheldraht — oTt6pacbiBaeT TCP-nakeTbl C NOPTOM WMCTOY-
HUKa paBHbIM 16660;

- invasor-trojan — ot6pacbiBaeT TCP-nakeTbl C NOPTOM Ha3Ha-
YyeHuA pasHbIM 2140 1 nopTom UCTOYHMKA 1024;

- back-orifice-trojan — oT16pacbiBaeT UDP-nakeTbl ¢ nopTom
Ha3HayeHuA 31337 1 nopTom MCTOYHMKa paBHbiMm 1024,

security-suite enable
[global-rules-only]

no security-suite enable

—/BbIK/IOYEHO

Bk/toyaeT Knacc KomaHp security-suite.
- global-rules-only — oTtkntouaeT knacc kKomaHg security-suite
Ha nHTepdeicax.

OTKAKOYAET KNacc KoMaHg security-suite.

security-suite syn
protection mode {block |
report | disabled}

no security-suite syn
protection mode

—/block

Hactpansaert pexkum 3awmtol oT SYN-aTak:

- block — oT6pacbiBaeT NnpegHa3HayeHHble YCTPOUCTBY tcp-na-
KeTbl C ycTaHoBAeHHbIM diarom SYN n popmumpyeT npeaynpe-
»)aatllee coobuieHue;

- report — dopmupyeT npeaynpexpatowee cooblieHme npu
npuxoge npefHa3sHAYeHHOro yCTpoMcTey tcp-makeTa C ycTa-
HOBJ/IEHHbIM diarom syn;

- disable — oTkntoyaet 3awumTy.

Hactpansaet pPexXnm no ymonyaHuio.

security-suite syn
protection recovery sec

no security-suite syn
protection recovery

sec: (10..600) / 60

OnpegenseT UHTEpPBAs, NO UCTEYEHUN KOTOPOTO byaeT pasbno-
KMPOBaH paHee 3a6/10KMPOBaHHbIN UCTOYHMK SYN-aTaku.

YcTaHaBAMBaeT 3HAYEHKWe no YMOYaHUIO.

security-suite syn
protection threshold rate

no security-suite syn
protection threshold

rate: (20..200) / 80

OnpepenaeT CKOPOCTb (KOAIMYECTBO NaAKeTOB B CeKyHAy) OT
KOHKPETHOro MCTOYHMKA, MPU KOTOPOWM 3TOT MUCTOYHUK byaeT
NMAEHTUOMLMPOBAH KaK aTaKyoLWMA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

security-suite syn
protection statistics

no security-suite syn
protection statistics

—/BbIK/IOYEHO

Bkntouaet BegeHue ctatuctmkm SYN-aTak.

BbikntoyaeT BeaeHue ctaTuctuku SYN-aTak.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, epynnsi nopmos

KomaHZHas CcTpoka B perkume KoHoUrypauumn nHTepdeiica Ethernet, rpynnsi nopToB nmeeT BUA;:

console (config-if)#
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Tabnnua 304 — KomaHaa KoHpurypauum 3awmtbl ot DoS-aTak ana uHtepdencos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

| remove} {any | ip_ad-
dress [mask]}

security-suite deny {frag-
mented | icmp | syn} {add

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca

no security-suite deny

{fragmented | icmp | syn}

nnun npedpukca

CospgaeT npaBu/Io, 3anpeLyatoLee NPoxXoxKaeHue Tpaduka,
COOTBETCTBYIOLLLEFO KPUTEPUAM.

- fragmented — ¢pparmeHTMpPOBaHHbIE NaKeTbI

- icmp — ICMP-Tpaduk

- syn — syn-naketbl

Ypanser 3anpelyatoLiee npasuso.

[mask]}

security-suite dos syn-at-
tack rate {any | ip_address

rate: (199..2000)
NaKkeToB B CEKYHAY;
ip_address: — IP-

no security-suite dos
syn-attack {any | ip_ad-
dress [mask]}

agpec;
mask: macka B
dopmarte IP-agpeca
v npedumkca

3afjaeT nopor Syn-3anpocoB Ha onpefeneHHbln IP-ag-
pec/ceTb, Npy MPEBbIWEHNM KOTOPOro nLWHNE dpeimbl
byayT oTbpacbiBaThCA.

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabanua 305 — KomaHga pexuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

show security-suite config-
uration

OTobparkaeT HACTPOMKK 3aLmTbl oT DoS-aTak

show security-suite syn
protection {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobparkaeT HAaCcTPOMKM 3awmTbl oT SYN-aTak 1 onepaTuBHOE
COCTOAHUNE UHTepdeiicoB.

show security-suite syn
protection statistics [de-
tailed] [source-ip ip_ad-
dress | interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
groupj]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobparkaeT HaCTPOIMKM CTAaTUCTUKM 3aLmTbl OT SYN-aTak U UH-

dopmaumio 06 UCTOYHMKAX aTaKu.

- detailed — oTobparkaeT 4ONOAHUTENBHYIO MHPOPMaLMIO 06

WCTOYHMKE aTaKku;

- source-ip — oTob6parkaeT MHOOPMALMIO ANA YKA3aHHOrO ip

apeca UCTOYHUKA;

- interface — oTo6pakaeT MHGOPMaLMIO SNA YKA3AHHOTO WH-

Tepodelica.

V B cratuctuke coxpaHserca uHpopmauma o 512 no-
cneaHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

OunwaeT CTaTUCTUKY 06 MCTOYHMKax SYN-aTak.

5.34 KauectBo 06cnyusaHma — QoS

Mo yMONYaHUIO Ha BCEX MOPTax KOMMYTATOPA MCMOJIb3yeTcA OpraHM3aLus oyepeam NakeTos No MeToay
FIFO: nepsbiit npuwen — nepsblnt yweén (First In — First Out). Bo Bpema MHTeHCUMBHOM Nepeaayn Tpaduka npm
MCMNO/Ib30BaHNM SAHHOTO METOAA MOTYT BO3HUKHYTb NPO6/1eMbl, MOCKOJIbKY YCTPOMCTBOM MIHOPUPYIOTCA BCe
nakeTbl, He Boweawwue B 6ydep ouyepeam FIFO, n COOTBETCTBEHHO TepstoTCsA 6e3B03BpaTHO. PelwaeT AaHHYo
npobnemy mMeTos, opraHusyloWwmii ouepegun no npuoputety Tpadpmka. MexaHusm QoS (Quality of service —
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Ka4yecTtBoO O6Cﬂy>-KMBaHMF|), peaﬂM3OBaHHbll>'1 B KOMMYTATOpPax, NO3BOJZIAET OPraHN30BaTb BOCEMb oqepe,qeﬁ

NMPUOPUTETA NAKETOB B 3aBUCUMOCTU OT TUIMNa NepeaaBaeMbiX aHHbIX.

5.34.1 Hacmpoiika QoS

KomaHOb! pexrcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:

console (confiqg) #

Tabnnua 306 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHU
€ 110 yMOoA4YaHUIo

Aelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..64)/56

YcTaHaBauBaeT 3HadeHune nons DSCP ans IP-naketos, dopmupy-
eMbIX LLeHTpa/ibHbIM NPOLLECCOPOM.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ipv6 tx-user-priority value

no ipv6 tx-user-priority

value: (0..7)/7

YcTaHaBauBaeT 3HayeHne nona DSCP gna naketos, popmupye-
MbIX LLeHTPaIbHbIM NPOLLECCOPOM.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YctaHaBauBaeT 3HavyeHue nonsa CoS AnA TerMpoBaHHbIX MAKeToB,
bopmUpyembIX LLEHTPAbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HAYEHME Mo YMO/I4aHUIO.

gos [basic | advanced
[ports-trusted |
ports-not-trusted]]

—/basic

Pa3pewaet KommyTaTopy ncnosb3osaTb QOS.

- basic — 6a308bIi1 pexkum QoS;

- advanced — pacluMpeHHbIi pexxnum KoHdurypaumm QoS, BKto-
YAoK MOJSIHBIN NepeyeHb KOMaHA HaCcTpolikn QoS;

- ports-trusted — B faHHOM NoApeXKMMe NaKkeTbl HanpaBAATCA
B BbIXO4HYIO OYepeab Ha OCHOBaHWM NOMEeN B 3TUX NaKeTax;

- ports-not-trusted — B faHHOM NoApeXXUMe BCe NaKeTbl Hanpas-
NAIOTCA B HY/IEBYIO BbIXOAHYIO o4epeb MO YMONYaHUIO, ANA OT-
NpaBKK B Apyrue oyepeam TpebyeTcs HasHayaTb HA BXOAHOW UH-
Tepdeiic cTpaternto Knaccuduraumm Tpaduka (policy-map).

qos advanced-mode trust
{cos | dscp | cos-dscp}

no qos advanced-mode
trust

—/oTKAtO4eH

YCcTaHOBUTb MeToA, A0BepuA Ha nopTax npu pabote B pexume
pacwmpeHHoro KoHourypaumm QoS n nogpexkume ports-trusted.
- cos — nopt AosepsAeT 3HayeHuto 802.1p User priority;

- dscp — nopT AosepsaeT 3HaveHuto DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT gosepseT oboum ypoBHAM, ogHako DSCP
nmeeT npuopuTeT Hag 802.1p.

YcTaHaBAuBaeT meToz no YMONYaHUIO.

class-map
class_map_name [match-
all | match-any]

no class-map
class_map_name

class_map_name:
(1..32) cumBonos;
Mo ymonyaHutio
ncnonbsyeTca onumA
match-all

1. Co3aaet cnucok Kputepues kKnaccudukaumm tpaduka.

2. BXOgMT B peXunm peflakTMpoBaHWA CNUCKa KpUTEPUEB KAAcCu-

duKaumm Tpadmka.

- match-all — Bce KpuTepnn JaHHOIO CNMCKa AONXKHbI ObITb BbI-

NOJIHEHbI;

- match-any — oauH, nt060oW KpUTepmUit 4aHHOTO CNUCKA LO/IKEH

6bITb BbINOJIHEH.

V B cnucKe KputepueB moxkeT 6biTb O4HO UM ABa Npa-
Buna. Ecnu npaBuna Aga, M 06a OHU YKa3bIBAOT Ha pas3-

Hble Tunbl ACL (IP, MAC), To KnaccupuKkauma 6yaeT ocyuects-

NATbCA MO NepBOMY B CUCKE BEPHOMY NpaBuny.

V [eiicTByeT TONbKO ANA pexxuma qos advanced

YpansaeT cnncok Kputepues Knaccubukaumm Tpadumka.
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policy-map pol-
icy_map_name

no policy-map pol-
icy_map_name

policy_map_name:
(1..32) cumBonos

1. Co3paet cTpateruto Knaccupukaumnm tpaduka.
2. BXoAWT B peXMM pefaKTUPOBaHMA CTpaTernmn knaccudumrkaumm
Tpadwuka.
B ogHOM HanpasneHUN NoAAEpPKUBAETCA TONbKO OAHa
V cTpaTterua Knaccndukauumn tpadumka.
Mo ymonuanuio policy-map ycraHasnusaetr DSCP = 0
ana IP-nakeroB u CoS = 0 AnA TerMpoBaHHbIX NAaKeTOB.

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

Ypansaet npasuao knaccudukaumm Tpadumka.

qos aggregate-policer ag-
gregate_policer_name
committed_rate_kbps ex-
cess_burst_byte [ex-
ceed-action {drop | po-
liced-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_na

me: (1..32) cumBona;

committed_rate_kbps

:(3..57982058)
Kéut/c;
excess_burst_byte:
(3000..19173960)
6aunT

OnpegaenseT waboH HAacTPOEK, KOTOPbI NO3BONAET OFPAHNYUTL

Nnosocy NPOMNyCKaHWA KaHana M B TO e BPemMA rapaHTMpoBaTb

onpeaeneHHy CKOpoCTb NepeAaym AaHHbIX.

Mpn paboTe ¢ nNonocol NPoOnNyckaHUA MCMNO/b3YeTCA aNropPUTM

MapKMPOBaHHOW «KOP3MHbI». 3a4adeit aaropuTma ABASETCA Npu-

HATUE peLleHuA: NepeaaTtb NakeT Uan oTbpocutb. NMapameTpamu

anroputma fBNAIOTCA cKopocTb noctynsienus (CIR) mapkepos B

KKOP3MHY» U 06BEM (CBS) «KOP3UHbI».

- committed-rate-kbps — cpepgHee 3HaYeHMe CKOPOCTU TpaduKa.

[aHHanA cKopoCTb rapaHTUpyeTca Npu nepeaaye MHGopmaLuuu;

- committed-burst-byte — pasmep CAep’KMBAOWEro nopora B

baiiTax;

-drop — nakeT 6ygeT oT6pOLIEH, KOrga «KOp3WHa» nepenon-

HUTCA;

- policed-dscp-transmit — npu nepenonHeHUN «KOP3MHbI» 3Ha-

yeHue DSCP byaeTt nepeonpegeneHo.

V‘ Henb3a yaanutb WwabnoH HaCTPOEK, ec/Iu OH UCMONb3Y-
etca B cTpaterum policy map, nepeps ypaneHuem cne-

AyeT yAanuTb Ha3HauyeHue wabnoHa crpaterum: no police

aggregate aggregate-policer-name.

V [JelicTByeT TONbKO ANA pexkuma gos advanced.

Ypanaet WwabnoH HACTpPOEK perynnposaHnA CKOPOCTMU KaHana.

wrr-queue cos-map
queue_id cosl1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HaveHus CoS no
YMONYaHUIO ANA
oyepepnen:
CoS =1 — ouepeap 2
CoS =2 — oyepeap 3
CoS =0 — ovepeap 1
CoS =3 — ouepeap 6
CoS =4 — oyepeap 5
CoS =5 — ouepeap 8
CoS =6 — ouepeap 8
CoS =7 — ouepeap 7

Onpepenset 3HayeHMa CoS gns ovepenein ncxogauwero Tpaduka.

YcTaHaBAMBaeT 3HAYeHUA No YMO4aHUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonyaHuio Bec
KaXKaoM ouepesm
paseH 1

MpucBanBaeT BeC UCXOAALLMM OUYepeasm, UCMONb3yeMblil mexa-
Huamom WRR (Weighted Round Robin — BecoBoit mexaHu3m pac-
npeAeneHnn Harpysku).

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.
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priority-queue out
num-of-queues
number_of queues

number_of_queues:
(0..8)

Mo ymonuaHutio Bce
ouepeam
obpabaTbiBatoTca no
anropuTtmy «strict

3a/,aeT KO/IMYECTBO NPUOPUTETHDLIX OYepesent.
Ana npuoputetHoit ouepeamn Bec WRR 6yaet urHopm-
poBaTtbcA.
Ecnm 3apgaetca otanyHoe ot «0» 3HayeHue N, To ctapwume N oye-
peaeit 6yayT npuoputeTHbiMu (He 6yayT yuactsosatb B WRR).
Mpumep:
0: Bce ouepeamn paBHONPABHbI;
1: cemb mnagwmnx oyepegeii yuyacteytotr B WRR, 8-as He yyacr-
ByerT;

no qos map dscp-
mutation [in_dscp]

out_dscp: (0..63)
Mo ymonuyaHuio KapTta
M3MEHEHUI ABNsAeTCA
NycToW, TO ecTb 3Ha-
yeHua DSCP ana scex

BXOAALLMX NaKeTOB
OCTalOTCA HEU3MEH-
HbIMM

priority». 2: wecTb Mnaawmx oyepeaei yuacrsytor B WRR, 7, 8 He yuact-
BYIOT.
no priority-queue out YcTaHaBAMBaET 3HAaYEHME NO YMOIYAHUIO.
num-of-queues
qos wrr-queue wrtd Bkntouaet WRTD (Weighted Random Tail Drop) BecoBoi
MeXaHW3M yaaseHnn NakeToB U3 odepesen.
Mo ymonuanmio WRTD M3meHeHNA BCTYNAT B cuay nocne nepesarpysku
BbIK/IOYEHO V ycrpoiicra.
no qos wrr-queue wrtd Bbikntoyaet WRTD.
gos map enable {cos-dscp Ucnonb3oBaTb 3afaHHY0 TabivLy nepemapKMpOBKU s AoBe-
| dscp-cos} PEHHbIX NOPTOB KOMMYyTaTOpA.
no gos map enable He ncnonb3oBatb TabavLy nepemMapKupoBKU.
{cos-dscp | dscp-cos}
qos map dscp-mutation 3anonHaeT Tabanuy nepemapkuposku DSCP. na Bxoaawmx na-
in_dscp to out_dscp in_dscp: (0..63), KeTOB C YKa3aHHbIMM 3HauyeHnAMM DSCP 3aaeT HoBble 3HAa4YeHUA

DSCP.
- in-dscp — onpegenset go 8 3HadeHunit DSCP, 3HaueHus pasge-
NATCA 3HaKoMm npobena.
- out-dscp — onpegenset go 8 HOBbIX 3HaYeHu DSCP, 3HayYeHuA
pa3aenatoTca 3Hakom npobena.

V [DeicTBYyeT TONbKO ANA pexuma qos basic.

YcTaHaBAMBaeT 3HaYeHUA N0 YMOYAHUIO.

gos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63)
dp: (0..2)
Mo ymonuyanuio Bce
nakeTbl UMeIT NpPUo-
puTteT cbpoca dp=0

CTaBuT B COOTBETCTBME 3HaYeHUto DSCP npuopuTeT otbpoca (4em
BbILLE YNCNOBOE 3HAYEHME NPUOpPUTETA, TEM HUXKE BEPOATHOCTb
TOro, YTO NaKeT byaeT oTOpPOLIEH; B NEPBYIO o4epeab oTbpachiBa-
OTCA NaKeTbl C NnpuopuTeTom cbpoca 0, 3aTem 1, 3aTem 2).
- dscp_list — onpepenser no 8 3HayeHuh DSCP, 3HayeHusn
pa3aenatoTcs 3Hakom npobena.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HaYeHUA NO YMONYAHUIO.

qos map dscp-cos
dscp_list to cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHaeT Tabamuy nepemapknposkm DSCP. 3ameHsAeT 3HayeHne
DSCP Ha CoS.

BepHyTbCH K 3Ha4YeHNAM NO YMO/THaHUIO.

gos map cos-dscp cos to
dscp_list

no gqos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHaet Tabanuy nepemapknpoBku CoS. 3ameHseT 3HaveHue
CoS Ha DSCP.

BepHyTbCA K 3Ha4YeHMAM MO YMONYAHUIO.

gos map policed-dscp
dscp_list to
dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down:
(0..63)

Mo ymonyaHutio
Tabaunua NnoBTOPHOW
MapKUPOBKMU
ABNAETCA NYCTOM, TO
ecTb 3HavyeHua DSCP
[ON1A BCEX BXOAALLMX
NaKeToB OCTalOTCA
HEN3MEHHbIMM

3anonHaeT Tabanuy nepemapknpoBku DSCP. Ons Bxogawmx na-
KeTOB C yKa3aHHbIMM 3HaveHnamn DSCP 3agaeT HoBoe 3HayeHue
DSCP.

- dscp_list — onpepgenset fo 8 3HayeHU DSCP, 3HayeHun pasge-
NAOTCA 3HaKom npobena.

- dscp_mark_down — onpepenaeT HoBoe 3HauyeHue dscp.

V‘ [eiicTByeT TONbKO AN pexuma qos advanced.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.
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gos map dscp-queue
dscp_list to queue_id

dscp_list: (0..63)
queue_id: (1..8)
3HayeHuA no

YcTaHaBAMBaeT COOTBETCTBME Mexay 3HadYeHnamu DSCP Bxoas-
LMX NAKETOB 1 oYepeaaMu.
- dscp_list — onpepenseT fo 8 s3HauyeHul DSCP, 3HaueHus pasge-

YMONYaHMIO: NATCA 3HaKoMm npobena.
no qos map dscp-queue DSCP: (0-7), ouepesb YCcTaHaBAMBAET 3HAYEHUA MO YMONYAHUIO
[dscp_list] 1
DSCP: (8-15), ouepeab
2
DSCP: (16-23),
ouepeap 3
DSCP: (24-31),
ouepeap 4
DSCP: (32-39),
ouepeap 5
DSCP: (40-47),
oyepeap 6
DSCP: (48-55),
ouepeab 7
DSCP: (56-63),
oyepeap 8
qos trust {cos | dscp | YcTaHaBAMBaET peMM A0Bepua KommyTaTopa B 6asoBom pe-
cos-dscp} *ume QoS (CoS unm DSCP).
- €OS — YCTaHaB/AMBaET KNacCUPUKaLMIO BXOAALLMX MAKETOB No
3HayeHuAm CoS. [na HeTermpoBaHHbIX NAaKeTOB MCNOJ/b3yeTcA
3Ha4veHue CoS No ymonyaHuio;
- dscp — ycTaHaBAMBaeT KNaccUPUKaLmio BXOAALLMX MAaKeTOB No
—/dscp 3HaueHuam DSCP.
- cos-dscp — ycTaHaBAMBAET KNAaCCUPUKALMIO BXOAALLMX MAKETOB
no 3HadyeHnam DSCP gna IP-naketoB 1 no 3HavyeHuAm CoS ana He
IP-nakeToB.
V, [eiicTBYyeT TONbKO AN pexuma qos basic.
no qos trust YcTaHaBAMBaET 3HAYEHUA NO YMOHYAHUIO.
gos dscp-mutation Mo3BonseT NPpUMeHUTb TabanLy U3MeHeHUI dscp K COBOKYMHO-
cTn dscp-goBepeHHbIX NoOpToB. Mcnonb3oBaHue Tabaunupbl nsme-
HEeHWIN NO3BONAET Nepe3anuncatb 3HaveHMA dscp B IP-nakeTax Ha
HOBblE 3HaYeHUA.
— V MNpumeHuTb Tabnuuy wusmeHeHunii DSCP BO3MOXHO
TONbKO ANA BXoAALWero Tpaduka A0BepPeHHbIX NOPTOB.
V‘ [DeiicTByeT TONbKO ANA pexxuma qos basic.
no gos dscp-mutation OTMeHAeT UCM0b30BaHWE KapTbl U3MeHeHuI dscp.
gos map dscp-mutation in_dscp: (0..63); 3anoniHAeT Tabaunuy nepemapkuposku DSCP. Onsa BxogAawwmx na-

in_dscp to out_dscp

out_dscp: (0..63)
Mo ymonyaHuto KapTa
N3MEHeHW saBnsaeTca

nycToW, To ecTb
3HayeHua DSCP ana

BCEX BXOAALLNX
NMaKeToB OCTatoTCA

HeM3MeHHbIMMK

KeTOB C YKa3aHHbIMK 3HavyeHnAMU DSCP 3aaaeT HOBble 3Ha4YeHunA
DSCP.

- in-dscp — onpepensaeT go 8 3HayeHui DSCP, 3HaueHus pasge-
NATCA 3HaKOM npobena.

- out-dscp — onpegensaert Ao 8 HOBbIX 3HaYeHul DSCP, 3HaveHuA
pa3aenatoTca 3Hakom npobena.

V [DeiicTByeT TONbKO ANA peXXuma qos basic.

no qos map dscp-muta-
tion [in_dscp]

YcTaHaBAMBaeT 3HaYeHUA NO YMONYAHUIO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058)
KbuT/C;
burst:
(3000..19173960)
6anT/128 KbanT

YcTaHaBAMBAET OrpaHUYEHNE CKOPOCTU ANsA BXOAALLEro TpaduKa
ona 3agaHHoi VLAN.

-vlan_id — Homep VLAN:

- rate — cpefHAA ckopocTb Tpaduka (CIR);

- burst — pasmep caepKu1BatoLLero nopora (orpaHn4YeHne CKopo-
cTun) B HainTax.

CHMMaET orpaHuyYeHre CKOPOCTU BXoAALLero Tpaduka.
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gos tail-drop mirror-limit
{rx | tx} limit

no qos tail-drop mirror-
limit {rx | tx}

limit: (0..7000)/3500

HacTtpoiika pacnpegenerusn pecypcos 6ydepa 41s cKONMPOBaH-
HbIX NAKeTOB B KOHTPOAMPYIOLLMIA NOPT

- IX — CKOMWPOBAaHHbIE NaKeTbl, MPUHATbIE KOHTPOANPYEMbBIM
rnopTom;

- tX — CKONMPOBaHHbIE NaKeTbl, NepeAaHHble KOHTPONNPYEMbIM
nopTom.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

KomaHObI pexcuma pedarmuposaHUSA CUCKA Kpumepues Kaaccugukayuu mpaguka

Bua 3anpoca KOMaHAHOVI CTPOKU peXnMma peaaktTmpoBaHUA CNUCKa KpUTeEpUEB KI'IaCCMq)MKaLI,MM

TpadukKa:

console# configure
console (config)# class-map class-map-name [match-all | match-any]
console (config-cmap) #

Tabanua 307 — KomaHabl pexkMma peaakTMpoBaHMA CNMCKa KpUTepmes Knaccnudumkaumm TpadmKa

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

match access-group
acl_name

no match access-group
acl_name

acl_name: (1..32)
CYMBO/I0B

LOobasnaeT KpuTepuii knaccudpmkaumm tpadumka. Onpeaenset
npasuaa ¢punbTpauum Tpadumka no cnucky ACL ana knaccuoum-
Kauumu.

V DeiicTByeT TONbKO AnA pexxuma qos advanced.

YaanaeT kputepuit kKnaccudurkaumm Tpaduka.

KomaHObI pexcuma pedaKkmuposaHUa cmpame2uu Kaaccugukayuu mpaguKka

BuAa 3anpoca KOMaHAHOWM CTPOKM peXxnma peaakTMpoBaHMAa cTpaTernm knaccudmrkaumm tpadumka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

Tabanua 308 — KomaHabl perkMma peaakTMpoBaHMA cTpaTernm Knaccuoukaumm Tpaduka

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

class class_map_name [ac-
cess-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumBonos;

acl_name: (1..32)
CUMBOJI0B

OnpegaenseT NpaBuao KnaccuduKkaumm Tpaduka 1 BXoAUT B pe-
UM KOHUrypaummn npasuna Knaccudukaumm — policy-map
class.

- acl_name — onpepenset npasuna GunbTpaLmm Tpaduka no
cnuncky ACL ans knaccudmkaumu. MNpu co3gaHmMm HOBOFO npa-
BMMA KnaccuduKaLmMm ONuUMOHANbHbIM NapameTp access-group
obs3aTeneH.

Ana Toro 4To6bl MCNONbL30BaTb HACTPOUKM CTpaTerum policy-
V map ana uHtepdeiica, ucnoib3lyiTe KOMaHAy service-

policy B pexxume KoHdurypaumm nntepdeiica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanseT npaBuao KnaccuduKkaumm Tpaduka class-map us ctpa-
Ternu policy-map.
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KomaHObI pexcuma KoHgu2ypayuu rnpasusad Kaaccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHUrypaLmm npaBuaa KnaccupmuKkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnnua 309 — KomaHabl pexruma KoHPUrypauum npasuia Knaccudurkaumm

KomaHoa

3HayeHue/3HayeHue
no yMmon4YaHuo

Aeiicmeue

trust

no trust

Mo ymonyaHuio pexxkum
[0BepuA He yCTaHOB/EH

OnpegensaeT pexMm LOBEpUA K onpegeneHHoMy TNy Tpa-
¢duKa cornacHo rnobasbHOMY pexumy SoBepus.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

set {dscp new_dscp | queue
queue_id | cos new_cos |
vlan vian_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBAMBaeT HOBble 3HaYeHna ana IP-nakeTa.
V KomaHaa set aBnfeTcAa B3aMMOMCK/OUalOLWeEn ¢
KOMaHAOoI1 trust Ana oaHOI U Toi e cTpaTerum
policy-map.

V Crpaterum policy-map, ucnonb3ytowme KOmaHabl
set, trust uan umerowmin Knaccupukaumio ACL,

Ha3HaualoTCA TO/IbKO AN UCXOAAWMNX MHTepdeiicos.

V [eiicTByeT TONbKO ANA pexuma qos advanced.

Ypanaet HoBble 3HavyeHUA gna IP-nakera.

redirect {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no redirect

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

HanpasnseT nakeTbl, yA0BNETBOPAIOLME MPABUIY KAACCH-
duKaumm TpaduKa, B yKazaHHbIV NopT.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

police commit-
ted_rate_kbps commit-
ted_burst_byte [exceed-ac-
tion {drop | policed-dscp-
transmit}]

police aggregate
aggregate_policer_name

committed_rate_kbps:
(3..12582912) kbut/c;
committed_burst_byte:

(3000..19173960) 6aiiT;

aggregate_policer_name:

(1..32) cumBonos

Mo3BONSET OrPAHNYUTL NOOCY NMPOMYCKAHMA KaHana 1 B TO
e Bpems rapaHTUpoBaTb ONpefeNeHHY0 CKOpPOCTb nepe-
[a4n JaHHBbIX.

Mpu paboTe ¢ NOSOCON NPOMNYCKaHWA WUCNONb3YeTCA anro-
PUTM MapKMPOBAHHOW «KOP3UHbI». 3aZla4eit anropuTma AB-
NAeTCA NPUHATME pelleHuna: nepefaTb nakeT uan oTbpo-
cuTb. MapameTpamu anropuTma ABAAIOTCA CKOPOCTb MOCTYM-
nexuna (CIR) mapKkepoB B «KOp3uHy» 1 06bEm (CBS) «Kop-
3UHbBIY.

- committed_rate_kbps — cpefiHee 3HaYeHWe CKOPOCTU Tpa-
¢duka. [laHHaa cKopoCTb rapaHTMpyeTca Npu nepepaye WH-
dopmaumm;

- committed_burst_byte — pa3mep caepxuBatowero no-
pora B 6aiiTax;

- drop — nakeT byaeT oTbpoLeH, Koraa «Kop3mMHa» nepe-
NOIHUTCH;

- policed-dscp-transmit — npu nepenoaHeHnn «KOP3UHbIY,
3HayeHue DSCP b6yaeT nepeonpeaeneHo.

V [eilicTByeT TONbKO AN pexuma qos advanced.

HasHauaeT npasuny Knaccudukaumm Ttpaduka wabaoH
HaCTPOEK, KOTOPbIV NO3BOAAET OrPaHUYUTD NOJIOCY NPOMNYC-
KaHWA KaHana U B TO }Ke BPeMSA rapaHTMpOBaTb onpeaeneH-
HYI0 CKOPOCTb nepeaaqn AaHHbIX.

V [DeiicTByeT TONbKO ANA peXxuma qos advanced.
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no police

YpanseT WwabfoH HAaCTPOEK PeryMpoBaHUA CKOPOCTU Ka-
Hana 13 npasuna Knaccudurkaumm Tpaduka.

KomaHObI pexcuma KoHgu2ypayuu rnpogung qos tail-drop

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm npoduns qos tail-drop:

console# configure
console (config)# gos tail-drop profile profile id
console (config-tdprofile) #

V 3HauyeHUsa IMMUTOB, 6IM3KMUX K MaKCMMa/IbHbIM, MOXXHO UCNO/Ib30BaTb, TO/IbKO €CAN pacluMpeHune
AmmuTtos npoduna ao 400-1500 He nomoraeT n3b6aBUTbLCA OT 4PONOB B BbIXO4HbIX o4Yepeanx.

Tabnumua 310 — KomaHabl pexkuma KoHpurypaumm npoduns qos tail-drop

3HavyeHue/3HavyeHue .
KomaHda / Aeiicmeue
no ymoa4yaHuro
port-limit /imit MES23/33/35xx: 3a4aTb pasmep NakeTHOro pasaenaemoro nyna aaa nopra.

limit] [without-sharing |

limit: (0..5902)/18

no port-limit limit: (0..5902)/88 YCTaHOBUTb 3HaYEHME N0 YMOJUAHMIO.
MES5324:
limit: (0..7640)/108
queue queue_id [limit MES23/33/35xx: M3meHUTb NapameTpbl ouepeau:

- queue_id — Homep oyepeam;

with-sharing] - limit — Konn4YecTBO NaKeToB B oYepeau;
- without-sharing — 3anpeTuTb goctyn K obliemy nyny;

- with-sharing — paspewuTb goctyn K obwemy nyny.

MES5324:
limit: (0..7640)/10

no queue queue_id YCTaHOBUTb 3HaYeHUe No YMOYAHUIO.

queue_id: (1..8)

lpumep Hacmpoliku tail-drop profile u HasHayeHue e2o Ha nopm:

CospgaHue tail-drop profile:

console (config) # gos tail-drop profile 2
console (config-tdprofile)# queue 1 limit 400

(

(
console (config-tdprofile)# queue 2 limit 400
console (config-tdprofile)# queue 3 limit 400
console (config-tdprofile)# queue 4 limit 400
console (config-tdprofile)# queue 5 limit 400
console (config-tdprofile)# queue 6 limit 400
console (config-tdprofile)# queue 7 limit 400
console (config-tdprofile)# queue 8 limit 400
console (config-tdprofile)# port-limit 400

HasHauyeHwue tail-drop profile Ha nopT:

console (config)# interface Gigabit Ethernet 1/0/1
console (config-tdprofile)# gos tail-drop profile 2

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbl mopmos

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoHourypauum nutepdeinca Ethernet, rpynnel nopTtos:

console (config-if) #
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Tabnnua 311 — KomaHab! pexkuma KoHpurypauum untepdeiica Ethernet, rpynnbl noptos

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

service-policy {input |
output} policy_map_name

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

HasHauaeT nHtepdelicy ctpaternio knaccudukaumm Tpadmka.

Ypansaert cTpaTtervio KnaccupuKkaunm tpaduKa c nHtepdelica.

traffic-shape
committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..1000000) K6UT/C;

committed_burst:
(4096..16762902) 6aitt

YcTaHaBAMBaET OrpaHUYeHmne CKOPOCTU ANA UCXOOALLEro Tpa-
duKa yepes nHTepoeiic.

- committed_rate — cpeaHAA CKOPOCTb TpaduKa, KbuT/c;

- committed_burst — pa3mep caeprkmBatowero nopora (orpa-
HWYeHMe cKkopocTu) B baiiTax.

CHMMaeT orpaHMUYeHne CKOPOCTU UCXoaALLero TpaduKa Yepes
UHTepdeiic.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue
queue_id

queue_id: (0..8);
committed_rate:
(36..1000000) K6UT/C;
committed_burst:
(4096..16769020) 6aiT

YcTaHaBAWBaET OrpaHnYeHne CKOPoCTM TpadurKa Yepes UHTep-
delic ana ncxopAen oyepean.

- committed_rate — cpeaHAA CKOPOCTb TpaduKa, KbuT/c;

- committed_burst — pa3mep caep:KuBatoLLero nopora (orpa-
HWYeHMe CKopoCTH) B HaiTax.

CHMMaeT orpaHuYeHne CKOpoCcTU TpaduKa yepes uHTepdelic
L8 Ucxoasallen ovepegm.

qos trust [cos | dscp |
cos-dscp]

no qos trust

—/BKNOYEHO

BKkntoyaeT 6a30BbIli MexaHU3M (OS ANA MHTepdeica.

- €0s — nopT gosepseT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepseT 3HauyeHnto DSCP B IPv4/IPv6-nakeTax;
- cos-dscp — nopT aoBepseT obonm ypoBHAM, ogHako DSCP
nmeet npuopuTteT Hag 802.1p.

BbikntoyaeT 6a30BbI MeXaHU3M oS A/1A MHTepdeiica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..10000000)
K6uT/C;
burst:
(3000..19173960)
6ainT/128 K6ant

YcTaHaBAMBaeT OrpaHUYeHMe CKOPOCTU ANA BXOAALLEro Tpa-
duKa.

CHumaet orpaHu4yeHmne CKopocTn exoaauiero Tpad)MKa.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHaBAuBaeT 3HayeHune CoS no ymonyaHuio gns nopta (CosS,
NPUMEHSIeMbII A1 BCErO HETErMPOBAHHOIO TpaduKa, NPoxo-
AAauero yepes nHtepdeic).

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Vian

Bunpa 3anpoca KOMaHAHOM CTPOKU perknma KoHoUrypaumnm nHtepdeiica Vian:

console (config-if)#

Tabnnua 312 — KomaHab! pexkmuma KoHpurypauum nHtepderica Vlan

KomaHda 3HavyeHue Aelicmeue
0Os cos egress cos YcTaHaBAMBaeT 3HaYeHWe napameTpa noasa npuoputeTta 802.1p
cos: (0..7)/0 ANA UCXOoAALLEero TerMpPoBaHHOIO TpaduKa.
NO Os COos egress YcTaHaBAMBaeT 3HaYeHUe no YMOIYaHUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnua 313 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show qos

MokasbiBaeT pexkum QOS, HacTpOEeHHbI Ha ycTpoicTee. B
63a30BOM peXKMMe NOKa3bIBAET «OBEPEHHbIN» pexknm (trust
mode).

show class-map

class_map_name: (1..32)
[class_map_name]

cumBosia

MoKa3bIBaeT CNUCKM KpuTepues Knaccudurkaumm Tpaduka.
/ DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map [pol-

olicy_map_name:
icy_map_name] policy_map_|

(1..32) cumBona

MoKasbiBaeT npaBuaa Knaccupmkaumm Tpaduka.
/| DeiictByet TonbKO ANA pexkuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name] aggregate_policer_name:

(1..32) cumBona

MoKa3blBaeT HAaCTPOMKK cpeAHeit CKOPOCTU U OrpaHUYeHuUs
No0Cbl NPONYCKaHUA ANA NpasBua KnaccuduKkaumm Tpadpumka.
/ [eiicTBYyeT TONbKO ANA pexuma qos advanced.

show qos interface [buffers
| queuing | policers |
shapers] [gigabitethernet

gi_port |

izabiteth
::"Iifrjt;'tet ernet gi_port: (1..8/0/1..48);
fo;tygigabitethernet te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

fo_port | port-channel
group | vlan vian_id]

MokasbiBaeT QoS-napameTpbl 4na MHTepdeiica.

- vlan_id — Homep VLAN;

- gi_port — Homep nHTepdelicos Ethernet gl;

- te_port — Homep uHTepoeincos Ethernet XG1-XG24;

- fo_port — Homep uHTepodeicos Ethernet XLG1-XLG4;

- group — HOMep rpynmnbl NOPTOB;

- buffers — HacTpoliku bydepa gns ouepenent nHTepdeliica;
- queueing — anroputm obpaboTku ouepegeit (WRR wnau
EF), Bec ana WRR-oyepegen, Knaccobl ob6Ccny:mMBaHua onsa
oyepegaen u npuoputeT ans EF;

- policers — ckoHdUrypupoBaHHble cTpaTernm Knaccuduka-
unn TpaduKa ans nHtepdeiica;

- shapers — orpaHuuyeHve CKOPOCTM ANA UCXOLALLEro Tpa-
duka.

show qos map [dscp-queue
| dscp-dp | policed-dscp |
dscp-mutation]

Moka3sbiBaeT MHGOPMALMIO O 3aMeHe nonel B NaKeTax, uc-
nonbsyembix QOS.

- dscp-queue — Tabauua coorsetcTema DSCP n ouepesels;

- dscp-dp — Tabnuvua coorsetcTBuA meTok DSCP u npuopu-
TeTa cbpoca (DP);

- policed-dscp — Tabnvua nepemapknposku DSCP;

- dscp-mutation — Tabaunua nsmeHeHuns DSCP-to-DSCP.

show qos tail-drop —

MpocmoTp napameTpos tail-drop.

show qos tail-drop
[gigabitethernet gi_port |

tengigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

MNpocmoTp tail-drop nHbOpmaLMn No KOHKpPeTHOMY NopTy
(scem noptam).

te_port |

fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port ]

show qos tail-drop unit - MpocmorTp tail-drop nHbopmaLmm No KOHKPETHOMY YCTPON-
unit_id unit_id: (1..8) CTBY B CTeKe.

show ip tx-priority

MpocmoTp MHGOPMaLMK 0 MapKUpoBKe Tpaduka, bopmupy-
€MOro LLeHTPaNbHbIM MPOLLECCOPOM.

[Mpumepbl 8b1NOAHEHUA KOMAHO

= BkawounTb pexknum QoS advanced. Pacnpegenntb Tpadumk no oyepeanam, naketbl ¢ DSCP 12 B nepsyto
oyepenb, naketbl ¢ DSCP 16 Bo BTOpyt0. Bocbmasa oyepegb — npuoputeTHada. Co3gaTb cTpaTerunto
Knaccudmraumm Tpadmka no cnucky ACL, paspeluatowemy nepegady TCP-naketos ¢ DSCP 12 1 16 u
OrpaHNUYMNBAIOLLYIO CKOPOCTb — cpeaHAa ckopocTb 1000 K6uT/c, nopor orpaHuyeHmsa 200000 6aitr.
Mcnonb3oBaTb AaHHYHO cTpaTernio Ha uHTepdelicax Ethernet 14 u 16.

console#
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console# configure

console (config)# ip access-list tcp ena

console (config-ip-al)# permit tcp any any dscp 12
console (config-ip-al)# permit tcp any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config) # gos map dscp-queue 12 to I

console (config)# qgos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I
console (config) # policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c)# exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1/0/14
console (config-if) # service-policy input

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if)# service-policy input

console (config-if) # exit

console (config) #

5.34.2 Cmamucmuka QoS

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHPUrypaumm:

console (confiqg) #

Tabnnua 314 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm.

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no yMoaAYaHUIo
gos statistics aggregate-po- BkatoyaeT QOS-CTaTUCTUKY NO OrPaHUYEHUIO NOAOC NPOnyc-
licer aggregate_po- aggregate_policer_name: KaHUA.
licer_name (1..32) cumBonos;
no qos statistics aggre- Mo ymonuaxuio QoS- OTkntoyaeT QOS-CTaTUCTUKY NO OrpaHUYEHUIo MOAOC NpPo-
gate-policer aggregate_po- CTaTUCTUKA OTKAOYEHA NyCKaHuA.
licer_name
qos statistics queues set set: (1..2); BkntoyaeT QOS -CTaTUCTUKY ANA BbIXOAHbIX oYepeaeit.
{queue | all}{dp | all} {gi- queue: (1..8); - set — onpepgenseT Habop CYETYMKOB;
gabitethernet gi_port | dp: (high, low); - queue — onpeaenseT UCXOAALLYHO oYepesb;
tengigabitethernet gi_port: (1..8/0/1..48); - dp — onpegaensert npuopuTeT cbpoca.
te_port | fortygigabitether- te_port: (1..8/0/1..24);
net fo_port | all} fo_port: (1..8/0/1..4);
no qos statistics queues set 3HaueHwue no OTkNtoyaeT QOS-CTaTUCTUKY ANA BbIXOAHbIX ovepesnen.
YMONYaHUI0:
set 1: Bce npuopuTeTsI,
BCE 0Yepeam, BbICOKMUI
npuopuTtet cbpoca.
set 2: Bce NnpuopuTeTHI,
BCE o4epeam, HU3KUM
npuopuTet cbpoca.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHurypaumm nHtepoerica Ethernet, rpynnbl nopTos:

console (config-if) #

Tabnunua 315 — KomaHab! pexuma KoHpurypauum nHtepdelica Ethernet.

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

qos statistics policer
policy_map_name
class_map_name

no qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumsonos;
class_map_name:
(1..32) cumBonos;
Mo ymonyanuto c6op
QOS-CTaTUCTUKM
OTKNIOYEH

BkntoyaeT cbop QOS-CTaTUCTUKM Ha MHTepdeice.
- policy-map_name — cTpaTerus Knaccupmrkaumm Tpaduka;
- class_map_name — cnWCOK KpuTepMUeB KaaccuduKkaumum Tpa-

duKa.

OTKAtoyaeT cbop QOS-CTaTUCTUKM Ha MHTepdeiice.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 316 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/
3HayeHue no
YMOMYAHUIO

Aelicmeue

clear qos statistics

Ouunwaet ctatucTmky QOS.

show qos statistics

MoKa3biBaeT cTaTUCTMKY QOS.

5.35 KoHdurypauma npoTOKON0B MapLUpyTU3aLum

5.35.1 Korndpuzypayua cmamuyeckoli mapwpymusayuu

CTaTMyeckaa MapLupyTM3aumMa — BMA MapLIpyTM3aLMK, MPU KOTOPOKN MapLLpPYTbl YKa3biBatOTCA B ABHOM
BMAE NPU KOHPUIypaLmm mappyTM3aTopa. Bca maplupyTusaums npyv sTOM NPOUCXO4MUT 6e3 yuacTusa Kakux-

MB0 NPOTOKO/I0B MApPLLPYTU3aLUM.

KomaHObI pexcuma 210banabHol KOHuU2ypayuu

BunA 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KoOHOUrypaumm:

console (config) #
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Tabnnua 317 — KomaHab! pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/
KomaHoa 3HayeHue no Aeilicmeue
YyMOMYAHUO
ip route prefix {mask | pre- Co3paeT cTaTMYecKoe NPaBma0 MapLIpyTU3aLLmK.
fix_length} {gateway [met- - prefix — ceTb HazHayeHusA (Hanpumep, 172.7.0.0);
ric distance] | name name] - mask — macka ceTu (B dopmate 4eCATUYHOMN CUCTEMBI MCUUCIe-
| reject-route} HUA);
- prefix_length — npeduKkc mackn cetn (KOAMYecTBO eguHuUL, B
macke);

prefix_length:
(0..32);
distance (1..255)/1

- gateway — W03 ANA AOCTYNA K CETU HAa3HAYeHUs;

- distance — Bec mapLpyTa;

-name — UMA MapLIpyTa;

- reject-route — 3anpelLaeT MapLPyTM3aLMIO K CETU HazHaYeHUA
Yyepes BCe LUJIIO3bI.

no ip route prefix {mask | Yaanaet npasuao us Tabamupl CTaTUYECKon MapwpyTU3aumm.
prefix_length}{gateway |
reject-route}

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnumua 318 — Komanapl pexkuma EXEC

3HayeHue/
KomaHoa 3HayeHue no Aelicmeue
YMOMYAHUIO
show ip route [connected | Moka3sbiBaeT TabavLy MaplupyTM3aLmK, YA0BAETBOPAIOLLYIO 3a-
static | address ip_address OaHHbIM KpUTEPUAM.
[mask | prefix_length] - connected — NoOAK/OYEHHbIN MapLIPyT, TO €CTb MAPLLPYT, B3A-
[longer-prefixes]] - TbIli C HENOCPEeACTBEHHO NOAKNOYEHHOTO U GYHKLMOHMPYOLWLErO
nHTepdelica;
- static — cTaTUueckuit MapLlipyT, NponucaHHbiM B Tabauue
MapLIpyTHU3aLUU.

[pumep 8birnosHEeHUS KOMAHObI

= [loKasaTb TabanLy MapwpyTU3aumm:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)
Codes: C - connected, S - static
C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12
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Tabnunua 319 — OnucaHue pesybTaTta BbINOSHEHMA KOMaHAbI

Mone OnucaHue
MoKa3blBaeT NPOUCXOXKAEHME MapLLPYTA:
c C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO NOAKAOYEHHOTO U GYHKLMOHK-
pytowero nHtepodeiica),
S — Static (cTaTU4ecKWiA MapLUpyT, NPOMNMUCAHHbIM B Tabauue maplipyTmsanum).
10.9.1.0/24 Apapec ceTu.
MepBoe 3HayeHMe B CKOBKax — agMWMHWUCTPATMBHAA AMcTaHuuMA (cTeneHb AoBepus
[5/2] MapLIpyTU3aToOpPy, YEM YUCAO Bbille, TEM MEHblUe A0BEepuUe K MUCTOYHMKY), BTOpoe
yncno — MeTpUKa MapLipyTa.
via 10.0.1.2 Onpegpenset IP-agpec cnepylolwero mapluipyTM3aTopa, 4epes KoTopblii NpoxoguT
T MapLUpyT A0 CeTu.
00:39:08 Onpegaenset Bpema nociegHero o6HOBAEHUA MapLpyTa (4acbl, MUHYTbI, CEKYHAbI)
Vlan 1 Onpegaenset nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MapLUPYT A0 CETU.

5.35.2 Hacmpolika npomokKona RIP

MpoTokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHMIN NPOTOKOA, KOTOPbIN NO3BOAAET
MapLpyTM3aTopaM AUHAMUYECKM OOHOBAATb MapLIPYTHYO WHPOPMaLMIO, MOAy4aa ee OT COCeaHUX
MapLIpyTM3aTOPOB. 3TO 0YEHb NPOCTON NPOTOKO/, OCHOBAHHbIN Ha NPUMEHEHUM AUCTAaHLMOHHOIO BEKTOPA
MapLpyTM3aummn. Kak AMCTaHUMOHHO-BEKTOPHbIA NpoToKos, RIP nepuoanyeckm nocbiiiaeT 0O6HOBAEHUSA
MeXay cocegamMu, CTPosi, TakMm obpasom, Tomosiormio ceTu. B Kaxkgom o6HOBAEeHMWM nepepaetcs
MHbOpMaUMA O AUCTaHUMM [0 BCeX CeTel Ha cocefHU MapluipyTusatop. KommyTtaTtop nopaeprkvmsaet

npoTtokon RIP sepcun 2.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnnua 320 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeilicmeue

router rip

no router rip

Bxopg, B pexxum koHourypaumm npotokona RIP.

Ypanenue rnobanbHoi KoHUrypauum npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokoad RIP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #

Tabnunua 321 — KomaHabl pexkuma KoHpurypauum npotokona RIP

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

default-metric [metric]

metric: (1..15)/1

YcTaHaBAMBAET 3HaYeHUe METPUKM, C KOTOPOiI ByayT aHOHCH-
pOBaTbCA MApLIPYTbl, NOJYYEHHbIE APYFMMU MNPOTOKO/IAMM
MapuwpyTMsaummn. bes napameTpa ycTaHaBAMBAET 3HayeHue
Mo YMONYaHUIO.
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no default-metric

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

network A.B.C.D

A.B.C.D: IP-appec

YcTaHaBauBaeT IP-agpec uHTepderica, KoTopblii byaeT yyacT-
BOBATb B NPOL,ECCe MapLIpyTHU3aLUK.

no network A.B.C.D nHTepdeiica Ypanset IP-agpec uHtepdelica, KoTopblii ByaeT ydactsoBaTth
B MpoLecce MapLupyTU3aLmn.

redistribute {static | con- PaspewaeT aHoHcMpoBaHKe mapLipyTos Yyepes RIP.

nected } [metric transpar- - 6e3 napameTpoB — 03HA4aeT, YTo BydeT UCNoib30BaThCA

ent] default-metric npy aHOHCMPOBaHMM MapLLPYTOB;
- metric transparent — o3HauvaeT, 4to ByaeT ucnonb3oBaThCA

— MEeTpPMKa U3 TabnLbl MapLIpyTU3aLmu.

no redistribute {static | 3anpelaeT aHOHCMPOBAHME CTAaTUYECKUX MapLIPYTOB Yepes

connected} [metric trans- RIP.

parent] - metric transparent — 3anpelaeT UCNOb30BaTb METPUKY
13 Tabnunubl MapLLpyTM3aumu.

redistribute ospf [id] [met- PaspewaeT aHoHcupoBaHue OSPF mapwpyTtoBs yepes RIP.

ric metric | match type | ) - id — npeHTuduKaTop npouecca OSPF;

route-map id: (%'65536) - type — Npov3BOAWUTb aHOHCUPOBAHWE TONbKO A/ YKa3aH-

metric: (1..15,

route_map_name]

no redistribute ospf [id]
[metric metric | match type
| route-map
route_map_name]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..32) cumBona

Hbix TMNoB OSPF mapwpyTos;
- route-map_name — Npou3BOAUTb aHOHCMPOBAHME MaplLu-
pyToB nocne nx GubTpaLmMmn Yepes yKasaHHylo route-map;

be3 napameTpoB 3anpeliaeT aHOHCMPOBAHWE MapLUPYTOB
OSPF yepes RIP. B cnyyae ykaszaHnAa napameTpa Bo3BpalLaeT
ero fedonTHoe 3HaYeHMe.

redistribute bgp metric
[metric | transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

PaspelwaeT aHOHcMpoBaHne BGP mapwpyTtos yepes RIP.

- metric — 3Ha4YeHWEe METPUKU AJ1A UMNOPTUPYEMbIX MapLL-
pyTos;

- metric transparent — o3HayvaeT, 4To byAeT MCNob30BaTbCA
METPUKA U3 TabAnLbl MapLLPYTU3ALUN.

be3 napameTpoB 3anpeliaeT aHOHCMPOBAHWE MapLUPYTOB
BGP uyepe3 RIP. B cnyyae yKasaHuMA napameTtpa BO3BpallaeT
ero gedonTHoe 3Ha4YeHue.

redistribute isis [/evel]
[match match] [metric
metric] [transparent]

no redistribute isis [/evel]
[match match] [metric
metric] [transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3pewaet aHoHcupoBaHue IS-IS mapwpyTtos yepes RIP.

- level — ycTtaHOBUTb, U3 KaKoro ypoBHsa IS-IS 6yayT aHOHcK-
poBaTbCA MapLUpPYThI;

- match — Npoun3BOANTb aHOHCMPOBAHME TO/IbKO A/1A YKa3aH-
HbIX TUNOB IS-IS mapwpyToB.

be3 napameTpoBs 3anpelLaeT aHOHCMPOBaHWE MapLLpyToB IS-
IS yepes RIP. B cnyyae ykasaHuA napameTpa BO3BpaLLaeT ero
nedonTHoe 3HaYeHue.

shutdown / BbIkntoyaloT npouecc mapLlpytusauum no npotokony RIP.
—/BKNtOYEHO
no shutdown BkAatoyatoT npouecc mapwpyTtusaumm no npotokony RIP.
passive-interface OTKNOYNUTL 0BHOBNEHUA MapLIPYTU3ALUN.
—/BKNtOYEHO

no passive-interface

BK/IOYMTb OBHOBNEHUA MapPLLPYTU3ALUN.

default-information origi-
nate

no default-information
originate

—/MapupyT He
reHepupyercs

leHepupoBaTh MapLLPYT MO YMONYAHMIO

BoccTtaHOBUTL 3Ha4YeHMe no YMON4YaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOM CTPOKMK:

console (config-if)#
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Tabnnua 322 — KomaHab! pexxuma KoHdpurypaumm nntepdelica IP

no ip rip shutdown

3HayeHue/
KomaHda 3HauyeHue no Aelicmeue
YMOAYAHUIO
ip rip shutdown BbIKAOYAKOT npouecc mapuwpytmsaunm no npoTtokony RIP Ha
AaHHOM nHTepdeiice.
—/BKAKOYEHO

BKAtoyaloT npoLlecc mappyTusaumm no npotokony RIP Ha aaH-
HOM MHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymon4yaHuio
OTnpaBKa
06HOBNIEHUI
BK/IlOYEHA

BbIKntoYaeT oTnpaBKy 06HOBEHUIA Ha nHTepdeiice.

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[obaBnseT cmelLeHne K MeTpUKe.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip rip default-information
originate metric

no ip rip default-infor-
mation originate

metric: (1..15)/1;

Mo ymon4yaHuo

bYHKUMA OTKAIO-
YeHa

YcTaHaBAMBaeT METPUKY 419 MapLIpyTa MO YMOAYAHUIO TPaHC-
nnpyemoro yepes RIP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication
mode

Mo ymonyaxuio
ayTeHTUdMKauua oT-
KNKOYeHa.

BkntoyaeT ayTeHTMUKaumio B RIP 1 onpepenseT ee Tun:
- text — ayTeHTUOUKALMA OTKPBITHIM TEKCTOM;
- md5 — ayTteHTMdUMKaumm MDS5.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip rip authentication
key-chain key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CYMBO/I0B

OnpegenseT Habop KAOYen, KOTOPbI MOXKET UCNOAb30BaTbCA
Ana ayTeHTuduKaumm.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CUMBOIOB

Onpegenset KN A1A ayTeHTUOUKALMM OTKPLITbIM TEKCTOM.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOYAHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CUMBOJI0B

YcTaHaBAuBaeT ctaHZapTHbIN IP ACL ana ¢punbTpaumm aHoHCU-
pyEMbIX MapLLpPyTOB.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabanua 323 — KomaHgb! pexxkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue

no ymosn4aHuro

Aeilicmeue

show ip rip [database |
statistics | peers]

MpocmoTp nHopmauuu o RIP-maplupyTnsaymm:
- database — nHpopmaumna o HacTpolikax RIP;

- statistics — cTtaTucTUyeckune gaHHble;

- peers — MHbOPMALMA yHaCTHUKA CETU.

[Tpumepbl UCNoAb308aHUS KOMAHO

BkatoumTb npoTokon RIP gna noacetn 172.16.23.0 (IP-agpec Ha kKommyTaTope 172.16.23.1) 1 ayTeHTU-
dukaumo MD5 yepes Habop Kntoden mykeys:
console#

console# configure
console (config)# router rip
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console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

5.35.3 Hacmpolika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AUHAMWYECKOM MapLIpyTM3aLUumM, OCHOBAHHbIN Ha TEXHO-
JIOrMn OTC/IeXKMBaHMA COCTOAHMUA KaHana (link-state technology) 1 ucnonb3ytowmii 4na HaxoXKAEHUs KpaTyan-
wero Nyt anroputm Oenkcrpbl. Mpotokon OSPF npeacTtaBaseT cobol NpOTOKON BHYTpeHHero wito3a (IGP).
MpoTtokon OSPF pacnpoctpaHaeT MHGOPMAUMIO O AOCTYMHbIX MapLLPyTax MeXAy MapLlpyTM3aTopaMmn O4HOM
aBTOHOMHOW CUCTEMDI.

YCTpoiiCcTBO NOAAEPKMBAET O4HOBPEMEHHYIO PabOTy HECKONIbKNX HE3ABMCMMbIX 3K3EMMIAPOB NpoLLec-
coB OSPF. Hactpoitka napameTpoB sksemnasapa OSPF npousBoguTcs nytem ykasaHus uaeHTUdMKaTopa K-
3emnnsapa (process_id).

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHol KoHUrypaumm:
console (config) #

Tabnnua 324 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue

o yMOAYAHUIO
router ospf [process_id] id: Bk/toyaeT mapLipyTm3aumio no npotokoay OSPF.

process_id: 3apaet naeHtTndUKaTOp NpoLecca.
- (1..65535)/1
no router ospf [process_id] BbikntoyaeT mappyTtusauuto no npotokoay OSPF.
ipv6 router ospf [pro- BkntoyaeT mapLupyTusaymio no npotokony OSPFv3.
cess_id] process_id: 3apaeT naeHTMounKaTop npouecca.
no ipv6 router ospf [pro- (1..65535)/1 BbIK/IOYaET MapLUpyTMU3aLMio No npoTokony OSPFv3.
cess_id]
ipv6 distance ospf {in- 3ajaeT agMUHUCTPATUBHYIO AWUCTAHUMIO A48 MapLipyToB
ter-as | intra-as} distance OSPF, OSPFv3.
) - inter-as — 419 BHELUHWX aBTOHOMHbIX CUCTEM
distance: (1..255) . o
- intra-as — BHYTPM aBTOHOMHOW CUCTEMDbI

no ipvé distance ospf {in- Bo3BpalyaeT 3Ha4YeHMA N0 YMOIUYAHMIO.
ter-as | intra-as}

KomaHOb! pexcuma npouecca OSPF

Bug, 3anpoca KOMaHAHOW CTPOKU B pexkume KoHdurypaumm npouecca OSPF:

console (router ospf process)#
console (ipv6 router ospf process)#
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Tabnnua 325 — KomaHabl pexkuma KoHpurypaumum npouecca OSPF

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

redistribute connected
[metric metric] [route-map
name] [subnets]

no redistribute connected
[metric metric] [route-map
name] [subnets]

metric: (1..65535);
name: (1..255) cumso-
nos

PaspeluaeT aHoHcHMpoBaHWe connected mapLupyToB:

- metric — 3Ha4YeHWe MeTPUKKU ANA UMNOPTUPYEMbIX MapLL-
pyTOB;

- name — UMA NONUTUKN MMNOPTA, NO3BONAIOLLEN GUNBLTPO-
BaTb ¥ BHOCUTb U3MEHEHUA B UMMNOPTUPYEMbIE MaPLLIPYTbI;

- subnets — no3BonAeT UMNOPTUPOBATL NOACETH.

bes napameTpoB 3anpelaeT aHOHCMpoOBaHWe connected
MapLUpyTOB. B cnyyae ykasaHMA napameTpa BO3BpaLLAEeT ero
3HayYeHne No YMOYAHMUIO.

redistribute static [metric
metric] [route-map name]
[subnets]

metric: (1..65535);
name: (1..255) cumso-

MmnopT cTaTnyeckmx mapwpytos 8 OSPF.

- metric — yCcTaHaBAMBaeT 3HaYeHNe METPUKMN ANA UMNOPTH-
pyeMbIX MapLIpyTOB;

-name — NPUMEHAET NOJIMTUKY MMMOPTa, MO3BO/AOLLYIO
dUNbTPOBaTb M BHOCUTb U3MEHEHWA B MMMNOPTUPYemble
MapLpyTbl;

nos - subnets — no3BonseT UMNOPTUMPOBATb NOACETH.

no redistribute static [met- be3 napameTpos 3anpeLiaeT MMMNOPT CTAaTUYECKMX MApLUpY-
ric metric ] [route-map ToB B OSPF. B cnyyae yKasaHuA napameTpa BO3BpaLLaeT ero
name] [subnets] 3HaYeHue Mo YMONYAHMIO.
redistribute ospf id MmnopT mapwpyTos 13 npouecca OSPF B npouecc OSPF:
[nssa-only] [metric metric] - nssa-only — ycTaHaB/iMBaeT 3HayeHue nssa-only ansa Bcex
[metric-type {type-1 | type- MMNOPTUPYEMbBIX MAPLLPYTOB;
2}] [route-map name] - metric-type type-1 — vmnopTmpyeT c nomeTkol Kak OSPF
[match {internal | external- external 1;
1 | external-2}] [subnets] - metric-type type-2 umnopTupyet ¢ nometkon Kak OSPF

external 2;

- match internal — umnopTupyeT mapwpyTtbl B npeaenax

area;

- match external-1 — vmnopTupyeT mapwpytbl Tuna OSPF

external 1;

id: (1..65535); - match external-2 — umnoptupyeT mapwpyTtbl TMna OSPF

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2}] [subnets]

metric: (1..65535);
name: (0..32) cumBona.

external 2;

- subnets — no3BonAeT MMNOPTUPOBATb NOACETYH;

-hame — nNpUMMeHAET YKa3adHHYH NONUTUKY WMMNOPTa,
nossonawowWwyo ¢GuAbLTPOBATb U BHOCUTb M3MEHEeHUs B
MMNOPTUPYEMbIE MAPLLPYTbI;

- metric — yCcTaHaB/MBAET 3HAaYEHME METPUKMN ANA UMNOPTH-
pyeMbIX MapLIpyTOB.

be3s napameTpoB 3anpeliaeT MMNOPT MApPLLPYTOB M3 Mpo-
uecca OSPF B npouecc OSPF. B cnyyae yka3aHuA napameTpa
BO3BpaALLAET ero 3HayeHMe No YMONYAHUIO.

redistribute rip [metric
metric] [route-map name]
[subnets]

no redistribute rip [metric
metric] [route-map name]
[subnets]

metric: (1..65535);
name: (1..255) cum-
BO/IA

MmnopT mapwpyTtos u3 RIP B OSPF.

- metric — 3HaYeHne MeTPUKKN ANA UMMOPTMPYEMbIX MApLL-
pyTOB;

- name — “MA NONUTUKM MMMNOPTa, No3BosAtoLWeln GUAbLTPO-
BaTb M BHOCUTb MU3MEHEHUA B UMNOPTUPYEMbIE MAPLLPYTbI;

- subnets — no3BoasAeT UMNOPTUPOBATL NOACETH.

be3 napameTpoB 3anpeLwaetr umnopt mapwpyTtos us RIP B
OSPF. B cnyyae ykasaHuMA napameTpa BO3BpaLLLaeT ero 3Have-
HWE NO YMONYAHWIO.
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redistribute isis [/evel]
[match match] [metric met-
ric] [filter-list acl_name]
[subnets]

no redistribute isis [/evel]
[match match] [metric met-
ric] [filter-list ac/_name]
[subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32) cum-
BONa

MmnopT mapwpyTos 13 IS-IS 8 OSPF.

- level — ycTtaHOBUTbL U3 KaKoro ypoBHsA IS-IS 6yayT aHOHCK-
pPOBaTbCA MAPLLPYThI;

- match — npou3BOAUTb aHOHCMPOBAHWE TO/IbKO ANA YKa-
3aHHbIX TMNOB IS-IS mapwpyToB.;

- metric — 3Ha4YeHWe METPUKMU AN UMNOPTMPYEMbIX MapLL-
pyTOB;

- acl_name — nma ctaHgapTHoro IP ACL, KoTopbiit byaeT uc-
NoNb30BaH A8 GUAbTPALUM UMNOPTUPYEMBIX MAPLLPYTOB.

- subnets — no3BosfeT UMNOPTUPOBATL NOACETH.

be3s napameTtpos 3anpelaer umnopt mapwpyTtos 13 IS-IS B
OSPF. B cnyyae yka3aHWA napameTpa BO3BpPaALLAeT ero 3Have-
HWE NO YMONYAHWIO.

redistribute bgp [metric
metric] [route-map name]
[filter-list acl_name] [sub-
nets])

metric: (1-65535);
name: (1..255)

MmnopT mapwpyTtos u3 BGP B OSPF.

- metric — 3Ha4YeHWe MeTPUKU AN UMNOPTUPYEMbIX MapLL-
pyToOB;

- name — VMA NONUTUKM MMNOPTA, NO3BOAAIOLLEN GUABTPO-
BaTb U BHOCUTb USMEHEHMA B UMNOPTUPYEMblE MapLLPYThI;

- acl_name — uma ctaHgaptHoro IP ACL, koTopbiit ByaeT mc-

CUMBONA;
Noab30BaH Ans GUAbTPaLUKM UMNOPTUPYEMBIX MAPLIPYTOB.
acl_name: (1..32)
camBona - subnets — no3BoaAET UMMNOPTUPOBATL NOACETH.
nmBon
no redistribute bgp [metric be3 napameTpoB 3anpelaeT MMNOPT MapwpyToB M3 BGP B
metric] [route-map name] OSPF. B cnyyae ykasaHuA napameTpa BO3BpaLLaeT ero 3Have-
[filter-list acl_name] [sub- HWE MO YMONYaHMUIO.
nets])
compatible rfc1583 Jenabled BknitoyaeT coBmecTmocTb ¢ RFC 1583 (Tonbko ans IPv4).
—/ena

no compatible rfc1583

BbikntoyaeTt coemectumocTtb ¢ RFC 1583.

router-id A.B.C.D

no router-id A.B.C.D

A.B.C.D: naeHtuopukKa-
TOp MapLipyTm3aTopa B
dopmarte IPv4-agpeca

YcTaHaBAnBaeT naeHTUGMKaTOp MapLipyT13aTopa, KOTopbIi
YHUKANbHO MAeHTUdUUMpPYET MaplupyTM3aTop B npegenax
0AHOW aBTOHOMHOM CUCTEMBI.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

network ip_addr area
A.B.C.D [shutdown]

no network ip addr

ip_addr: A.B.C.D

BkntounTb (0TKAOUNTL) aK3emnnap OSPF Ha IP-uHTepdelice
(ona 1Pv4).

Ypanset IP-agpec nntepdelica.

default-metric metric

no default-metric

metric: (1..65535)

YcraHasnunsaeT meTpmky OSPF-mapuipyTa.

OTKAtoYeHME GYHKLMM.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub

A.B.C.D: naeHtnoukKa-
TOp MapLipyTusaTtopa B
dopmarte IPv4-appeca

YcTaHaBAMBAET A5 YKa3aHHOW 30HbI TN stub. 30Ha — coBo-
KYMHOCTb CeTeil U MapLIpyTM3aToOPOB, MMEILWMX OANH U TOT
Xe naeHtndukartop.

- no-summary — He OTNpPaBAATb MHGOPMALMIO O CyMMUPO-
BaHHbIX BHELIHMUX MapLUpyTax.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

area A.B.C.D nssa [no-sum-
mary] [translator-stabil-
ity-interval interval] [trans-
lator-role {always | candi-
date}]

no area A.B.C.D nssa

A.B.C.D: naeHtuopuka-
TOp MapLipyTm3aTopa B
¢dopmarte IPv4-agpeca;
interval: uenoe nono-
KUTENbHOE YNCO;

YcTaHaBAMBaAET AN YKa3aHHOM 30HbI TMM NSSA.

- no-summary — He NPUHUMaTb MHGOPMALMIO O CYMMMUPO-
BaHHbIX BHELWHWX mapLupyTax BHYTPb NSSA-30HbI;

- interval — onpepenseT NPOMeXyTOK BpeMeHM (B Cek), B Te-
YeHue KOTOPOro TpaHcNATop 6yAeT BbINONHATL CBOM (YHK-
UMK Mnocne TOro, Kak OBHAPYKMUT, 4TO TPAHCAATOPOM CTan
APYrovi rpaHUYHbI MapLIpyTM3aTop.

- translator-role — onpegensaet, Kakum obpasom Ha mapLi-
pyTv3aTope 6yaeT GYHKUMOHMPOBATb PEXUM TpaHCAATOpa
(TpaHchauumn Type-7 LSA B Type-5 LSA):

- always — B NpuHyAWUTENIbHOM NOCTOAHHOM PEXUME;

- candidate — B pexxnme yyacTva B BbiIbopax TpaHCAATOPA.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.
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area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

no area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D: naeHtnoukKa-
TOp MapLipyTusaTtopa B
dopmarte IPv4-agpeca;
secs: (1..65535) ce-
KYHA,
word: (1..256) cumso-
nos

Co3fiaHne BMPTYasbHOrO COEAUHEHWUA MeXAy OCHOBHOM U
OPYTMMU yAaNneHHbIMU 061acTAMM, KOTOPbIE UMEIOT MEXAY
HUMM obnacTu.

- hello-interval — ykasaTtb hello-nHtepsan;

- retransmit-interval — yka3aTb WHTepBan meany noBTOp-
HbIMK NepegadYamu;

- transmit-delay — yka3aTtb Bpems 3agepKku;

- dead-interval — ykasaTb dead-uHTepsan;

- null — 6e3 ayTeHTUOUKauuK;

- message-digest — ayTeHTUdMKaLVMA C WMPpOBaHUEM;

- word — naposnb gns ayTeHTUdUKaLmm.

YoanseT BUpTyanbHOe coeguHeHune.

area A.B.C.D default-cost
cost

no area A.B.C.D default-
cost

A.B.C.D: naeHtudukKa-
TOp MapLipyTu3aTtopa B
dopmarte IPv4-agpeca;
cost: uenoe NONOXKN-
Te/IbHOe YMCNOo

YcTaHaBAMBaeT 3HauyeHWe CTOMMOCTM CYMMAapHOro maplu-
pyTa, ucnonbayemoro ans stub- u NSSA-30H (ans IPv4).

YcTaHaBAMBaeT 3HaYeHUe No YMONAYAHUIO.

area A.B.C.D authentication
[message-digest]

no area A.B.C.D authentica-
tion [message-digest]

A.B.C.D: nageHtuouka-

TOp MapLpyTusaTtopa B

dopmarte IPv4-agpeca;
—/BbIK/IIOYEHO

BkntoyaeT ayTeHTUdMKaLMIO ANns Bcex MHTepdelicoB AaHHOM
30HbI (gNnA IPv4):
- message-digest — c wudposaHnem MD5.

OTKAtOYaeT ayTeHTUDMKaLMIO.

area A.B.C.D range net-
work_address mask [adver-
tise | not-advertise]

no area A.B.C.D range net-
work_address mask

A.B.C.D: naeHtuoukKa-
TOp MapLipyTusaTtopa B
dopmarte IPv4-agpeca;
network_address:
A.B.C.D;
mask: E.F.G.H

Co3paeT cymmapHbIii MapLIpyT Ha rpaHuLe 30HbI (ans IPv4).
- advertise — aHOHCKMpPOBaTb CO34aHHbIN MApLIPYT;
- not-advertise — He aHOHCMPOBATb CO3AaHHbIV MapLUPYT.

YaanaeT cyMMapHbI MapLUpyT.

area A.B.C.D filter-list prefix
prefix_list in

no area A.B.C.D filter-list
prefix prefix_list in

A.B.C.D: ngeHTMduka-

TOp MapLipyTM3aTopa B

dopmarte IPv4-agpeca;

prefix_list: (1..32) cum-
BoO/a

YcTaHaBAuBaeT GUALTP Ha MApLUPYTbI, aHOHCUPYEMbIe B YKa-
3aHHYH0 30HY U3 ApYruX 30H (ans IPv4).

YaanseT GUAbTP Ha MapLIpyTbl, aHOHCUPYEMbIE B YKa3aHHYHO
30HY M3 ApYrux 30H (ana IPv4).

area A.B.C.D filter-list prefix
prefix_list out

no area A.B.C.D filter-list
prefix prefix_list out

A.B.C.D: naeHtuoukKa-

TOp MapLwpyTnsaTopa B

dopmarte IPv4-appeca;

prefix_list: (1..32) cum-
BONA

YcTaHaBAMBaeT GUALTP Ha MapLIPyTbl, aHOHCUPYeMble U3
YKa3aHHOW 30HbI B gpyrue 30Hbl (gna IPv4).

Ypanaer GUAbTP HA MapLIPYTbl, AHOHCMPYEMbIE M3 YKa3aH-
HOW 30HbI B Apyrue 30HbI (414 IPv4).

area A.B.C.D shutdown

no area A.B.C.D shutdown

A.B.C.D: naeHtuopuka-

TOp MapLipyTm3aTopa B

¢dopmarte IPv4-agpeca;
—/BKNOYEHO

OTtkntouvaet npouecc OSPF andA 30HbI.

Bkatouyaet npouecc OSPF gns 30HbI.

shutdown

no shutdown

—/BKNtOYEHO

OTtkntoyaet npouecc OSPF.

Bkatouaet npouecc OSPF.

summary-address
ipv4_addr mask [not-adver-
tise]

no summary-address
ip_addr mask [not-adver-
tise]

—/BbIK/IIOYEHO

BKNOYMTL CYyMMUPOBaHME MapLIPYTOB ipv4, KoTopble Hblu
nonyyeHbl OSPF U3 Apyrux npoTOKONOB.
not-advertise — npocymmmnpoBaTh, HO He aHOHCUPOBATb.

OTKNOUYNUTD CYMMapm3aLmio MapLIpPyTOB.

summary-prefix ipv6 [not-
advertise]

—/BbIK/IIOYEHO

BKNOYMTL CYMMUPOBaHME MapLIPYTOB ipv6, KoTopble Hbliu
nonyyeHbl OSPF 13 Apyrux npoTOKONOB.
not-advertise — npocymmmMpoBaTh, HO He aHOHCUPOBATb.
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summary-prefix ipvé6 [not-
advertise]

OTKNIOUNTD CYMMapM3aLMio MapLIPyTOB.

timers spf delay delay

no timers spf delay

delay:
(0..600000)/5000 mc

YcTaHaBAWBaeT BEANUYUHY 33 ePKKW, NPOU3BOAUMON Nnepes,
oyepeaHbIM NocnefoBaTe/ibHbIM pacyeTom SPF.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYAHUIO.

timers Isa throttle min_in-
terval hold_interval max_in-
terval

no timers Isa throttle

min_interval:
(0..60000)/5000 mc;
hold_interval:
(0..60000)/0 mc;
max_interval:
(0..60000)/0 mc

33421 BpeMeHHble napameTpbl LSA-TpOTTAMHIra. TPOTTAUHT
[EeNcTBYeT TONbKO Ha LSA, UCTOYHMKOM KOTOpPbIX ABAAETCA
JIOKaNbHOE YCTPOMCTBO.

- min_interval — MMWHUManNbHbLIN BPEMEHHOW MWHTEpBan
MeXay ABYMA Noc/ieA0BaTe/IbHO OTNPABAALWMMUCA OANHA-
KOoBbiMM LSA.

- hold_interval — wvHTepBan, onpegenAlWMA Tekyllee
Bpemsa 3aaepKkn. C Kaxkaon HOBOM nocneposaTenbHoM LSA
3TOT MHTEPBaJl YMHOXKAEeTCA Ha ABa, NOKA He AOCTUTHET 3Ha-
YyeHus max_interval.

- max_interval — MaKCMMasbHbIi BPEMEHHOW MHTEpBan
Mexay ABYMA nociefoBaTesIbHO OTNPABAAOLWMMUCA OAUHA-
KOBbiMM LSA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

timers Isa arrival min_arri-
val

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YcTaHaBAMBaET MUHUMANbHbIN BPEMEHHOW MHTEPBan, C Ko-
TOpbIM MapLIpyTM3aTop 06pabaTtbiBaeT NpuHUMaemble LSA.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHguypayuu uHmepaelica IP

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabnnua 326 — KomaHgb! pexxuma KoHdpurypaunm nntepdelica IP

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ip ospf shutdown

BbikntoyaeT maplpytmsaumio no npotokony OSPF Ha nHTep-
delice.

- —/BKAtOYEHO
no ip ospf shutdown BkntoyaeT mapluipyTtmsaumto no npotokony OSPF Ha uHTep-
deice.
ip ospf network {broadcast BblbpaTb TMN ceTn:
| point-to-point} - broadcast — wrpoKoBeLlaTesIbHaA CETb C MHOYKECTBEHHbIM
—/broadcast [OCTYNOM;

no ip ospf network

- point-to-point — ceTb «TOYKa-TOYKa».

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ip ospf authentication
[key-chain key_chain |
null | message-digest]

no ip ospf authentication
[keychain]

key_chain: (1..32)
CMMBOOB;
Mo ymonyaHuio
ayTeHTUdMKaumA
OTK/IIOYEeHa

BkntouaeT ayteHTUdUKauuio B8 OSPF n onpepenset ee tvn.
Bes yKasaHuWA napameTpos OyeT MCNOAb30BaTbCA ayTEHTU-
duKaumMa ¢ NOMOLLBIO NAPONA, 3aAAHHOTO OTKPLITBIM TeK-
cTOM.

- keychain — BKkntoyaeT ncnonbsoBaHne Habopa Kawouyei. Pa-
60TaeT B CBA3Ke C pexxnumom message-digest.

- key_chain — uma Habopa Kntoyei, CO34aHHONO KOMaHAOM
keychain;

- null — He ncnonb3oBaTb ayTeHTUPUKALMIO;

- message-digest — ayteHTMdUKauua MD5 ¢ ncnonbsosaHue
Habopa Kntovel.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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ip ospf authentication-key
key

no ip ospf
authentication-key

key: (1..8) cumsosioB

HasHavaeT naposb Ans ayTeHTUGUKauUKM cocepei, [ocTyn-
HbIX Yepes TeKyLWnin nHTepoeinc. Maponb, yKazaHHbIM TakKUM
ob6pasom, byaeT BHepeH B 3aro/IOBOK KaXK40ro yxoAALlero B
3Ty ceTb Naketa OSPF B KauecTBe Kntoya ayTeHTUOUKaALUN.

Ypanaet napone.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHaBAMBAET METPUKY COCTOAHMA KaHasa, KoTopas ABAs-
€TCA YC/0BHbIM NOKasaTenem "cToMmocTu" nepecbliku faH-
HbIX N0 KaHany.

YcTaHaBAMBaET 3HaUYeHMe No YMONYaHULO.

ip ospf dead-interval
{interval | minimal}

no ip ospf dead-interval

interval: (1..65535)
CEKyHA;
minimal — 1cek

YcTaHaBAWBaeT MHTEPBas BPeMeHU B CEeKyHAaX, Mo ucTeye-
HWUM KoToporo cocef, byaeT cuUTaTbCA HEAKTUBHBIM. ITOT UH-
TepBan foMKeH bbITb KpaTHbIM 3HaveHuto hello-interval. Kak
npasuno, dead-interval paseH 4 uHTepBanam otnpasku hello-
MaKeToB.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

ip ospf hello-interval
interval

interval: (1..65535)/10

YcTaHaBAWBAET MHTEPBAN BPEMEHU B CEKyHAAX, MO UcTeye-
HWM KOTOPOrO MaplupyTU3aTOp OTNPAaBASfET CAeaylowmi

CEeKYHA, hello-naket c MHTepodeiica.
no ip ospf hello-interval YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
ip ospf mtu-ignore bled OTkAto4eHne nposepku MTU.
no ip ospf mtu-ignore —/enable YcTaHaBAMBAET 3HAYEHME MO YMOAYAHMIO.
ip ospf passive-interface 3anpewgaet IP-uHTepdeicy obmeHMBaTbCA NPOTOKObHBIMMU
COObLIEHMAMM C cOoceaAaMM Yepes3 yKasaHHbIM (U3nNYecKunit
—/disabled nHTepodelic.

no ip ospf passive-
interface

Paspewaet IP-uHTepdeiicy obmeHNBATLCA NPOTOKOIbHBIMU
coobLEeHMAMM C coceaamm.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YCTaHaBAMBaeT NPUOPUTET MapLipyTU3aTopa, KOTOpbIA UC-
nonb3yetca Ansa Bblbopa DR v BDR.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip ospf retransmit-interval
interval

no ip ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

BkntoyaeT ayteHTUMKauuto B OSPF n onpegenset ee tmn:
- text — ayTeHTUOMKALMA OTKPbITbIM TEKCTOM;

- key_chain — nma Habopa Kntoyel, co34aHHOr0 KOMaHAOoM
key chain.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

ip ospf transmit-delay
delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKYH[,

YcTaHaBAVMBaET NMPUMEpPHOe BPems B CEKyHAax, Heobxoau-
Moe 419 nepefayn naketa COCTOAHMUA KaHana.

YcTaHaBAMBaeT 3HAYeHKWe no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN:

Bupg, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 327 — KomaHabl pexkuma KoHpurypauum nHtepdelica Ethernet, VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

—/BKAIOYEHO

BbikntoyaeT mappyTtmsaumio no npotokony OSPFv3 Ha uH-
Tepdelice.

BkatouaeT mappyTtusaumio no npotokony OSPFv3 Ha nHTep-
delice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: ngeHTudumkaTop
maplpyTusaTopa B
dopmarte IPvd-agpeca

Bkatountb (oTKAtounTb) OSPF nmpouecc ana onpeaeneHHomn
30HbI.
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ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBAMBAET METPUKY COCTOAHMA KaHana, KoTopas AB/s-
€TCA YCNOBHbIM MOKasatenem "cToMmocTn" nepecbinkn AaH-
HbIX N0 KaHany.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

ipv6 ospf dead-interval
interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YcTaHaBAWBaeT MHTEPBas BPpeMeHU B CEKYHAAX, MO ucTeye-
HWUM KOTOpOro cocef, byAeT cYMTaTbCA HEAKTUBHBIM. ITOT UH-
TepBan foKeH bbITb KpaTHbIM 3HayeHuto hello-interval. Kak
npasuno, dead-interval paseH 4 uHTepBanam otnpasku hello-
MaKeToB.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

ipv6 ospf hello-interval
interval

interval: (1..65535)/10

YcTaHaBAWBAET MHTEPBAN BPEMEHW B CEKYHAAX, MO MCTeye-
HWM KOTOPOrO MapLUpyTM3aToOp OTNPaBAAET CAefyloWwunit

CeKyHA, hello-naket c nHTepdeiica.
no ipv6 ospf hello-interval YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
ipv6 ospf mtu-ignore . OTKAtoYeHne nposepkn MTU.
—/disabled

no ipv6 ospf mtu-ignore

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

ipv6 ospf neighbor 3apaet IPv6 agpec cocepa.

{ipv6_address}

ipv6 ospf neighbor N Ypanaet IPv6 agpec cocena.

{ipv6_address}

ipv6 ospf priority priority YcTaHaBAMBaET NPUOPUTET MapLUpyTU3aTopa, KOTopbIA WUC-

no ipv6 ospf priority

priority: (0..255)/1

nosb3yeTca Ans sblbopa DR v BDR.

YcTaHaBAUBaeT 3HaYeHUe No YMONAYAHUIO.

ipv6 ospf retransmit-
interval interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YcTaHaBAMBaeT UHTEPBA/N BPEMEHM B CEKyHAAX, NO ucteye-
HUWM KOTOPOTO MapLLIPYTU3aTOP NOBTOPHO OTMNPABUT NaKeT, Ha
KOTOPbII HEe NONYYN/ NOATBEPKAEHUA O NOAyYeHUN (Hanpum-
mep, Database Description naket uau Link State Request na-
KeTbl).

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

ipv6 ospf transmit-delay
delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKYH[,

YcTaHaBAMBaET NMpUMepHOe Bpems B CeKyHAaX, Heobxoau-
Moe 4/ nepefayv naketa COCTOAHMUA KaHana.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

KomaHOwbI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnnua 328 — KomaHgb! pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

show {ip | ipv6} ospf [pro-
cess_id]

process_id: (1..65536)

OTobparkaeT KoHoUrypaumm OSPF.

show {ip | ipv6} ospf [pro-
cess_id] neighbor

process_id: (1..65536)

OtobparkaeT uHGopmaumm 06 OSPF-coceasnx.

show ip ospf [process_id]
neighbor A.B.C.D

process_id: (1..65536);
A.B.C.D: IP-agpec
cocefia

OTobparkaeT uHpopmauumn 06 OSPF-coceae € yKazaHHbIM ag-
pecom.

show {ip | ipv6} ospf [pro-
cess_id] interface

process_id: (1..65536)

OTobparkaeT KoHoUrypaumm scex OSPF-nHTepdelicos.
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show {ip | ipv6} ospf [pro- process_id: (1..65535); OTobpaxkaeT KoHdUrypauum KoHKkpeTHoro OSPF-uHTep-
cess_id] interface {giga- gi_port: (1..8/0/1..48); deiica.

bitethernet gi_port | tengi- te_port: (1..8/0/1..24);

gabitethernet te_port | for- fo_port: (1..8/0/1..4);

tygigabitethernet fo_port | group: (1..48);

port-channel group | vlan vlan_id: (1..4094);

vlan_id | tunnel tunnel_id} tunnel_id: (1..16)

show {ip | ipv6} ospf [pro- OTobparkaeT cocTosaHue 6a3bl AaHHbIX NpoTokona OSPF.
cess_id] database [router | process_id: (1..65535)

summary | as-summary]

ShO\A.I {ip | ipv6} os.pf vir- process. id: (1..65535) OTObparkaeT NnapaMeTpbl U TEKYLLEE COCTOAHUE BUPTYabHbIX
tuallinks [process_id] JINHKOB.

5.35.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoToKon rpaHMYHOrO LWAt03a) ABAAETCA MPOTOKONOM MapLLpyTU3a-
UMK MeXay aBTOHOMHbIMK cuctemamum (AS). OcHoBHOM dyHKUMel BGP-cuctembl aBnsetcs obmeH nHpopma-
LUMen o 4OCTYMHOCTM CeTel ¢ Apyrumm cuctemamm BGP. MHbopmauma o AO0CTYNHOCTU CETEN BK/HOYAET CMUCOK
aBTOHOMHbIX cucTeM (AS), yepes KoTopble NPoXoauT 3Ta MHGOpMaLMA.

BGP siBnsieTcs NPOTOKO/I0M NPUKIAAHOTO YPOBHSA M GYHKLMOHUPYET NOBEPX NPOTOKO/1a TPAHCMOPTHOTO
yposHA TCP (nopT 179). Nocne ycTaHOBKKM coeanHeHUA nepeaaérca nHdopmauusa obo Bcex mapLupyTax, npea-
Ha3HauyeHHbIX ANA 3KcnopTa. B ganbHelwem nepedaérca TONbKO MHPopmauma 06 nsmeHeHUsaX B Tabanuax
MapLIpyTU3aLnN.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHo KoHGUrypaumu:
console (config) #

Tabnuua 329 — KomaHapl pexknuma rnobanbHom KoHbUrypauum

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
router bgp [as_plain_id_| Bk/ItoYaeT mapLupyTM3aLumio no npoTokony BGP.
as_dot _id] 3apaet naeHTUPUKaTop AS 1 nepexoamT B peXnum eé KoHdu-
rypMpoBaHus.
as_plain_id: - as_plain_id — naeHTMdUKaTop aBTOHOMHOM CMCTEMbI, UC-
(1..4294967295)/1 NoNb3yemblii MapLIpyTU3aTOPOM MpPU YCTAHOBAEHUMN COCeS-
as_dot_id: CTBa M 0b6MeHe MapLpyTHOI nHGopmaLmein.
(1.0..65535.65535) - as_dot_id — naeHTMPMKATOpP aBTOHOMHOWN cucTeMbl B 32-
6uTHOM PpopmaTe
no router bgp OcrtaHaBnunBaeT BGP-maplupyTtnsaTop, yaanaeT BCo KOHOUry-
[as_plain_id_| as_dot _id] paumio npoTokona BGP.

KomaHObI pexcuma KoHguaypayuu AS

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauum AS:

console (router-bgp) #
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Tabnnua 330 — KomaHgbl pexkuma KoHdurypaumm AS

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmesue

bgp router-id ip_add

no bgp router-id

3agatb naeHTMduKkaTop BGP-mapluipyTtusatopa.

Yaanutb naeHtudukatop BGP-mappytusaTtopa.

bgp asnotation dot

no bgp asnotation

3azaéT HoTauuto BbiBoZa AS Homepa B show KomaHaax.

YcTaHaBAMBAET 3HAYeHUe No YMON4aHUKO

bgp client-to-client reflec-
tion

—/BKAKOYEHO

Bk/itovaeT nepecbisIky MapLipyToB, noaydeHHbix oT reflector-
KnveHTa, apyrum BGP-coceaam.

no bgp client-to-client re-
flection

BbIKNtOYaeT nepecbiKy MapLupyToB, NoayyeHHbix oT reflec-
tor-knueHTa, gpyrum BGP-cocepam.

bgp cluster-id ip_add

3apaéT naeHTnduKaTop Knactepa BGP-mapwpyTtusaTopa.
B cayuyae, ecam wupeHTMOUKATOP Khaactepa He
V HacTpoeH, B KauyecTBe upaeHTuduKatop byaer uc-
nonb3oBaTbca rNo6anbHbli uaeHTMPUKaTop BGP-
MapLipyTM3artopa.

no bgp cluster-id

Ypanutb naeHTUGUKaTop Knactepa BGP-mapwpyTtusaTtopa

bgp transport path-mtu-
discovery

BkntoyaeT npoueaypy Path MTU Discovery ana asTomatuue-
ckoro onpegenexHma Maximum Segment Size npw yctaHoBne-
Hun TCP-coegnHeHnAa mexay coceaamu.
BknoueHne Path MTU Discovery Ha npouecce
V BK/IIOMaET ero Ha Bcex coceasx.

no bgp transport path-
mtu-discovery

YcTaHaBAMBaeT 3HaYeHUe N0 YMONYAHUIO

shutdown

no shutdown

—/no shutdown

AAMWHUCTPATUBHO BbIKAOYaEeT NpoToKkoa BGP, He yaanas ero
KOHUrypaumto.
370 AeiicTBUE BNEYET 3a c060Ii pa3pbiB BCeX ceccuit
V ¢ BGP-cocegamu u ouncTKy Tabaunubl mapipyTtusa-
uMm npotokona BGP.

BKkatounTb paboty AS

neighbor ip_add

no neighbor ip_add

3apatb IP-agpec ans BGP-cocesa unun nepeinTn B pexxum Ko-
HUPrypuMpoBaHUA CyLLLECTBYIOLLEro coceaa.

Ypanutb IP-agpec ana BGP-cocega

peer-group name

no peer-group name

name: (0..32) cumBona

Cospgaet Peer-rpynny
- name — MMA rpynnel

Yaanset co3paHHyto Peer-rpynny

address-family ipv4
{unicast | multicast}

no address-family ipv4
{unicast | multicast}

—/unicast

YKasbisaeT Tvn IPv4 Address Family u nepesoauT KommyTaTop
B peXXuUm KoHbUrypauum cootseTcTeytoweit Address Family.

BbikntoyaeT cooTBeTcTByOWYO Address-Family

KomaHObI pexcuma KoHgu2ypayuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumum Address-Family:

console (router-bgp-af) #
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Tabnunua 331 — KomaHab! pexkuma KoHdurypaumm Address-Family

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

network ip_add [mask
mask ]

no network ip_add [mask
mask ]

3apaeT noaceTb, KOTOpaa aHoHcUpyeTca BGP-cocepam.
- ip-add — agpec noacetu.
- mask — macka nogcetu.
Ecnu macka He yKasaHa, N0 YMO/IYaHUIO OHa 3a4a-
V eTCcA KNaccoBbiM METOAOM aapecaLuu.
mask — macka IP-nogcetn unm gnvHa npedukca.

Ypanser aHOHC AaHHOM noaceTu.
- ip-add — agpec noacetu.
- mask — macka nogceTw.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-
4294967295);
name: (0..32) cumBona

PaspelwaeT aHOHCcMpoBaHWe connected-mapLupyTos.

- metric — 3HayeHue atpubyTa MED, KOTOpOE BYyAeT Nnpuceo-
€HO MMNOPTMPOBAHHbIM MapLIPyTaMm.

- Nname — Ha3BaHue access-list, KOTopbIN ByaeT NpUMeHeH K
MapLUpyTam.

3anpelLyaeT aHOHCMPOBaHKUe connected-mapLpyTos.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-
4294967295);
name: (0..32) cumBona

MmnopTtupyet mapwpytbl RIP 8 BGP.

- metric — 3HayeHue atpubyTa MED, KOTOpOE BYyAEeT Npuceo-
€HO MMMNOPTUPOBAHHbIM MapPLIPYTaM.

- Nname — Ha3BaHue access-list, KOTOpbIN ByAeT NPUMEHEH K
MapLupyTam.

3anpeLaet MMNOPT MapLLPYTOB M3 NpoTokona RIP.

redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-
4294967295);
name: (0..32) cumBona

Pa3pelaeT aHOHCUMPOBaHME CTaTUYECKUX MapPLLPYTOB.

- metric — 3HayeHwue aTpnbyTa MED, KOTOpOE byZeT npuceo-
€HO UMNOPTUPOBAHHBIM MApPLLPYTaM.

- Nname — Ha3BaHue access-list, KOTOpbIN ByaeT NpUMeHeH K
MapLLpyTam.

3anpeu.|,aeT AHOHCMpPOBaAHME CTAaTUYECKUX MapPLUPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

no redistribute ospf

id: (1..65535);
metric: (1-
4294967295);
type: (internal, exter-
nal-1, external-2);
name: (1..32)
CUMBO/IOB;
mtype: (type-1, type-
2);
name: (0..32) cumBona

MmnopTtupyet mapwpytbl OSPF B BGP.

- id — naeHTnduratop npouecca OSPF.

- metric — 3HayeHue aTpubyTa MED, KOTOpOE bBYyAET Npuceo-
€HO MMMNOPTMPOBAHHbIM MapLIPyTam.

- type — T1in OSPF-mapLupyToB, aHOHCUpyemblIx B BGP.

- name — Ha3BaHue access-list, KOTOpPbIN ByaeT NPUMEHEH K
MapLUpyTam.

- mtype — T1Mn meTpukn Ex1 nam Ex2

3anpewaeT MMNOPT MapLLpPyTOB 13 npoTokona OSPF.

redistribute isis [level]
[match match] [metric
metric] [filter-list
acl_name]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32) cum-
Bona

MmnopT mapwpyTtos 13 IS-IS B BGP.

- level — ycTaHOBUTb U3 KaKoro ypoBHs IS-IS 6yayT aHoHcHpo-
BaTbCA MapLUPyThI;

- match — Nnpoun3BOANTb aHOHCUPOBAHME TO/IbKO ANA YKa3aH-
HbIX TUNOB IS-IS MapwpyToB;

- metric — 3Ha4YeHWe MEeTPUKM ANA UMMOPTMPYEMBbIX MApPLLPY-
TOB;

- acl_name — vms ctaHgapTHoro IP ACL, KoTopbii byaeT uc-
noab30BaH ANA GUNbTPALUKM UMNOPTUPYEMBIX MAPLIPYTOB.

3anpewaeT MMNOPT MapLLPYTOB M3 NpoToKoAa IS-IS.
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KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bua 3anpoca KOMaHAHOM CTPOKK B pexkume KoHpurypaumum BGP-coceaa:
console (router-bgp-nbr) #

Tabnunua 332 — KomaHab! pexruma KoHpurypaumm BGP-coceaa

3HayeHue/3HayeHue
no ymon4aHuro

maximum-prefix value BK/tOYaeT OorpaHUYeHne KOAMYecTBa NPUHUMAEMbIX MapLl-
[threshold percent | hold- pyTos oT BGP-cocepa.

timer second | action type ] - value — MmaKkcMmanbHOE KOMYECTBO NPUHMMAEMbIX MapLL-
pyTOB.

- percent — NPOLEHT OT MaKCMMasIbHOTO KOAMYECTBa MapLL-
PYTOB, NO AOCTUXEHUM KOTOPOro OTNpaBAseTcs npegynpe-
KOEeHue.

- second — BpemeHHOI NPOMEKYTOK (B CEKyHAaXx), No ucte-
YeHMI0 KOTOPOTro NPOUCXOAMT NepPenoaKIOUYEHNE, eC/IN Cec-
cuA 6bl1a pa3opBaHa M3-3a NPEBbILEHNA KONMYECTBA MapLL-
pyTOB.

- type — HasHavaet feicTeue BbINONHAEMOE NPU JOCTUKE-
HWM MAKCMMa/IbHOTO 3HaYeHNA — paspbiB ceccum <restart>
WK OTNPaBKa NpeaynpexaeHus <warning-only>.

KomaHoa Aelicmeue

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

no maximum-prefix BbikftoyaeT  orpaHuYeHne  KOAu4Yectsa MPUHMMAEMbIX
mapuwpyTtos ot BGP-coceaa.

advertisement-interval 3a4,3ET BpeMeHHble UHTepBabl.
adv_sec withdraw with_sec - adv-sec — MMHMMaNbHbIM MHTEPBAN MeXay oTnpasKkoi UP-
DATE coobLLeHNn 04HOTO 1 TOTO Ke MapLupyTa.
- with-sec — MUHWMaNbHbIN MHTEPBAN MeX Yy aHOHCUPOBa-
HWeM MapLUpyTa U ero NocaeAyoLWMM fe-aHOHCUPOBAHUEM.
MprmeyaHue:
- advertisement-interval gonkeH 6bITb 6o/blWE MM paBeH
withdraw-interval.
- MapuwpyTbl, KOTOpble A0KHbI ObITb aHOHCUPOBAHbI COCEA-
HUM BGP-maplipyTusaTopam, pacnpenenatoTca no HECKO/Ib-
kum UPDATE-coobuweHuam. Mexay oTtnpaskoh 3tmx UP-
DATE-cOObLLEHN BbloepKUBAETCA CAYYalHbIN BpeMeHHOM
WHTEpBaN Taknm obpasom, 4Tobbl obLiee Bpems mexay 06-
HOBNEHMEM MapLIPyTOB B JIOKasbHOW Tabauue BGP u oT-
adv-sec: (0-65535)/30 npaskoi nocnegHero UPDATE-coobuieHnsa He npesblwano
CeKyHz; advertisement-interval unu as-origination-interval B cnyuae
with-sec: (0-65535)/30 OTNPaBKM NOKaNbHbIX (MapLwpyTbl U3 OKanbHoM AS) mapLu-
CeKyHA, pyToB B €BGP-coeamHeHun. Takum o6pasom, Kaxapli w3
MapLUPYTOB MOXKET UMETb CIYYANHYIO BEIMUYUHY 3a4ePMKKM
QHOHCMPOBAHMA.
- ToyHOCTb paboTbl TalmepoBs advertisement-interval, with-
draw-interval u as-origination-interval 3aBucut OoT Makcu-
ManbHOro 3HayeHuAa noboro U3 3TUX TpéX Talkmepos,
HaCTPOEHHbIX Ha BGP-mapLpyTr3aTope (y4uTbiBatoTCA Tait-
Mepbl, HAaCTPOEHHbIe AN1s Bcex BGP-cocepelt). Bee 3HaveHus
TallMepoB aHOHCUPOBAHWUA U Ae-aHOHCUPOBAHUA MapLLpy-
TOB, CKOHOUIYPUPOBAHHbIX Ha YCTPOWCTBE, AWUCKPETU3UPY-
toTCcA MHTepBasom B 1/255 oT Hanbosbluero HacTPOEHHOro
3HayeHUA. YBennyeHne MaKCMMaNbHOro 3HauyeHua bypet
NPUBOAUTD K YBENMYEHWIO YacTOTbl AUCKPETU3ALMMN Talime-
POB U, COOTBETCTBEHHO, K MOHUMKEHWUIO TOYHOCTU UX PabOTbI.

no advertisement-interval YcTaHaBAMBaeT 3Ha4YeHne No yMOYaHUIo.
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as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3a4aéT BpeMeHHON WHTepBan mexay otnpaskoii UPDATE
COOBLLEHNI OAHOTO M TOTO e MapLIpyTa, UCNO/b3YeTcA ANA
QHOHCA JIOKaNbHbIX (MapLIpyTbl U3 SIOKaAbHON AS) mapLupy-
ToB eBGP cocepam.

YcTaHaBAMBaET 3HauYeHWe No YMONYaHUIO.

connect-retry-interval
seconds

seconds: (1-65535)/120

3a4,3ET BpeMeHHOM UHTepBaA, N0 UCTEYEHUIO KOTOPOTO BO3-
obHoBAAETCA NonbITKa co3aaTb BGP-ceccuto ¢ coceaom.

no connect-retry-interval ceryRa YcTaHaBAMBaET 3HaYeHMe MO YMOAYAHUIO.
next-hop-self BKkntoyaeT noameHy 3HayeHus atpubyta NEXT_HOP Ha no-
— Ka/NbHbIM apec mapLpyTusaTopa.

no next-hop-self OTKAtounTL NnogMmeHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_| 3a43éT HOMep aBTOHOMHOW CUCTEMbI, B KOTOPOW HaxoamMTCA
as_dot_id] as_plain_id: BGP-cocen. YcraHoBneHue coceActBa HEBO3MOMKHO, MOKa

(1..4294967295)/1 coceAy He HazHayeH Homep AS.
as_dot_id:

no remote-as

(1.0..65535.65535)

| 370 pgeiicTBUE BNEUET pa3pbiB CECCMU C COCEA0M M
\ OUMCTKY BCEX NPUHATBIX OT HEr0 MapLUPYTOB.

Y0anuTb MaeHTMOUKaTOp cocesHel aBTOHOMHOW CUCTEMDI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-21845)/30
CeKyHA,

3a4a€T BpemMeHHble NHTEepBabl.

- holdtime — ecnu B TeyeHue 3Toro BpemeHu He byaet npu-
HATO keepalive-coobuieHre, To coeanHeHWE C cocesom
cbpacbiBaeTcs.

- keepalive — nHTepBan mexay otnpaskoin keepalive-coob-
LLEeHWUH.

MpumeyaHue:

3HauyeHusa holdtime u keepalive gonkHbl 6bITb NM6O 06a
paBHbI Hy/0, 160 06a 6onblue HyNA.

holdtime ponxeH 6biTb 60nbLWeE MAK paseH keepalive.

- Ecnm 6bin BbIGpaH Talimep hold, KOTOpbIN HacTpoeH Ha no-
KaNbHOM MapLIpyTU3aToOpe, TO MCMNONb3YeTCA /IOKaNbHOe
3HayeHue Talimepa keepalive;

- Ecnm 6b1n BbIGPaH Talimep hold, KoTopbI HacTpoeH Ha co-
celHEM MapLIPyTU3aToOpe M 3HAYEHUE JIOKa/IbHO HACTPOEH-
Horo Taiimepa keepalive meHbLie yem 1/3 BbibpaHHOro Taii-
mepa hold, To ucnonbsyetcs nokanbHoOe 3HaYeHWe Tanmepa
keepalive;

- Ecnm 6bin BbIBpaH Taimep hold, KOTopbI HAacTPOeH Ha co-
celHEM MapLIpyTU3aTope M 3HAYEHUE JIOKaIbHO HaCTPOEH-
Horo Taiimepa keepalive 6onbwe yem 1/3 Bbi6paHHOroO Tait-
mepa hold, To ncnonbayeTca Lenoe YNCNO, KOTOPOE MeHbLLE
yem 1/3 BbibpaHHoro Tarimepa hold.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a43ET BpEMEHHOW UHTEPBAN yAepKaHUA coceaa B COCTOA-
HuK Idle nocne Toro, Kak oH 6biN COPOLLEH B 3TO COCTOSIHME.
3a 3TOT MHTEpBas BCe MOMbITKU NepeycTaHOoBUTb CoeauHe-
Hue ¢ cocegom 6yAyT OTKAOHEHDI.

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3apaéT BpemMeHHOM WHTepBan MexAay YcTaHoBkoh TCP-
coeguHeHus n otnpasKoi nepsoro OPEN-coobuweHus.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

shutdown

no shutdown

ALOMUHWUCTPATMBHO BbIK/AOYaeT ceccuto ¢ BGP-cocegom 1
OYMLLAET NPUHATbIE OT HErO MAPLLPYTY, He YAaNAsA ero KoH-
durypauum.

AZMMHUCTPATUBHO BKAKOYaeT ceccuto ¢ BGP-cocegom.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port
FortygigabitEthernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4);

HasHayaeT nHTepdeiic, KoTopblli byaeT NCNONb30BaH B Kave-
CTBE UCXOAALLEro Npyu CoeanHEHUN C COCE0M.

group: (1..48);
{O—MZT I'-I‘(olrt-CI;anI:u:/IIgroup loopback: (1-64);
oopback joopbaci Vian vlan-id: (1-4094)
vlan_id ]
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no update-source

OTMeHAET pPyYHYI0 HACTPOMKY wucxopsawero WuHTepdelica,
BK/IIO4AET aBTOMATUYECKUI BbIBOp MHTEpdElica

route-reflector-client [
meshed ]

no route-reflector-client

—/disabled

HasHauutb BGP-cocena Route-Reflector knneHtom.
- meshed — napameTp BbICTaBAETCA €CAU UCMO/b3yeTcA
mesh-Tononorus. MNpu Nosy4yeHMM OT TaKoro KaveHTa BGP-
MapLIpPYyTOB OHWU He ByAyT NepecblNaTbCa APYrMM KANEHTaM.
y  BGP-mapwpyTtusartop asnserca route-reflector'om,
V ecnum xota 6bl oauH ero cocep, CKOHGUrypuposaH
Kak route-reflector knunenr.

YcTaHaBAMBaeT 3HaYeHue Mo YMONYaAHUIO

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

—/disabled

KomaHaa coxpaHsaeT noayyeHHble OT cocefia MapLupyTbl B OT-
AenbHoN 06/1acTM namatTi. MeTog no3BonseT NPUMMeHUTb
BXOAALLYH MONUTUKY "route-map in" gns cocepa 6e3 cbpoca
COCEeACTBA M 3aMpoca MapLUIPyTOB.
V Mo ymonuaHuo paboTaer
Refresh.

mexaHusm Route

OTK/OYUTD MEXaHU3M COXPAHEHUA MapLLPYTOB

prefix-list name {in | out }

no prefix-list name { in |
out}

name: (0..32) cumBona

- name — HasBaHue IP prefix-list, KoTopbIl ByaeT npumeHeH
K @aHOHCMPYEMbIM UM MPUHUMAEMbIM MapLLIPYTam.

OrtBasathb IP prefix-list

peer-group name

no peer-group

name: (0..32) cumBona

- name — uma Peer-rpynnbl, KoTopas ByaeT npumeHeHa K

cocepy.
V‘ Hactpoiiku Ha Peer-rpynne umetotr 6onee Bbico-
KWIA NPUOPUTET, YeM HACTPOIKU Ha CAaMOM coceae.

Ypanutb cocepa ns rpynnbl

address-family ipv4 {
unicast | multicast }

YkasbiBaeT Tmn IPv4 Address Family n nepeBogut KommyTa-
TOp B peXum KoHdurypauum cootsetcTsytowel address

—/unicast family ansa satoro BGP-coceaa
no address-family ipv4 { BbikntounTb cooTseTcTBytOLWyO IPv4 Address-Family
unicast | multicast }
transport path-mtu-discov- BkntoumTb npoueaypy Path MTU Discovery ana BGP-cocena
er
y —/disabled

no transport path-mtu-dis-
covery

Bbikntountb npoueaypy Path MTU Discovery ana BGP-
cocepa

fall-over bfd

no fall-over bfd

—/BbIK/IOYEHO

Bkntountb npoTtokon BFD Ha cocege.

BbikntounTb npoTtokon BFD Ha cocepe.

KomaHObi pexcuma KoHguzypayuu Address Family BGP-coceda

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxunume KoHpurypaumnm Address Family BGP-cocega:

console (router-bgp-nbr-af) #
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Tabnnua 333 — KomaHab! pexkuma KoHdpurypaumm Address Family BGP-cocega

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type

]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

BkntoyaeT orpaHMyeHMe KoAM4ecTsa NPUHMMaAEMbIX MapLUpY-
TOB OT BGP-cocepa.

- value — MaKcMmanbHOE KOMMYeCTBO NPUHMMAEMBbIX MapLL-
pyTOB.

- percent — NPOLLEHT OT MaKCMMaNbHOrO KOMIMYEeCTBa MaplLu-
pyTOB, NO AOCTUXEHMW KOTOPOro OTNpaB/AeTcA npepynpe-
KOeHMue.

- second — BPEMEHHOW NPOMEXKYTOK (B CEKyHAZax), no ucre-
YEHMI0 KOTOPOTrO NMPOUCXOAUT MepPenoaKIoYeHne, ecu cec-
cun b6blna pasopBaHa M3-3a NPeBbIWEHUA KOANYECTBA MapLL-
pyTOB.

- type — Ha3HauaeT JeicTBMe BbINOAHAEMOE NPU A0CTUXKe-
HUN MaKCMMas/IbHOro 3Ha4YeHMa — pas3pblB ceccuun <restart>
WKW OTNPaBKa NpeaynpexaeHusa <warning-only>.

BbikntovaeT orpaHu4yeHune Koanyectsa NPUHMMaeMbIX MapLl-
pyTtos oT BGP-cocepa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEKyHS;
with-sec: (0-65535)/30
CEKYHA,

3a8aéT BpemeHHble MHTepBasbl.

- adv-sec — MUHUManNbHbIN UHTEPBAN MeXay oTnpaskoin UP-
DATE coobuieHnin 04HOTO U TOTO e MapLupyTa.

- with-sec — MWUHUMaNbHLIM UHTEPBAN MEXAY aHOHCMPOBA-
HMEM MapLIpyTa M ero Nocneayowmm Ae-aHOHCMPOBaHUEM.
Mpumeyarue:

- advertisement-interval gonxeH 6biTb 60nblUe MAW paBeH
withdraw-interval.

- MapLpyTbl, KOTOpblE AO0MKHbI ObITb AHOHCUPOBAHbI coces-
HUM BGP-mapLlupyTtmusatopam, pacnpenenatorca no HeCKo/b-
Kum UPDATE-coobueHuam. Mexay otnpaskoin atnx UPDATE-
COObLLEHWNI BbIAEPKUBAETCA C/IYYalHbIN BPEMEHHOMN UHTEp-
Ba/ TakMm obpasom, 4tTobbl obLiee Bpemsa mexay obHosne-
HMEM MapLUPYTOB B JIOKanbHOM Tabauue BGP n otnpaskoi
nocnegHero UPDATE-coobuieHna He npesbiwano advertise-
ment-interval nau as-origination-interval B cnyyae oTnpaBku
NOKaNbHbIX (MapwpyTbl M3 NoKanbHoW AS) MaplpyToB B
eBGP-coeanHeHnn. Takum o6pasom, Kaxaplii U3 MapLipyToB
MOXKXET UMETb C/IYYalHYI0 BEMYMHY 3a4EPKKM aHOHCUPOBa-
HUA.

- ToyHocTb paboTbl Talimepos advertisement-interval, with-
draw-interval u as-origination-interval 3asucut OoT Makcu-
MasIbHOrO 3HaYeHMA NHBOro M3 ITUX TPEX TaMepoB, HACTPO-
eHHbIX Ha BGP-maplupyTtu3aTope (y4uTbiBalOTCA Talimepbl,
HacTpoeHHble a1 Bcex BGP-coceseit). Bce 3HaueHus Talime-
pPOB aHOHCMPOBAHMA U Ae-aHOHCMPOBAHUA MapPLUPYTOB, CKOH-
dUTrypMpPOBaHHbIX HA YCTPOICTBE, AUCKPETU3UPYIOTCA UHTEP-
Basiom B 1/255 OT HaMBO/bLIEro HACTPOEHHOTO 3HAYeHMA.
YBennyeHne MakCMMaNnbHOro 3HayeHusa Byaet nNpuMBoAUTb K
YBENYEHMIO YaCcTOTbl AUCKPETM3aL MM TalMepPOoB U, COOTBET-
CTBEHHO, K MOHWKEHWIO TOYHOCTU UX PaboTbl.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3apaéT BpemeHHOM nHTepBan mexay otnpaskoit UPDATE co-
obLeHn 04HOro M TOTO e MaplupyTa, Ucnonb3yetca Aaa
QHOHCa NIoKaNbHbIX (MapLpyTbl U3 NOKaNbHOW AS) MapLipy-
TOB eBGP cocepam.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYaHUIO.

route-map name {in | out

}

name: (0..32) cumBona

- name — UMA NOJAUTUKM route-map, KoTopas byaeT npume-
HeHa K cocegy B gaHHoi Address Family. Mo3sonset punbTpo-
BaTb U BHOCUTb U3MEHEHMA B aHOHCUpyeMble U NPUHUMAae-
Mble MapLLpyThI.
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no route-map name {in |
out}

YpaaneHve NnoAUTUKKM ¢ gaHHon Address Family

next-hop-self

no next-hop-self

BKntoyaeT noameHy 3HauyeHus atpmbyta NEXT_HOP Ha no-
Ka/IbHbI apec MapLupyT1saTopa.

OTKAtoYMTbL NoameHy aTpmbyTta NEXT_HOP.

route-reflector-client [
meshed ]

—/disabled

no route-reflector-client

HasHauutb BGP-cocena Route-Reflector kaneHtom.

- meshed — napameTp BbICTABAETCA €C/AM MUCMO/b3yeTcA
mesh-Tononorua. MNMpu nonyyeHUU OT Takoro KaneHTta BGP-
MapLUPYTOB OHU He ByAyT nepecbiNaTbCa APYrMM KAUEHTaM.
Vk BGP-mapuwpyTtusatop ssnserca route-reflector'om,

route-reflector knueHr.

ecnm xota 6bl 0ANH ero coces CKOHPUrypUpoBaH Kak
YCcTaHaB/IMBaET 3HAYEHWE N0 YMOMYAHMIO

KomaHObI pexcuma KoHgu2ypauuu Peer-epynn

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume KoHdurypaumm Peer-rpynn:

console (router-bgp-nbrgrp) #

Tabnunua 334 — KomaHabl pexkuma KoHdurypaumm Peer-rpynn

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type ]

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

no maximum-prefix

BKAtoYaeT orpaHMYeHme KomyecTsa NpUHMMaEMbIX MapLLpy-
TOB OT BGP-cocepa.

- value — MaKcMmanbHOe KOIMYECTBO NPUHMMAEMbIX MapLL-
pyTOB.

- percent — NPOLEHT OT MAaKCMMa/IbHOTO KOAMYEeCTBa MapLu-
pyTOB, NO AOCTUMKEHWWM KOTOPOro OTnpasaseTca npeaynpe-
KAeHue.

- second — BpeMeHHOM NPOMEKYTOK (B CEKyHAAX), NO ucte-
YeHWIo KOTOPOro MPOUCXOAMUT NepenogKaoueHme, ecam cec-
cus 6blna pa3sopBaHa M3-3a NPEBbILEHNA KOMYECTBa MapLu-
pyTOB.

- type — Has3HayaeT AeicTBME BbINOIHAEMOE MPU A0CTUXKE-
HUWM MAKCMMasIbHOMO 3HaYeHMs — paspbiB ceccun <restart>
WK OTNPaBKa NpeaynpexaeHns <warning-only>.

BbIkntoyaeT orpaHMyeHme KoimyecTsa NPMHUMaeEMbIX MapLu-
pyTtos oT BGP-cocepa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEKyHS;
with-sec: (0-65535)/30
CeKyHA,

3aaaéT BpemeHHble MHTepBasbl.

- adv-sec — MUHUMaNbHbIN MHTEPBaA MeXay oTnpaskoi UP-
DATE coobuieHnit 04HOro U TOTO e MapLupyTa.

- With-sec — MWHWManNbHBIN MHTEPBAN MEXKAY aHOHCMPOBa-
HMEeM MapLupyTa 1 ero nocaeayroLmnm ge-aHOHCMPOBaHUEM.
MpumeyaHme:

- advertisement-interval gonxkeH 6bITb 60/bLIE UAN pPaBeH
withdraw-interval.

- MapuwpyTbl, KOTOpble f,O/XKHbI ObITb AHOHCUPOBAHbI COCEA-
HUM BGP-mapLipyTtnsaTopam, pacnpenenatoTca no HeCcKosb-
kum UPDATE-coobleHnam. Mexay oTnpaBkoi 3tux UP-
DATE-coobueHnin BblAEPKMBAETCA C/y4aliHbIA BPEMEHHOM
MHTEpBaN TakMM 06pa3om, 4yTobbl obliee Bpemsa mexay 06-
HOB/JIEHMEM MapLLPYTOB B JIOKaNbHOM Tabmue BGP 1 otnpas-
Kor nocnegHero UPDATE-coobuweHua He npeBbiwano adver-
tisement-interval nnan as-origination-interval B cnyyae ot-
NPaBKM NIOKaNbHbIX (MApLpPYTbl U3 NOKanbHOU AS) mapLipy-
ToB B eBGP-coeanHeHnn. Takum 06pasom, Kaxkabli U3 mapLu-
PYTOB MOXET UMETb C/Iy4alHYI0 BE/IMYMHY 33AEPMKKU aHOH-
CUpPOBaHUA.

- ToyHoCTb paboTbl TaimepoB advertisement-interval, with-
draw-interval n as-origination-interval 3aBucuT OT Makcu-
MasIbHOrO 3HaYeHuA Nto60oro U3 sTUX TPEX TalMepoB, HacTpo-
€HHbIX Ha BGP-mapuwpyTusatope (yuuTbiBatoTCA Talimepbl,
HacTpoeHHble ans Bcex BGP-coceaelt). Bce 3HayeHun Talime-
pOB aHOHCMPOBaAHUA U Ae-aHOHCMPOBAHUA MapLUPYTOB, CKOH-
bUTrypnpoBaHHbIX HA YCTPOWCTBE, ANCKPETUINPYIOTCA UHTEp-
Basom B 1/255 oT Hanbo/blIEro HaCTPOEHHOTO 3HAYeHMS.
YBennyeHne MakCMManbHOro 3HaYeHus byaeT NpuBoANUTL K
YBEMYEHMIO YACTOTbl ANCKPETU3ALNN TaiMEepPOB U, COOTBET-
CTBEHHO, K NOHW}KEHMIO TOYHOCTU UX PaboTbl.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

as-origination-interval
seconds

seconds: (0-65535)/15

3a4aéT BpemeHHOM MHTepBan mexay otnpaskoit UPDATE co-
obLeHn i 04HOro U TOrO e MapLupyTa, UCMOoNb3yeTca ANA
QHOHCA /IOKaNbHbIX (MapLIpyTbl M3 NIOKaAbHOM AS) mapLipy-

CEKYH
YHA TOB €BGP cocepam.
no as-origination-interval YcTaHaBAMBaeT 3HaYeHMe No YMONYAHWIO.
connect-retry-interval ds: (1 3afaéT BpeMeHHOW MHTepBan, N0 UCTEYEHWUIO KOTOPOTO BO3-
seconds: (1-

seconds

no connect-retry-interval

65535)/120 cekyHg,

obHOoBANAETCA NOMNbITKA co3aaTtb BGP-ceccutio ¢ coceaom.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

next-hop-self

no next-hop-self

BKntoyaeT noameHy 3HauyeHua atpubyta NEXT_HOP Ha no-
KaNbHbIM agpec mapLupyTusaTopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3a4aéT HoMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoamuTcs
BGP-cocea. YcTaHOBNEHME COCEACTBA HEBO3MOXHO, NOKa CO-
ceay He HasHavyeH Homep AS.

3710 AeicTBUE BNEYET paspbiB CECCUM C COCEA0M U
V OUYUCTKY BCEX MPUHATBIX OT HEro MapLUPYTOB.

YaanuTb naeHTMdMKaTop coceaHein aBTOHOMHOM CUCTEMbI.
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timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHpa,

3a8aéT BpemeHHble MHTepBasbl.

- holdtime — ecnu B TeyeHune aToro BpemeHu He byaert npu-
HATO keepalive-coobueHne, To coeanHeHne ¢ cocegom cbpa-
CblBaeTcA.

- keepalive — nHTepBan mexay otnpaskon keepalive-coob-
LLEHWIA.

MNpumeyaHue:

3HauyeHus holdtime u keepalive gonxHbl 6bITb MM60 06a
paBHbI HyO, NMMH0 0b6a bonblie HyAA.

holdtime gonxeH 6biTb 6onblue Un paBeH keepalive.

- Ecnm 6bin BbibGpaH Talimep hold, KoTopblit HacTpoeH Ha fo-
KaNbHOM MapLIpyTU3aTope, TO UCNO/b3yeTCsA IOKAaNbHOE 3Ha-
yeHue Taimepa keepalive;

- Ecnm 6bin BbIbpaH Tamep hold, KOTOpbI HAaCTPOEH Ha co-
cefHeM MapLUpyTU3aTOpe M 3HAYEHUE JIOKA/IbHO HACTPOEH-
Horo Taiimepa keepalive meHblie yem 1/3 BbiGpaHHOrO Tait-
mepa hold, To ucnonbsyetca nokanbHoe 3Ha4YeHWe Tamepa
keepalive;

- Ecnm 6bin BbIbpaH Taimep hold, KoTopbIt HacTpoeH Ha co-
cefHeM MapLUpyTU3aTOpe M 3HAYEHUE JIOKAZIbHO HACTPOEH-
Horo Tarmepa keepalive 6onblie yem 1/3 BbibpaHHOro Tai-
mepa hold, To ncnonblyetca Lesoe YNCNo, KOTOPOE MeHbLUE
yem 1/3 BbibpaHHOro Tarimepa hold.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aéT BpeMeHHOM MHTEpBaN yAepKaHMA cocea B COCTOA-
Huu |dle nocne Toro, Kak oH 6bln cHpoLIEH B 3TO COCTOAHME.
3a 3TOT MHTEPBAA BCE MOMbITKM NEPEYCTaHOBUTb COegUHEeHME
c cocefom ByayT OTKNOHEHDI.

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3a026T BpPEeMEHHOW WHTepBan Mexay YycTaHoBkoh TCP-
coeanHeHus n otnpasKkol nepsoro OPEN-coobLeHus.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

shutdown

no shutdown

AZMUWHUCTPATUBHO BbIKAOYaeT ceccuto ¢ BGP-cocegom wm
OYULLAET NPUHATbIE OT HEro MapLUpyTy, He yAanasa ero KoH-
durypaumm.

AAMUWHUCTPATUBHO BKJItOYaeT ceccuto ¢ BGP-cocepom.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port
FortygigabitEthernet
fo_port Port-Channel group
Loopback /oopback Vlan
vlan_id ]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT nHTepdeliic, KOTopblit ByAeT UCNOIb30BaH B Kaye-
CTBE UCXOAALLEro NPy COEAMHEHUN C COCEA0M.

OTMeHseT PY4YHYI HacTpolKy wucxogawero wuHTepdelica,
BKNIOYAET aBTOMATUYECKMI BbIbOP MHTEpdelica

route-reflector-client [
meshed ]

no route-reflector-client

—/disabled

HasHaunTb BGP-cocesa Route-Reflector knneHTom.
- meshed — napameTp BbICTaBAETCA €C/M WMCNOMb3yeTcA
mesh-tononorva. Mpu Noay4eHUn OT TaKoro KaveHta BGP-
MapLUPYTOB OHU He ByayT nepecbinaTbCa APYIMM KNMEHTaM.
,  BGP-mapwpyTtusatop asnserca route-reflector'om,
V ecnn xota 6bl 0AMH ero cocep, CKOHGUrypuMpoBaH
KaK route-reflector KnueHT.

YcTaHaBAMBaeT 3HaYeHue o YMONYaHUIO

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

—/disabled

KomaHaa coxpaHsAeT nosy4eHHble OT coceAa MapLupyTbl B OT-
AenbHoW obnact namaTu. MeTon MNo3BoOAsSET NPUMEHMUTb
BXOZALLYIO NOAUTKKY "route-map in" ana cocepa 6e3 cbpoca
COCeACTBA M 3aMpoca MapLLpPyTOB.
V‘ Mo ymonuaHuio pabotaer mexaHusm Route
Refresh.

OTKAOUUTL MEXAHU3M COXPaHEHUA MapLLIPYTOB
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prefix-list name {in | out }

no prefix-list name { in |
out}

name: (0..32) cumBona

- name — HasBaHue IP prefix-list, KoTopbI ByaeT npumeHeH
K aHOHCMPYEMbIM UAU MPUHUMAEMbIM MaPLLPYTaM.

OtBasaThb IP prefix-list

fall-over bfd

no fall-over bfd

—/BbIK/OYEHO

Bkntountb npoTtokon BFD Ha peer-rpynne.

BbikntounTb NnpoTtokon BFD Ha peer-rpynne.

KomaHObI pexcuma privileged EXEC

Tabnuua 335 — KomaHapl pexkmuma privileged EXEC

Bce KomaHAap! AOCTynHbl ANA NPpUBUNETMPOBAHHOIO NO/1b30BAaTENA.

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

KomaHda

3Ha4yeHue/3Haye-
Hue no ymonya-
HUKo

Aelicmeue

clear ip bgp [ip_add]

MNepeycTtaHaBauBaeT coegmHeHna ¢ BGP-cocegamm, oumwan
NPUHATbIE OT HUX MapPLUPYTbI.

- ip-address — aapec coceaHero BGP-cnukepa, ¢ KoTopbim by-
[EeT nepeyctaHOB/EHA CeCCUs.

show ip bgp [ip_add]

OT106pasunTb Tabaunuy BGP-mapwpyTos (Loc-RIB).
- ip-add — npedunKc noaceT HasHayeHus, No KOTopomy byaeT
oTobpaykeHa noapobHaa MHPopMaLMA O MapLIpyTax A0 Hee.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT06pasnTb MHPOPMaLMIO O HACTPOEeHHbIX BGP-coceasx.

- ip-add — apgpec cocegHero BGP-cnvKepa, no Kotopomy by-
AeT oTounbTpoBaHa nHbopmaLma.

- detail — oT06pas3nTb NOAPOLHYIO MHPOPMALUIO.

- advertised-routes — o0T06pa3uTb TabauLy MapLpyToB,
aHOHCMPOBaHHbIX cOceay.
- received-routes — o0T06pasuTb TabauLy MNPUHMMAEMbIX

MapLUPYTOB A0 MPUMEHEHUA K HUM BXOAALLEN NONNTUKN

show ip bgp peer-group
name

OT06pa3nTb co3aaHHbIe Peer-rpynmnbl U UX HACTPOMKM.
- name — 0T06pa3nTb HACTPOIKM FPynMbl C UMEHEM hame

show ip bgp peer-group
name neighbors

OT06pasunTb COCTOALLMX B peer-rpynne cocesem

5.35.5 Hacmpoiika npomokona IS-1S

IS-IS (intermediate system to intermediate system) — NpOTOKON ANHAMMYECKOIN MapLUpyTU3aLIMK, OC-
HOBaHHbIN Ha TEXHOJ/IOTMWN OTCIEKMUBAHUA COCTOAHUA KaHana (link-state technology) n ncnonbsyrowmit ans
HaxoXAeHWA KpaTyaiwero nyty anroputm Lelkctpbl. MpoToKon IS-IS npeactasnseT coboi NpoTOKON BHYT-
peHHero wnto3a (IGP). MpoTokon IS-IS pacnpocTpaHAeT MHPOPMALMIO O AOCTYMHbIX MAPLIPYTaX MeXKAY MapLl-
pyTM3aTOpamMu O4HOM aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2a06anbHoU KOHpuU2ypauuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkume rnobanbHOM KOHGUrypaumm:

console (config) #
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Tabnnua 336 — KomaHab! pexuma rnobanbHoM KoHdUrypaumm

KomaHda

3HayeHue/3Ha4yeHue no ymoavYaHuIo

Aeilicmeue

router isis

no router isis

—/ISIS mapLpyTU3aTop OTK/OYEH

3anyckaer IS-IS mapwpyTtusatop. Bxoaut B
peXum KoHdurypaumm npotokona IS-IS.
OctaHaBnuBaetr IS-IS  mapwpyTtumsaTop.
Ypnanaet KoHoUrypaumio npoTokona IS-IS.

KomaHObI pexcuma KoHguaypauuu npomokona IS-I1S

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm npoTtokona IS-IS:

console (router-isis) #

Tabnnua 337 — KomaHab! pexkuma KoHpurypaumm npotoKkona IS-IS

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

address-family ipv4
unicast

MNepexogunT B pexxmum KoHpurypaumm Address-Family.

authentication key word
[level]

no authentication key

word: (1..20) cumBoNOB;

level: (level-1, level-2)/level-
1-2

3a4aTb K4 ayTEHTUPUKALMM B BUAE TEKCTA. Mcnonb3y-
etcs gns ayteHTUduraumm LSP, CSNP, PSNP PDU. laHHasn
HACTpOVKa UTHOPUPYETCA eC/iM ANs ayTEHTUPUKALLUN YKa-
3aHa key-chain.

- word — K/to4 B TEKCTOBOM Buae;

- level — ypoBeHb IS-IS, ona KOTOPOro NpPUMEHUTCA
HacTpoliKa.

Ypanaet ka4 ayTeHTUdUKaumn.

authentication key en-
crypted encryptedword
[level]

no authentication key

encryptedword: (1..128)
CYMBOJIOB;

level: (level-1, level-2)/level-
1-2

3aZaeT KoY ayTeHTUOUKaLUK B 3alUMPpPOBAHHOM BUAE
(Hanpumep, naponb B 3aWwMbpPOBAHHOM BUAE, CKOMUPO-
BaHHbIV C Apyroro ycTpoictea). Mcnonbsyerca AN ayTeH-
TuouKaumm LSP, CSNP, PSNP PDU. [laHHan HacTpoiKa ur-
HOpUpPYyeTCA ecaun ANs ayTeHTUdUKaunm yKasaHa key-
chain.

- encryptedword — Kntou B 3alUMPPOBAHHOM BUAE;

- level — ypoBeHb IS-IS, AnA KOTOPOro MpPUMEHUTCA
HacTpoliKa.

Yaanaer KAy ayTeHTUdUKaumm.

authentication key-chain
word [level]

no authentication key-
chain

word: (1..32) cumsona;

level: (level-1, level-2)/level-
1-2

3apaTb MMA CBA3KKM KAtoYel, KoTopaa byaeT ucnosnb3o-
BaTbCA ANA ayTeHTUdUKauum LSP, CSNP, PSNP PDU.

- word — “msA CBA3KU KNto4el;

- level — ypoBeHb IS-IS, Ana KOTOpOro npUMEHUTCA
HacTpoMiKa.

OTKNIOYAET PEXMM MCMO/Ib30BAHWUA CBA3KWU Katouel ans
ayTeHTUOUKaumK.

authentication mode
{text | md5} [level]

no authentication mode

level: (level-1, level-2)/level-
1-2;

Mo ymonuaHuio ayteHTUdU-
KaLys OTK/II0YeHa.

BKkntouaeT ayTeHTUOMKaymto B IS-IS n onpeaenser ee tmn:
- text — ayTeHTMOUKALMA OTKPLITbIM TEKCTOM;

- md5 — ayteHTMdMKauma MD5;

- level — ypoBeHb IS-IS, AnA KOTOPOro MpPUMEHUTCA
HacTpoMiKa.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

hostname dynamic

no hostname dynamic

—/BKAIOYEHO

BK/IIOUMTb NOAAEPMKKY AMHAMMYecKMX hostname.

BbIKNOUUTL NOAAEPKKY AMHAMUYECKUX hostname.
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is-type {level-1 | level-2-
only |level-1-2}

no is-type

—/level-1-2

3agaeT TMN maplupyTu3satopa B IS-IS gomeHe:

- level-1 — Bce B3aMmogencTBMA ¢ ApyrMmu MmapLupyTm3a-
TOPamM NPOUCXOZAT Ha 1 ypoBHe;

- level-2-only — Bce B3avmopaeincTauns ¢ Apyrumu mapLupy-
TM3aToOpaMM NMPOUCXOAAT Ha 2 YPOBHE;

- level-1-2 — ycTpoiicTBO NoaaepKUBaeT B3aMMOLENCTBUA
060oux ypoBHeM.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.

Isp-buff-size size

no Isp-buff-size

size (512-9000)/1500 6aitT

YcTaHaBAMBAET MaKCMMa/ibHO BO3MOXHbIA pasmep OT-
npasnsembix LSP u SNP. 3HaueHue Isp buffer size He
[LOJ/IKHO NpeBbiWwaTb 3HayeHue pdu buffer size.

YcTaHaBAMBaET 3HauYeHWe No YMON4YaHUIO.

Isp-gen-interval second [
level ]

no Isp-gen-interval

second: (1-65535000)/30000
MUNIMCERYH,;
level: (level-1, level-2)/level-
1-2

3342ET MMHUMAbHBIA MHTEPBAA B MC, MEXKAY reHepaumei
oAHoM 7 TOM Ke LSP.
- second — 3HaYeHUWE MHTEPBANA B MUIIMCEKYHAAX, MO UC-
TeyeHUn Kotoporo LSP morKeT ObiTb 3aHOBO CreHepupo-
BaHO.

- level — ypoBeHb N8 KOTOPOro NPUMEHUM LAHHbIN UH-
TepBan. Ecan He yKasbiBaTb, MHTEPBaN MNPUMEHUTCA K
060MM YPOBHAM.

YcTaHaBAMBaeT 3HAYeHue no YMO4YaHUIO.

Isp-refresh-interval sec-
ond

no Isp-refresh-interval

second: (1-65235)/900
CeKyHa;

3a4,36T MAaKCUMaNbHbIM MHTEPBAN B CEKYHAAX, MeXay re-
Hepaumen LSP.
- second — 3Ha4yeHWe UHTEpBaNa B CeKyHAAX, NO ucTeye-
HUKM KoToporo LSP 6yaeT 3aHOBO CreHepupoBaHo.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

max-Isp-lifetime second

second: (350-65535)/1200
CeKyHa;

3apaet Bpems KU3HU LSP.
3HayeHue JOMKHO 6bITb XOTA 6bl HAa 300 cekyHa, 6onblue,
yem Isp-refresh-interval.

- second — 3HayeHue B CeKyHAax.
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metric-style style [level]

style: (narrow, wide,
both)/both

level: (level-1, level-2)/level-

3a4aeT UCNoNb3yeMbI CTUAb METPUKM.

- narrow — MoaaepKMBaTh TONbKO CTaHAAPTHYIO (Y3KYy10)
METPUKY.

-wide — MNoaaepKunBaTb TO/IbKO PaCLLUMPEHHYIO METPUKY.
- both — MNoapepxuneaTb 06a CTUAA METPUKK.

- level — YpoBeHb AN KOTOPOro NPMMEHUM YKa3aHHbIM
CTUNb METPUKU. ECNKn He yKasbiBaTb, METPUKA

12 NPUMEHUTCA K 060MM YPOBHSAM.
. YcTaHaBAMBAET 3HAYEHME NO YMONYAHMIO.
no metric-style
YcTtaHaBauBaeT Tak HasbiBaembli NET (Network Entit
net XX.XXXX.XXXX.XX _ N ( y
Title) agpec — yHUKaNbHbIN MAEHTUDUKATOP MapLIPyTM3a-
Topa B npeaenax IS-1S gomena. Mpun 3anncn NET ncnonbsy-
eTCs WeCTHaAUATUPUYHAA CUCTEMA CHUCIEHMA.
Ypanaet ugeHTMduKaTop MapLupyTm3aTopa.
no net it AEHTUD p mapLipy p
OTkntoyaet npouecc ISIS.
shutdown poy
—/BrniodeHo Bkatouyaet npouecc ISIS
no shutdown pou ’
. . YcTaHaBAMBAET UHTEPBAN MEX, BYMs noc/iefoBaTe/lb-
spf interval maximum- P AY ABY A
. HbIMMK NepecyeTamu anropmutma SPF B MuanncekyHgax.
wait second
second: (0-

no spf interval maxi-
mum-wait

4294967295)/5000

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spf threshold restart-
limit number

no spf threshold restart-
limit

number: (1-4294967295)/10

YcTaHaBAMBAET CKOMbKO pa3 anroputm SPF moKeT 6bITb
npepsaH obHoBneHMem LSDB.

YcTaHaBAMBaEeT 3HAYEHNE MO YMONYAHUIO.

spf threshold updates-re-
start number

no spf threshold up-
dates-restart

number: (1-
4294967295)/4294967295

3apaeT KonnyecTso obHoBNAEeHUI LSDB, npu KoTopbix anro-
puTm SPF ocTaHaBaMBaeTCA U nepe3anycKaeTca

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spf threshold updates-
start number

no spf threshold up-
dates-start

no max-Isp-lifetime

number: (1-
4294967295)/4294967295

Konunuyectso o6HoBneHu LSDB, Heobxoamnmoe ana Hemegs-
NeHHOro 3anycka anroputma SPF (spf interval maximum-
wait Npu aToM UrHopupyeTcs).

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHpuaypauuu Address-Family

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume KoHdurypaumm Address-Family:

console (router—-isis—-af) #

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx

335



HELTEX

Tabnnua 338 — KomaHab! pexkuma KoHdurypaumm Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);
type: (internal,
external);
metric: (1-16777215);
name: (1-32) cumBona.

PaspewaeT uMnopT connected mapLpyToB:

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATLCA Ne-
pepacnpeaeneHme MapLipyToB;

- type — yCTaHOBWUTb MMMNOPTUPYEMbBIM MapLIPYTam TUMN MeT-
PVIKK;

- metric — 3HaYeHWe MEeTPUKN AN UMNOPTUPYEMbIX MApLL-
pyTOSB;

- name — vma cTaHgapTHoro IP ACL, KoTopblii byaeT uc-
NoNb30BaH A8 GUAbTPALUM UMNOPTUPYEMBIX MAPLLPYTOB.
Ecnun rnobanbHO BKAKOYEH CTaHAAPTHbLIN (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA METPUKK bonblue 63 ByayT yKasaHbl B
TLV Kak 63.

bes napameTpos 3anpeLaeT MMNOpT connected mapLwpyToB
B IS-IS. B cnyyae yKasaHma napameTpa BO3BpaLlaeT ero ae-
donTHOe 3HaYeHMe.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal,
external);
metric: (1-16777215);
name: (1-32) cumBona.

PaspelsaeT MMnNopT cTaTUYECKNX MapLupyTos B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATLCA Ne-
pepacnpeaeneHne MapLipyToB;

- type — ycTaHOBUTb UMMNOPTUPYEMbBIM MApLUPYTam TUN MeT-
pUKK;

- metric — 3Ha4YeHWe MEeTPUKN ANA MMNOPTUPYEMbIX MapLU-
pyTOB;

- name — vma cTaHgapTtHoro IP ACL, KoTopblii byaeT uc-
NONb30BaH A8 GUALTPALUN UMMNOPTUPYEMBIX MAPLLPYTOB.
Ecnu rnobanbHO BKNKOYEH CTaHAAPTHbIM (narrow) cTuab meT-
PUKM, BCE 3HaYEHUss METPUKK Bonblue 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpeLLaeT MMNOPT CTaTUYECKMUX MapLUIpy-
TOB B IS-IS. B cnyyae ykasaHuA napameTpa Bo3BpallaeT ero
nedonTHoe 3HayeHue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal,
external);
metric: (1-16777215);
name: (1-32) cumBona.

Paspelwwaet umnopt mapwpytos u3 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATLCA Ne-
pepacnpegefneHne MmapLupyTos;

- type — ycTaHOBUTb UMMNOPTUPYEMbBIM MApPLUPYTaM TUN MeT-
pUKK;

- metric — 3Ha4YeHne MeTPMKUN ANA UMMNOPTUPYEMbIX MapLL-
pyTOB;

- name — vma cTaHgapTtHoro IP ACL, KoTopblii byaeT uc-
NoNb30BaH A8 GUABTPALLUKM UMMNOPTUPYEMBIX MAPLLPYTOB.
Ecnu rnobanbHO BKAKOYEH CTaHAAPTHbIM (narrow) cTuab met-
PWKW, BCE 3HAYEHUA METPUKM bonblue 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoBs 3anpelLaetT UMNOpT mapLpyTos M3 RIP B IS-
IS. B cnyyae ykasaHus napameTpa Bo3BpalLaeT ero aedont-
HOe 3HauyeHue.
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redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal,
external);
metric: (1-16777215);
name: (1-32) cumBona.

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

Paspelwaet umnopt mapwpytos n3s BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIM ByAeT BbINOAHATLCA Ne-
pepacnpegefieHne MapLupyToB;

- type — ycTaHOBUTb UMMNOPTUPYEMbBIM MApLUPYTam TUN MeT-
pUKK;

- metric — 3Ha4YeHWEe METPUKU AN UMNOPTUPYEMbIX MapLL-
pyTOB;

- name — nmaA cTaHgapTHoro IP ACL, KoTopblii byaeT uc-
NOoNb30BaH A8 GUABTPALUY UMMNOPTUPYEMBIX MAPLLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHAAPTHbLIM (narrow) cTuab meT-
PVKW, BCE 3HAYEHUA METPUKK Bonblue 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLtaet UMNopT mappyTos 13 BGP B
IS-IS. B cnyyae ykasaHuMA NnapameTpa BO3BpaLlaeT ero ge-
dbonTHOE 3HayeHwe.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal,
external);
match:(internal,
external-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona.

no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

Paspewaet umnopt mapwpytos ns OSPF B IS-IS.

- id — naeHTndukaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATLCA Ne-
pepacnpeseneHe MapLIpyToB;

- type — yCTaHOBWUTb MMMNOPTUPYEMbBIM MapLIPYTam TUMN MeT-
PVIKK;

- match — Tun mapwpyTta OSPF, nognexawmii umnopTy.

- metric — 3HaYeHWe METPUKN AN MMNOPTUPYEMbIX MapLL-
pyTOSB;

- name — umsa cTaHgapTHoro IP ACL, KoTopblv byaeT uc-
NoNb30BaH 418 GUALTPALUM UMNOPTUPYEMbIX MAPLLPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHAAPTHbLIN (narrow) cTunb meT-
PUKM, BCE 3HaUYEHUss METPUKK Bonblue 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpeLtaet umnopT mapwpyTtos U3 OSPF B
IS-IS. B cnyyae ykasaHMA NnapameTpa BO3BpaLLaeT ero ge-
donTHOe 3HaueHue.

KomaHObI pexcuma KoHguaypauyuu uHmepaetica Ethernet, VLAN:

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnua 339 — KomaHgb! pexkuma KoHdurypaumnm nntepdeliica Ethernet, VLAN

KomaHda

3HayeHue/3Ha4yeHue
110 YMOAYGHUIO

Aelicmeue

ip router isis

no ip router isis

—/BbIK/IOYEHO

BK/ItOYAET NPOTOKO MapLIpyTM3aumm IS-IS Ha Tekyliem MHTep-
deiice.

BbIKNIOYAET NPOTOKO MapLLPYTM3aL K IS-IS Ha TeRyLLEM UHTep-
deiice.

isis authentication key
word [level]

no isis authentication key

word: (1..20)
CMMBO/10B;
level: (level-1, level-
2)/level-1-2

3apaTb KN4 ayTeHTUMKaLMK B BMAe TeKcTa. Mcnonb3ytotcs
ana ayteHTuédmKaumm HELLO PDU. JaHHas HacTpoiiKa UrHopu-
pyeTca ecam Ana ayteHTMdUKaumm ykasaH key-chain.

- word — K104 B TEKCTOBOM Buae;

- level — yposeHs IS-1S

YpanseT katou ayTeHTUdUKaumn.
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isis authentication key en-
crypted encryptedword
[level]

no isis authentication key

encryptedword:
(1..128) cumsonos;
level: (level-1, level-
2)/level-1-2

3apaeT KAY  ayTeHTUGUKaumm B 3awmdpoBaHHOM Buae
(Hanpumep, naponb B 3aWwMdpPOBAHHOM BUAE, CKOMMPOBAHHbIN
C Apyroro ycTpoictsa). Ucnonbayotca Ana ayteHTUdMKauum
HELLO PDU. [laHHas HacTpoWKa UTHOPUPYETCA eCAN ANA AyTEH-
TMdUKaLmm yKasaH key-chain.

- encryptedword — Kntou B 3aWINMPpPOBaHHOM BUAE.

YpanseT ka4 ayTeHTUGUKaLmn.

isis authentication key-
chain word [level]

no isis authentication key-
chain

word: (1..32) cumsona;
level: (level-1, level-
2)/level-1-2

3apaTb MMA CBA3KM KAloYel, KoTopasa byaeT MCnonb30BaTbeA
ana aytreHTudumkaumm HELLO PDU.
- word — VMMA CBAI3KM K/OYEN.

OTKNKOYAET PeXMM MCNONb30BAHUA CBA3KM Klouel ANs ayTeH-
TMdUKaLMK.

isis authentication mode
{text | md5} [level]

no isis authentication mode

level: (level-1, level-
2)/level-1-2;

Mo ymonyaHuio ayTeH-
TUPUKaALMA OTKAIO-

BkntouaeT ayteHTMdMKaumio B HELLO PDU Ha Tekywem uHTep-
delice u onpegenneT ee TUN:

- text — ayTeHTUOUKALMA OTKPLITbIM TEKCTOM;

- md5 — ayteHTMdMKauma MD5.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

yeHa.
s YKa3bIBaeT, COCEACTBA KAaKOro YPOBHA MOXKHO GOPMMUPOBATb Ha
isis circuit-type {level-1 | ! p'v vp opmup
AaHHOM nHTepdeiice.
level-2-only |level-1-2}
—/level-1-2
s YcTaHaBAMBAET 3HAaYEHWE MO YMOMYAHUIO.
no isis circuit-type
.. . . YcTaHaBAnBaeT METPUK A faHHOro nHTepdeica.
isis metric metric [level] ) PUKY ANIA 4y po
- metric — 3Ha4YeHWe MeTpUKU. Ecnu rnobanbHO BKIKOYEH CTaH-
metric: (1- AapTHbIM (nNarrow) cTUAb METPUKM, BCe 3HAYEHUs METPUKMU
16777215)/10; 6onblie 63 6yayT yKasaHbl B TLV Kak 63.
level: (level-1, level- - level — yposeHb IS-IS, 0na Komopozo 6ydem npumeHamMeca
2)/level-1-2 Mempuka.

no isis metric

YcTaHaBAMBaEeT 3HAYEHUE MO YMOYAHUIO.

isis passive-interface

—/NaccuBHbINA peskum

MepeBoAnT MHTepdeNC B NACCMBHbIN pexkum. B sTom pexnme
nHTepderic He oTnpaBaseT 1 He npuHUmaeT HELLO PDU.

. . - OTK/tOYeH YcTaHaB/MBaET 3HAYEHUE MO YMOYAHUIO.
no isis passive-interface
- . . YcTaHaBauBaeT TMN MHTepdelica point-to-point.
isis network point-to-point
—/broadcast YcTaHaB/MBAET 3HAYEHUE MO YMOIYAHMIO.

no isis network point-to-
point

isis hello-padding value

no isis hello-padding

value: (disable, enable,
adaptive)/enable

YcTaHaBAMBaeT pexxum paboTbl naganHra hello-coobuieHuii.
- disable — oTKAOUMTbL NaaAMHT BO Bcex coobuleHusx hello;

- enable — BKAOYUTL aaanHT BO Bcex coobuieHuax hello;

- adaptive — BKAOYMTb NaAAMHT 40 YCTAHOBNEHUA COCEACTBA.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

isis pdu-buff-size size

no isis pdu-buff-size

size (512-9000)/1500
6ant

YctaHasnuBaetr pasmep hello PDU. 3HaueHue pdu-buff-size
BONMXKHO 6bITb 60sbLUe 3HaUeHus Isp-buff-size.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHguaypayuu uimepaetica Loopback:

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if)#
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Tabnnua 340 — KomaHgbl pexkuma KoHdpurypaummn nutepoeica Loopback

KomaHda

3Ha4yeHue/3HayeHue
1o yMmon4aHuro

Aeilicmeue

ip router isis

no ip router isis

—/BbIK/OYEHO

BkatoyaeT NpoTOKON mapLuipyTu3saumm IS-IS Ha TeKywem uHTep-
deiice.

BbIkntoyaeT NpoTOKON MapLpyTmsaunm IS-IS Ha Tekywem nHTep-
deiice.

isis circuit-type {level-1 |
level-2-only |level-1-2}

YKa3blBaeT, COCEACTBA KAaKOro YPoBHA MOXHO GOPMMUPOBaTb Ha
OaHHOM nHTepdeiice.

—/level-1-2
T YcTaHaB/MBAET 3HAYEHUE MO YMOMYAHUIO.
no isis circuit-type
isis metric metric [level] YCTaH?BﬂMBaET MEeTPUKY ANA AaHHOro nHTepdeiica.
- metric — 3HayeHne MeTpUKK. Ecam rnobanbHO BKAKOYEH CTaH-
metric: (1- OApPTHbIM (narrow) CTUAb METPUKK, BCE 3HAYEHUSs METPUKMU
16777215)/10; 60nblwe 63 6yayT ykasaHbl B TLV Kak 63.
level: (level-1, level- - level — yposeHb IS-IS, 0na Komopozo 6ydem npumeHameca
2)/level-1-2 Mempuka.

no isis metric

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

isis passive-interface

no isis passive-interface

—/NaccuBHBbIN peXxum
OTK/ItOYeH

MepeBoAnUT NHTEpPdEIiC B NACCUBHBIN pexnm. B aTom perkmme
MHTepdeinc He oTNpaBaseT n He npuHMmaeT HELLO PDU.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM UMeEeT BUA,:

console#

Tabnunua 341 — KomaHgbl pexuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

show isis database [/evel]

level: (level-1, level-2)

OTobparkaeT 6a3y AaHHbIX TONOJOrMM NpoToKona IS-IS.

- level — yka3biBaeT ypoBeHb npoTokona IS-1S, 6a3y AaHHbIX KO-
TOpOro Heo6xo04MMO 0TO6PaA3UTL.

show isis hostname

OT0b6parkaeT U3BeCTHble COOTBeTCTBUA SystemID u Hostname

sh isis interfaces [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48);
loopback: (1-64); vlan-
id: (1-4094)

OTobpakaeT HPopmaLmio 06 uHTepdeiicax, yuacTeyloLWKMX B
IS-IS.

sh isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback loopback|
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48);
loopback: (1-64); vlan-
id: (1-4094)

OTobparkaeT MHGoOpMaLMIo O coceasnx.

- detail — ncnonbsoBaHmMe gaHHOro NnapameTpa No3eonseT
0TO06Pa3nUTL AeTasbHy MHGOPMaLMIO O coceanx.
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clear isis

CHpoCUTb BCE COCEACTBA M OYUCTUTL TabAULLY MapLIPYTM3aLLMK
IS-IS.

5.35.6 Hacmpoiika Route-Map

MpumeHeHWe route-map NO3BONAET UIMEHSATb aTPUOYTbl Y aHOHCUPYEMBIX U MPUHUMAEMBIX MAPLLPYTOB

BGP.

KomaHObI pexcuma 2nobanbHol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 342 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

route-map name [
section_id ] [ permit | deny

]

name: (0..32) cumBona;
section_id: (1..
4294967295).

no route-map name [
section_id ] [ permit | deny

Cospgaet 3anucb route-map.
MNepeBoANT KOMaHAHYIO CTPOKY B peXXMM KOHUIypupoBaHua
route-map.
- name — Ha3BaHue route-map.
- section_id — Homep 3anucu B 3101 route-map.
- permit — npumeHuUTb set KomaHabl K MapLipyTam,
- deny — oT6pPOCUTb MapLLpPyTbI.
V MakcumanbHoe Konuuyectso route-map

32

]

(BKNKOYaA cekuumn ogHoro route-map)
Ypanutb route-map

- section_id — ypansaet 3anucb ¢ Homepom section_id

KomaHObI pexcuma KoHU2ypayuu cekyuu route-map

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KOHPUrypaLumm cekumm route-map:

console (config-route-map) #

Tabnnua 343 — KomaHabl pexruma KoOHPUrypauum cekumm route-map

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeilicmeue

continue section_id [ and ]

section_id: (1..
4294967295).

no continue

3asatb HOMep cneayloweit cekummu route-map, Kotopas 6y-
AeT NPUMEHEHa K MapLIpyTam, Nocie NPUMEHEHUA TeKyLLEen.
- and — yKasbiBaerT, 4To match yctaHoBKM B 3TOM route-map
LO/MKHbI BbITb IorMyeckn obveanHeHbl (AND) ¢ match ycTa-
HOBKamu B route-map, 0603HaYeHHbIX MapameTpom
section_id.
CospgaHme uenouek route-map (6e3 napamertpa
V and) Bo3amoxkeH, ecm TMN route-map BbICTaB/IeH B

Ecnv npu co3paHMK Lenoyku npumeHseTca napa-
meTp and, To Bce set YCTaHOBKMU AO/XKHbI Haxo-
BUTbCA B NOCNeAHel CeKLMU ITOU LLENOYKM.

permit.
CbpacbliBaeT yCTaHOBKY
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match ip [ address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apaet cootBetcTBue prefix-list u agpeca mapwpyTa.
- address — cootsetctaue prefix-list u ip agpeca mapupyrta.
- next-hop — cooteetctBue prefix-list u next-hop ip agpeca
MapuwpyTa.
- route-source — cooTseTcTBue prefix-list n ip agpeca ncrou-
HWKa mapLupyTa.
| Y106bl He OTOpacbiBaNMChb OCTa/lbHble MapLUPYThbI,
V He yKasaHHble B prefix-list, Heo6xoaumo cospatb
nycToil route-map 1 NpUBA3aTb €ro K TEeKyLLemy ye-
pes continue

C6paCbIBBET cooTBeTCTBUE

match local-preference value: (1.. 3ajaeT cooOTBETCTBME Mapwpyta c aTtpubytom local-
value 4294967295). preference.
no match local-preference CbpacbiBaeT cooTBETCTBUE
match metric value value: (1.. 3a/aeT COOTBETCTBME MApLUPYTA C aTpnbyTom metric.
4294967295).
no match metric CbpacbiBaeT cOOTBETCTBUE
match origin [ igp |egp | 3a/aeT COOTBETCTBME MApLUPYTa C aTpnbyTOoMm origin.
incomplete ] - igp — MapwpyT 6bl NONYYEH U3 NPOTOKOMA BHYTPEHHEN
MapLupyT13auum (Hanpumep KomaHgou network)
- egp — MapLpyT Hbln Bbly4eH No npoTokoay EGP.
- - incomplete — mapLpyT 6b1/1 Bbly4eH KaKMM-TO MHbIM 06pa-
30m (Hanpumep KomaHaol redistribute)
no match origin CbpacbiBaeT cooTBETCTBUE
set as-path path-limit [o6asutb K mapwpyty atpubyT AS_PATHLIMIT.
value HyneBoe 3HauyeHWe orpaHNYNBAET aHOHCUPOBAHME JIOKANbHO
CreHepMpoBaHHbIX MapLUPYTOB, TO/bKO mexay iBGP coce-
value: (0-255) Aamu (He 6yayT BuAaHbI ana eBGP).

no set as-path path-limit

3HayeHue 6onblwe 0 o3Hayaet, yto ecnm AS_PATH atpubyt
nmeet bonblwe AS-Homepos, Yem 3HaueHne AS_PATHLIMIT,
TO HYXXHO ero oTbpocuTb Npu Bbixoae B eBGP.

CbpacbiBaeT path-limit

set as-path prepend
as_number

as_number: (1-

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

4294967295)
no set as-path prepend CbpacbiBaeT gobasneHue K AS-Path
set as-path prepend local- [o6asuTb K aTpnbyTy AS-Path value Homepos Local AS (Ha Bbl-
as value xog, eBGP coceay).

value: (0-10) A AY)

no set as-path prepend lo-
cal-as

CbpacbiBaeT gobasneHue K AS-Path

set as-path remove
as_number

no set as-path remove

as_number: (0..127)
cMmBosIa

Ypanute n3 atpmnbyta AS-Path ykasaHHyto AS

C6pacbiBaeT yaaneHve

set ip next-hop ip_address

no set ip next-hop

YctaHoBUTb next-hop aTpubyT maplupyTa.
- ip_address — IP-agpec next-hop

CbpacbiBaeT yCcTaHOBKY aTpmnbyTa next-hop

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBUTL 3HayeHue aTpubyTa local-preference.

CbpacbliBaeT ycTaHOBKY aTpmbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBWTb 3HaYeHue aTpubyTa metric.

CbpacbliBaeT ycTaHOBKY aTpmbyTa metric.

set next-hop-peer

no set next-hop-peer

YcTaHOBWTL 3HaYeHue aTpubyTa next-hop, Kak agpec coceaa.

CbpacbiBaeT ycTaHOBKY aTpubyTa
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set origin [ igp |egp | in- YCcTaHOBUTb 3Ha4YeHue aTpubyTa origin.

complete ] - igp — MapwpyT 6bl1 NONYYEH M3 MPOTOKO/MA BHYTPEHHEMN
MapLupyT13auum (Hanpumep KomaHzow network)

— - egp — MapLupyT 6bIN BblydeH No npoTokoay EGP.

- incomplete — mapLpyT 6b1/1 Bbly4eH KaKMM-TO MHbIM 06pa-
30M (Hanpumep KomaHgoit redistribute)

no set origin CbpacbliBaeT yCTaHOBKY aTpmbyTa origin.

set weight value YcTaHOBWTL 3HaYeHwue aTpubyTa weight.
- value: (1-4294967295) >

no set weight CbpacbiBaeT ycTaHOBKY aTpmbyTa weight.

KomaHObI pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMHbI 417 NPUBUAETMPOBAHHOIO NO/b30BATENA.
BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabnunua 344 — KomaHgb! pexxuma privileged EXEC

3HayeHue/3HayeHue .
KomaHda / Aelicmeue
1o ymMmon4aHuro

show route-map [name] MpocmoTp MHbOpPMaLMM O CO34aHHbIX route-map.

- name — nmaA route-map.

name: (0..32) cumBona

KomaHObI pexcuma KoHguaypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica epynnsl nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B perKMme KoHpurypauum nHtepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 345 — KomaHapl pexknma KoHourypaumm nitepodeiica Ethernet, VLAN, nHtepdeiica rpynnbl nopTos

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
ip policy route-map name MpUMeHUTb route-map ¢ MMeHeM name AnA 334aHHOro WH-
name: (0..32) cumeona Tepoeiica.
no ip policy route-map Ypanutb route-map ¢ uHTepderica.

5.35.7 Hacmpolika Prefix-List

Prefix-n1cTbl N03B0AAI0T GMALTPOBATL MPUHUMAEMbIE U @aHOHCHMPYEMbIE MapLLPYTbl MPOTOKON0B ANHaMMYe-
CKOM MapLupyTU3aLmm.

KomaHObI pexcuma 2nobanbHol KoOHpu2ypauyuu

BunAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #
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Tabnunua 346 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmesue

ip prefix-list list-name [seq
seq_value] [description
text] {deny | permit}
ip_address [mask] [ge
ge_value] [le le_value]

list-name: (1..32);
seq_value: (1..
4294967294);

text: (0..80) cumBona;

ge_value: (1..32);

le_value: (1..32)

no ip prefix-list list-name [
seq seq_value]

Coszparb Prefix-list.
- permit — paspelatoLiee aeicTBUe ANA MapLUpyTa
- deny — 3anpeuatouiee aencrame gna maplipyTta
- list-name — ums cosgasaemoro prefix-nucra
- seq_value — Homep 3anucK B cnncke npedurKcos
- text — onucaHmne cnucka npedukcos
- ge_value — cooTBeTcTBUE A/MHE npeduKca, paBHOW MM
6o/bliel, yem HacTpoeHHan AnuHa npeduKkca
- le_value — cooTBeTcTBME AnNHe NpeduKca, KOTopaa paBHa
WM MeHbLUe HAaCTPOEHHOM A/IMHbI NpeduKca.
Ecnu He HalwNOCb HY OAHOTO COOTBETCTBUA, TO ByaeT
V npumeHeHa HeAIBHaA NOJIMTUKA NO ymonuyaHuio deny
any.

Ypanute co3gaHHbii Prefix-List.

KomaHObl pexcuma privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO MOAb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnunua 347 — KomaHgb! pexuma privileged EXEC

3HayeHue/3Haye-
Komanoa Hue ro ymosnya- Aeilicmsue
HUKL
show ip prefix-list [name] name: (0..32) MpocmoTp nHGopmMaumm o cozgaHHbix prefix-list.
cMmBONa - name — nma prefix-list.

5.35.8 Hacmpoiika ceasKu Kknwoveli

CBA3Ka K/Ao4Yell nossBonseT co3gaTb Habop naponeit (Kntouyeit) ¢ nocneayowein BO3MOMHOCTbIO
HaCTPOIMKM BpeMeHU AeiCTBUA KaXKaoro napons. CosgaHHble Napoan MoryT MCNoNb30BaTbes NpoTokonamu RIP,

OSPF, IS-IS gna ayteHTUdMKaLmu.

KomaHObI pexcuma 2a06anbHoU KOHpuU2ypauuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 348 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue no yMmoavYaHuo

Aelicmesue

key chain word

word: (1..32) cumsona/—

KNto4en.

Co3paeT cBA3KY KAouel ¢ umeHem word n
BXOAMT B PEXMM KOHOUrypaumm CBA3KK
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| no key chain word | Ynanaert cBA3Ky KAoYen ¢ umeHem word.

KomaHObI pexcuma KoHgu2ypauuu c8a3Ku Karoyel

BuA 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUIypaLmm CBA3KN Katoyeil:
console (config-keychain) #

Tabanua 349 — KomaHabl pexkmma KOHPUrypauum cBAaskn Katove

KomaHoa 3HavyeHue/3Ha4yeHue No ymoaYaHuIo
Aelicmesue

key key_id Co3paeT KAty ¢ MaeHTudmuKaTopom
key_id v BXogmnT B pexxmum
KOHdUrypaumm Katova.

key_id: (1..255)/—

no key key_id YpanaeT Knwou ¢ MaeHTUduKaTopom

key id.

KomaHObI pexcuma KoHgu2ypayuu Kar4a

Bupg 3anpoca KOMaHAHOM CTPOKM B pexnume KOHOUrypaumm Karoua:
console (config-keychain-key) #

[aHHbIA peXXnum LOCTYNeH M3 pPerKMma KOHPUIypaumumn CBA3KK KAOYen U npegHasHavyeH gas 3agaHua
CaMOTro K/t04a M ero napameTpos.

Tabanua 350 — KomaHabl pexkmma KoHPUrypauum Knroua

KomaHoa 3HavyeHue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO

key-string word 3apaeT 3Ha4YeHue Katova.
y g. word: (1..16) cumsonos/— A
no key-string Ypanaer 3HauyeHue Katova.

encrypted key-string encryptedword 3apaeT 3HaYeHUe KaoYa B
3awmndpoBaHHOM BUAE.

- encryptedword — 3awmndpoBaHHbIN
encryptedword/— naposb (Hanpumep, Naposb B
3alndpoBaHHOM BUAE,
CKOMMPOBAHHbIN C Apyroro

yCTpoicTsaa).
no encrypted key-string Ypanaer 3HauyeHue Katova.
accept-lifetime time_to_start 3a4aeT BpeMA KU3HM KAto4a, B
{time_to_stop | duration | infinite} TeYeHne KoToporo Katoy byaer

OEeUCTBUTENEH ANA CBEPKU C K/IHOYOM B
NPUHUMaEMBbIX COOBLLEHUNAX.

- time_to_start — Bpems 1 gaTta
Hayana AencTBmA Kwoua.

3apaetca B popmate hh:mm:ss month
—/Bceraa aencrauteneH day year

- time_to_stop — Bpema v gata
npeKpaLLeHna 4encTBua Katoya.
3apaetca B popmate hh:mm:ss month
day year

- duration — 3apaet
NPOAO/IKUTENbHOCTb AEUCTBUA K/tOYa
B CeKyHAax
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no accept-lifetime

- infinite — ycTaHaBAnBaeT
6eCcKOHeYHOe Bpema AelCTBUA Ktoya

YpanuTb Bpemsa XXU3HU Katoya

send-lifetime time_to_start
{time_to_stop | duration | infinite}

—/Bcerga pencreutesneH

no send-lifetime

3apaeT BpeMA XKU3HU KAto4a, B
TeYyeHne KoToporo Katoy byaer
LencTBUTENEH ANA OTNPABKMU
coobLWeHni.

- time_to_start — Bpemsa 1 garta
Hayana AencTBuA Katova.

3apaetca B popmate hh:mm:ss month
day year

- time_to_stop — Bpema v gata
npekpaLLeHna 4encTBua Katoya.
3apaetca B opmate hh:mm:ss month
day year

- duration — 3apgaet
NPOAOIKUTENbHOCTb AEMACTBMA KtoYa
B CeKyHAax

- infinite — ycTaHaBnuBaeT
6ecKoOHeYHoe Bpems AeNCTBUA KaoYa

YpanuTb BpemMaA XKU3HU KAtoYa.

/' Ecnu e Kakoii-mo MomMeHM epemeHU cpasy HecKonbKo Katoyeli 6ydym aenameca delicmeumens-
4 HbIMU, MO haKMu4YecKu ucnonb3o0eamscsa 6ydem Kar4 ¢ HAUMEHbWUM UOeHmugpuKkamopom.

KomaHOwbi pexcuma privileged EXEC

BuAa 3anpoca KOMaHAHOWN CTPOKM UMEET BUL,:
console#

Tabnnua 351 — KomaHabl pexkuma privileged EXEC

KomaHda 3Ha4yeHue/3HayeHue no ymonya-
Huio

Hlelicmeue

show key chain word word: (1..32) cumsona/—

OTobparkaeT UHGOPMaLMIO O CBA3KE
KAtoYel ¢ umeHem word.
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[pumepbl 8bINOAHEHUS KOMAHO

Co3aaTb CBA3KY K/to4yen c UMmeHemM namel u NnoMecTuTb B Heé ABa Katoda. Ha Kntoue key 2 HacTpouTb
BPEMEHHOM MHTEpPBas, B TEYEHME KOTOPOro 3TOT K/OY MOXKET ObITb MCMO/Ib30BAH A8 CBEPKU C KAOYOM B
NPUHATbIX NaKeTax.

console (config) #key chain namel

console (config-keychain) #key 1

console (config-keychain-key) #key-string testkeyl

console (config-keychain-key) fexit

console (config-keychain) #key 2

console (config-keychain-key) #key-string testkey2

console (config-keychain-key) #faccept-lifetime 12:00:00 feb 20 2020 12:00:00 mar 20 2020
MoKa3aTb MHGOPMaALMIO O CO34aHHOM CBA3KE KtOYEN:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRgqddPOa7W304gfrNBeGhigRuwwpomWCy69nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIJwHBL6UXZyWVPzbqZ/6fI0OF3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.35.9 banaHcuposKka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

BbanaHcmposKka Harpy3skn ECMP nos3sonset nepegasaTb NakeTbl OAHOMY MOJydYaTeNto MO HECKOJbKUM
«AYYLWMM MapLupyTamy». [laHHbIA QYHKLMOHAN NpeaHa3HayveH Ana pacnpeaeneHns Harpysku 1 onTMmmsaumm
nponyckHol cnocobHoctn cetn. ECMP moxkeT paboTaTb Kak CO CTaTUMECKMMM MapLLUpyTaMiu, Tak U C NPOTOKO-
NlaMun guHamMmmnyeckor mappytusaumm RIP, OSPF, BGP.

KomaHObI pexcuma 2a06anbHol KOHpuU2ypauuu

Bua, 3anpoca KomaHAHOW CTPOKM B pexkume rnobanbHoN KoHdUrypauum:
console (config) #

Tabnnua 352 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3Ha4eHue ”
KomaHda / Aelicmeue
N0 yMOMYAHUIO
ip maximum-paths maxi- 3a4aTb MAKCMMaJIbHOE KOJIMYECTBO MyTel, KOTopbie MOryT
mum_paths . 6bITb ycTaHOBNEHDI B FIB Ana Kaxaoro mapupyta.
maximum_paths: "
1.64)/1 HacTpoiika BCTynUT B CMAy TONbKO NOCAe COXpaHe-
(1. HUA KOHUrypauum n nepesarpysku ycTpomcTea.
no ip maximum-paths YCTaHOBUTb 3HaYeHME N0 YMOYAHMIO.
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5.35.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTokon VRRP npeaHasHayeH gna pe3epBUpPOBaHMA MapLIpyTU3aTOPOB, BbIMOJHAKOLWMX POJIb W33
Mo yMoa4aHuIo. ITO gocTuraetcs nytém obveanHeHua IP-uHTepdelicos rpynnbl MapLwpyTM3aTopoB B OAMH
BMPTYasibHbIA, KOTOPbIN ByAeT MCNoAb30BaTbCA KaK LWJ03 NO YMOAYAHUIO AN KOMMbOTEpPoB B ceTu. Ha
KaHa/IbHOM YpOBHe pesepBupyemble UHTepdeiicbl nmeroT MAC-agpec 00:00:5E:00:01:XX, rae XX — Homep
rpynnbl VRRP (VRID).

Tonbko oaMH U3 GU3MYECKUX MapLIPYTM3aTOPOB MOMKET BbINONHATL MApLUPyTU3aLMio TpaduKa Ha
BUpTyanbHOM IP-uHTepdeince (VRRP master), octanbHble maplipyTusaTopbl B rpynne npegHasHayeHbl Ans
pesepsuposaHusa (VRRP backup). Bbibop VRRP master nponcxoaut B cootsetcTeum ¢ RFC 5798. Ecam Terywmin
master CTaHOBWUTCA HeAOCTYyMHbIM — BblIOOpP master'a nosTopseTrca. HauBbiCWMA NpUOPUTET UMmeeT
MapLpyTmM3aTop ¢ cobcTBeHHbIM IP-agpecom, coBnagamoWmMM ¢ BUPTYasbHbIM. B cnyyae AOCTYNHOCTM OH
Bcerga ctaHosutca VRRP master. MakcumansHoe konnvectso VRRP-npoueccos — 50.

KomaHObI pexcuma KoHgu2ypauuu uHmepagpeticos Ethernet, VLAN, uHmepgelica epynmnsl nopmos

BunA 3anpoca KOMaHAHOMW CTPOKM B perKMme KoHpUrypauum nntepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnnua 353 — KomaHapl perknma KoHourypaumm uHtepdeiica Ethernet, VLAN, nHtepdeiica rpynnbi nopTos

Komanda 3Ha4yeHue/3HayeHue Neiicmaue
no yMmoA4YaHuro

vrrp vrid description text vrid: (1..255); [obasneHne onucaHua LenuM uam ucnonb3oBaHua ana VRRP
text: (1..160 MapLLpyTU3aTopa C MAeHTUPUKaTopom vrid.

no vrrp vrid description CMMBONOB). Ypanernune onucanma VRRP-mapwpyTtusaTopa.

vrrp vrid ip ip_address Onpepenenune IP-agpeca VRRP-mappyTtmnsaTopa

no vrrp vrid ip [ip_address] Ypanenwue IP-agpeca VRRP ¢ mapwpyTtusaTopa. Ecam B kKavectse
vrid: (1..255) napameTpa He yKa3aH IP-agpec, To yaanatca sce IP-agpeca Bup-

Tya/ibHOrO MapLUPyTMU3aTOpPa, BCAEACTBME YEro YAIMTCA U cam
BMPTYabHbI MapLUpyTU3aTop vrid Ha JAHHOM YCTPOMCTBE.

vrrp vrid preempt Br/toueHWe pexmma, npu Kotopom backup-maplupyTusaTop c
601ee BbICOKMM NpuopuTeTom byaeT NbiTaTbCa NepexsaTmTb Ha
cebs ponb master y Tekywiero master-mapLpyTtmsartopa c 6onee

vrid: (1..255); HU3KMM NPUOPUTETOM.
Mo ymonyanuio MapLipyTtusatop, KOTopblii ABnAeTcA BAagenbuem IP-
BKJ/IIOYEHO V agpeca mapupytusaTtopa, 6yaeT nepexsaTbiBaTtb Ha
ceba ponb master HeE3aBMCUMO OT HACTPOEK AAHHOW
KOMaHAbl.
no vrrp vrid preempt YcTaHOBKA 3HaY€HUsA N0 YMONYaHUIO.
vrrp vrid priority priority vrid: (1..255); HasHayeHwne npuoputeta VRRP-mapwpyTtnsatopa.
no vrrp vrid priority priority: (1..254); YCTaHOBKA 3HAYEHUA MO YMOAYAHUIO.
Mo ymonuanuto: 255
AnAa snagenoua IP-
agpeca,100 pna
OCTa/IbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoyeHne VRRP npoTokoia Ha AaHHOM MHTepdeice.
no vrrp vrid shutdown Mo ymonyaHuio: BkntoueHne VRRP npoTtoKona Ha gaHHOM uHTepdelice.
BbIKOYEH
vrrp vrid source-ip ip_ad- Onpegenenne peanbHoro VRRP-agpeca, KoTopbit bygeTt uc-
dress vrid: (1..255); nonb30BaTbCA B KavecTse IP-agpeca otnpasutensa ana VRRP-co-
Mo ymonuanuio: 0.0.0.0 06LWEeHUN.
no vrrp vrid source-ip YcTaHOBKA 3HaY€HUsA N0 YMOAYaHUIO.
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vrrp vrid timers advertise
{seconds | msec millisec-

onds} seconds: (1..40);

milliseconds:
(50..40950);
Mo ymonyaHuio: 1 cek

no vrrp vrid timers adver-

OnpegeneHve UHTepBana Mexay aHOHCamMu master-mapuipy-
TusaTopa. Ecam nHTepBan 3afaH B MUAMCEKYHAAX, TO MPOUCXO-
OUT OKpyrieHve BHWU3 g0 baukaliwel cekyHabl ansa VRRP
Version 2 n go 6anxkKalilumnx coTbix gonen cekyHapl (10 munnm-
cekyHa) ans VRRP Version 3.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

no vrrp vrid version

tise [msec]
vrrp vrid version {2 | 3 | OnpegeneHune noaaepxusaemoit sepcum VRRP npotokona.
2&3} -2 — noppepxueaetca VRRPv2, onpepeneHHbit 8 RFC3768.

Monyyaemble VRRPV3 coobuieHns oTOpacbiBalOTCA MapLUpyTy-
3atopom. OTnpasnatoTca TonbKo VRRPV2 aHOHCBI.

-3 — nopaepxkmeaetca VRRPv3, onpeaeneHHblit B RFC5798,
6e3 coBmectumoctu ¢ VRRPv2 (8.4, RFC5798). Monyyaembie
VRRPV2 coobueHna oTbpacbiBatoTca maplipytnsatopom. OT-
npasnaTca ToAbko VRRPvV3 aHOHCHI.

- 2&3 — nopgaep:kmnsaetca VRRPv3, onpegeneHHbii B RFC5798
c obpaTtHoli coBmecTumocTbio ¢ VRRPV2. Monyyaemble VRRPvV2
coobuieHna obpabaTbiBatoTca mapupyTusatopom. OTnpasna-
totca VRRPv2 1 VRRPV3 aHOHCbI.

MNopnep:kunsaetcsa Tonbko VRRP Bepcun 3. Pexknmbl 2 n 2&3 6y-
OyT NOAZepKMBaTbCA B byayLumx Bepcusax MO.

YCTaHOBKA 3HaYeHUA N0 YMOAYAHUIO.

KomaHObI pexcuma privileged EXEC

Bce kKomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJIb30BaTeNA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 354 — KomaHgb! pexxkuma privileged EXEC

3HavyeHue/3Haye-
KomaHoa Hue no ymosn4a- Aelicmeue
HUl
show vrrp [all | brief | in- gi_port: MpocmoTp KpaTKon MAn aetanbHon uHbOpmaLMK ANA BCex
terface {gigabitethernet (1..8/0/1..48); MWW OAHOTO HACTPOEHHOro BMPTYasbHOrO MaplupyTM3aTopa
gi_port | tengigabitether- te_port: VRRP.
net te_port | fortygiga- (1..8/0/1..24); - all — npocmoTp MHPOPMaLUK 0 BCeX BUPTYaIbHbIX MapLLpY-
bitethernet fo_port | port- fo_port: TU3aTopaX, BKNOYAA OTK/IOYEHHbDIE;
channel group | vlan (1..8/0/1..4); - brief — npocmoTp KpaTKoi MHPopmaumm o Bcex BUPTYasb-
vlan_id}] group: (1..48); HbIX MapLUpyTU3aTOpaX.
vlan_id: (1..4094)

[Mpumepbl 8bINOAHEHUA KOMAHO

= Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTb 3TOT aA4peC B Ka4ecTBe agpeca BUpPTyasb-

HOro mapLpyTtmsaTopa. Bkatounts VRRP-npoToKon Ha uHtepdeiice VLAN.

console (config-vlan)# interface vlan 10

console (config-if)# vrrp 1 ip 10.10.10.1

(

console (config-if)# ip address 10.10.10.1 /24
(
(

console (config-if) # no vrrp 1 shutdown

= [locmoTpeTb KoHPUrypaumio VRRP:

console# show vrrp

348

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MIES35xx, MES23xx




DHELTEX

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.35.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sonseT 6bICTpo 06HAPYHKUTb HEUCMPABHOCTU IMHKOB. BFD moKeT paboTaTb KaK co cTa-
TMYECKMMM MapLUpyTamM, TaK U C NPOTOKOIaMKN ANHAMMYECKON MmapuwpyTusaumum RIP, OSPF, BGP.
B Tekywen Bepcum MO peannsosBaHa paboTa ToNbKO € NpoToKonom BGP.

KomaHObI pexcuma 2n06anbHol KOHpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabnuua 355 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

HAelicmeue

bfd neighbor ip_addr [in-
terval int ] [min-rx min]
[multiplier mult_num]

no bfd neighbor ip_addr

int: (150..1000)/150
min: (150..1000)/150
mult_num: (1..255)/3

3apaTb BFD-coceaa.

- int — MUHMMaNbHLIN MHTEpPBaN nepegayn Ans obHapyxe-
HUA OWNBKHK;

- Min — MUHUMaNbHBIV MHTEPBAN NPUEMA ANA 0BHApPYKeHUA
owmnbKM.

- mult_num — K0/M4eCcTBO NOTEPAHHbIX NAKETOB A0 pa3pbiBa
ceccun

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObl pexcuma privileged EXEC

Bce KomaHAapl AOCTynHbl ANA NPpUBUNETMPOBAHHOIO NOJ1b30BAaTENA.

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#

Tabnnua 356 — KomaHgb! pexxkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

show ip bfd neighbors
[ip_addr] [detail]

MpocmoTp nHpopmauumn o6 akTmBHbIX BFD-cocegax
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5.35.12 nNpotokon GRE

GRE (Generic Routing Encapsulation) — NpoToKo/ TYHHe/NMPOBaHMA ceTeBbiX NakeToB. Ero ocHoBHoe
Ha3zHayeHMe — MHKaNCynsauMsa NakeToB CEeTeBOro ypoBHA ceteBon mogenu OSI B IP-nakeTbl. GRE moxeT
ncnonb3osBatbca Ana opraHmsaumm VPN Ha 3-m yposHe mogenn OSIl. B kommyTtatopax MES peannsosaHbl
cTaTnyeckme Heynpasasemble GRE-TYHHENN, TO eCTb TYHHENN CO34at0TCA BPYUHYIO NyTEM KOHPUTYpPMPOBaHMA
Ha JNIOKaNbHOM W yAaneHHOM Yy3nax. [apameTpbl TYHHeNnA A8 KaXgoh M3 CTOPOH AO0/KHbI ObiTb
B3aMMOCOF/TaCOBAHHbIMW UM NEPEHOCMMbIE AaHHble He ByayT AeKancyAMpoBaTbCA NapTHEPOM.

V MpoTtokon GRE nopgaepxusaerca Ha mogenax cepumn MES33xx, MES35xx n MES5324.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabanua 357 — KomaHgb! pexuma rnobanbHoi KoHdUrypaumm

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuro
interface Tunnel tunnel_id tunnel_id: (1..16) Co3paet nHtepdelic TyHHens.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica myHHens

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KOHOUrypaumm nHtepderica TyHHens:

console (config-tunnel) #

Tabnuua 358 — KomaHapl pexkuma KoHoUrypaumm nHtepderica TyHHens

3HayeHue/3Ha4yeHU »
KomaHoa / HAelicmeue
€ 110 yMon4YaHuio
tunnel mode gre ip 3apaet Tun TyHHena GRE ¢ ucnonbsoBaHuem IPv4.
- — /BbIKNIOYEHO
no tunnel mode gre ip Yaansaet TyHHenb.
tunnel source {ipv4_address HasHayaet IP-agpec unun nHtepdeinc, Kotopbii byaet
| gigabitethernet gi_port | gi_port: (1..8/0/1..48); MCNO/Ib30BaTbCA B KayecTBe agpeca OTNpaBuUTens
tengigabitethernet te_port | te_port: (1..8/0/1..24); BHewwHero IP-3arososka GRE TyHHesn.
fortygigabitethernet fo_port fo_port: (1..8/0/1..4);
| port-channel group | tun- group: (1..48);
nel tunnel_id | vlan vian_id} vlan_id: (1..4094)
no tunnel source Ypanaet IP-agpec oTnpasuTena.
tunnel destination {_URL_ | HasHayaet IP-agpec nonyyatens (KoHUA TyHHenA).
ibv4_address} —
no tunnel destination Ypanset IP-agpec nonyyartens.
ip address ipv4_address YcraHasnuBaeT IP-agpec nHTepdeica TyHHena. C cnonb3o-
BaHMEM 3TOro aZpeca KOMMYTATOP AOCTYMNEH Yepes TYHHe b.
_— MoXeT MCnoab30BaTbCA B KayecTsBe LWk3a Ha YAaneHHOM
YCTPOMCTBE NPU MapLUPYTMU3aLLUN B TYHHEb.

no ip address Ypanset IP-agpec nHtepdeiica TyHHens
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KomaHOobi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnmua 359 — KomaHabl pexkmma EXEC

3HayeHue/3Haye-
KomaHoa Hue no ymosn4a- Aelicmesue
Huio
show ip tunnel [tunnel-id] tunnel_id: (1..16) OtobparkaeT MHGOPMALMIO TYHHENA.

show ip interface tunnel tun- OTobparkaeT MHbopmaumio 06 IP-uHTepdelice TyHHeNs.
nel_id

::(la_\if(\;interfaces tunnel tun- tunnel_id: (1..16) OTobparkaeT MHbopMaLmio HTepdelica TYHHeNs.

tunnel_id: (1..16)

[pumep Hacmpoliku myHHensa

Co3pgaHue TYHHENnA w" HaCTpOﬁKa CTaTU4eCKoro Mmapuwpyta Ana Ccetu, HaXOAHU.LEVICFI Ha
I'IpOTMBOI'IOJ'IO)KHOVI CTOpPOHE TYHHenNnA:

. B KayecTBe /IOKANbHOro aapeca gna TyHHena ucnonbsyetca IP-agpec 192.168.1.1;
. B KayecTBe y4aneHHOoro agpeca aaa TyHHenAa ncnonbyetca IP-agpec 192.168.1.2;
. IP-aapec TyHHeNs Ha IoKanbHoM cTopoHe 172.16.0.1/30;

. CeTb Ha MPOTMBOMNO/IOXHOW CTOPOHe TyHHens 10.10.1.0/24

console (config) #vlan database

console (config-vlan) #vlan 301

console (config-vlan) #fexit

console (config) #interface tengigabitethernetl/0/1
console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 301
console (config-if) #fexit

console (config) #interface vlan 301

console (config-if) #ip address 192.168.1.1 /24

console (config-if) #exit

console (config) #interface Tunnel 1

console (config-tunnel) #Tunnel mode gre ip

console (config-tunnel) #Tunnel source 192.168.1.1
console (config-tunnel) #Tunnel destination 192.168.1.2
console (config-tunnel) #ip address 172.16.0.1 /30
console (config-tunnel) #exit

console (config) #ip route 10.10.1.0 /24 Tunnel 1

/' Ha BcTpeyHoMm ycTpoiicTBe He06X0AMMO BbINOIHUTL B3aMMOCOI/IACOBaHHble
HACTPOMKM.
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHtio Startup vcnonb3yeTca AN BbINOJHEHMA CrieumanbHbIX NPoLeayp, TaKMX Kak BOCCTaHOB/EHMWe
3aBOACKUX HAaCTPOEK U BOCCTAHOB/EHWNE Napons.

[ns Bxoaa B meHto Startup HeobxoanMmo npepBaTb 3arpy3Ky Haxatmem Knasuwm <Esc> unu <Enter> B
TeyeHue MepBbiX ABYX CEKYHZ Moc/e MoABAEeHWA COObLWeHMA aBTO3arpysku (Mo OKOHYAHWUKM BbIMNOJAHEHWUA
npoueaypbl POST).

Startup Menu
] Restore Factory Defaults
] Boot password
] Password Recovery Procedure
]  Image menu
] Back
Enter your choice or press 'ESC' to exit:

[1
[2
[3
[4
[5

[OnA BbIXOZa U3 MEHIO W 3arpy3KM YCTPOMCTBA HAXKMUTE KaBuLly <5>, ninbo <Esc>.

Ecam B TeueHue 15 ceKyHa (3HaueHMe NO yMONYaHUIO) He BbIGpaH HU O4UH U3 NYHKTOB
MEHI0, TO 3arpy3Ka ycTpoicTBa NPOAO/MKUTCA. Bpema 0XXMaaHUA MOXKHO YBE/IUUMUTb C No-
MOLLbIO KOMaHA, KOHCON.

LN

Tabnunua 356 — OnucaHune meHto Startup

Ne HaseaHue OnucaHue
Restore Factory Defaults [aHHas npoueaypa mcnonb3yeTca Aas yAaneHua KOHPUrypaumu ycTpoWCTBa.
<1> BocctaHoBneHue BoccTaHoBNEHME KOHOUIYPaALLMM MO YMONIYAHUIO.
33aBOACKMX HAacTpoeK
Boot password [aHHas npoueaypa UCNONb3YeTCA A48 YCTaHOBKU/yAaNeHMA Napons Ha Havanb-
<2> YcraHoBKa / yp,aneHM? HbI 3arpysumK.
napos Ha HayasbHbIN
3arpysymk
[aHHaa npouegypa ucnosb3yetca ANA BOCCTAHOBJ/IEHUA YTPAYeHHOro napons,
OHa No3BO/AET NOAKAYUTLCA K YCTpoMcTBy 6e3 napons.
Password Recovery [na BOCCTAaHOBNEHMA NAPONA HAXKATb KNABULLY <2>, NPW NOC/EeAYIOWEM NOAKNIO-
<3> Procedure YEeHWUW K YCTPOMCTBY Napob ByaeT NpOUrHoOpMpoBaH.
BoccTaHoBneHne naponsa Current password will be ignored!
[ins Bo3BpaTta B MeHIo Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
[aHHas npouenypa ucnonbsyetca ana Bblbopa aKTMBHOrO ¢aitia cUCTeMHOro
no.
Image menu Ecnv He BblbpaH HOBbIN 3arpy»KeHHbI dain cuctemHoro MO aKTUBHbLIM, TO
. YCTPOMCTBO BbINOHUT 3arpy3Ky C UCMO/Ib30BAaHWEM TEKYLLLEro akTUBHOro obpasa
<4> Bbibop akTMBHOrO daiina
cuctemHoro MO Image menu . o
[1] Show current image — npocmoTp AaHHbIX 0 Bepcuax MO Ha ycTpoicTee
[2] Set currentimage — BbI6op akTMBHOrO ¢aitna cucremHoro MO
[3] Back
5 Back [nA BbIXOAa U3 MEHIO U 3arpy3Ku YCTPOMCTBA HaxkmuTe Knasuwy <Enter>, ninbo
<> Bbixog, 13 meHto <Esc>.
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6.2 O6HOoBnEeHMe nporpammHoro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLieH U HaCTPOEH Ha KOMNbloTepe, C KoToporo byaer 3a-
rpy»Katbcs NporpammHoe obecneyeHue. Cepep AONKEH UMETb paspelleHUue Ha YTeHue
daiinos HauyanbHoOro 3arpysumka n/wam cucremHoro MO. KomnbioTep ¢ 3anyLieHHbIM
TFTP-cepBepom A0/3KeH 6biTb J,0CTYNEH ANA KOMMYTaTOpa (MOXKHO NPOKOHTPO/IMPOBATD,
BbINOJIHUB HAa KOMMyTaTOope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec Komnblo-
Tepa).

.‘

’ ‘ O6HoB/NEHME NPOrpamMmmMHOro obecneyeHns MOKeT OCYLLEeCTBAATbCA TONbKO NPUBUJIETU-
N POBaHHbIM NOJIb30BaTENEM.

6.2.1 O6HosMEHUE cUCMeMHO20 NPo2PaMmMHO20 obecnevyeHusn

3arpyska yCTPOKCTBa oOcyllecTBAAeTcs M3 ¢aliia CUCTEMHOro nporpammHoro obecnevenua (MO),
KOTOPbIA XpaHuTcA BO ¢naw-namaty. Mpu obHoBNeHUM HOBbIM ¢ann cuctemHoro MO coxpaHsaeTca B
cneumanbHo BblaeneHHoM ob61acTn namaTtu. [Mpum 3arpyske yCTPOMCTBO 3anyCKaeT akTUBHbIN ¢alin cuctemHoro
no.

Ecan HomMep yCTPOICTBA He 3a4aH, AaHHAaA KOMaHAA NPUMEHAETCA K BegyLiemy yCTPoit-
cTBy.

.‘

[Ons npocmoTpa TeKylen Bepcum CUCTEMHOIO MporpammHoro obecneyeHus, paboTatowero Ha
ycTpolicTse, BBeauTe KomaHgy show version:

console# show version

Active-image: flash://system/images/ mes3300-403.ros
Version: 4.0.3
Commit: 25503143
MD5 Digest: 6£3757fabb5b6ae3d20418e4d20a68cédc
Date: 03-Jun-2016
Time: 19:54:26
Inactive-image: flash://system/images/mes3300-404.ros
Version: 4.0.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

Mpoueaypa ob6HoBneHMA MO:

CKonnpoBaTb HOBbIN ¢aiii NporpaMmHOro obecrneyeHns Ha yCTPOMCTBO B BblAeseHHyo 0b6i1acTb na-
MATU. PopmaT KOMaHAbI:

boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHUA KOMAHAbI:

console# boot system tftp://10.10.10.1/mes5324-401.ros

26-Feb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/mes5324-401.ros destination URL flash://
system/images/mes5324-401.ros
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26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT aKTUBHOM nocne nepe3arpyskn KommyrtaTtopa.

[ns npocmoTpa AaHHbIX O BEPCUAX NPOrpammMHoOro obecneyeHns U UX akTMBHOCTM BBEAUTE KOMaHAY

show bootvar:

console#show bootvar

Active-image: flash://system/images/mes5324-401.ros
Version: 4.0.1
MD5 Digest: 0534f43d80df854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ mes5324-401.ros
Version: 4.0.1
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTteepanTe NepesarpysKy BBOAOM ‘y’.
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NPUNOXEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HacTpoiiKa npoToKos1a MHOXeCTBa CBA3YyoWMX aepeBbes (MSTP)

MpoTtokon MSTP no3BoAAET CTPOUTb MHOXKECTBO CBA3YIOWMX AepeBbeB Ana otaensHoix rpynn VLAN Ha
KOMMYTaTOpPaXx IOKa/IbHOW CETU, YTO NO3BOAAET HaNnaHCMPOBATb HarpysKy. 13 NPOCTOTbl PaCCMOTPUM CAydait

C TpEMA KOMMYTATOPaMMU, 06'be,CI,MH6HHbIMVI B KOJZIbLUEBYIO TOMONOTUIO.

Myctb vlan 10, 20, 30 o6bveanHATCa B nepBom ak3emnaspe MSTP, vlan 40, 50, 60 o6beauHaoTCs BO
BTOpOM 3K3emnnsape. Heobxoammo, utobbl Tpadmk VLAN-os 10, 20, 30 mexpy NepBbiM M BTOPbIM
KOMMyTaTopamu nepegasasnca Hanpamyto, a Tpadmk VLAN-oB 40, 50, 60 nepenaBancsa TpaH3UTOM 4yepes
KommyTaTop 3. KommyTaTop 2 HasHauyMM KOpPHEBbIM A/1A BHYTPeHHero ceasytowero gepesa (IST — Internal
Spanning Tree) B KOTOPOM nepegaeTcsa cay»ebHaa nHbopmauma. KommyTtaTopbl 06BEANHAIOTCA B KOAbLO,
ncnonb3ysa noptbl tel u te2. Huxe npuseaeHa cxema, M306parkaroLLan IOrMYecKyro TONoOMMIO CETH.

VLAN 10,20,30 naaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHa4YeHbl Ha akseMnnap 2

xommyTarop 1 KommyrarTop 3

3JT0T NOPT NepeckinaeT Tpaduk
Ans akaemnnapa 1 u Gnokupyer
Tpacduk ana akzemnnapa 2

KoMmyTarTop 2

PucyHok A.1 — HacTpoiika NpoTOKO/1a MHOXECTBa CBA3YIOWMX AepeBbeB

3TOT NOPT Nepechbinaer Tpacmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ana axzemnnapa 1

Korga ogyH M3 KOMMYTaTOPOB BbIXOAMT U3 CTPOs, MB0 0BOpbIBAETCA KaHal, MHOMECTBO AepeBbeB
MSTP nepecTpanBaeTcs, 4TO NO3BOAAET MUHUMMU3MPOBATbL NOCNEACTBUA aBapun. HuxKe npuBeaeH npouecc
KOHdUrypaumm KommyTtaTopos. 18 6osee BbICTPO HACTPOMKM cO34aeTcs 06NN KOHOUTYPALMOHHDIN Liab-
JIOH, KOTOPpbIV 3arpyxkaeTtcs Ha TFTP-cepBep M UCNOAb3yeTCA BNOCAEACTBUMN A1 HACTPOMKM BCEX KOMMYTATO-

poB.

1. CosgaHue wabnoHa v KOHPUrypaLmMa NepBoro KOMmMyTaTopa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60
console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24
console (config-if) # exit

console (config)# spanning-tree mode mst

(
(
(

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
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console (config-if) # exit

console (config) # spanning-tree mst configuration
console (config-mst)# name sandbox

console (config-mst)# instance 1 vlan 10,20,30

console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

HacTpoiiKa selective-qing

Hobasnerue SVLAN

MpuBeAeHHbIN 34ecb NPUMEP KOHOUIYpauum KOMMyTaTopa AEMOHCTPUPYET Kak A06aBnATb MeTKy

SVLAN 20 Ko Bcemy BxoaaieMy TpaduKy 3a nckntodeHnem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX 4OBONLHO YaCTO BO3HUKAIOT 3a4a4u, cBA3aHHble ¢ nogmeHoi VLAN (Hanpu-

Mep, 419 KOMMYTaTOPOB YPOBHA A0CTYNa CYLLEeCTBYeT TUMNOBAA KOHPUIypaLmaA, HO NONb30BaTE/IbCKUIN TPadUK,
VOIP n TpaduK gns ynpasneHua Tpebyetca nepeaaBaTh B pa3Hbix VLAN Ha pas/inuHbIX HanpasieHusx). B atom
cnyyae 6bin10 6b1 yA0H6HO BOCMNob30BaTheA GyHKUMel noameHbl CVLAN ansa 3ameHbl TUNM3MpPOBaHHbIX VLAN
Ha VLAN ana tpebyemoro HanpasneHua. Huxe npueeseHa KOHPUrypauusa KOmmyTaTopa, B KOTOPOM OCY-
wecrenserca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 1 202. O6paTHaa noaMeHa 40/1KHA OCYLLeCTBAATLCA
Ha 3TOM e nHTepdelice:

console# show running-config

vlan database
vlan 200-202
exit
|
interface tengigabitethernet 1/0/1
switchport mode trunk
switchport trunk allowed vlan add 200-202
selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
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selective-ging list egress override vlan 102 ingress vlan 202

selective-ging list ingress override vlan 200 ingress vlan 100

selective-ging list ingress override vlan 201 ingress vlan 101

selective-ging list ingress override vlan 202 ingress vlan 102
exit'!end

Hactpoiika multicast-TV VLAN

®yHKuMA «Multicast-TV VLAN» paeT BO3MOXKHOCTb MCMOb30BaTb A4/1A Nepesayn MHOroaapecHoro Tpa-
¢dwnka ogHy VLAN B ceTv onepaTtopa M AOCTaBAATb 3TOT TPAapUK NONb30BaTeNAM AaXKe B TOM C/ly4ae, eC/IM OHU
He ansatoTca yneHamu aton VLAN. C nomolbto dyHKUuM «Multicast-TV VLAN» moxKeT 6biTb COKpalleHa
Harpyska Ha CeTb onepaTopa 3a CYeT OTCYTCTBMA AyONMPOBaHUA MHOFOAAPECHbIX AaHHbIX, HAaNpPUMep, Npu
npegocrasaeHum ycnyrm IPTV.

Cxema npumeHeHuaA GyHKLMM NpesnonaraeT, 4To NopTbl N0Ab30BaTeIeN PabOoTalOT B pEKMME «access»
nnun «customer» U NpuHagnexKatT K nobol VLAN 3a uckntoyeHnem multicast-tv VLAN. MNonb3oBaTenu nmerot
BO3MOXHOCTb TOJ/IbKO MOJly4aTb MHOroaApecHbll Tpaduk M3 multicast-tv VLAN n He moryT nepezasatb AaH-
Hble B 31Ol VLAN. Kpome TOro, B KOMMyTaTope A0/IKeH ObiTb HAaCTPOEH NOPT-UCTOYHMK multicast-TpaduKa,
KOTOPbIN A0/IXKEH bbITb yyacTHMKOM multicast-tv VLAN.

Mpumep HacTpoiikn AnA nopTa B pexxume paboTbl access

1. BkAOUUTb GUNBLTPALMIO MHOTOAAPECHbIX AaHHbIX:

console (config)# bridge multicast filtering

2. Hactpoutb VLAN nonbsosateneit (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasneHusa (VID
1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100-124,1000,1200
console (config-vlan) # exit

3. HacTtpoutb nopTbl Nonb30BaTeNEN:

console (config) # interface range tel/0/10-24

console (config-if) # switchport mode access

console (config-if)# switchport access vlan 100

console (config-if) # switchport access multicast-tv vlan 1000
console (config-if) # bridge multicast unregistered filtering
console (config-if) # exit

4. Hactpoutb uplink-nopT, paspewmrs nepegadyy MHoroagpecHoro TpaduKa, Tpaduka nosb3osaTenei 1
yrnpasneHue:

console (config)# interface tel/0/1

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100-124,1000,1200
console (config-if) # exit

5. Hactpoutb IGMP snooping rnobanbHo 1 Ha nHTepdeiicax, 406aBUTb NPUBSA3KY rpynn:

console (config) # ip igmp snooping
console (config)# ip igmp snooping vlan 1000
console (config) # ip igmp snooping vlan 1000 querier
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console (config

( )# ip igmp snooping vlan 100
console (config)

( )

( )

#

# ip igmp snooping vlan 101
console (config) #
console (config) #

ip igmp snooping vlan 102
ip igmp snooping vlan 103

console (config) # ip igmp snooping vlan 124
HactpouTb MHTepdeic ynpaBaeHus:

console (config)# interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit

Mpumep HacTPOIKK ANA NOpTa B peXKume customer

[aHHbIVA TMN NOAKNOYEHWNA MOKET BbITb UCMONb30BaH AR TOrO, YTOHLI MOMeYaTb NOb30BaTebCKME

IGMP-report’bl onpegeneHHbix VLAN (CVLAN) oTaenbHbIMM BHELWHMMW meTKamu (SVLAN).

1.

BkntoumnTtb d)manpau,mo MHOroagapecHbIX AaHHbIX:

console (config)# bridge multicast filtering

Hactpoutb VLAN nonb3osatenei (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpasneHus
(VID 1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100,1000-1001,1200
console (config-vlan) # exit

HacTpouTb NopT Nosb3oBaTens:

console (config) # interface tel/0/1

console (config-if)# switchport mode customer

console (config-if)# switchport customer vlan 100

console (config-if)# switchport customer multicast-tv vlan add 1000,1001
console (config-if) # exit

HactpouTb uplink-nopT, paspewns nepegadyy MHOroaapecHoro Tpaduka, Tpadpuka noab3oBartenei u
yrnpaBneHue:

console (config)# interface tel/0/10

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if)# exit

Hactpoutb IGMP snooping rno6anbHo 1 Ha MHTepdeicax, ,06aBUTb NpaBMaa MapKUPOBKKU NOIb30Ba-
Tenbckux IGMP-report’os:

console (config
console (config
console (config
console (config

# ip igmp snooping

# ip igmp snooping vlan 100

# ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
#

)
)
)
)# ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001
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6. HactpouTb MHTepdeic ynpaBaeHus:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D@ Q| W ©

6) (1) (8) (9

RJ-45 DB-9

PucyHok B.1 — MogKntoueHne KoHCoIbHOTo Kabens
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NMPUNOXEHUE B. NOAAEPKUBAEMbIE SHAYEHUA ETHERTYPE

Tabnuua B.1 — MNoagaeprkmBaemble 3HauyeHun EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
0x22EF 0x8869 0x88b9 0x88d5 0x88ea 0Ox88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb Ox88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a Ox882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXEHUE T. OMNCAHUE NPOLLECCOB KOMMYTATOPA

Tabnnua .1 — OnucaHune npoLeccoB KOMMyTaTopa

WUma npo-
OnucaHue npouecca

uecca

3SMA Aging ana IP-multicast

3SWF Mepepayva nakeToB MeXAy YPOBHEM 2 1 CETEBbLIM YPOBHEM

3SWQ MporpammHasn ob6paboTtka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peannsauuna npotokona ARP

B_RS YnpaBneHne nepesarpy3kon yCTPONCTB B CTEKE

BFD Peanusauwna npotokona BFD

BOXM JononHuTenbHble AeNCTBUA B CTeKe (NosydeHne cBeAeHUn o cTeKe, MHAMKauus, obmeH
coobuieHnamu, cmeHa Unit ID)

BOXS O6paboTka KOMaHA, cocToaHMA cTeka: gobasneHne Master/Slave, nsyuyeHue Tonosoruu,
obHoBneHue Bepcuun MO Begomoro ycTpoiicTea (slave)
Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard,

BRGS .
PPPoE Intermediate Agent
Bridge Management: EAPS, STP, onepauuu c FDB (nob6asneHue, yaaneHue 3anuceit), sep-

BRMN KanupoBaHue, KoHdurypauma noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP
multicast, OAM

BSNC ABTOMAT CUHXPOHWU3ALUN BEAYLLEFO U BEAOMOIO YCTPOMUCTB B CTEKE

BTPC Knnent BOOTP

CDB_ KonupoBaHue KOHPUIypaumMoHHbIx paiinos

CEAU OumncTka ovepegm cobbiTnii Address Update

CFM Peanunsaums Ethernet CFM

CNLD 3arpysKa/Bbirpyska KoHourypaumm

COPY YnpaBneHue konmposaHnem ¢paiiios

CPUM MoHuTopuHr 3arpyskm CPU

CPUT Ytnnunsauma CPU

D_LM Link Manager — oTcnermMBaHWe COCTOAHUSA CTEK-JIMHKOB

D_SP Stacking Protocol

DDFG PaboTa c daitnoBoin cuctemoim

DFST PacnpegeneHHan daitnosas cuctema (DFS). Mcnonb3yeTca B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHue MHGOPMALLMK C yaaNneHHbIX OHUTOB (Bepcua MO, uptime,
yCTaHOBKa aKTuBHOro obpasa M0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbITUIA OT yaaNneHHbIX OHUTOB 06 U3MEHEHUM COCTOAHUA BEH-

DSPT TUNATOPOB, UCTOYHUKOB NUTaAHMA, TepMoaaTuMKoB, SFP-TpaHcuBepos. MNosyyeHne coob-
LLLEHW OT yaaneHHbIX oHUTOB 06 nx Bepcumn MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application
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ECHO Mpotokon ECHO

EPOE PoE (B3aMmogelicTBMe c Nonb3oBaTeem)

ESTC JNlornpoBaHue cobbiTMin 0 npeBbiweHMn noporos Tpadmka Ha CPU (cpu input-rate
detailed)

EVAP TRX Training — aBTOMaTMuyeckasa HacTpolika napameTpos SERDES

EVAU O6paboTKa cobbiTMin Address Update, HUKHWI ypoBEHb, Nepeaaya Bbille

EVFB Onpoc coctoAaHmAa SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUI YPOBEHb, Nepeaaya Bbile

EVRT RX Training

EVRX O6paboTKa cobbiTnit Npuéma nakeTa U3 Kommytatopa B CPU, HUKHUIN ypoBEHb, Nepe-
Jaya nakeTa Ha ypoBeHb 2

EVTX O6paboTKa cobbITMIA OKOHYaHMA OTNPaBKKM NakeTa M3 CPU B KOMMYTaATOP, HUMXKHUI ypo-
BEHb

exRX O6paboTKa BbIXx0Aa NAKETOB C HUKHETO YPOBHSA 2

FFTT YnpaBneHue Tabanuein mappytTmsaumm u MappyTmnsauma NakeTos

FHSF IPv6 First Hop Security (O6paboTka Taiimepos)

FHSS Mpunoxenusa IPv6 First Hop Security

FLNK Flex Link

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanunsaumsa Green Ethernet

HCLT MNosnyyeHne 1 06paboTKa KOMaHA HAaCTPONKN YCTPOMCTBA HUXKHETO YPOBHA

HCPT PoE (B3aumoaeincTemne c KOHTPONNEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTaTtop

HOST OcHOBHOW host-noToK, X0N10CTOM X04,

HSCS Stack Config — HacTpoitka GyHKLMIA KOMMyTaTOpPa Ha YAANEHHOM OHUTE

HSES Stack Events — o6paboTKa cobbiTuii link changed, address update ¢ yaaneHHbIX OHUTOB
Ha macTepe

HSEU O6paboTKa cobbITMiM CTEKa

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepMmmHanamu BBoAa-BblBOAA

I0TM YnpasneHune TepMmHanamu BBoAa-BblBoAA

IOUR YnpasneHune TepMmmHanamu BBoAa-BblBOAA

IP6C Cyétumkn IPv4 n IPv6

IP6L Mpném u otnpaskKa IPv6-naketos

IP6M MapuwpyTtnsaumsa IPv4 n IPv6

IP6R Mpném u otnpaskKa IPv6-naketos

IPAT YnpasneHue 6a30ii gaHHbIX IP-aapecos

IPG_ O6paboTKa nepexBayeHHbIX GparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3aaadva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpytnsaument u IGMP Proxy

IT60

IT61
3agaun ana paboTbl C NpepbiBaHUAMMU

IT64

IT99

V11 3afaya ans paboTbl C BUPTYaIbHbIMM NPEPbIBAHUAMMU

L2HU Mepepayva NakeToB Ha ypoOBEHb 3

L2PS O6paboTKa CobbITUIN CMEHbI COCTOAHUA/HACTPOEK MHTepdENCoB M nepesaya coobLLeH
3aperncTpUpPoBaHHbIM CayK6am

L2UT Ytunumsauus noptos (show interfaces utilization)

LACP MeHepgxep LAG n LACP
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LBDR Peanunsaums ¢pyHKumnm Loopback Detection

LBDT OtnpasKa naketoB Loopback Detection

LTMR O6uwan 3agaya gns BCeX TalMepos

MACT O6paboTKa cobbiTMa 06 oKoHYaHUK aencteua B FDB (aging MAC-agpecos)

MEMV MOHWUTOPUHT YyTUAU3ALNM ONEPaATUBHOM NaMATU

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTecTbl

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBrpoBaHue KoHOUIypaLMoHHOro ¢aiiia B SHEProHe3aBUCMMON NamATH

MSCm MeHeaKep ana paboTbl C TEPMUHANBbHBIMU CECCUAMM

MSRP Mepenaya cobbITUiM B CTEKE NO/Ib30BATENBCKMM 334a4aM

MSSS MpocaywmsaHue IP-cokeTos

MUXT OTcnexmBaHue U3MEHEHUIN CTPYKTYPbI CTEKA

NACT BupTyanbHoe TecTupoBaHue Kabens (VCT)

NBBT N-Base

NINP PaboTta c kKombo-nopTamm

NSCT HacTpoiKa orpaHU4eHns CKOpocTK nepexeaTta naketos Ha CPU, BeaeHne CTaTUCTUKM MO
nepexsavyeHHbIM NakeTam

NSFP OTcnexunBaHue cobbITuiM, cBA3aHHbIX ¢ SFP, Ha ceTeBomM ypoBHe

NSTM Storm Control

NTPL Mepurogmnyeckas reHepauma curHana gnsa onpoca tabamuy, MAC, VLAN, nopToB, My/ibTUKa-
CTa, MapLpyTU3aLMn, NpuopuTesaLmm

NTST [JobasneHune n yaaneHune lOHUTOB B CTeKe, cOpOC Ha AedONT COCTOAHUA IOHUTA, Ha ceTe-
BOM ypOBHe

NVCT BcnomoraTtenbHasa 3agadva gna VCT. 3anycK Tecta v oTCeXXuUBaHMe U3MEHEHMA COCTOAHMUA
nopTa.

OBSR 3afaya 414 OTCNEKMBAHUA U yBEAOMNEHUA 06 U3MeHeHUAX cneumduyeckmx napameTpos
nHTepdericos, Heobxoammeblx gns LLDP, CDP 1 apyrmx npoTOKO/0B.

PLCR O6paboTKa cobbITUIN CMEHbI COCTOSHUS MOPTOB YCTPOMCTB CTEKA

PLCT Ob6paboTka cobbITUIN CMEHbI COCTOAHMUA NOPTOB

PNGA Peannsaumsa ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

Egtg‘ Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3agad

RPTS Routing protocol

SCLC OTcnexunsaHume coctoaHma OOB-nopTa

SCPT ABTOOBHOBNEHWNE M aBTOKOHOUIYpaLmA

SCRX MonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUI ypoBEHb

SELC MonyyeHune cobbITUIN O CMEHe COCTOAHUA NOPTa, HUKHUI YPOBEHb

SERT OTcnexnBaHue cobbiTUiA Ha NOPTY ANA Hadvana npoueaypsbl RX Training

SERX MonyyeHune cobbiTnil NpUéma Naketa U3 KommytaTtopa B CPU, HUKHNI ypoBeHb

SETX MonyyeHne cobbITUN OKOHYAHUA OTNPaBKM Naketa 3 CPU B KOMMYTATOpP, HUMKHWI ypo-
BEHb
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SEMG sFlow Manager — o6paboTKka cobbiTuit usmeHeHua IP-agpeca, CLI/SNMP 3anpocos, Tai-
MepoB

SFSM sFlow Sampler

SFTR MpoTtokon Sflow

SNAD ba3a gaHHbIx SNA

SNAE O6paboTKa cobbiTMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIXx SNA B MN3Y

SNMP Peanunszauna npotokona SNMP

SNPR SNMP Proxy

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii cokeTos

SQIN HacTtpoika Selective QinQ

SSIM Slave To Master — nepepaya cooblieHnin ¢ BeAOMOro ycTpoiicTea (slave) Ha Beayllee
(master)

SSHP CepBep SSH — HacTpolika, 06paboTka KomaHa, Tanmep

SSHU Cepsep SSH — npoToKon

SSLP Peanusauma SSL

SSTC NlornposaHue cobbiTii 0 npesbilieHMn noporos Tpaduka Ha CPU (cpu input-rate
detailed)

STMB ObpaboTka SNMP-3anpocoB o cTaTyce cTeKa

STSA CLI-ceccusa yepes COM-nopT

STSB CLI-ceccuna yepes VLAN

STSC CLI-ceccna vyepes VLAN

STSD CLI-ceccna vyepes VLAN

STSE CLI-ceccna vyepes VLAN

STSF CLI-ceccna vyepes VLAN

STUT MOHUTOPWHT yTUAM3aLMn daew-namaTtm

SW2M O6paboTka cobbitnit Address Update ot FDB, 6/10KkMpoBKa NopTa Npyv BOSHUKHOBEHUM
oWMBOK Ha NopTy

SYLG BbiBOA, cO0b6LEHNI B Syslog

TBI_ Tabanua BpemeHHbIX npomekyTkos aas ACL

TCPP Peanusauna npotokona TCP

TFTP Peanunsauna npotokona TFTP

TMNG YnpasneHue npuoputeTamm 3agay

TNSL KnueHt TELNET

TNSR Cepsep TELNET

TRCE Peanusauusa traceroute

TRIG 3anyck gelicteua B FDB (aging MAC-aapecos)

TRMT YnpasneHue loHUTaMM B CTEKE C NOAAEPHKKOM TpaH3aKuui

TRNS File Transfer — KonupoBaHue dalinos mexay oHUTamu cteka (MO)

UDPR UDP Relay

UNQt O6paboTKa NnaTthopmMo3aBUCUMBbIX COBBITUN

URGN O6paboTKa KPUTUUYECKUX COBBLITUI (Hanpumep, Nnepesarpyskn)

UTST lMoacucrema HOHUT-TECTOB

VPCB VPC (pabota c MAC-Tabnuueit)

VPCM VPC (ocHOBHOI npouecc)

VRRP Peannsauuna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmopaencraue c web-KaneHTamm, HUNKHUN YPOBEHb

WBSR YnpaBneHue n Tanmepbl web-cepeepa
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WNTT Mopaepkka NAT gna WBA

XMOD Peanunsaums npotokosa X-modem
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TEXHUYECKAA NOAAEPKKA

Ona  nonyyeHMa  TeXHUYECKOM  KOHCyAbTauMM MO  BOMPOCAM  3KcnayaTauuum  obopyaoBaHuA
000 «MpeanpusaTtne «3/ITEKC» Bbl MoxKeTe 06paTUTbCA B CEpPBUCHbIN LLEHTP KOMMNaHWUK:

dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha odumumanbHOM caiiTe KOMMaHMM Bbl MOMKETE HAWTM TEXHUUECKYIO AOKYMEHTaUMI0 M NporpammHoe
obecneveHune ansa npoaykumnm 000 «[Mpegnpuatne «3J/ITEKC», 06paTtnTbCa K 6ase 3HaHMN, OCTaBUTb MHTEPAK-
TUBHYIO 3aIBKY UM NPOKOHCY/IbTUPOBATLCA Y UHKeHepoB CepBMCHOIO LEeHTPa Ha TeXHMYecKkom dopyme:

OduumanbHbIi cant komnaHuu: https://eltex-co.ru/

TexHuueckuit popym: https://eltex-co.ru/forum

ba3a 3HaHui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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