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MES2310-12XU, MES2300-xx, MES3300-xx, MES35001-08P,
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HELTEX

Bepcua aokymeHTa JAlaTa BbinycKa CoaeprkaHue usmeHeHum
Bepcusa 1.43 30.06.2026 CUHXPOHM3aLMA ¢ Bepcuei 6.6.12
Bepcua 1.42 09.06.2026 [o6aBneHbl pasaenbi:
5.29 KoHdurypauus PPPoE Intermediate Agent
NPUNOMEHUE E. MaTpuu,a npoxoxaeHna TpadpuKa mexay nopramm ¢
BKJ/IIOYEHHOW u3onauue
U3meHeHua B paspenax:
2.3 OCHOBHble TeXHUYECKUE XapaKTepUCTUKN
4.4 Pexxum paboTbl KOMMYTaTOpPaA
5.1 ba3oBble KOMaHAbI
5.3 HacTpoiika makpokomaHz,
5.6 KomaHabl AnA HacTPOIiKM NapameTpoB AnA 3aAaHUA naponei
5.7 Pabora c paitnamm
5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos
5.9.2 Hactpoiika VLAN u pexxmumoB KommyTaLuu uHTepdeiicos
5.11 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.17.1 ®yHKuMAa nocpeaHuka nporokona IGMP (IGMP Snooping)
5.17.3 MLD Snooping — NnpOTOKO/ KOHTPO/IA MHOroaApecHoro TpaguKa B
IPv6
5.18.1 NMpotokon PIM
5.18.4 ®dyHKuua IGMP Proxy
5.19.7 Hactpoiika gocTtyna
5.20 }KypHan aBapwmii, npoTtoKon SYSLOG
5.24 IP Service Level Agreements (IP SLA)
5.26.2.2 PacwumpeHHan npoBepKa NoA/IMHHOCTU
5.26.5 KoHTponb npotokona DHCP u onuua 82
5.32.1 KoHdurypauma cTaTUuecKon mapLupyTmMsaumm
5.32.3 Hacrtpoiika npoTtokona OSPF, OSPFv3
5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.32.6 Hactpoiika Route-Map
5.32.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)
5.33 KoHdurypauua VXLAN
Jo6aBneHo onucaHue mogenn Kommyrtatopa MES2310-12XU
Bepcua 1.41 22.05.2026 CuUHXpOHUM3auua c sepcuent N0 6.6.11.3
Bepcua 1.40 08.05.2026 Ao6aBneHbl pasaensbi:
2.2.2 Ucnonb3osaHne TCAM
2.2.6 dyHKuum B VRF
4.5.2 lnyeHsmpoBaHue
5.36 KoHdurypauua MPLS
U3meHeHUA B paspgenax:
2.3 OCHOBHble TeXHUYECKUEe XapaKTepPUCTUKH
2.4.4 CBeToBaA UHAUKaUMUA
3.2.3 YcraHoBKa ycrpoiicts MES35001-08P, MES35001-10P, MES35001-8P8F
Ha DIN-peiiky
4.4 Pexxum paboTbl KOMMYTaTOpPA
5.6.4 KomaHgbl ana paboTbl KaHAUAAT-KOHUrypauum
5.11 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.15.3 Hacrpoiika npotokona GVRP
5.18.1 NMpotokon PIM
5.19.2 NMpotokon RADIUS
5.19.4 MpoTokon ynpasneHus cetbto (SNMP)
5.19.7 Hactpoiika goctyna
5.20 }XypHan aBapwmii, npoToKon SYSLOG
5.31.1 Hactpoiika QoS
5.32.3 Hacrtpoiika npotokona OSPF, OSPFv3
5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35 KoHpwurypauua VXLAN
[o6aBneHo onucaHue mogenen Kommytatopos MES5320-24, MES5700-32
Bepcusa 1.39 05.12.2025 U3meHeHUA B paspenax:
2.3 OCHOBHbIE TeXHUYECKNEe XapaKTePUCTUKU

2 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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5.4 KomaHAbl ynpaBaeHusa cuctemoii

5.6.1 OnucaHne aprymeHTOB KOMaHp,

5.6.3 KomaHabl ans pesepBupoBaHua KOHPUrypaumm

5.7 Hactpoiika cucteMHOro BpemeHu

5.11 Mpynnbi arperauum KaHanos — Link Aggregation Group (LAG)
5.11.3 Hacrpoiika TexHonoruu Multi-Switch Link Aggregation Group
(MLAG)

5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+
5.16 Voice VLAN

5.24 IP Service Level Agreements (IP SLA)

5.26.6 3awuTa IP-agpeca kKameHTa (IP source Guard)

5.27 KoHndurypauma ACL

5.30.3 Hacrtpoiika npoTtokona OSPF, OSPFv3

5.30.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.30.12 Npotokon GRE

[o6asneHo onucaHne mogenn kKommyrtaropa MES3500I1-24F

Bepcus 1.38

07.10.2025

Do6aBneH pasaen:
5.26 dnekTponutaHue no anHuam Ethernet (PoE)

U3meHeHusa B paspenax:

2.3 OCHOBHbIe TeXHUYECKNEe XapaKTepUCTUKH

4.4 Pexxum paboTbl KOMMYyTaTOpa

5.7.3 KomaHpabl ana pesepBupoBaHma KOHPUrypauum

5.10.2 Hactpoiika VLAN u pexxumos KommyTauumn nHtepdeiicos
5.16.4 MexaHusm o6Hapy»xeHua netenb (loopback-detection)
5.16.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.20.7 Hactpoiika gocrtyna

5.27.2 MpoBepKa NOA/IMHHOCTU K/IMEHTAa HAa OCHOBe NopTa (cTaHaapT
802.1x)

5.27.2.1 basoBas npoBepKa NOAJIMHHOCTH

5.27.2.2 PaclumpeHHaa npoBepKa NOANNHHOCTU

5.27.5 KoHtponb npotokona DHCP u onuua 82

5.28 ®dyHkuumn DHCP Relay areHTa

5.31.2 KoHdurypaums ACL Ha 6a3e IPv6

5.34.1 KoHdurypauma cTaTUuecKo mapLupyTusaumm

5.34.4 Hactpoiika npoToKkona BGP (Border Gateway Protocol)

Bepcua 1.37

02.09.2025

M3meHeHus B paspenax:
2.3 OCHOBHbIe TeXHUYECKNE XapaKTepUCTUKH
4.4 Pexxum paboTbl KOMMYTaTOpPA

JAo6aBneHo onucaHue moaenu Kommyrtatopa MES35001-8P8F

Bepcua 1.36

23.07.2025

CuHXpoHU3auua c sepcueit N0 6.6.8.2

Bepcua 1.35

21.05.2025

U3meHeHUA B paspgenax:

2.3 OCHOBHbIe TEXHUYECKNE XapaKTepUCTUKH

5.6.2 KomaHgbl ana pabotbi ¢ paithamm

5.23 dyHkuma sFlow

5.25 IP Service Level Agreements (IP SLA)

5.34 KoHpurypauma npoToKo/10B MapLLpyTU3aLIUK
5.34.3 Hacrpoiika npotokosna OSPF, OSPFv3

fNo6aBneHo onucaHue moaenu Kommyrtatopa MES2300-24P DC

Bepcua 1.34

11.04.2025

U3meHeHunA B pasaenax:

2.1 HasHayeHue

2.3 OCHOBHbIe TeXHUYECKUE XapaKTEPUCTUKUN

4.4 Pexkum paboTbl KOMMYTaTOpa

5.6 KomaHgbl ynpaBieHus cuctemoi

5.10.1 MNapameTtpbl Ethernet-untepdeiicos, Port-Channel u Loopback-ux-
Tepdeiicos

5.12.2 Mpotokon arperauumn kKaHanos LACP

5.12.3 Hacrtpoiika TexHonorumn Multi-Switch Link Aggregation Group
(MLAG)

5.27.2 MpoBepKa NOAAMHHOCTU K/IMEHTa Ha OCHOBe nopTa (craHaapT
802.1x)

5.28 dyHKuuu DHCP Relay areHTa

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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5.29 KoHpwurypauua DHCP-cepsepa
5.34.3 Hacrtpoiika npoTtokona OSPF, OSPFv3
5.34.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

JAo6aBneHo onucaHue moaeneii Kommytatopos MES2300-08,
MES2300-08P, MES5300-24, MES5300-48, MES5305-48

Bepcusa 1.33

23.12.2024

[o6aBneHbl pasaensl:
5.34.12 Nporokon GRE

M3meHeHuA B pa3penax:
5.20.4 MpoTokon ynpasneHua cetbio (SNMP)
5.34.11 Hacrpoiika nporokona Bidirectional Forwarding Detection (BFD)

Bepcusa 1.32

01.11.2024

U3meHeHusA B pasgenax:

2.1 HasHaueHue

2.3 OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKHU

3.2.3 YcraHoBKa ycrpoiicte MES35001-08P, MES35001-10P Ha DIN-peitky
2.4.4 CeeToBaA uHAMKaUmA

5.8 HacTpoiika cucteMHOro BpemeHu

5.20.1 MexaHusm AAA

5.20.2 NMpoTtokon RADIUS

5.20.3 Mpotokon TACACS+

5.20.7 Hactpoiika gocryna

5.21 }KypHan aBapwmii, npoToKon SYSLOG

5.34.4 Hactpoiika npoTtoKkosa BGP (Border Gateway Protocol)
0 Hactpoiika npoToKona IS-IS

5.34.6 Hactpoiika Route-Map

5.35 KoHdurypauua VXLAN

[No6aBneHo onucaHue mogeneii kKommyrtatopos MES2300-24F,
MES35001-08P

Bepcusa 1.31

12.08.2024

[o6asneHbl pasgensbi:

3.2.3 YcraHoBKa ycrpoiictea MES35001-10P Ha DIN-peiiky
5.24.1 flnarHocTMKa megHoro Kabens

4.5.1.2 PaclumpeHHas HaCTPOMKa YPOBHA A,0CTyNna

5.24.1 finarHoCcTMKa megHoro Kabena

U3meHeHus B pasgenax:

2.1 HasHauyeHue

2.2.10 flononHuTenbHble GpyHKLUN

2.3 OCHOBHbIe TeXHUYECKNE XapaKTepUCTUKn

2.4.4 CeeToBaA UHAMKaLUA

4.4 Pexxum paboTbl KOMMYyTaTOpa

5.9 KoHpurypauma BpeMmeHHbIX UHTepBanoB time-rang
5.10.4 Hactpoiika uHtepoeiica IP

5.12.3 Hacrpoiika TexHonorum Multi-Switch Link Aggregation Group
(MLAG)

5.13 Hactpoiika IPv4-agpecauun

5.16.5.1 Hactpoiika npotokona STP, RSTP

5.20.4 MpoTokon ynpasneHus cetbio (SNMP)

5.33.1 Hactpoiika QoS

5.34.4 Hactpoiika npoToKkona BGP (Border Gateway Protocol)
5.34.6 Hactpoiika Route-Map

fAo6aBneHo onucaHue mogeneit kKommyrtatopos MES2300B-24,
MES2300DI-28, MES2300D-24P, MES35001-10P, MES3300-48F, MES5310-48

Bepcusa 1.30

21.05.2024

N3meHeHun B paspaenax:

2.4.4 CBeToBaA MHAUKaUUA

5.10.1 MapameTtpbl Ethernet-untepdeiicos, Port-Channel n Loopback-
UHTepdeiicos

4 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Bepcusa 1.29

18.04.2024

fAo6asneH pasaen:
5.27.8 dyHKumoHan First Hop Security

N3meHeHus B paspenax:

5.10.3 Hacrpoiika Private VLAN

5.20.1 MexaHusm AAA

5.34.3 Hacrtpoiika npoTtokona OSPF, OSPFv3
5.35 KoHdurypauma VXLAN

[o6aBneHo onucaHue mogeneii Kommytatopos MES2300-24P,
MES2300B-24F, MES3300-08F, MES3300-16F

Bepcusa 1.28

15.03.2024

fo6aBneHo onucaHMe mogenn Kommyrtatopa MES5410-48

Bepcusa 1.27

29.02.2024

CuHXpoHu3auma c sepcuei N0 6.6.2.9

Bepcusa 1.26

15.12.2023

U3meHeHusA B pasgenax:

5.12.2 NMpoTtoKon arperauumn KaHanos LACP

5.15.1 Mpotokon IPv6

5.34.1 KoHurypauma ctaTUdecKoi mapLupytTusaumm

5.34.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.34.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

fo6aBneHo onucaHue mogeneit Kommytatopos MES2300-48P,
MES2300B-48, MES3300-48

Bepcua 1.25

09.10.2023

[o6aBneHo onucaHue mogeneit Kommytatopos MES2300-24, MES3300-24

Bepcua 1.24

07.09.2023

U3meHeHUA B paspenax:
2.3 OCHOBHbIle TEXHUYECKUE XapaKTEPUCTUKU
5.34.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.23

26.07.2023

U3meHeHusa B paspenax:

2.2.4 GyHKUUM BTOPOrO YPOBHA ceTeBoi mogenu OS|

5.5 KomaHAbl ynpaBneHusa cuctemoii

5.11 Storm Control gna pasnuuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.16.5.2 Hactpoiika npotokosna MSTP

5.18.5 Radius-aBTopusauusa sanpocos IGMP

5.19.1 NMpotokon PIM

5.33.1 Hactpoiika QoS

5.34.3 Hactpoiika npotokona OSPF, OSPFv3

5.34.12 KoHdurypauma BupTyanbHoii o6nactu mapwpytusauuu (VRF lite)

Jo6asneHo onucaHue mogeneii kKommyrtatopos MES3300-24F

Bepcua 1.22

7.04.2023

U3meHeHun B pasgenax:
5.16.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+
5.20.7 Hactpoiika aocrtyna

Bepcua 1.21

10.03.2023

[o6aBneHbl pasaenni:
5.19.2 ®dyHKuma PIM Snooping

U3meHeHUA B paspgenax:

2.3 OCHOBHbIe TeXHUYECKNE XapaKTepUCTUKH

4.4 Pexxum paboTbl KOMMYyTaTOpa

5.16.2 Hactpoiika npotoKona ARP

5.17 Voice VLAN

5.18.1 dyHKLUMA NnocpeaHUKa npoTokona IGMP (IGMP Snooping)
5.19.1 NMpotokon PIM

5.19.4 ®dyHKuymua IGMP Proxy

5.20.7.1 Telnet, SSH

5.27.2 MpoBepKa NOAAMHHOCTU K/IMEHTA HAa OCHOBE nopTa (cTaHaapT
802.1x)

5.34.1 KoHurypauma ctaTUuecKon mapLupytTmsaumm

5.34.3 Hacrtpoiika npoTtokona OSPF, OSPFv3

5.34.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)
5.31 KoHpurypaumua VXLAN

Bepcua 1.20

11.11.2022

U3meHeHunA B pasaenax:
5.10.1 Napamertpbl Ethernet-untepdeliicos, Port-Channel n Loopback-ux-
Tepdeiicos

Bepcua 1.19

30.09.2022

U3meHeHunA B pasaenax:
5.15.5.1 Hactpoiika npotokona STP, RSTP

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 5
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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5.34.1 KoHdurypaums cTaTU4ueCcKon MmapLupyTmMsaumm

Bepcus 1.18

29.07.2022

fAo6asneHbl pasaensbi:
5.31 KoHdurypauua VXLAN

N3meHeHun B paspenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKHU
2.4 KOHCTPYKTUBHOE UCNONHEHne

5.15.5.1 Hactpoiika npotokona STP, RSTP
5.18.1 MpoTtokon PIM

fo6asneHo onucaHmne mogeneii kommyratopos MES5400-24, MES5400-48

Bepcusa 1.18

05.03.2022

[o6aBneHbl pasgenbi:

5.16.8 Hactpoiika ¢pyHKuum Flex-link

5.12.3 Hacrtpoiika TexHonoruu Multi-Switch Link Aggregation Group
(MLAG)

5.25 IP Service Level Agreements (IP SLA)

U3meHeHus B paspenax:
5.12 Mpynnb! arperaumm KaHanos — Link Aggregation Group (LAG)
5.13 Hacrpoiika IPv4-agpecaunmn

Bepcua 1.17

31.01.2022

[o6asneHbl pasgensbi:
5.16.8 Hactpoiika ¢pyHkuum Flex-link
5.15.9 Hactpoiika ¢pyHKkuuum Layer 2 Protocol Tunneling (L2PT)

U3meHeHus B paspgenax:

4.3 3arpy3ouHoe meHio

5.10.2 Hactpoiika VLAN u pexxumos KommyTauumn uHtepdeiicos
5.18.1 dyHKLUMA NnocpegHUKa npoTokona IGMP (IGMP Snooping)
5.22 3epKanupoBaHue (MOHMTOPUHT) NOPTOB

5.33.1 Hactpoiika

6.1 MeHto Startup

Bepcua 1.16

18.06.2021

U3meHeHusa B paspenax:

2.3 OCHOBHbIe TEXHUYECKUE XapaKTEPUCTUKU

5.12 Hacrpoiika IPv4-agpecauun

5.16.5 CemelicTBo npoToKosos STP (STP, RSTP, MSTP)

Bepcua 1.15

09.02.2021

[o6asneHbl pasgensbi:

5.7.3 KomaHgbl ana pesepsupoBaHma KoHdpurypaumum

5.18.4 ®dyHKuMA orpaHuueHua multicast-tpaduka

5.18.5 RADIUS-asTopu3auua sanpocos IGMP

5.34.6 Hactpoiika Route-Map

5.30.7 Hacrpoiika Prefix-List

5.34.9 banaHcupoBKa Harpy3ku Equal-Cost Multi-Path (ECMP)

U3meHeHUA B paspgenax:

2.2.4 dyHKLUM BTOPOro YpoBHA ceTeBo moaenu 0S|

2.3 OCHOBHble TeXHUYEeCKUe XapaKTepUCTUKN

2.4.4 CBeToBaA UHAUKAUMUA

4.5.1 ba3oBaA HACTPOiIiKa KOMMyTaTopa

5.5 KomaHAbl ynpaBaeHusa cucremoii

5.6.2 KomaHgbl ana pabotbi ¢ paithamm

5.10.1 MNapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback-ux-
Tepdeiicos

5.10.2 Hactpoiika VLAN u pexxumoB KOMMYyTauum nHTepdeiicos

5.11 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.16.1 Hactpoiika npotokosa DNS — cucrembl AOMEHHbIX UMEH

5.16.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP)

5.18.1 ®yHKuMA nocpeaHuKa npotrokona IGMP (IGMP Snooping)

5.20.1 MexaHusm AAA

5.21 }ypHan aBapuii, npotokon SYSLOG

5.27.1 ®yHKuMm obecneyeHuna 3aWmTbl NOPTOB

5.33.2Cratuctnka QoS

5.34.3 Hacrtpoiika npoTtokosa OSPF, OSPFv3

Bepcua 1.14

24.11.2020

U3meHeHus B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUEe XapaKTepUCTUKN
5.6.2 KomaHgbl ana pabotbi ¢ paitnamm

5.28 KoHpwurypauua DHCP-cepsepa

6 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Bepcusa 1.13

12.06.2020

fo6asneHbl pasaensbi:
5.34.8 HacTpoiika cBA3KK Katoueit

U3meHeHusA B pasgenax:

2.2 PyHKUMM KOMMyTaTOpa

2.3 OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKHU
5.1 basoBble KOMaHAbI

5.9 KoHpurypauua untepodeiicos u VLAN
5.18 pynnoBasa agpecauus

5.20 ®dyHKUMM ynpaBaeHusa

Bepcusa 1.12

20.11.2019

N3meHeHun B paspenax:
2.3 OCHOBHbIE TEXHUYECKME XapaKTepUCTUKU

Bepcua 1.11

15.10.2019

U3meHeHuna B pasaenax:

5.12 Mpynnb! arperaumm KaHanos — Link Aggregation Group (LAG)

5.19.4 MpoTokon ynpasneHus cetbio (SNMP)

Bepcusa 1.10

20.05.2019

fNo6asneHo onucaHue mogeneii Kommytatopos MES5316A, MES5324A,

MES5332A

Bepcua nporpamm-
Horo obecneueHus

6.6.12.1
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YC/TOBHbIE OBO3HAYEHUA

0O603HaueHue

OnucaHue

B KBagpaTHbIX CKobKax B KOMaH,ﬂ,HOﬁ CTPOKe YKa3blBatkoTCA HeobasaTeNibHble

[1 napameTpbl, HO UX BBOJA NPenoCTaBAAET OnpenesieHHble AOMNOHUTENbHbIE
onuum.

0 B ¢u1rypHbix CKOBKax B KOMAHAHOM CTPOKE YKa3blBalOTCA BO3MOXKHble 06A3a-
Te/ibHble NapameTpbl. Heobxoanmo BbIGpaTb OANH N3 NAPaMETPOB.

«,» [aHHble 3HAKM B ONUCAaHUN KOMaHZAbl UCMONb3YIOTCA ANA YKAa3aHWA AManaso-

«-» HOB.

«|» [aHHbIN 3HAK B ONUCaHMM KOMaHAbl 0603HaYaeT KUANY.

«f» [aHHbI 3HaK B ONMCaHNEe KOMaHAbl YKa3blBaeT Ha 3HAaYEHME NO YMOIYAHUIO.

Kypcue Calibri

Kypcusom Calibri ykasbiBatoTca nepemeHHble UM NapaMeTpbl, KOTOpble Heob-
XOAMMO 3aMEHUTb COOTBETCTBYHOLMM C/IOBOM U/IN CTPOKOMN.

MonyXUpHbIA

MoONYKUPHbIM WPUHTOM BblAENEHBI NPUMEYAHNA U NPEaYNPeKAeHNA.

<MonyxcupHoiii
Kypcue>

MONYKMUPHbIM KYPCMBOM B YI/I0BbIX CKOBKaX YKa3blBalOTCA Ha3BaHUA KaaBuLL
Ha KnasuaTtype.

Courier New

MonyxupHbim LWpndtom Courier New 3anmncaHbl NpUmepbl BBOAA KOMaHA,

Courier New|

Wpundptom Courier New B pamKe C TeHbIO YKasaHbl pe3yabTaTbl BbIMOAHEHUA
KOMaHa,

MpumeyaHua 1 npegynpexaeHus

30BaHMIO U HaCTPoOiiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYALMAX, KOTOPble MOTYT HAaHECTU
Bpeps, YCTPOMCTBY MM YeNoBeKy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-

/f‘ MpumeyaHua copepKaTt BaXKHYHO MH¢OpMaLI,MIO, coBeTbl WIN peKkomeHaauuun no ncnosb-
L]

Tepe AaHHbIX.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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1 BBEAEHMUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO CceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/AbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX U BbICOKOMPOU3BOAUTENBbHBIX
TPAHCMNOPTHbIX CETEN, KOTOPblE ABAAKTCA ONMOPHLIMW B MHOTOCNOMHOW apXUTEKTYpPE CETEN CAeayloLLero
NOKONEHUA.

MNepepgaya wMHPoOpmaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciuTtaba,
noapa3symeBaeT BbI6GOpP TaKo TOMONOTMKN CETU, KOTOPaA NO3BOMAET MTMBKO OCYLIECTBAATL pacrnpeaeneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl cepun MES2300, MES3300, MES53xxA, MES5310-48, MES5400-xx, MES5410-48,
MES5500-32 moryT UCcrno/ib30BaTbCA Ha CETAX KPYMHbIX NPeanpuaTUii U NpeanpuaTUii Manaoro U cpeaHero
6usHeca (SMB), B onepaTopckux ceTax. OHM obecneymBaloT BbICOKYIO MPOU3BOAUTENIbHOCTb, TMOKOCTD,
6e30MacHOCTb, MHOTOYPOBHEBOE KauecTBo 0bcaykmnBaHua (QoS).

KommyTaTtopbl MES5300-24, MES5320-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24,
MES5400-48, MES5410-48, MES5500-32 oTBeyatoT TpeboBaHUAM LLEHTPOB 06paboTKn AaHHbIX K Top-of-
Rack n End-of-Row-kommyTaTopam 1 TpeboBaHWAM OMepaTopoB K 06opyAOBaHWIO ceTeld arperaumu u
MarncTpanbHbIX ceTell, obecneymMBas BbICOKYIO MPOU3BOAUTENBHOCTb U 3KOHOMMUYECKU 3dPEeKTUBHOE
peleHue.

MpomblwneHHble KommyTaTtopbl MES35001-08P, MES35001-10P, MES35001-8P8F n MES2300DI-28
npegHasHavyeHbl ANA OpraHM3auuuM 3alMLLEHHBIX OTKA30yCTOMYMBBLIX CeTel nepefaynm AaHHbIX Ha
00bEeKTaAX, rae HeobxoAMMO BbINONHEHWE TPebOBAHWN NO 0bBecnevYeHUIo YCTOMYMBOCTU K BO3AENCTBUAM
pas3fINYHOro BUAA: TeMnepaTypHbIM, MEXaHUYECKMM, BUBpauumn n ap.

B HacToALleM pyKOBOACTBE M3/10XEHbl Ha3HauYeHne, TeXHUYECKMEe XapaKTepUCTUKN, peKoMeHaaumm
Nno HayasibHOM HaCTpOVIKe, CMHTAKCNC KOmMaHa AnA KOHd)MpraLI,MM, MOHUTOPUHIA U obHoBNEHUA
nporpammHoro obecneyeHus KOMMYTATOpPOB.

12 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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2 OINUCAHUE U3AENUNA

2.1 HasHaueHwue

KommyTtatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24,
MES5400-48, MES5410-48, MES5500-32 — 3TO BbICOKOMNPOU3BOAUTE/IbHbIE YCTPOMCTBA, NPeAHa3HauYeH-
Hble 1A UCNONb30BaHUA B LeHTpax 06paboTkM aAaHHbix (LLOA) B Kavectse Top-of-Rack namn End-of-Row
KOMMYTATOPOB, a TaK}Ke B CeTAX arperaumm u MmarmctpasbHbIX CETAX ONepaTopoB CBA3M.

KommyTtatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48
ocHalleHbl nHTepdeicamm 1000BASE-X/10GBASE-R 1 40GBASE-R/100GBASE-R4. B pexunme paclienneHus
HG-uHTepdeitca nogaepskmsaerca paboTa Ha ckopocTax 1 Féut/c, 10 Féut/c n 25 réut/c. Pexkum paciien-
NeHuna no3sonseT pacllennTb 4o 6 HG-uHtepdeiicos, 4to B cymme gaet 24 TWE-untepdeiical.

KommyTaTtopbl MES5320-24, MES5410-48 ocHalleHbl uHTepdeincammn 10GBASE-R/25GBASE-R wu
40GBASE-R/100GBASE-R4. B pexkume paclienneHuns HG-uHTepdeica nogaepskmnsaercsa pabota Ha CKOpo-
ctax 1 Féut/c, 10 F6ut/c 1 25 rémut/c. Pexnm pacluenneHmsa no3BoaseT paclennTts 4o 6 HG-uHTepdelicos,
yTo B cymme aaet 24 TWE-uHTepdelica.

KommyTaTtop MES5500-32 ocHauieH uHTepdeiicamm 10GBASE-R u 40GBASE-R/100GBASE-R4. B pe-
XUMe pacwenneHns HG-uHtepdeiica nogaepkmsaetca paborta Ha ckopoctax 1 M6ut/c, 10 réut/c n 25
r6ut/c. Pexxunm pacluenneHumsa nossonset pacwenntsb g0 30 HG-uHTepdeicos, yto B cymme aaet 120 TWE-
UHTepoelicos.

KommyTaTtop MES5700-32 ocHauleH uHTepdeiricamm 10GBASE-R 1 40GBASE-R4 (QSFP+)/100GBASE-
R4 (QSFP28)/400GBASE-R8 (QSFP56-DD). B pexkume pacwenneHuns FO-nHtepdelica noaaepxusaerca pa-
60Ta Ha ckopocTax 100 F6ut/c. Pexxunm paclienneHus nossonaeT pacuienuts Ao 30 FO-uHTepdelicos, 4To B
cymme gaet 120 HG-uHTepdeicos.

MopTbl KOMMYTaTOPOB  MOAAep:KMBalOT paboTy Ha ckopoctax 10 T6ut/c  (SFP+),
40 réut/c (QSFP+), 100 réut/c (QSFP28) 1 400 réut/c (QSFP56-DD). Hebnoknpyemas KoMMyTaLMOHHasA
MaTpULLA NMO3BOJIAET OCYLLLECTBAATbL KOPPEKTHYIO 06paboTKy NakeToB Npu MakCUMabHOW HarpysKke, coxpa-
HAA MPM 3TOM MUHUMAaNbHbIE U NpeAcKasyemMble 3aePKKN AN BCeX TUMOB TpaduKa.

KoMmyTaTopbl MMEKT BO3MOXHOCTb MCMOJIb30BaHUA cxem BeHTunAauum Front-to-Back n Back-to-
Front?, uto obecneunsaet 3GpGEKTUBHOE OXNAXKAEHNE NPU UCNONb30BAHMUM YCTPOWCTB B YCIOBUAX COBpe-
MeHHbIX IO/, ¢ pasHbIMUM CUCTEMAMM OXNAXKAEHUA.

OTKa30yCTOMYMBOCTb YCTPOCTB 0becneunBaeTcs pe3epBUpoBaHMEM UCTOYHUKOB NUTaHua (1+1) u
NPUMEHEHNEM CMEHHbIX MOAY/1ei BEHTUAALUKN. KOMMYTaTOPbl UMEIOT BO3MOMKHOCTb ropsAveli 3aMeHbl Mo-
Aynen NUTaHWS U BEHTUAALMOHHBLIX Moaynen, obecneumsaa becnepeboiiHoe GyHKLMOHUPOBAHUE CeTU
onepaTopa.

KommyTaTtopsl arperauum cepuit MES2300, MES3300, MES53xXA — 3TO BbICOKONPOU3BOANUTE/IbHbIE
YCTPOMCTBA, OCHAlLeHHble WHTepdencamm 10GBASE-R, 1000BASE-X u npegHasHayeHHble Ana

! ina mopenn MES5400-24 B pexume paclienneHns AoCTynHbl nHTepdeicel HG3-HG6. Ana moaenn MES5400-24
rev.B JaHHOro orpaHMYeHUA HeT.

2 KommyTaTopbl MES5410-48 1 MES5500-32 BO3MOKHbI B 1BYX UCMIOAHEHMAX: C BeHTUAAUMeN Front-to-Back nan Back-
to-Front.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 13
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MCMOMb30BaHNA B OMEPaTOPCKUX CETAX B KadyecTBe YCTPOMCTB arperauym M B HebOAbLIMX LEHTpax
06paboTkun aaHHbIX (LLOA).

MopTbl ycTpoicTBa noaaepusatotT paboTty Ha ckopoctax 1 Iéut/c (SFP), 10 réut/c (SFP+), uto
obecrneuymBaeT rmMbKOCTb B UCMO/b30BaHUM M BO3MOXHOCTb NOCTENEHHOro nepexoaa Ha 6onee BbICOKME
CKOPOCTU nepefaun AaHHbIX. Hebsoknmpyemasa KOMMYTaUMOHHasA MaTpULa MO3BOJIAET OCYLIECTBAATb
KOPPEKTHYIO 06paboTKy MakeToB MPM MaKCUMasbHbIX Harpyskax, COXpaHAasa Mpu 3TOM MUHUMAaJIbHbIE U
npecKkasyemble 3a4ePXKM Ha BCex Tunax Tpaduka.

OTKa30YyCTOMYMBOCTb YCTPOMCTB obecrneuymnBaeTcs pesepBMpoBaHMEM UCTOYHMKOB NuTaHmua (1+1) u
NPUMEHEHUEM CMEHHbIX MOAy/el BEHTUAALUMM. KOMMYTaToOpbl MMEIOT BO3MOMHOCTb ropsyeit 3ameHbl
Moaynen NUTaHuA U BEHTUIALMOHHBIX Moaynein, obecneynsasn becnepeboitHoe GyHKUMOHUPOBAHNE CETU
onepaTopa.

HoBoe noKoneHne KommyTaTopoB AocTyna cepmn MES2300 ocywecTBnaeT NOAKAKOYEHNE KOHEYHbIX
Nno/ib3oBaTesIelt K CETU KPYMHbIX NPegnpuaTUin, NpeanpuaTuii Manoro U cpeaHero 6UsHeca M K ceTam
onepaTtopoB CBA3M C nomoulblo uHTepdericos 1G/10G. Kommytatopbl MES2300 Takke moryT
NCMOJIb30BaTbCA B ONEPATOPCKMX CETAX B KAYECTBE KOMMYTAaTOPOB YPOBHA arperauum Uam TPaHCNOPTHbIX
KOMMYTATOpPOB.

MopTbl YCTPOWCTB NogaepXuBatoT paboTy Ha ckopocTax 1 Iéut/c n 10 réut/c, uto obecneumsaer
rTMOKOCTb B MCMOJIb30BAaHWMM M BO3MOXKHOCTb MOCTEMEHHOIO Nepexoga Ha 6osiee BbICOKME CKOPOCTU
nepegayn AaHHblx. HebnoKMpyemaa KOMMYTAUMOHHAA MaTpuLa NO3BOAAET OCYLLECTBAATb KOPPEKTHYIO
o6pa60TKy NaKeToB NP MaKCUMaJIbHbIX Harpy3Kkax, CoOXxpaHAaAa npuv aToM MUHUMaAJIbHble U NpeacKa3yemble
3a4€ePKKM Ha BCeX TMNAxX TpaduKa.

MpomblwneHHble KommyTaTtopbl MES35001-10P, MES35001-08P, MES35001-8P8F n MES2300DI-28
npefHasHayvyeHbl 41 OPraHM3aLUM 3aLLMULLEHHbIX OTKA30YyCTOMYMBDLIX CeTeN nepeaayn AaHHbIX Ha 0Obek-

Tax, rae HEO6XO,CI,MMO BbIMNO/IHEHNE TDEGOBaHMﬁ no YCTOVIHMBOCTM K BO3A€ﬁCTBMﬂM Pa3/IMYHOIo BUAa TEM-
nepaTtypHbiMm N MEXaHNYECKUM BOSAEVICTBMHM, BM6paLI,MM nap.

2.2  ®YHKUMM KOMMYyTaTOpA

2.2.1 basosble hyHKYUU
B Tabnnue 1 npuBeaeH cnMcok 6a3oBbix GyHKUWIA YCTPOMUCTB, AOCTYNHbIX ANA aAMUHUCTPUPOBAHUSA.

Tabnnua 1 — basoBble GyHKUUM YCTPOMCTBA

3awjuma om BAOKMpPOBKa BO3HMKAET B C/ly4anx Neperpyskun BbIXOAHbIX MOPTOB yCTPOWCTBa Tpadu-
6510KUpoBKuU o4yepedu KOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOSMT K 3a4ePKKam nepesayun faHHbIX
(HOL) M noTtepe NaKkeTos.

Moddepxcka CnocobHoCTb Nogaep*knBaTb Nepenady CBEPXAAMHHbLIX KaapoB, YTO NO3BONAET ne-
c8epXx0/1UHHbIX KAOPO8 | pefaBaTh faHHblE MEHbLUMM YMCIOM NAKETOB. ITO CHUMXKAET 06bem cykebHoM uH-
(Jumbo frames) dopmaunn, Bpems 06paboTKM 1 NepepbIBbI.

YnpaBneHne NOTOKOM MO3BOAAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [N npeAoTBpalleHMA nepenonHeHus bHydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNpPaBaATb nakeT PAUSE, Tem cambim MHbopmupys
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOHXOAMMOCTU cAeNaTb Nay3y Npu nepegaye na-
KeToB.

YnpaeneHue nomokom
(IEEE 802.3X)

14 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



A ELTEX

KommyTaTop noanep:kvsaeT ob6beAnHEHNE HECKONbKUX YCTPOMCTB B CTEK. B aTOM
Cy4yae KOMMYTATOpPbl PACCMaTPMUBAIOTCA KaK eauHOoe YCTPOMCTBO C OOLLMMM HACTPOM-
Paboma e cmeke Kamu. BO3MOXHbI fB€e TOMONOIMMN NOCTPOEHUSA CTEKA — KO/bLO M LienoyKa. Mpu aTom
ycmpoiicme napameTpbl NMOPTOB BCEX YCTPOMCTB, BKAKOUYEHHbIX B CTEK MOXKHO 3aaTb C KOMMYyTa-
Topa, paboTatolero B pexxume «mactep». CTeKMpoBaHME YCTPOCTB NO3BOAET CHU-
3UTb TPYLOEMKOCTb YNpaBAeHUA CETLIO.

2.2.2 MWUcnonvzosaHue TCAM

TCAM (Ternary Content-Addressable Memory) — TpoMyHas namaTb C agpecalmeit No coaepHRnumomy.
Ucnonb3yetca pgas  ObICTPOro MOWCKa JaHHbIX B Tabauuax Mo Heo4HO3HayHO onpegesieHHoMY
COOEPKUMOMY 3/IEMEHTOB, HeobxoAMma A/ BbICOKOMPOM3BOAUTE/NbHBIX TMPUIOMKEHUI Nepexsarta,
OUNbTPALMM, MHKANCYNALUM U NEePECbIIKUA AaHHbIX.

KntoueBoit ocobeHHocTblo TCAM aABAseTcA HanAnume TPexX COCTOAHWI pe3yabTaToB MOWUCKA, YTO
NO3BOISIET BbINOMAHATb NapanaesibHblA NOUCK MO BCEM 3aNUCAM MMEA TOJIbKO MaCKy BO3MOMKHbIX 3Ha4YEHU
WMCKOMOTO 3/1EMEHTA A0 NoAyYeHUs Hambosiee TOYHOrO pesysibTaTa NOUCKa.

MouncK BbINOAHAETCA MapannenbHo no Bcem adveiikam TCAM, nNosTomy ero Bpema He 3aBUCUT OT
KOAM4ecTBa ayeek NamaTU. ITo Heobxoaumo Ans obecnedyeHua nepexsata, GuUNbTpaLMK, moambuKaumu,
TYHHE/NIMPOBAHUA U MepecblIKM [aHHbIX Ha MaKCMMafibHOW CKOPOCTU WHTepdelica, orpaHnUYeHHow
XapaKTepUCTUKamm cpeapl nepeaadn AaHHbIX (wire-speed).

— TCAM rules — dopmaTt 3anonHeHUa 3HaYeHun adeiku TCAM Ansa BbIMOJIHEHMW MOWUCKA
cosnageHuii (lookup). MoaaepKMBatoTCA CTaHAAPTHbLIE U paclUMPEHHbIe Npasuaa AanHol 30
1 60 6aliT, COOTBETCTBEHHO.

— PCL (Policy Control List) — mexaHuM3m, onpeaenstowmn anroputm noucka cosnageHuin B
npasunax TCAM. OH Heobxoaum ana ngeHTMPUKaumm n knaccudmrkaumm Tpadmka, Kotopble
obecneunBaloT paboTy ceTeBbIX CEPBUCOB.

— IPCL (Ingress Policy Control List) — PCL gns nepexBaTta, ¢punbTpaumm u moaunduKaumm
TpadurKa BO BXOAALLEM HANpPaBAEHUN.

— EPCL (Egress Policy Control List) — PCL gna nepexsata, ¢uabTpaumm n moamndukaumm
TpaduKa B UCXOAALLEM HAMPABIEHMUU.

— TTI (Tunnel Termination Interface) — wa6noH meTogoB B3aummogenctena ¢ TCAM ans
nepexsaTa, PUaAbTPaLMKU, MHKANCYNALUM WU aNNAPaATHOrO TYHHEMPOBaHMA TpaduKa.

— UDB (User-Defined Bytes) — nononHutenbHas annapatHasa Tabauua, Kotopasa MoXKeT 6biTb
3a4eicTBOBaHa [A/1a paclMpeHuss Bo3mMoOKHocTel paboTtbl ¢ TCAM rules B PCL ¢
MCNONb30BaHWEM ONpeaensemMblxX Nosb3oBaTeeM 3HaYeHM noneit: offset, port-range u T.n.

— Komnapatop — 3nemeHT UDB, cpaBHMBaIOWMI 3HaYeHUs npu ucnosnb3osaHuu TCP/UDP
port-range. OAWH KOMMNApaTop MOMKET BbIMNOJHUTb TOJIbKO OAHY OnepaLmio CpaBHEHMUA:
60/blUe, MeHbLIe, HEPABHO.

V’ TCAM aBnsetca pasgensaembim pecypcom gna Bcex PCL-cepBucoB Ha ycrpoiictee. MNMpwu 3a-
rpyskKe yctpoiictea 6poHupylotca 74 ctaHgapTHbix TCAM-npaBuaa ana ocywecTsieHua ne-
pexBaTa TpaduKa cny>Keb6HbIX NPOTOKONO0B U AeACTBUIA N0 YMOAYAHUIO U 6330BbIX GYHKLMIA
KOMMYyTaTopa. 3TU NpaBuia He MOryT 6biTb 0CBO6OXKAEHDI B AanbHelemM Aas NPOUMnX ce-

TeBbIX CEPBUCOB.

V Mpu 06begHEHUN YCTPOICTB B CTEK, pecypcbl TCAM yTUAU3MPYIOTCA NapannenbHo U He
o CYMMMUPYIOTCA ANA YCTPOMCTB CTEKa.

V’ Ha kommyTtaTtopax MES5400-48, MES5410-48, MES5500-32, MES5700-32 TCAM umeer cer-
MEHTAPHYI0 CTPYKTYpY 1 Kaxkablii PCL u TTl-cepBuc pesepsupyet 610Ku no 512 ctaHgapTHbIX
TCAM-npaBun, KoTopble He MOryT 6biTb MCNO/b30BaHbl Npouyumu PCL n TTI-cepeucamu.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 15
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32
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V‘ ®YHKUMMU YyCTPOMACTBA UCNONbL3YIOT 5 pasnnuHbix PCL-cepBUCOB:

o — pnAa obpabotku Bxoaauwero Tpaduka (IPCL_O, IPCL_1, IPCL_2);
— 1 pna obpabotku ucxopgawero tTpapuka (EPCL);
— 1 pna pabotbi ¢ cepBucamu TyHHenmpoBaHusa (TTI).

®DYHKUMM KOMMYTATOPA, ucnonb3ykowme cepsucbl PCL, TTI n UDB, a TakXe ¢popmybl pesep-
BMPOBAHUA PECypCcoB A5 CETEBbIX CEPBUCOB NpuBeaeHbl B pasaene Mpunoxkenue [,. PyHK-
LMoHan KommyTaTopa, ucnoabsytowmii TCAM n UDB.

V Ha  kKommytatopax  MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P,

o A MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24,
MES5300-48 PCL-cepsucbl IPCL_0 1 IPCL_1 o6beguHeHbl B 0gHY rpynny U Ucnosb3yloT 06-
wee NPOCTPAHCTBO A4N1A 3anNUCU NPaBU CeTeBbiX CEPBUCOB.

Mpu ucnonb3oBaHun nuueHsnpyemoro ¢pyHKumoHana EVPN/VXLAN n MPLS npoucxogut
6poHupoBaHMe YacTn annapaTtHbix pecypcos TTl cepsucos B TCAM. OrpaHuueHusa no moge-

NAam cMm. B pasgene 4.5.2.3 BbigeneHue annapaTtHbIX PecypcoB NoA AuueH3npyemblit GyHK-
LMOHan.

2.2.3 ®yHKyuu npu pabome c MAC-adpecamu
B Tabsimue 2 npmseaeHbl GYHKLUMM yCTPOMCTB npu paboTte ¢ MAC-aapecamu.

Tabnumua 2 — PyHKuMKM pabotbl ¢ MAC-agpecamu

KommyTaTop cocTtaBasfeT B NamATh T36m4u,y, B KOTOpOVI YCTaHaB/IMBaeTCA COOTBET-

Tabauya MAC-adpecos
cteme mexxay MAC-agpecamu 1 yanamu nopToB KOMMyTaTopa.

B oTcyTcTBME 06YyYEHMA AaHHbIe, NOCTYMNaloLWMe Ha Kakon-nMbo NopT, nepesatoTca Ha
BCe OCTa/ibHble MOPTbl KOMMYyTaTOpPa. B pexxume 0byyeHnAa KOMMyTaToOp aHaAM3npyeT
Kagpbl u, onpegennms MAC-agpec oTnpaBuTens, 3aHOCUT ero B TabanLy KOMMyTaLuUu.
Bnocneacteum kagp Ethernet, npegHasHauveHHbIV ana xocta, MAC-agpec KoToporo
yKe ecTb B Tabsvue, nepesaeTcs TO/IbKO Yepes yKasaHHbIM B Tabauue nopr.

Pexcum obyyeHus

Moddepicka nepedayu

dHHaA HKUMA NO3BONAET YCTaHaB/aMBATb CcoeAMHEHMA «OAUH KO MHOrMm» U
Ha HecKosbKo MAC- A byrKu Y A A

«MHOTMe KO MHorum». Takum o6pa3som, Kaap, afpecoBaHHbIi MHOrOagpecHow

adpecos (MAC . .
. rpynne, nepeAaeTca Ha Kaxabl NOPT, BXOAALLUI B rpynny.
Multicast Support)
AsmomamuyecKoe
epemsa xpaHeHua MAC- | Ecav ot ycTpoiictea ¢ onpeseneHHbM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-
adpecos MEHW He MOCTYyNaloT NaKeTbl, TO 3anNucb ANA AaHHOro agpeca yctapesaeT M yaanaeTcs.
(Automatic Aging for 370 NO3BONSET NOALEPKMBATL TAOAMLY KOMMYTALMUN B aKTYaIlbHOM COCTOAHUMN.
MAC Addresses)
CmamuyecKue 3anucu c .
. eTeBON KOMMYyTaTop MO3BOMAET MO/b30BaTeNl0 ONpeaennTb CTaTUYeCcKue 3anucu
MAC (Static MAC AMyTaTop pea
Entries) cooTBeTcTBMI MAC-apecoB, KOTOpPbIe COXPaHAIOTCA B TabaunLe KommyTaLmu.
ntries,

1 6 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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2.2.4 ®yHKyuu emopo2o ypoeHa cemesoli moodenu OSI|

B Tabnnue 3 npuseaeHbl pyHKLUN U 0COBEHHOCTU BTOPOro YpoBHSA (ypoBeHb 2 OSl).

Tabnunuya 3 — OnncaHme GyHKUMIN BTOpOro ypoBHSA (yposeHb 2 OSI)

Peanusauusa npotokona IGMP nossonser Ha ocHOBe WMHbOpPMaLMK, NOJYYEHHON
npv aHanuse cogepxumoro IGMP-nakeToB, onpeaennTb, KakMe yCTPOMCTBA B CETU

®yHkyua IGMP Snooping .
Y4YacTBYHOT B rpynnax MHOrOaZpecHOM Paccbl/iIKK1, M aapecoBaTb TPAPUK Ha COOTBET-
CTBYyHOLWLME NOPTHI.
. Peanusauua npotokona MLD no3BosifaeT ycTPoiCTBY MUHUMM3IMPOBATb MHOroaa-
@®yHkyusa MLD Snooping 4 P yerp y P A

pecHblli IPv6-Tpaduk.

3awjuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LWTopm» — 31O pasmHoXKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXK4OM y3/1e, KOTOpoe NPMBOAMT K 1IaBMHOOBPA3HOMY POCTY MX YMCNa M Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BOAIOLLYIO OFPAHUYNUTL CKO-
pOCTb Nepesaym MHOrOa4PECHbIX U LIMPOKOBELLATENbHbIX KaAPOB, NPUHATbIX U ne-
pefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKanupoBaHuWe NopTos No3soaseT AybanposaTb Tpaduk Habaogaembix NOPTOB.,
nepecbinas BXoAslWMe U/UAM UCXOAALLME NaKeTbl HA KOHTpOAUpYyoWwMiA nopt. Y
no/sib30BaTeNA KOMMYTaTopa €CTb BO3MOXHOCTb 334aTb KOHTPO/IUPYIOLWNIA U KOH-
Tpo/AMpyemble NOPTbl U BbIBPATL TMN TpadUKa (BXOAALMIA U/UAN UCXOAALLMIA), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

Usonayua nopmos
(Protected ports)

[aHHaa GyHKLUMA No3BoAAET HAa3HAuYUTb NopTy ero uplink-nopT, Ha KoTopbIi 6es-
ycnoBHo ByaeT nepeHanpaBaaTbcA Becb TpaduK, obecneynsas Tem caMbiM U30NA-
LMIO C APYrMMK NopTamu (B Npegenax o4HOro KOMMYTaTopa), HaXo4ALMXCA B 3TOM
e WwupokosewaTenbHom gomeHe (VLAN) B npeaenax o4HOro KommyTtaTopa.

Private VLAN Edge

[aHHan dyHKLMA NO3BONAET M30AMPOBATL FPYNNy NOPTOB (B Npeaenax 04HOro KOM-
MyTaTopa), HaXOAALWMXCA B OAHOM LUMPOKOBELATE/IbHOM AOMEHE MeXKay cobol,
No3B0/iAA NPY 3TOM 06MeH TPadMKOM C APYTMMKU NOPTaMM, HAXOAALLMMMCA B STOM
e WMPOKoBeLLaTe/IbHOM AOMEHE, HO HENPUHAANEKALLMMM K 3TOM rpynne.

Private VLAN (light
version)

ObecneynBaeT U30NALMUIO MEXAY YCTPOMCTBAMM, HAXOAAWMMMUCA B O4HOM LUMPO-
KoBeLlaTeNbHOM AOMeHe, B Npeaenax Bcei L2-ceTn. PeannsoBaHbl TONbKO ABa pe-
Xnma paboTbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHu-
BaTbCA APYr C APYrom).

Moddepxka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoW NPOTOKOJ, OCHOBHOM 3afayeit KOTOPOro ABASA-
eTca npuseaeHue cetu Ethernet ¢ M36bITOYHBIMKM COegUHEHUAMM K APEBOBUAHOM
TOMNONOTNK, UCKAOYatoLen neTan. KommyTaTopbl 06MEHNBAOTCA KOHOUTYPaLMOH-
HbIMM COOBLLEHNAMMN, UCNONb3YA Kadapbl cneumanbHoro ¢opmata, v BbIGOPOYHO
BK/IIOYAIOT M OTK/IIOYAIOT Nepeaayy Ha nopTbl.

Moddepxka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — ABAAeTCA ycoBepLUEHCTBOBaHMEM NpoTokona STP, xa-
paKTepu3yeTcs MeHbLIMM BPEMEHEM NPUBELEHUA CETU K PEBOBMAHOM TONOAOTUU
N nmeet 60osiee BbICOKYHO YCTOMUYMBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoTOKOA NpeaHa3HayYeH AN NOBbIWEHMA YCTOMYMBOCTA U HALEKHOCTM CeTU ne-
pefaun AaHHbIX, MMeoLWein KoNbLEBYIO TOMOOIMIO, 33 CYET CHUMEHUA BPEeMEHU
BOCCTAHOBJ/IEHMA CETU B C/ly4Yae aBapuu. Bpema BOCCTaHOB/EHMA He npesbiwaeT 1
CEeKYHAbl, YTO CYLLECTBEHHO MEHbLLE BPEeMEHU NepecTpoiKu ceTu Npu MCNosib3oBa-
HWW NPOTOKO/IOB CEMENCTBA spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMYyTaTopa, 06pasyoLLmx O4HY LWMPOKOBELLATENbHYIO
obnactb (AomeH). KommyTaTop noaaepunBaeT passindHble cpeacTsa Knaccuduka-
LMW NaKeToB A4N1A onpeaeneHnsa Ux NnpuHaanerKHocTH K onpeaeneHHon VLAN.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 17
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Moddepxcka npomokKona
OAM (Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
bYHKUMM ypOBHA KaHana nepegayv AaHHbIX MpeacTaBAAloT coboil npoToKon
MOHUTOPUHIA COCTOAHMA KaHana. B aTom npoToKone ana nepegaym nudopmaumm o
COCTOAHUWN KaHasa MeXAy HenocpencTBeHHO NOAKIOYEHHBIMU YCTPOMCTBAMM
Ethernet ncnonb3ytotca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoit-

802.3ah) CTBa AO/IKHbI NOAAepuBaTh cTaHaapT IEEE 802.3ah.

MpoTokon pernctpaumum GARP VLAN obecneumBaeT guHammyeckoe pobasie-
NMoododepxcka GVRP (GARP | uue/ynanenve rpynn VLAN Ha nopTax KommyTaTopa. ECAM BKIKOYEH MPOTOKON
VLAN) GVRP, kKommyTaTop onpefenseT, a 3aTem pacnpoCTPaHAET AaHHble O NPUHAANEK-

HocTu K VLAN Ha Bce nopTbl, ABAAIOLWMECA HACTbIO aKTUBHOM TONOIOTUM.

Moddepicka VLAN
Ha 6a3ze nopmoe

PacnpeaeneHune no rpynnam VLAN BbINOAHAETCA NO BXOAAWMM nopTam. JaHHoe
pelleHve No3BONAET UCMOJIb30BaTb Ha KaXKAOM NOPTY TONbKO oaHy rpynny VLAN.

c ucnone3zoeaHuem LACP

(Port-Based VLAN)
IEEE 802.1Q — OTKpPbITbIN CTAaHAAPT, KOTOPbIMA ONMCbIBAET NPOLEAYPY TErMPOBaHMUA
Moddepxka 802.1Q TpaduKa gna nepegaum nHbopmauumn o npuHagnexHoctn K VLAN. MossonseT umc-
nosb3oBaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.
MpoTtokon LACP obecneunBaeT aBTomaTUYecKkoe 0b6beaUHEHNE OTAENbHbIX CBA3EN
MexXay ABYMA YCTPOWCTBaMM (KOMMYTaTOP—KOMMYTATOp WMAM KOMMyTaTop—cep-
O6beduHeHUe KaHa08 Bep) B ea1HbIM KaHa nepesayun AaHHbIX.

B npoToKoae NOCTOAHHO onpeaensaeTca BO3SMOXHOCTb O6'be,EI,VIHEHVIﬂ KaHanos, n B
CQiy4ae OTKa3a coegunHeHunA, BXogAawero B O6'b6LI,MHeHHbIl7I KaHan, ero Tpad)VIK aBTO-
MaTU4YeCKN nepepacnpenenaeTca Nno He OTKa3aBWKMM KOMMNOHEHTaAM O6'be,CI,MHEH-
HOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpovictBax nogaepxunBaetcs GyHKLMA CO34aHMA TPynn KaHaoB. Arperauns Ka-
Hanos (Link aggregation, trunking) unu IEEE 802.3ad — TexHonorua obbeguHeHua
HECKONbKMX GU3NYECKUX KaHa/noBa B OAWMH NOrMYecKUi. 3To cnocobeTByeT He
TO/IbKO YBE/IMYEHUIO NPOMYCKHOM CNOCOBHOCTM MAarMcTpaabHbIX KAHAN0B KOMMYyTa-
TOP-KOMMYTATOpP AN KOMMYTaTOp-CeEpPBEpP, HO U MOBbLILWEHUIO UX HAAEeXHOCTU. Bos-
MOKHbI TPM TMNa 6anaHCMPOBKM — Ha ocHoBaHUKM MAC-agpecos, Ha ocHoBaHuM |P-
aZipecoB M Ha ocHOBaHMK NopTa (socket) HazHayeHwMs.

lpynna LAG cocToMT U3 NOPTOB C OANHAKOBOM CKOPOCTbIO, PaboTalowWmx B AynaeKc-
HOM peXKnme.

Mododepxka Auto Voice
VLAN

MpenoctaBnsaeT BO3MOXHOCTb UAEHTUGUUMPOBATL r0J10COBOIM TPadMK Ha OCHOBaA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecnm
B MAC-Tabnunue kommyTaTopa npucytcreyet MAC-aapec ¢ OUl ronocoBoro wnto3a
unu e IP-TenedoHa, To AaHHbIN NOPT aBTOMaTUYECKN AobasnseTtcs B voice vlan
(naeHTMdMKauma no npotokony SIP unm ke no MAC-agpecy nosny4yatens He noj-
AepKuBaetca).

2.2.5 ®yHKyuu mpemoe2o ypoeHa cemesoii modenu OSI|

B Tabnumue 4 npuseaeHbl GyHKUMM TpeTbero ypoBHSA (yposeHb 3 OSI).

Tabnunua 4 — OnucaHme GyHKLUUIN TpeTbero ypoBHaA (Layer 3)

Knuenmei BootP

u DHCP

(Dynamic Host
Configuration Protocol)

YcTpoictBa  CnoOCO6HbI

BootP/DHCP.

aBTOMaTMYecKM nosyyatb |P-agpec no npoToKony

Cmamuyeckue
IP-mapwipymel

ALOMUHUCTPATOP KOMMYTaTOPa MMeeT BO3MOXKHOCTb f06aBNATb U YAANATb CTaTUYe-
CKMe 3anucuy B Tabnuy mapipyTMsaumu.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conocTtasaeHus IP-agpeca n ¢pusmyeckoro agpeca yctponcrea. CooT-
BETCTBME YCTAHAB/IMBAETCA Ha OCHOBE aHa/M3a OTBETa OT Y3113 CeTH, afpec y3na 3a-
npalmMBaeTca B LUIMPOKOBELLATE/IbHOM MaKeTe.

18 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AMHAMMYECKOI MApPLIPYTU3aLLMK, KOTOPbLIM NO3BOIAET MApLIPYTU3aTOPaM
06HOBAATL MAPLLIPYTHYIO MHGOPMALMIO, NONYYasn ee OT COCeAHUX MAaPLIPYTU3aTOPOB.
B 334a4M NpoTOKONA BXOAMUT onpesefieHne onTMMabHOro MapLipyTa Ha OCHOBaHUMU
[AaHHbIX O KO/IMYECTBE NMPOMEKYTOUHbIX Y3/10B.

@®yukyusa IGMP Proxy

IGMP Proxy — ¢®yHKUMA YNPOLLEHHOW MapLlpyTUM3aLUMM MHOroaapecHbIX AaHHbIX
MeXay ceTamun. s ynpaBaeHMA mapLlipyTm3aumneint ncnonbayetcs npotokon IGMP.

lpomokon OSPF

MpPOTOKOA AMHAMMUYECKON MapLUpyTU3aL MK, OCHOBAHHbLIA Ha TEXHOJIOTUU OTCAENKMU-
BaHMA cocToaHMA KaHana (link-state technology) 1 ucnonb3ylowmii Ans HaxoKAeHus
KpaTtyauwero nytm anroputm eikcTpsbl. Mpotokon OSPF pacnpocTpaHAeT MHdopma-
LMI0 O AOCTYMHbIX MapLIpyTax Mexay MapLpyTu3aTopaMn o4HOW aBTOHOMHOW Cu-
cTeMbl.

lpomokon BGP

BGP (Border Gateway Protocol — npoToOKoA rpaHMYHOrO WA3a) ABAAETCA NPOTOKO-
JIOM MapLpyTU3aummn mexay aBTOHOMHbIMK cuctemamu (AS). MapLupyTmsaTopbl 06-
MeHUBaoTCA MHGOPMaLMEN O MapLIPYTaxX K CETAM Ha3HaYeHus.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH oA pe3epBUPOBaHUA MapLLPYTU3aTOPOB, BbIMOIHA-
OLLMX POAb W03 NO YMOYaHUIO. ITO AOCTUraeTcsa NyTém obbegnHeHua IP-uHTep-
deicoB rpynnbl MapLLpyTM3aTOPOB B OANH BUPTYasibHbIN, KOTOPbIA ByaeT ncnonb3o-
BaTbCA KaK LWII03 MO YMOJIYAHMIO AJ/17 KOMMbIOTEPOB B CETH.

PIM-npoTokon mHOroaapecHon maplipytusaumm ansa IP-cetei, co3gaHHbIn ana pe-
weHuA npobaem rpynnoBoi maplupytusaumu. PIM 6asmpyeTtca Ha TPagMLMOHHbIX
MapLLUpPYTHbIX MpOTOKonax (Hanpumep, Border Gateway Protocol), BmecTto ToOro,

pomokon PIM yTobbl CO34aBaTb COBCTBEHHYIO ceTeByto Tonosoruto. PIM ucnonbsyeT unicast-tab-
VLY MapLIpyTM3aLmu gna nposepku RPF. 3Ta npoBepKa BbINOMHAETCA MapLIpyTU3a-
TOopamu, 4Tobbl ybeauTbes, YTO Nepegada MHoOroagpecHoro Tpaduka BbINOAHAETCA
no nytn 6e3 netens.
MpoTokon ans obmeHa nHbopmaumeit 06 UCTOUHMKAX MyNbTUKACTa MEX, aznny-
lpomokon MSDP P A bopma, y AY P

Hbimu RP B PIM.

2.2.6 ®yHKkyuu e VRF

Tabnunua 5 — PyHKuuK, nogaepxusatowme paboty c VRF

®yHKYUA

Mpomokon/cepeuc

Moddepxka pabomel 6
VRF-Lite

Moododepxcka pabomeoi 6
MPLS IPVPN

Unmepcdpelicoi

OOB-uHTepdetic (Out Of
Band)

+

dusnyeckuii MHTepdenc

+

+

VLAN (Switch Virtual
Interface)

+

+

Port-Channel

loopback

IP interface

ICMP

Ping

Traceroute

ICMP Type 3

Mapwpymusayusa

CraTnyeckasn
MapLpyTM3auma

+ |4+ |+

+ |+ |+ |+ |+ |+

PBR (Policy-based routing)

BGP

OSPF

PIM

AAA

TACACS+ KnuneHT

RADIUS-KnneHT

+ |+ [+ |+ |+

+ |+ |+ [+ |+

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 19
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YnpasneHue

Telnet-cepsep?

SSH-knAneHT/cepeep

SNMPv2/v3-cepsep

HTTP-cepsep!

HTTPS-cepsep?

MoHumopuHe

sFlow

Syslog

Omka3zoycmolivueocmeo

BFD (ana OSPF n BGP)

VRRP

+ |+ [+ |+ [+ |+ ]+ ]|+

IP SLA

peer-detection (gns VPC)

Cepsucsl

NTP-knveHT/cepeep

SNTP-knuneHTt

DHCP Relay
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Mepedaya ¢aiinos

TFTP-knueHT/cepsep

SCP-knueHT/cepsep
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SFTP KnuneHT

2.2.7 ®yHkyuu QoS

B Tabanue 6 npuseaeHbl OCHOBHble GYHKLMM KavecTBa obcnysknsanus (Quality of Service).

Tabnnua 6 — OcHoBHble QYHKLMM KayecTBa 06CNyKUBAHMSA

Modoepcka YCTPOMCTBO NOAAEPKUBAET NPUOPUTU3ALNIO UCXoaAaLwero TpadmKa No ovepesam Ha
npuopumemHsoix Kaxgom nopTy. PacnpeseneHue nakeToB No oyepesam MOXKeT NpOn3BOANTLCA B pe-
oyepeoelii 3y/abTaTe KnaccudrKaumm NakeToB NO Pas/IMYHbIM NOSIAM B 3aro/I0BKax NaKeToB.
CraHgapT 802.1p cneumduumpyeT meToq yKasaHUsa NpMopuTeTa Kaapa M anroputm
MCMNO/Ib30BaHMA NPUOpPUTETA B LeIAX CBOEBPEMEHHOW AO0CTaBKU HYYBCTBUTENBHOTO K
Moddepxka Knacca pnop 4 P A y .
BPeMeHHbIM 3aepKkam Tpaduka. CtaHaapT 802.1p onpenenset BOCEMb YPOBHEM
obcnyxuesaHus 802.1p
npuopuTeToB. KOMMyTaTOpbl MOTYT UCMNONb30BaTb 3Ha4YeHUe npuoputeta 802.1p gna
pacnpeaeneHna KagpoB No NMPUOPUTETHLIM oYepeaam.

2.2.8 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnunua 7 — PyHKumMmn obecneveHma 6esonacHocTu

DHCP snooping

PyHKUMA KOMMYTATOpPa, NPefiHa3HaYeHHAA 414 3alUMTbl OT aTak C MCMOb30BaHNEM
npotokona DHCP. O6ecneunsaet ¢punbrpauntio DHCP-coobuieHMiA, NOCTYNUBLUNX C
HeHaAeXHblX NOPTOB MyTEM MOCTPOEHUA U NOALEPNKAHWUA Hasbl JAHHbBIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT Aencreua
6paHaMayapa MexKay HeHaaeKHbIMKU nopTamu 1 cepsepamun DHCP.

DHCP

Onyus 82 npomokKona

Onuwus, KoTopas nossonsetr npouHbopmuposatb DHCP-cepBep o Tom, C Kakoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Mo ymon4aHMIO KOMMYTaTOp, MCNob3yroLWwmin pyHKUMo DHCP snooping, obHapyKu-
BaeT 1 oTbpacbiBaeT ntoboit DHCP-3anpoc, coaeprKalmnii onunto 82, KOTOPbIN OH No-
Nlyunn yepes HeHaaExHbIl (untrusted) nopr.

! Telnet, HTTP, HTTPS-cepBepa BkAtouatoTca/oTKAOUaOTCA r1obanbHo ana scex VRF, Bkatoyas VRF no ymonyaHuio.

2 0 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

UDP relay MepeHanpasneHune wmpokoselLatenbHoro UDP-TpadmKa Ha yKasaHHbIN IP-agpec.
DHCP-cepBep ocywecTBAAET LEeHTPa/IM30BaHHOE ynpaBieHne ceTeBbiIMU agpecamu

®yHKyuu DHCP- pBep ocyuy UeHTp ynp ap

cepeepa W COOTBETCTBYHOLMMMN KOHOUTYPALMOHHBIMM NapaMeTpaMmn, aBTOMaTUYECKN Npeso-

CTaB/AA UX KIMEHTAM.

IP Source address guard

PyHKUMA KOMMYTaTOpa, KOTOopasa orpaHmymeaeT IP-TpadumK, unbTpya ero Ha oCHoBa-
HUK TabmLbl cOOTBETCTBUI 6a3bl 4aHHbIX NpuBsA3kn DHCP — DHCP snooping u ctaTn-
Yecku cKoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTcs Aaa 6opbbbl € noa-
meHolt IP-agpecos.

Dynamic ARP
Inspection (Protection)

PyHKLMA KOMMYTATOpPa, NPeAHa3Ha4YeHHaa A1A 3alWMTbl OT aTaK C UCMOb30BaHNEM
npoTokona ARP. CoobuieHune, KOTOpOe NOCTYNAeT C HEHAAEXKHOTO NOpPTa, NoAsepra-
eTcs MPOBEPKe — COOTBeTCTBYET An IP-agpec B Tene npuHsaToro ARP-coobuieHus
IP-agpecy otnpasuTens. Ecav agpeca He coBNaaloT, TO KOMMyTaTOp oTbpackiBaeT
naker.

L2 - 13— L4 ACL (Access
Control List)

Ha ocHoBe nHbopmaumm, cogepKalleinca B 3arosoBKax ypoBHelt 2, 3 n 4, y aoMUHK-
CTpaTopa ecTb BO3MOMKHOCTb HAaCTPOUTb MPaBwU/a, COTIACHO KOTOPbIM NakeT 6yaeT
obpaboTtaH nMbo oTbpoLleH.

Time-Based ACL

Mo3B0/1AET CKOHPUIYPUPOBATL BPEMEHHbIE PAMKK, B TEYEHNE KOTOPbIX AaHHbIN ACL
6yanerT gelicTBoBaTh.

noéauHHoOoCcMU Ha
ocHoee nopma (802.1x)

Mododepxka OcHoBHasA QyHKLUMA 6OKMPOBKM — NOBLICUTL HE30MACHOCTbL CETU, NPEAOCTaBAAA A0-
3a6710KUPOBAHHBIX CTyNn K NOPTY KOMMYyTaTopa TO/IbKO ANA yCTPOMNCTB, umetowmnx MAC-agpeca, 3aKkpen-
nopmos NeHHble 33 STUM NOPTOM.

lposepka MpoBepkKa nognnHHocth IEEE 802.1x npeactasnseT coboit mexaHM3M KOHTPOAA [0-

CTyna K pecypcam yepes BHelWHWit cepeep. Mpowealine npoBepKy NoaaMHHOCTH
no/ab30BaTe M NOAYHAOT AOCTYN K pecypcam BbiBpaHHOM ceTw.

2.2.9 ®yHKYyuu ynpasaeHUa KOMMymamopom

Tabnunua 8 — OcHOBHble GYHKUUMN yNpaBAEHNA KOMMYTATOPaMM

3azpy3Ka u ebiepy3Ka
¢aliina Hacmpoliku

MapameTpbl YCTPONCTB COXpaHALOTCA B daiifie HaCTPOIMKKN, KOTOPbLIA COAEPKUT AaH-
Hble KOHPUTIYpPaLMM KaK BCEN CUCTEMBI B LLe/IOM, TaK U onpeseieHHOro nopTa yCcTpoit-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtoKkon TFTP ncnonb3yerca gns onepaunini 3anmcu v uteHuns dainos. MpoTokon oc-
HOBaH Ha TpaHCMOPTHOM npoTokone UDP.

YCTpoiCcTBa NOAAEPIKMBAIOT 3arpysKy M nepegady no 4aHHOMY NpPOTOKoAy dainos
HaCTPOMKKM M 06pa3oB NPorpaMmMHOro obecnedeHus.

Mpomokon SCP (Secure
Copy)

MpoTtoKkon SCP ncnonb3yetca Ana onepaumii 3anmcy u uteHusa ¢ainos. MpoTokon oc-
HOBaH Ha ceTeBOM NpoTOKose SSH.

YcTpoiicTBa NOALEPKMBAIOT 3arpy3ky U nepegady No AaHHOMY npoTokony ¢dannos
HacTPOWMKKM 1 06pa3oB NporpammHoro obecneyeHus.

YpaneHHolh MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPMHIA KOMMbIOTEPHbIX CETel,
pacwumpeHme SNMP. CoBMecTUMble YCTPOICTBa NO3BOIAKOT cobMpaTb AnarHocTmye-

YoaneHHbllii
CKMe faHHble C MOMOLbIO CTaHUMK ynpasnieHua ceTblo. RMON — ato ctaHgapTHaA
MoHuUmopuHa (RMON) .
6a3a MIB, B KOTOpOI onpeaeneHbl TEKYLLAA U NpeablayLas cTaTUcTUKa yposHa MAC
1 06bEKTbI yNpaBaeHWA, NpesoCcTaBAsAoWMe AaHHbIE B pealibHOM BPEMEHU.
MpoTtokon SNMP ucnonb3yetca ANs MOHUTOPUHIA U yrnpaBJeHUA CeTeBbIM YCTPOM-
lpomokon SNMP cTBOM. [1a ynpasaeHUA AOCTYNOM K CUCTEME ONpPeaenseTcs CNMCOK 3anucei coob-
LLLeCTBa, KaX4an n3 KOTOPbIX COAEPKUT NPUBUAETMM J0CTYNa.
Ethernet-xommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES35001-24F, MES5312, 21

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

Unmepdpelic
KOMaHOHOU cmpoKu
(cLi)

YnpasneHue kommyTtatopamu nocpeactsom CLI ocylecTsnaeTca 10KanbHO Yepes no-
cneposatenbHbii nopT RS-232, anbo yganeHHo yepes Telnet, SSH. NHTepdeinc Ko-
MaHZHOW cTPOKM KoHconu (CLI) aBnseTca npombiliieHHbIM CTaHAapToM. MHTepnpe-
TaTtop CLI npegocTaBiseT CMMCOK KOMaHA U KNOYEBbIX CN0B A4J19 NOMOLUM NOJIb30Ba-
TENI0 U COKpaLLeHNto 06bemMa BBOAMMbIX SAHHbIX.

Syslog — npoToKko, obecneynBatowmii nepeaady coobLeHnin o NPoMCXoanLLmX B CU-

Syslog .
cTeme cobbITUSAX, a TaKKe yBeAoMNAeHNN 06 olwMbKax yaaieHHbIM cepBepam.
SNTP MpoTtokon SNTP — NpOTOKO/1 CUHXPOHU3ALUM BPEMEHU CETU, FapaHTUPYyeT TOYHOCTb
(Simple Network Time CUHXPOHM3ALLMM BPEMEHW CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUNINCEKYHAbI.
Protocol)
Traceroute — cny»kebHan GyHKUMA, NpegHa3HavYeHHas ANA onpeseneHna MapLpyTos
Traceroute y dyHKUWMA, Npe, A pen, pwpy
nepeaayun AaHHbIx B IP-ceTax.
YnpaeneHue .
AZMUWHNCTPATOP MOXKET onpesennTb YPOBHU NPUBMIETWIA A0OCTyNa ANA NoJib3oBaTe-
KOHMponupyemoim . . .
NeN YCTPOMCTBA U XapaKTePUCTUKU AR KaXKLOro YPOBHA NpuUBUAErnin (ToNbKO ana
docmynom — ypoeHu .
. yTeHusa — 1 ypoBeHb, NoMHbIN AocTyn — 15 ypoBeHb).
npusuneauu
KommyTaTop cnocobeH ycTaHaB/iMBaTb 3anpeT AOCTYMa K KaxKaomy uHTepodelcy
Brokupoexa ynpasneHusa (SNMP, CLI). 3anpeT moxeT 6biTb YCTaHOB/IEH OTAENbHO ANA KaXK4oro
o TMMa JocTyna:
UHmMepdgeuca .
P Telnet (CLI over Telnet Session);
ynpaenexus Secure Shell (CLI over SSH);
SNMP.
JlokanbHasa [na nokanbHol ayTeHTUOMKALMKN NOAAEPKMBAETCA XPaHEHWE Naposieit B base AaH-
aymeHmudguKkayus HbIX KOMMyTaTOpa.

duaempayus IP-

Joctyn no SNMP paspewaetca ana onpegeneHHbix |IP-agpecos, asnarowWmxca yne-

adpecoes 013 SNMP Hamu SNMP-coobuecTsa.
MpoTtokon RADIUS ucnonb3yertca ana ayteHTMdUKaumm, asTopmsaumm u yyeta. Cep-
Bep RADIUS uncnonbsyeT 6a3y AaHHbIX NOAb30BaTeNElN, KOTOPAn COAEPHKUT AaHHble
Knuexm RADIUS P YeT basy A , KOTOPAA COAEPIUT A
NpoBepKU NOAJANHHOCTM A/1A KaXKA0ro nonb3osatena. KommyTtaTopbl coaepaT Kam-
E€HTCKYo YacTb npoTokona RADIUS.
TACACS+ YCTPOMCTBO NpeaocTaBnfeT Noanep KKy NPoOBEPKM NOAJMHHOCTU KAMEHTOB Nocpes-
. cTBOom npoTokosna TACACS+. MpoTtokon TACACS+ obecneunmBaeT LLEeHTPAaNN30BaHHYIO
(Terminal Access .
cuctemy 6e30MacHOCTM A/1a NMPOBEPKM MONb30BaTeNel, MOAyvatowmx AOCTyn K
Controller Access .
YCTPOWMCTBY, @ TaK¥Ke LEHTPA/NM30BAHHYIO CUCTEMY YMpasBaeHusa nNpu cobnogeHum
Control System)
cosmectumocTtm ¢ RADIUS n gpyrumun npoueccamm NpoBepKM NOSJANHHOCTU.
dyHKuma cepsepa SSH nossonset KaneHTy SSH ycTaHOBUTbL C YCTPOMCTBOM 3aLLUULLEH-
Cepsep SSH YHKL, peep y Yy ycTp LnLL,
Hoe coeAuHeHMe AN1A yNPaBAeHUA UM.
Moddepxka JaHHasa yHKLMA NpefocTaBaseT BO3MOXKHOCTb CO3/4aBaTb MaKpPOKOMaHAbl, npes-
MAaKpOKOMAHO cTasnsawowme coboli Habop KOMaHZA, Y NPUMEHATL UX A8 KOHPUTYPaLLMM YCTPOMCTBA.

2.2.10 fononxumenobHble pyHKYyUU

B Tabsmue 9 npuseaeHbl JONONHUTENbHbIE GYHKLMW YCTPOMCTBA.

Tabnnua 9 — [lononHuTeNbHble GYHKUUM YCTPOMCTBA

AuazHocmuka
onmuy4yecKoz20
mpaHcueepa

YCTPOWMCTBO NO3BOIAET TECTUPOBATbL ONTUYECKMNIA TpaHcueep. Mpu TeCTUPOBaHUK OT-
CNIEeKMBAKOTCA TakMe MapameTpbl, Kak TOK WM HanpaKeHue nuTaHus, Temneparypa
TpaHcueepa. [nsa peanusauum Tpebyerca noaaepskka atTux GyHKUMIA B TpaHCUBEpE.

Green Ethernet

[aHHbIA MexaHW3M No3BOAET KOMMYTATOPY CHM3WUTL dHepronoTpebaeHne 3a cyeT
OTK/IIOYEHMA HEAKTUBHBIX 3/IEKTPUYECKUX NOPTOB.

2 2 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Coomeemcmeue
cmaHdapmy M3IK
61850

KommyTaTop 06/1a4aeT BCEMU HEOBXOAMMbBIMU XapaKTepPUCTUKaMu gns paboTbl ¢
npotokonamu MMS, GOOSE, SV:

- Manas BennuunHa 3agepkn GOOSE-coobuieHuns npu nepegaye;
- YmeHue pacno3HaBaTb Ethertype GOOSE-coobuieHus;

- YmeHue paboTaTb C TErOM BUPTyasibHOW CETU M Terom npuopwuteta IEEE 802.1Q
GOOSE-coobueHuns;

- Noaaepkka nepegaum multicast-coobLLeHNI M BOSMOXKHOCTb PaboTbl c onpeaeneH-
HbiM cTaHgapTom M3K 61850 gmManasoHom rpynn BeL,aHuA.

2.3 OCHOBHbIE TEXHUYECKME XapPaKTEePUCTUKHU

OCHOBHble TEXHMYECKME NAapaMeTPbl KOMMYTAaTOPOB NpuBeAeHbl B Tabamue 10.

Tabanuya 10 — OCHOBHbIE TEXHUYECKME XaPaKTEPUCTUKM

O6wue napameTpbl

MES2300-08

10 x 10/100/1000BASE-T
2 x 1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-08P

2 x 10/100/1000BASE-T

8 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
2 x 1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24

24 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-24

24 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

NHTepdeiichl

MES2300B-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIN nopT RS-232 (RJ-45)

MES2300-24P

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300D-24P

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300DI-28

24 x 10/100/1000BASE-T

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES2300-48P

48 x 10/100/1000BASE-T PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 23
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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MES2300B-48

48 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2310-12XU

12 x 10/100/1000/2.5G/5G/10GBASE-T PoE++

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

1 x KoHconbHbI nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

MES3300-08F

4 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbI nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

MES3300-16F

12 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

MES3300-24

24 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-48

48 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3300-48F

48 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-08P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)

2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-
45/SFP) Combo

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES35001-10P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-8P8F

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
8 x 100BASE-FX/1000BASE-X (SFP)

2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1xUSB 2.0

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB 2.0

2 4 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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MES5312

1 x 10/100/1000BASE-T (OOB)
12 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES5316A

1 x 10/100/1000BASE-T (OOB)

16 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0

MES5324A

1 x 10/100/1000BASE-T (OOB)

24 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0

MES5332A

1 x 10/100/1000BASE-T (OOB)

32 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0

MES5300-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5300-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB 2.0

MES5305-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB2.0

MES5310-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB2.0

MES5320-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

2 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)

1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB2.0

MES5400-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES5400-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 25
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5410-48

1 x 10/100/1000BASE-T (OOB)

2 x 10GBASE-R (SFP+)

MES5500-32 32 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

32 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)/
400GBASE-R8 (QSFP56-DD)

2 x 10GBASE-R (SFP+)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5700-32

OnTunyeckme nHTepdeiicol 1/10/25/100 rémt/c

CkopocTb nepeAatn AaHHbIX dneKTpuyeckme nHTepodeiicsl 10/100/1000 M6uT/c

MES2300DI-28 56 I6ut/c

MES3300-08F 96 I6ut/c

MES3300-16F 112 rémt/c

MES2310-12XU 440 réwut/c

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300D-24P 128 réwut/c
MES2300-24P
MES3300-24
MES3300-24F
MES35001-24F

MES2300-48P
MES2300B-48

MES3300-48 176 Tbwr/c
MponyckHas cnocobHOCTb MES3300-48F

MES5700-32 25,6 Tout/c

MES35001-08P 20 r6ut/c

MES2300-08

MES2300-08P 24 T6uT/c

MES35001-10P

MES35001-8P8F 72 réut/c

MES5312 240 r6ut/c

MES5316A 320 r6ur/c

MES5324A 480 r6uT/c

MES5332A 640 r6uT/c

MES5320-24 1,6 T6uT/c

2 6 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

Mpon3BOANTENLHOCTb Ha Ma-
KeTax AnvHoM 64 baiital

MES5300-48

i e e
MES5400-48

MES5410-48 3,6 Téut/c
MES5500-32 6,4 Téut/c
MES2300DI-28 41,6 MPPS
MES3300-08F 71,4 MPPS
MES3300-16F 88,3 MPPS
MES2300-24P 94,49 MPPS
MES2300-24

MES2300B-24

MES2300-24F

MES2300B-24F 95,2 MPPS

MES2300D-24P
MES3300-24
MES3300-24F
MES35001-24F

MES2300-48P
MES2300B-48
MES3300-48

MES3300-48F

130,95 MPPS

MES35001-08P 14,8 MPPS
MES35001-8P8F 53,57 MPPS
MES2300-08

MES2300-08P 17,8 MPPS
MES35001-10P

MES2310-12XU 327,38 MPPS
MES5312 178 MPPS
MES5316A

MES5324A 238 MPPS
MES5332A

MES5300-24 593,7 MPPS
MES5300-48 552,15 MPPS
MES5305-48 575,80 MPPS
MES5310-48 1028,5 MPPS
MES5320-24 406,25 MPPS
MES5400-24 878,3 MPPS
MES5400-48 1041,5 MPPS
MES5410-48 2467 MPPS
MES5500-32 1398 MPPS
MES5700-32 5426 MPPS

! 3HayeHuna YKa3aHbl Ana O,Cl,HOCTOpOHHGI?I nepeaavun.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 27
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28 1,5 M6ait
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

MES5312 2 Mbant

MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-48
MES3300-48F
MES5316A
MES5324A
MES5332A

O6bem bydepHo namaATK

3 Mb6aut

MES5300-24

MES5300-48 6 Mbaiir

MES5320-24 8 Mbait

MES5305-48 10 M6aiit

MES5310-48
MES5400-24 12 Mbaut
MES5400-48

MES5410-48

MES5500-32 24 Mbaiir

MES5700-32 48 Mb6ant

MES5312
MES5316A 1 T6air?
MES5324A
MES5332A

O6bem O3Y (DDR3)

1 06vém 03Y ana mogeneit MES5316A rev.C, MES5324A rev.C, MES5332A rev.C — 2 6aiT.

2 8 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

O6bem 03Y (DDR4)

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

2 F6ant

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

8 [bait

O6bem M3Y (NAND Flash)

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300-24F
MES2300B-24F
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

512 Mb6ant

MES5312

MES5316A
MES5324A
MES5332A

1r6ant

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 29
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

O6bem M3Y (embedded
uSsD)

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 bant

O6bem M3Y (SSD)

MES5700-32

32 réant

Tabnnua MAC-agpecos

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300-48P
MES2300B-48
MES2300DI-28
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

16384

MES2310-12XU
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

32768

MES5305-48
MES5320-24

131072

MES5310-48
MES5400-24

65536

MES5400-48

262144

MES5410-48
MES5500-32
MES5700-32

131072%/262144%

! MakcmanbHoe 3HaueHWe A5 pexmma pacnpegeneHms CUcTeMHbIX pecypcos mid-13-mid-12.
2 MaKcumanbHOe 3HaueHue AN pexnma pacnpeaeneHmnsa CUCTEMHbIX pecypcos min-13-max-12.

3 0 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

Konnuectso ARP-3anucein

MES2300-08*
MES2300-08P1
MES2300-241
MES2300B-24!
MES2300-24F!
MES2300B-24F*
MES2300-24P1
MES2300D-24P*
MES2300DI-28*
MES2300-48*
MES2300-48p*
MES2300B-48*

1981

MES3300-24"
MES3300-08F*
MES3300-16F!
MES3300-24F!
MES3300-48!
MES3300-48F!
MES3500I-08P*
MES3500I-10P*
MES3500I-8P8F*
MES3500I-24F"

4029

MES2310-12XU?

8180

MES53122

MES5316A2
MES5324A2
MES5332A2

8125

MES5300-242
MES5300-482

16317

MES5305-482
MES5310-482
MES5400-242

32701

MES5400-482

131005

MES5320-242

65469

MES5410-482
MES5500-322
MES5700-322

654693/982374

Nopaepxka VLAN

CornacHo 802.1Q ao 4094 aktueHbIx VLAN

! flna kaxporo xocta B ARP-TabanLe co34aeTca 3anmch B Tabauue MapLipyTMsaummu. 3HaueHMe XapakTePUCTUKN MOSKET
M3MEHUTLCA Npu ycTaHoBKe anueHsnin EVPN/VXLAN uan MPLS B 3aBMCMMOCTM OT TUMa IMLEH3UU U MOAEAN YCTPOMN-
ctBa. Cm. pa3zen 4.5.2.3 BoigeneHune annapaTHbIX PECYPCOB MO ANLEH3NPYEMbIN GYHKLMOHAN.
2 ina kaxporo xocta B ARP-Tabaunue cozgaeTca AoN0HUTENbHAA 3anMCh B TabanLe KoMMyTaUun. 3HaueHne xapakTe-
PUCTUKN MOXKET M3MEHUTLCA NpU ycTaHoBKe AnueH3snii EVPN/VXLAN nam MPLS B 3aBUCMMOCTM OT TUMNA ANLEH3UN U
Mmogenu yctporictea. Cm. pasgen 4.5.2.3 BblgeneHue annapaTHbIX PeCypcoB Nog, IMLEH3UPYEMbIA GYHKUMOHA.

3 MakcumanbHoe 3HaueHue 4/1A pexnMma pacnpegeneHms CUCTEMHbIX pecypcos mid-13-mid-12.
4 MaKcMmaibHoe 3HaYeHMe ANA PeXknma pacnpeseneHns CUCTEMHbIX pecypcos min-13-max-12.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 31

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 246
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F 374
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

MaKcMmanbHoe Koan4YecTBo
VLAN c ¢pyHKumeir DHCP
Snooping?

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24
MES5410-48
MES5500-32
MES5700-32

758

MES5400-48 1526

MES5320-24 3039

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MakcmmanbHoe Konmyectso | MES2300-24F
VLAN ¢ pyHKuUMelt PIM MES2300B-24F 493
Snooping! MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1 dyHKUMKM ncnonbsytoT obme annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOXKET U3MEHUTLCA NPK ycTaHoBKe AnueH3nii EVPN/VXLAN nan MPLS B 3aBUCMMOCTM OT TUMA NULEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BblaeneHune annapaTHbIX PecypcoB Nog, NMLLEeH3NpyeMblid pyHKLMOHAN.

32 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F 749
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24
MES5410-48
MES5500-32
MES5700-32

1517

MES5400-48 3053

MES5320-24 4058

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 493
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MaKcumanbHoe Konn4ecTso

VLAN c dyHKumeit ARP MES3300-24
inspection? MES3300-24F
MES3300-48

MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F 749
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

1 dyHKUMKM ncnonbsyloT obwme annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTePUCTUKN MOXKET U3MEHUTLCA NPU ycTaHoBKe AnueH3nii EVPN/VXLAN nan MPLS B 3aBUCMMOCTM OT TUMA NULEH-
3UKn 1 mogenm yctpoiictea. Cm. pasgen 4.5.2.3 BoigeneHve annapaTHbIX PeCypcoB Nog, AnuUeH3npyemblii GyHKUMOHAAN.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 33

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24
MES5410-48
MES5500-32
MES5700-32

1517

MES5400-48

3053

MES5320-24

4077

MakcumanbHoe Konnyectso Subnet-Based VLAN?

256

MakcumanbHoe konmuectso MAC-Based VLAN?

256

MakcumanbHoe Konnyectso Protocol-Based VLAN?

12

MakcumanbHoe Konndectso port/LAG/VLAN c
dyHKumen IP Source Guard?

512

CTaTUYEeCKnNX 1

Source Guard?

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1966

MakcrmanbHOe KonnyecTso

AVNHAaMMYecKunx 3anucen IP

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

2990

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24

6063

MES5410-48
MES5500-32
MES5700-32

5082

MES5400-48

10730

MES5320-24

10240

1 dyHKUMKM ncnonbsytoT obme annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOXKET U3MEHUTLCA NPU ycTaHoBKe AunueH3nii EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TUMNa NULLEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BblaeneHune annapaTHbIX PecypcoB Nog, NMLLEeH3NpyeMblid pyHKLMOHAN.

34 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MaKcMMmanbHoe KoIM4ecTBo
cynankanTos 802.1x
Multi-Session®

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1973

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

2998

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24

6070

MES5410-48
MES5500-32
MES5700-32

5068

MES5400-48

10706

MES5320-24

16310

Konnuectso rpynn L2
Multicast (IGMP snooping)

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 35
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48

4092

MES5410-48
MES5500-32 2046
MES5700-32

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
Konunuectso npasun SQinQ* | MES2300B-24F 1320 (ingress), 654 (egress) / 654 (ingress), 1320 (egress)?
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

L dyHKUMKM ncnonb3ytoT obwue annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOXKET U3MEHUTLCA NPU ycTaHoBKe AnueH3nii EVPN/VXLAN nan MPLS B 3aBUCMMOCTM OT TMNA ANLLEH-
3UKn U mogenm ycTpoiictea. Cm. pasgen 4.5.2.3 BoigeneHre annapaTHbIX PeCYpPCcoB Nog, AnLEeH3Npyemblii GyHKLMOHAAN.
2 Bcero 1974 npasuna. [enarca B pasHbIX NPONOPLMAX MEXKAY BXOAAWMMM U UCXOAALMMU NPaBUNaMU, HO He Bosee
1320 gna kaxaoro.

3 6 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5700-32

1320 (ingress), 1320 (egress)

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1974/1974

Konunuectso npasun
MAC ACL input/output?

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5316A!
MES5324A!
MES5332A!
MES5300-24!
MES5300-48"

2997/2997

1 3HayeHMe xapaKTepPMCTUKN MOXKET U3MEHUTLCA NpU ycTaHoBKe anueH3nit EVPN/VXLAN nan MPLS B 3aBMCMMOCTH OT
TMNA IMLEH3UN U MoZenn ycTpoiicTea. Cm. pasgen 4.5.2.3 BolaeneHune annapaTHbIX PecypcoB Noj, AMUeH3npyembli

dYHKUMOHAN.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 37
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

MES2310-12XU
MES5312

MES5305-481 6070/6070
MES5310-48*
MES5400-241

MES5400-48" 10737/10740

MES5410-48*
MES5500-321 5089/5108
MES5700-321

MES5320-24" 16310/16310

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1974/1974 I1Pv4
987/987 IPv6

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P

Konnyectso npasun MES35001-10P 2997/2997 IPv4
:i;ttjgzspPl\jflACL MES35001-8PSE 1499/1499 IPv6
MES35001-24F
MES5316A2
MES5324A2
MES5332A2

MES5300-242
MES5300-482

MES2310-12XU
MES53122
MES5305-482
MES5310-482
MES5400-242

6070/6070 IPv4
3035/3035 IPv6

16310/16310 IPv4

N 2
MES5320-24 8155/8155 IPv6

10737/10740 IPv4

292
MES5400-48 5368/5370 IPv6

L dyHKUMM ncnonb3yioT obwue annapaTtHble pecypcbl TCAM, cm. pasgen 2.2.2 UcnonbsosaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOMKET U3MEHUTLCA NPU ycTaHoBKe nnueH3nit EVPN/VXLAN nan MPLS B 3aBUCMMOCTM OT TUMa NNLEH-
31N U mogenm ycTpoiictea. Cm. pasgen 4.5.2.3 BoigeneHre annapaTHbIX PeCYpPCoB NoA, ANLEH3Npyemblii GyHKLMOHAN.
2 3HaueHne XapPaKTEPUCTUKM MOXKET U3MEHUTLCA NPK ycTaHoBKe anueHsnii EVPN/VXLAN nan MPLS B 3aBUCUMOCTH OT
TMNA IMLEH3UN U MoZenn ycTpoiicTea. Cm. pasgen 4.5.2.3 BolaeneHune annapaTHbIX PecypcoB Noj, AnUeH3Npyembli
dYHKUMOHAN.

3 8 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES5410-482
MES5500-322
MES5700-322

5089/5108 IPv4
2544/2554 |Pv6

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 2048
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
Konnyectso ACL MES35001-8P8F 3072
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24
MES5410-48
MES5500-32
MES5700-32

6144

MES5320-24 9970

MES5400-48 12288

Konnyectso npasun ACL B ogHom ACL 512

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
Konnyectso mapwpyTtos L3 MES2300-24F 4063 IPv4
Unicast? MES23008-24F 1014 IPv6
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P

MES2300B-48

1 Mapuwpytsl IPv4/IPv6 Unicast/Multicast ucnonb3sytoT obuime annapatHble pecypcsbl.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 39

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

MES3300-24

MES3300-08F
MES3300-16F
MES3300-24F

Konnyectso mapwpyTos L3
Multicast (IGMP Proxy, PIM)?

MES3300-48 13279 IPv4
MES3300-48F 3317 IPv6
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES53121
MES5316A!
MES5324A! 16351 IPv4
MES5332A1 4085 IPv6
MES5300-24
MES5300-48

28639 IPv4
MES5305-48 158 1PVE
MES2310-12XU
MES5400-24 32735 IPv4
MES5400-48 8181 IPv6
MES5310-48

118756 IPv4
MES5320-24 59687 IPVE
MES5410-48 2948841/163362 IPv4
MES5500-32 736881/40562 IPv6
MES5700-32
MES2300-08
MES2300-08P
MES2300-24

MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1981 IPv4
505 IPv6

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

4027 IPv4
1656 IPv6

MES2310-12XU

8180 IPv4
4088 IPv6

1 3HayeHMe xapaKTepMCTUKM MOXKET M3MEHUTLCA NP ycTaHoBKe AnueH3nit EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT
TMNA IMLEH3UN U MoZenn ycTpoiicTea. Cm. pasgen 4.5.2.3 BolgeneHune annapaTHbIX PecypcoB Noj, AnUeH3Npyembli
dYHKUMOHAAN.

2 MapuwpyTbi IPv4/IPv6 Unicast/Multicast ucnonb3sytot obime annapatHble pecypcbl.

40 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

Konnyectso

VRRP-mappyTtmsaTopos

MES5312
MES5316A
MES5324A 8174 IPv4l
MES5332A1 2040 IPv6!
MES5300-24
MES5300-48

14318 IPv4
MES5305-48 3577 IPV6
MES5400-48 16336 IPv4
MES5310-48 4088 IPv6

16370 1Pv4
MES5320-24 12309 1PV6

12278 IPv4
MES5400-24 2088 IPVE
MES5410-48 24564/81002 IPv4
MES5500-32 245641/40562 IPv6
MES5700-32
MES2300-08
MES2300-08P
MES2300-24

MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

255

1 3HayeHMe xapaKTepUCTUKN MOXKET M3MEHUTLCA NpU ycTaHoBKe AnueH3nit EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT
TMNa IMLEH3UN U MoZenn ycTpoiicTea. Cm. pasgen 4.5.2.3 BolgeneHune annapaTHbIX PecypcoB Noj, AnUeH3Npyembli

dYHKUMOHAN.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 41
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

MES2310-12XU
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48 127
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-08F 16 (BkAto4an VRF no ymonyaHuto)
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48
Konnuectso VRF MES3300-48F
MES35001-08P
MES35001-10P
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

251 (Bknto4an VRF no ymonyaHuio)

42 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 2032
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F

MES3300-48
Konuuecrso MES3300-48F
L3-unTepdeiicos MES35001-08P

MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A 2050
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

MES5316A
MES5324A
MES5332A 2476
MES5300-24
MES5300-48

MaKcumanbHoe Konm4ecTso MES5305-48

MES5320-24
MES5400-24
MES5400-48
MES5500-32
MES5410-48
MES5700-32

4093

MES5316A
MES5324A 4127
MES5332A

MaKcMmaibHOe KONMYecTso
MPLS-TyHHenen Bcex TUMNOB,

1 dyHKUMKM ncnonbsyloT obwme annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOXKET U3MEHUTLCA NPK ycTaHoBKe AunueH3nii EVPN/VXLAN nam MPLS B 3aBUCMMOCTM OT TMNA ANLEH-
3UKn 1 mogenm yctpoiictea. Cm. pasgen 4.5.2.3 BoigeneHve annapaTHbIX PeCypcoB Nog, AnuUeH3npyemblii GyHKUMOHAAN.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 43

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

WHKancynauma/ MES5300-24

fgekancynaumal MES5300-48 4346

MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5410-48
MES5500-32
MES5700-32
MES5400-48

4362

MES5316A
MES5324A 2048
MES5332A

MES5300-24

MES5300-48 2032

MakcrmanbHOe KonnmyecTso

TpaHCNopTHbIX MPLS-TyHHe- | MES5305-48
neu, nekancynaums/ MES5310-48
Aekancynauma? MES5400-24
MES5410-48
MES5320-24
MES5500-32
MES5700-32
MES5400-48

2048

MES5316A
MES5324A
MES5332A
MES5300-24

MES5300-48
MaKkcumanbHoOe KONM4ecTso MES5305-48

2048/15

cepBUCHbIX MPLS-TyHHenew,

nHKancynauus/ MES5310-48
pekancynaumus? MES5400-24

MES5410-48
MES5320-24 2048/250
MES5500-32
MES5700-32
MES5400-48

MakcumanbHoe konnyectso GRE-TyHHenein® 16

! NMopapobHyto nHPopmaLumio No pacnpegeneHuto pecypcos ana MPLS-TyHHenel cm. Tabanua 36 — Boigenenune anna-
paTHbIX PecypcoB Noj, ANLEH3NPYEMbIA QYHKLMOHAAN.

2 MNopapobHyto nHbopmaLmio No pacnpeseneHunio pecypcos ana MPLS-TyHHeneit cm. Tabanua 36 — BoigeneHue anna-
paTHbIX PecypcoB noa, NnueH3npyemblii dyHKLMoHan. Tabavua 1 — basosble GyHKUMKM YCTPOMCTBA

3 dyHKUMM ncnonbaytoT oblme annapaTHble pecypcbl TCAM, cm. pasgen 2.2.2 Wcnonb3osaHue TCAM. 3HaueHue xa-
PaKTEPUCTUKN MOXKET U3MEHUTLCA NPU ycTaHoBKe AunueH3nii EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TUMNa NULLEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BblaeneHune annapaTHbIX PecypcoB Nog, NMLLEeH3NpyeMblid pyHKLMOHAN.

44 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MakcrMmanbHoe Koan4ecTBo
ECMP-rpynn

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

1024

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5320-24

4096

MES5400-24

6144

MES5310-48

8192

MES5305-48
MES5400-48
MES5410-48
MES5500-32
MES5700-32

12288

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 45
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48 8
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F

MakcrmanbHOe KonnyecTso MES35001-08P

nyteii 8 ECMP-rpynne MES35001-10P
MES35001-8P8F

MES35001-24F

MES2310-12XU
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48 64
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

MakcrmanbHoe konmnyectso OSPF-npoueccos 20

MaKcumanbHoe Konnvectso OSPF-coceacts 64

MaKcumanbHoe KonnyecTtso IS-IS-coceacTs 32

MakcumanbHoe konnyectso BFD-cocepcTs? 128

MakcrmanbHoe kKonmyectso RIP-nupos 64

MakcmmanbHoe KonmyecTtso PIM-nupos 64

MakcmmanbHoe Konmyectso MSDP-nnpos 32

1 dyHKUMKM ncnonbsytoT obwme annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTePUCTUKN MOXKET U3MEHUTbCA NpU ycTaHoBKe anueHsnii EVPN/VXLAN nanm MPLS B 3aBUCMMOCTM OT TMNA ANLEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BblaeneHune annapaTHbIX PecypcoB Nog, NMLLEeH3NpyeMblid pyHKLMOHAN.

46 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MaKcMMmanbHoe KoNM4ecTso
SA-3anucen B MSDP-cache

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

6656

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

8192

MES5305-48

14336

MES2310-12XU
MES5320-24
MES5400-24
MES5400-48
MES5310-48

16384

MES5410-48
MES5500-32

147456/8192

MaKcnumanbHoe Konnyectso MSDP mesh-group

32

Konnuectso BupTyanbHbix Loopback-nHtepdeiicos

64

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 47

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
Arperauma KaHanos (LAG) MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

123 rpynnbl, 40 8 NOPTOB B Ka*KAoM

MES5312

MES5316A
MES5324A
MES5332A
MES5300-24 128 rpynn, 40 8 NOPTOB B KaxKA0M
MES5300-48
MES5305-48
MES5310-48
MES5320-24

MES5400-24
MES5400-48
MES5410-48 128 rpynn, 4o 32 NOPTOB B Kaxao0Mn
MES5500-32
MES5700-32

48 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
Konmuectso aksemnnapos MES3300-48F
PVST MES35001-08P
MES35001-10P
MES3500I-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A

64

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

255

Konnuyectso aksemnaapos MSTP

64

Konnuectso DHCP pool

32

KauecTBo obcnyxuBaHma QoS

8 BbIXOAHbIX ouYepeaei ANa Kaxaoro nopra

CeBepxa/iMHHbIE Kaapbl (jumbo frames)

MakcumanbHbIn pasmep naketos 10240 6aiT

CreknpoBaHue

[o 8 ycTpoiicts (kpome MES35001-08P, MES35001-10P)

CooTBeTcTBME CTaHA4APTaM

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

M3K 61850

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 49
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

Ynpasnenue

JlokanbHoOe ynpasaeHue

Console

YaaneHHoe ynpasaeHue

SNMP, Telnet, SSH, web

du3nyecKkne XapaKTepPUCTUKM U YCI0BUA OKpYIKatoLel cpeabl

MCTOYHMKM NuTaHmAl

MES2300-08

CeTb NnepemeHHOro Toka: 100-240 B, 50-60 I'y,

MES2300DI-28
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-24
MES3300-48

CeTb NnepemeHHoOro Toka: 100-240 B,

47-63 Ty, ans PM165-220/12

CeTb NnepemeHHoOro Toka: 100-240 B,

47-63 Ty, ans PM160-220/12

CeTb NnepemeHHoOro Toka: 100-240 B,

47-63 'y, ana PM65-220/122

CeTb nocToAHHOro Toka: 120-370 B ana PM65-220/122
CeTb NOCTOAHHOTIO TOKa: 36—72 B ana PM100-48/12
BapuaHTbl nuTaHuA:

- OZAVH UCTOYHUK NMUTAHUA NOCTOAHHOTO UAN NEePEeMEHHOro
TOKa;

- 1Ba UCTOYHMKA NUTAHUA NOCTOAHHOIO UM NEPEMEHHOI0
TOKa C BO3MOXKHOCTbHO ropsyeit 3aMmeHbl.

MES35001-24F

CeTb nepemeHHoOro Toka: 100-240 B,

47-63 'y, ansa PM165-220/12

CeTb NnepemeHHoOro Toka: 100-240 B,

47-63 'y, ana PM65-220/122

CeTb NocToAHHOrO ToKa: 120-370 B ana PM65-220/122
CeTb NOCTOAHHOrIO TOKa: 36—72 B ana PM100-48/12
BapunaHTbl NUTaHuA:

- OAVH UCTOYHUK NUTaHWUA NOCTOAHHOTO AN NEePEMEHHOro
TOKaQ;

- ABa UCTOYHWMKA NUTAHMA NOCTOAHHOIO AN NEPEMEHHOrO
TOKa C BO3MOXHOCTbIO ropsiyeit 3aMeHbl.

MES2300-24

CeTb nepemeHHoOro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 36—72 B

MES2300-24F
MES2300-24P DC

CeTb NOCTOAHHOIO TOKa: 36—72 B

MES2300-08P
MES2300-24P AC
MES2310-12XU

CeTb nepemeHHoOro Toka: 200-240 B, 50-60 I'y,

MES2300B-24
MES2300B-24F
MES2300B-48

CeTb nepemeHHoOro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 12 B
XapaKTepUCTMKM 3apALHOro YyCTPOMCTBA:
- TOK 3apaga:
1+0.1 A — MES2300B-48.
- HanpsaxeHue cpabaTblBaHWUA pacuennTens Harpyskm —
10-10,5 B;
- MOPOroBoe HanpAXKeHne MHANKaALUM HU3KOro 3apaga —
11B.
/' CeueHue npoBoga ana nogknoyeHnsa AKb He MeHee
V 1,5 mm. Ana MES2300B-48 peKkomeHAyeTCA UCNO/b-
3o0BaTb AKB emkocTblo He meHee 9 Ah.

! Aina yetporicte MES2300-08 AC, MES2300-24 AC, MES2300B-24 AC, MES2300B-24F AC, MES2300B-48 AC agonycka-
€TCA 3/1IeKTPOonuUTaHMe OT NOCTOAHHOIO HanpAaXKeHua, amanasoH 120-370 B DC

2 na 6noka nutaHma PM65-220/12 gonyckaeTca 3NeKTPOnUTaHne oT CeTU NOCTOAHHOMO TOKa C HanpAXKeHWeM B Ana-

nasoHe 120-370 B DC

50 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MES2300D-24P

CeTb NnepemeHHOro Toka: 200-240 B,

47-63 'y, ana PM450-220/12

CeTb NnepemeHHOro Toka: 200-240 B,

47-63 'y, ans PM380-220/12

CeTb NOCTOAHHOTIO TOKa: 36—72 B ana PM380-48/12
BapuaHTbl NUTaHMA:

- OAVH UCTOYHUK NUTAaHMUA NOCTOAHHOTO AN NEPEMEHHOr0
TOKaQ;

- ABa UCTOYHMKA NUTaHUA NOCTOAHHOIO WM NEePEMEHHOro
TOKa C BO3MOXKHOCTbIO ropayeit 3aMeHbl.

MES2300-48P

CeTb NnepemeHHOro Toka: 200-240 B,

47-63 'y, ana PM950-220/56

CeTb NOCTOAHHOrO TOKa: 36—72 B ana PM950-48/56
BapuaHTbl NUTaHMA:

- 0 ABYX UCTOYHMKOB NMUTAHMUSA C BO3MOXHOCTbIO ropsayei
3ameHbl

MES35001-08P
MES35001-10P
MES35001-8P8F

CeTb MOCTOAHHOrO TOKa:
C BKAtOYeHHON ¢pyHKumel PoE: 45-57 B;
C OTKAtoYeHHOW pyHKumel PoE: 20-57 B

MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

CeTb nepemeHHoOro Toka: 100-240 B,

47-63 Ty, ansa PM165-220/12

CeTb nepemeHHoOro Toka: 100-240 B,

47-63 Ty, ans PM160-220/12

CeTb NOCTOAHHOrO ToKa: 36—72 B ana PM100-48/12
BapunaHTbl nUTaHuA:

- OAVH UCTOYHUK NUTaHUA NePEeMEHHOr0 TOKa;

- ABa UCTOYHMKA NUTaHUA NepeMeHHOro TOKa C BO3MOXHO-
CTbiO FOpAYEen 3aMeHbl.

MES5300-24
MES5400-24

CeTb NnepemeHHoOro Toka: 100-240 B,

47-63 Ty, ans PM165-220/12

CeTb NnepemeHHOro Toka: 100-240 B,

47-63 'y, ans PM160-220/12

CeTb NOCTOAHHOrO ToKa: 36—72 B ana PM160-48/12
BapunaHTbl NUTaHuA:

- OOVH UCTOYHUK NMUTaHWUA NOCTOAHHOIO WUAW MEPEeMeHHOro
TOKaQ;

- ABa UCTOYHMKA NUTaHUA NOCTOAHHOIO WUAN NepemMeHHOro
TOKa C BO3MOXKHOCTbHO ropAaYveit 3aMeHbil.

MES5300-48
MES5305-48
MES5310-48
MES5400-48

CeTb NnepemeHHOro Toka: 200-240 B,

47-63 'y, ans PM350-220/12

CeTb NOCTOAHHOIO TOKa: 36—72 B ans PM350-48/12
BapuaHTbl NuUTaHuA:

- OAVH UCTOYHUK NUTAaHWUA NOCTOAHHOrO UAN MEepPemMeHHOoro
TOKa;

- 4Ba UCTOYHMKA NUTaHUA NOCTOAHHOIO UN NePeMeHHOro
TOKa C BO3MOXKHOCTbIO ropaYveit 3aMeHbl.

MES5410-48
MES5500-32

CeTb NnepemeHHoOro Toka: 200-240 B,
47-63 'y, ans PM600-220/12
CeTb NOCTOAHHOrO TOKa: 36—72 B ana PM600-48/12

MES5320-24

CeTb NnepemeHHOro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 36—72 B

BapuaHTbl NUTaHMA:

- OZVH UCTOYHUK NUTAHUA NEPEMEHHOrO TOKa;

- 1Ba UICTOYHMKA NUTaHMA NepemMeHHOro TOKa C BO3MOXHO-
CTblO ropAYelt 3aMeHbl.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 51
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

CeTb nepemeHHoOro Toka: 100-240 B, 50-60 I'y,
BapuaHTbl NnuTaHmA:

MyckoBble TOKK

MES5700-32 - O4WNH UCTOYHMK NUTAHMA NEPEMEHHOTIO TOKa;
- ABa UCTOYHMKA NUTAaHUA NePEMEHHOr0 TOKa C BO3MOXHO-
CTbiO FopAYen 3amMeHbl.

MES2300-08 AC: SPM30-220/12, 50 A, 5 mc

MES2300-08P

AC: SPM270-220/56, 36 A, 5 mc

MES2300-24

AC: SPM35-220/12, 34 A, 6 mc
DC: SPM30-48/12, 120 A, 0,6 mc (72 B)

MES2300B-24

AC: SPM45B-220/12 rev.B, 15 A, 6 mc

MES2300B-24F AC
MES2300-24F DC

AC: SPM60B-220/12, 40 A, 1 mc
DC: SPM100-48/12, 150 A, 0,6 mc (72 B)

MES2300-24P AC

AC: SPM380-220/56, 25 A, 8 mc
DC: SPM380-48/56, 200 A, 0,5-1,0 (72 B)

MES2300D-24P

AC: PM380-220/56, 16 A, 15 mc
AC: PM450-220/56, 15 A, 4 mc

MES2300B-48

AC: SPM60B-220/12, 40 A, 1 mc

MES2300-48P

AC: PM950-220/56, 41 A, 10 mc
DC: PM950-48/56, 52 A, 4 mc (72 B)

MES2300DI-28

AC: PM65-220/12, 30 A, 4 mc

AC: PM160-220/12, 50 A, 8 mc

AC: PM165-220/12, 23 A, 5 mc

DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48

AC: PM65-220/12, 30 A, 4 mc

AC: PM160-220/12, 50 A, 8 mc

AC: PM165-220/12, 23 A, 5 mc

DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

AC: PM160-220/12, 50 A, 8 mc
AC: PM165-220/12, 23 A, 5 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

MES35001-08P
MES35001-10P
MES35001-8P8F

DC: DRS-270-56, 300 A, 1 mc

MES35001-24F

AC: PM65-220/12, 30 A, 3 mc

DC: PM100-48/12, 140 A, 4 mc (48 B)
DC: PM100-48/12, 200 A, 4 mc (72 B)
AC: PM165-220/12, 50 A, 8 mc

AC: PM160-220/12, 50 A, 8 mc

MES5300-24 DC: PM160-48/12, 250 A, 0,2 mc (72 B)
AC: PM160-220/12, 27 A, 5 mc

MES5320-24 DC: PM160-48/12, 180 A, 0,2 mc (48 B)
DC: PM160-48/12, 250 A, 0,2 mc (72 B)

MES5300-48

MES5305-48 AC: PM350-220/12, 100 A, 4 mc

MES5310-48 rev.B | DC: PM350-48/12, 320 A, 0,14 mc (72 B)

MES5400-48

52 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

AC: PM160-220/12, 50 A, 8 mc

NoTpebnaemasn MOLLHOCTb

MES5400-24 AC: PM165-220/12, 23 A, 5 mc

DC: PM160-48/12, 250 A, 0,2 mc (72 B)
MES5410-48 AC: PM600-220/12, 18 A, 17,5 mc
MES5500-32 DC: PM600-48/12, 40 A, 4 mc (72B)
MES2300-08 He 6onee 13 Bt

MES2300-08P

He 6onee 267 BT

MES2300-24

He 6onee 20 BT

MES2300-24F
MES35001-24F

He 6onee 35 BT

MES2300B-24

He 6onee 50 BT

MES2300-24P AC

He 6onee 445 BT (c yyeTom Harpysku PoE)

MES2300-24P DC

He 6onee 480 BT (c yyeTom Harpysku PoE)

MES2300D-24P

He 6onee 850 BT (c yueTom Harpysku PoE)

MES2300DI-28

He 6onee 31 Bt

MES2300-48P

He 6onee 1600 BT (c yyeTom Harpysku PoE)

MES2300B-24F
MES2300B-48

He 6onee 55 Bt

MES2310-12XU

He 6onee 1050 BT (c yuyeTom Harpy3ku PoE)

MES3300-24

He 6onee 33 Bt

MES3300-08F

He 6onee 29 Bt

MES3300-16F

He 6onee 37 Bt

MES3300-24F

He 6onee 45 Bt

MES3300-48

He 6onee 45 BT

MES3300-48F

He 6onee 89 BT

MES35001-08P
MES35001-10P
MES35001-8P8F

He 6onee 270 BT (c y4éTom Harpysku PoE)

MES5312 He 6onee 25 Bt
MES5316A He 6onee 58 Bt
MES5324A He 6onee 73 Bt
MES5332A He 6onee 85 Bt
MES5300-24 He 6onee 118 Bt
MES5300-48 He 6onee 157 Bt
MES5310-48 He 6onee 170 Bt
MES5320-24 He 6onee 155 Bt
mg:gzgg:gi He 6onee 150 BT
MES5400-48 He 6onee 170 Bt
MES5410-48 He 6onee 360 BT
MES5500-32 He 6onee 400 Bt
Ethernet-xommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F, MES5312, 53

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

MES5700-32 1350 Bt

MES2300B-24 24 Bt

MoTpebnseman MOLHOCTb

6e3 yyeTa 3apaga AKb MES2300B-24F 40 BT
MES2300B-48

MES2300-24P 380 Bt
MES2300D-24P 720 Bt
MES2300-48P 1450 Bt
MES2310-12XU 800 Bt

MES2300-08P
Brogxet PoE MES35001-08P

MES35001-10P 240 BT

MES35001-8P8F

MES2300-08P

MES35001-08P

MES35001-10P 240 BT

MES35001-8P8F

ﬂ,nﬂ CMEHHbIX NCTOYHUKOB
AC, W DC, W
2x AC, W 2x DC, W

MES35001-08P DC | - 8 - -

MES35001-10P DC | - 9 - -
MaKcumanbHaa notpebnse- MES2300-08P 1 ] ] ]
MaAa MOWHOCTb 6e3 y4yeTa
Harpy3ku PoE MES2300-24P AC 12 - - -

MES2300D-24P " ] . ]

rev.Cl

MES2300-48P AC | 31 30 34 40

MES2310-12XU - - 60 ;

MES2300-08 13 Br

MES2300-24 20 BT

MES2300-08P

MES2300B-24 27 Br

MES2300-24F 25 By

MES35001-24F

MES2300-24P AC 70 Bt

MES2300-24P DC 100 Bt

Tennosbinenenue! MES2300D-24P 130 BT
MES2300DI-28 3187
MES2300-48P 150 Br
vosoonas | 435
MES2310-12XU 1050 Br
MES3300-24 33 B7
MES3300-08F 29 Br

! YkaszaHo TennosblgeneHune npu NoaHOM HarpyskKe.

54 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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MES3300-16F 37 BT
Visaooas | *5°
MES3300-48F 89 BT
vesssooitor | 05"
MES35001-8P8F 50 BT
MES5312 25 BT
MES5316A 58 BT
MES5324A 73 BT
MES5332A 85 BT
MES5300-24 118 BT
MES5300-48 157 BT
MES5310-48 170 BT
MES5320-24 155 BT
Vessaoosa | 0BT
MES5400-48 170 BT
MES5410-48 360 BT
MES5500-32 400 BT
MES5700-32 1350 BT
MES2300-08

AnnapaTHasa noAJepskKa MES2300-08P

Dying Gasp MES2300-24 ecTb
MES2300B-24F
MES2300B-48

Ethernet-kommymamopel cepuil MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F, MES5312, 55

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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MES2300B-24
MES2300-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2310-12XU
MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F HeT
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300DI-28 NaccMBHOE OXN1aXKaeHune
MES35001-08P
Bentnnauma MES35001-10P
MES35001-8P8F
MES35001-24F

MES2300-24P
MES2300B-48 Front-to-Back, 2 BeHTUAsATOpPA
MES3300-08F

5 6 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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MES2300-24F
MES2300B-24F
MES2300D-24P
MES2300-48P
MES2310-12XU
MES3300-24
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5320-24
MES5400-24
MES5400-48

Front-to-Back, 4 BeHTMNATOpaA

MES5310-48

Front-to-Back/
Back-to-Front?, 4 seHTunATOpa

MES5410-48
MES5500-32

Front-to-Back/
Back-to-Front!, 5 cABOEHHbIX BEHTUAATOPOB

MES5700-32

Front-to-Back/
Back-to-Front?, 6 cABOEHHbIX BEHTUAATOPOB

MaKcumanbHbIi ypoBeHb
aKyCTMYECKOro Wyma

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300DI-28
MES35001-10P
MES35001-08P
MES35001-8P8F
MES35001-24F

c nepegHen naHenn, max < 33 ab
C 3afHel naHenu, max < 33 ab

MES2300-24P
MES2300D-24P

C nepegHen naHenn, max < 49,5 ab
C 3aagHen naHenu, max < 54 nb

MES2300B-48

C nepegHen naHenn, max < 52,1 ab
C 3afHel naHenu, max < 53,7 ab

MES2300-48P

c nepegHen naHenu, max < 52,1 gb
C 3agHen naHenu, max < 53,7 nb

MES2310-12XU

c nepegHen naHenn, max < 47,1 ab
C 3afiHel naHenu, max < 54,2 nb

MES2300-24F
MES2300B-24F
MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F

c nepegHen naHenn, max < 53,9 ab
C 3a4Hel naHenu, max < 54,2 nb

! Mo ymonuaHuio yctaHoBneHa BeHTUAAUMA Front-to-Back. [1na yctaHoBKM moayneit sBeHTunaumm Back-to-Front o6pa-

TUTECH B KOMMep"IeCKVIﬁ oTaen.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 57
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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MHTepBan pabounx
TemnepaTyp

MES3300-48 c nepegHen naHenu, max < 53,9 gb
MES3300-48F C 3aHen naHenu, max < 54,2 nb
MES5312
MES5316A C nepegHen naHenn, max < 65,6 ab
MES5324A C 3afHeil naHenu, max < 71,2 ab
MES5332A
MES5300-24 c nepep,?em naHenn, max < 62,8 ab
€ 3aAHen naHenu, max < 69,1 nb
MES5300-48 c nepegHen naHenu, max < 61,4 gb
MES5305-48 C 3afHel naHenu, max < 69,3 ab
MES5320-24 C nepep,?em naHenu, max < 55 ab
C 3agHen naHenu, max < 62 gb
MES5400-24 C nepep,?em naHenn, max < 65 ab
Cc 3agHen naHenu, max < 71,2 ab
MES5310-48 C nepegHen naHenn, max < 62,5 ab
MES5400-48 C 3aaHen naHenu, max < 70,8 ab
Front-to-back:
C nepegHen naHenu, max < 73,5 gb
MES5410-48 C 3aHen naHenn, max < 85,1 ab
Back-to-Front:
C nepeaHen naHenu, max < 78,8 ab
C 3afHen naHenu, max < 85,4 ab
Front-to-back:
C nepegHen naHenu, max < 75,9 gb
MES5500-32 C 3aHen naHenun, max < 87,6 ab
Back-to-Front:
C nepeaHen naHenu, max < 80,4 ab
C 3afHen naHenu, max < 85,4 ab
Front-to-back:
MES5700-32 c nepepHen naHenu, max < 80,3 ob
C 3agHen naHenu, max < 89,2 ab
MES2300-08
MES2300-08P
MES2300-24

MES2300B-24
MES2300D-24P
MES2300B-48
MES2300-24P
MES2310-12XU

OT1-20 po +50 °C

MES2300-24F
MES2300B-24F

OT1-20 po +65 °C

MES2300DI-28

OT1-40 po +60 °C

MES2300-48P

OT1-10 po +50 °C

MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

OT1-40 po +70 °C

58 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

OT1-10 po +45 °C

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

OT0 po +45 °C

MHTepsan TemnepaTypbl XpaHeHMA

NHTepBan Temnepatypbl XpaHeHus ot -50 ao +70 °C (ot -50
po +85 °C gna  MES35001-08P, MES3500I-10P,
MES35001-8P8F)

MNepepn nepsBbiM BK/IOYEHUMEM MOCNE XpPaHeHUA
npu TemnepaTtype meHbluei, yem -20 °C, unu npu
6onblen, yem +50 °C, TpebyercAa BbiAep}KaTb
KOMMYTaTop Npu KOMHaATHOW Temnepatype He
MeHee YeTbIpéx Yacos.

OTHOCUTE/IbHAsA BNAXKHOCTb MPU SKCMyaTaLmm
(6e3 obpaszoBaHKNA KOHAEHCaTa)

He 6onee 80 % (ot 5 Ao 95% ana MES35001-08P, MES3500I-
10P, MES3500I1-8P8F)

OTHOCKTEIbHAA BNAXKHOCTb MPU XpaHEHUN
(6e3 obpaszoBaHKNs KOHAeHcaTa)

OT1 10 oo 95 % (oT 5 Ao 95% ana MES35001-08P, MES3500I-
10P, MES3500I1-8P8F)

lFabapuTHble pasmepbl
(lWxBxT)

MES2300-08

310 x 44 x 159 mm

MES2300-08P

430 x 44 x 159 mm

MES2300-24

430 x 44 x 204 mm

MES2300B-24

430 x 44 x 158 mm

MES2300-24F
MES2300B-24F

430 x 44 x 305 mm

MES2300-24P

430 x 44 x 203 mm

MES2300D-24P

440 x 44 x 425 mm

MES2300-48P

440 x 44 x 490 mm

MES2300B-48

440 x 44 x 280 mm

MES2310-12XU

440 x 44 x 342,7 mm

MES3300-24

430 x 44 x 330 mm

MES2300DI-28
MES3300-08F
MES3300-16F
MES3300-24F
MES35001-24F

430 x 44 x 305 mm

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 59
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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mgzzggj; 440 x 44 x 330 Mm
MES35001-08P 85x 152 x 115 mm
MES35001-10P 85 x 175 x 115 mm
MES35001-8P8F 150 x 175 x 124 mm
MES5312 430 x 44 x 230 mm
MES5316A
MES5324A 430 x 44 x 275 mm
MES5332A
mg:ggg:;i 440 x 44 x 309 Mm
MES5400-24 440 x 44 x 321 mm
mgzg;gg:ﬁ 440 x 44 x 425 mm
e oerooa 440 x 44 x 447 mm
MES5410-48 440 x 44 x 536 MM
MES5500-32 440 x 44 x 534 mm
MES5700-32 440 x 44 x 530 mm
MES2300-08 1,61 kr
MES2300-08P 2,6 Kr
MES2300-24 2,94 kr
MES2300B-24 2,79 kr
MES2300-24F 4,03 kr
MES2300B-24F 4,08 kr
MES2300-24P 3,2 Kr
MES2300D-24P 6, 85 Kkr
MES2300DI-28 4,95 Kkr
MES2300-48P 9,98 kr
MES2300B-48 4,1 kr

Macca
MES2310-12XU 6,45 Kr
MES3300-24 5,13 kr
MES3300-08F 4,64 kr
MES3300-16F 4,89 kr
MES3300-24F 5,04 kr
MES3300-48 5,67 kr
MES3300-48F 5,68 kr
MES35001-08P 1,4 kr
MES35001-10P 1,76 kr
MES35001-8P8F 2,8 kr
MES35001-24F 5,5 kr

60 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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CpoK cny»bbl

MES5312 3,8 kr
MES5316A 3,6 Kr
MES5324A 3,7 kr
MES5332A 3,8 Kkr
MES5300-24 6,11 Kr
MES5310-48 8,7 kr
MES5320-24 6,1 kr
MES5400-24 6,36 Kr
MES5300-48
MES5305-48 8,7 kr
MES5310-48
MES5410-48 12,1 kr
MES5500-32 11,8 kr
MES5700-32 12,23 kr
He meHee 15 net

-
V . Tun nuTaHUA yCTPOIACTBA onpeaenseTca Npu 3aKase.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 61
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

2.4 KOHCTpyKTUBHOE UCNONHEHue

B naHHOM pa3gene onuMcaHo KOHCTPYKTUBHOE UCMOJIHEHME YCTPOCTB. MpeacTaBaeHbl N3obpaxkeHus
nepeaHemn, 3agHeit 1 6OKOBbLIX NaHeNen yCTPOMCTBA, ONUCAHbI Pa3bemMbl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHums.

Ethernet-kommyTtatopbl MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F,
MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48,
MES2310-12XU, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F,
MES3500I1-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48,
MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
BbIMOJIHEHbI B META/I/INYECKOM KOpPMyce C BO3MOXHOCTbIO YCTaHOBKM B 19” Kapkac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl MES35001-08P, MES35001-10P, MES35001-8P8F BbinoAHEHbI B MEeTanAnye-
CKOM Kopnyce ana kpenaeHua Ha DIN-peliky.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea
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PucyHok 23 — NepeaHas naHenb MES5312

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 65

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32
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PucyHok 24 — NepeaHas naHenb MES5316A
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PucyHok 25 — MNepeaHas naHeno MES5324A
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PucyHok 26 — lNepeaHaa naHenb MES5332A
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PucyHok 28 — lNepeaHAsa naHenb MES5300-48
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PucyHok 29 — lNepeaHAas naHenb MES5305-48

66 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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PucyHok 30 — NepeaHasa naHenb MES5310-48
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PucyHok 32 — lNepeaHaa naHenb MES5400-24
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PucyHok 33 — lNepeaHas naHenb MES5400-48
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PucyHok 35 — NepeaHas naHenb MES5500-32
Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 67

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32
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MESS5700-32
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Console e 00

PucyHok 36 — lNepeaHaa naHenb MES5700-32

B Tabnvue 11 npuseneH nepeyeHb Pa3bemoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB yNnpaB/eHus,
pacrnonoXeHHbIX Ha NepeaHein NaHen KOMMYTaTOpPOB.

Tabanuya 11 — OnucaHue pa3beMOB, MHANMKATOPOB M OPraHoOB ynpasaeHuUs nepeaHei naHenm MES2300-08,
MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P,
MES2300DI1-28, MES2300-48P, MES2300B-48, MES2310-12XU, MES3300-24, MES3300-08F, MES3300-16F,
MES3300-24F, MES3300-48, MES3300-48F, MES35001-24F, MES5312, MES5316A, MES5324A, MES5332A,
MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-
48, MES5500-32, MES5700-32

Ne

dnemeHT nepep,Hei/'l naHenn

OnuncaHue

Unit ID

MHamKaTop HOMEpa yCTPOICTBA B CTEKe.

Power

MHAMKaTOp NMUTaHMA YCTPOCTBA.

Master

MHAMKaTop pexxrMma paboTbl YCTPOCTBA B COCTaBe CTeKa (master — Beay-
wmii, backup — Begomblit).

Fan

NHaukaTop paboTbl BEHTUAATOPOB.

RPS

NHOMKATOPp pe3epBHOro 3/1eKTPONUTAHUA.

®YHKUMOHaNbHAA KHOMKa ANA nepe3arpysku ycTponcTea M cbpoca K 3a-
BOACKMM HaCTpOMKam:

- NPW HaXKaTUM Ha KHOMKY ANTeNbHOCTbI0 MeHee 10 ¢ npoucxoamT nepe-
3arpyskKa ycTpoWncTBa;

- MPU Ha¥aTUM Ha KHOMKy AnuTenbHocTbio 6onee 10 ¢ nponcxoant cbpoc
HaCTPOEK YCTPOICTBa A0 3aBOACKON KOHPUIrypaLuu.

Console

KoHCObHbIV NOPT ANA NOKANBHOTO YNpaBAeHUA YCTPONCTBOM.
PacnuHoBKa pa3bema cneayrowan:

1 He ncnonb3yeTca

2 He ucnonb3yeTcA

3 RX

4 GND

5GND

6 TX

7 He ucnonb3yeTca

8 He ucnonb3yerca

Pacnaiika KoHconbHOro Kabena npuseneHa B pasgene «lMpunoxkeHune b.
KoHconbHbIl Kabenby.

00B

MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasne-
HUA YCTPOMUCTBOM.

YnpaeneHune oCyLWecTBAAETCA MO CEeTU, Pa3ae/ibHO C KaHa/oOM nepesaqn
JaHHbIX.

[1-12] MES5312

[1-16] MES5316A

CnoTbl Ana ycTaHOBKM TpaHcusepos 10G SFP+/1G SFP.

[1-24] MES5324A

68 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

[1-32]

MES5332A

[1-24]

MES5300-24
MES5320-24
MES5400-24

[1-48]

MES5310-48
MES5400-48

[XG1-XG2]

MES5500-32

[XG1-XG4]

MES2300-24F
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES35001-24F

[XG1-XG2]

MES5700-32

MES5316A
MES5324A
MES5332A
MES5320-24
MES5400-24
MES5500-32
MES35001-24F
MES5700-32

USB-nopr.

[HG1-HG6]
[HG1-HG32]

MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32

CnoTbl Ana ycTaHOBKM TpaHcusepos 40G QSFP+/100G QSFP28.

[1-20]

MES2300-24F
MES2300B-24F
MES3300-24F
MES35001-24F

[1-4]

MES3300-08F

[1-12]

MES3300-16F

[1-48]

MES3300-48F

CnoTbl Ana ycTaHoBKM TpaHcnsepos 1000BASE-X/100BASE-FX (SFP).

(5-8]

MES3300-08F

[13-16]

MES3300-16F

[21-24]

MES2300-24F
MES2300B-24F
MES3300-24F
MES35001-24F

4 nopta 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo.

10

[1-24]

MES2300-24
MES2300B-24
MES2300DI-28
MES3300-24

MopTbl 10/100/1000BASE-T.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 69
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

MES2300B-48
[1-48] MES3300-48
MES2300-08
[1-10] MES2300-08P
MES2300-08
100-240V AC MES2300-08P Pasbem AnAa NOAKNIOYEHUA K UCTOYHUKY SNEKTPONUTAHUA NepeMeHHOro
50-60 Hz MES2300-24 TOKa.
11 MES2300B-24F
36-72 VDC MES2300-24 Pasbem gna NOOKAOYEHMA K UCTOYHWUKY SNEKTPONUTAHMA NOCTOAHHOMO
MES2300-24F TOKa.
[1-24] MES2300-24P
12 MES2300D-24P | noprer 10/100/1000BASE-T (RJ-45) POE/POE+.
[1-48] MES2300-48P
13 {1:2]8] mgzgiigjgxu Cnotbl Ana yctaHoBKM TpaHcuBepos 1G SFP/10G SFP+/25G SFP28.
14 | 12V DC MES2300B-24F Knemmbl gns NogKNto4YeEHMA aKKYMyIATOpPHOM 6aTapen 12 B.
15 200-240 V AC MES2300B-24 Paszbem AnAa NOAKNKOYEHUA K UCTOYHUKY SN1EKTPONUTAHUA NepeMeHHOro
50-60 Hz MES2300-24P TOKa.
16 | Link/Speed MES2300DI-28 CBeToBaA MHAMKALUMA COCTOAHUA ONTUYECKUX NHTepdencos.
MES2300-08
—_— 1
17 —— MES2300-08P Knemma gna 3azemneHna ycTpomncTsa.
MES2300-08
18 | [11-12] MES2300-08P CnoTbl gna ycTaHoBKM TpaHcuBepoB 1000BASE-X (SFP).
Cnotbl gna yctaHoBKM TpaHcusepos 40GBASE-R4 (QSFP+)/100GBASE-R4
19 1-32 MES5700-32
[ ] (QSFP28)/400GBASE-R8 (QSFP56-DD).
20 | [1-12] MES2310-12XU Egg:il ANA yCTaHOBKM TpaHcueepos 10/100/1000/2.5G/5G/10GBASE-T

Helrex
— WES35001-10P
POE
1002
HeXeol! 4
HeXeli
i{eXel]
LNE O H Qrwr1
[ o] g Orwr2 3
Q Marm
fi3o] i, Q Temp
sPD Q)
[ 0] F
o 1
T o]
Censole
S 0] 2
sPQ
1.8 - 10/100/1000BASE-T PoE+
9.12 - 100BASE-FX / 1000BASE-X

PucyHok 37 — NepeaHasa naHens MES35001-08P

7 0 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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PucyHok 38 — NepeaHas naHeno MES3500I1-10P
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XG1..XG2 - 1000BASE-X/10GBASE-R
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PucyHok 39 — lNepeaHAasa naHenb MES35001-8P8F
B Tabnnue HUKe NpuBeaEeH NepeyeHb pasbeMoB, CBETOAMOAHbIX MHAMKATOPOB M OpraHoB ynpas/e-

HMA, PAaCMOJIOXKEHHbIX HA NepeaHen NaHenn KommytaTopos MES35001-08P, MES35001-10P,
MES3500I1-8P8F.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 71

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

Tabnanua 12 — OnucaHuve pasbemoB, WMHAMKATOPOB M OPraHOB yMNpaB/ieHUA nepeaHei naHenu
MES3500I1-08P, MES35001-10P, MES3500I-8P8F

No dnemeHT nepeaHeit naHenu

OnucaHue

®yHKLMOHaNbHAA KHONKA ANA nepes3arpysku ycTponctea u cbpoca K 3a-
BOACKMM HAaCTPOMKaM:

- MPM HA*KATMUM HA KHOMKY A/ IMTeNbHOCTbI0 meHee 10 ¢ npoucxoauT nepe-
3arpysKa yCTpoKncTBa;

- MPM HAXKaTUM Ha KHOMKY ANuTenbHoCTbio 6bonee 10 ¢ nponcxoanT cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKON KOHOUTYypaL K.

2 Console

KOHCONbHbII NOPT ANA NOKANBbHOTO YNpaB/ieHNUA YCTPOUCTBOM.

PWR1, PWR2 MHAmMKaTOpbl NUTAHWA YCTPOICTBA.
3 Alarm NHankaTop asapwun.
Temp NHauKaTop TemnepaTypsbl.
4 [1-8] CseToBasn MHAMKauua PoE.
5 [1-8] MopTtbl 10/100/1000BASE-T PoE/PoE+ (RJ-45).
6 [9-12] MES35001-10P | MopTbl 100BASE-FX/1000BASE-X (SFP).
7 [9-10] MES35001-08P | MopTsl 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-45/SFP) Combo
8 [XG1-XG2] MES35001-8P8F | CnoTbl ans yctaHoBKM TpaHcmBepos 10G SFP+/1G SFP.
9 L MES35001-8P8F | USB-noprT.

BHewHWn BWUg, BepxHel naHenn KommyTtatopos MES35001-08P, MES3500I-10P, MES3500I1-8P8F
npuBeseH Ha PUCYHKE HUXKe.

B —

PucyHok 40 — BepxHaa naHenb MES35001-08P, MES3500I1-10P

7 2 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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PucyHok 41 — BepxHaa naHenb MES35001-8P8F

Tabnmua 13 — OnucaHue pasbemoB, WHAMKATOPOB M OPraHOB YMNpPaB/ieHUA BEPXHEM naHenu
MES3500I1-08P, MES3500I1-10P, MES3500I-8P8F

Ne dNeMeHT nepeaHeln naHenm

OnucaHue
1 =i Knemma gna 3asemneHma ycTpoicTea.
Pasbembl 418 NOAKAOYEHMA K UCTOYHUKAM 3N1EKTPONUTAaHUA NOCTOAHHOTO
2 | PWR1, PWR2 ANATIOA P

TOKa.

PeneWHbi Bbixog, curHanmnsaumm 1 A, 24 B DC ¢ HOpMasibHO 3aMKHYTbIM

(NC — Normal Closed) u HopmanbHo pa3omkHyTbiM (NO — Normal Open)
KOHTaKTaMu.

3 Dry contact

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 73
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

2.4.2 3a0HAaa naHenb ycmpolicmea

BHewHMn BUA 3agHen naHenu KommyTtatopos MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28,
MES2300-48P, MES2300B-48, MES2310-12XU, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F,
MES3300-48, MES3300-48F, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24,
MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32 npuseaeH Ha PUCYHKax HUXKe.
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PucyHokK 46 — 3agHaa naHenbs MES2300-24P

7 4 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



PucyHok 47 — 3agHaa naHenb MES2300D-24P, MES2310-12XU
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PucyHok 52 —3aaHAaa naHenb MES3300-08F

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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PucyHok 55 — 3aagHaa naHenb MES3300-48, MES3300-48F
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PucyHok 56 — 3agHaa naHenb MES35001-24F

Lo

PucyHok 57 — 3aagHaa naHenb MES35001-08P, MES3500I1-10P

7 6 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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PucyHok 62 —3aaHAaa naHenb MES5320-24, MES5400-24

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 77
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32
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PucyHok 63 — 3agHaa naHenb MES5400-48
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PucyHok 64 —3agHaa naHenb MES5410-48
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PucyHok 66 — 3aaHAaa naHenb MES5700-32

B Tabnvue 13 npuBepeH nepeveHb PasbeMoB, PACMOJIOMKEHHbIX Ha 33aAHeil MNaHeNn KOMMYTaTopoB
MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P,
MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F,
MES3300-24F, MES3300-48, MES3300-48F, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F,
MES5312, MES5316A, MES5324A, MES5332A, MES5300-48, MES5305-48, MES5310-48, MES5320-24,
MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32.

Tabnnua 14 — OnucaHne pa3bemMoB 3a4Hel NaHean KOMMYTaToOpPOB

Neo D/IeMEeHT 3a4Hel naHenu OnucaHue
—_— “
1 Knemma 3asemneHuns = Knemma pns 3a3emneHuns ycTpomcTsea.
2 BeHTMnATOpPSI BeHTUNATOPbI ANA OXNaXKAEHWA YCTPOUCTBA.
3 CNOTbI AN YCTAHOBKM 610KOB CnoT ans ycTaHoBKM pe3epBHOro 6aoka nutaHma AC nam DC.
4 nuTaHuA CNoT ANA yCTaHOBKM OCHOBHOTO 610Ka nuTaHma AC nam DC.
5 Console MES5300-48 KOHCO/IbHbIV NOPT A9 NOKAIbHOIO YNPaBAEHWUS YCTPOMCTBOM.

7 8 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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MES5305-48 MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpas-
6 00B MES5310-48 NIeHNs YCTPONCTBOM.
MES5410-48 YnpaBaeHuMe OCyLLEeCTBAAETCA NO CETU, Pa3AeNbHO C KaHAaNOM nepeaayn
MES5400-48 OaHHbIX.
7 - USB-nopT.
MES35001-08P KpoHLWTeNH Ansa ycTaHoBKK ycTpoicTea Ha DIN-peitky.
8 KpoHwTeiH MES35001-10P
MES35001-8P8F

2.4.3 bokoeble naHenu ycmpolicmea

PucyHok 69 — flesaa 6okoBas naHenbs MES2300-24, MES2300B-24, MES2300-24P
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PucyHok 68 — Jlesaa 6okoBas naHens MES2300-08P
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PucyHok 70 — Jlesasa 60KkoBan naHenb MES2300-24F
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PucyHok 71 — lMNpasasa 6okoBasa naHenb MES2300-24F
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PucyHok 72 — JleBass 6oKoBaa naHenb MES2300B-24F

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

79

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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PucyHok 73 — JleBasa 6okoBana naHenb MES2300D-24P, MES2310-12XU
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PucyHok 74 — leBas 6okoBas naHesnb MES2300DI-28
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PucyHok 77 — JleBasi 6oKoBana naHenb MES3300-24
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PucyHok 78 — Jlesasa 60okoBan naHenb MES3300-08F
®
PucyHok 79 — Jlesasa 6okoBaa naHenb MES3300-16F, MES35001-24F
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PucyHok 80 — Jlesasa 6okoBan naHenb MES3300-24F

80 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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PucyHok 81 — JleBasa 60KoBaa naHenb MES3300-48
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PucyHok 82 — flesasa 6okoBas naHenb MES5316A, MES5324A, MES5332A
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PucyHok 83 — NpaBasa 6okosas naHenbo MES5316A, MES5324A, MES5332A
e
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PucyHok 84 — JleBasa 6okoBasa naHesnb MES5312
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PucyHok 85 — JleBas 60KoBaa naHenb MES5300-24
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PucyHok 86 — Jlesaa bokoBas naHenb MES5300-48, MES5305-48, MES5310-48

o ®
@ o ®
PucyHok 87 — Nlesaa 6okoBas naHenbs MES5400-24, MES5400-48
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PucyHok 88 — NpaBasa 6okoBas naHenbs MES5300-24, MES5320-24, MES5400-24, MES5400-48

81

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32
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PucyHok 90 — JleBasa 60KoBaa naHenb MES5700-32
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PucyHok 91 — NpaBas 60KkoBan naHenb MES5500-32

Ha 60KoBbIX NnaHensx yCTpOVICTBa pacnonoXeHbl BEHTUNALUMOHHbDbIE PELUETKN, KOTOPblE CAyXaT ONA
oTBoaa Tenna. He 3aKprBal71Te BEHTUNAUNOHHbIE OTBEPCTUA MOCTOPOHHUMMU NpeaMeTamM. JTO0 MmoXKeT
npumeBecTn K neperpesy KOMMNOHEHTOB YCTpOﬁCTBa M BbI3BATb HapyLWweHNA B €ro pa60Te. PekomeHpgaunm no
YCTaHOBKe YCTpOﬁCTBa pPacnonoXeHbl B pa3gene «YCTAHOBKA 1 NOAKtOYEHME,

82 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

2.4.4 Ceemoeasn uHOUKayusa

CocrosiHue nHTepodeiicos Ethernet uHanumpyetca asyma ceetoanmoaHbIMU MHANKaTOpamu, LINK/ACT
3esieHoro ugeta u SPEED aHTapHOro useTta. PacnosioxKeHne CBETOANOA0B NOKA3aHO HAa PUCYHKAX HUMXKe.

Link@ O Speed
TT ol

]

PucyHok 92 — BHeluHuMIA BUA oamMHapHoOro pasbema SFP/SFP+

o ]

HVA VA

LINK/ACT SPEED

PucyHoK 93 — BHellUHMI1 BUA caBOeHHOro pasbema SFP/SFP+/SFP28

LINK/ACT SPEED

PucyHok 94 — BHewHM BuAa pasbema RJ-45

LINK/ACT ~ SPEED

00 A¥ 00O

PucyHok 95 — BHewwHuIA Bug, pasbema QSFP+ 1 QSFP28 ans MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48

Ons  momenn MES5500-32 coctosHue uHTepdeicoB QSFP28  uHauumpyetcs  YeTblpbMs
CBETOANOAHBIMU UHANKATOPAMM 3e/1EHOI0 U AHTAPHOrO LBETOB: AaHHble MHAMKATOPbI MOTYT NPUHUMATb
Kak posb LINK, Tak n SPEED, nx coctosiHMa onucaHbl B Tabavuax 21, 22, 22. lnA KaxK4oro pexuma pabotsbl
nopta WMHAMKATOPbl MMEIT pas/nyHoe HasHauyeHwe. Beuay storo B Tabauuax 21, 22, 22 paHHble
WHAMKATOPbI OyAYT NPOHYMEpPOBaHbl Kak K MHAMKATOP 1», KUHAMKATOP 2%, KMHOMKATOP 3», KMHANKATOP 4».

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 83

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32
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CoctoaHMe uHTepdencoB XG-nopToB WMHAMUMPYETCA ABYMSA CBETOAMOAHbIMU WMHAMKATOPamu,
LINK/ACT 3eneHoro useta 1 SPEED aHTapHOro uBseta. Pacnosio)eHne cBETOAMOA0B NOKa3aHOo Ha PUCYHKax
HUXe.

Wupukarop 1 1 A V 2 Nuamkatop 4
WHaukatop 2 O Q C|) O WHaukaTtop 3
WMHaukaTtop 1 WMugukaTtop 4

WHpaukatop 2 i - WHaukatop 3
OO0O0O0

PucyHoK 96 — BHewHMI Bug, pasbema QSFP+ 1 QSFP28 ans MES5500-32

Tabnuua 15 — CeBeToBan MHAMKaLMA cocTosHMA UHTepdeincoB QSFP56-DD ana MES5700-32

BbikntoueH loput loput loput MwuraHune
NOCTOAHHO NOCTOAHHO NOCTOAHHO
BbikntoueH loput loput loput -
NOCTOAHHO NOCTOAHHO NOCTOAHHO
BbikntoueH BbikntoueH loput loput -
NOCTOAHHO NOCTOAHHO

84 Ethernet-kommymamopesi ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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BbikntoueH

BbikntoueH

BbikntoueH loput

NOCTOAHHO

MopT BbIKAOYEH
WU coeuHeHue
He YCTaHOBJIEHO.

egunHeHune

100 réwur/c.

YCcTaHOBNEHO CO-

ckopoctn 40 namn

YcTaHOBEHO CO-
eAnHeHne Ha
CKOpOCTH 200
réur/c.

YcTaHOBEHO CO-
eAnHeHune Ha
CKOpOCTH 400
réur/c.

MpeT nepegava
OAHHbIX.

Tabanuya 16 — CeeToBaA MHAMKaLMA cOCTOAHMA MHTepdeicos QSFP28 ana MES5300-48, MES5305-48,
MES5310-48, MES5400-xx, MES5410-48

BbikntoueH

BbikntoueH

BbikntoueH

BbikntoueH

MopT BbIKAOYEH MAN COeauHe-
HUWe He YCTaHOB/1IEHO.

FopnT nocToAHHO

FopnT nocToAHHO

FopnT nocToAHHO

BbikntoueH

YCTaHOBNEHO COeAMHeHMEe Ha
ckopoctu 40 réut/c.

FopnT nocToAHHO

FopnT nocToAHHO

FopnT nocToAHHO

FopuT NOCTOAHHO

YCTaHOBNIEHO COeAMHEHME Ha
ckopocTv 100 Féut/c.

Mwuranue

MaeT nepepaya AaHHbIX.

Tabnunua 17 — CBeToBan MHAMKALMA COCTOAHUA UHTepdeicoB SFP28

BbikntoueH BbikntoyeH MopT BbIKNOYEH UM COEANHEHUNE HE YCTAHOB/IEHO.
FopnT NnocTOAHHO BbikntoueH YcTaHOB/IEHO coeamHeHne Ha ckopocTu 1 Méut/c.
lopwuT nocTtoAHHO BbikntoueH YcTaHOBIEHO coeanHeHne Ha ckopoctv 10 Méut/c.

lopwuT nocTtoAHHO

[opuT noctoAHHO

YcTaHOBMEHO coeanHeHne Ha ckopocTtu 25 Feut/c.

Mwuranue

MaeT nepegaya gaHHbIX.

Tabnnuya 18 — CBeToBan MHAMKaLMA COCTOSHUA UHTepdelcoB SFP+

BbikntoueH

BbikntoyeH

MopT BbIKAOYEH UAN coOeANHEHNE He YCTaHOBEHO.

[opuT NOCTOAHHO

BbikntoueH

YcTaHOBAEHO coeagnHeHne Ha ckopoctu 1 Iéut/c.

lopuT nocTtoAHHO

[opuT noctoAaHHO

YcTaHOoB/IeHO coeanHeHme Ha ckopocTu 10 Feut/c.

Mwuranue

MpeT nepepaya AaHHbIX.

Ethernet-kommymamopebi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312, 85
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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Tabnuua 19 — CBeToBasA MHAMKALMA COCTOAHUA MHTepdeiicos SFP

BbikntoyueH BbikntoueH MopT BbIKAOYEH MU cCOeANHEHNE He YCTaHOB/EHO.
FopnT NnoCcToAHHO BbikntoueH YcTaHOBIEHO coeamHeHne Ha ckopocti 100 M6éuTt/c.
lopwuT nocTtoAHHO [opuT noctoaHHO YcTaHOBIEHO coeanHeHne Ha ckopoctu 1 Feut/c.
MwuraHune - NaeT nepegaya gaHHbIX.

Tabnuua 20 — CeeToBasA MHAMKaLMA cocToaHuA Ethernet-noptos 10/100/1000BASE-T

BbikntoyueH BbikntoueH MopT BbIKAOYEH MU cOeANHEHNE He YCTaHOBEHO.
YcTaHOBMEHO coeanHeHne Ha ckopoct 10 M6ut/c unm
FopnT nocToAHHO BbikntoueH
100 M6wuT/c.
FopnT nocToAHHO FopuT NnocToAHHO YcTaHOB/IEHO coeamHeHne Ha ckopocTi 1000 M6uT/c.
Mwuranue - NaeT nepegaya AaHHbIX.

Tabnunua 21 — CeBeToBan MHAMKaLMA cocTosHUA UHTepdelicoB QSFP28 ans MES5500-32

MopT BbIKAKOYEH WAN COefMHEHMEe He
BbikntoueH BbikntoueH BbikntoueH BbikntoyeH

YCTaHOB/EHO.
loput loput loput

YCTaHOB/IEHO COefMHEeHne Ha CKOpOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO BbikntoyeH 40 r6ut/c
3e/leHbIm AHTAPHbIM AHTAPHbIM ’
loput loput loput loput

YCTaHOB/NIEHO COeAMHEHUEe Ha CKOpPOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO

100 réwmr/c.
3e/IeHbIm AHTAPHbIM AHTAPHbIM AHTAPHbIM
MwuraHune - - - NpoeT nepepava gaHHbIX.

Tabnnua 22 — CeeToBas UHAMKAUMA cocToAHUA nHTepdelicos QSFP28 ana MES5500-32 B pexume pacuien-
NeHus

MopT BbIKNIOYEH WAU cOoefUHEeHWe He
BbikntoyeH BbikntoyeH BbikntoueH BbIkntoyeH

YCTaHOBNEHO.
foput Foput foput foput

YCTaHOBNEHO cOoeAMHEHNEe Ha CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO

1/10/25 réut/c.
3e/1eHbIM 3e/1eHbIM 3e/1eHbIM 3e/1eHbIm
MwuraHne MwuraHune MwuraHune MwuraHune MpeT nepegava gaHHbIX.

86 Ethernet-kommymamopesi ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Tabnunua 23 — CBeToBan UHAMKALUMA COCTOAHUA MHTepdeicos QSFP56-DD ans MES5700-32 B pexxume pac-
wenneHus

BbikntoyeH lopur loput loput MwuraHue
NOCTOAHHO NOCTOAHHO NOCTOAHHO
BbikntoueH loput loput loput -
NOCTOAHHO NOCTOAHHO NOCTOAHHO
BbikntoueH BbikntoueH loput loput -
NOCTOAHHO NOCTOAHHO
BbikntoueH BbikntoueH BbikntoueH loput -
NOCTOAHHO

MopT BbIKAOYEH
WU coefiMHeHue
He YyCTaHOBJ/IEHO.

YCTaHOBNEHO CO-

eguHeHune Ha
ckopoctn 40 nnamn
100 réwmr/c.

YCTaHOBNEHO CO-

eauHeHue Ha
CKOpOCTH 200
réut/c.

YcTaHoBIEHO CO-
eAnHeHue Ha
CKOpOCTH 400
réut/c.

MpeT nepegava
OAHHbIX.

Tabnnua 24 — CBeToBaA MHAMKALMA COCTOAHMA MHTepdeicos SFP+ gna MES5500-32

BbikntoueH

BbikntoyeH

MopT BbIKAOYEH UAN coOeANHEHNE He YCTaHOBEHO.

[opuT nocToAHHO

[opuT noctoAaHHO

YcTaHOBMEHO coeanHeHne Ha ckopoctv 10 Meut/c.

Mwuranue -

MaeT nepegaya AaHHbIX.

Ethernet-kommymamopebi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32
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NHuankatop Unit ID (1-8) cayxut ans obo3HayeHUa Homepa yCTpomcTBa B cTeKe. CUCTEMHble
nHamnkatopbl (Power, Master, Fan, RPS) cayxat ana onpeaeneHma cocTossHUA paboTbl y3/10B KOMMYTAaTOPOB.

Tabnuua 25 — CeeToBas MHANKALMA CUCTEMHbIX MHANKATOPOB

Ha3eaHue DyHKYUA .
CocmosHue uHOuUKamopa CocmosaHue ycmpoliicmea
uHOukKamopa uHOukamopa
BbikntoyeH MuTaHWe BbIKAOYEHO.
o MuTaHne BKAOYEHO, HOPMa/bHasA
3eneHbll, ropuUT NOCTOAHHO N
paboTa ycTpoicTea.
OTcyTCTBME NEPBUYHOrO NUTAHUA
MES5312 . | ocHoBHOro McTOUYHMKa (NPU NUTaHUK
MES5316A Oparixesbii YCTPOIiCTBa OT pe3epBHOro
MES5324A MCTOYHMKA).
MES5332A o
KpacHbin ABapuA BTOPUYHOIO UCTOYHMKA.
MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F KpacHbin ABapua BTOPUYHOIO MCTOYHMUKA.
MES2300DI-28
MES2300B-24F
Cocroarue MES2300-24P
Power WCTOYHWKOB MES2300B-48
nnTaHnA MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5300-24 OTCyTCTBME NEPBMUYHOIO NUTAHMA
MES5300-48 KpacHbiii OCHOBHOIO UCTOYHMKA (NpY NUTaHUK
MES5305-48 YCTPOICTBa OT pe3epBHOro UCTOYHMKA)
MES5310-48 WU aBapuA BTOPUYHOTO MCTOYHUKA.
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32
MpusHak . YCTpoICcTBO ABNAEGTCA «MacTeEPOM» B
3eneHbln, rOpUT NOCTOAHHO
Master BeayLiero cTeke.
yCTpOKCTBa Npu YCTPOICTBO He ABNAETCA «KMacTeEpPoOM»
BbikntoyeH
paboTe B cTeKe B CTEKe.
MES2300-24F fs;s:bm, Bce BHYTpeHHMe cucTembl paboTatoT B
MES2300B-24F HOCTOAHHO LWTAaTHOM pexume.
MES2300-24P
MES2300D-24P ) Bo3moxKHaa HeMcnpaBHOCTb
MES2300B-48 KpacHbin, BEHTUIATOPOB, BbICOKAA TemnepaTypa
WhavkaTop MES2300-48P roput Ha OLHOM W13 TEPMOJATYUKOB.
Status COCTOAHUA MES2310-12XU MOCTOAHHO Ownbkm POE (toneko ana
o MES2300-48P).
yCTpoWncTBa -
MES2300-08 fsss:bm' Bce BHyTpeHHWe cuctembl paboTaioT B
MES2300-08P HOCTORHHO LWTAaTHOM pexume.
MES2300-24 "
KpacHbin,
MES2300B-24 ropuT BbicoKkaa TemnepaTtypa Ha O4HOM 13
MES2300DI-28 TepMOLATYMNKOB.
NOCTOAHHO

88 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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CocTosiHue 3eneHbli, FOpUT NOCTOAHHO Bce BEHTUAATOPbLI MCMPABHbI.
Fan BEHTUNATOpPA . OTKas ogHoro unu 6onee
KpacHbIN, ropuT NOCTOAHHO
oxXNaXkaeHusn BEHTUNATOPOB.
Pe3epBHbIN UCTOYHUK YCTAHOB/IEH,
3eneHbli, ropuT NOCTOAHHO NUTaHWe BKAOYEHO, paboTaeT
Pexum paboTbl
HOPMAaNbHO.
€3epBHOro
RPS pesep OTcyTCTBME NEPBMYHOIO NUTaHMA
MCTOYHMKA o
KpacHbIN, ropuT NOCTOAHHO pe3epBHOro UCTOYHUKA UK ero
nuTaHus
HEeNCnpPaBHOCTb.
BbikntoueH Pe3epBHbIN UCTOYHUK HE MOAK/OYEH.
3eneHbii
ropuT ’ MogkntoueH notpebutens PoE xoTa 6bl
PoE P B OAMH NOPT.
MES2300-08P MOCTOAHHO
R KpacHbii
CoctosHue PoE MES2300-24P r: - , Asapus PoE (NOpT 8 COCTOAHMM
P neperpysku, rnobanbHan aBapus PoE).
NOCTOAHHO
BbikAtoyeH MNoTpebutenn PoE He NOAKNIOYEHDI.
3eneHsbin, AKB nogKntoueHa, NUTaHue B HOpPMe.
ropur
NOCTOAHHO
3eneHsbin, AKE 3apsrkaeTca.
muraet
KpacHbin- OcHoBHOe NuTaHue oTkAoYeHo, AKb
MES2300B-24 3:neHbu71 paspsaxaetca ,
Battery CoctoaHmne AK6 | MES2300B-24F raer ’ '
MES2300B-48 " =
KpacHbin, Hu3kmn yposeHb 3apaga AKB.
muraet
KpacHbii, ABapus PTE (pacuenutens Toka
roput 6aTapen).
NOCTOAHHO
BbikntoueH AKB oTKntoueHa.
3eneHbll,
ropuT BnoK NUTaHWA yCTaHOBAEH B C/OT,
nUTaHWe BKIOYEHO.
NOCTOAHHO
MES2300-48P BnoK NUTaHWA yCTaHOBAEH B C/NOT, HO
PSs1 Coctoanue 6noka | MES2300D-24P KpacHbin nNUTaHWe OTKAUYEHOo; 610K I'IMTaH’MFI
nuTakmA Main MES2310-12XU rcE) uT ’ CTaHOB/EH B CNOT I':MTaHVIe
MES35001-24F P y ’
NOCTOAHHO BK/IHOYEHO, HO MMeeTCA
HEeWCNpPaBHOCTb.
BbikntoueH BNOK NUTaHWA He YCTaHOB/EH B CNOT.
3eneHbin,
ropUT BnoK NMTaHWA yCTaHOBAEH B C/OT,
P nuUTaHWe BKAOYEHO.
NOCTOAHHO
CocTosAHKne bnokKa MES2300-48P BnoK nUTaHWA yCTaHOBAEH B CNOT, HO
nuTaHus MES2300D-24P KpacHbin nuTaHue OTKHPZHEHO' 610K I'IVITaH,VIFI
pPS2 Redudant MES2310-12XU r: uT , CTQHOBJ/IEH B CNOT I';MTaHI/Ie
MES35001-24F P y ’
NOCTOAHHO BK/IHOYEHO, HO MMeeTcA
HencnpaBHOCTb.
BbikntoyeH BNoK NUTaHWA He YCTaHOB/EH B C/IOT.
3eneHbln,
roput MopaHo nutaHue Ha BBog PWR1.
PWR1 UnamkaTopsl MocToAHHG
cocToAHUA MES35001-08P BbIkntoyeH MutaHue Ha BBog PWR1 He nogaHo
AUTaHMA MES35001-10P ’
y MES35001-8P8F | 3€N1€Hbid,
ycTponcTea roput MoaaHo nutaHue Ha Beog, PWR?2.
PWR2 NOCTOAHHO
BbikntoueH MutaHue Ha BBog PWR2 He noaaHo.
Ethernet-kommymamope! cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES35001-24F, MES5312, 89
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KpacHbii
r: - ! nobanbHan aBapus PoE-KoHTponnepa
WMHAamKaTop I'IOF;TOFIHHO (He oTBeuyaeT PoE-KoOHTpOANEP).
Alarm aBapum
BbikntoyeH HopmanbHana paboTa ycTpoiicTaa.
KpacHbiin,
NHauKaTop roput Meperpes ycTpoiicTBa.
Temp Temneparypbl NOCTOAHHO
BbIKAtOYEeH HopmanbHas paboTa, neperpesa Her.
3eneHbi
ropuT ’ MoaxntoyveH notpebutens PoE B
NHauKaTOopbI COOTBETCTBYHOLLMIA NOPT.
PoE A P MOCTOAHHO yrot P
cocToaHuA PoE
MoTtpebutens POE He noakoyeH B
BbikntoyeH o
COOTBETCTBYIOLLMIA NOPT.

90 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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2.5 KomnnekTt nocraBKku

B 6a30BbIii KOMMNAEKT NOCTAaBKM BXO4AT:

— Ethernet-kommyTatop;

— KomnnekKT Kpenexa B CTOMKY;

— WHyp nuTaHms EBpoBunka-C13, 1.8m (Tonbko ana MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300B-24F, MES2300-24P, MES2300B-48);

—  WHyp nutanHms NBC 2x1.5, 2m (Tonbko ana MES2300B-24, MES2300B-24F, MES2300B-48,
MES3500I1-08P, MES3500I-10P);

— Pa3bem KabenbHol yacTn 2EDGK-5.08-02P-14-00AH — 2 wr. (TonbKo ana MES3500I1-08P,
MES3500I-10P, MES3500I-8P8F);

— Pa3bem KabenbHol Yactu 2EDGK-5.08-03P-14-00AH — 1 wrT. (Tonbko ana MES35001-08P,
MES3500I-10P, MES35001-8P8F);

— [MamAaTKa 0 AOKYyMeHTaumu;

— CepTuduKaT COOTBETCTBUSA;

— MNacnopr.

Mo 3aKa3y NoKynaTens B KOMM/IEKT MOCTaBKM OMUMOHANbHO MOTYT BbITb BK/IOYEHbI:

— PykoBoacTtBo no skcnayatauum Ha CD-gucke;

— KoHconbHbIN Kabenb;

—  Mogaynb nutanma PM65-220/12 (ana MES2300DI-28, MES3300-24, MES3300-08F,
MES3300-16F, MES3300-24F, MES3300-48, MES3500I-24F);

—  Mogaynb nutanma PM160-220/12 (gna MES3300-08F, MES3300-16F, MES3300-24,
MES3300-24F, MES3300-48, MES5312, ana cepum MES53xxA, MES5300-24, MES5320-24,
MES5400-24);

— Moaynb nutaHma PM350-220/12 (ana MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Mogaynb nutaHma PM600-220/12 (ansa MES5410-48, MES5500-32);

— Mogaynb nutaHusa PM450-220/56 (ana MES2300D-24P);

— Mogaynb nutaHma PM950-220/56 (ans MES2300-48P);

— WHyp nuTaHms EBpoBuaka-C13, 1.8m (B cnyyae KomnaekTaumMm moaynem nUTaHus
PM160-220/12, PM350-220/12, PM600-220/12 nnu PM950-220/56);

—  Moaynb nutavmua PM100-48/12 (ana MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ans cepum MES53xxA);

—  Moaynb nutaHua PM160-48/12 (ana MES5300-24, MES5320-24, MES5400-24);

—  Moaynb nutaHma PM165-220/12 (ans MES2300DI-28, MES3300-08F, MES3300-16F,
MES3300-24, MES3300-24F, MES3300-48, MES3300-48F, MES3500I1-24F, MES5300-24,
MES5312, MES5316A, MES5324A, MES5332A, MES5400-24);

—  Moaynb nutavma PM350-48/12 (ana MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Moaynb nutaHua PM600-48/12 (ana MES5410-48, MES5500-32);

—  Moaynb nutaHma PM950-48/56 (ana MES2300-48P);

—  WHyp nutanua NBC (B cayvae KoMmnaekTaumm moaynem nutaHna PM100-48/12,
PM160-48/12, PM350-48/12, PM600-48/12 unn PM950-48/56);

—  SFP/SFP+/SFP28/QSFP+/QSFP28 TpaHcuBepbl.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 91

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
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3 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHMA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

3.1 KpenneHue KPOHWTENHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLUTENHbI A5 YCTaHOBKM B CTOMKY U BUHTbI 414 Kpen-
JNIEHNA KPOHLUTEMHOB K KOpNycy YCTPOMCTBA. Ha KpOHLWITEMHAX PAcnoNoXKeEHbI LIECTb KPeneKHbIX OTBEPCTUIM
A5 Pa3HbIX BAPUAHTOB KPEMJIEHMA, YTO NO3BOJIAET PEryIMPOBATb PACCTOAHME MeXAY nepeaHel NaHe N bto
W aBepLel cepsepHoro wkada. A ycTaHOBKM KPOHLWTENHOB BbibepuTe OANH U3 BapMAHTOB KpPenieHua:

PucyHok 98 — BapuaHT KpenaeHua KpoHLWwTenHoB No2

1. CoBmecTtuTte BblibpaHHble YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKUMU Ke OTBep-
CTUAMM Ha BOKOBOW NMaHen YCTPOICTBA.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCY.

3. MMosTopuTe geicTeua 1, 2 Ana BTOPOro KPpoHLWTENHa.

92 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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PucyHok 99 — BapuaHT KpenneHua KpoHwTenHos ana MES5410-48, MES5500-32

Ons petaneit KpoHWTeMHA NpeaycMOTPEHO HECKOJIbKO MOJIOKEHUIA, 3aBUCALUMX OT TNyOUHbI
NCNosib3yeMon CTOMKU. MuHMManbHasa rnybuHa, Ha KOTOPYH PacCyMTaH KpPOHWTEWH — 537.5 mm,
MaKcumanbHaa — 787.5 mm.

1. BbibepuTte HeobxoaMMOeE NonoxeHne agetann 1 (aBa BapmMaHTa nonoxeHus). Coemectute ye-
Tbipe OTBEPCTUA Ha AeTann 1 c YeTbipbMa OTBEPCTUAMMU Ha BOKOBOM NaHenu ycTpoicrea. C
NOMOLLbIO OTBEPTKU NPUKPENUTE AEeTaNb KPOHLITEMHA BUHTAMM K KOpMycy.

2. Bblbepute HeobxoaMMoOe NoNoXKeHUe aeTann 2 (4Ba BapMaHTa nonoxeHus). CoBmecTuTe BO-
CeEMb OTBEPCTUMN Ha AeTann 2 C BOCEMbIO OTBEPCTUAMM Ha GOKOBOWM naHenu yctpoiictea. C
NOMOLLbIO OTBEPTKU NPUKPENUTE AEeTaNb KPOHLITEMHA BUHTAMM K KOpMycy.

3. Bblbepute HeobXx0aMMOE NONOXKEHUE AeTann 3 (Y4eTbipe BapuaHTa nonoxKeHus). Coemectute
TPU OTBEPCTMA Ha AETanu 3 C TaKMMM e BbIOpaHHbIMK OTBEPCTUAMM Ha AeTanu 4. C nomo-
LLIbIO OTBEPTKM COEAUHUTE AETA/IM BUHTAMMU C BHYTPEHHEN CTOPOHbI KPOHLUTENHA, 3aKpYyiK-
BaA TONIbKO KpalHWe BUHTDI.

4. MNostopute warn 1-4 c apyroit 6GOKOBOWM NaHENbIO YCTPOMCTBA.

5. [anee npou3BoAUTCA YCTaHOBKa YCTPOWCTBA B CTOMKY (CcM. pa3gen 3.2).

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 93
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3.2 YcTaHOBKA YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES2300-xx, MES3300-xx, MES5312, MES53xxA,
MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24,
MES5400-xx

| V YcTpoiicTBa yCTaHAB/IMBAIOTCA B CTOMKM raybuHoii ot 600 mm go 1000 mm.

[nA ycTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpuWnoxKnTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNpPaBASIOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUA KPOHLUTEMHOB C OTBEPCTUAMM HA HanpasAAIOWMX CTOMKMK. Mcnonb-
3yiiTe OTBEpCTWA B HaMpPaBAAOWMX HA OAHOM YPOBHE C 06enx CTOPOH CTOMKM, ANS TOro
4TO6bI YCTPOMCTBO PACNONaranocb ropu3oHTaabHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.

\Wﬁﬁﬁﬁﬁﬁﬁ

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ/

PucyHok 100 — YcTaHOBKa YCTPOMCTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES5410-48, MES5500-32, MES5700-32

[ns ycraHoBKK ycTpolicte MES5410-48, MES5500-32, MES5700-32 B CTOWMKY:

3aduKcupyiite geTanb 4 Ha HanpasAAOLWEN CTOMKN C MOMOLLbIO BUHTOB.

BcTaBbTe YCTPOMCTBO B CTOMKY, UCNONb3YA AETab 3 KaK HamnpasasioLyo.
3aduKcupyiite getanb 1 Ha HanpaBAAOLWEM CTOMKMN.

Mcnonb3ys oTBEPTKY, 3adUKCUPYITE LLEHTPAbHbIV BUHT, COEAMHAOWMIA geTanm 2 1 3.

pwNPE

94 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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I iniaintatainl

PucyHok 101 — YcTaHOBKa yCTpOMNCTBa ME555-60-32 B CTOMKY

3.2.2 PasmeweHUe KOMMymamopos 8 cmoiike

Ha pucyHKe HUXe NnpuBegeH Npumep pasmelleHna kommyTtatopos MES5312 B cTolike.

o MES-5312 N1 o
(o] KabenbHbiii opraHaiisep o
o] MES-5312 N2 o
(o] KabenbHblit opraHaiiaep o
o MES-5312 N3 °
o KabenbHbiii opraHansep o
o MEsssizna o
(o] KabenbHbiit opraHaiisep o]
o] MES-5312 N5 )
o KabenbHblii opraHaiisep o

PucyHok 102 — PasmeleHne kommytatopos MES5312 B cToiMKe

AHaNOrM4yHO NPOUCXOAUT pa3mell,eHUe OCTasibHbIX KOMMYTaTOPOB B CTOliKe.

'] He 3aKpbiBaiiTe BEHTUNALUOHHbIE OTBEPCTUA, @ TaKXKe BEHTUNIATOPbI, PACcNO/IOXKEHHbIE Ha
' 3a4Hel NnaHenu, NOCTOPOHHUMMU NpeameTamu Bo M3bexkaHue neperpeBa KOMMNOHEHTOB KOM-
MyTaTopa U HapyLweHuA ero paboTbl.
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3.2.3 YcmaHoeka ycmpoiicme MES35001-08P, MES3500I-10P, MES3500I-8P8F Ha
DIN-peiiky

'I Ycrpoicrsa MES35001-08P, MES35001-10P, MES35001-8P8F ycTaHaBAMBalOTCA BEPTUKANBHO,
' TaK KaK 60KoBble NaHenu o6ecneuymnBaloT TeN100TBOA. YCTaHOBKA YCTPOICTB BO3MOXHA HA
DIN-peitky cTaHaapTa IEC60715 — noapep:kuBatoTcs TonbKo npodpunm TS35x7,5 n TS35x15.

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. HaKnoHWUTb Kopnyc yCTpoWCcTBa BEpXHEn YacTbio oT ceba 1 npunoxutb K DIN-pelike Tak,
YTOObLI €€ BEPXHAA KPOMKA OKasasacb 3a NPOBOIOYHON NPYKMUHOM KpenaeHus.

2. HapgaBuTb Ha KOpMyC YCTPOMCTBA CBEPXY, KaK NpeAcTaBaAeHo Ha pucyHKe 103 — MNepBbIi aTan
nHctannaumm MES Ha DIN-peiiky.

3. He cHMMasA gaBneHus, NpUXKaTb HUMKHIOK YacTb Kopnyca ycTpoicTea K DIN-pelike go 3a-

LLLe/IKUBAHUA, KaK NpeacTaBaeHo Ha pucyHKe 104 — Btopow stan nHctanasumm MES Ha DIN-
pemnky.

PucyHok 103 — MepBbiii aTan nHctannauum MES Ha DIN-peitky
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PucyHok 104 — Btopow atan nHctannauum MES Ha DIN-peiky
[Ons pemoHTaxKa ycrporictea ¢ DIN-peliku:

1. HapgaBwuTb Ha KOpMycC YCTPOMCTBA CBEPXY.
2. He cHMMas AaBneHuA, NOTAHYTb HUMKHIOK YacTb YCTPOMCTBA Ha cebs.
3. MpunoaHas Kopnyc, CHATb ycTpoicteo ¢ DIN-peliku.

MoakntoyeHne npomblNeHHbIX KommyTaTopos MES35001-08P, MES35001-10P, MES35001-8P8F K
610Ky nuTaHma DRS-270-56

1. Y6egutbea, uto nuTaHMe 230 B oTKatodeHo oT 610Ka nuTaHua DRS-270-56.

2. CoepguHuTb Kabenem oTpuUATENbHBIN NOAtOC B6J0KA NUTAHMA U OTPULATENbHBIA MOAOC
KOMMYTaTOpa Yepes KNeMMHble KOJIOAKM.

3. AHanornyHbim obpasom coeaMHUTL NONOXKUTENbHbIE NOAKOCHI.

4. HapeXHo 3aTAHYTb BUHTbI HAa KNEMMHbIX KOJI04KaX U YCTaHOBUTb MX B COOTBETCTBYHOLIME
pa3bembl Ha 6/10Ke NUTaHMA U KomMyTaTope. Pe3ynbTaT npeactaBneH Ha pucyHke 105 —
MNoaxknoveHne nUTaHUA KommyTaTopa ot DRS-270-56.

5. MogkntounTb Kabenb nutaHua 230 B K knemmHon Konogke DRS-270-56 ¢ cobatogeHmem
dasbl (L), Hyna (N) v 3a3emnenunsa (£). HageHo 3aTAHYTb BUHTbI HA KNEMMHOMN KONoAKe U
YCTaHOBMUTb €€ B pa3beM C MapKkuposkoi 110-240V~ 3A 50-60Hz Ha 610Ke NUTaHWUS B COOT-
BETCTBUM C pucyHKom 106 — MNMogKntoueHmne nutaHua K DRS-270-56.

6. YbeauTbCa, YTO BCE KOHTAKTbl NOAKAOYEHDBI BEPHO U UCKNHOYEHO 3aMblKaHME HUMM, Nocae
yero nogaTtb NUTaHue Ha DRS-270-56.
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PucyHok 105 — MNoakntoyeHne nutaHna Kommytatopa oT DRS-270-56

PucyHok 106 — MNogxkntoyeHne nutaHna Kk DRS-270-56

Mpumep NOAKNIOYEHUS MPOMBIWIEHHONO KOMMYyTaTopa OT oAHoro 6s0Ka nuTaHua DRS-270-56
npeacTaB/ieH Ha PUCYHKE HUXKe.
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PucyHok 107 — MNoaknatoyeHne nutaHna Kommytatopa oT DRS-270-56

Mpumep NOAKNIOYMEHWMA MNPOMBILWIEHHOFO KOMMyTaTopa OT AByX 6/70K0oB nuTaHus DRS-270-56
NpeacTaB/eH Ha PUCYHKE HUXKe.

PucyHok 108 — lMoaKntoyeHre NpoMbILWAEHHOr0 KOMMyTaTopa oT AByX 610KoB nuTaHMA DRS-
270-56
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3.3 YcraHoBKa mogynein NnUTaHuA

KommyTtaTtop moxkeT paboTaTb C OAHUM UM ABYMA MOAYAAMM NUTAHUA. YCTaHOBKA BTOPOro Moayn
NUTaHWA HeobxoaMMa B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YCAOBUAX, TPEOYOWMX MNOBbILEHHOM
HageXHoCTHU.

MecTa gns yCTaHOBKM MoOAyNeN MUTAHUA C SNEKTPUYECKOM TOYKM 3pPeHUA pPaBHOLEHHbI. C TOYKM
3pEeHUA NCNOJIb30BAHMA YCTPOMCTBA, MOAY/1b MUTaHMA, HaXo4AWMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTpY — pe3epBHbIM. Moaynu NMTaHUA MOTYT YCTaHaBIMBATLCA M U3B/IEKaTbCA 6e3 BbIK/oYeHUA
ycTpoicTea. [pu  yCTaHOBKE WAM  U3BAEYEHUW AOMOJIHUTE/IbBHOrO MOAYNA MUTAHMA KOMMYTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ ' Mepea 06cny>KMBaHMEM U3AENNA, PEMOHTOM UAN APYFMMM aHANOTUUHBIMU AEeNCTBUAMM OT-
e K/IlOUMTE U3genmne ot BCeX UCTOYHMKOB NUTaHUA.
. BNOKM NUTaHUA A,0MKHbI 6bITb BCTaBAeHbl B KOMMYTaTOp A0 ynopa. Mpu nogkntouenum 6.10-
’ KoB nutaHua PM600-48/12, PM600-220/12, PM950-48/56, PM950-220/56 pomxeH 6biTb
-

C/IbllLUEH WeN4yoK.

PucyHok 109 — YcTaHOBKA moayieit nuTaHus

CoctosiHMe moayneil MUTaHMA MOXKET OblTb NPOBEPEHO MO MHAMKALMKM Ha nepefHen naHenu
KommyTaTopa (cm. pasgen 2.4.4) wav nNo AmMarHoCTMKe, AOCTYMHOM yepe3 uHTepdeicbl ynpasieHus
KOMMYTaTOpPOM.

UHauKauma asapum moayna nUTaHUA MoXKeT 6bITb BbI3BaHA HE TO/IbKO OTKa3oM mopayna, HO
ol n OTCyTCTBMEM NepBUYHOIo NUTaHuA.

3.4 MNopgKnuyeHUe NUTaloLWen cetTm

1. Mpexae 4em K yCTPOWMCTBY byaeT MoAK/AloYeHa NUTAloLWas ceTb, HEObXOAMMO 3a3eMJIUTb
KOpMyC YCTPOMCTBA. 3a3em/ieHne HeobXoAMMO BbIMOJHATL M30/IMPOBAHHBIM MHOTFOXW/Tb-
HbIM MPOBOAOM. YCTPOICTBO 3a3EMJIEHNA U CeYeHMEe 3a3eMAAIOLLErO NPOBOAA AOXKHbI CO-
0TBeTCTBOBaTb TpeboBaHMAM Y. OYHKUMOHANLHOIO 3a3eM/ieHNa Ha KommyTaTtopax MES
HeT. Heo6x0A4MMO NOAKNOUYAaTb TO/bKO 3alMUTHOE 3a3eM/IEHNE B COOTBETCTBUU C PEKOMEH-
Aaunamm.,

100 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



A ELTEX

’ MoaknoueHUe AO0MKHO OCYLLLEeCTBAATLCA KBanMdJMU,MpOBaHHbIM cneynanncTtom.
-

2. Ecan npeanonaraeTcAa NOAKNIOYEHME KOMMbIOTEPA MAWM MHOTO O0BOPYAOBAHMA K KOHCOJb-
HOMY NMOPTY KOMMYTATOPa, 3TO 060PYyA0BaHUE TaKKe AOMKHO ObITb HALEKHO 3a3eM/IEHO.

3. TMopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMJIEKTALLMMU YCTPOMCTBA,
NMUTaHME MOXKET OCYLLLECTBAATLCA OT CETU NEPEMEHHONO TOKA IMBO OT CETU NOCTOAHHOTO TOKa.
Mpn NOAKNIOYEHUN CETU NMEPEMEHHOro TOKa CleAyeT MCMO/Ib30BaTb Kabenb, BXOAALLMIA B
KOMNIEKT yCcTponcTea. MNMpu NOAKAIOYEHMM K CETU MOCTOAHHOFO TOKa MCMO/b3yiTe NPOBOA,
ceyeHrem He meHee 1 Mm% 1 cobntoaaiTe NONAPHOCTb, YKa3aHHYIO Ha 6/10Ke NUTaHKA.

Ha ycTpoicTBax co cMeHHbIM 6/10KOM NMUTaHUA PEKOMEHAYETCA 3a3eMAATb KaK Kopnyc ca-
MOro KOMMYTaTopa, Tak U 610K NuTaHuA. 3To obecneunsaeT 3awWwMUTy OT Npoboa Ha Kopnyc.
3asemneHne 610Ka NUTAHUA OCYLLECTBAAETCA NYTEM NOAK/IOUEHUA TPEXKUNbHOro Kabena
B PO3ETKY C 3a3eM/IAIOLLMM KOHTAKTOM.

®

Bo nsbexkaHme BO3HUKHOBEHUSA KOPOTKOro 3aMblKaHMA NpU NOAK/NIOYEHUU K CeTU NOCTOAH-
HOro TOKa peKomeHayeTca npon3secTtu 3a4nUCTKY nposoAia Ha A/IUHY 9 mm.

®

Llenb NnUTaHMA NOCTOAHHbIM TOKOM JA,0/1XKHa copgepiKaTtb yCTpOVICTBO OTK/IIO4YEHNA NUTaHUA C
¢M3VI‘-IECKMM pa3beguHeHnem coeguHeHua (BbIKl"O‘-IaTEHb, pa3bem, KOHTAKTOpP, aBTOMATU-
YecKuit BbiKAloYaTenb U T.0.).

®

4. BKAOUYMTE NUTaHME YCTPOCTBA U ybeanTech B OTCYTCTBUM aBapuii NO COCTOSIHUIO MHAMKATO-
pOB Ha nepeaHein NaHe un.

3.5 YcraHoBKa u yaaneHue SFP-TpaHcuBepos

TonbKo gna MES5500-32: Bo u3berxkaHue noBpeXxaeHUsA yCTPOMCTBA NPU OAHOBPEMEHHOM
ucnonb3oBaHuu noptoB XG1 n XG2 HeobxoaMmMo 1cnonb3oBaTb SFP+ TpaHcuBepbl ¢ TUNOM
pasbema LC unun SFP+ Direct Attached Cable (DAC).

®

/" YCcTaHOBKa ONTUUYECKUX MOAY/1Ieii MOXKeT NPOM3BOAUTLCA KaK NP BbIKJAIOYEHHOM, TaK U Npu
BK/IIOYEHHOM YCTpOiicTBE.

1. BcraBbTe BepxHWUit SFP-moay /b B CIOT OTKPbLITOM YacTbio pa3sbemMa BHU3, @ HUKHUIA SFP-mo-
Oy/Nb OTKPbLITOW YacTblo pa3bema BBEpX.

PucyHok 110 — YcTtaHoBKa SFP-TpaHcmBepos
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2. Hapasute Ha moaynb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILIWUTE XapaKTEPHbIN LENYOK.

PucyHok 111 —YcTtaHoBAneHHble SFP-TpaHcuBepbl

[na yapaneHus TpaHcueepa:

1. OTkpoiiTe 3aLeNKky Moayns.

PucyHok 112 — OTKpbITHe 3awenkm SFP-TpaHcueepos

2. W3BnekuTe Mmogynb U3 cNoTa.

PucyHok 113 — N3BneveHune SFP-TpaHcuBepoB
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4 HAYA/NIbHAA HACTPOMKA KOMMYTATOPA

4.1 HacTtpoiika TepMmuHana

Ha KomnbtloTepe 3anycTuTb Nporpammy amynsaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn aaHHbix — 115200 604;

—  3agaTtb GopMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIM 6UT, 6e3 KOHTPOAA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPOorpaMmmHoe yrnpasaeHue NOTOKOM AaHHbIX;

— 334aTb pPeXMM 3myaAaumu TepmmHana VT100 (MHorme TepMWHanbHble MPOrpPaMmbl
MCMNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHANA B KAYECTBE PEKMMA MO YMONYAHUIO).

4.2 BKnwuyeHue ycTpoicTea
YcTaHOBUTb coegnHeHne KOHCOZIM KOMMYTAaTOopa (I'IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTepdDEVICH KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoe obecneyeHune IMYyNAUnUnN TEPMUHANA.

BKAouUTb  ycTpoicTBo. [pM  KaXkOoM BK/AIOYEHMM KOMMyTaTopa 3anyckaetcs npoueaypa
«TeCTUPOBAHMA CUCTEMbI NpU BKAOYeHUM» (POST), KoTopaa no3BonseT onpeaenmTb paboTocnocobHOCTb
YCTPOICTBA Nepes 3arpy3Koit UCNOHAEMOM NPorpammbl B onepaTMBHYO namaTs (O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
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CnycTa gBe cekyHAbl Noc/e 3aBeplieHna npoueaypbl POST HaunHaeTcs aBTo3arpy3Ka nporpaMmHoro
obecneyeHna KommyTatopa. [aA BbINOAHEHMA chneuManbHbIX Npoueayp UCnoab3yeTca meHto Startup,
BOMTM B KOTOPOE MOXHO, MPepBaB 3arpysKy Haxkatmem Knasuwwu <Esc> wnu <Enter> B TeyeHue 3TOro
BPEMEHMU.

Mocne ycnewHoOW 3arpy3kM KoMMyTaTopa MOABUTCA CUCTEMHOE npurialeHne uHTepdelica
KOMaHAHoM cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/':f' [ns 6bicTpOro BbI30Ba CNPaBKU O A0CTYMHbIX KOMaHAaX UCNONb3YTe KOMBMHALMIO KNaBuULL
- <Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

[na BxoAa B 3arpy3oyHoe MeHIo c/iedyeT NOAKAUUTLCA K YCTPOMCTBY Yepes nHTepdelic RS-232,
nepesarpysuTb YCTPOICTBO U B TeYeHMe ABYX CeKyHA nocne 3aseplueHns npoueaypbl POST HaxaTb «ESC»
mnn «<ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvét 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro meHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults
[3] Boot password

[4] Password Recovery Procedure
[5] Back

Enter your choice or press 'ESC' to exit:

Tabnunua 26 — GyHKUUN MHTepdeica 3arpy304HOro MeHIo

dyHKyua OnucaHue
Image menu BbibpaTb akTMBHbIM 06pa3za cuctemHoro MO.
Restore Factory Defaults BoccTtaHOBUTb 3aBOACKME HAaCTPOMKM.
Boot password YcTaHoBUTL/YAaNUTb Naposib Ha bootrom.
Password Recovery Procedure COpOoCKTb HAaCTPOMKM ayTeHTUPUKALUM.
Back MpoaoKUTb 3arpysKy.
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4.4 Pexunm paboTbl KOMMyTaTOpa

KommyTatopsl cepmin MES2300-xx, MES3300-xx, MES5312, MES53xxA, MES5300-24, MES5300-48,
MES5305-48, MES5310-48, MES5320-24, MES5400-xx, MES5410-48, MES5500-32, MES5700-32 paboTatot
B PeUME CTEKMPOBAHMUA.

CteK QYHKLUMOHMPYET KaK egMHOe YCTPOMCTBO M MOXKET 00beANHATbL A0 8 KOMMYTAaTOPOB OAHOMN UK
pasHbiX Mogenei (pernamMeHTUPOBaHO MaTPULENA CTEKMPOBAHWUS), MMEIOWMX CAeaylolme poau,
onpeaensemble Ux nopsaxkosbimm Homepamu (UID):

—  Master (UID ycTtpoiictBa oT 1 A0 8) — c Hero npomncxoamuT ynpasaeHne BCEMU YCTPOCTBAMM B
cTeke. Ponb MOXHO Ha3HAYUTb BCEM YCTPOMCTBAM, HO aKTMBHbIM master npu aTom byaer
OAMH, ocTanbHble byayT GyHKLMOHUPOBATb B posin backup.

—  Backup (UID ycTpoiictea oT 1 ao 8) — ycTpoiicTeo, noadymHaAoweecs master. lybanpyer sce
HACTPOMKMK, W, B C/lydae BbIXOAa YNpasBAAlOLWEro ycTpoihcTBa M3 cTpos, bepeT Ha cebs
dYHKLMM ynpaBaeHUA CTEKOM. Posib MOMKHO Ha3HAuYMTb MAaKCUMYM CEMU YCTPOMCTBaM.

— Slave (UID ycTtpoticTs oT 1 go 8) — ycTponcTBo, noaumnHsatoweeca master. He moxkeT pabotatb
B aBTOHOMHOM peXume (ecnm oTcyTcTByeT master). Pofib MOXHO Ha3HauUTb MaKCMMyM
LecTm ycTpomncTeam. [lonycTuma KoppeKTHan paboTa cTeka 6e3 yCTPOMCTB C AaHHOM ponblo.

’ DOnsa KOppeKTHOI paboTbl cTeKa HeobXxoaum XOTA 6bl OAWH IOHUT C PONbI0O Master U 0AuH
N IOHUT ¢ ponbto backup.

Mo ymon4yaH1I0O KOMMYTATOP Y¥XKe COCTOUT B CTEKe, MMeeT PoJib MacTep, HO NPU 3TOM Bce
NMOPTbI YY4ACTBYIOT B Nnepegave AaHHbIX 40 TOro MOMEHTa, NOKa He GYAYT HACTPOEHbI CTEKO-
BbIMMU.

UHTepdeiicbl B pexume CTEKMPOBAHUA PaboTaloT TO/IbKO HAa MAaKCUMAJIbHO CKOPOCTU UH-
Tepdeiica.

Mpwu cteknposaHMn KommyTtatopos mogenu MES2300-xxP ¢ oTanyaloWmMmnUca Bepcuamm
MO Heo6X0AMMO YUUTbLIBATb, YTO CTEK BO3MOKHO COBPaTb TONIbKO B CIEAYIOLMX CAYHAAX:
- Bce pobaBnsembvle B cTeK 1OHUTbI umetoT Bepcuio MO 6.6.9.3 1 HoBee;
- Bce gobaBnsemble B CTEK IOHUTbI UMmetoT Bepcuio MO HuxKe 6.6.9.3.

< < <

B pexume CTEKMPOBaHMA AR CUHXPOHM3ALMM KOMMYTATOPbl LO/IKHbI MCNONb30BaTh CleaytoLme
nopTbl:

1. MES2300-08, MES2300-08P: 1G (1000BASE-T u/vnv 1000BASE-X)

2. MES2300-24, MES3300-24, MES3300-24F, MES3300-48, MES3300-48F, MES5312,
MES5316A, MES5316A rev.C, MES5316A rev.C1, MES5324A, MES5324A rev.C, MES5324A
rev.Cl, MES5332A, MES5332A rev.C: XG (ucnonb3oBatb 10G wam 25G  TpaHcwu-
Bepbl/DAC/AQC);

3. MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24,
MES5400-48, MES5410-48, MES5500-32: HG (ncnonb3oBatb  TO/IBKO 100G
TpaHcusepbl/DAC/AOC);

4. MES5700-32: FO (ncnonb3osatb TonbKo 400G TpaHcusepbl/DAC/AOC).

Mpu 3TOM yKasaHHble MOPTbl HEe y4yacTBYHOT B nepegadve AaHHbiIX. CTeKMpOBaTb KOMMYyTATOPbI
MES53xxA ¢ KommyTtatopamu MES53xxA rev.C u MES53xxA rev.Cl HEeBO3MOMKHO BBMAY anmnapaTHbIX
pasnnunin 3TUX Moaenen ycTpomcTs. BO3MOXKHbI ABE TOMONOrMU CUHXPOHU3UPYIOLIMXCA YCTPOWUCTB —
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Ko/sibueBaa ¢ NNHelHaA. PekomeHayeTca MCNoNb30BaTb KOAbUEBYH TOMOAOMMIO ANA MNOBbIWEHMA
OTK33OYCTOVIHMBOCTM CTeKa.

KommyTtatopbl nopaepxuBatoT ¢yHKUmoHan NSF (Non-Stop Forwarding) B cTeke. [aHHbIl
dYHKLMOHAN no3BOAAET MWMHMMM3IMPOBATL MOTEPU TPAH3UTHOFO HEMAPLIPYTU3MPyemMoro TpaduKa B
MOMEHT MepPeKNOYEHNA PON KOMMYTATOpPa ¢ master Ha backup.

MpuHumn pabotbl NSF: B momeHT, Korga backup 6epet ynpasneHue Ha cebsa M 3anyckaeT npouecc
AOVHMLUMAAN3aLnKM 4o poan master, 3anyckaetca Taimep NSF n ¢pukeupytotca STP-cTaTycbl NOPTOB, NOPThI
B LACP, uneHctBo noptoB Bo VLAN, cKopocTb noptoB U T.4. OCTasibHble HAaCTPOMKM MPUMEHAIOTCA Ha
KOMMyTaTope, CTaslem master, B pea/ibHOM BpeMeHu.

Mpn stom BO Bpema npouecca NSF mameHeHue crtatyca nopTtoB B STP Ha cTeKe MOAHOCTbIO
urHopupyeTca. TakKe 3anpeLLaeTca BbINOJHEHME KOMAHZA NPOCMOTPa KoHburypaumm (KomaHapl “show
running-config, show startup-config” B pexume EXEC), uameHeHWe COCTOAHUA NOPTOB (KOMaHAbI
“shutdown, no shutdown” B KOHTEKCTHOM MeHI0 KOHbUTypaumm nHTepderica) u VLAN (KomaHaga “vlan 2”7 B
KOHTEKCTHOM MmeHio “vlan database”), ckopoctu noptos (“negotiation, speed” B KOHTEKCTHOM MEHIO
KoHdurypaummn uHtepdeinca), ounctka FDB (“clear mac address-table dynamic” B pexume EXEC),
nepesarpyska ycrponctea (“reload” B pexumme EXEC), nsmeHeHue mmeHu ycTpoictea (“hostname” B
pexume rnobanbHOW KoHUrypaumm), BratodeHue/sbiknoyeHme STP (“no spanning-tree” B pexume
rnobanbHoi KoHdUrypauum).

Koraa uctekaeT Talimep NSF, Bce paHee 3adMKCMPOBAHHbIE HACTPOMKU MPUMEHAIOTCA K CTEKY B
peasbHOM BpeMeHM!.

V NoppepikaHa npoueaypa aBToo6HOBNEeHMA HaA Bepcuuio MO ¢ master-kommyTtaTtopa npu
A06aBN1€HNU HOBbIX FOHUTOB B YXK€ CYLL,eCTBYIOLLUIA CTEK.
V Onsa kommyratopos MES2300/3300 pa6oTta cTeka u3 4-8 IOHUTOB Noagep>KaHa C BEpCUn
‘ 6.6.5.5.
V dyHKumnoHan NSR (Non-Stop Routing) 6yaet peannsosaH B 6yaywmnx sepcuax NO.
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Tabnunua 27 — MaTtpuua ctekmpoBaHus ana MES2300-xx, MES2310-12XU
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Tabnnua 28 — MaTtpuua ctekmpoBaHus ana MES3300-xx
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Tabnunua 29 — MaTtpuua ctekmpoBaHua ans MES53xxA
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Tabnnua 30 — MaTtpuua ctekmposaHua ans MES5300-xx, MES5400-xx, MES5500-32, MES5700-32
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Hacmpolika cmeKuposaHus KOMMymamopos

3anpoc KOMaHAHOW CTPOKU UMEET cieyoLmnin Bua;
console (confiqg) #

Tabnuua 31 — ba3oBble KOMaHAbl

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

stack configuration links te
te_port | hu hu_port

HasHauuTb MHTepdeincbl ANA CUHXPOHU3ALMKN PaboTbl KOMMYTa-
Topa B cTeke. MUHMMa/IbHOE KO/IMYecTBO — 1, MakcMManbHoe —
2.

stack configuration unit-id

Ha3HauMTb HOMep YCTPOMCTBA «Unit-id» NOKaNbHOMY YCTPOMNCTBY

unit_id unit_id: (1..8, (Ha KoTopom BbINONHEHA KOMaHAa). CMeHa HoMepa ycTpoicTBa
auto)/auto Npoun3onaéT nocae nepesarpyskv KOMmyTaTopa.

no stack configuration YpanuTb HaCTPOMKM CTeKa.

stack unit unit_id unit_id: (1..8, all) Mepexon K KOHPUTYPUPOBAHUIO OHUTA B CTEKE.

stack configuration role {slave
| master}

no stack configuration role

role: (master/slave)/1-
2 toHUTbl — master, 3-8
HOHUTbI — slave

HasHauuTb ponb KOMMyTaTopa B cTeKe. Ponb master npegnona-
raeT BO3MOMKHOCTb FOHWUTY CTaHOBUTLCA MacTepom B cTeke. Mpu
3TOM B CTEKE MOXKET ObITb TOJIBKO OA4HO YCTPOMCTBO C PO/IbIO Mas-
ter. Bce ocTanbHble C HACTPOEHHOW PO/IbIO Master BO3bMyT Ha
cebs ponb backup.

’ Ponb master NoOAyYyuT YCTPOMCTBO C HambonbluMm

o uptime. Ecam uptime 6yper oauHakoBblii (pasHuua
mexay loHUTamu meHee 20 CeKyHA), TO ponb master noayuut
IOHUT C HAUMEHbLUMM HOMEpPOM.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

stack nsf

no stack nsf

-/BbIK/IIOYEHO

PaspewunTb HenpepbiBHYO nepegady AaHHbix (NSF) npu cmeHe
master-ycTpoiicTea.

3anpetTuTb HenpepbiBHYO nepeaady AaHHbix (NSF) npu cmeHe
master-ycTpoicTaa.

stack nsf timer value

no stack nsf timer

value: (60..600) ¢/120 ¢

3apaTb Bpemsa, B TeyeHne Kotoporo gamtca NSF.

YCTaHOBUTb 3HAYEeHME N0 YMOHAHMUIO.

.‘

[na nopaepaHua KoppeKTHOW paboTbl cTeKa NpUM cMeHe master-ycTpoincTea Npu MCNoJib-
30BaHMKM 6Gonblie ABYX IOHMTOB ¢ poablo master/backup HacToaTenbHO peKomeHayeTca uc-

nonb3oBatb NSF.

’ MuHumanbHoO pekomeHgyemoe 3HaueHune NSF timer coctaBnsaer 120 cekyHa.
-

[pumep

O6begMHUTL B CTEK ABa KommyTaTopa MES5312. HasHaunTb BTOPbIM FOHUTOM, MCMO/1b30BaTb MHTEpPdENChI
tel-2 B KayecTBe CTEKMPYIOLLMX.

console#config
console (config) #stack configuration unit-id 2 links tel-2
console (config) #

111
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KomaHObi pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKU MMEET CaeayioWmii BUA,;

console#

Tabnunua 32 — basoBble KOMaHAbl, OCTYMNHblE B pexxnume EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

show stack

OTobparkaeT MHGopMauuto 06 yCTPOICTBaX, BXOAALLMX B CTEK.

show stack configuration

OTobpaxkaeT MHGOPMALMIO O CTEKUPYIOLWLMX MHTEPdENCAX OHM-
TOB B CTEKe.

show stack configuration role

OTOb6parkaeT paclMpPeHHYo MHOOPMALMIO O PONAX HOHWUTOB B
cTeKe.

show stack links [details]

PaclumpeHHoe oTobpaxkeHne MHPOPMALMKN O CTEKUPYHOLLMX WH-
Tepdelicax.

Mpumep ncnonb3osaHMa KomaHAabl show stack links:

console# show stack links

Topology is Chain

Unit Id Active Links

1 tel/0/1
2 te2/0/2

Neighbor Links Operational Down/Standby
Link Speed Links
te2/0/2 10G tel/0/2
tel/0/1 10G te2/0/1

YcTpoiicTBa ¢ oguHaKoBbiMu ugeHtndukatopamm «Unit ID» He moryT paboratb B 0gHOM

ol CTeke.

4.5 Hacrtpoiika pyHKUMIA KOmMmyTaTOopa

®YHKLMKN NO HaYaibHOMY KOHOUIYPUPOBAHMIO YCTPOMCTBA MOXKHO Pa3ae/iuTb Ha A4B8a TUna.

— basoBas HacTpoiKa — BK/oYaeT B ceba onpeaeneHne 6a3oBbix GYHKUUIA KOHPUIypaLum u

HACTPOMKY ANMHAMMYECKUX IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6€30MaCHOCTM — BK/IOYAET YMpaB/ieHUE CUCTEMOM
6e30nacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpwu nepesarpysKe ycTPOICTBA BCe HECOXPaHEHHbIe AaHHble 6yAyT yTepAHbl. A coxpaHe-
HUA N06bIX BHECEHHDbIX U3MEHEHUW B HAaCTPOMKY KOMMYTaTOpa UCMO/b3YeTCa CaeayoLan

KOmMaHAa:

console# write
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4.5.1 bas3osasa Hacmpolika Kommymamopd

[na Hayana KoHOUrypaumum ycTponcTea HeEOBX0AMMO MOAKOUUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocnefoBaTe/IbHbIN NOPT. 3aNyCTUTb HA KOMMbIOTEPE NPOrpaMmy IMYIALMM TEPMUHANA COFNACHO MYHKTY
4.1 «HacTpolika TepmuHana».

Bo Bpemsa HayanbHOM HAaCTPOMKN MOXKHO onpeaennTb MHTepdeinc, KoTopbii byaeT NCNOob30BaTbCA
ONA NOAKNOYEHNS K YCTPOMCTBY YAaNeHHO.

ba3oBan HacTPOMKA BKAKOYAET cneayioLlee:

1. 3agaHue naposa ans nonbsosatens «admin» (c ypoBHem npusunernin — 15).
Co3paHue HOBbIX NOJ/Ib30BaTeNEMN.
HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMOYAHUIO.
Monyyenune IP-agpeca ot cepsepa DHCP.
Hactpoika napameTtpoB npotokona SNMP.

vk wnN

4.5.1.1 3adaHue naponsa 014 nonv3osamesns «admin» u coz0aHue HoB8bIX NMosb3osamerel

[na ob6ecneyeHnA 3alWULLEHHOrO BXOAA B CUCTEMY HEO06X0AMMO HA3HAUYMTb NAPO/Ib NPUBU-
e JlerupoBaHHOMY noJsib3oBaTento «adminy.

Mma nonb3osatena wu naposib BBOAUTCA NpM BXOAEe B CUCTEMY BO BpemA CeaHCOoB
AAMUHUCTPUPOBAHUA yCTpOVICTBa. [na co3gaHmMAa HOBOro Nonb3oBaTeNA CUCTEMbI U HaCTpOVIKM noboro
13 NapameTpoB — UMEHU NOJ/1Ib30BaTENA, MAPO/A, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure
console (config)# username name password password privilege {1-15}

V‘ YpoBeHb npuBuaeruii 1 paspewaeT 40CTyN K YCTPOICTBY, HO 3anpeLyaeT HacTPoOKKy. Ypo-
BeHb NpuBuaerunii 15 paspelwaer Kak 40CTyN, TaK U HACTPOMKY YCTPOMUCTBA.

Mpumep KoMaHg, Ana 3ajaHuna noab3osatento «admin» naponsa «eltex» 1 cosaaHua nonb3osaTtens
«operator» c Naponem «pass» 1 ypoBHeM npusunernin 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2 PacwupeHHaa Hacmpolika yposHsa docmyna

Ha ycTpoiicTBe cywecTByeT BO3MOXKHOCTb pacnpeseneHuns npas nosib3oBatenell B 3aBUCMMOCTU OT
YPOBHSA MNPUBWUAErMIA, Ha KOTOPOM KaxKAblM M3 nosib3osaTesnel bl co3gaH. KOHKPETHOMY YPOBHIO
NpUBWUAErMiA NpUCBaUBaeTCA Habop KOMaHA, KOTOPbIE MOTYT BbIMOJIHATLCA MNO/1b30BATENAMM C YPOBHEM He
HUKe 3a4aHHOrO.

’ ' KommyTtaTop nogaeprKuBaeT cuctemy HacnepoBaHus Habopa KomaHA oT 6osee HU3KMUX
e YPOBHe npuBuneruii.

’ ' Mpusunernn BbICTPAMBAIOTCA TOJIbKO A1 KOHKPETHO 3aAaHHOoro y3na. Kaxkayio KomaHay

- Heo6X0AMMO NPONUCHIBaTb ABHO, HE UCMO/Ib3yA COKPaLLeHHble GopMbl.
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KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOW CTPOKM B peKMMe r106anbHOro KOHPUrypMpoBaHMAa UMEET Cneayowmnin BUs;
console (confiqg) #

Tabnnua 33 — KomaHab! 4N HAaCTPOMKKM pacluMpPeHHOro AocTyna

3HayeHue/3Ha4yeHue o
KomaHoa / Aelicmeue
no ymosn4aHuro
privilege context level MpuceansaeT yKasaHHOMY YPOBHIO NPUBUAETUIA 33aHHYIO KO-
command MaHay.
level: (1..15); .
. - context — pexxum paboTbl KOMAHAHOM CTPOKM;
/ypoBeHb npuBunerni o
- level — ypoBeHb npuBuaervii, Ha Kotopom byaer AocTynHa
KOMaHA, pexuma EXEC
HacTpanBaemas KOMaHAa;
— 1, BCcex oCTanbHbIX
- command — KomaHaa.
— KomaHg — 15
no privilege context level YaanseT 4OCTyN K KOMaHAE C YPOBHs, Ha KOTOPOM KOMaHAa bbina
command paspeLeHa.

Mpumep HacTPoKKM Habopa KoMaHa Ana nosb3osaTena «admin» ¢ 4 ypoBHEM Npusuaerunii u Habopa
KOMaHZ Ana nonb3oBartens «user» ¢ 10 ypoBHeM NpuBUAErUiA:

console# configure

console (config)# username admin password passl privilege 4
console (config)# username user password passZ privilege 10
console (config)# privilege exec 4 configure terminal
console (config)# privilege exec 4 show running-config
console (config)# privilege config 10 vlan database

console (config)# privilege config-vlan 10 vlan

HH H= H H

Tenepb ANA NOKaAbHbIX NOJb30BaTeNEN, Yell YPOBEHb MPUBUIEIUIA Bbille MAU paBeH 4, cTaHeT
[octyneH BbiBog KomaHAbl show running-config, Ho He Oyaetr pgocTynHa HacTpoiKka vlan. [Ons
nosib30BaTeNEeN, YPOBEHb NPUBUIETMIA KOTOPbIX cooTBeTcTBYeT 10 M Bbilwe, OyAeT AOCTyNHA HAcTpoliKa m
vlan, v BbiBOog, KoMaHAbl show running-config.

4.5.1.3 Hacmpolika cmamuueckozo IP-adpeca, macku nodcemu U Wwist03a 1o yMoa4aHuro

[Ons BO3MOMKHOCTU ynpaB/eHUss KOMMYyTaTOPOM M3 CeTU HeobXxoaMmo HasHauuTb ycTponctey IP-
agpec, MacKy NoAceTW U, B C/ly4ae ynpasaeHUAa M3 APYroi ceTu, W3 Mo yMmon4daHuto. IP-agpec moxKHO
Ha3HaunTb Atobomy uHTepdeicy — VLAN, ¢usnyeckomy nopTty, rpynne noptoB (N0 yMoOAYaHMIO Ha
nHTepdelice VLAN 1 HasHayeH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a A0MKeH
NpuHagnexKatb K TON e NoaceT, 4To U oA4nH u3 IP-nHTepdeicos ycTponcTaa.

V B cny4yae ecnu IP-aapec HacTpauBaeTca gna uHtepdeiica pusnyeckoro NopTa uam rpynnbl

e W nopToB, 3TOT MHTepdeic yaanaeTca us rpynnbl VLAN, KOTOpoii OH npuHapaexKan.

V IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha nobom uHTepdeice cTaTUuecKu
unm no DHCP He co3aaH apyroii IP-agpec.

V Mpu ypaneHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTBnaTbea no IP-
aapecy 192.168.1.239/24.

Mpumep KomaHg, HacTpolkK IP-agpeca ana nHtepodeiica VLAN 1.

MapameTpbl MHTEpelica:

IP-adpec, HazHayaemeolli 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winro3a no ymon4varuro —192.168.16.1
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console# configure

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config)# exit

console#

[nsa Toro utobbl yoeanTbea, UTo agpec bbin HasHayYeH MHTepdENCy, BBeAUTE KOMaHAY:

console# show ip interface vlan

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [lonyuyeHue IP-adpeca om cepsepa DHCP

Ona nonyyeHuna |P-agpeca moXKeT ucnonb3oBatbca npotokon DHCP, B cnyvyae ecan B cetu
npucytcTeyeT cepsep DHCP. IP-agpec ot cepepa DHCP moxHo nonyyatb Yyepes ntoboi uHtepdeiic — VLAN,

du3mnyeckunii nopT, rpynny NopToB..

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mprmep HaCTPOMKK, NpeAHa3HAYeHHOW AN1A NoNYyYeHUs AMHamnyeckoro IP-agpeca ot DHCP-cepBepa

Ha uHTepdelice vlian 1:

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl ybeanTbea, UTo agpec H6bi1 HazHavyeH MHTepdelicy, BBeAMTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempos npomokosaa SNMP 0as docmyna K ycmpolicmay

YCTPOMCTBO COAEPIKUT BCTPOEHHbIN areHT SNMP 1 nogaep»kusaer sepcun npotokona vl/v2c/v3.

AreHT SNMP nogaepkmaeT Habop cTaHAAPTHbIX nepemeHHbix MIB.

[nA BO3MOXKHOCTM aAMUHUCTPUPOBAHMA YCTPOWCTBA NOCPEACTBOM NpoTokosa SNMP Heobxoanmo
c0o34aTb XOTA bbl 0A4HY CTPOKY coobliecTBa. KoMmyTaTopbl MOAAEPKMBAOT TPY TUMa CTPOK coobLiecTBa:

— ro-—onpeaenset AOCTYyN TO/NIbKO Ha YTEHUE;
— rw-—onpeaenaert A0CTyN HAa YTEHUE U 3anNuChb;
— su-—onpeaenaet goctyn SNMP-agmnHUCTPaTOpPa;
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Hanbonee pacnpocTpaHeHO Mcnosib3oBaHME CTPOK coobuiecTBa public — ¢ fOCTYNnom TONbKO AnA
yTeHua obbekToB MIB U private — c AOCTYyNoM Ha yYTeHMe U n3meHeHue obbekToB MIB. [na Kaxaoro
coobuiectBa MOXKHO 3a4aTb IP-agpec cTaHUUKM ynpasaeHus.

Mpumep co3gaHua coobulecTBa private ¢ AOCTYNOM Ha 4YTeHWe W 3anucb M IP-agpecom cTtaHuum
ynpasneHna 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config)# exit

console#

[na npocmoTpa co3aaHHbIX CTPOK coobluectBa M HacTpoek SNMP ncnosb3yeTtca KomaHAa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:
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4.5.2 JluyeH3uposaHue

KommyTatopsbl cepun MES nogaepKnsatoT MUeH3npoBaHme GyHKUMOHanNa, Takoro Kak BGP, EVPN,
MPLS.

dain NMUEH3MU MOXKET cofepaTb MHOPMaLMIO Kak 06 0gHOM GYHKLMK, Tak U 06 MX KOMBMHaLUK,
Hanpumep, BGP/EVPN.

JlnueHsmna solgaeTca Ha KOHKpEeTHOoEe YCTpOﬁCTBO.

[Nna 3arpyskmn AMUEH3MN NpUMeEHAETCA KOMaHAa:
console#boot license tftp://X.X.X.X/{name}
npOCMOTp 3arpy*>eHHbIX B NaMATb yCTpOl\/‘ICTBa IWILI,eH3VIﬁ BO3MOXeH C NOMOLWbO KOMaHAbl:

console#show license

Features installed:
Licenses Licenses
Feature installed used Active

Licenses installed:

License name: ES7A001107
License version: 1.0
This license has no limited expiration date
Valid for device: EST7A001107 (e4:5a:d4:40:46:80)
Status: Active
Features:

BGP

B namATK yCTpOMCTBA MOMYT OAHOBPEMEHHO XPAHUTLCA Kak aKTUBHbIE, TaK N HEAKTUBHbIE JINLLEH3UN,
M3meHeHuA cTaTyca NLLEH3MIN BCTYNAKOT B CUAY TOIbKO MOC/e nepesarpysKku yCTPOoCTBa.

B Tekywen Bepcun MO ¢yHKLUMM EVPN u MPLS aBnatoTCA B3aMMOUCKAOYAOWMMKU Npu paboTte Ha
ofHOM ycTporictBe. OgHOBPEMEHHAA YCTAaHOBKA ABYX B3aMMOWCK/IIOHAOWMX JULLEH3UA UAWN NNLEH3UN C
KombuHaumelr ¢yHKUMA EVPN n  MPLS Bo3MoO)KHa. J[lonyckaeTcA oOAHOBpPeMEHHass YCTaHOBKA
COOTBETCTBYHOLUMX JIMLLEH3UM MW IULLEH3UN C KOMBUMHaLMelN 3TUX PYHKLMI, HO Npu 3arpysKe Takoro ¢ainna
cucTema BbiBefeT coobueHne o KoHPAMKTE:

%LICENSE-I-FEATURE-CONFLICT: Feature conflict: EVPN and MPLS. To choose a feature, use the command
"system vpn-encapsulation" after reload the device.

Mocne nepesarpysku yCcTpoMUCcTBa aKTMBHOWM Bceraa byaeT BbibpaHa anueHsus EVPN.
BblbOp aKTMBHOM AMUEH3MM NPOM3BOAMUTCA C MOMOLLbID KOMaHAbl ynpasiaeHua pexmmom VPN-
WHKancynaumm. [laHHaa KomaHaa aoctynHa B CLI ToAbKO Npy HaIMYMM NINLEH3UI C B3UMOWCK/TIOYAIOLLMM

dYHKLMOHaNoM.

JIMueH3nmM pasaenatoTca No BpemeHn paboTbl U MOTYT BbITb BpeMEHHbIMU (4E€MO) U NOCTOAHHbLIMMU.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexknume rnobanbHoM KOHGUIypauum MMmeeT caeayowmii Bua,;
console (confiqg) #

Tabanua 34 — KomaHabl ynpaBaeHUsA CUCTEMOM B perKMme rnobanbHOM KOHUrypaLumm

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymosn4aHuro
system vpn-encapsulation { YCTaHOBUTb PEXKMM UHKANCYNALNM:
vxlan | mpls } - EVPN: yCcTaHOBUTb aKTUBHOW AnueH3uto Ha EVPN;

- MPLS: yCTaHOBWUTb aKTUBHOW NLEH3UI0 Ha MPLS/
vxlan, mpls/vxlan .
Hactpoiika BCTynuT B cUy TO/IbKO Nocae nepesarpyskun

. yCTpoicTBa.

no system vpn-encapsulation YCTaHOBUTL PEXKMM MHKANCYAALMM MO YMONYAHUIO.

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPOKK B pexkume EXEC cneaytowmii Bug;
Console>

Tabnunua 35 — KomaHabl ynpaBneHus cuctemom B pexkmme EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show system OT106pa3unTb pexnmbl VPN-MHKancynaumm:
vpn-encapsulation - TeKYLMIA;
i - AOCTYNHbIN;

- yCTaHaB/IMBaEMbIi NOC/e Nepesarpysku.

4.5.2.1 YnpasneHue spemeHHbIMU (demo) nuyeHsuamu

®YHKUMOHAN NO BPEMEHHOMN NNLEH3UN AOCTYMEH MNOCae ee aKTMBaUMWU. Bpems »KU3HU IMLEH3UK
ymeHbLIaeTcsa npu paboTe ycTpoiicTea. Nepesarpy3ka He 06HOBAAET AaHHbIN TaliMep, TaKKe Kak U npoLecc
yAaNeHUn NIMLEH3UU U NOBTOPHAnA ee 3arpyska. lMocsie UCTeYEHUSA BPEMEHM KU3HWU NLLEH3UN B CUCTEME
6yAaeT BbiBeAEHbl yBEAOMIEHUA M KOMMYTaTOp ByAeT NPUHYAUTENLHO Nepe3arpy»KeH, Noc/ie nepesarpysku
BPEMEHHAA NNLLEH3MA ByaeT yaaneHa.

Mpumep oTobpakeHUA BpEMEHHOM NNLLEH3UK:

Licenses installed:
License name: ESHF000793.demo
ELM License
Trial license with time-limited expiration
Total duration: 2 months, 10 days
Time to expire: 2 months, 8 days, 14 hours, 54 minutes, 13 seconds
Valid for device: ESHF000793 (90:54:b7:16:d4:c0)
Status: Active
Features:
BGP
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4.5.2.2 YnpaeneHue 6eccpoYHbIMU AUYEH3UAMU

®yHKuMoHaN no 6eccpoyHOM AULEH3MM AOOCTYyMeH Mnociae ee aKTuBauuu. Bpema MU3HU He
YyMeHblUaeTca npu paboTte ycTponcTsa. JIMLEH3NI0 MOXKHO Y4a/NUTb U MOBTOPHO 3arpy3uTb Ha 3TO e
YCTPOICTBO.

Mpumep oTobparkeHMAa 6eccpoYHOM NULLEH3NN:

Licenses installed:
License name: constant-ESHF000793
ELM License
This license has no limited expiration date
Valid for device: ESHF000793 (90:54:b7:16:d4:c0)
Status: Active
Features:
BGP, EVPN

4.5.2.3 BoblOeseHue annapamHsix pecypcos rnood AuyeH3upyemoll ¢pyHKYUOHAN

BblgeneHue 1 3aHATUE PECYpPCOB NPOUCXOAUT HA 3Tane MHULMANN3ALLMKN YCTPOICTBA B NpoLLecce ero
3arpysku. ®OyHkumoHan EVPN/VXLAN n MPLS, npenoctasifgembii C COOTBETCTBYIOWMMMU JIMLEH3UAMM,
TpebyeT ana ceoelt paboTbl NpeaBapUTENbHOTO BPOHMPOBAHMA YacTW annapaTHbIX PECYpPCOB.

Ons obecneyeHna oyHKkumoHupoBaHua VXLAN u MPLS TyHHenei BblaenawTcA U 3aHUMMAIOTCA
pecypcol TCAM 1 ARP-Tabanupl - 3TO OTPAXKAETCA HA KOIMYECTBEHHbIX XapaKTePUCTUKaX APYrMX CETEBbIX
CepBu1CoB.

3aHATHe PecypcCoB BbINOJIHAETCA ABYMA METOOaMU:

— CTaTM4yecKku, U3 pacyeTa Ha MAKCMMAJIbHblE KONMYECTBEHHbIE XAPaKTEPUCTUKU YHKLUMI
TYHHE/NMPOBaHUA U H6e3 BO3MOXKHOCTM COBMECTHOTO WMCMO/b30BAaHUA MPOYMMU CETEBLIMM
cepBucamu;

— [MHamMMYecKM, C BO3MOXHOCTbO COBMECTHOIO MCMNO/b30BaHWUA MNPOYMMMU  CETEBbLIMM
cepBucamm.

Tabauua 36 — BblaeneHne annapaTHbIX PecypcoB Noa, AMLeH3npyemblit GyHKLMOHaN

Tun nuyeH3suu
Moodenb EVPN/VXLAN MPLS
Xapakmepucmuka
KomMmMmymamopa | bes nuyeH3uu VXLAN
VXLAN co3daH (LDP omknroyeH|LDP exkntoueH
lomcymcmeyem
MES5316A
MES5324A
MES5332A 374 374 310 374 76
MES5300-24
MakcmmanbHoe MES5300-48
KOM4ecTso MES5305-48 758 758 694 758 588
VLAN ¢ dyHKumeln
DHCP MES5310-48
. 758 758 694 758 758
Snooping MES5400-24
MES5410-48
MES5500-32 758 758 694 758 421
MES5700-32
MES5400-48 1526 1462 1462 1526 1362
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MES5320-24 3039 3039 2943 3039 2562
MES5316A
MES5324A
MES5332A 749 749 621 749 152
MES5300-24
MES5300-48
MakcmmanbHoe
KONMYECTBO MES5305-48 1517 1517 1389 1517 1176
VLAN c dyHKumen MES5310-48
PIM 1517 1517 1389 1517 1517
. MES5400-24
Snooping
MES5410-48
MES5500-32 1517 1517 1389 1517 843
MES5700-32
MES5400-48 3053 2925 2925 3053 2725
MES5320-24 4058 4058 3930 4058 3421
MES5316A
MES5324A
MES5332A 749 749 621 749 152
MES5300-24
MES5300-48
MakcmmanbHoe
KONMYECTBO MES5305-48 1517 1517 1389 1517 1176
VLAN c dyHKumemn MES5310-48
ARP 1517 1517 1389 1517 1517
MES5400-24
inspection
MES5410-48
MES5500-32 1517 1517 1389 1517 843
MES5700-32
MES5400-48 3053 2925 2925 3053 2725
MES5320-24 4058 4058 3949 4058 3437
MES5316A
MES5324A
MES5332A 512 512 512 512 452
MES5300-24
MES5300-48
MaKcumanbHoe
KONNYECTBO MES5305-48 512 512 512 512 512
port/LAG/VLAN c MES5310-48 512 512 512 512 512
byHKuMen IP Source MES5400-24
Guard
MES5410-48
MES5500-32 512 512 512 512 512
MES5700-32
MES5400-48 512 512 512 512 512
MES5320-24 512 512 512 512 512
MES5316A
MES5324A
MakcumansHoe MES5332A 2990 2499 2476 2990 451
KOZINYeCTBO
CTaTUYECKUX U MES5300-24
ANHAMUYECKUX MES5300-48
3anuceit IP
MES5305-48 6063 5572 5549 6063 3523
Source Guard
MES5310-48
6063 6063 5549 6063 6063
MES5400-24
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MES5410-48
MES5500-32 5082 5082 4570 5082 2523
MES5700-32
MES5400-48 10730 10218 10218 10730 8172
MES5320-24 10240 10240 10240 10240 10240
MES5316A
MES5324A
MES5332A 2998 2505 2485 2998 457
MES5300-24
MES5300-48
MakcumanbHoe MES5305-48 6070 5565 5523 6070 3529
KO/IMYEeCTBO MESS310-48
cynavkanTos 802.1x 6070 6070 5523 6070 6070
Multi-Session MES5400-24
MES5410-48
MES5500-32 5068 5068 45515 5068 2520
MES5700-32
MES5400-48 10706 10194 10194 10706 8172
MES5320-24 16310 16310 15798 16310 13750
MES5316A
MES5324A 1320 (ingress), | 1320 (ingress),
1320 (ingress), | 1185 (egress)/ | 1162 (egress)/ | 1320 (ingress), | 456 (ingress)/
MES5332A . .
1320 (egress) 1185 (ingress), | 1162 (ingress), 1320 (egress) 456 (egress)3
MES5300-24 1320 (egress)! | 1320 (egress)?
MES5300-48
MES5305-48
Konwuuectso npasun | b e 21648 1320 (ingress), 1320 (egress)
SQinQ
MES5400-24
MES5410-48 1320 (ingress),
1320 (ingress), | 1320 (ingress), | 1320 (ingress), | 1320 (ingress), | 1209 (egress)/
MES5500-32 .
1320 (egress) 1320 (egress) 1320 (egress) 1320 (egress) | 1209 (ingress),
MES5700-32 1320 (egress)*
MES5400-48
1320 (ingress), 1320 (egress)
MES5320-24
MES5316A
MES5324A
MES5332A 2997/2997 2505/2505 2484/2484 2997/2997 457/457
MES5300-24
Konunyectso npasun MES5300-48
MAC ACL input/
output MES5305-48 6070/6070 5577/5577 5556/5556 6070/6070 3529/3529
MES5310-48
6070/6070 6070/6070 5556/5556 6070/6070 6070/6070
MES5400-24
MES5410-48
5089/5108 5089/5108 4577/4596 5089/5108 2529/2548
MES5500-32

1 Bcero 2505 npaeun. [lenatca B pasHbIX NPONOPLMAX MEXAY BXOAALMMMU M UCXOAALMMMU NPaBUAamm, HO He Bonee

1320 gna kaxaoro.

2 Bcero 2482 npasuna. [lenatca B pasHbiX NPONOPLMAX MEXKAY BXOAALMMM U UCXOAALLMMM NPaBUAamum, Ho He bonee

1320 gna Kaxkgoro.

3 Bcero 456 npasu. [1enatca B pasHbIX NPONOPLUMAX MEXKIY BXOAALMMM U UCXOAALMMU NPaBUAaMK.
4 Bcero 2529 npasuna. [1enatca B pasHbIX NPONOPLMAX MEXAY BXOAAMMM U UCXOAALLMMM NpaBuaamm, Ho He 6onee

1320 gna Kaxkgoro.
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MES5700-32
MES5400-48 10737/10740 | 10225/10228 10225/10228 10737/10740 8177/8180
MES5320-24 16310/16310 | 16310/16310 15798/15798 16310/16310 | 13750/13750
MES5316A
2997/2997 IPv4 | 2505/2505 IPv4 | 2484/2484 IPv4 | 2997/2997 IPv4 | 457/457 IPv4
1499/1499 IPv6 | 1252/1252 IPv6 | 1242/1242 IPv6 | 1499/1499 IPv6 | 228/228 IPv6
MES5324A
MES5332A
MES5300-24
MES5300-48
Konuuecrso npasun MES5305.48 6070/6070 IPv4 | 5577/5577 IPv4 | 5556/5556 IPv4 | 6070/6070 IPv4 [3529/3529 IPv4
IPv4 nnn IPv6 ACL 3035/3035 IPv6 | 2788/2788 IPv6 | 2778/2778 IPv6 | 3035/3035 IPv6 |1764/1764 IPv6
input/output
put/outp MES5310-48 | 6070/6070 IPv4 | 6070/6070 IPv4 | 5556/5556 IPv4 | 6070/6070 IPv4 |6070/6070 IPv4
MES5400-24 | 3035/3035 IPv6 | 3035/3035 IPv6 | 2778/2778 IPv6 | 3035/3035 IPv6 |3035/3035 IPv6
MES5410-48
VESS500.32 5089/5108 IPv4 | 5089/5108 IPv4 | 4577/4596 IPv4 | 5089/5108 IPv4 [2529/2548 IPv4
2544/2554 [Pv6 | 2544/2554 IPv6 | 2288/2298 IPv6 | 2544/2554 IPv6 [1264/1274 IPv6
MES5700-32
10225/ 10737/
ssiooss [T sonipe (BN o e (BT
5112/5114 IPv6 5368/5370 IPv6
16310/ 16310/ 16310/ 13750/
MES5320-24 16310 IPv4 16310 IPv4 fgggﬁg;gf;s;“ 16310 IPv4 13750 IPv4
8155/8155 IPv6 | 8155/8155 IPv6 8155/8155 IPv6 |6875/6875 IPv6
MES5316A
MES5324A 8125 6085 8183
MES5332A
MES5300-24
16317 14277 16375
MES5300-48
MES5305-48
ARP-3anucy MES5310-48 32701 30661 15317
MES5400-24
MES5410-48
MES5500-32 65469/98237 63421/- 48085/-
MES5700-32
MES5400-48 131005 128965 113621
MES5320-24 65468 63420 48084
MES5316A
MES5324A 8174 6085 8174
MES5332A
MES5300-24
8174 8174 8174
MES5300-48
MapuupyTbi L3 MES5305-48 14318 14318 14318
Multicast, IPv4 MES5310-48 16366 16366 15317
MES5400-24 12278 12278 12278
MES5410-48
MES5500-32 24564/8100 24564/- 24564/-
MES5700-32
MES5400-48 16366 16366 16366
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| mEss32024 16370 16371 16371

XX L

.‘

Ona

DOna pekancynaumm tyHHenen VXLAN n MPLS ucnonb3ytorca pecypcbl TCAM. bnoku no 512
CTaHAAPTHbIX NPABW/1 3aHUMAIOTCA CTAaTUYECKU Cpa3y ANA BCeX TYHHeNeil u He MoryT 6biTb
pasaeneHbl c NPOYUMU CETEBbIMU CEpPBUCAMMU.

DAna vHkancynauuu VXLAN-TyHHeneit ucnonb3ytorca pecypcbl TCAM, KoTopble BblgenatoTca
¥ 3aHMMAIOTCA AUHAMUYECKU U MOTYT BbITb pasaeneHbl C NPOYUMM CEeTeBbIMU CepBUCAMM.
Ona vHkancynaumm VXLAN-TyHHenei ucnonb3ylotca pecypcbl ARP-Tabauubl, 3KBMBaNEHT-
Hble 2040 ARP-3anucam, KoTopbie 3aHMMAIOTCA CTaTUYECKU Cpa3y ANA BCeX TYHHeneu n He
MOTyT 6bITb pasaeneHbl C NPOYUMU CeTeBbIMU CepBUCAMM.

DOna nakancynauum MPLS-TyHHeneii ucnonb3sytotrca pecypcbl ARP-Tabaunubl, KOTopble 3aHU-
MaloTCA KaK CTaTUYeCKU, Cpasy ANA BCeX TYHHene, Tak u AMHamuuyecku: 1 TyHHenb noTpe6-
NAeT pecypcbl, 3KBMBaNeHTHble 4 ARP-3anucam B 3aBUCMMOCTU OT MOAENUN YCTPOMUCTBA
(cm.Tabnuuy Bbiwe — BblgeneHne annapaTHbIX PecypcoB Nog AvueH3upyembid GyHKLMO-
Han).

Ona kommytatopos MES5410-48, MES5500-32, MES5700-32 pa6ota ¢yHKLMIA TYHHEAupo-
BaHMA OrpaHMYeHa HaCTPOMKOM Npoduan nepepacnpeseneHna annapaTHbix pecypcos. Mpu
ucnonb3oBaHuu npodpuna min-13-max-12 paborta pyHKLUMOHANA TYHHENIUPOBAHUA B TEKYLLEM
sepcuu NO HeBO3MOXKHa.

4.5.3 Hacmpolika napamempoe cucmemsl bezonacHocmu

obecneyeHnna 6e30MacHOCTU CUCTEMbI MCMOAL3YETCA MexaHusm AAA (ayTeHTUdMKaLms,

aBTopu3aums, yyeT). Ana wmudpoBaHMA AaHHbIX UCNONb3YeTCA MexaHu3m SSH.

Authentication (ayTeHTUdMKaLMA) — cCOMOCTaBAEHME 3amnpoca CyLLecTByloWwen y4ETHOM
3anucu B cucteme 6e30MacHOCTU.

Authorization (aBTopu3aumna, NPoBepKa YPOBHA A0CTYNa) — conocTaBieHne y4ETHOM 3anmcK
B cucTeme (npowealiein ayTeHTUOUKALMIO) U onpeaeéHHbIX NOJTHOMOYUIA.

Accounting (y4éT) — cnexeHue 3a NnoTpebeHneM pecypcoB MnoJib30BaTesIeM.

MpK MCNONb30BaHMM HACTPOEK YCTPOMCTBA MO YMOMYAHUIO MMA NOoAb30BaTens — admin, napons —
admin. MNaponb Ha3HayaeTcA Nonb3oBaTesieM. B ciyyae ecan nNaponb yTpayeH, MOXKHO Mepesarpysutb

YCTpOICTBO

M Yyepes cepuiiHbIi NOPT NpPepBaTb 3arpysKy, HaXKaB Knasuwy <Esc> unu <Enter> B TeyeHue

nepBbIX ABYX CEKYHZ Moc/ie NosBAeHUs coobuweHna aBTo3arpysku. OTKpoeTca MeHto Startup, B KOTOpom
HY»KHO 3anyCcTuUTb Npoueaypy BoccTaHoBAeHUs napona ([2] Password Recovery Procedure).

Y
Y

Monb3osaTtenb no ymonuauuio (admin/admin) cywectsyeT Ao Tex nop, NOKa He cO34aH Nio-
60i1 gpyroii nonb3oBaTtenb C ypoBHeM npusunerui 15.

Mpun yaaneHun Bcex co3gaHHbIX Nob3oBaTenen ¢ 15 ypoBHem npuBuaeruii ocTyn K Kom-
myTaTopy byaeT ocyecTBaATbLCA NOA Nosb3osaTtenem no ymonudawuio (admin/admin).

Ana obecneyeHus nepBOHaqaanoﬁ 6e3onacHoCTH napo/Jib B CUCTEME MOXHO 3a4aTb ANA CEPBUNCOB!

KoHconb (noaxntoyeHme yepes cepuitHblin NopT);
Telnet;
SSH.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 123
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MES5700-32



HELTEX

4.5.3.1 YcmaHoeKa rnaposs 0718 KOHCoAuU

console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# line console

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password console

B oTBeT Ha npuraaleHne BBECTU NapO/b BO BPEMS PErMCTPALLIMM B YCTPOMCTBE Yepes ceaHC KOHCOMN
BBEAUTE Naponb — console.

4.5.3.2 YcmaHosKa napons 0ns Telnet

aaa authentication login default line
aaa authentication enable default line

console (confiqg) #

console (confiqg) #

console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default
(

console (config-line)# password telnet

B oTBeT Ha NpurnalleHne BBECTU Napoab BO BPeMAa perncrpauum B yCTpoicTee Yepes ceaHc Telnet
BBeAuTe naposb — telnet.

4.5.3.3 YcmaHoska napons onsa SSH

console (config aaa authentication login default line

( ) #
console (config) # aaa authentication enable default line
console (config)# ip ssh server
console (config) # line ssh
console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

B oTBeT Ha npuraaweHne BBECTM Mapoib BO BPemMs Perncrpaumu B yCTPOMCTBe yepes ceaHc SSH
BBeguTe Naposb — ssh.

4.5.4 Hacmpoiika 6aHHepa

[na ynobcTBa aKCnyaTaumm ycTpoicTBa MOXKHO 3a4aTb 6aHHep — coobLieHne, cogepKallee ntobyio
nHdopmaumto. Hanpumep:

console (config)# banner exec;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPABJIEHWE YCTPOUCTBOM. UHTEPDEAC KOMAH/IHOW CTPOKMU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJIb3YETCH HECKOIbKO PEXKMMOB. B KaXKaoM pexnme
OOCTyrneH onpeaeneHHbl CNMCOK KOMaHA. BBoA cMMBONA «?» CAYXKUT gns NpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoNb3ykoTCA cneumanbHble KoMaHgbl. MepeyeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOHbili pexcum (EXEC), naHHbIN peXum AOCTyNeH cpasy noc/e yCcnewHoM 3arpy3km KommyTa-
TOpa M BBOAA MMEHM NOb30BaTENS U NapoAs (418 HENPUBMAETMPOBAHHOTO NoAb30BaTens). MNpurnawexne
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHn ycTpoiicTBa (host name) u cumsona “>”.

console>

Mpuesune2uposaHHbiii KOMaHOHbIl pexcum (Privileged EXEC), naHHbIN pesxknm AOCTyNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHU MoJib30BaTeNn U napons. MpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHOUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHdUrypaumun. Bxog B perknm ocyLLecTBAseTCcA KOMaHAON configure.

console# configure
console (config) #

Pexcum KoHgpuypayuu mepmuHana (line configuration), naHHbliA pexxum npeaHasHayeH AN KOH-
¢durypaumm, ceasaHHoM ¢ paboToin TepmuHana. Bxoa B permMm ocyLLecTBAAETCA U3 pexmnma rnobanbHom
KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOowb! pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxume EXEC umeet cneayrowmii Bua;
console>

Tabnunua 37 — ba3oBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
enable [priv] priv: (1..15)/15 MepekNoUnTLCS B NPUBUAETUPOBAHHBIN PEXMUM (€CAN 3HAYEHNe
He yKa3aHo — TO ypoBeHb npusuaerunii 15).
login - 3aBeplueHue TeKyLLel CecCMMU U CMeHa No/b30BaTeNs.
exit - 33KpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.
help 3anpoc cnpaBoYHOW MHPOpmaummn o paboTe UHTepdelica Ko-
i MaHZAHOW CTPOKM
Ethernet-kommymamopsi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F, MES5312, 125
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show history

MoKa3aTb UCTOPUIO KOMaH/A, BBEAEHHbIX B TEKYLLEN TEPMUHANb-
HOW ceccuu.

show privilege

Moka3aTb ypoBeHb NPUBUAETUIA TEKYLLETO NOJ/b30BaTENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL OYHKLMIO COXPAHEHMA UCTOPUMN BBEAEHHbBIX KOMaHZ,
018 TEKyLLEeN TEPMUHAbHOW CECCUU.

OTKNOUYNUTD GYHKLMIO COXPAHEHUA UCTOPUM BBEAEHHbIX KOMaHA,
ANA TeKyLwel TepMUHANbHOM ceccuum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pasmep Bydepa UCTOPMM BBEAEHHbIX KOMaH4 AnA Te-
KYLLLEV TePMUHANBbHOWN Ceccuu.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OTo6pa3unTb BbiBOA KOMaHA 6e3 pas3geneHuns Ha cTpaHuubl (pas-
LeNleHne BbIBO4A CMPaBKM NO CTPaHMLLAM OCYLECTBAAETCA CTPO-
Koi: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMOIYAHWUIO.

terminal prompt

terminal no prompt

-/dYHKLMA BKNKOYEH]

BK/IIOUUTB MOATBEPXKAEHNE Nepes, BbINONHEHNEM HEKOTOPbIX KO-
MaHA,

OTK/NOYUTL NOATBEPKAEHME Nepes BbIMOAHEHUMEM HEKOTOPbIX
KOMaHA.

show banner [login | exec]

OTobpaxkaeT KoHOUTypauno 6aHHeEPOB.

KomaHOwb1 pexcuma Privileged EXEC

3anpoc KoOMaHAHOW CTPOKM UMEET C/ieayoLmnin BUA,

console#

Tabnunua 38 — basoBble KoMaHAbIl, 4OCTYMNHblE B pexxume Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCcA B KOMaHAHbIV pexum (EXEC) u3 npuBmaerMposaHHoro
KomaHaHoro pexuma (Privileged EXEC).

configure[terminal]

MepeiTn B pexmMm KoHOUrypaumm.

debug-mode

MepeiTu B peXMM OTNALKM.

KomaHObI, 0ocmyrnHbie 80 8CeX PeXUMax KOHGdu2ypayuu

3anpoc KOMaHAHOW CTPOKM MMEET OAMH M3 CleayoLLmMX BUOOB:

console#
console (config) #

console (config-line)#

Tabnuua 39 — ba3oBble KOMaHAbI, AOCTYMNHbIE BO BCEX PEXMMaAX KOHbUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit BbIiT 13 N06Oro pexkrMma KOHPUrypaLmm Ha ypoBeHb Bbllle B
i nepapxmmn komaHg, CLI.

end BbIliTV U3 nt06oro pexkmma KoHOUTypauum B KOMaHAHbIN peXrum
) (Privileged EXEC).

do ) BbINONHWTbL KOMaHAY KOMaHAHOro ypoBHa (EXEC) u3 noboro pe-

KMMa KOHOUrypaumu.
help - BbIBOAMT CNpaBKy NO UCMONb3yeMbIM KOMaHAAM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOW CTPOKU UMEET cieyoLmnin Bua;
console (confiqg) #

Tabnunuya 40 — ba3oBble KOMaHAbl, 4OCTYMHbIE B peXXnme KoHdUrypaumm

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymosn4aHuro

banner exec d message_text d 3apaTb TEKCT coobLLeHNA exec (Mpumep: Nonb3oBaTe b YCNewHo
BOLLEN B CUCTEMY) U BK/IOYUTL BbIBOZ, HAa IKPaH.
- d — pasgenutens;
- message_text — TeKcT coobuieHuna (B cTpoke go 510 cumBoNOB,
ob6uiee 2000 cnmBoioB).
MoapepxnBaemble NepemeHHble U UX 3HaYeHUA B KOHUrypa-
TIZE
- S(hosthame) — hostname;

- - $(domain) — ip domain name;

- S(location) — snmp-server location;
- $(contact) — snmp-server contact;
- $(mac-address) — MAC-agpec ycTpoicTsa;
Nopaepxkusaemolie popmaTpoBaHMe TEKCTA:
- $(inverse)<TEXT>$(inverse) — no3sonseT MHBEPTUPOBATb LiBET
CUMBONA;
- $(bold)<TEST>S$(bold) — yTonwsaet cumson.

no banner exec YAanuTb TEKCT coobLEeHUA exec.

banner login d message_text d 3apaTb TeKcT coobuieHus login (MHPopmaumoHHoe coobuyeHme,
KOTOpoe oTobparkaeTcs nepes BBOAOM UMEHM MO/b30BaTeNs U
napoAs), U BKAOYUTb BbIBOA, HA 3KPaH.
- d — pasgenvtens;
- message_text — TeKcT coobueHua (B cTpoke go 510 cumBonoB,
o6uee 2000 cMmBONOB).
MNopnepKuBaemble NepemeHHblE U UX 3HAYEHUA B KOHPUrypa-
TIZE
- $(hosthame) — hostname;
- $(domain) — ip domain name;

) - $(location) — snmp-server location;
- $(contact) — snmp-server contact;
- $(mac-address) — MAC-agpec ycTpoiicTsa.
MNoapepxnBaemble GopmaTUpPOBaHME TEKCTA:
- S(inverse)<TEXT>$(inverse) — no3sonser MHBEPTUPOBATb LBET
CUMBONA;
- $(bold)<TEST>S$(bold) — yTonwsaet cumson.
’ | Mpu nogkntoueHnn no SSH ¢popmatupoBaHmue TeKcTa
H He pa6orTaer.
no banner login Yoanutb TekcT coobuieHus login.

KomaHObI pexcuma KoHguaypayuu mepMmuHana

3anpoc KOMaHAHOM CTPOKU B peKnme KoOHGUrypaumm TepmmHana MMeeT cieayowmnin Bua;
console (config-line) #

Tabnuua 41 — ba3oBble KOMaHAbI, AOCTYMHbIE B PEXMME KOHPUTYPALMM TEPMUHANA

3HaveHue/3HayeHue .
KomaHda / Aeilicmeue
no yMmon4aHuo

history BK/OUNTL DYHKLMIO COXPaHEeHWUs UCTOPUM BBEAEHHbIX KOMaHA,

- -/dyHKLMA BKIOYEHA
no history BbIKM0YNTL GYHKLMIO COXPaHEHWUA UCTOPUM BBEAEHHbIX KOMaHA,
history size size size: (10..207)/10 N3meHunTb pasmep bydepa ncTopun BBeAEHHbIX KOMaHA,
Ethernet-kommymamops! ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 127
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no history size YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
exec-timeout timeout timeout: (0..65535)/10 | 3agaTb Talim-ayT TeKylen TEPMUHANbHOW CECCUUN B MUHYTaX.
no exec-timeout MWHYT YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

5.2 ®unbrpauma coobuieHnii KOMaHAHOM CTPOKKU

dunbTpauma coobLLEeHN NO3BONAET YMEHbLWUTL 06bemM 0TObparkaemblxX 4aHHbIX B OTBET Ha 3aMnpochl
no/sib3oBaTensa U 0bnerynTb NOUCK HeEobXxoANMON MHbopMmaLmKn. ns punbTpaumm MHGopmauum Tpebyercs
[06aBUTb B KOHEL, KOMaHAHOM CTPOKM CMMBOA «|» M MCNOMb30BaTb OAHY M3 ONUMA GUALTPaLMM,
nepeyncaeHHbIx B Tabamue.

5.3 NepeHanpaBneHue BbiBoga KomaHpg, CLI B npoussBonbHbin ¢pann Ha MN3Y

NHTepdelic KoMmaHAHOW CTPOKKU NPeaoCcTaBAAET BO3MOMXKHOCTb NepeHanpaBieHna BbIBOAA KOMaHA,
B NPOM3BObHbIM $alin Ha M3Y.

[nsa Toro 4ytobbl KONMPOBaTL BbIBOA, KOMaHAbl B Gpaiin (nepesanucatb ¢pain, ecam Takow yKe cy-
LecTeyer), TpebyeTtca nocne Habopa KoMaHAbl 0TobpaXKeHUs MHbopMaLUK 406aBUTb CUMBO «>» U YKa-
3aTb ums daina. [ns Toro, 4Tobbl KONUMPOBATb BbIBOA KOMaHAbI B KOHel, ¢alina, nociae Habopa KoMaHapb!
oTobpaxeHna MHPopMmaLumn 406aBUTb CUMBOA «>>» U YKa3aTb UMa daitna. NMprmep MCnoNb3oBaHNA:

console# show system >> flash://directory/filename

MNepeHanpaBnATb BbIBOG, KOMaHA, B ¢aiin MoxKeT TONbKO No/sib3oBaTtenb ¢ 15 ypoBHem npum-
BUANErvii.

.‘

Tabnunua 42 — KomaHabl perkmnma rnobanbHoM KoOHGUrypauum

Memod 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
begin pattern et nepsoe coBnageHue ¢ WaboHOM B Ha4asie CTPOKM U BbIBO-
AWT BCE CTPOKM 3a Hell.
include pattern ) BbIBOAMT BCE CTPOKM, copeprKalyme WwabnoH.
exclude pattern BblBOAUT BCE CTPOKM, He cogepsKalume WwWabnoH.

5.4 HacTpoiiKa MaKpOKOMaHJg,

[aHHas yHKuMA no3BonseT co3gasatb YHUOMLUMPOBAHHbIE HABOPbl KOMaHA — MaKpOoChl, KOTOpble
MOXHO BNOCNeACTBUN NPUMEHATbL B MPOLLECCE KOHDUTYpauumn.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHom KoHGUrypaumm:

console (config) #
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Tabnuua 43 — KomaHap! pexkuma rnobanbHo KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

macro name word [ track
object-id [ state _
activation_state_]]

no macro name word

word: (1..32)
CUMBO/IOB;
object: (1..64);
activation_state:
(any, up, down)/any

Co3paeT HOBbI HAbop KOMaHA, ecnn Habop C TaKUM UMEHEM Cy-
LecTByeT — nepesanucbiBaet ero. Habop KomaHg, BBOAUTCA MO-
CTPOYHO. 3aKOHUYMTb MaKPOC MOMKHO C NMOMOLLbIO cMmBOAa “@”.
MaKcumanbHaa aanHa makpoca — 510 cumBosioB. B Tene mak-
poca MOXHO MCNONb30BaTh A0 TPEX NepeMeHHbIX B KOHUrypa-
unn. Ecnam 3agaH napametp track, makpoc byaeTt akTMUBMpPOBaH
npu nameHeHmm TRACK-ob6bekTa c Homepom object-id B cooTseT-
CTBMM C NapameTpom state (Up — aKkTMBaUMA NpU nepexoae 13
coctosstHna DOWN B coctosHue UP, down — aKTuBauus npu ne-
pexoae u3 coctoaHua UP B coctoaHne DOWN, any — aktuBauusa
npv Ntlobom M3meHeHUn cocTosHUA). MaKkpoc He MOXKeT BbITb aK-
TMBMPOBAH M3MeHeHMem TRACK-ob6bekTa npu Hanuumm nepe-
MEHHbIX B Tene.

Ypansaet yKasaHHbI Makpoc.

macro global apply word

word: (1..32) cumBonos

MprMeHAEeT yKasaHHbI MmaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaAMAHOCTb.

macro global description word

no macro global description

word: (1..160)
CUMBOIOB

Co34a€eT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT CTPOKy-4eCKpMnTop.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnvua 44 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

macro apply word

macro trace word

word: (1..32) cumBonos

MpumeHsAEeT yKasaHHbI MaKpoc.

MpoBepseT ykasaHHbIN MaKpOC Ha BaNNAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]
| name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
word: (1..32) cumBonos

OTo6pa>KaeT napameTpbl HACTPOEHHbLIX MAaKPOCOB Ha yCTpOﬁCTBe.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHOUrypaumm nHtepoeica:

console (config-if)#

Tabnunua 45 — KomaHapl pexknma KoHburypaumm nHtepdeitca

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

word: (1..32) cumsonos

MpumeHseT yKasaHHbI MaKpoc.

macro trace word

word: (1..32) cumBonoB

MpoBepseT yKazaHHbI MaKpOC Ha BaIMAHOCTb.
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macro description word

word: (1..160)

no macro description

CMMBO/1I0B

YcTaHaBAMBaET CTPOKY-AECKPUNTOP MaKpoca.

Ypaanaet cTpoKy-4eckpunTop.

5.5 KomaHpgbl ynpaBaeHUA cuctemom

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 46 — KomaHapl ynpaBaeHua cuctemon B pexknume EXEC

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmesue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D] [df]

vrf_name: (1..32) cumsona;
host: (1..158) cumBonoB;
size: (64..9000)/64 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/
2000 mc

KomaHga cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yka3zaHHOMY y31y CeTu, a TaKXKe ANA KOHTpons
noctynatowwmx otseTos (ICMP Echo-Reply).

- vrf_name — ums BUPTyanbHON 06nacTn maplupyTU3aLmu;

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANA OTNPaBKK, KonYecTBo BaWT B NakeTe;
- count — KOIMYECTBO NAKETOB A/1A Nepesayu;

- timeout — Bpema 0XXnAaHWA O0TBETa Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBonos;
size: (68..1518)/68 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npotokona ICMP yKasaHHOMY y31y CeTU, a TaKKe ONA KOHTpoAnA
noctynatowmx oteeTtoB (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-agpec y3na cetu;

- host — LOMeHHOE UMsA y3N1a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BaWT B NakeTe;
- count — KONMYeCcTBO NaKeToB ANA nepesayn;

- timeout — BpemA 0XKMAaHWA OTBeTa Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
ttl] [count count] [timeout
timeout] [source ip_address]

vrf_name: (1..32) cumBona;
host: (1..158) cumBoN0B;
size: (64..1518)/64 6aiur;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;

OnpefeneHune mapLupyTta TpaduKa 40 y31a HazHauyeHus.
- vrf_name — ums BUpTyanbHOM 061aCTM MapLLpyTU3aLNK;
- A.B.C.D — IPv4-apgpec y3na cetu.
- host — pomeHHOe UMS y3na ceTu;
- Size — pa3mep NakeTa A4/ OTNPaBKK, KONMYECTBO HalT B NaKeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLUPYTE;
- count — KO/NMYECTBO MOMbLITOK Mepefayn MaKkeTa Ha KaxKaoMm
yyacTKe;
- timeout — Bpema 0XXUAaHWA OTBETA Ha 3anpoc;
- IP_address — |P-agpec uHTepdeiica KommMyTaTopa, MCNo/b3ye-
MbI ANA Nepesayn NakeTos;
V OnucaHue oWwM60K NpU BbINOJIHEHUU KOMAHA U pe3yb-

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonos;
size: (66..1518)/66 baitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 c;

TaToB NpuBegeHo B Tabauuax 48, 49.
OnpegeneHne mapLupyTta TpaduKa A0 y31a HazHauYeHusA.
- A.B.C.D.E.F — IPv6-agpec y3na cetu.
- host — pomeHHOe MMA y3na ceTu;
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYECTBO BalT B NakeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLLpyTe;
- count — KONWYeCTBO MOMbITOK Mepefayn NakeTa Ha Kaxgom
yyacTke;
- timeout — BpemMA 0XKMAaHWA OTBETa Ha 3anpoc;
- IP_address — |P-agpec uHTepdeiica KommyTaTopa, Ucnosab3lye-
MbI ANA nepefayn NakeTos.

OnucaHue oWwn60K NPu BbINONHEHUN KOMAHA, U pe3ynb-
V TaToB NpMBeAeHo B Tabaunuax 48, 49.
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telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonOB;
port: (1..65535)/23

OTKpbiTe TELNET-ceccun ans ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — pomeHHOE UMA y3a ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — kntoueBoe cnoso.
V‘ OnucaHue cneuuanbHbiXx KomaHga Telnet u KnloueBbIx

ssh {A.B.C.D | host} [port]
[vrf vrf_name] [keyword1...]

host: (1..158) cumsonos;
port: (1..65535)/22;
vrf_name: (1..32) cumBonos

CNoB npuBepeHo B Tabaunuyax 50, 51.
OTKpbITHe SSH-ceccun ansa ysna cetu.
- A.B.C.D —IPv4-appec y3na cetu;
- host — poMeHHOE UMsA y3Na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT ciyxba SSH;

- vrf_name — ums BUPTyanbHON 061acTn MapLupyTU3aLmu;
- keyword — KntoueBoe cnoBso.

V OnucaHue KAtoveBbiX CNOB NpuseaeHo B Tabauue 51.

resume [connection]

connection:
(1..5)/nocnegHsas
YyCTaHOB/IEHHan ceccus

MepekntoyeHne Ha Apyryto ycTaHOBAEHHYO Telnet-ceccuio.
- connection — Homep ycTaHOB/IeHHOM telnet-ceccum.

show users [accounts]

OTobpaxkeHne MHOOPMALMM O MNOL30BATENAX, MCMONb3YIOWNX
pecypcbl yCTPOMICTBa.

show sessions

OT06parkeHne MHGopmaLmm 06 OTKPbITbIX CECCUAX K YAANEHHbIM
yCTpOMCTBaM.

show system

BbiBOA, CUCTEMHOWN MHPOPMALUN.

show system id [unit unit]

OTobpakeHune cepuinHOro Homepa yCTPOMCTBa.

unit: (1..8)/- . o
- Unit — HOMep yCTPOICTBa B CTEKE.
show system [unit unit] unit: (1..8)/- OTO'6pa)KEHMe CVICTe!\\’/\HOl‘/'I MHbOpMaLMM KoMmmyTaTopa.
- Unit — HOMep yCTPOICTBa B CTEKE.
show system fans [unit unit] unit: (1..8)/- OTo§pameHme l/IHCbOEME]LI,VIVI 0 COCTOAHUU BEHTUNATOPOB.
- unit — HoMep YyCTPOWCTBa B CTEKeE.
show system power-supply - OT0b6parkeHne MHOGOPMALUKN O COCTOAHUM UCTOYHUKOB MUTAHUA.
show system sensors - OTobpaxkeHne MHopMaLUM TeMNepaTypHbIX AaTYNKOB.
show version OTobpakeHue TeKyLel BepCMM CUCTEMHOIO NporpaMmmHoro obec-
i neyeHus ycTponcTBa.
show hardware version - OTobparkaeT nHbopmaumio 0b annapaTHoOW Bepcum nnatbl
show system router OTobparkeHune pasmepa M 3aHATOCTM annapaTHbIX TabauL, ycTpoi-
resources CTBa (MapLupyTM3aumm, cocesiein, nHtepodelicos).
show system tcam utilization OTobpakeHue 3arpysku pecypcos namatn TCAM (onpeneneHHo
[unit unit] unit: (1..8)/- agpecyemasn namaTb).

- unit — HOMep YCTPOICTBa B CTEKe.

show tasks utilization

OTobparkeHne ypoBHSA 3arpy3Kn pecypcos LLeHTpasibHOro npouec-
copa KOMMYTaTopa A4/ KaXk40ro CUCTEMHOIO npoLecca.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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show tech-support [config | OTobparkeHne nHopopmauumn ob ycTpoicTee, HeobxoamMmoin ans
memory] HayaNbHOM ANArHOCTMKM Npobaem.
BbiBOA, KOMaHAbI NpeacTaBaseT coboit KombuHauuo

V BbIBOAOB NEepPeyYnC/NeHHbIX HUXKe KOMaHA:

e show clock

e show system

e show version

e  show bootvar

e  show running-config

e show ip interface

e  show ipv6 interface

e  show spanning-tree active

e  show stack

e show stack configuration

e  show stack links details

e  show interfaces status

e show interfaces counters

e show interfaces utilization

e show interfaces te1/0/xx

e show fiber-ports optical-transceiver

e show interfaces channel-group

e show cpu utilization

e  show cpu input-rate detailed

e show tasks utilization

e show mac address-table count

e showarp

e show errdisable interfaces

e showvlan

e show ip igmp snooping groups

e  show ip igmp snooping mrouter

e show ipv6 mld snooping groups

e  show ipv6 mld snooping mrouter

e show logging file

e show logging

e show users

e show sessions

e show system router resource

e  show system tcam utilization

show system forwarding OT06pa3nTb TEKYLIMIA, yCTaHABIMBAEMbIV NOCAE Nepe3arpysKku u
resources - [JOCTYNHble 4N UCNONb30BAHUA PEXUMbI pacnpeaeneHuns anna-
paTHbIX PeCypCoB.

KomaHpa «show sessions» 0T06pa)K36T BCe yAaZieHHble cOoeAUHEHUA TOJIbKO U3 TEKyLI.I,EI‘a
vad ceccuu. [laHHaA KOMaHAA UCNO/Ib3yeTcA CaeAyoWmum 05p330M:

1. BbINOAHUTL NOAKAOUYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYTATOpa C NOMOLLbIO
Telnet nnu SSH;

2. BepHyTbCcA B poguTenbckylo ceccuio (Ha Kommytatop). OnA 3TOro HaxKaTtb
KombuHauuio knasuw <Ctrl+Shift+6>, oTnyctutb 1M Haxatb <x> (uKc). Npousoiaér
nepexoa B pOAUTENIbCKYHO CECCULD;

3. BbInonHUTL KOMaHay «show sessions». B Tabnuue AonXKHbI NPUCYTCTBOBATb Bce
ucxopsduume coegMHeHUn B TeKyl el ceccum;

4. Ana TOro utobbl BEPHYTbCA K CECcCMU YAANEHHOro YCTpoiicTBa, Heobxogumo
BbINOAHUTb KOMaHAY «resume N», rae N — Homep coeguHeHUA U3 BbIBOAa KOMaHAbI
«show sessions».
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmnme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 47 — KomaHabl ynpaBaeHus cuctemomn B pexkmme Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

reload [unit unit_id]

KomaHaa cnyKuT ana nepesanycka ycTponcTaa.

unit_id: (1..8)/- L o
- unit_id — Homep ycTpoicTBa B CTeKe.
reload in {minutes | hh:mm} minutes: (1..999); YcTaHOBKa NPOMEXKYTKa BPEMEHM, Yepe3 KOTopbli npousoinger
hh: (0..23), mm: (0..59). | oTn0XeHHas nepesarpyska ycTpomncTaa.
reload at hh:mm hh: (0..23), mm: (0..59). | YcTaHOBKa BpeMeHM nepesarpysku ycTpoicTsa.

reload cancel -

OTmeHa OTNI0KeHHOro nepesanycka.

boot password password

no boot password

YcTaHoBKa nNapons Ha bootrom.

YpaneHue napons Ha bootrom.

show cpu utilization

OTo6paskeHne CTaTUCTUKM MO YPOBHIO 3arpy3KuM Pecypcos LieH-
TpanbHOro npoteccopa.

show cpu input rate

OTobparkeHUe CTaTUCTUKM NO CKOPOCTU BXOAALLMX Kagpos, obpa-
6aTbiBaeMbIX NPOLLECCOPOM.

show cpu input-rate detailed

OTO6parkeHne CTaTUCTMKM MO CKOPOCTM BXOAALLMX KaapoBs, obpa-
6aTbiBaeMbIX NPOLLECCOPOM MO TUMNY TpaduKa.

show cpu thresholds -

OTobparkeHne cn1cka HacTpoeHHbIX noporos gas CPU.

show memory thresholds -

OTobparkeHWe cN1cKa HacTPOEHHbIX Noporos aasa RAM.

show sensor thresholds -

OTob6parkeHne Cnuncka Noporos 419 AaTYMKOB.

show storage thresholds -

OTobparkeHWe cn1cKka Noporos A5 pa3fenoB YCTPOUCTB.

show storage devices -

OTobparkeHune 3HayeHut ob6bema 1 ceoboaHo namatu M3Y.

Mpumep ncnoab3oBaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Type Esc to abort.

3 x * %

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets

1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec
2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec

Tabanuya 48 — OnucaHue pe3ynbTaToB BbINOJIHEHUA KOMAHAb! traceroute

Mone OnucaHue
1 MopsAKOBbIN HOMEP MapLIPYTM3aTOPa B NMYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBO€e MMA 3TOrO MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a riompoe nakeT 6bln NepeAaH M BEpHY/CA OT MapLlwpyTnsaTopa. YKasbiBaeTca
ONA KaXKA0M NonbITKM nepesayn nakera.
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Mpw BbINOSIHEHUN KOMaHAbI traceroute moryT I'IpOM30l\/'1TM OLLIVI6KM, onucaHue oWwnboK npmneeaeHo B

Tabnnue 49.

Tabnumua 49 — OWMBKM Npu BbINOSHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* Tanm-ayT Npu NONbITKE Nepeaayn naketa.
? HeunsBecTHbIM TN NakeTa.
A ALMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NPU BAOKMPOBAHMMU UCXOAALLErO
Tpaduka no npasuaam B Tabanue goctyna ACL.
F TpebyeTca pparmeHTaumna n yctaHoBKa butos DF.
H Y3en cety HeOCTynNeH.
N CeTb HegoCTyMHa.
P MpoTOKON HeaoCTyneH.
Q NCTOYHMK nogasneH.
R NcTekno Bpems NOBTOPHOM cbopKu dparmeHTa.
S OwnbKa ncxoasallero mapLupyTa.
U MopT HepocTyneH.

MporpammHoe obecnedyeHre Telnet KOMMyTaTOpoOB NOAAEPKMBAET cheuuanbHble KOMaHAbl —
dYHKLMM KOHTPOANA TepMMHana. Jaa BXoda B PEXUM cCreumanbHbiX KOMaHg, BO Bpems akTMBHOM Telnet-
CECCMU UCMOIb3YEeTCA KOMOUHAUMA Knasuw <Ctrl+shift+6>.

Tabnuua 50 — CneumanbHble KomaHabl Telnet

CneyuanbHAA KOMAHOA Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN h Mepeaatb no telnet yganeHue cumsona (EC).
Ao Mepeaatb no telnet npekpalyeHne Bbisoaa (AO).
AN Mepeaatb no telnet coobuwieHne «Are You There?» (AYT) ANA KOHTPONA NOAKNIOYEHMSA.
ANy Mepepaatb no telnet ctupanue ctpoku (EL).
AN X Bo3BpaT B peMM KOMaHAHOMN CTPOKMU.

Takye BO3MOKHO MCNONb30BaHME AONONHUTEbHBIX ONLUMIA NpK OTKPbITUKM Telnet- n SSH-ceccni:

Tabnunua 51 — KnroueBble cnoBa, Mcnosibayemble Npu oTKpbITUKM Telnet- n SSH-ceccuit

Onyusa OnucaHue
/echo JloKanbHO BKAtOYAET PYyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCOb).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He ponycKaet BbIBOA Bcex coobuieHunit nporpammHoro obecneveHus Telnet.

/source-interface

OnpeaensieT MHTePdENC-UCTOYHUK.

BktoyaeT 06paboTKy MOTOKa, KOTOPbIN paspellaeT HesawwmweHHoe TCP-coeguHeHne
6e3 KoHTpona nocnegosatensvHoctei Telnet. MoTokoBoe coeanHeHMe He obpabaTtbiBaeT

/stream Telnet-onumn 1 MoXKeT NCNONB30BaTbLCA ANA NOAKAOYEHMA K NOPTAM, HAa KOTOPbIX 3any-
LeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP) nnbo apyrve npoTOKObI, HE B-
naowmecs Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena gnAa exoga Ha SSH-cepsep.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoM KOHGUIypauum MmeeT caeayowmii Bua,
console (confiqg) #

Tabnnua 52 — KomaHabl ynpaBaeHWs CUCTEMOM B perKMMe rNob6anbHOM KOHPUrypaLmm

3HayeHue/3HayeHue .
KomaHoa Aelicmesue
o ymon4aHuio

hostname name name: (1..160) KomaHza cnykuTt ana 3afaHus ceTeBoro MMeHU yCTPOMCTBa.

no hostname CMMBO/I0B/- BepHyTb ceTeBoe MMA YCTPOIMCTBA B 3HAYEHNE MO YMOSYAHUIO.

service tasks-utilization PaspewnTb ycTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pPecypcoB LEeHTPaNbHOIo NpoLeccopa KOMMyTaTopa A8 KaK4oro
CUCTEMHOTO npoLiecca.

- — -/BKAtOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWCTBY MPOrPAaMMHO M3MEPATb YPOBEHb 3arpy3ku
pPecypcoB LEHTPaNbHOIO NpoLeccopa KOMMYyTaTopa A/1A Kaxaoro
CUCTEMHOrO npouecca.

service cpu-utilization Pa3pewnTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
PecypcoB LLEHTPaNbHOrO NpoL,eccopa KOMMyTaTopa.

- — -/BKAtOYEHO -

no service cpu-utilization 3anpeTnTb YCTPOWUCTBY MPOrpaMMHO U3MepPATb YPOBEHb 3arpysKku
PecypcoB LLEHTPaNbHOrO NpoLEeccopa KOMMyTaTopa.

service cpu-input-rate Pa3pewnTb ycTpoONCTBY NPOrpamMMHO M3MEPATb CKOPOCTb BXOAA-
LLMX KagpoB, 06pabaTbiBaeMblX LLEHTPAIbHbIM NPOLECCOPOM KOM-
myTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY NPOrPaMmMHO U3MEPATb CKOPOCTb BXOAALLMX
Kagpos, o6pabaTbiBaeMbix LLeHTPaIbHbIM NPOLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits
traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options, other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YctaHoBKa Ha CPU orpaHuyeHua CKOPOCTM BXOAALWMX KagpoB AnA
onpeaeneHHoro TMna Tpadpuka.
- pps — NAKeTOB B CEKYHAY.

V Peanusyert ¢pyHKumio CoPP (Control plane protection).

BoccTaHaB/MBaeT 3HaYeHWe pps Mo YMONYAHUIO ANA OnpeseneH-
Horo TpaduKa.

syn);
pps: 8..2048

service password-recovery PaspewnTb BOCCTaHOB/MEHWE MApPONsA 4Yepe3 3arpy3ouHoe MeHHo

«password recovery procedure» ¢ coxpaHeHWem KOHdUrypaumu.
no service password-recovery /enabled Paspewntb BOCCTaHOB/IEHWE MApPOAA 4Yepe3 3arpy3oyHoe MeHHo

«password recovery procedure» c yaaneHmem KoHoUrypauuu.
link-flap prevention enable BKntounTb NnpepoTepalleHme GaannuHra IMHKa.
link-flap prevention disable ~/enabled OTKNOYUTL NpeaoTBpaLleHne GAannumHra IMHKA.
service mirror-configuration Co3paaBaTb pe3epBHYO KOMUIO TeKyLel KoHdurypaumuu.
no service -/enabled OTKNOYUTL KONUMPOBaHWE TeKyLeit KoHdurypauuu.

mirror-configuration
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cpu threshold index index inter-
val relation value [flap-interval
[severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-

flap_interval]

ble}]

no cpu threshold index index

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apatb nopor gas 3arpysku CPU.

- index — NpPou3BO/IbHbIN MHAEKC NOPOra;

- interval — nHTepBan namepeHua 3arpysku CPU. 3HaueHme 3a-
rpy3ku CPU 3a 3TOT MHTEpBan byaeT cpaBHUBATLCA C NOPOrOBbLIM;
- relation — oTHoWeHMe mexKay 3arpyskoit CPU 1 noporosbim 3Ha-
YeHnem, Heobxoanmoe ana cpabaTbiBaHMA NOpora;

- value — 3Ha4yeHWe Nopora;

- flap_interval — 3HaueHue, onpeaenstoLLee MOMEHT BOCCTAHOB-
NleHnn nopora nocne cpabaTbiBaHUS;

- severity — ypOBeHb Ba)*HOCTW TPanos A/1a 3TOro nopora;

- notify — BK/toUYaeT/oTKOYAET OTNPABKY TPanos o cpabaTbiBa-
HUK nopora;

- recovery-notify — Bk/ito4aeT/0TKAlOYaET OTNPABKY TPANos O BOC-
CTaHOBNEHWM Nopora.

Y4anuTb Nopor ¢ 3aaHHbIM UHAEKCOM.

memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor ans obvema ceobogHoM namaTv RAM.

- index — NPOW3BO/IbHbIN MHAEKC NOPOra;

- relation — oTHOWeEHME MeXKay 06beMom cBOBOAHON NamMATU U
NoporoBbiM 3HaYeHnem, Heobxogumoe ans cpabaTbliBaHMA NO-
pora;

- value — 3HayeHWe Nopora;

- flap_interval — 3HaueHune, onpeaenstoLee MOMEHT BOCCTAHOB-
JleHnn nopora nocne cpabaTbiBaHUs;

- severity — ypOBeHb BaXHOCTU TPanNoB A/ 3TOro Nnopora;

- notify — BK/loYaeT/OTKNOYAET OTNPABKY TPanos o cpabaTbiBa-
HWUW Nopora;

- recovery-notify — BK/l0uaeT/oTK/lO4aET OTNPABKY TPanoB O BOC-
CTaHOB/IEHMM NoOpora.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0oTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3a4aTtb Nopor ANA AaT4MKa CKOPOCTM BpaleHUa BEHTUAATOpPA.

- fan_num — Homep BEHTUNATOPA;

- unit_id — Homep tOHMTa, Ha KOTOPOM Haxo4MTCA BEHTUAATOP;

- index — NPOU3BOIbHbIN MHAEKC NOPOra;

- relation — OTHOLIEHWE MeXAY CKOPOCTbIO BPALLLEHUA BEHTUNA-
TOpa M NOPOroBbIM 3HaYeHMeM, Heobxoanmoe aaa cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHuWe Nopora;

- flap_interval — 3HayeHue, onpegensaoLLee MOMEHT BOCCTAHOB-
NeHnA nopora nocne cpabatbiBaHus;

- severity — ypOBeHb Ba)*XHOCTU TPANoB A/1a 3TOro nopora;

- notify — BK/IlOYaeT/OTKNIO4AET OTNPaBKY Tpanos o cpabaTbiBa-
HWKW Nopora;

- recovery-notify — BK/louaeT/oTK/IIO4aET OTNPaABKY TPanos O BOC-
CTaHOBNEHMM Nopora.

YaanuTb NOpor ¢ 3a4aHHbIM UHAEKCOM ANA BeHTUAaTopa fan_num
Ha IoHUTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3a4aTb NOPOr ANsA AaTYMKA TemMepaTypbl.

- Sensor_num — HOMep TEPMOAATYMNKA;

- unit_id — HoMmep OHMTa, Ha KOTOPOM HaXOAMTCA TePMOLATUMK;

- index — Npoun3BO/IbHbINA MHAEKC NOPOra;

- relation — oTHoOLWeHWeE MeXAay TeMNepaTypoi U NOPOroBbIM 3Ha-
YeHuem, Heobxoanmoe ansa cpabaTbiBaHMA NOPOra;

- value — 3HayeHuWe nopora;

- flap_interval — 3HaueHune, onpeaenstoLee MOMEHT BOCCTAHOB-
NeHunn nopora nocne cpabaTbiBaHuUs;

- severity — ypOBeHb BaXHOCTU TPanoB ANS 3TOro Nopora;

- notify — BktoYaeT/oOTK/IIOYAET OTNPABKY TPanos o cpabatbisa-
HWUW nopora;

- recovery-notify — BK/louaeT/oTK/lO4aET OTNPABKY TPanos O BOC-
CTaHOB/IEHMM Nopora.

YAanuTb Nopor ¢ 3a4aHHbIM MHAEKCOM A/1A TepmogaTymKa sen-
SOr_num Ha toHuUTe unit_id.
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storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3agatb nopor ans obvema cBobogHOM NamaTh Ha M3Y.

- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — oTHOWeEHMe mexKay o6bema cBOOOAHOM NamATU U No-
pPOroBbiM 3HaYeHUeM, Heobxoanmoe A cpabaTtbiBaHWA NOPOra;
- value — 3Ha4eHue nopora;

- flap_interval — 3Ha4YeHue, onpeaenstoLLee MOMEHT BOCCTaHOB-
NleHWA nopora nocne cpabaTbiBaHUsA;

- severity — ypOBeHb Ba)*KHOCTU TPanoB A/a 3TOro nopora;

- notify — BK/IlO4aeT/OTKNIOYAET OTNPaBKY Tpanos o cpabaTbisa-
HWW Nopora;

- recovery-notify — BK/l0uaeT/oTK/lO4aeT OTNPaBKY TPAnoBs O BOC-
CTQHOBNEHMM Nopora.

Y4anuTb NOpor ¢ 3aaHHbIM UHAEKCOM.

reset-button {enable | disable
| reset-only}

-/enable

HacTpolika peakuuu KommyTaTopa Ha HaxaTue KHOMNKu F.

- enable — npu HaXXaTUK Ha KHOMKY A/UTEeNbHOCTbIO MeHee 10 cek,
NpoOUCXoAuT nepesarpyska yCTPOMCTBA; NPU HaXXaTUM Ha KHOMKY
AnutenbHocTbio 6onee 10 cek, nponcxoauT cbpoc ycTponcTea Ao
3aBOACKOM KOHPUrypaLmu;

- disable — He pearnpoBaTb (OTKtOYEHA);

- reset-only — To/1bKO Nepesarpyska.

system forwarding resources
mode {mid-I13-mid-12 | min-I3-
max-12}

mode:
mid-I3-mid-12,
min-13-max-12/
mid-I3-mid-12

YcTaHOBUTb
mid-I13-mid-12:

- 06bem Tabanubl MAC po 128K aapecos;

- 06bem Tabanupl FIB ao 288K mappyTos;

- 06bem Tabaumubl ARP oo 64K 3anuceit.
min-I13-max-12:

- 06bem Tabanubl MAC po 256K agpecos;

- 06bem Tabanupl FIB ao 16K mapipyTos;

- 06bem Tabanupbl ARP go 96K 3anucei.

’ KomaHaa nopgepXaHa TO/MbKO Ha

H MES5500-32, MES5700-32.

peXum pacnpegeneHus  annapartHbiX  Pecypcos

MES5410-48,

I | Hacrtpoiika BCTYNUT B cuay TO/IbKO NOCAE nepesarpysku
H ycTpoicTBa.

I | [nA KoppekTHoW paboTbl ycTPOiiCTBa C nepepacnpege-

H NeHHbIMM pecypcamMu B COOTBETCTBUM C npodunem min-
I13-max-I2 HacTpoiiku TyHHenupoBaHua (GRE/VXLAN/
MPLS) A0nHbI OTCYTCTBOBATb B KOHGUrypaumu.

no system forwarding
resources

YCTaHOBUTb PEXUM pacnpeseneHns anmnapaTHbIX Pecypcos Mo
YMOIYAHMUIO.

5.6 KomaHapbl gna HaCTPOIKM NapameTpoB ANA 3agaHUA naponen

[aHHbIN KOMMNIEKC KOMaHA NpeAHasHaYeH Ans 3a4aHua MUHUMaNbHOM CIOXKHOCTM Napois, a TaKxke
AN19 3a,aHMSA BpEMEHM AEUCTBMA Naposs.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT cneayowmii Bua,;

console (config) #
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Tabnuua 53 — KomaHapl ynpaBaeHMa cMcTemoi B pexknme rnobanbHon KoHdurypauymm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

passwords aging age

no passwords aging

age: (0..365)/180 aHei

3afaeT Bpemsa XU3HW naponei. Mo ucte4yeHUn 3afl@aHHOrO CPOKa
byaeT NpeaioXKeHo CMeHUTb Naposib. 3HadeHne 0 roBOpUT O TOM,
YTO BPEMSA KM3HW Naponei He 3afaHo.

BocctaHaBnmBaeT 3HayeHue no YMONYaHULO.

passwords complexity enable

no passwords complexity
enable

-/BbIK/IOYEHO

Bk/itoyaeT orpaHuyeHve Ha dopmart napons.

BbIK/tOUaeT orpaHuyeHne Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BK/ilOYaeT orpaHuuYeHue, 3a4alolee MUHUMAbHOE KOJIMYECTBO
KNaccoB CMMBOJIOB (CTPOYHble BYKBbI, 3ariaBHble 6yKBbI, LMbpPbI,
CMMBO/bI).

BocctaHaBnvBaeT 3HaveHue no YMONYaHULO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BK/ItoYaEeT orpaHUYeHne Ha MMHUMANbHYIO AJIMHY Napons.

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

passwords complexity
no-repeat number

no passwords complexity
no-repeat

number: (0..16)/3

BkatouyaeT orpaHuyeHue, 3ajatroliee MaKCMMabHOE KONYECTBO
nocnenosaTe/ibHO NOBTOPAKOLWMXCA CUMBO1I0B B HOBOM Mapone.

BoccTaHaBnmBaeT 3Ha4yeHMe No YMOYAHMUIO.

passwords complexity
not-current

3anpeLLaeT NpM CMeEHe Napo/if UCMO/b30BaTb B KauecTse HOBOTO
CTapbli.

no passwords complexity /enabled Pa3pelaeT ncnonb3oBaTh CTapblil NAPO/b NPU CMEHE.

not-current

passwords complexity 3anpeLyaeT UCNONb30BATh B Ka4eCTBe Napoas UMA NoAb30BaTeNs.

not-username Jenabled

no passwords complexity PaspeluaeT MCNoNb30BaTh B KAaYeCcTBe Napoas MMA NONb30BaTeNS.

not-username

passwords lockout value 3aZaeT orpaHMYeHne Ha KOIMYECTBO HEBEPHbIX MOMbITOK BX0O4a Ha
value: KommyTaTop. Mocne nocnegHeit HenmpaBWUAbHOM MOMbITKA BBECTU

no passwords lockout

(1..5)/BbIKNtOYEHO

naponb No/sib3oBaTeNb 6.10KM pyeTca.

BbIK/IlOYaET OrpaHMYeHMe Ha KOJIMYECTBO HEBEPHbIX MOMbITOK BXO-
aa.

passwords time block seconds

no passwords time block

seconds: (0..7200)/0

YcTaHaBAnBaeT Bpems OJIOKMPOBKM JIOKA/IbHOW YYETHOM 3anucu
nonb3osaTens.

BoccTaHaBnvBaeT 3HavyeHMe No YMOYAHMUIO.

Tabnuua 54 — KomaHabl ynpasneHusa cuctemon B pexkmme Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show passwords configuration

OTobparkaeT MHGopMaumto 06 orpaHMYEHUAX HA NAPOAU.

set username name active

name: (1..20) cumBosios

Pa36n0KMpyeT nonb3osartena, 3a6I'IOKMpOBaHHOFO nocne Heypgau-
HbIX MONbITOK BXOA4a Ha KOMMYTATOp.

5.7 Pabora c painamm

5.7.1 OnucaHue apeaymeHmoe KoMaHO

Mpu ocylecTeaieHNN onepaunin Hag dbainamm, B KauecTBe aprymMeHTOB KOMaHZ BbICTyNatoT agpeca

URL — onpepenutenn MecTOHAXOXAEHMA pecypca.
onepaumax, npuseaeHo B Tabaunue 55.

OnuncaHue KAK4YEBbIX C/OB, NUCNON1Ib3yeMbIX B

Tabnuua 55 — CNMCOK KNto4YeBbIX CNOB U UX ONUCaHUE
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Knrouesoe cnoso

OnucaHue

flash://

McxoaHblii agpec MAn agpec Mecta HasHauyeHUs AN SHeproHe3aBMCcMMOoN NamaTh. JHeproHesasu-
CUMan NamATb UCMO/b3YeTCA No ymondaHuio, ecam agpec URL onpegeneH 6e3 npedukca (npeduk-
camu ssastoTcs: flash:, tftp:, scp:...).

running-config

daiin TekyLLel KoHoUrypaumm.

mirror-config

Konus ¢aiina Tekyuwien KoHourypaumm.

startup-config

®aiin nepBoHaYaibHOM KOHOUTypauuu.

active-image

daiin c akTMBHbIM 0bpasom.

inactive-image

®daliin c HeakTMBHbIM 0bpasom.

ftp://

UcxogHbI agpec unm agpec mecta HasHadyeHua ana FTP-cepsepa.
CuHtakcuc: ftp://[username[:password]@host/[directory/] filename
- username — MMSA NOJIb30BATENS;

- password — naposib N0Nb30BaTENS;

- host — IPv4-agpec unu ceteBoe MMsA yCTPOMCTBA;

- directory — kaTtanor;

- filename — uma daiina.

tftp://

UcxogHbI agpec unm agpec mecta HasHadyeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host[:port]/[directory/] filename [ vrf vrf_name]
- host — IPv4-aapec nnv ceteBoe UMA YCTPOMCTBA;

- port — NopT Ha3Ha4YeHus;

- directory — kaTanor;

- filename — uma daina;

- vrf_name — Ha3BaHue vrf.

V Ecau vrf He ucnonb3yetcsa, KomaHay vrf name MOXKHO He yKa3sbliBaTb.

sftp://

UcxopHbIV agpec unv agpec mecta HazHadeHua ana SSH-cepsepa.

Cuntakcuc: sftp://[username:[password]@]host[:port][directory/]/filename [ vrf vrf_name]
- username — UMA NoONb30BaTENS;

- password — naponb NoNb30BaTeNs;

- host — IPv4-agpec unu ceTeBoe MmA yCTPOICTBA;

- port — NoOpT Ha3Ha4YeHus;

- directory — katanor;

- filename — vms daiina;

- vrf_name — Ha3BaHue vrf.

http://

UcxopHbI agpec unm agpec mecta HasHavyeHusa ana HTTP-cepsepa.
CunTakcuc: http://host[:port]/filename [ vrf vrf_name ]

- host — IP-agpec nnu ceteBoe MMA YCTPOWCTBA;

- port — NopT Ha3Ha4YeHuUs;

- filename — vma danna;

- vrf_name — Ha3BaHue vrf.

scp://

UcxopHbIM apgpec unv agpec mecta HazHayeHusa ana SSH-cepsepa.

CuHtakcuc: scp://[username[:password]@]host[:port]/[directory/] filename [ vrf vrf_name]
- username — UMA NoNb30BaTeNS;

- password — naponb NoNb30BaTeNs;

- host — IPv4-agpec unm ceteBoe MMA yCTPOMCTBA;

- directory — katanor;

- filename — vma danna;

- vrf_name — Ha3BaHue vrf.

logging

®aiin c uctopmein KomaHa,

IPv6-appec UCTOYHMKA [0/KEH YKasbiBaTbCA B KBafpaTHbIX CKO6Kax B ¢dopmare

2 < [XXXX:XXXX::XXXX].
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5.7.2 KomaHObI dna pabomei ¢ halinamu

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 56 — KomaHabl ans pabotbl ¢ pannamm B pexkmme Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

copy source_url
destination_url

copy source_url {running-
-config| candidate-config}

copy running-config
destination_url

copy startup-config
destination_url

source_url: (1..160)
CMMBOJIOB;
destination_url: (1..160)
CUMBOJIOB;

KonuposaHue daitna n3 MectonosoKeHns UCTOYHUKA B MeCToMno-
NOXKEeHWe HasHavyeHus.

- source_url — mecTononoxeHune Konvpyemoro ¢aiina;

- destination_url — appec mecTa Ha3Ha4yeHus, Kyaa daiin byaeT cko-
nUpoOBaH.

KonupoBaHue ¢alina KoHPUrypauum c cepBepa B TEKYLLYHO KOHPU-
rypaumio.

CoxpaHeHue TeKyLLei KoHbUrypauum Ha cepeepe.

CoxpaHeHwue nepBoHavYanbHOM KOHUrypaLmm Ha cepsepe.

copy running-config
startup-config

CoxpaHeHwue TeKyLel KoHPUrypaumm B nepBoHayasbHy0 KOHOUry-
pauuto.

copy running-config file

CoxpaHeHue TeKyuwieh KOHOUrypauuu B 3a[aHHbIA pe3epBHbIA
daiin KoHdurypaumum.

copy startup-config file

CoxpaHeHWe NepBOHaYaIbHOM KOHPUIYpaLMKM B 3a4aHHbIV pesepB-
Hbl1 dann KoHdUrypauuu.

delete candidate-config

YpaneHue daiina KaHgUMaaT-KoOHPUrypaumm.

boot config source_url

KonuposaHue ¢aiina koHbUrypauum ¢ cepsepa B daitn nepBoHa-
YanbHOM KOHUrypauuu.

dir [flash:path | dir_name]

OTobparkaeT cn1coK ¢aioB B yKa3zaHHOM KaTasiore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumBonos

OTobpaxkaeT cogepxmmoe daiina.

- startup-config — oTobparkaeT coaepkumoe daiina nepsoHavanb-
HOW KOHUrypaumu;

- running-config — otobparkaet cogeprkumoe daina TekyLLen KoH-
burypauuy;

- flash: — oTobpaxkaeT dainbl c dnew-namaTi yCTpoOCTBa;

- mirror-config — oTobpakaeT cogepkmumoe daina TekyLen KoH-
durypauum c sepkana;

- active-image — oTobpakaet Bepcuto Tekyuwero dalina obpasa Mo.
- inactive-image — otobparkaeT Bepcuio HeaKTUBHOro ¢darina ob-
pasa MOo.

- logging — oTobpakaeT cogepkunmoe daina KypHana.

- file — vuma darina.

l daiinbl oTobpaxkatotca B popmate ASCII.
.o

delete ur/

Ypanenue ¢aiina.

delete startup-config

YaaneHus daiina nepBoHavanbHON KOHGUIypaumu.

boot system source_url

KonuposaHnue ¢daitna MO c cepsepa B HeakTMBHYO 061acTb NamATH
Ha mecTo pe3sepsHoro MO.

boot system inactive-image

3arpysuTbCca ¢ HeakTUBHOrO 0bpasa MO.
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show {startup-config |
running-config | candidate-
config} [brief | detailed |
interfaces

{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob | port-channel
group | vlan vlan_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobpakaeT cogepkumoe daiina nepBoHa4yabHON KOHGUTYpaLUn
(startup-config) unu Tekywei KoHpurypaumm (running-config).

- interfaces — KoHdUrypauus nHTepdeicos KommyTaTopa - pusnye-
CKux MHTepdeicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
Tepdeiicos, oob-nopTta, UHTEpdelica 3amMblKaHUA Ha cebs, TyHHe-
nen.

Cnepytowme onuum JOCTYNHbI NPU BbiBOAE TeKyLlel KoHoUrypa-
unu:

- brief — BbIBOA, KOHUIYpaLMKM 6€3 ABOMYHBIX AaHHbIX, HANPUMED,
SSH u SSL kntouen.

- detailed — BbIBOA KOHOUIYpALUK C BKNHOYEHUEM ABOUYHbIX AaH-
HbIX

show bootvar

MoKa3blBaeT akTUBHbIN dalin cuctemHoro MO, KOTOPbIA YCTPONCTBO
3arpy»aeT npu 3anycke.

write [memory]

CoxpaHeHue TeKywen KoHpurypaumum B ¢alin nepBoHaYasbHOM
KOHUrypaumu.

boot license source_url [unit
unit_id] [vrf vrf_name]

unit_id: (1..8);
vrf_name: (1..32)
cMmBoNa

3arpy)kaeT Ha YyCTPOMCTBO Galin NULLEH3UN.
- unit_id — HoMmep OHWUTA B CTEKE;
- vrf_name — uma BUPTyanbHOM 061aCT MapLIPYTU3ALLUK.

’ | daiinbl AMLEH3UM MOTYT 6bITb YCTaHOB/IEHbI Ha YCTPOW-
e CTBO C posbto master u backup.

delete license [ word ] [unit
unit_id]

word: (1..160) cumsona;
unit_id: (1..8)

Ypansaer ¢ ycTpoMCTBa BCE YCTAaHOB/IEHHbIE dali/ibl INLEH3UN.
- word — uma daina NMLEH3NN, KOTOPbIN A0MKEH BbITb yaaneH;
- unit_id — Homep OHWUTA B CTEKe.

show license [unit unit_id]

unit_id: (1..8)

MoKa3sblBaeT ycTaHOB/EHHbIE dalinbl INLEH3UN.
- unit_id — Homep OHUTa B CTEKe.

rename url new_url

url, new_url: (1..160)
CMMBO/IOB

MN3meHeHne umeHu daiina.
- url — Tekyuwee uma daina;
- new-url — HoBoe nmsa daiina.

Cepep TFTP He MoOKeT 6bITb agpPecomM MCTOYHMKOM M aApPecoM Ha3HaueHUa ANA OAHOW
e KOMaHAbl KONUPOBaHUA.

[pumepbl UC016308AHUA KOMAHO

Ypanutb ¢ann test s sHeproHe3aBUCMMON NAMATH:

console# delete flash:test
Delete flash:test? [confirm]

PesynbTaT BbINOJIHEHUA KOMaHAbI: MOC/e NoATBepPKAeHMA dalin byaeT yaaneH.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKU B pexkume rnobasbHon KoHOUrypaumum MMeeT cieyoWmin BUa.:
console (config) #

Tabnunua 57 — KomaHabl ansa paboTbl ¢ pannamm B pexkmme rnobanbHOM KOHGUrypauum

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

MNepeBog cuctembl KonupoBaHua yepes TFTP B onpeaeneHHbin VRF.
- vrf_name — vma BUPTYanbHOM 061acTU MapLupyTU3aLUK.

MNepesog cuctembl KonuposaHua vyepes TFTP B VRF no ymonyaHuto.

ip tftp source-vrf vrf_name vrf_name: (1..32)

CMMBOJI0B

no ip tftp source-vrf
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ip ftp source-interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | tunnel
tn_port | vlan vian_id }

no ip ftp source-interface

-/BbIK/IIOYEHO

OnpeaenseT IP-nHTepdelic UcTouyHMKa ana naketos FTP IPv4.

YcTaHaBAMBAET 3Ha4YeHUe no YMOYaHUIO.

5.7.3 KomaHObI 0na pe3epsuposaHua KoOHgu2ypayuu

B OaHHOM pa3sgene onucaHbl KOMaHApl, MpeAHasHayeHHble AN HACTPOWMKM pe3epBMpOBaHMSA
KOH}UrypaLmm no TaiMepy UAn Npu COXpaHeHnn TekyLwen KoHpurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHON KOHOUTypaLMmM MMEET CeayoWnin BUA,:

console (config) #

Tabnnua 58 — KomaHabl ynpaBaeHWsA CUCTEMOM B perKMMe rnobanbHOM KOHUrypaLmm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

backup server server format

no backup server

server: (1..22) cumBonoB

YKasaHue cepsepa, Ha KOTopblit byAeT NpoM3BOAUTLCA Pe3epBUpPo-
BaHWe KOHdUrypaumm.

CTtpoka B popmare:

«tftp:// XXX XXX XXX XXX »

«scp://[[username][:[password]]]host»
«sftp://[[username][:[password]]]host»

YpaneHue cepsepa 41 pe3epsBrpoBaHus.

backup server server port port [
vrf vrf_name ]

no backup server [ vrf vrf_name

]

server: (1..22)
CMMBOJIOB,
port: (0..65535)/nopt no
YMOJIYaHUIO
(tftp — 69, scp u sftp —
22)

YKasaHue cepBepa, Ha KOTopbii byaeT Npon3BoANTLCA pPe3epBMpo-
BaHWe KOHdUrypaumm.

- server — cTpoka B popmarte «tftp:// XXX XXX XXX.XXX»,
«scp://username:password @XXX. XXX.XXX.XXX» n
«sftp://username:password@XXX. XXX. XXX.XXX»

- vrf_name — nmsa BUpTyanbHOM 061aCTV MapLIpyTU3aLmMn.

YpaneHue cepsepa 41 pe3epBupoBaHus.

backup path path

no backup path

path: (1..128) cumsonoB

YKasaHue nytm pacnosnoxenus ¢alina Ha cepsepe u npeduKca
¢danna. Mpu coxpaHeHun K npeduKcy byaeT fob6aBnATbCA TeKyLas
AaTa v Bpema B dopmaTe rrrrMmasy4mmcc.

YaaneHue nytm ans pe3epsuMpoBaHus.

backup history enable

no backup history enable

-/BbIKNOYEHO

Bkatountb COXpaHeHUe UCTOPUK pe3epBHbIX KOMNWN.

OTKNOUUTD COXpaHeHUe NCTOPUN pe3epBHbIX KOMWN.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKasaHue NPOMeXKYTKa BpemeHUu, No UCTed4eHUn KOToporo 6y,qu
OCyLLeCTBNATbCA aBTOMAaTUYECKOE pe3sepBupoBaHne KOH(bI/II'ypaLI,VII/I.

BoccTaHaBnmBaeT 3HayeHue no YMON4YaHUIO

backup auto

no backup auto

-/BbIK/IIOYEHO

BK/ItOYEHWE aBTOMATUUYECKOTO PE3ePBUPOBAHUA KOHOUTYpaLIMK.

YcTaHOBKa 3Ha4YeHna no YMO4YaHUIO.

backup write-memory

no backup write-memory

-/BbIKOYEHO

BK/toYeHWEe pe3epBUPOBAHUA KOHOUIypaLuM Mpu  COXPAHEHUU
nosb3oBaTtenem KoHourypaumm Ha flash-Hakonutens.

YcTaHOBKa 3HAY€HUA NO YMOYAHUIO.

usb {enable/disable}

-/enable

HacTpoiika BO3MOXKHOCTM Ucnoab3oBaHuA USB-nopta kKommyTaTopa.
- enable — ncnonb3osaHue USB-nopTa paspeLueHo;
- disable — ncnonb3osave USB-nopTa 3anpeLyeHo.
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Tabnuua 59 — KomaHap! ynpaBneHua cuctemoin B perkume Privileged EXEC

3HayeHue/3HayeHue
no yMmoA4aHuio

KomaHda

Aeilicmeue

show backup

OTob6parkaeT UHGOPMALLMIO O HACTPOLKaxX PE3EPBUPOBAHUA KOH-
durypauum

show backup history

OTOb6parkaeT UCTOPUIO YCNELLHO COXPaHEHHbIX Ha cepBep KOHOU-
rypauum.

5.7.4 KomaHObiI 0na pabomesil kKaHOUAamM-KoHgu2ypayuu

B AaHHOM pasgene onucaHbl KOMaHAbl, NpeAHa3HaYeHHble A1a paboTbl C KaHAMAAT-KOHOUIypaLuum

u rollback-Taiimepom.

B cucteme cywlecTByeT HECKO/IbKO TUMOB

KoHdurypaumin: CANDIDATE — pepaktupyemas

kKoHdurypauma. RUNNING — peicteytowan KoHpurypaums. MNog ynpasaeHnem 3tolh KoHbUrypaumm ysen

goctyna pabotaer B AaHHbIM MomeHT. BACKUP —

XPaHUT OEeNCTBOBAHHYIO paHee KoHourypauuio u

NCnosb3yeTcsa A1A OTMEHbl MPUMEHEHUA KOHOUIYpaL K.

Ana Toro yTO6bl BHECEHHbIE B KOH(I)MpraLI,MI'O M3IMEHEHNA BCTYNU/IN B CUNY, OO1KHa 6bITb

BbINO/IHEHA Onepauma NpUMeHeHUa KOoHPUrypauuu

commit. MNpu aTom genicTeytowan KoHuUrypaums

ctaHoBuTCA pesepsHoit, a RUNNING konupyetcs 8 BACKUP. 1n1a 0OTMeHbl BHECEHHbIX USMEHEHWIM MO KaKon-

nmbo npmunHe ncnonbsyetca onepayms rollback.

[na noaTBEP:KAEHUA KOPPEKTHOCTU NMPUMEHEHHON KOoHdUrypauumn oT onepatopa Tpebyercs BBOA
KOMaHZbl noaTBep:KaeHun confirm, ecan noaTsepKaeHWe He MOCTYNWUT B TeYeHWe AeWCTBUA Talmepa
noateepXaeHusa (N0 YyMONYaHUIO YCTAaHOBAEHO 5 MUHYT), TO KOHOUIypauma ycTPOWCTBa aBTOMATUYECKH
BEPHETCA K COCTOAHMIO, KOTOpOe 6bI10 40 BBOAA NOC/AeAHEN KOMaHAbl commit.

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeeT cneayolwmin BuAa;

console#

Tabanuya 60 — KomaHabl ansa paboTbl ¢ pannamm B pexkmme Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show candidate-config status

OTtobpaxkaeT MHbOpPMaLMIO O COCTOAHMM commit, Tamepa
rollback n coctosHUM BNOKMPOBKM KaHAMAAT-KOHOUTYpaLLUK.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peXUME KaHANAAT-KOHOUIYPaLMN UMEET CieayoWwmii BUA,:

console (config) #

Tabnunua 61 — KomaHabl ansa paboTbl ¢ dannamm B pexkmume KaHanaaT-KOHPUrypaumum

KomaHda 3HayeHue/3HayeHue Aelicmeue
no ymoa4YaHuro
commit [at timer ] timer: MpumeHsaeT KoHdUrypaumio 3 candidate-config.
(1...1200)/600 - timer — pAUTENbHOCTb TaliMepa OTKaTa B CeKyHAax. 3HayeHue

«0» yKa3blBaeTca A1a MNOATBEPIKAEHUA MPUMEHEHMSA KOHUrY-
paumn 6e3 HeobxoammocTn BBoga confirm.

confirm

MNoaTeeprKaaeT npumeHeHue candidat-config, yaanset rollback
Tarimep.
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5.7.5 KomaHObI 013 asmomamuyecko20 06HoeneHUA U KOHpu2ypayuu

[Mpouecc asmomamu4yecko2o 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npoLecc aBTomatmydeckoro obHosneHuna, 6asmnpytowmiica Ha DHCP, ecam oH
BK/lOYEH U uma TeKkcToBoro ¢anna (DHCP-onuma 43, 125), copepskauiero mmsa obpasa MO, 6bino
npegocrasneHo cepsepom DHCP.

I'Ipou,ecc aBTOMaTMYECKOro 06HOBNEHUSA COCTOUT U3 cneayroumnx asTanos:

1. KommyTaTop 3arpy:KaeT TeKCTOBbIN dain 1 yMTaeT us Hero nmsa daina obpasa MO Ha TFTP-cep-

Bepe;

2. KommyTaTop ckaumBaeT nepsblii 610K (512 6aliT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
pepxutca sepcma MO;
3. KommyTaTtop cpaBHUBaeT Bepcuto daina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, c Bepcuei
aKkTMBHOro obpasa MO KommyTaTopa. ECNM OHM OTAIMYAIOTCA, KOMMYTATOP 3arpykaeTt obpas MNO
¢ TFTP-cepBepa BMecTo HeaKTMBHOro ob6pasa MO KommyTaTopa 1 genaeT AaHHbl 06pas akTue-

HbIM;

4. Ecnv obpa3s MO 6bin1 3arpyKeH, TO KOMMYTaToOp Nepe3arpyrkaertcs.

[pouecc asmomamu4ecko20 KOHU2YyPUPOBaHUS

KommyTaTop 3anycKaeT npoLecc aBTOMaTUYECKOro KOHPUrypupoBaHus, b6asupytowmiica Ha DHCP,
NP BbINOJHEHUN CeAYHOWMX YCOBUIA:

— B KOHOUIypauum paspelleHo aBTOMaTMYeCcKoe KOHOUTYPUPOBaHUE;
— otBer DHCP-cepBepa coaeput IP-agpec TFTP-cepsepa (DHCP-onuma 66) u uma daina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

’ MonyuyeHHbIN pann KoHPUrypauum gobasnseTca K Tekywei (running) kKoHpurypaumm.
-

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peKmnme rnobanbHoi KoOHOUTypaumum MMeeT Caeaytowmii Bua;

console (config) #

Tabnuua 62 — KomaHabl ynpaBaeHUA CUCTEMOM B pexkmme rnobanbHON KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

HAelicmeue

boot host auto-config

BK/toueHMe aBTOMATMYeCKOlM KoHdUrypauuu, H6asmpyrolieiica Ha
DHCP.

no boot host auto-update

- -/BKNIOYEHO — —
no boot host auto-config BbIkNtoueHWe aBToMaTnuecKol KoHdurypaumm, 6asupytoweiica Ha
DHCP.
boot host auto-update BkatoyeHWe aBToMatuyeckoro obHosneHua MO, 6asumpytoweroca
Ha DHCP.
-/BKNOYEHO

BbikntoueHne aBTomatuyeckoro obHoeneHusa MO, 6asumpytowerocs
Ha DHCP.
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmnme Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnunua 63 — KomaHabl ynpaBneHus cuctemomn B pexkmme Privileged EXEC

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aelicmeue
no ymoan4yaHuro

show boot MPOCMOTP HAcTPOEK aBTOMATUYECKOro O6HOBAEHUA U KOHdUrypa-
umu.

Mpumep KoHpUrypaumm ISC DHCP Server:

option image-filename code 125 = {

unsigned integer 32, #enterprise-number. MmeHTudMKATOP NPOM3BOOUTENS, BCEerna pPaBeH
35265 (Eltex)

unsigned integer 8, #data-len. [imMHa BCeX HAHHHX ONUMM. PaBHa IJIMHE CTPOKM sub-—
option-data + 2.

unsigned integer 8, #sub-option-code. Kopm nomomnuuy, BCerma paBeH 1

unsigned integer 8, #sub-option-len. InuHa cTpoku sub-option-data

text #sub-option-data. Umsa TexcrToBOoTO Oarna, comepxamero uMs
obpaza IIO

}i

host mes2124-test {
hardware ethernet a8:f£9:4b:85:a2:00; #mac-agpec KoMMmyTaTopa

filename "mesXXX-test.cfg"; #uMa KOHOMI'ypaLMM KOMMyTaTopa
option image-filename 35265 18 1 16 "mesXXX-401l.ros"; #/MSI TEKCTOBOTO
banna, comepxamero mMsa obpaszsa 10
next-server 192.168.1.3; #IP-ampec TFTP cepsepa
fixed-address 192.168.1.36; #IP-agpec koMMyTaToOpa

5.8 HacTtpo#Ka cucteMHOro BpemeHm

/ Mo ymonuaHMI0O aBTOMaTUYECKUIA Nepexos Ha NeTHee BPeMsA OCYLLEeCTBAAETCA B COOTBeT-
cTBUM co cTaHAapTamu CLUA u EBponbl. B KoHdUrypauum moryTt 6biTb 3aaaHbl Nt06ble gata
1 Bpemsa ANna nepexoAa Ha ieTHee BpemMsa U o6paTHo.

KomaHOwbl pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeet cneayrowmii BuAa;
console#

Tabnnua 64 — KomaHabl HACTPOMKM CUCTEMHOIO BpemeHU B pexume Privileged EXEC

Komanda 3HaueHue/3Ha4yeHue Neiicmeue
Mo ymMmoa4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHas ycTaHOBKa CUCTEMHOrO BpPEMeHM (KoMaHAa [AOCTynHa
year mm: (0..59); TO/IbKO ANA NPUBUIETMPOBAHHOIO NOb30BaTeNs).
ss: (0..59); - hh —4acbl, MM — MWUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecsv,; year — roa.

month: (Jan..Dec);
year: (2000..2037)

show sntp configuration vrf_name:(1..32) Moka3sbiBaeT KoHdUrypauuio npotokona SNTP.
[ vrf {vrf_name | all}] CMMBO0OB - vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3aLUK.
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show sntp status
[ vrf {vrf_name | all}]

vrf_name:(1..32)
CMMBOJIOB

MNMoKa3biBaeT cTaTyc NnpoTokoaa SNTP.
- vrf_name — vma BUPTYanbHOM 061acTU MapLipyTnsaumm

show ntp

MoKa3bIBaeT TEKYLLLEE COCTOAHME U CTAaTUCTUKY CyKObI NTP.

show ntp status

lMoKasbiBaeT cTaTyc NPOTOKONA CUHXPOHM3aumn BpemeHn NTP no
ceTu.

show ntp associations [ vrf
vrf_name | all ]

MNokasbiBaeT MHPOPMALMIO O CoriacoBaHMM ycTpoictBa ¢ NTP-
cepBepamu U O4HOPaAHTOBbIMY Y3/1aMW.
- vrf_name — uma BupTyanbHol 061acT MapLIpyTU3aLNN.

show ntp statistics

MNoKa3blBaeT CTaTUCTUKY pa60TbI nNpoTOKOAa.

KomaHOobl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeeT cnepytowmii Bua;

console>

Tabnvua 65 — KomaHAapl HACTPOIMKM CUCTEMHOIO BpemeHu B pexknme EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show clock

show clock detail

MNoka3sbiBaeT cucTeMHOe Bpema n AaTy.

JonoaHutensHo 0T06pa)+(aeT napameTpbl 4aCcoBOro noAaca u nepe-
XO04a Ha neTHee Bpema.

KomaHObI pexcuma 2a06anab6HoU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexXume rnobanbHoM KOHOUTYpPaLMN MMEET CAeay LN BUA,

console (config) #

Tabanua 66 — CNMCOK KoMaHA, AN1A HAaCTPOMKN CUCTEMHOTO BPEMEHU B pPeXKMMme rnobanbHoM KoHOUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp |
browser}

-/BHELWHUA UCTOYHUNK
He ucnonb3yerca

Mcnonb3yeT BHEWHMWI UCTOYHMK A1 YCTaHOBKM CUCTEMHOIO Bpe-
MEHM.
B cnyuyae Ha3HaYeHUA UCTOYHUKOM ntp ycTpolicTeo Gyaer
V No YMO/IYaHMIO BbIMOJIHATb PONb ntp-cepsepa,
oTBeyYas Ha 3anpocbl KAUEHTOB.

33I'Ip€LLI,a€T MUCNO/Ib30BaHUE BHeELWHero UCTOYHUKa OANA YCTaHOBKU
CUCTEMHOIO BpeMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HEeT OMMCaHUA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBaET 3HaYeHMe YacoBOro nosca.

- zone — cnoBo, cpopmmpoBaHHOe 13 NepBbix BYKB cnoBOCOYETa-
HMA, KOTOPOE OHO 3aMeHseT (OnMcaHue 30HbI);

- hours-offset —4acoBoe cmelLleHne OTHOCUTENBHO HY/1IEBOTO Mepu-
amana UTGC;

- minutes-offset — MUHYTHOE CMeLLeHne OTHOCUTENbHO HY/EBOTrO
mepuamaHa UTC.

YcTaHaBAMBaeT 3HaYeHne o YMONAYaHUIO.

date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date

date year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month

zone: (1..4) cumsona/
HeT onmncaHua 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUH;

3agaeT Aaty M Bpema A8 aBTOMaTUYeCKoro nepexoda Ha seTtHee
Bpems 1 Bo3BpaTa o6paTHoO (418 onpeaeneHHoro roaa).

MepBbiM B KOMaHAE YKa3blBaeTcA OnmcaHue 30Hbl, BTOPbIM Bpems
ON1A Nepexoaa Ha nNeTHee BPpems U TPETbUM BpeMA AN BO3BpaTa.

- zone — cnoBo, copMMpOBaHHOE U3 NepBbiX BYKB CAOBOCOYETa-
HWA, KOTOPOE OHO 3aMeHAeT (onucaHue 30Hbl);

- date —uncno;

- month — mecsu;

- year —rop;

- hh —y4acbl, mm — MUHYTbI;

- offset — KOAMYECTBO MUHYT, 406aBAAEMBIX MPU Nepexoae Ha feT-
Hee Bpems.
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clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

Mo ymonyaHuio
nepexon, Ha neTHee
BpeMsA BbIK/OYeH

3apaeT Jaty M Bpema AN aBTOMATUYECKOro nepexoda Ha seTHee
BpPEMA 1 BO3BPaTa 06PaTHO B PEKMUME EXKErogHo.

- zone — cnoBo, chopmMMpoBaHHOE U3 NepBbiX BYKB ClOBOCOYETa-
HWA, KOTOPOE OHO 3aMeHsEeT (OnMcaHue 30Hbl);

- usa — yCTaHOBMTb NPaBW/Ia Nepexosa Ha JIeTHee Bpems, UCMO/b-
3yemble B CLLA (nepexop, BO BTOpOe BOCKpeceHbe MapTa, 0bpaTHO
B NepBoOe BOCKpeceHbe HoABpsA, B 2 Yaca yTpa N0 MecTHOMy Bpe-
MeHU);

- eu — yCTaHOBUTb NPaBu/Ia Nepexosa Ha IeTHee Bpems, UCMNO/b3y-
emble EBpocoto3om (nepexos B nmocnefgHee BOCKpeceHbe mMapTa,
06paTHO B NocnegHee BOCKpeceHbe OKTAbpa, B 1 yac yTpa no MpuH-
Buy);

- hh —y4acbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hegenw;

- month — mecau;

- offset — KonnuecTBo A06aBAAEMbIX MUHYT NPK NEpexone Ha NeT-
Hee Bpems.

OTK/OYaeT aBTOMATUYECKUIA nepexoj Ha NneTHee Bpema.

(1..4294967295);
Mo ymon4yaHuo

sntp authentication-key number: YcTaHaBAMBaeT K4 MPOBEPKU MNOAJMHHOCTM ANA NPOTOKONa
number md>5 value (1..4294967295); SNTP.
encrypted sntp value: (1..32) - number — Homep KAtoYa;
authentication-key number CMMBOJI0B; - value — 3HaYeHne KNou4a;
md5 value Mo ymonyaHuio - encrypted — 3a4aTb 3HaYeHWe KNtoYa B 3aWMdPOBAHHOM BUAE.
no sntp authentication-key npoBepka Ypaanaet KAy NnpoBepKu NOAANHHOCTU Ana npoTokona SNTP.
number noa/IMHHOCTN
OTK/ItOYEHA
sntp authenticate -/npoBepka TpebyeT NpoBepKy NOAANHHOCTM ANA NOAYYeHUA UHPopMaLum ot
NOA/IMHHOCTU He NTP-cepBepoB.
no sntp authenticate Tpebyetca YcTaHaBAUBaeT 3HaYeHMe Mo YMONYAHUIO.
sntp trusted-key key _number key_number: OcyuiecTBaseT NPOBEPKY NOAJMHHOCTU CUCTEMBI, OT KOTOPOM CUH-

XpOHU3unpyeTca c nomoupto SNTP no 3agaHHOMY Katouy.
- key_number — HoOMep K/toya.

no sntp anycast client enable

no sntp trusted-key npoBepKa YcTaHaBAMBAET 3HAaYEHME MO YMOMYAHMIO.
key_number noa/IMHHOCTKN
OTK/IlOYEHa
sntp broadcast client enable PaspewaeT paboTy wupokosewatenbHbix SNTP-KAnMeHTOB.
both | ipv4 | ipv6
{ | ipv4 | ip }, -/3anpelueHo
no sntp broadcast client YcTaHaBAWBAET 3HaYEHME MO YMONYAHMIO.
enable
sntp anycast client enable Paspewaet paboty SNTP-KiveHTam, MoAfepKMBAOLMM METOL
both | ipv4 | ipv6 ACCbIIKM MaKeToB, MO3BONAOWMI NOCbiNaTe AaHHble O6aMMKan-
{ | ipv4 | ipv6} /3anpetLieno p ,

LWemy YCTPOICTBY M3 rpynnbl NosyyaTeneu.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id}

no sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id}

gi_port: (1..8/0/1..48);

te_port: (1..32);
twe_port:
(1..8/0/1..120);

hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);

group: (1..128);
vlan_id (1..4094)
/3anpelyeHo

Paspewaet paboty SNTP-knneHTam, NoALEPKMBAIOLLMM METOZ,
paccbiIKM MAKeTOB, MO3BO/IAIOWMIMA MOCbINATL [AaHHble 6aunKai-
LWemy yCTPOMCTBY M3 rpynnbl Noay4YaTenen, a TakxkKe LMPOKoBeLLa-
TenbHbIM SNTP-K1MeHTam ans BbibpaHHOro nHTepdelica.

- noapobHoe onncaHue MHTepHENCcoB U3N0KEHO B pasaene «KoH-
durypaums nHtepoelicos».

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

sntp unicast client enable

-/3anpeLyeHo

PaspewaeTt paboTy ogHoaapecHbIXx SNTP-KAMeHTOB.
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no sntp unicast client enable

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.

sntp unicast client poll

no sntp unicast client poll

-/3anpelueHo

PaspelsaeT nocnenosaTeNbHbIN ONPOC 3aAaHHbIX O4HOAAPECHbIX
SNTP-cepBeposB.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

sntp server {ipv4_address |
ipv6_address |

ipv6_link local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

[ vrf vrf_name]

no sntp server {ipv4_address |
ipv6_address |

ipv6_link local_address%{vlan
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [ vrf vrf_name]

hostname: (1..158)
CUMBO/IOB;
keyid: (1..4294967295);
vrf_name: (1..32)
CMMBO/I0B

3agaet agpec SNTP-cepsepa.

- ipv4_address — |Pv4-agpec y3na ceTu;

- ipv6_address — IPv6-agpec y3na ceTv;

- ipv6z-address — IPv6z-appec y3na cetv ans ping.

dopmar agpeca ipv6_link_local_address%interface_name:
ipv6_link local_address — nokanbHbI IPV6 agpec KaHana;
interface_name —nma ncxopaiero nHtepdeiica 3agaerca B cie-
aytowem popmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — pomeHHOE UMA y3na ceTu;

- poll — BK/toyaeT onpoc;

- keyid — vaeHTUdUKaATOP KAtoYa;

- vrf_name — ums BUPTyanbHOM 061aCTM MapLUpyTU3aALNN.

YpaneHune cepsepa u3 cnucka NTP-cepsepos.

sntp source-interface

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | tunnel
tn_port | vlan

vlan_id | oob} [ vrf vif_name]

no sntp source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
vrf_name: (1..32)
CMMBOJI0B/BbIK/IIOYEHO

OnpegenseT IP-uHTepdeic cTouHUKa ana naketos NTP IPv4.

YcTaHaBAMBaEeT 3HAYEHWe Nno YMONYaHUIO.

sntp source-interface-ipvé

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group
| loopback loopback_id |
tunnel tn_port | vlan
vlan_id}

no sntp source-interface-
ipv6

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
/BbIKOYEHO

Onpegenset IPv6-uHTepdeinc uctouHmnKa ansa naketos NTP IPv6.

YcTaHaBAMBaeT 3HAYEHWe no YMONYaHUIO.

sntp source-port [udp_port]

no sntp source-port

udp_port: (1..65535)/
M0 YMONYaAHMIO
ucnonbsyetca
C/ly4aiHbIN NopT

YcraHasnausaeT SRC UDP-nopt gns naketos NTP.
Mpu ncnonbzosaHum UDP-nopToB u3 amanasoHa 1-1024
npeABapUTeNbHO HYXXHO y6eauTbCA, YTO AaHHbIU nopT
cBob60gEeH M He uconblyetca Apyrumu cepsucamu. Mopt
50000 sBnsetca pedontHbim pAna (PyHKUMOHana peer
detection ipaddr.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

clock dhcp timezone

no clock dhcp timezone

-/3anpelleHo

PaspelaeT nonyyeHme TakMX AaHHbIX KaK 4acoBOM NOAC U NieTHee
Bpems oT DHCP-cepsepa.

3anpeLaeT NoayvyeHMA TakMX AaHHbIX Kak YaCcoBOWM MOAC M NeTHee
Bpems oT DHCP-cepsepa.
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ntp {server | peer}
{ipv4_address | ipv6_address
| hostname } [ version version ]
[ vrf vrf_name ]

version: (1..4)/4
hostname: (1..158)
CUMBO/IOB;
vrf_name: (1..32)

3apaet agpec NTP-cepBepa UM 04HOPAHIOBOrO y3na.

- ipv4_address — IPv4-aapec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- hostname — foMeHHOE MMA y31a CeTH;

- version — onpezenseT BepCUIo NPOTOKoMA ntp;

- vrf_name — umsa BUPTyaNbHON 061aCcTN MapLupyTU3aLuun.

no ntp {server | peer} CMMBONOB
{ipv4_address | ipv6_address |

hostname } [ vrf vrf_name ]

Ypanset cepsep u3 cnucka NTP-cepsepos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

3anpoc KOMaHAHOM CTPOKK B pexume KOHPUrypauum nHtepdeiica MMeeT cieayowmn BUA,:

console (config-if)#

Tabnnua 67 — CNMCOK KOMaHA AN1A HACTPOWMKM CUCTEMHOTO BPEMEHMU B peXKMMe KOHPUTypaumm nHTepdelica

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aelicmeue

sntp client enable

-/3anpelueHo

Paspewaet paboty SNTP-KAMEHTY, KOTOPbIV NOAAEPKUBAET METOS,
PaCcCbIIKM MAKeTOB, MO3BONAIOWMIA NOCbIIATL AAaHHbIE YCTPOWUCTBY
6uKaiwemy 13 rpynnbl NoayyaTeen, a TakKe LMPOKOoBeLLaTe b-
HoMy SNTP-KnueHTy Ha HacTpamBaemom uHTepdeice (Ethernet,
port-channel, VLAN).

no sntp client enable

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

[pumepbl 8bINMOAHEHUS KOMAHO

OT0b6pasnTb CUCTEMHOE BPEMSA, AATY M AaHHbIE MO YacCOBOW 30HE:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009

Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:
Acronym is PDT
Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CMHXPOHU3aALUMN BPpEMEHMU 0To6pa)+<aeTc7-| C NnoMouWbo AONO/THUTE/ZIbHO CMMBO/1a

nepeg sHa4eHnem BpemeHu.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

MCI'IOﬂb3YI-OTCﬂ cnegywouimne ob03HayeHuA:

TOYKa (.) 03HauYaeT, YTo Bpems SOCTOBEPHO, HO HET CUHXPOHU3aLMK C cepBepom SNTP;
OTCYTCTBME CMMBO/A O3HAYaeT, YTO BPeMsA AOCTOBEPHO M CUHXPOHMU3ALMA eCcTb;
3Be304Ka (*) 03HavaeT, YTo BpeMA HeZ0CTOBEPHO.
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HELTEX

3agaTb AAaTY M BPEMA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32

console# clock set 13:32:00 7 Mar 2009
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HELTEX

OTobpasuTb cTaTyc NpoTokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum : 3
Status :up
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bbllle CUCTEMHOE BPEMA CUMHXPOHM3MpPOBaAHO oT cepeepa 10.10.10.1, nocneaHuii oTeeT
nonyyeH B 10:37:38, HecoBnageHmne CUCTEMHOIO BPEMEHM C BpemeHem Ha cepsepe coctasmno 1.04 c.

5.9 KoHo}urypauma BpemeHHbIX MHTEepBanoB time-range

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexume rnobasibHoM KoHbUrypaumm:
console (config) #

Tabauua 68 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
o ymMmon4aHuro
time-range time_name Co3gaHue time-range v BXO4 B PEXUM KOHOUrypaumum BpemMeHHbIX
time_name: MHTEepBanos.
(0..32) cumsona - time_name — nms npo¢una HacTpoek time-range.
no time-range time_name Y4anutb BpeMeHHOM HTepBan.
KomaHOwbI pexcuma KOHd)l,leVpaL(UU B8peMEeHHbIX UHmMmepeaos
console# configure
console (config)# time-range range name
console (config-time-range) #
Tabnnuya 69 — KomaHabl perknma KoHOUrypaLmMm BpeMeHHOro nHTepBeana
3HayeHue/3HavyeHue o
KomaHda / Aelicmeue
no ymon4aHuro
absolute {end | start} hh:mm hh: (0..23); 3agaTb Havyano U (MAKN) KoHel, BPeMeHHOro MHTepsana B ¢popmare:
date month year mm: (0..59); Yyac: MMHYTa AeHb MecsL, roa,.
no absolute {end | start} date: (1..31); Y8anuTtb BpemeHHOM nHTepBsan.
month: (jan..dec);
year: (2000..2097)
periodic list hh:mm to hh:mm hh: (0..23); 3a4aTb BpeMeHHOMW MHTepPBa B TEYEHUE OAHOTO U3 AHEW Heaenun unm
{all | weekday} mm: (0..59); Ka)KAoro AHA Heaenu.
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no periodic list hh:mm to
hh:mm {all | weekday}

weekday: (mon...sun)

YAanutb BpeMeHHOM MHTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3apaTb BpemeHHoﬁ WUHTEepPBan B TedeHne Heaenu.

YAanuTb BpeMeHHOM UHTepBa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet u Port-Channel

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMMe KOHPUrypaLmm nHTepdeiicos:

console (config-if) #

Tabanuya 70 — KomaHabl perknma KoHourypaumm nHtepdeincos Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHu
no ymon4aHuwo

e o
Aeiicmeue

operation time time_name

no operation time

time_name: (0..32)
cumBona

3apatb time-range, onpeaensaoWwmii BpeMeHHOW UHTepBas, B KOTO-
pom uHTepodeic byaet HaxoamTca B coctosHum Up.
- time_name — nmsa npoduna HacTpoek time-range.

Y4anuTb BpeMeHHOM MHTepBa.

5.10 KoHpurypauua uHrepoeicos u VLAN

5.10.1 NMapamempeol Ethernet-uHnmepdpelicos, Port-Channel u Loopback-

uHmepaeilicos

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | fourhundredgigabitethernet fo port | oob | port-channel group |
range (..} | loopback loopback id }

console (config-if) #

[aHHbIA pexnm JOCTyneH U3 pexkMma KoHOUrypaumm 1 npefHasHavyeH Aaa 3afaHuA NapameTpos
KOHdUrypaumm uHTepdeiica (nopta KommyTaTtopa WAM Tpynnbl MOPTOB, paboTalowux B peume
pasaeneHus Harpysku) ninbo gnanasoHa nHTepdencos.

Bbibop nHTepdeica ocyLLecTBASETCA NPU NOMOLLM KOMaHA M3 Tabanubl HUXKeE.

Tabauua 71 — KomaHabl Bbibopa MHTepdeica Ana KOMMYTaTopOB

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

[nsa HacTpolikm 1G-uHTepdeicos.

interface tengigabitethernet te_port

[na HacTponkn 10G-nHTepdelicos.

interface twentyfivegigabitethernet twe_port

[na HacTponkn 25G-nHTepdelicos.

interface hundredgigabitethernet hu_port

[na HacTpoikun 100G-mHTepdencos.

interface fourhundredgigabitethernet fo_port

[nsa HacTpolikm 400G-uHTepdelicos.

interface port-channel group

[lns HaCTPOWKM rpynn KaHaaoB.

interface oob

[na HacTpoiKku uHTepdelica ynpasneHuns (MHTepdeic ynpasaeHus
NPUCYTCTBYET HE Ha BCEX KOMMYTaTOpax).

interface loopback loopback_id

[lna HacTpoIKM BUPTyanbHbIX MHTepbeincos.
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A ELTEX

roe:

—  group —nopsAKoBbI HOMep rpynnbl, obliee KonmMyecTso cornacHo Tabanue 10 (cTpoKa «Arperaums
KaHanos (LAG)»);

— gi_port—nopaaKosbiit Homep 1G-nHTepdeliica, 3agaerca 8 suae: 1..8/0/1..48;

— te_port — nopagKosbli Homep 10G-nHTepdeliica, 3agaetca B suae: 1..8/0/1..48;

— twe_port — nopaaKosbliit Homep 25G-nHTepdeiica, 3agaetca 8 snge: 1..8/0/1..120;

—  hu_port — nopaakosbii Homep 100G-nHTepdeiica, 3apaetca B8 suae: 1..8/0/1..32;

— fo_port — nopaakoBsbiii Homep 400G-uHTepdeiica, 3agaetca B Buae: 1..8/0/1..32;

— loopback_id — nopaakoBblit HOMep BUPTYaabHOro MHTepdeiica, obliee KOMYECTBO COrNacHo Tab-
nvue 10 (ctpoka «Konnyectso BupTyanbHbix Loopback-uHtepdeicos»).

3anucb nHtepdeiica

1..8/0/1..N

HOMEp YCTPOMCTBA B CTEKE HOoMep c/ioTa Homep uHTepdelica

KomaHapl, BBeAeHHble B pexkume KoHpurypaumm uHtepdelica, NPUMEHSIOTCA K BblOpaHHOMY
nHTepdelicy.

HuKe npuBeaeHbl KOMaHAbl ANA BXOAA B PEXKMM HacTpoWKku gecatoro Ethernet-uHtepdeiica nep-
BOTO YCTPOWCTBA B CTEKE M BXO43 B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface hundredgigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface port-channel I

console (config-if) #

Bbibop gManasoHa nHTepdencoB ocyLLecTBAAETCA NPU MOMOLLM KOMaHA,:

interface range gigabitethernet portlist — pna HacTpoku pAuanasoHa gigabitethernet-
UHTepoelicos;

— interface range tengigabitethernet portlist — gns HacTpolikum amanasoHa tengigabitethernet-
nHTepdelicos;

— interface range twentyfivegigabitethernet portlist — pns HacTpoliku ananasoHa twentyfivegiga-
bitethernet-untepdeliicos;

— interface range hundredgigabitethernet portlist — gna HacTpolikm pguanasoHa hundredgiga-
bitethernet-untepdeliicos;

— interface range fourhundredgigabitethernet portlist — pna HacTpoikn gnanasoHa fourhundredgi-
gabitethernet-uHtepdeicos;

— interface range port-channel grouplist — nnsa HacTpoKK gmuanasoHa rpynn NopToB..
KomaHzbl, BBeAeHHble B JAHHOM peXkume, NPUMEHAOTCA K BbIDpaHHOMY AnanasoHy UHTepdencos.

HuKe npuBeaeHbl KOMaHAbl ANA BXOAA B PEKMM HACTPOMKM AnanasoHa Ethernet-uHtepdelicos ¢ 1
no 10 Bcex rpynn NopTos.
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HELTEX

console# configure
console (config) # interface range gigabitethernet 1/0/1-10
console (config-if)#

console# configure
console (config)# interface range tengigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config)# interface range twentyfivegigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config)# interface range hundredgigabitethernet 1/0/1-10
console (config-if)#

console# configure
console (config) # interface range fourhundredgigabitethernet 1,/0/1-10
console (config-if)#

console# configure

console (config) # interface range port-channel 1-10
console (config-if) #

Tabnunua 72 — KomaHapl pexknma KoHourypaumm nHtepdencos Ethernet n Port-Channel

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymon4aHuio
shutdown BblknounTb  KoHdUrypmupyembii  uHtepdelic (Ethernet, port-
-/BKNIIOYEH channel)
no shutdown BkAtounTb KOHOUIYypUpyembli MHTepdeNic.
description descr descr: (1..64) [ob6aeutb onucaHue nHtepdelica (Ethernet, port-channel).
no description CMMBO/IOB/HeT .
onucanms Ypanutb onucaHue nHtepdeiica.
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepesaun aaHHbIx (Ethernet).
no speed 10000) YCTaHOBUTb 3HaYEHME MO YMONYAHMUIO.
duplex mode 3afaTb pexum aynnekca uHTepoelica (NnosHoAyneKcHoe coeau-
mode: (full, half)/full HeHue, NnonyaynaekcHoe coeguHenune, Ethernet).
no duplex YCTaHOBWTb 3HaYeHME N0 YMOYAHUIO.
negotiation [cap1 BK/touaeT aBTOCOr1acoBaHMeE A/ CKOPOCTU U AynaeKca Ha HacTpa-
[cap2...cap5]] nBaeMom uHTepoerice. MoXKHO yKasaTb onpeaeneHHble COBMeCcTu-
cap: (10f, 10h, 100f, MOCTM NapameTpa aBTOCOI/1aCOBaHMA, €C/IM NAapPaMeTPbl He 3a4aHbl,
100h, 1000f, 10000f) TO NnoaAaepXunBatoTca Bce coemectumocTy (Ethernet, port-channel).
no negotiation BbIKNtoYaeT aBTOCOrNacoBaHWe [ANA CKOPOCTM WM Aynsiekca Ha
HacTpanBaemom MHTepodeiice
negotiation bypass PexxMm ycTaHoBNeHMA cBA3M B 06Xx0f npoueaypbl aBToCOrna-
COBAHMA, CW NapTHep Ha BCTPEYHON CTOPOHEe He OTBevyaeT Co
CTaHZAPTHbIM TaMayToOM npouecca aBTocornacosaHusa (negoti-
| ation timeout long).
negotiation bypass forced /long PeXXnm ycTaHOB/NEeHMA cBA3W B 06Xxo4 npoueaypbl aBTocorna-
COBAHMWA, €C/IM MapTHep Ha BCTPEYHOWN CTOpPOHe He OTBevyaeT C
MWHUMANbHBIM TaliMayTOM MpoLLEecca aBTOCOrnacoBaHuA (negoti-
ation timeout short).
flowcontrol mode 3apaTb pexum ynpasneHua notokom flowcontrol (BkatounTsb, OT-
KNOYUTb UK aBTOCOrNacoBaHue). ABTocornacosaHue flowcontrol
mode: (on, off, paboTaeT TO/MbKO B C/yyae, €C/IM PEeXUM aBTOCOI/IacOBaHMUSA
auto)/off negotiation BKk/iOYeH Ha HacTpamMBaemom MHTepdeiice (Ethernet,
port-channel).
no flowcontrol OTKNIIOYNTD PEXUM YNPABAEHMA NOTOKOM.
back-pressure BkAtoyaeT ¢yHKUMIO «0BpPaTHOro AaB/eHMUA» Ha HAaCTpauBaeMoM
nHtepoeiice (Ethernet).
-/BblKIOYEH
no back-pressure BbIKkntoYaeT pyHKLUMIO «0BPATHOrO AaBNEHMAY HA HACTPaMBaeMOM
nHTEpoelice.
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HELTEX

load-average period

no load-average

period: (5..300)/15

YCTaHOBWTb Nepuos, B TeYeHUe KOTOPOro cobupaeTcs CTaTUCTUKA O
Harpyske Ha uHTepodeiice.

YCTaHOBUTb 3HAYeHne no YMOI4aHUIO.

unidirectional send-only

no undirectional

-/BbIK/IIOYEHO

BK/ItOYaeT NOpPT, OCHALLEHHbIN ABYHaNpaB/ieHHbIMM Nemonepe-
AaT4MKaMK, B PEXUM OQHOHANPaBAEHHOW nepeaayn.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

hardware profile portmode
{1x100g | 4x25g}

-/1x100g

MNepekntounTb pexkum nHTepoeincos HG.
/1 Hactpoiika npumensetcsa nocne coxpaHeHUs KoHdUrypa-
LM U NepesarpysKu ycTpoiicrTea.

V NoppepxkuBaerca  pabota ¢
100G-4x25g n 40G-4x10g.

breakout-kabenamu

feccl74

fec cl91

-/BbIKNIOYEH

BK/OUMTL pexkMm MNpsMOoi KoppeKuun owmnbok cl74 Ha uHTep-
delice 25G.

BKAOUNTL PEXUM NPAMOIN KOppeKkuumn owmnbok cl91 Ha wuHTep-
delice 25G.

fec off

OTKNIOUUTD PEXKMM NPSMOI KOPPEKLMU OLLINBOK.

speed mode

no speed

mode: (10, 100, 1000,
10000, 25000, 40000,
100000)

3a4aTb CKOPOCTb Nepeaaun gaHHbix (Ethernet).
[ocTynHOCTb KOHPUTYPUPOBAHUA CKOPOCTHBIX PEXXUMOB
33aBUCUT OT TMNa UHTepdelica ycTpoiicTBa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

%

Ha MES5400-24 B pexxume paciwiensieHna moryt paborartb 100G-uHtepdeitcbi HG3-HGS6.
Ha uHTtepdeiicax HG1, HG2 aaHHbI pexxum He noaaep)kuBaerca. Ha MES5400-24 rev.B

noAaAep:KKa pacwenneHuns ectb Ha Bcex 100G-uHtepdeiicax.

%

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Ha MES5500-32 B pexxume paclyensieHusa gocrynHo makcumym 30 100G-uHtepdeiicos.

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 73 — KomaHabl perkmma obLmx Hactpoek nHtepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port jumbo-frame

Pa3pelwaeTt KommyTaTopy paboTaTh € Kagpamu 60NbLIOTO pasmepa.
V 3HaueHue maximum transmission unit (MTU) no ymonua-
Huio 1500 6aiiT.

Hactpoiika BCTynuT B cMNy TONbKO Mocne nepesarpysku
-/3anpelueHo V .
ycTpoliicTBa.
3HaueHne maximum transmission unit (MTU) npu
V HacTpoiike port jumbo-frame 10240 6aiiT.

no port jumbo-frame 3anpelaeT KommyTaTopy paboTaThb ¢ Kagpamu 6obLIOrO pasmepa.
errdisable recovery cause {all | BKNOUNTL aBTOMATUYECKYIO aKTUBALMIO MHTEpdelica nocne ero oT-
loopack-detection | KHOYEHUS B CIeAYOLWMX CAyYanX:
port-security | - loopback-detection — 06HapykeHue netens;
dotlx-src-address | acl-deny | - port-security — HapylweHue 6e3onacHocTu gaa port security;
stp-bpdu-guard | - dotl1x-src-address — HenpoxoaeHue ayTeHTUPUKaLUUM, OCHOBAH-
stp-loopback-guard | udid | HoW Ha MAC-agpecax nosib3oBaTtenei;
storm-control | link-flapping | - acl-deny — HecooTBeTcTBME cnnckam gocTtyna (ACL);
evpn-core-tracking} -/3anpeLyeHo - stp-bpdu-guard — aktnBaumsa 3awmtel BPDU Guard (nepegaya He-

CaHKLUMOHMPOBaHHOro naketa BPDU yepes nHTepdeiic);

- stp-loopback-guard — o6HapyxeHune netenb npotokonom STP;

- udld — akTuBauwms 3awmTbl UDLD;

- storm-control — 3awwmTa OT «WTOPMa» ANA PA3NNYHOTO TpaduKa;
- link-flapping — dnannuHr nuHKa;

- evpn-core-tracking — mexaHM3m 3awWMTbl OT U30AALMKM AApa B
EVPN.
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no errdisable recovery cause
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping |
evpn-core-tracking}

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

errdisable recovery interval
seconds

no errdisable recovery interval

seconds:
(30..86400)/300 cekyHa,

YCTaHOBWUTb BPEMEHHOW MHTepBaa ANA aBTOMATUYECKOro NOBTOp-
HOTO BKAlOYEHUA NHTepdelica.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

snmp trap link-status

no snmp trap link-status

-/BKIOYEHO

BkntouaeT otnpaBky SNMP trap-coobuweHuii 0 COCTOAHUM UHTEp-
deNncHbIX IMHKOB.

OTkntoyaeT otTnpaBky SNMP trap-coobuieHnin.

default interface [range] {ip
ip_address | oob |
gigabitethernet gi_port |
TenGigabitEthernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | Port-Channel group |
Loopback loopback _id | Vlan
vlan_id}

ip_address: A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek UHTepdelica am rpynnbl MHTepdencos Ha 3Have-
HWA, YCTaHOBJ/IEHHbIE MO YMONYAHWIO.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KomaHAHON CTPOKM B pexxunme EXEC:

console#

Tabnunua 74 — KomaHab pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

clear counters

C6poc CTaTUCTUKM AnA Bcex MHTepdencos.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Cbpoc cTaTUCTUKK Ana nHTepdeiica.

set interface active {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

AKTMBMPYET NOPT MAW TPYNny MOPTOB, BbIKAOYEHHbIX KOMaHAO0M
shutdown.
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show interfaces configuration
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKa3aTb KOHGUTYpaLMIO MHTEPdENCOB.

show interfaces status

MokasaTb cocToAHUE BCex MHTepdencos.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MokasaTb cocTosHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

MoKasaTb NapameTpbl aBTOCOrNAcoBaHMA, 06bABAEHHbIE AA BCEX
NHTepdelicos.

show interfaces advertise
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

[oka3aTb napameTpbl aBTOCOr/1acoOBaHMA, 06bABNEHHbIE ana

Ethernet-nopta, rpynnbl NopTos..

show interfaces description

MoKa3aTb onMcaHnA Bcex HTepdelicos.

show interfaces description
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MokasaTb onucaHue Ethernet-nopta, rpynnbl NopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY A5 BCEX UHTepdelicoB.

show interfaces counters
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKa3aTb CTaTUCTUKY A4NA UHTepdeiica.

show interfaces utilization

MoKa3aTb CTaTUCTUKY NO HarpysKe A/ Bcex UHTepdeicos.

show interfaces utilization {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Moka3aTb CTaTUCTMKY MO Harpyske ansa Ethernet-untepdeiica.
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show interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CBOAHYH MHOOPMALLMIO O COCTOAHUM, HAaCTPOMKe U CTaTU-
CTUKe nopTa.

show ports jumbo-frame

MokasaTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM NMOBTOPHOM aKTUBaLMK
nopra.

show errdisable interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb NPUYMHY OTKIIOYEHWA MOPTa, rPynMbl NOPTOB U COCTOA-
HWe aBTOMaTUYECKOM aKTUBALLMM.

show hardware profile
portmode

MoKasaTb peum paboTbl POAUTENLCKOTO MHTEpdeica U Homepa
NOpPTOB, Ha KOTOPbIE POAMUTENLCKUI MHTEPOEIC pacLLensieH.

show interfaces fec {
gigabitethernet gi_port

| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port '}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MoKaszaTb peXkmMm u cTaTyc paboTbl NPAMOM KOPPEKLUMN OLIMOOK Ha
nHTepdelice.

[pumepbl 8b1M0MHEHUS KOMAHO

MoKa3aTb cocToOAHME UHTEpPdEICOoB:

console# show interfaces status

Flow Link Back Mdix
Port Type Duplex Speed Neg ctrl State Pressure Mode
Port Mode
tel/0/3 10G-Fiber Full 1000 Disabled Off Up Disabled Off
Access
tel/0/4 10G-Fiber -- -- - -- Down - --
Access
tel/0/5 10G-Fiber -- -- - -- Down - --
Access
tel/0/6 10G-Fiber -- -- - -- Down - --
Access
tel/0/7 10G-Fiber -- -- -- -- Down -= -=
Access
tel/0/8 10G-Fiber -- -- -- -- Down -= -=
Access
tel/0/9 10G-Fiber -- -- -- -- Down -= -=
Access
tel/0/10 10G-Fiber -- -- -- -- Down -= -=
Access
tel/0/11 10G-Fiber -- -- -- -- Down -= -=
Access
tel/0/12 10G-Fiber -- -- -- -- Down -= -=
Access

Flow Link

Ch Type Duplex Speed Neg control State

158 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

Pol -= -= -= -= -= Not Present
Po2 - - - - -- Not Present
Po3 - - - - -— Not Present
Po4d -= -= -= -= -= Not Present
Pob5 -= - - - -= Not Present
Po6 — - - -— -= Not Present
Po7 -= - - - -= Not Present
Po8 — - - -— -= Not Present
Po9 - - - - -— Not Present
Pol0 — - - -— -= Not Present
Poll - - - - -— Not Present
Pol2 — - - -— -= Not Present
Pol3 - - - - -— Not Present
Pol4d — - - -— -= Not Present
Polb -= - - - -= Not Present
Pol6 — - - -— -= Not Present
Pol7 _— - - -— -= Not Present
Pol8 — - - -— -= Not Present
Pol9 - - - - -— Not Present
Po20 — - - -— -= Not Present
Po21 - - - - -— Not Present
Po22 —— - - -— -= Not Present
Po23 - -- -- - - Not Present
Po24 —— - - -— -= Not Present
Po25 —— - - -— -= Not Present
Po26 - -- -- - - Not Present
Po27 —— - - -— -= Not Present
Po28 - -- -- - - Not Present
Po29 —— - - -— -= Not Present
Po30 - -- -- - - Not Present
Po31 -= -= -= -= -= Not Present
Po32 - -- -- - - Not Present
Link
Oob Type Duplex Speed Neg State
oob 1G-Copper - - -= Down

lNMoKa3aTb NnapameTpbl aBTOCOr/1aCOBAHMUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/3 10G-Fiber Disabled -- -
tel/0/4 10G-Fiber Disabled -- -
tel/0/5 10G-Fiber Disabled -- --
tel/0/6 10G-Fiber Disabled -- -
tel/0/7 10G-Fiber Disabled -- -=
tel/0/8 10G-Fiber Disabled -- -
tel/0/9 10G-Fiber Disabled -- --
tel/0/10 10G-Fiber Disabled -- -
tel/0/11 10G-Fiber Disabled -= --
tel/0/12 10G-Fiber Disabled -- -
Ch Type Neg Preferred Operational Link Advertisement
Pol Unknown Enabled Slave -=
Po2 Unknown Enabled Slave -
Po3 Unknown Enabled Slave -=
Po4d Unknown Enabled Slave -
Pob Unknown Enabled Slave -=
Po6 Unknown Enabled Slave -
Po7 Unknown Enabled Slave -=
Po8 Unknown Enabled Slave -
Po9 Unknown Enabled Slave --
Pol0 Unknown Enabled Slave -
Poll Unknown Enabled Slave -=
Pol2 Unknown Enabled Slave -=

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32

159




HELTEX

Pol3 Unknown Enabled Slave -
Pol4 Unknown Enabled Slave -
Pol5 Unknown Enabled Slave -
Poléb Unknown Enabled Slave -=
Pol7 Unknown Enabled Slave -=
Pol8 Unknown Enabled Slave -=
Pol9 Unknown Enabled Slave -
Po20 Unknown Enabled Slave -=
Po21 Unknown Enabled Slave -
Po22 Unknown Enabled Slave -=
Po23 Unknown Enabled Slave -
Po24 Unknown Enabled Slave -=
Po25 Unknown Enabled Slave -
Po26 Unknown Enabled Slave -=
Po27 Unknown Enabled Slave -
Po28 Unknown Enabled Slave -=
Po29 Unknown Enabled Slave -
Po30 Unknown Enabled Slave -=
Po31 Unknown Enabled Slave -
Po32 Unknown Enabled Slave -=
Oob Type Neg Operational Link Advertisement
oob 1G- Enabled -

MNMoKasaTb CTaTUCTUKY MO UHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

0O0B InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

MoKa3aTb CTaTUCTUKY MO rpynne KaHanos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
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Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

MoKas3aTb HacTpolKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset
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MokasaTb pexxnm paboTbl poaUTENBCKOrO MHTEpdEeca U HoMepa NOPTOB, HA KOTOPbIE POAUTENLCKUIA UH-
Tepdelic pacwenneH:

console# show hardware profile portmode

Interface Port Mode after reset Port Mode Expanded interfaces
hul/0/1 4x25G 4x25G twel/0/1-4
hul/0/2 4x25G 4x25G twel/0/5-8
hul/0/3 1x100G 1x100G twel/0/9-12
hul/0/4 1x100G 1x100G twel/0/13-16
hul/0/5 1x100G 1x100G twel/0/17-20
hul/0/6 1x100G 1x100G twel/0/21-24
hu2/0/1 4x25G 1x100G twe2/0/1-4
hu2/0/2 1x100G 1x100G twe2/0/5-8
hu2/0/3 1x100G 1x100G twe2/0/9-12
hu2/0/4 1x100G 1x100G twe2/0/13-16
hu2/0/5 1x100G 1x100G twe2/0/17-20
hu2/0/6 1x100G 1x100G twe2/0/21-24
hu3/0/1 1x100G 1x100G twe3/0/1-4
hu3/0/2 1x100G 1x100G twe3/0/5-8
hu3/0/3 1x100G 1x100G twe3/0/9-12
hu3/0/4 1x100G 1x100G twe3/0/13-16
hu3/0/5 1x100G 1x100G twe3/0/17-20
hu3/0/6 1x100G 1x100G twe3/0/21-24
hu4/0/1 1x100G 1x100G twed/0/1-4
hu4/0/2 1x100G 1x100G twed/0/5-8
hu4/0/3 1x100G 1x100G twed/0/9-12
hu4/0/4 1x100G 1x100G twed/0/13-16
hu4/0/5 1x100G 1x100G twed/0/17-20
hu4/0/6 1x100G 1x100G twed/0/21-24
hu5/0/1 1x100G 1x100G twe5/0/1-4
hu5/0/2 1x100G 1x100G twe5/0/5-8
hu5/0/3 1x100G 1x100G twe5/0/9-12
hu5/0/4 1x100G 1x100G twe5/0/13-16
hu5/0/5 1x100G 1x100G twe5/0/17-20
hu5/0/6 1x100G 1x100G twe5/0/21-24
hué6/0/1 1x100G 1x100G twe6/0/1-4
hué6/0/2 1x100G 1x100G twe6/0/5-8
hué6/0/3 1x100G 1x100G twe6/0/9-12
hu6/0/4 1x100G 1x100G twe6/0/13-16
hu6/0/5 1x100G 1x100G twe6/0/17-20
hu6/0/6 1x100G 1x100G twe6/0/21-24
hu7/0/1 1x100G 1x100G twe7/0/1-4
hu7/0/2 1x100G 1x100G twe7/0/5-8
hu7/0/3 1x100G 1x100G twe7/0/9-12
hu7/0/4 1x100G 1x100G twe7/0/13-16
hu7/0/5 1x100G 1x100G twe7/0/17-20
hu7/0/6 1x100G 1x100G twe7/0/21-24
hu8/0/1 1x100G 1x100G twe8/0/1-4
hu8/0/2 1x100G 1x100G twe8/0/5-8
hu8/0/3 1x100G 1x100G twe8/0/9-12
hu8/0/4 1x100G 1x100G twe8/0/13-16
hu8/0/5 1x100G 1x100G twe8/0/17-20
hu8/0/6 1x100G 1x100G twe8/0/21-24
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Tabnuua 75 — OnucaHMe cHeTYMKOB

Cuemyuk OnucaHue
InOctets Konnuectso NnpuHATbIX 6aliToB.
InUcastPkts Konnyectso NPUHATBLIX 04HOAAPECHbIX NAKeTOB.
InMcastPkts Konnyectso NPUHATLIX MHOFOaApeCcHbIX NaKeToB.
InBcastPkts Konnyectso NPUMHATBIX WWMPOKOBeELLATeNbHbIX NAaKeTOB.
OutOctets Konnuectso nepeaaHHbIX 6aiToB.
OutUcastPkts Konunyectso nepefaHHbIX O4HO3APECHbIX MAKETOB.
OutMcastPkts Konnuyectso nepefaHHbIX MHOTOaApeCHbIX MaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX LWUMPOKOBELLLATe/IbHbIX MAaKeToB.

Alignment Errors

KonnyectBo NpMHATLIX KaAPOB C HAPYLUEHHOM LeNOCTHOCTLIO (C KoAMYecTBoOM HalT He
COOTBETCTBYIOLMM AJIMHE) U He NpOoLIeAWnX NPOBEPKY KOHTPOIbHOM cymmbl (FCS).

FCS Errors

KonmuecTBo NPMHATLIX KaapoB C KOAMYECTBOM 6aiT, COOTBETCTBYIOWMM ANNHE, HO He
npoweaLwmx NpoBepKy KOHTPOAbHOM cymmbl (FCS).

Single Collision Frames

Konnyectso KaZpoBs, BOBNEYEHHbIX B €AMHUYHYIO KOIM3MIO, HO BNOC/IeACTBMMN nepe-
AaHHbIX yCneLwHOo.

Multiple Collision Frames

Konnyectso Kagpos, BOB/IEYEHHbIX 6onee yem B OA4HY KONTNU3UK, HO BNocaeacTBun ne-
pPenaHHbIX yCnewHo.

Deferred Transmissions

Konnyectso Kagpos, 4NA KOTOPbIX NepBas NonNbITKa nepegadn oTA0XeHa U3-3a 3aHATO-
CTU cpegbl nepenayu.

Late Collisions

Konunyectso cnyyaes, Korga Konamsus 3adUMKCMPOBAHA NOC/Ie TOTo, KaK B KaHas CBA3M
yKe 6blnn nepegaHbl nepeble 64 6aiiT (slotTime) nakera.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bbilan nepenaHbl N3-3a M36bITOYHOrO KOIMYECTBA KO-
NN3nN.

Carrier Sense Errors

Konnuyectso C/ly4aes, Korga CoCtoAHMe KOHTPOAA Hecyu.|,e17| 6b110 noTepAHo, nmbo He
YTBEPXKAEHO MPU NOMbITKE Nepeaadun Kagpa.

Oversize Packets

Konnyectso NpMHATLIX NaKeTOB, pa3mep KOTOPbIX NMPEeBbILLAeT MaKCUMasbHbI paspe-
LUEHHbIN pasmep Kagpa.

Internal MAC Rx Errors

Konnuectso KagpoBs, KOTOpble He BblN NPUHATLI YCNELWHO U3-3a BHYTPEHHEN oWwnbKM
npuema Ha yposHe MAC.

Symbol Errors

[na nHtepdeiica, pabotatowero B pexkume 100 M6/c — KOAMYECTBO CyYaes, Koraa
MMesICA HeAOMYCTUMbIV CUMBOA AaHHBIX, B TO BPEMS KaK NpaBu/bHasa HecyLllan bbina
npeacrasieHa.

Onsa nutepdeiica, paboTatowero 8 nosyayniekcHom pexmume 1000 M6/c — Konnyectso
C/lyyaeB, KOraa cpeacTBa NPUMEMa 3aHATbI B TeUeHUe BpeEMEHU, PaBHOMY UK Bonbluemy
yem pasmep csoTa (slotTime), n B Te4eHME KOTOPOrO MMENIOCb XOTA 6bl 0AHO CObbITHE,
KoTopoe 3actaBnseT PHY BbigaBaTh OWMBKY NnpMema AaHHbix (Data reception error) nam
owunbKy Hecyuiel (Carrier extend error) Ha GMIL.

[na vHuTepodeiica, paboTatoLiero B NoJHOM AynaeKcHOM pexxume 1000 M6/c — Konnye-
CTBO C/ly4aeB, KOr4a cpeacTsa NpUema 3aHATbl B TeYeHUE BPEMEHU, PAaBHOMY UK 60/1b-
Lemy 4eM MUHUMAbHBIN pasmep Kagpa (minFrameSize), n B Te4yeHMe KOoToporo nme-
Nocb X0TA 6bl 04HO CObbITME, KOTOpOoe 3acTasnseT PHY BbiaaBaTe oWMBKY npuema AaH-
HbIx (Data reception error) Ha GMII.

Received Pause Frames

Konnyectso npuHATbIX ynpasaarowmx MAC-Kkagpos ¢ Kogom onepaumm PAUSE.

Transmitted Pause
Frames

Konnuyectso nepepaHHbIx ynpasaawowmx MAC-kagpos ¢ Kogom onepaumn PAUSE.
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5.10.2 Hacmpoiika VLAN u pexcumos kommymauyuu uHmepdgelicos

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHo KoHPUrypaumu:
console (config) #

Tabnnua 76 — KomaHabl perknma rnobanbHom KoHGUrypauum

KomaHda 3Hauenue/3nave- Aelicmeue
HuUe no ymosa4YaHurw
vlan database - MNepeiitn B pexxum KoHdurypaumm VLAN.
vlan prohibit-internal-usage - add — go6aBuTb yKkasaHHble VLAN ID B nepeyeHb 3anpeLLeHHbIX
{add VLANIist | remove ONA BHYTPEHHEro UCno/ib30BaHus;
VLANIist | except VLANIist | - remove — yaanuTb yKasaHHble VLAN ID 13 nepeyHsa 3anpelyeH-
none} HbIX A/19 BHYTPEHHEro UCMO0/Ib30BaHuUs;

- except — 06aBUTb B NepeyeHb 3anpeLleHHbIX A58 BHYTPEHHEro
ncnonb3osaHma sce VLAN ID, 33 MCKAKOYEHMEM YKa3aHHbIX B Kade-
CTBE MapameTpa;

- none —ouncTuTb NepeyeHb VLAN ID, 3anpelueHHbIX 418 BHYTPEH-
HEero Ucnosib3oBaHmA.

VLANIist: (2..4094)

vlan mode {basic | tr101} BKN11OYUTL BO3MOKHOCTb A06aBneHnsa Ha GU3MYECKOM MHTEp-

/basic delice B pexxmme customer cpasy AByx naeHTndurkatopos VLAN.
vlan tr101 map inner-vlan CHATb Ha ¢u3MYecKom UHTepdelice cpasy 2 uaeHTUPMKaATopa
¢_vlan_id interface { giga- VLAN (B pexkume customer), 6asupyroacb Kak Ha s_vlan_id, Tak u
bitethernet gi_port | tengi- Ha c_vlan_id. Mpu sToM geicTBre BbINOAHAETCA TO/IbKO ANA Tpa-
gabitethernet te_port | duKa, nayuero ¢ nHTepdelica, ykasaHHOro B JaHHOW HacTPOWMKe.
port-channel group} - c_vlan_id — ngeHTMdMKaLMOHHbIN HOMep BHYTpeHHen VLAN.

- interface — cnucok uHTepodeicos, K Bxogawemy Tpaduky KoTo-
pbIX BO3MOXHO NPUMEHEHWE AAaHHOIO Npasuna. JuanasoH Home-

c_vlan_id: (1..4094); pOB MHTePHENCOB MOXKHO 334aTb NepeyncieHmem Yepes 3anaTyto

gi_port: WA YKa3aTb HaYa/bHOE M KOHEYHOEe 3HaYeHWs AManasoHa Yepes
(1..t8/0/1..t4s), nene,

e_port: [ns paboTbl AAHHOM KOMaHAbI HEOBXOAMMA HACTPOIKa
(1..8/0/1..4);

pexkuma «vlan mode tr101».
group: (1..123)
V NoapepaHo ana cepuii MES2300-xx/MES3300-xx.

no vlan tr101 map inner- Ypanutb npasunio.
vlan c_vlan_id interface

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

KomaHObI pexcuma KoHguaypauuu VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHdurypaumm VLAN:

console# configure
console (config)# wvlan database
console (config-vlan) #

[aHHbIN peXxum AOCTYMNeH U3 pexxnma rnobanbHoM KOHPUrypauumn u npegHasHavyeH ana 3agaHua
napameTpos KoHourypaumm VLAN.
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Tabnuua 77 — KomaHapl pexxmma KoHourypaumnm VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

[No6aeutb VLAN nan Heckosibko VLAN.

Ypanutb VLAN naun Heckonbko VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb NPOTOKO/ K rpynne MpOTOKO/I0B, acCOLMMPOBAHHbIX
BMecTe.

YpanuTb NpuBAsky.
*- Homep nNpoToKona (16 6umT).

map mac mac_address {host |
mask} macs-group group

Mpusasate MAC-agpec nan auanasoH MAC-agpecoB no macke K
rpynne MAC-aapecos.

no map subnet ip_address
mask

group: (1..2147483647)

mask: (9..48)
no map mac mac_address YAanuTb NpuBAsKy.
{host | mask}
map subnet ip_address mask MpusasaTtb IP-agpec nan ananasoH IP-agpecos no macke K rpynne
subnets-group grou, IP-agpecos.
grouip grodp mask: (1..32); AP

YAanuTb NpuBA3sKy.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdurypaumm nutepdeinca VLAN:

console# configure

console (config) # interface {vlan vlan id |range vlan VLANIlist}
console (config-if)#

[aHHbIV peXum [OCTYNEH U3 pernma KoHOUrypaumm n npeaHasHavyeH gns 3a4aHua napameTpos
KoHoUrypaumm nntepoerica VLAN nmbo gmanasoHa nHtepdeicos.

Bbibop uHTepdelica ocywecTBAAETCA NPYU NOMOLLM KOMaHAbI:

interface vlan vian id

Bbibop AnanasoHa MHTePdENCOB OCYLLECTBAAETCA NPU NOMOLLM KOMAHAbI:

interface range vlan VLANIist

HuKe npuBeaeHbl KOMaHAb! 415 BXOAA B peXMM HacTpoiiku nHtepderica VLAN 1 1 Bxoaa B pexum
HacTpowuku rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan 1

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnunua 78 — KomaHabl pexknuma KoHourypaumm nHtepdenca VLAN

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda Aelicmeue

name name LNo6asutb ums VLAN.
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no name name: (1..32) YCTaHOBUTb 3HaYEHME MO YMONYAHMUIO.
CMMBO0B/UMA
COOTBETCTBYET HOMEPY
VLAN

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Mopmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if) #

[aHHbIV peXxum JOCTYNEH U3 perrnma KoOHOUrypaumm n npeaHasHavyeH gns 3afaHuMA napamMeTpoB
KOHOUrypaumm wuHTepdelica (nopta KomMmyTaTopa WAW Tpynnbl MOPTOB, paboTaloWMx B pexume
pa3feneHus Harpysku) imbo ananasoHa uHTepdeiicos.

MopT MoXeT paboTaTb B YETbIPEX PEKMMAX:

— access —nHTepdeic gocTyna — HeTErMPOBaHHbIN MHTepdelic ana ogHon VLAN;

—  trunk — nHTepdenc, NPUHUMAIOLWNIN TONbKO TETMPOBAHHbIN TPadUK, 33 UCKAOYEHNEM O4-
Horo VLAN, KoTopbIh MOXKET 6bITb 06aB/IeH C NOMOLLbIO KOMaHAbl switchport trunk native
vlan;

— general — nHTepdeWnc c nonHoi noaaepkkon 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTermpoBaHHbI TpaPUK;

— customer — Q-in-Q uHTepdeic.

Tabnvua 79 — KomaHap! pexkxuma KoHourypauum nHtepdeiica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
switchport mode mode mode: (access, trunk, 3apath pexkum paboTbl nopta 8 VLAN.
general, - mode — pexxum paboTbl nopta B8 VLAN.
no switchport mode customer)/access YCTaHOBWUTb 3HAYEHME MO YMONYAHMIO.
switchport access vlan vian_id Oo6asutb VLAN ansa nHtepdeica goctyna.
vlan_id: (1..4094)/1 - vlan_id —vaeHTUdUKaumMoHHbI Homep VLAN.

no switchport access vlan YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
switchport access accepta- MpUHMMaTL Ha MHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:

- untagged-only — TONbKO HETErMPOBaHHbIE;
- all — Bce kagpol.

ble-frame-type {untagged-

only | all} -/NpUHUMaTb BCE TUMbI

- Kaapos >
no switchport access ac- MpuHMMaTL Ha nHTepdelice Bce TUNbI KagPOB.
ceptable-frame-type
switchport trunk allowed vlan YkKasatb cnvcok VLAN ansa uHtepodeiica.
vlan_list - vlan_list — cnnucok VLAN ID. OuanasoH Homepos VLAN MOXHO 3a-

[AaTb NepeyncaeHnem yepes 3anAaTyto AN yKasaTb HayanbHOe U Ko-
HeYHoe 3HayeHus guanasoHa Yepes gedpuc "-".
V TeKywuii cnucok VLAN Ha nHTepdeiice byaer 3ameHEH Ha
YyKa3aHHbI B KOMaHAe.

vlan_list: (2..4094)

no switchport trunk allowed Ypanute cnucok VLAN gns uHtepdeiica.

vlan

switchport trunk allowed vilan [o6asutb cnmcok VLAN ana nHtepoeiica K Tekywmm VLAN.

add vian_list - vlan_list — cnncok VLAN ID. nana3oH Homepos VLAN MOXKHO 3a-

AaTb nepeyncieHnem 4epes 3anAaTyro Uin ykasaTtb Ha4ya/ibHOE U KO-

vlan_list: (2..4094, all) won
- HeyHoe 3HayeHus amnanasoHa Yepes gepuc "-".

switchport trunk allowed vlan Ypanute cnucok VLAN gns untepdelica.

remove vian_list

switchport trunk native vlan Lob6asnaet Homep VLAN B kayectse Default VLAN ans agaHHOro uH-
vlan_id Tepdelica. Becb HeTermpoBaHHbIN TpadurK, NOCTyNaOWMA Ha AaH-

id: (1.. 1
vlan_id: (1..4094)/ HbIV NOPT, onpeaenseTca B AaHHywo VLAN.

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.
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no switchport trunk native
vlan

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vian all

-/BbIK/IIOYEHO

ABTOMaTM4Yeckn gobasnset Bce AoctynHole VLAN gns AaHHOMO UH-
Tepdelica.

OTKAtoYaeT aBTomaTudeckoe gobasneHune VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

Oo6asutb cnuncok VLAN ana nHtepoeiica.

- tagged — nopt 6yaeT nepepaBaTb TerMpoBaHHbIE NaKeTbl ANA
VLAN;

- untagged — nopT 6yaeT NnepesaBaTb HETErMPOBAHHbIE NaKeTbl AN
VLAN.

-vlan_list — cnucok VLAN ID. inana3soH VLAN moXHo 3agaTb nepe-
yucaeHmem 4yepes 3anATyr MW yKa3aTb Haya/lbHOE U KOHeyHoe
3HayeHuna AuManasoHa Yepes aepuc "-".

Ypanute cnucok VLAN gns nntepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YMOYaHUIo

Oob6asutb ngeHtuoukatop VLAN nopta (PVID) ana oCHOBHOMO WH-
Tepdelica.
- vlan_id —vaeHTndukaumoHHblii Homep VLAN noprTa.

YCTaHOBUTb 3HaYeHMEe N0 YMOIYAHMUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbtpaums
BK/IlOYEHA

BbIKNOUNTL ANA OCHOBHOIO MHTepdeica puabTpaumio BXOAALLMUX
NakeToB Ha OCHOBE NPUCBOEHHOro um 3HaveHma VLAN ID.

BKAOUKTB AN OCHOBHOTO MHTEpderica GUAbTPaLMIO BXOAALLMX Na-
KeTOB Ha OCHOBE NPUCBOEHHOro M 3HavyeHunA VLAN ID.

Ecan dunbTpauma BKAOYEHA, M NaKeT He BxoauT B rpynny VLAN c
npucBoeHHbIM NakeTy 3HadyeHnem VLAN ID, To nakeT oTbpacbiBa-
eTca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHUMaTL BCE TUMbI
Kagpos

MpuHMMaTb Ha nHTepdelice TONbKO Kagpbl onpeseneHHoro Tuna:
- tagged-only — T0/1bKO TerMpoBaHHbIe;

- untagged-only — T0/1bKO He TerMpoBaHHbIe;

- all — Bce kaapebl.

MpUHMMaTbL Ha UHTepdelice Bce TUMbI KagpoB..

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTL NpaBuio Knaccudpukaumm VLAN gns uHtepdelica, oc-
HOBAHHOE Ha NPMBA3KE K NPOTOKONY.

- group — aeHTUGUKALMOHHbBIV HOMeEp rpynnbl;

- vlan_id — wpeHTndnKaunoHHbIi Homep VLAN.

Y[anuTb NPaBUAo KnaccubuKaumm.

switchport general map
macs-group group vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHoBUTL NpaBuno Knaccudukaumm VLAN ana nHtepdeiica, oc-
HOBaHHOe Ha npmeAaske K MAC-agpecy.

- group — aeHTUGUKALMOHHbBIV HOMep rpynnbl;

- vlan_id — wpeHTndnKaumnoHHbIi Homep VLAN.

YanuTb NPaBUAo KnaccubuKaumm.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTbL NpaBuno Knaccudukaumm VLAN ana uHtepoeiica, oc-
HOBaHHOEe Ha NPMBA3Ke K MPOTOKOAY.

- group — vaeHTUGUKaLMOHHBIV HOMep rpynnbl;

- vlan_id — wpeHTndnKaunoHHbIi Homep VLAN.

YanuTb NPaBMao KnaccubuKaumm.

switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTL NpaBuno Knaccudukaumm VLAN ana uHtepdeiica, oc-
HOBaHHOe Ha npuBsA3sKe K IP-agpecy.

YanuTb NpaBMao KnaccubuKaumm.

switchport customer vian
vlan_id

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKoro MHTepdeica.
-vlan_id — npeHTMdMKaLuMoHHbIN Homep VLAN.
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switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vlan

[ 06aBuTb K BXOAALLMM HETETMPOBAHHbLIM MNAaKeTam Ha KJUEHTCKOM
nopTy BHyTpeHHW 802.1q 3aronosBok — C-VLAN (inner-vlan) u
BHewHKI 802.1q 3aro/I0BOK, cogepKawuii pvid 4ONONHUTENBHOM
VLAN (S-VLAN).
Ans paboTbl 3TO KOMaHAbI HEO6XO0AMMO BKAKOYUTD FN10-
H 6anbHO pexxum «vlan mode tr101».

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpUHMMATL MHOroaZpecHbli TPadUK U3 yKasaHHbIX
VLAN (He sBnsawowmxca VLAN nonb3oBaTeibCcKoro nHtepdeiica) Ha
HacTpanBaemom UHTepdeice, COBMECTHO C NO/b30BaTENAMU APY-
TMX MO/Mb30BATENbCKMX MOPTOB, MPMHMMAIOLWMX MHOTOaAPECHbIN
TpaduK 13 gaHHbIx VLAN.

- vlan_list — cnucok VLAN ID. inana3soH VLAN MOKHO 3a4aTb nepe-
yncneHMem 4yepes 3anATYHO MW yKa3aTb Haya/ibHOE U KOHeYyHoe
3HayeHua AuManasoHa Yepes aepuc "-".

3anpeTuTb NPUHUMaTb MHOFOAZPecHbl TpaduK Ha HacTpavBae-
MOM MHTepodeiice.

switchport protected-port [
isolate-group group_id |
community group_id]

no switchport protected-port

group_id: (1..8)/
BbIK/IOYEHO

MepeBecTy NOPT B PEXKMUM U301ALMKN, OBOBEAMHAA UX B Tpynny.
- isolate-group — po6assieHve B rpynny M30/AMPOBAHHbLIX MeXay
coboli nopTos.;
- community — nob6assieHne B rpynny cBA3aHHbIX mexay coboit
NoOpTOB, HO U30/IMPOBAHHbIX OT APYIUX, C BKAOYEHHBIM PEXMMOM
ZELY ETTVIZR
’ isolate-group 1 community He moryT UmeTb OgUH U TOT
. »Ke group_id.
V MpoxoxpaeHue Tpaduka mexay nopramu B pasHbIX pe-
KUMaX M30N1AL MM YKA3aHO B MaTPULLE NPOXOXKAEHUA Tpa-
duka (cm. Mpunoxkenue E. MaTpuua NnpoxoxkaeHuUa Tpa-
duka mexxay noptamm ¢ BKIOUEHHOM usonauueit).

YCTaHOBUTb 3Ha4YeHMe No YMOYAHMUIO.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonuaHuio
YNEeHCTBO B AedOoNTHOM
VLAN paspeLieHo

3anpetutb gobasneHune gedontHoi VLAN nopty.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBWUTL NOPT Kak Ternpytowmii B gedontHoi VLAN.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq ethertype
egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1g VLAN-Terax nakeTos,
NCXOAALMX C AaHHOTO MHTepdeiica.
DOonyctumble 3HaueHusa EtherType cm. MpunoxeHue B.
. NopaepmBaemblie 3HaueHun Ethertype.

3ameHuTb ethertype ncxogalero ¢ MHTepdeiica naketa Ha 3Ha-
YyeHue Mo YMONHAHMUIO.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove ethertype

ethertype: (1..ffff)
(hex)

[o6asutb TPID B Tabanuy knaccudpuraTopos VLAN.
DOonyctumble 3HaueHua EtherType cm. Mpunoxkenune B.
H NoapepkmnBaembie 3HaueHus Ethertype.

Ypanuts TPID 13 Tabaunubl Knaccupumkatopos VLAN.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 80 — KomaHapl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

show vlan

MNokasatb uHopmaumto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHbdopmauuto no VLAN, nouck no naeHtudukaTopy.
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show vlan internal usage Mokasatb cnncoKk VLAN gna BHYTPEHHEro ncnoib3oBaHMA KOMMY-
TaToOpPOM.
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KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 81 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmesue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

MNokasaTb NOPTbI-UCTOYHUKU U MPUEMHUKN MHOTOaZPECcHOro Tpa-
¢uKa B aaHHoi VLAN. MopTbl MCTOYHUKM MOTYT Kak nepepnaBaThb,
TaK ¥ NPUHMMaTb MHOTOaAPECHbI TpaduK.

show vlan protocols-groups

MoKasaTb MHbOPMaLLMIO O Fpynnax NPOTOKO/I0B.

show vlan macs-groups

MNokaszatb uHPopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKaszaTb KOHOUIypaLuto NopTa, rPyNMbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MNokasaTb coctosiHMe NopToB: B pexume Private VLAN Edge, B
private-vlan-edge-coobuiecTse.

[pumepbl 8b1M0MHEHUS KOMAHO

MNMokasatb nHpopmaumio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-12 D

Pol-16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S

MNMoKa3aTb NOPTbl UCTOYHMKU U MPUEMHUKU MHOFoagpecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports

Receiver ports:

te0/1
te0/2,te0/4,te0/8
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Moka3aTb MHGOPMaLMIO O rpynnax NPOTOKOOB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvob) Ethernet

MokasaTtb KoHpUrypaumio nopta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

Classification rules:

Classification type Group ID VLAN ID

5.10.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) no3BonseT Npov3BoAnUTb pasrpaHuyeHne Tpaduka Ha BTOPOM
ypoBHe mogzenn OS| mexay nopTamu KOMMYTaTopa, KOTOpble HAX04ATCA B O4HOM LUMPOKOBELLATE/IbHOM
AomeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHPUryprposaHo Tpu Tuna PVLAN nopTos:

— promiscuous — MOPT, KOTOPbIKM cnocobeH OOMEHMBATLCA AaHHbIMKM MeXay AbbiMu
nHTepdericamu, Bkatoyas isolated n community-noptel PVLAN;

— isolated — nopT, KOTOPbIA NONHOCTBIO M30/IMPOBAH OT APYTUX NOPTOB BHYTPU OAHOTO U TOrO
e PVLAN, HO He oT promiscuous-nopToB. PVLANbI 6/10KupyloT Becb Tpaduk, nayuwmi B
CTOpoHy isolated-nopToB, Kpome TpaduKa CO CTOPOHbI PromiscuOUS-NOPTOB; MAKETbl CO
CTOpOHbI isolated-nopToB MoOryT NnepeaaBaTbCA TONbKO B CTOPOHY Promiscuous-nopTos;
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— community — rpynna noptos, KOTOpble MOryT OOMeHMBATbCA AaHHbIMU Mexay cobon u
promiscuous-nopTamu, 3T HTepdencbl oTaeNeHbl Ha BTOPOM ypoBHe mogenn OS| oT Bcex
OCTa/iIbHbIX community nHTepdencos, a Takxke isolated-nopTtos BHyTpM PVLAN.

Mpouecc BbINOAHEHMA GYHKLMN AONOAHUTENBHOIO Pa3Ae/ieHMA NOPTOB C MOMOLLBIO TeEXHONOMMKM Private
VLAN npepactaBneH Ha pucyHke 114.

Promiscuous ports

Trunk ports
Switch A / \

O U

VLAN 201

VLAN 100 VLAN 100

Switch B

-

U

VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 114 — Mpumep paboTbl TexHonorum Private VLAN

Bunpa 3anpoca KOMaHAHOW CTPOKU B permnme KoHourypaumm uHtepdelica Ethernet, uHtepdeliica Vian,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnuua 82 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda HAelicmeue

switchport mode private-vian
{promiscuous | host} _

3apaTtb pexkum paboTbl nopta B8 VLAN.

no switchport mode YCTaHOBWTb 3HaYEHMeE N0 YMOYAHUIO.

switchport mode private-vian
trunk {promiscuous |
secondary} -

3apaTb pexkum pabotbl nopta B VLAN Trunk.

no switchport mode
private-vlan trunk

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

switchport private-vlan
mapping [trunk] primary_vlan
[add | remove secondary_vlan]

no switchport private-vian
mapping

primary_vlan:
(1..4094);
secondary_vlan:
(1..4094)

[Oo6aBuTb (y4anuTb) OCHOBHYO W BTOpoCTeneHHble VLAN Ha
promiscuous uHTepdeic.
/! Ha oauH promiscuous uHtepdeiic Henb3a fobasuTb

6onblue oaHoi primary vlan.
Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
host-association primary_vian
secondary_vlan

no switchport private-vlan
host-association

primary_vlan: (1..4094)
secondary_vlan:
(1..4094)

[o6asunTb primary u secondary vlan Ha host nHtepdeiic.
/" Ha oauH host nHtepdeiic Henb3a fo06aBUTL 60nbLUE
¥ opHoi secondary vlan.

Y[anntb OCHOBHYO U BTopocTeneHHble VLAN.

switchport private-vlan
association trunk primary_vian
secondary_vlan

primary_vlan:
(1..4094);
secondary_vlan:
(1..4094)

[Oo6asutb primary u secondary vlan Ha wuHTepdelic trunk-
secondary.
/1 Ha oauH promiscuous uxtepdeiic trunk-secondary

Henb3A Ao6aBuTb 60nblie oaHOM secondary vian.
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no switchport private-vlan
association trunk

Ypaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
trunk allowed vlan add
vlan

switchport private-vlan
trunk allowed vlan remove

vlan: (1..4094)

[Oo6asutb Ha PVLAN Trunk-uHTepdeiic VLAN, He yyacTsylowen B
PVLAN.

Yaanutb Ha PVLAN Trunk-uHTepdeice VLAN, He y4yacTeylowein B
PVLAN.

vlan

[Oo6asuTtb Homep VLAN, He y4yactsyloweit B PVLAN, B Kayectse
Default VLAN ansa PVLAN Trunk-uHtepdeiica.

switchport private-vlan
trunk native vlan vlan

vlan: (1..4094)/1

no switchport private-vian YCTaHOBUTb 3HAY€HME N0 YMOJYaHUIO.

trunk native vlan

Tabnunua 83 — KomaHabl perknma KoHourypaumm nHtepdenca VLAN

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda Aeiicmeue

private-vlan {primary | BkntounTtb mexaHusm Private VLAN v 3aaaTb TMn nHTepdeiica.

isolated | community}

no private-vlan OTKAOYMTb MexaHuM3m Private VLAN.

[o6aBuTb (yaanutb) npmueasky BTopocteneHHoin VLAN K OCHOBHO.
HacTpolika npumeHnma TonbKo ans primary VLAN.

private-vlan association [add |

remove] secondary_vlan

(1..4094)

no private-vlan association Yaanutb npusAsky BTopocteneHHol VLAN K OCHOBHO.

, MakcumanbHoe Konuyectso BTopocteneHHbix VLAN — 256.
V MakcumanbHoe Koandecteo community VLAN, KoTopble MoryT 6bITb accouMmpoBaHbl ¢ 04HON
ocHoBHoM VLAN - 8.

[pumep Hacmpoliku uHmepgelicos Kommymamopa Switch A (pucyHok 70 — [pumep pabomebi
mexHonoauu Private VLAN)

e promiscuous-nopT — interface gigabitethernet 1/0/4
e isolated-nopr — gigabitethernet 1/0/1
e community-nopTt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/4
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switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

[Mpumep Hacmpoliku uHmepagelicos npu pabome mexHosao2uu

e trunk-isolated nopt — interface gigabitethernet 1/0/1;
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3;
e trunk-promiscous nopt — gigabitethernet 1/0/4

interface gigabitethernet 1/0/1

switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
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exit

!

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2
switchport forbidden default-vlan
exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

private-vlan community

5.10.4 Hacmpolika uimepgelica IP

IP-uHTEPpdENC CcO3maéTca npu HasHaveHuu |IP-agpeca Ha nwobon M3 MHTepdelcoB yCTPOICTBA
gigabitethernet, tengigabitethernet, hundredgigabitethernet, fourhundredgigabitethernet, oob, port-
channel nan vlan.

Bupg, 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPurypaumm nHtepdeica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexxnm OCTYNeH U3 pexkMuma KOHOUrypaumm 1M npeaHasHavyeH Aaa 3a4aHuA NapameTpos
KOHOUrypauum nHtepoelica IP.

Tabnnua 84 — KomaHabl pexuma KoHdurypauumn nHrepdeiica IP

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuio
directed-broadcast BkntouaeT PpyHKUMIO nepesoaa IP directed-broadcast nakeTa B cTaH-
[JapTHbBIV LUMPOKOBELLATEIbHbIN MaKeT U paspellaeT nepegavy ye-
-/BbikNiOHEHO pes BblbpaHHbIN MHTepdeic.
no directed-broadcast 3anpeuwaet TpaHcaaymto IP directed-broadcast nakeTos.
helper-address ip_address BktoyaeT nepeaspecaumto WnpoKoselatenbHbix UDP-nakeTos Ha
onpefeneHHbIn agpec.
ip_address: A.B.C.D - ip_address — |P-apgpec HasHayeHUsA, Ha KoTopbIl ByayT nepeHa-
NpPaBAATLCA NaKeTbl.
no helper-address ip_address OTKANOYaeT nepeaspecaumio WnpokoselatenbHbix UDP-nakeTos.
ip redirects BKkAtoyaeT reHepaumio Maplpytusatopom coobuieHnin ICMP
-/BKAOYEHO Redirect.
no ip redirects OTKkntoyaeT oTnpasKy ICMP Redirect.
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Hpumepbl 8blMNo/IHEeHUA KOMGHG

Brkntountb pyHKumto directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #fexit

console (config) # interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.10.5 Selective Q-in-Q

[aHHbIN  GYHKUMOHaAN NO3BONAET Ha OCHOBE CKOHOUIYPUPOBaAHHbLIX MNpasun ¢GuabTpaumm no
Homepam BHyTpeHHMX VLAN (Customer VLAN) npowussogutb gobasneHue BHewHero SPVLAN (Service
Provider’s VLAN), nogmeHsTb Customer VLAN, a TaK»Ke 3anpeLaTtb NpoxoxaeHune Tpadmka.

[nsa ycTpolicTBa CO34a€eTca CNUCOK NPaBW/, Ha OCHOBAHMM KOToporo byaeT 06pabaTbiBaTbCs TPApUK.

KomaHObI _pexcuma KoHgu2ypayuu uHmepgpelica (duanaszoHa uHmepgelicog) Ethernet u
Port-Channel

BunAa 3anpoca KoMaHAHOW CTPOKM pexMma KoHoUrypaumm nntepoeiica Ethernet, uHtepderica rpynnol
NopTOB:

console (config-if) #

Tabnnua 85 — KomaHapl pexknma KoHdUrypaumm nHtepdeica (amanasoHa uHtepdelicos) Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmesue

selective-qinq list ingress Co3pzaeT NpaBuIo, Ha OCHOBAHUKM KOTOPOTO K BXOAALLEMY NAKETy
add_vlan vlan_id [ingress_vlan C BHeWHen meTKol ingress_vlan_id byaeTt nobasnatbca BTOpas
ingress_vlan_id] meTKa vlan_id. Ecam ingress_vlan_id He yKa3biBaTb — npasuio by-
AET MPUMEHATLCA KO BCEM BXOAALLMM NaKeTam, K KOTOPbIM He
6bI2IM NPUMEHEHbI Apyrue Npasuaa («NPaBMIo MO YMOAYAHUION).

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

selective-qingq list ingress deny Co3pgaeT 3anpellatollee NpaBuIo, Ha OCHOBAHMM KOTOPOTO BXO-
[ingress_vlan ingress_vlan_id] . . AAlLMe NaKeTbl C BHeLLHel MeTKol Tera ingress_vlan_id 6yayT oT-
ingress_vlan_id: (1..4094) ] .
- - 6pacbiBaTbca. Ecam ingress_vlan_id He ykasbiBaeTtca — byayT oT-
6pacbIiBaTbCA BCE BXOAALIME NAKETHI.

selective-ginq list ingress CosgaeT paspeluatoLlee NpaBuao, Ha OCHOBAHUM KOTOPOro BXO-

permit [ingress_vlan AAlLMe NAaKeTbl C BHeWHen meTKow Tera ingress_vlan_id 6yayT ne-

ingress_vlan_id] ingress_vlan_id: (1..4094) | pepaBatbca 6e3 usmeHeHuit. Ecam ingress_vlan_id He ykasbisa-
eTca — byayT nepenaBaThcs BCe BXOAALLME MaKeTbl 6e3 u3meHe-
HUR.

selective-qinq list ingress Co3zaeT NpaBuio, Ha OCHOBAHWM KOTOPOTO BHELLIHAA METKa in-

override_vlan vlan_id vlan_id: (1..4094); gress_vlan_id BxoaAuwero naketa 6yaet 3ameHATbcA Ha vlan_id.

[ingress_vlan ingress_vlan_id] ingress_vlan_id: (1..4094) | Ecau ingress_vlan_id He ykasbiBaTb — npasuno 6yaeTt npume-
HATHCA KO BCEM BXOAALLMM NaKeTam.

no selective-qinq list ingress Ypanser ykasaHHoe npasuo selective qing ansa BxoasAwmx nake-
[ingress_vlan vlan_id] vlan_id: (1..4094) ToB. KomaHga 6e3 napametpa «ingress vlan» yaansert npasuno
Mo YMONYaHMIO.

selective-qinq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094); CosfaeT npaBuUIO, Ha OCHOBaHWUM KOTOPOTO BHELHAA MeTKa in-
ingress_vlan_id: (1..4094) | gress_vlan_id ncxoasauiero nakera byaet sameHaTbca Ha vlan_id.

no selective-qinq list egress

. . id: (1- Ypanaet cnucok npasun selective ging Ana ncxoaawmx nakeTos.
ingress_vlan vlan_id vian_id: (1-4094) A P qing A AALLY
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KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnnua 86 — KomaHab! perknma EXEC

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
show selective-ging - OTobparkaeT cn1cok npasun selective ging.
show selective-qinqg interface { OTobparkaeT cnucok npaBua selective ging Ana ykasaHHoro
gigabitethernet gi_port | nopra.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);

tengigabitethernet te_port |
twentyfivegigabitethernet

twe_port |

~ L hu_port: (1..8/0/1..32);
hundredgigabitethernet - ;
hu_port | fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group}

[pumepbl 8bINOAHEHUS KOMAHO

CosaaTtb NpaBuao0, Ha OCHOBaHWM KOTOPOro, BHELIHAA METKa BXoAdAllero naketa 11 6yaer 3ameHATbCA Ha
10.

console# configure
console (config) # interface tengigabitethernet 1/0/1

console (config-if) # selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

5.11 Storm Control gna pasnunuHoro Tpadpuka (broadcast, multicast, unknown
unicast)

«lLTopm» BO3HMKaeT BCNeACTBME 4Ype3mepHoro KosmyectBa broadcast-, multicast-, unknown
unicast-coobLeHni, 0 LHOBPEMEHHO NepPeAaBaeMbIX MO CETU Yepes OAMH NOPT, YTO MPUBOAUT K Neperpyske

PecypcoB CETU 1 NOABAEHMIO 3adepsKek. «LLITopM» MOMKET BO3HUKHYTb NPU HAaIMUNKN «33KObLLOBAHHbIX»
cermeHToB B ceTu Ethernet.

KommyTaTop M3mepsieT CKOPOCTb MPUHMMAEMOrO LUMPOKOBELLATEIbHOTO, MHOTO3aApPECcHOro W
HEeW3BECTHOTO OAHOAAPECHOro TpaduKka A/1A NOPTOB C BKIIOYEHHBIM KOHTPOJIEM LUMPOKOBELLATE/IBHOTO
«LUTOPMa» M OTOPACHIBAET MAKETbI, EC/IN CKOPOCTb NPEBbILLAET 33aHHOE MAaKCMMa/IbHOE 3HAYEHWE.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #
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Tabnunua 87 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps} [trap]
[shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/IlOYaeT KOHTPOIb MHOroaapecHoro TpaduKa:

- registered — 3aperncTpnpoBaHHOro;

- unregistered — He3aperucTpUpPoOBaHHOrO.

- level — 06bem TpadurKa B NPOLLEHTAX OT NPOMNYCKHOM cnocobHOCTH
nHTepdelica;

- kbps - 06bem TpaduKa.

Mpw 0bHapy»KeHMM MHOoroaapecHoro TpadurKka nHTepdeinc moxer
6bITb OTKAtoYeH (shutdown) nnmn nobasneHa 3anuce B XKypHan co-
obuweHui (trap).

BbIK/IlOYaET KOHTPOJIb MHOFOAAPECcHOro TpaduKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/tO4aET KOHTPO/Ib MHOTOaApPecHoro Tpaduka:

- registered — 3aperncTpnpoBaHHOro;

- unregistered — He3aperncTpPMPOBaHHOTO.

- pps — KOAMYECTBO MAKETOB B CEKYHAY.

Mpw 0bHapy»KeHMM MHOroaapecHoro TpadurKa MHTepdenc Mmosket
6bITb OTKAtOYEH (shutdown) nnu gob6asneHa 3anuch B XKypHan co-
obLeHuii (trap).

BbIK/IlOYaET KOHTPO/Ib MHOFOA4PECcHOro TpaduKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/1tOYAET KOHTPO/Ib HEM3BECTHOIO OA4HOALPECHOTO TPAadUKa.

- level — 06bem TpadurKa B NpOLLEHTaX OT NPOMNYCKHOM cnocobHoCTH
UHTepdelica;

- kbps — ob6bem TpaduKa.

Mpw 0bHapy»KeHUM HEN3BECTHONO OA4HOAAPECHOTO TPadUKa UHTEp-
delic moxeT 6bITb OTKAoYeH (shutdown) nnu pobasneHa 3anucs B
KYpHan coobuieHunit (trap).

BbIK/10YAET KOHTPOJIb OAHOAAPECHOTO TPadUKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/tO4aET KOHTPO/Ib HEU3BECTHOMO O4HOAAPECHOrO TpaduKa.

- pPS — KONNYECTBO NAKETOB B CEKYyHAY.

Mpu 06Hapy»KEHMM HEM3BECTHOTO 0AHOaAPecHOro TpaduKa UHTep-
delic moxeT 6bITb OTKAoYeH (shutdown) unu pobasneHa sanuce B
KypHan coobuieHunit (trap).

BbIK/t0YAET KOHTPOJIb OAHOAAPECHOTO TPadUKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/tOYaET KOHTPO/b LIMPOKOBELLATEIbHOMO TpaduKa.

- level — 06bem TpadurKa B NPOLLEHTAX OT NPOMYCKHOM CNOCOHHOCTH
nHTepdelica;

- kbps — o6bem TpaduKa.

Mpu 0bHapyKeHUM WNPOKoBeLLaTeIbHOro TpadurKa uHTepdenc mo-
eT 6bITb oTKNto4eH (shutdown) nnn gobasneHa 3anuch B KypHan
cooblueHui (trap).

BbIKntoyaeT KOHTPOb wnpokoseLaTenbHoOro TpachKa.

storm-control broadcast {pps
pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/ItOYaeT KOHTPO/Ib LUIMPOKOBELLATENILHOTO TpaduKa.

- ppSs — KOMYECTBO NAKETOB B CEKYHAY.

Mpu 06HapyKeHMM WNPOKoBeLaTeIbHOro TpadurKa uHTepdenc mo-
eT 6bITb oTKNto4eH (shutdown) nnn gobasneHa 3anuch B KypHan
cooblueHui (trap).

Bbikntouvaet KOHTPO/1b LWUMPOKOBELWATENbHOIO Tpad)MKa.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 88 — KomaHap! pexkmuma EXEC

3HaveHue/3HayeHue .
KomaHoa / Aeiicmeue
no yMmoA4aHuo

show storm-control interface MokasbiBaeT KOHOUrypaunio GyHKLUN KOHTPONA «LITOPMA» AA YKa-
[gigabitethernet gi_port | 3aHHOro nopta 6o Bcex NOPTOB.

tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe. port | twe_port:

—Portt (1..8/0/1..120);
Zzng;fff'gab'tethemet I hu_port: (1..8/0/1..32);
foarhundredgigabitethernet fo_port: (1..8/0/1..32)
fo_port]

[pumepbl 8b1M0AHEHUS KOMAHO

BKAIOYNTb KOHTPO/Ib LMPOKOBELLLATENBHOTO, MHOTOaAPEeCHOro U 0AHOaAPEeCHOro TpadmMKa Ha TPETbEM UH-
Tepdeiice Ethernet. YcTaHOBUTb CKOPOCTL AN KOHTPOAMPYyemoro Tpaduka — 5000 K6/c: ana wmpokoseLla-
TenbHoro, 30% Nonocbkl NPOMNYyCKaHUA ANA BCero mHoroaapecHoro, 70% ana HeM3BeCTHOro 04HOa4PECHOTO.

console# configure

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if) # storm-control multicast level 30 trap
console (config-if) # storm-control unicast level 70 trap

5.12 lpynnbl arperauum KaHanos — Link Aggregation Group (LAG)

KommyTtaTopbl obecneunsatoT NogaepKKy rpynn arperaunmn KaHanos LAG B KoaM4YecTBe COrnacHo
Tabnnue 10 (cTpoka «Arperauma KaHanos (LAG)»). Kakpaa rpynna nopToB A0NXHA COCTOATb W3
nHTepoelricos Ethernet ¢ oaMHaKkoBOM CKOPOCTbIO, paboTaloWmMX B AynaekcHOM pexxnme. ObbeanHeHne
NopToB B TPYynny YBe/NMYMBAET MPOMYCKHYIO CMOCOBHOCTb KaHajla MeKay B3aMMOLenCcTBYOWUMU
YCTPOMCTBAMM M MNOBbIWAET OTKA30yCTOMUMBOCTb. pynna nopToB ABASETCA O18 KOMMYyTaTopa OAHMM
JIOTUYECKMM NMOPTOM.

YCTpoIACTBO NOAAEPKMBAET ABA PEXMMA PaboTbl rpynnbl NMOPTOB — CTAaTUYECKasa rpynna u rpynna,
paboTatowas no npotokony LACP. PaboTta no npotokosny LACP onucaHa B COOTBETCTBYHOLLEM pa3gene
KOHbUrypaumu.

/" Ecnam ana nHtepdeiica nponsseaeHbl HACTPOWKKU, TO ANA A06aBNeHUA ero B rpynny ciegyer
BEPHYTb HAaCTPOMUKM NO YMONUYAHUIO.

[obasneHne nHTepdeicos B rpynny arperauymn KaHanoB AOCTYNHO TONbKO B peXKMMe KOHOUrypaumnm
nHTepdelica Ethernet.

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:
console (config-if)#

Tabnunua 89 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

3HaveHue/3HayeHue .
KomaHda / Aeilicmeue
Mo yMmoA4YaHuo

channel-group group mode [o6asunTb ethernet-uHtepdeic 8 rpynny nopTos.

roup: (1..128);
mode group: ( ) - on — po6asBunTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) .
- aguto — no6aBuTb NOPT B KaHan ¢ LACP B perkmme «active».
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| no channel-group |

| Yaanutb Ethernet-nHtepdeiic n3 rpynnbl NOpTOB.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm nHtepdelica:

console (config-if) #

Tabanuya 90 — KomaHabl pexknma KoHourypaumm nHtepdeica Port-Channel

3HayeHue/3HayeHue
1o ymMoA4YaHuro

KomaHda

Aeiicmeue

lacp min-links min-links

min-links: (1..32)/1

no lacp min-links

3a4aTb MMHUMA/ZIbHOE YWUCIO AKTUBHbIX JIMHKOB B COCTaBe
Port-Channel, npu koTopom oH nepexoauT B coctosaHue Up.
7 Hactpoiika Bo3moXHa Tonbko npu pabote Port-

Channel B pexxume LACP.
YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaLmm:

console (config) #

Tabnnua 91 — KomaHabl perkmnma rnobanbHoM KoOHGUrypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

port-channel load-balance
{src-dst-mac-ip | src-dst-
mac | src-dst-ip | src-dst-
mac-ip-port | dst-mac |
dst-ip | src-mac | src-ip}
[mpls-aware]

—/src-dst-mac-ip

no port-channel load-balance

3agaeT mexaHu3am 6anaHCMpPOBKM HArpy3Kku ans ctpaternm ECMP
W ONA TPyNnbl arpermpoBaHHbIX MOPTOB.

- src-dst-mac-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha
MAC-agpece u IP-agpece;

- src-dst-mac — mexaHnM3M H6anaHCMpPOBKM OCHOBbLIBAETCA Ha
MAC-agpece;

- src-dst-ip — mexaHu3m 6anaHCMPOBKKM OCHOBbIBAETCA Ha IP-aa-
pece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMpPOBKM OCHOBbIBA-
eTtca Ha MAC-agpece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaHn3m 6anaHCcMpPOBKKM OCHOBbIBaeTcA Ha MAC-
agpece nony4yartens;

- dst-ip — mexaHun3m 6anaHCMpPOBKM OCHOBbIBAeTcA Ha IP-ag-
pece nony4yartens;

- src-mac — mexaHu3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha MAC-
agpece oTnpasuTens;

- src-ip — mexaHu3m 6anaHCMpPOBKM OCHOBbIBaeTcA Ha IP-agpece
oTnpasuTens;

- mpls-aware — BKk/aoueHne napcuHra L3/L4-3aron0BKoB nake-
ToB ¢ MPLS-MeTKamu Ans BCero ycTponcTBa. AKTyasIbHO TO/IbKO C
pesxkmmamu 6anaHcMpoBKK no L3/L4-3aronoskam nakeTa.

Bo3BpaT K HacTpoiKkam 6anaHCMPOBKM Harpy3Kn No yMONYaHMIO.

port-channel load-balance
hash {seed | salt}

seed (1..4294967295);
salt (1..4294967295)
/BbIKNOYEHO

no port-channel load-balance
hash {seed | salt}

3afaeT napameTp BblYMCAEHUA X3LL-PYHKLMM, KOTOPbIV ByaeT nc-
noNb30BaTbCA ANA USMEHEHUA pe3ynbTaTos eé pacyéTta, 3To AacT
YCTPOMCTBY BO3MOMXHOCTb HasaHCMPOBKM paHee oTbanaHcupo-
BaHHOro TpaduKa:

- salt — nocnepoBaTenbHOCTb AaHHbIX, KOTOpaa NpubasnaeTca K
pe3ynbTaTy BblYMCAEHUA X3L-QYHKLNW;

- seed — MHULMaNU3MpyloOLLee 3HAYEHME ANA BbIMUCIEHUA XILU-
cymmbl no anroputmy CRC32.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

port-channel load-balance

. o1 -/static
mode static [resilient] /

3afaeT pexknm 6anaHCUPOBKM Harpy3Ku ANS Fpynn arpernposax-
HbIX MOPTOB.
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- static — peXkum cTaTMyeckoi 6anaHCUPOBKY;

- static resilient — pexum cTaTmyeckolt 6anaHCUPOBKM C UCMNOSb-
30BaHWem anropuTtma resilient hashing ana ycroiumsoro pacnpe-
[AeNleHnA HarpysKu Npu oTKasax y3/ios.

no port-channel load-balance YcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.
mode

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnnua 92 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue

Aeilicmeue
o ymon4aHuio

KomaHda

show interfaces channel-group MokasbiBaeT MHbOPMaLMIO NO rpynne KaHanoB..

roup: (1..128
lgroup] group: ( )

KomaHObl uHmepaelica LAG

Bupg, 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepoeiica LAG:

console# configure
console (config)# interface port-channel 1
console (config-if)# hold-time up 30

Tabnunua 93 — KomaHabl perknuma KoHourypaumm nHtepderica LAG

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

HasHavaet 3a4epKRy ,D,O6aB/1€Hl/Iﬂ nopta B arpernpoBaHHYyo

hold-time up time .
time: (0..300) cekyHa/0 | rpynny.

no hold-time up YcTaHaBAMBaEeT 3Ha4YeHME N0 YMOAYAHUIO.

3afaeT pexkum 6anaHCMPOBKU Harpy3Ku Ans rpynn arperMposax-
HbIX NOPTOB NIOKaNbHO B pamKax Port-Channel.
72 Mo ymonuaHuio Ucnosblyetca pexkmm 6anaHcMpoBKy,

. HaCTPOEHHbII rnobanbHo.
load-balance mode static

[resilient] -/default . o
- static — pexxum cTaTuyecKol 6anaHCUpPOBKY;
- static resilient — pexxum ctatmyecko 6aNaHCUPOBKM C UCMOSTb-
30BaHMem anroputma resilient hashing ans ycroumnsoro pacnpe-
[AeNeHnA HarpysKn Npu oTKasax y3/os.

no load-balance mode YcTaHaBAMBaeT 3Ha4YeHMEe N0 YMOAYAHUIO.

5.12.1 Cmamuyeckue 2pynnol azpeaayuu KaHan0e

®yHKUuMel cTaTuyeckunx rpynn LAG sasnsetca o6beguHeHUe HECKONbKMX pU3MYECKUX KaHaN0B B OA4MH,
YTO MO3BO/IAET YBENUYNTL MPOMNYCKHYIO CNOCOBHOCTb KaHana M MOBbLICUTb €r0 OTKA30yCcTOMUMBOCTb. s
CTaTUYECKUX rpynn NPUOPUTET UCMO/b30BAHNA KaHaN0B B 06begMHEHHOM MyYKe He 3a43eTcs.

/ [na BKkAoueHua pabotbl MHTepdeiica B COCTaBe CTaTUYECKOM rpynmnbl UCNONb3YyiiTe KOMaHAY
channel-group {group} mode on B pexxume KOH$UrypaLum cooTBeTCTBYIOL,Ero MHTepdeiica.
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5.12.2 pomokon azpezayuu KaHanoe LACP

dyHKuuen npotokona Link Aggregation Control Protocol (LACP) siBnsietca 06beanHEHNE HECKONbKUX
dU3NYeCKMX KaHanoB B OAMH. ArperMpoBaHMe KaHajfo0B MCMOMb3YeTcA ANA YBe/NMYEHUs MPOMYCKHOM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctonmumsocTu. LACP nossonseT nepegasatb TpaduK no
06beAMHEHHDBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETAMMU.

V Ona BKnoueHua pabotbl uHTepdeiica no npotokony LACP wucnonb3yite KomaHAy
channel-group {group} mode auto B pexXume KoHdUrypauum cOOTBETCTBYIOLLETO UHTEP-
deiica.

KomaHObI pexcuma 2a06an6Hol KoOHgu2ypayuu

BunAa 3anpoca KOMaHAHOWN CTPOKM pexnma rnobanbHOM KOHOUIypaLumm:
console (config) #

Tabanua 94 — KomaHab! perkmma rnobanbHoM KoOHGUrypaumm

3HaveHue/3HayeHue .
KomaHoa / Aelicmesue
Mo yMmoan4YaHuo
lacp system-priority value YcTaHaBAMBAET NPUOPUTET CUCTEMBI.
— value: (1..65535)/1
no |an system-prlorlty YcTaHaBAMBaeT 3Ha4YeHUe no YMOIYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua, 3anpoca KOMaHAHOM CTPOKM B peskMme KoHduUrypaumumn nHtepdeiica Ethernet:
console (config-if) #

Tabnunua 95 — KomaHapl pexknma KoHourypaumm nHtepdeinca Ethernet

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymon4aHuio
lacp timeout {long | short} YcTaHaBAMBaeT aAMUHUCTPATUBHBIM TaliMayT npoTokosa LACP:
Mo ymonyaHuio o .
- long — panTenbHoe Bpema TaimayTa;
ucnonbsyetca o
- short — manoe Bpems TailimayTa.
- 3HauyeHue long
no lacp timeout YcTaHaB/MBaeT 3Ha4YeHUE N0 YMONYAHMIO.
lacp port-priority value YcTaHasauBaeT npuopuTeT nHtepdeiica Ethernet.
—— value: (1..65535)/1
no lacp port-priority YcTaHaB/MBaeT 3Ha4YeHUE N0 YMONYAHMIO.
lacp force-up YCTaHOBUTb PEXUM NPUHYAUTENBHOTO A0b6aBneHns uHTepdeiica B
-/BbIKNIOYEHO LACP, BHe 3aBUCHMOCTM OT Hannuma lacp pdu c OTBETHOM CTOPOHbI.
no lacp force-up YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 96 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
show lacp {gigabitethernet MokasbiBaeT MHPopmauuio o npoTokone LACP ana nHtepdeiica
gi_port | tengigabitethernet Ethernet. Ecan pononHWTenbHble NapameTpbl HEe WCMO/b3y-
te_port | toTcA, To byeT nokasaHa Bca MHGopmauma.

gi_port: (1..8/0/1..48);

twentyfivegigabitethernet te_port: (1..8/0/1..48);

- parameters — noKasblBaeT MapameTpbl HaCTpOVIKM npoTo-

twe_port | Kona;
> t t:(1..8/0/1..120);
hundredgigabitethernet we_port: (1..8/0/ i statistics — noKka3bIBaeT cTaTUCTUKY PaboTbl NPOTOKONA;
hu_port: (1..8/0/1..32);
hu_port | - protocol-state — nokasbiBaeT cocTosAHME PaboTbl NPOTOKONA.

fourhundredgigabitethernet fo_port: (1..8/0/1..32)

fo_port} [parameters |
statistics | protocol-state]

show lacp port-channel [group] group: (1..128) :;);joszlaaeT nHoopmaumio o npoTokone LACP ana rpynnbl

[pumepbl 8b1NM0AHEHUS KOMAHO

Cos3pgatb nepsyto rpynny noptos, paboTtatouyto no npotokony LACP v BKaovatouwyo ABa MHTepdeinca
Ethernet — 3 1 4. CkopocTb paboTbl rpynnbl — 1000 Méut/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6, NPUOPU-
TeTbl 12 n 13 ana noptos 3 n 4 COOTBETCTBEHHO.

console# configure
console (config)# lacp system-priority 6

console (config) # interface port-channel 1
console (config-if)# speed 1000

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 1000

console (config-if) # channel-group 1 mode auto
console (config-if)# lacp port-priority 12

console (config-if)# exit

console (config) # interface TengigabitEthernet 1/0/4
console (config-if) # speed 1000

console (config-if) # channel-group 1 mode auto
console (config-if)

console (config-if)

# lacp port-priority 13
# exit

5.12.3 Hacmpolika mexHonozauu Multi-Switch Link Aggregation Group (MLAG)

Kak un LAG, BupTyanbHble LAG no3sonstoT 06begMHUTL O4HY AN HecKonbKko Ethernet-nnHnin gns
YyBE/IMYEHMA CKOPOCTM M obecneyeHna oTKasoycToiumocT. MLAG Tak ke usBecTHa Kak VPC (Virtual
port-channel). Mpu ob6blMHOM LAG arperMpoBaHHble JMHUU O0J/KHbI BbiTb Ha OAHOM GU3NYECKOM
ycTpolicTBe, B ciyyae e ¢ VPC arpernpoBaHHble IMHUM HAX0AATCA Ha Pa3HbIX GUINYECKUX YCTPOMCTBAX.
®dyHKumMA VPC no3BosAeT coeAnHUTb ABa PUINYECKMX YCTPOMCTBA B O4HO BUPTYasibHOE.

/" Mpun HacTpoiike VPC Ha 0A4HOPaHroBbIX KOMMYTaTOpax A0/KHa 6bITb 0AMHAKoBas Bepcua
nporpammHoro obecneuyeHus.

’ ' O6HoBneHue MO Ha KommyTaTopax VPC-napbl A0NXKHO NPOU3BOAUTLCA NOC/NEA0BaTENbHO:

vt CHaya/Na Ha O4HOM YCTPOIACTBE, a NOC/e ero nepesarpysku — Ha gpyrom. B npouecce 06-

HOBJIEHUA U Mepe3arpy3ku KOMMyTaTopa C posbto Primary ero gyHKUMM aBTOMaTUHECKU
nepexoanT K yCTPOMCTBY € ponabio Secondary.

/ VPC Port-Channel KOHTPOAMPYIOTCA TONIbKO KOMMYTaTOPOM C poAblo Primary, KommytaTop
Secondary ucnonb3yet HacTpoiku Primary.
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’ ' Henb3s ucnonb3oBatb HacTpoiKy switchport forbidden default-vlan gna peer-link, Tak Kak
Cad TpadumK npotokona VPC xoaut untagged B default vian.

" B VPC rpynne B BbiBoge show port-channel orobpaKaloTca NOKanbHbIA U yAaNEHHbIM
V nopTbl. B KauecTBe yaaseHHOro NopTa CornacHo aoruke pabotbl VPC ncnonbayertca ifindex
' ' HecyLlecTByloLero 3-ro KHUTa.

KomaHOb! pexcuma 2106aa6HoU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 97 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Cospaet VPC-gomeH.
Ha ogHOm ycTpoiicTBe MOXKeT 6biTb CO3AaH TO/IbKO
V oauH gomeH VPC. Ha napHbIX yCTPOMUCTBAX A0/MKEH
6bITb 0guHaKoBbi VPC-gomeH.

Ypansaet VPC-goMeH c ycTpolicTBa.

vpc group group_id

no vpc group group_id

group_id: (1..63)

Cospaet VPC-rpynny. [1na Kaxaoro arpermpoBaHHOro UHTep-
delica pomKHa bbITb coO3gaHa oTaenbHaa VPC-rpynna. Ha nap-
HbIX ycTpoicTBax Homepa VPC-rpynn foMKHbI COBNAAaTb.
CymmapHoe Konuyecrso VPC-rpynn He MmoXKeT npe-
V BbICUTb 48.

Ypansaet VPC-rpynny c ycTpolicTBa.

vpc

no vpc

—/BbIK/IIOYEHO

BkntoyaeT pexkum VPC. Ucnonb3lyeTtca nocne KoHoUrypaumm
VPC.

Bbikntoyaet pexkum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaumm VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabanua 98 — KomaHabl perkmuma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauaet Port-Channel B KauecTse peer-link.

Wckntouaet Port-Channel us yyactua 8 VPC.

peer detection

no peer detection

— /BbIKAOYEHO

BkntouaeT peer detection protocol.
Peer-detection — [OMNOAHUTENbHDLIA MEXaHU3M,
V o6ecneunsarowmii pyHKunoHuposaHme VPC B cny-
yae o6pbiBa peer-link. Moatomy 3anpewaerca uc-
nonb3oBaHue peer-link ana opraHusaumMm uHTEp-
deiica peer-detection.

BbikntovaeT peer detection protocol.

peer detection interval
msec

msec: (200..4000 )/700
ms

3agaeT MHTepBan oTnpaBKK coobuieHunit peer detection pro-
tocol.
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no peer detection interval

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3apaTtb Bpema 0XKuaaHua oteeTa peer detection protocol.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port] [vrf vrf_name]

no peer detection ipaddr

udp_port:
(1..65535)/50000;
vrf_name: (1..32) cumBona

HacTtpawnsaet IP-agpec nonyyatensa naketos, IP-agpec otnpa-
sButens, VRF u UDP nopt gns peer detection protocol.
- vrf_name — ums BUpTyanbHOM 061aCTM MapLLPYTU3aALNN.

YcTaHaBAMBAET 3Ha4YeHMeE No YMONYaHUIO.

peer keepalive

no peer keepalive

BkntouaeT cnyxby keepalive.

BoikntoyaeT cnyxby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3ajaTb BPemMA OXMAaHMA OTBETA Ha 3anpoc LEesO0CTHOCTU
peer-link.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBaET NPUOPUTET YCTPOMCTBA. YCTPOICTBO C MEHb-
LWKM 3HaYeHnem byaeT HazHavyeHo Primary.

YcTaHaBAMBaeT 3HaYeHue No YMOAYAHUIO.

system mac-addr mac_ad-
dress

no system mac-addr

YcraHasnusaer MAC-agpec cuctembl ana otnpasku B VPC
nopTbl.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT NpuopuTeT cuctembl ana otnpaskm 8 VPC
nopTbl. JonKeH 6bITb 0AMHAKOBbIN Ha 060MX YCTPOMCTBAX.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KOMaHAHOW CTPOKM perkmma KoHourypaumm VPC-group:

console (config) # vpe group group-id

console (config-group) #

Tabnnua 99 — KomaHabl pexkmma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YcraHasnusaet VPC-group yneHom VPC-gomeHa.

Uckntouvaet VPC-group us VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

Lobasnset Port-Channel 8 VPC-rpynny.

Wckntouaet Port-Channel us VPC-rpynnbil.

KomaHOobl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnmua 100 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show vpc

OtobpaxkaeT nHbopmaumio o KoHdurypauum VPC.

show vpc group id

OTobparkaeT MHPopmMauuto o Tekylem coctosiHum VPC Group id.

show vpc peer-detection

OTobpaxkaeT cocTosHMe cnyKbbl peer detection protocol.

show vpc role

OTobparkaeT MHGOPMALMIO O POSIU YCTPOMCTBA.

show vpc statistics peer {
keepalive | link | detection}

OTo6paXkaeT coCTOAHME CYETUMKOB CAy»K6bl VPC.

5.13 Hacrpo#kKa IPv4-agpecauuu

B gaHHOM pasgene onucaHbl KOMaHAbl AN HACTPOMKKM CTAaTMUECKMX MapameTpos IP-agpecaumn,
TaKKUX Kak IP-agpec, macka noaceTu, W03 No ymondaHuto. Hactpolika npotokonos DNS 1 ARP onucaHa B
COOTBETCTBYHOLMX pa3fenax AOKyMeHTaLUuN.

KomaHObI pexcuma KoHguaypayuu uHmepgetica Ethernet, unHmepdgelica epynnsl nopmos, VLAN,

Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl nopTtoB, nHTepdeiica VLAN, uutepdelica Loopback.

console (config-if)#

Tabnvua 101 — KomaHap! pexxmuma KoHpurypaumnm nHtepoelica

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

ip address ip_address {mask |
prefix_length}

no ip address [/P_address]

prefix_length: (8..32)

HasHauyeHue 3agaHHOMY UHTepdelicy IP-aapeca u macku nog-
cetun.
3HaueHMe MacKM MOXKeT b6biTb 3anucaHo nmbo B ¢op-
V mare X.X.X.X, nm6o 8 popmarte /N, rge N — Konmuecrso
eAWHUL B 4BOUYHOM NpeacTaB/IeHUM MACKU.

Ypnanenue IP-agpeca nntepdelica.

ip address dhcp

no ip address dhcp

MonyyeHue IP-agpeca ANA HacTpauBaemoro WHTepdelica oT
DHCP-cepsepa.
V He ucnonb3syetca gna loopback—uHTtepdeiica.

3anpeT mncnonb3oBaHMA npotokona DHCP pns nonyyeHma |IP-
afpeca BblbpaHHbIM HTEpPdeicom.

ip unnumbered {vlan vian_id |
loopback loop-back_id}

no ip unnumbered

vlan_id:
(1..4094);loopback_id: (1)

Paspewaet KoHduUrypnpyemomy nHtepdeiicy 3ammcrsosatb IP-
appeca VLAN u Loopback-uHtepdeiica.

OTKAtoYaeT GYHKLUMIO 3aMMCTBOBaHUA agpeca.

ip icmp unreachables
disable

BbIkntoueHue oTnpasku icmp unreachable.

no ip vrf

(1..32) cumBona

— -/BKAKOYEHO
no ip icmp unreachables .
. BKntoueHuWe oTnpaBKku icmp unreachable.
disable
ip vrf {vrf_name} vrf_name: LobasneHue nHtepdelica B ykasaHHbili VRF.

Ona nHtepdeiica OOB u gedonTtHoii VLAN nepep, ao-
6asneHnem B VRF Heobxogmumo BBectu «no ip address
dhcp». Takke «no ip address dhcp» Hy»XHO noBTOpPATHL
npu oyepeaHbix cmeHax VRF.

MonyyeHue IP-agpeca Ana HactpaMBaemoro WHTepdelica ot
DHCP-cepsepa.
V YpaneHue untepodeiica U3 paHee ykasaHHoro VRF.
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ip tcp adjust-mss value
value:
(500..1460)/1460 6anT

HasHauutb ¢umsmyeckomy wuHTepdeiicy Ethernet pasmep TCP
Maximum segment size.

]

Ucnonb3yetca npu Hanuuum IP address Ha HTepdeiice.

no ip tcp adjust-mss

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKuUme r106anbHON KOHPUrypaumm:

console (config) #

Tabanuya 102 — KomaHab! perknma rnobanbHom KoOHGUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aelicmeue

ip default-gateway ip_address -/WA03 N0 YMONYaHUIO

3afaeT 418 KOMMYTaToOpa afpec LWJ03a Mo YMONYaHMIO.

no ip default-gateway He 3a4aH

Ypanaet Ha3HaYeHHbIN ajpec Wwnk3a No YMOIHaHUIO.

ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

-/BbIK/OYEHO

BkntouyaeT nepeagpecaumio wmpokosewatenbHbix UDP-nakeTos
Ha onpefeneHHbIN agpec.

- ip_interface — IP-agpec nHtepdeica, na KOTOPOro BbINOJHAETCA
HacTpoMKa;

- all — nossonseT BbIOpaTh BCe IP-MHTEpPdENChI yCTPONCTBa;

- ip_address — IP-agpec HazHa4YeHuWsA, Ha KOTopbIN bByayT nepeHa-
npasaaTbca nakeTbl. 3HaveHune 0.0.0.0 oTKNtOYaeT Nnepeagpeca-
uuio;

- udp_port_list — cnnucok noptos UDP. LLInpoKoBsewaTenbHbIi Tpa-
bUK, HanpaBAeHHbIV Ha Nepeync/ieHHble B CNIMCKe NOpPTbl, NoABep-
raeTca nepeagpecaumnun. MakcmanbHoe obLuee KoamMyecTso nop-
TOB M aflpecoB Ha ycTponcTeo - 128.

no ip helper-address
{ip_interface | all} ip_address

OTMeHAET nepeaapecaLmio Ha 3a4aHHbIX MHTepdencax.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnuua 103 — KomaHab! pexxunma Privileged EXEC

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aeilicmeue

clear host {* | word}
word: (1..158) cumBonos

Ypanaet us namAtv noay4vyeHHble no npotokoay DHCP 3anucu co-
OTBETCTBUIN UMEH MHTepdencos 1 ux IP-agpecos.
* — y[anUTb BCe COOTBETCTBUA.

renew dhcp {gigabitethernet
gi_port | tengigabitethernet

te_port | gi_port: (1..8/0/1..48);
twentyfivegigabitethernet te_port: (1..8/0/1..48);
twe_port | twe_port: (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | fo_port: (1..8/0/1..32);

fourhundredgigabitethernet
fo_port | vlan vian_id |
port-channel group | oob}
[force-autoconfig]

group: (1..128)
vlan_id: (1..4094)

OtnpasnseT 3anpoc kK DHCP-cepsepy Ha o6bHoBNeHMe IP-agpeca.
- force-autoconfig — npu obHoBNeHUn IP-agpeca 3arpy:kaetcs
KoHoburypauus c TFTP-cepsepa.

show ip helper-address

OtobparkaeT Tabnuuy nepeagpecauumn LIMPOKOBELLATENbHbIX
UDP-nakeToB.
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show ip unnumbered interface
[vlan vian_id]

vlan_id: (1..4094)

MoKasbiBaeT KoHoUrypauumto ip unnumbered Ana yKazaHHOO WH-
Tepdelica.

KomaHObi pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>

Tabnmua 104 — KomaHap! pexkmuma EXEC

3HayeHue/3HayeHue o

gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | vlan
vlan_id | tunnel tunnel | oob]

te_port: (1..8/0/1..48);
group: (1..128);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id : (1...64);
tunnel: (1..16);
vlan_id: (1..4094)

KomaHoa Aelicmeue
YMOAYAHUIO
show ip interface [vrf vrf_name: (1..32) MoKasbiBaeT KoHoUrypaumo IP-agpecauym gas ykasaHHOroO WH-
vrf_name | all} | CMMBONA; Tepdeiica nam 061acTm BUpTyanbHoW mapupytusaumm (VRF).

5.14 HactpoukKa Green Ethernet

Green Ethernet — TexHonorua, no3BosAOWAs CHU3UTbL 3HepronoTpebsieHne ycTponcTBa 3a cyer
OTKNKOYEeHNA NMUTaHUA ANA HEeaKTUBHbIX 3/1EKTPUYECKUX MOPTOB U U3IMEeHEeHUA YPOBHA nepenaBaemoro

CUTrHana B 3aBUCUMOCTU OT AJIUHbI Kabens.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume r106anbHoN KoHGUrypaumm:

console (config) #

Tabnuua 105 — KomaHabl pexknma rnobanbHoN KoOHPUrypawmm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

green-ethernet energy-detect

Bk/itoyaeT aHeprocbeperatoLmin peskum 41a HeaKTUBHbIX MOPTOB.

no green-ethernet -/BbIKNIOYEH OTKANtoYaeT sHeprocbeperaoWwmnin pexxmum ANa HeaKTUBHbIX Nop-
energy-detect TOB.
green-ethernet short-reach BkntoyaeT aHeprocbeperatolmii pexxum a1a nopTos, K KOTOPbIM
NOAK/OYAIOTCA YCTPOWCTBA C A/IMHOM Kabens noAKAYeHuA
MeHblle NOPOroBOro 3HaYeHwus, yCTaHaBANMBAEMOrO C NMOMOLLbIO
-/BbIKNIOYEH

KomaHabl green-ethernet short-reach threshold.

no green-ethernet short-reach

OTKAloYaeT aHeprocbeperatoLwmii pexnm Ha OCHOBaHUM AJNHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXnme Ko

console (config-if) #

Hourypauum nutepdenca Ethernet:
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Tabnunua 106 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4YaHuro

green-ethernet energy-detect BkAtoyaeT sHeprocbeperatowmin pexxum gna nHtepdeiica.
no green-ethernet -/BKNtO4EH OTKAtoYaeT sHeprocbeperaowmii pexxum gas nHtepdelica.
energy-detect
green-ethernet short-reach Bk/itovaeT sHeprocbeperaoWmnin pexxmm Ha OCHOBaHUW AJNHbI

Kabens.

-/BKNOYEH —

no green-ethernet short-reach OTKANloYaeT aHeprocbeperaroWwmini pexmMm Ha OCHOBAHMMU OJ/IMHbI

Kabens.

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:
console#

Tabanuya 107 — KomaHabl perkmma Privileged EXEC

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmesue
110 yMOAYAHUIO

show green-ethernet OTobparkaeT CTaTUCTUKY green-ethernet.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

twe_port |

- (1..8/0/1..120);
hundredgigabitethernet . .
hu_port | hu_port: (1..8/0/1..32);

fourhundredgigabitethernet fo_port: (1..8/0/1..32)

fo_port | detailed]

green-ethernet power-meter CbpacbiBaeT CHETYMK UBMEPUTEN MOLLHOCTHU.
reset

[pumepbl 8b1M0AHEHUS KOMAHO

OT06pasuTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT
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tel/0/8 on off LT on off off LT
tel/0/9 on off LT on off off LT
tel/0/10 on off LT on off off LT
tel/0/11 on off LT on off off LT
tel/0/12 on off LT on off off LT
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5.15 HacTpoiika IPve-agpecauum

5.15.1 Npomokon IPv6

KommyTtatopbl noaaepusatot paboty no npotokony IPv6. MNMoaaeprkka IPv6 ABnsetcAa BarKHbIM
LOCTOMHCTBOM, MOCKONbKY NpOTOKOAN |IPv6 npu3BaH, B nepcnekTnse, MNOAHOCTbIO 3aMEHUTb agpecauuto
npoTtokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTokon IPv6 nmeet paclwumpeHHoe agpecHoe NpocTpaHcTBo — 128
6uTt Bmecto 32. Aapec IPv6 npeactasnanet coboit 8 6,10K0B, pas3aeneHHbIX ABOETOUYMEM, B KaxKaoM 610Ke

16 61T, 3aNNCaHHbIX B BUAE YeTblpex WeCcTHaALaTePUYHbIX YMcen.

MoMMMO yBeNMYEHMA aApPecHOro NPOCTPaHCTBa MPOTOKOA IPV6 MMeeT MepapXUyeckylo cxemy
agpecaumn, obecrnedymBaeT arperauuio MaplUpyToB, ynpowaet Tabauuy MapupyTMsaumu, npu 3Tom
abdeKTMBHOCTL PaboTbl MapLIPYTU3aTOPa MNOBbILIAETCA 33 CYET MeXaHM3Ma 0BHapPYKeHNA CoCeAHMX Y3/10B.

JNlokanbHble agpeca IPv6 (IPv6Z) B KOomMyTaTope HasHaualoTca MHTepdelicam, nosTomy npu

Mcnonb3oBaHUK IPv6Z-agpecoB B CMHTAKCMCE KOMaHA, UCNo/ib3yeTca ceaytowmii opmar:

<ipv6-link-local-address>%<interface-name>

roe:

interface-name — uma nHTepdeica:
interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>

decimal-number=0|1]2|3|4|5|6]|7]|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)

/’ Ecnmn 3HaueHMe rpynnbl UM HECKONIbKUX FPyNNn noapaa B agpece npotokona IPvé paBHO

Hynto — 0000, To AaHHbIE rpynnbl MOTyT 6bITb ONYLLEHbI.

Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moxKeT bbiTb COKpalleH A0
FE40::AD21:FE43. CoKpalieHutio He MmoryT 6biTb NoABeprHyTbl 2 pasgenieHHble HyneBble

rpynnbl n3-3a BOSHUKHOBEHUA HEOAHO3HAYHOCTMU.

V’ EUI-64 — 310 naeHtudumkaTop, cosgaHHbli Ha 6ase MAC-agpeca uHTepdeiica, ABnaoWwmninca
64 mnagwummu 6utamu IPvb-agpeca. MAC-agpec pasbuBaeTtca Ha gBse yactu no 24 6ura,

MeXKay KoTopbimu ao6asnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabanuya 108 — KomaHab! perknma riobanbHOM KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

ipv6 default-gateway
ipv6_address

no ipv6 default-gateway
ipv6_address

3apaeT 3HaYeHue NI0KaNbHOro ajgpeca IPv6-wnto3a no ymonya-

HUIO.

Ypanser HacTpolKu IPV6-Lunt03a MO YMOYaHUIO.
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ipv6 neighbor ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id} mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..12);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Co3paet cTtaTMyeckoe cooTBeTcTBME Mexay MAC-agpecom co-
cefiHero ycTpolcTea 1 ero IPv6-agpecom.

- ipv6_address — IPv6-aapec;

- mac_address — MAC-appec.

Ypanaet ctatuyeckoe cootBeTcTBue mexagy MAC-agpecom co-
ceaHero ycTpoiictea u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3agaeT orpaHuyeHune ckopoct ana ICMPv6-coobuieHuii 06
owmnbKax.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric] [distance
distance]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

JobasneHune ctaTuyeckoro mapuupyta IPv6

- prefix — ceTb Ha3HaYeHus;

- prefix_length —npeduKc macku ceTn (KOAMYECTBO eANHUL, B Ma-
cKe);

- gateway — W03 ANA AOCTYNA K CETU HAa3HaYeHus;

- metric — MeTpUKa AN AaHHOTO MapLIpyTa;

- distance — afMUHUCTPATUBHAA AUCTAHUMA MapLUpyTa.

YpaaneHwe ctatnyeckoro mapuupyta IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIKNOYEHO

BkatoyaeT nepeHanpasaeHne ogHOaLPECHbIX MAKeTOB.

OTK/OYaeT nepeHanpas/ieHme 04HOaAPECHbIX MaKeToB.

ipv6 distance {ospf {inter-as |
intra-as} | static} distance

no ipvé6 distance {ospf {inter-as
| intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YcTaHaBAMBaeT 3Ha4YeHWe aaAMUHUCTPATUBHOW aucTaHumm (AD)
ONA BCEX MAPLUPYTOB YKa3aHHOro Tuna.

- ospf inter-as — ycTaHaBAnBaeT 3HauyeHne AD ansa meXK30HaNb-
HbIX MapLLPYTOB, NPUHATbLIX NO NpoTokoay OSPF;

- ospf intra-as — ycTaHaBnBaeT 3HayeHue AD gna BHyTpU30-
Ha/NIbHbIX MAPLLPYTOB, NPUHATLIX N0 NpoToKoay OSPF;

- static — ycTaHaBnMBaeT 3HaueHne AD gns CTaTUYECKUX MaplLu-
pyTOB.

YcTaHaBAMBaEeT 3HAaYEHUE MO YMONYAHUIO.

KomaHObI pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepdeica:

console

(config-if) #

Tabnumua 109 — KomaHAabl pexkuma KoHourypaumm nHtepoeiica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIKAOYEHO

BkntoyaeT noaaepKky IPv6 Ha nHtepdeiice.

OTKNtOYaeT noaaep: KKy IPv6 Ha nHTepdelice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymon4yaHuio
aBTOMaTUyecKas
KoHbUrypauus
BK/IIOYEHA, agpeca He
Ha3Ha4eHbl.

BKAtoYeHMe aBTOMATUYECKOW KoHdurypaumm IPv6-agpecos Ha
nHTepderice. Aipeca HaCTPaMBalOTCA B 3aBUCUMOCTU OT NpeduK-
COB, KOTOpPbIe Nosy4eHbl B cooblieHmnax «Router Advertisement».

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.
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ipv6 address
ipbv6_address/prefix_length
link-local

no ipv6 address
[ipv6_address/prefix-length
link-local]

Mo ymon4yaHuio
3HaYeHue JIOKaIbHOro
appeca: (FE80::EUI64)

3agaeT nokanbHbIl IPv6-agpec nHtepdelica. Crapwme 6uTbI no-
KanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanset nokanbHbIn IPv6-agpec.

ipv6 nd dad attempts
attempts_number

3afjaeT KOAMYecTBO COO0bLEeHNn-TpeboBaHMI, NepesaBaemMbixX
MHTepdencom B3aMMOLENCTBYOWEMY YCTPOWUCTBY B cay4vae 06-

(0..600)/1 HapyeHus gybaunkaunm (konnmsum) IPve-agpeca.

no ipv6 nd dad attempts Bo3BpalyaeT 3Ha4YeHWe Mo YMONUAHUIO.

ipv6 unreachables BkntoyeHne ICMPV6 coobLieHnit o HegOCTUXKMMOCTM agpecaTta
-/enabled npu nepegave NakeTos Ha onpeaeneHHbIn MHTepdeic.

no ipv6 unreachables

YcTaHaBAMBaeT 3HaYeHNe No YMONYAHUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

Onpepenexuve sepcum npotokona MLD ana nHtepdelica.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 110 — KomaHabl perkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aeiicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3blBaeT HAaCTPOMKM NpoToKona IPv6 Ansa yKazaHHOro UHTep-
delica.

show ipv6 route [summary |
local |connected | static |
ospf | icmp | nd |
ipv6_address[ipv6_prefix |
interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
group: (1..128);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
vlan_id: (1..4094)

MokasbiBaeT Tabanuy IPv6-mapLupyTos.

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
group: (1..128);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
vlan_id: (1..4094)

Moka3sbiBaeT MHd)OpMaLI,M}O O coceaHUX
cofeprKallyrca B Kale.

IPV6-ycTpoiicTBaXx,
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clear ipv6 neighbors

OuMilLaeT Kaw, coAepKawmii MHOOPMALMIO O COCEAHUX
yCTpoicTBax, paboTatowmx no npotokony IPv6. MHdopmaums o
CTaTMYECKMX 3aMUCAX COXpaHAeTCA.

show ipv6 distance

lMoKa3aTb 3HayeHwue aAMMHMCTpaTMBHOI‘;i
Pa3NNYHbIX ICTOYHMKOB MapLlpyTa.

AWUCTaHUMK A

5.16 HacTtpo#Ka npoTokonos

5.16.1 Hacmpoiika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHoW 3agayelt npoTtokosa DNS saBnsetca onpegeneHue IP-agpeca y3na cetn (xocta) no 3anpocy,
cogeprKalemy ero AgomMeHHoe umA. Basa AaHHbIX COOTBETCTBMM [AOMEHHbIX WMMEH Y3/10B CETU MU
cooTeeTcTBYOWMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKuUme r106anbHON KoHPUrypaumm:

console (config) #

Tabanuya 111 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ip domain lookup Paspewaet ncnonb3osaHue npotokona DNS.
-/BKAOYEHO
no ip domain lookup 3anpewaeT ncnonb3osaHue npotokona DNS.
ip name-server Onpegenser IPv4/IPv6-aapeca gns goctynHbix DNS-cepsepos.
{serverl_ipv4 address | - vrf_name — uma BUPTYaIbHOW 061aCTU MapLLpyTU3aLUN.
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...] [vrf
vrf_name]
no ip name-server Ypansaet IP-agpec DNS-cepsepa 13 cnucka AOCTYMHbIX.
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...][vrf
vrf_name]
ip domain name name [vrf Onpenenser fOMEHHOE UMA MO YMONYaHUIO, KoTopoe byaeT uc-
vrf_name] NnoNb30BaTbCA MPOrpPammoi, AR AONOSHEHUA HenpaBWU/IbHbIX
AOMEHHbIX UMEH (LOMEHHbIX MMeH 6e3 TOYKM). ONa LOMEHHbIX
name: (1..158) MMeH 6e3 TOUYKM B KoHeL, UMeHW byaeT f,06aBNATbLCA TOUKA U YKa-
CUMBOJIOB 3aHHOe B KOMaHAe JOMEHHOe UMA.
- vrf_name — vma BUPTYanbHOM 061acTU MapLUpyTU3aLLUK.
no ip domain name [vrf Yoanaer gOMeHHOoe UMA N0 YMONYaHUIO.
vrf_name]
ip host name address1 OnpegaenseT cTaTUYecKkmMe COOTBETCTBMA MMeEH y3/10B ceTu IP-aa-
[address2 ... address4] [vrf pecam, pobaBnseT yCTaHOBJAEHHOE COOTBETCTBME B  K3L.
vrf_name] DyHKLMA nokanbHoro DNS. MoxHo onpeaenntb 00 BocbMu IP-
name: (1..158) afipecoB Ha OAHO UMS.
thmeonos - vrf_name — vma BUPTYanbHOM 061acTU MapLupyTU3aLmK.
no ip host name [vrf vrf_name] Ypanaer ctaTMyeckme COOTBETCTBMA MMeEH y3/10B ceTu IP-agpe-
cam.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomMaHAHOM CTPOKK B pexxume EXEC:

console#

Tabnmua 112 — KomaHap! pexkuma EXEC

CMMBO/10B

3HavyeHue/3HayeHue .
KomaHda / Aeiicmeue
no ymoa4aHuro
clear host {name | *} name: (1..158) Yaanaer 3anucb COOTBETCTBMA MMEHM y3n1a ceTu IP-agpecy Kawa

nmbo Bce 3anucu (*).

vrf_name]

show hosts [name] [vrf

name: (1..158)
CUMBO/I0B

OTobparkaeT LOMEHHOE MMA N0 YMONYaHUIo, cnncok DNS-cepse-
pOB, CTaTUYECKME U KIWWMPOBAHHbIE COOTBETCTBUA MMEH Y3/10B
cetn n IP-agpecos.

Mpun cnonb3oBaHMKM B KOMaHAE MMEHM y3/1a ceTu, oTobparkaeTca
cooTBeTcTBYOWMIM emy IP-agpec.

- vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3aLUM.

[pumepbl UC016308AHUA KOMAHO

Mcnonb3osaTtb DNS-cepsepa no agpecam 192.168.16.351 192.168.16.38, ycTaHOBUTb AOMEHHOE UMA

Nno YMO/ZT4aHUIO — Mes:

console# configure

console (config)# ip name-server 192.168.16.35 192.168.16.38

console (config)# ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: Y3€/1 CETU C UMeHeM eltex.mes nmeet IP-aapec
192.168.16.39:

console# configure

console (config)# ip host eltex.mes 192.168.16.39

5.16.2 Hacmpolika npomokona ARP

ARP (Address Resolution Protocol — npoToKon paspellueHMAa aapecoB) — MNPOTOKO/ KaHa/IbHOro
YPOBHA, BbIMONHAKOWMIN PyHKUMIO onpeaeneHma MAC-agpeca Ha OCHOBaHMM COAEpPrKaLLLerocsa B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2a0baab6Hol KoOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHGUrypaumm:

console (confiqg) #

Tabnuua 113 — KomaHabl pexxknma rnobanbHon KoHPUrypawmm
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KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id | oob]

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

[ob6asnaeT cTaTuyeckyto 3anucb cootsetctaua IP- 1 MAC-agpe-
coB B Tabsimuy ARP gna ykasaHHOro B KomaHze nHTepdeitca.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet ctaTMyecKkyro 3anucb cootsetctema IP- 1 MAC-agpecos
13 Tabnunubl ARP ans yKasaHHOro B KOMaHAe nHTepdeiica.

arp timeout sec sec: HacTpauBaeT Bpems KMU3HM AMHAMUYECKUX 3anuceit B Tabauue
(1..40000000)/60000 ARP (cek).
no arp timeout ceK YcTaHaBAMBaET 3HAYEHME N0 YMONYAHWUIO.
ip arp proxy disable OTKAtoYaeT pexkum npokcnposaHma ARP-3anpocos ana KommyTa-
. TOpa.
-/OTKNIOUEH

no ip arp proxy disable

BkntoyaeT pexkum npokcmposaHua ARP-3anpocos gaa KommyTa-
Topa.

anycast-gateway
mac-address mac_addres

no anycast-gateway mac-
address

dopmat mac_address:
H.H.H vav H:H:H:H:H:H
mnun H-H-H-H-H-H /
BMpPTYyanbHbIi MAC-
ajpec He 3a4aH

3agaeT BupTyanbHbli MAC-agpec, KOTopblit 3ameHseT 6aso-
Bblt MAC-agpec KommyTaTopa B ucxoaawmx ARP-coobuie-
HUAX.
- mac_address — MAC-agpec.
B kauectBe BuptyanbHoro MAC-agpeca Henb3a MUC-
V nonb3oBatb cneaywowme MAC-agpeca: multicast,
broadcast, VRRP MAC, 6a3oBbiii MAC-agpec KommyTa-
Topa, 6asosbii MAC-agpec Kakoro-nmbo HuUTa U3
cTeKa.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

KomaHOwbI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnuua 114 — KomaHabl pexxunma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

clear arp-cache

YaanaeT sce AnHamuyeckue 3anmcu ns ARP-tabanubl (KomaHaa o-
CTYMHa TO/IbKO ANA NPUBUAETMPOBAHHOIO Nob3oBaTens).

196 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

show arp [ip-address
ip_address] [mac-address
mac_addres] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H van H:H:H:H:H:H
nnun H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT 3anucn ARP-Tabauubl: Bce 3anucu, ¢punbTp no IP-aa-
pecy; dunbTp no MAC-agpecy; duabTp no nHtepdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasbiBaeT rnobanbHyto KoHourypaumo ARP n KoHourypaumio
ARP ansa nHtepodeiicos.

show ip anycast-gateway

Moka3biBaeT KOHOUrypaumio anycast gateway.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bug, 3anpoca KoMaHAHOM CTPOKKM B pexxume interface configuration:

console (config-if) #

Tabnunua 115 — KomaHabl perkuma nHtepoeica Ethernet, rpynnbl nHtepdeicos uHtepdeiica VLAN

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmesue

ip proxy-arp

Bkntoyaet pexkum npokcuposaHuMa ARP-3anpocoB Ha HacTpamsae-
MOM MHTepodeiice.

- -/BKAOYEHO
no ip proxy-arp

OTKAlOYaeT pexkmm npokcmposaHua ARP-3anpocoB Ha HacTpamBae-
MOM MHTepdeiice.

anycast-gateway

-/BbIK/IIOYEHO

BkntouaeT onumio anycast gateway Ha uHTepdelice. B ncxoaaimx
ARP-coobueHx 6a3oBbiit MAC-aapec KomMyTaTopa 3amMeHAeTca Ha
BUpPTyanbHbln MAC-agpec.
V BupTtyanbHbiii MAC-agpec AonKeH 6biTb 3aAaH KOMaH-
Boi1 anycast-gateway mac-address.

no anycast-gateway

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

[pumepbl UC016308AHUS KOMAHO

[Job6aBuTb cTaTnyeckyto 3anucb B ARP-Tabanuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBUTb BPEMS KU3HU AMHAMUYecKmx 3anuceit B ARP-Tabaunue — 12000 ceKyHa;:

console# configure

console (config)# arp 192.168.16.32
1/0/2

console (config)# arp timeout 12000

MokasaTtb cogepkmumoe ARP-Tabsmubl:

console# show arp

00-00-0c-40-0f-bc tengigabitethernet

vlan 1 te0/12 192.168.25.1

02:00:2a:00:04:95

HW address

status

dynamic

5.16.3 Hacmpolika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaummn. MpoTokon nossonsieT

pacnpocTpaHnTb No cetn maeHtuodukatTopbl VLAN.

OcHoBHOM ¢yHKuMeln npoTokona GVRP asnsertca

0obHapyKeHne nHbopmaummn ob oTcyTcTBYHOWMX B 6ase gaHHbIXx KommyTaTopa VLAN-ceTax npu noayvyeHmu
coobueHnint GVRP. Monyuns nHdopmaumio 06 otcytcreyrowmx VLAN, kKommyTaTop AobaBnseT ee B CBOIO

6a3y AaHHbIX.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHom KoHGUrypaumm:

console (config) #
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Tabnmua 116 — KomaHap! pexkmma rnobanbHon KoOHGUrypaumm

3HayeHue/3Ha4yeHue »
KomaHda / Aeiicmeue
no ymoa4yaHuro
gvrp enable / BkntoyaeT ncnonbsosaHune npotokona GVRP-kommyTatopom.
-/BbIK/OYEH
no gvrp enable BbIkntoyaeT ucnonb3oBaHme npoTokona GVRP-kommyTaTtopom.
gvrp static-vlan BkntovaeT pobasneHune VLAN nonyuyeHHbix no GVRP Bo VLAN
database.
- -/BbIKIOYEH
no gvrp static-vlan OTkntoyaeT pobasneHune VLAN nosnyyeHHbix no GVRP Bo VLAN
database.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢belica epynnsl Nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 117 — KomaHap! pexkuma KoHourypauum nHtepdeiica Ethernet, rpynnsl uHTepdeiicos

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4yaHuro
gvrp enable BkntoyaeT ncnonb3osaHue npoTtokosa GVRP Ha HacTpansaemom
nHTepoelice.
-/BbIKAOYEH
no gvrp enable BbikntoyaeT ucnonb3oBaHme npotokona GVRP Ha HacTpansBaemom
nHTepoelice.
gvrp vlan-creation-forbid 3anpewaeT AMHammM4eckoe nameHeHue nnum cosgaHme VLAN ana
HacTpanBaemoro nHTepoeica.
- - -/pa3pelueHo
no gvrp vlan-creation-forbid Paspewaer guHamumyeckoe mameHeHne unu cosgaHue VLAN ana
HacTpanBaemoro nHTepoeica.
gvrp registration-forbid Mo ymonuaHuio BbinonHAaeT cHATHe pernctpaumm ana scex VLAN 1 He gonyckaert co-
co3faHve n 343aHUA Unu pernctpaumm Hoebix VLAN Ha gaHHOM nHTepdelice.
no gvrp registration-forbid peructpauma VLAN Ha | YcTaHaBAMBaET 3HaueHMe N0 YMOYaHMIO.
MHTepodeice
paspelleHa

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOWM CTPOKKM pexxnma Privileged EXEC:
console#

Tabnunua 118 — KomaHabl perkmuma Privileged EXEC

3HavyeHue/3Ha4yeHue o
KomaHoa / Aelicmeue
110 yMOAYAHUIO

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48); OuunLLaeT HaKOMNJIEHHYIO CTaTUCTUKY NpoToKkona GVRP.

te_port: (1..8/0/1..48);

. . twe_port:
twentyfivegigabitethernet (1..8/0/1..120);
twe_port |

s hu_port:
hundredgigabitethernet (1..8/0/1..32);
hu_port | o Y

fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group]
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KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Tabnnua 119 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmesue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MNokasbiBaeT KoHdUrypauuto npotokona GVRP gns yKazaHHOro UH-
Tepdelica, inbo ansa scex MHTepdencos.

MNoKka3biBaeT HAKOM/IEHHYO CTaTUCTMKY no npotokony GVRP ana
yKa3aHHOro uHtepdelica, inMbo ansa Bcex MHTepdencos.

MoKasblBaeT CTaTUCTUKY Mo owmnbkam npu paboTe npoTokona GVRP
ONA yKasaHHOro uHTepderica, imbo ana Bcex MHTepdencos.

5.16.4 MexaHu3m obHapy»ceHusa nemeno (loopback-detection)

[aHHbIN MexaHW3M NO3BONAET YCTPOMCTBY OTC/AEXKMBATL 3aKO/bLOBaHHbIe NOPThI. [eTna Ha nopTy
O0bHapyKMBaeTca NyTEM OTCbIIKM KOMMYyTaTopom Kagpa (frame) ¢ MAC-agpecom nopta KommyTtaTopa B
none Source MAC v wnpoKoBeLaTenbHbiM (Mo ymondaHuto) agpecom B nose Destination MAC.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHUrypaumum:

console (config) #

Tabnunua 120 — KomaHabl pexkrma rnobanbHOM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

loopback-detection enable

no loopback-detection enable

-/BbIK/AOYEHO

BkitouaeT mexaHn3m 06Hapy)KeHI/IFI neTenb ANA KOMMYTaTopa.

BoccTaHaBimMBaeT 3HavYeHMe No YMOYAHMUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (1..60)/
30 ceKyHA,

YcTaHaBauBaeT UHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BoccTaHaBivBaeT 3HavYeHMe No YMOJTHAHUIO.
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loopback-detection vlan-based

no loopback-detection vlan-
based

-/BbIK/IOYEHO

BKntouaeT pexum obHapyxeHusa netam o VLAN. Mpu Hanuumm
netnu 8o VLAN gaHHan VLAN 6yaeT 3ab10KMpoBaHa Ha NopTy, Ha
KoTopom 6blna obHapy:keHa neTns.

OTKNOYUTL pexkum obHapyKeHus netim so VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection vlan-
based recovery-time

value: (30..1000000)/
BbIK/TKOYEHO

3apaTb Bpems 610kMpoBku VLAN.
- value — Bpemsa, no ucrteyeHne kotoporo VLAN aBTOMaTUYECKK
pasbnokunpyeTcs.

3abnokupoBaHHble VLAN He 6yayT BOCCTaHaBAMBaTLCA aBTOMATU-
YecKu.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MOpMmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica

rpynnbl NOPTOB:

console (config-if)#

Tabnunua 121 — KomaHabl pexuma KoHourypaumm uHtepdelica Ethernet, rpynnsl nHTepdelicos, nHTep-

demnca VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

loopback-detection enable

no loopback-detection enable

-/BbIK/IIOYEH

BkAtoyaeT mexaHU3M 0bHapyKeHUA neTenb Ha NOPTY.

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 122 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show loopback-detection
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128).

OTobparkaeT coctoAaHMe mexaHn3ama loopback-detection.

5.16.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoOW 3agaveit npoTtokosa STP (Spanning Tree Protocol) AaBnsetca npuseaeHue cetu Ethernet c
MHOXECTBEHHbIMW CBA3AMM K APEBOBMAHON TOMOAOMMKN, UCKAOYAIOLWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHPUIYPaLUMOHHBbIMU COOBLLEHMAMM, MCMOb3YA Kagpbl crneuuanbHoro ¢opmarta, U
BbIBOPOYHO BK/IOYAIOT M OTKKOYAIOT Nepeaayvy Ha NopTbl.

Rapid (6bicTpbiii) STP (RSTP) ABnseTca ycoBepllieHCTBOBaHMEM MNPOTOKona STP, xapakTepusyetcs
MEHbLIMM BpemeHem MpuBeAeHMA CeTM K APEeBOBMAHON TonoforMm M umeeT 6onee BbICOKYHO

YCTONYMBOCTD.
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MpoTtokon Multiple STP (MSTP) saBsnaetca Haubonee coBpemeHHoOM peanusauueinr STP,
nogaepxueawouwen ucnono3dosaHne VLAN. MSTP npeanonaraer KoHourypauuto Heobxogmmoro
KOZIMYECTBA SK3eMMNSPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT uncaa rpynn VLAN Ha
KommyTaTope. Kaxablii aK3eMniap MOXKeT cogepkaTb HeckonbKo rpynn VLAN. HegocTtaTkom npoToKkona
MSTP aBnsieTcA TO, YTO Ha BCEX KOMMYyTaTopax, B3aumogencreyrowmx no MSTP, onxKHbl 6bITb 0AMHAKOBO
CKOHOUTrypupoBaHbl rpynnbl VLAN.

V MaKcumanbHO A0NyCTUMOE KOIMYecTBO 3K3emnasapoB MSTP yKasaHo B Tabauue 10.

MexaHn3m Multiprocess STP npeaHasHa4yeH AN co34aHna HesaBUcUmbIX gepesbes STP/RSTP/MSTP
Ha MopTax yCTPOICTBA. MI3MeHeHMsa coCTosHMA OTAENbHOIo AepeBa He OKa3biBalOT B/IMAHUA Ha COCTOAHME
APYrvX AepeBbeB, YTO NO3BOJIAET MOBbLICUTb YCTOMYMBOCTb CETU U COKPATUTb BPEMSA NEepecTpoeHns agepesa
B C/lydae OTKas3o0B. Mpu KOHOUTypMpoBaHUN CnedyeT MCKAUYUTb BO3MOXHOCTb BO3HWKHOBEHUA KoJjel,
MeXay nopTamu-4ysieHamu pasHbiX gdepeBbeB. 1A 06CnyKUBAHMA U30/IMPOBAHHbIX AEPEBLEB B CUCTEME
CO34aETCA OTAENbHbIA Npouecc Ha Kaxpoe aepeso. C Npoueccom COMOCTaBAAKTCA MOPTbl YCTPOMCTBA,
npuHagaexawme gepesy.

5.16.5.1 Hacmpoliika npomokona STP, RSTP

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaLumm:
console (config) #

Tabnunua 123 — KomaHabl pexkmma rnobanbHol KoHurypaumm

KomaHnoa 3HaveHue/3HaveHue Aelicmsue
no ymon4YaHuro
spanning-tree /BKAioUEHO Pa3spewaet ucnonb3oBaHMe KOMMYTaTOPOM NPOTOKoa STP.
no spanning-tree 3anpeLaeT UCnoib30BaHME KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode {stp | YcTaHaBAMBaET pexxum paboTbl npoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — I[EEE 802.1W Rapid Spanning Tree Protocol;
-/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol;

- pvst — Cisco Per Vlan Spanning Tree Protocol;

- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.
no spanning-tree mode YcTaHaBAMBaEeT 3HaYEHME N0 YMOIYAHUIO.
spanning-tree forward-time YcTaHaBAMBaET MHTEPBa BPEMEHM, 3aTPAYMBAEMbIV HA MPOCAYLLK-
seconds BaHWE U U3yYyeHMe COCTOAHMUI Nepes NepekNtoYeHnemM B COCTOSHUE

seconds: (4..30)/15 cek nepesayu.

no spanning-tree YcTaHaBMBaeT 3HaYeHMEe N0 YMOIYAHUIO.
forward-time
spanning-tree hello-time YcTaHaBAMBAET MHTEPBA/ BPEMEHN MeX Ay Nepesadamu LWMpPOKOBe-
seconds seconds: (1..10)/2 cex LaTenbHbIX coobuweHnin «Hello» K B3anmoaencTByoWMM KOMMYyTa-

TOpaMm.
no spanning-tree hello-time YcTaHaBAMBaET 3HaYeHME N0 YMOAYAHUIO.
spanning-tree PaspelwaeT 3alWmTy, BblKAOYAlOWYO WHTEpdenc npu noayvyeHum
loopback-guard csoero BPDU.

- -/3anpelieHo -

no spanning-tree 3anpewaeT 3aluMTy, BbIK/OYaOWYO MHTepdeirc npu noayyeHuu
loopback-guard csoero BPDU.
spanning-tree max-age YcTaHaBAMBaET BPeMSA KU3HU cBA3ytowero aepesa STP.
seconds seconds: (6..40)/20 cek
no spanning-tree max-age YcTaHaBAMBaeT 3HaYeHMe N0 YMOAYAHUIO.
spanning-tree priority rior val: HactpausaeTt npuoputet ceAsyoLero gepesa STP.
prior_val (© 6p1440_)/32'768 3HayeHne NpuopuTeTa A0KHO BbITb KpaTHO 4096.
no spanning-tree priority " YcTaHaB/MBAET 3HAYEHME MO YMOYAHMIO.
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HELTEX

spanning-tree pathcost YcTaHaBMBaET METOA OnpeseneHUn LLeHHOCTU NyTu.
method {long | short} - long — 3HauyeHuWe LeHHOCTU B AManasoHe 1..200000000;
-/long - short — 3HaueHue LeHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.
method
spanning-tree bpdu Onpegenset pexxum obpaboTkm naketoB BPDU-uHTepdeicom, Ha
{filtering | flooding} KOTOPOM BbIK/tOUYEH NpoToKo STP.
- filtering — Ha uHTepdeiice c BbIKIOYEHHBIM NPOTOKOAOM STP
/flooding BPDU-I-'IaKETbI d)manpyr?Tc;l;
- flooding — Ha nHTepdelice c BbIKNOYEHHbIM NPOTOKOIOM STP HeTe-
rmpoBaHHble BPDU-naKeTbl NepegatoTcs, TerMpoBaHHble — GUAbTPY-
toTcA.
no spanning-tree bpdu YcTaHaBAMBaET 3HaYEeHMe N0 YMOAYAHMIO.
spanning-tree loopguard BkntoyaeT dpyHKuUmio Loop Guard ansa Bcex nopTos.
default Ha aaHHbIi MOMeHT dyHKUMOHan Loopguard peanuso-
-/BbIK/IOYEHO . BaH gaa pexxumos STP, RSTP, MSTP.
no spanning-tree loopguard OTkntovaeT dyHKumto Loop Guard.
default
Mpu 3agaHumn STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbinonHeHUue
e ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, uHmepdaelica epynnsi mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHTtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 124 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnoel noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

HAelicmeue

spanning-tree disable

3anpewaeT paboTy npoTokona STP Ha KOHPUrypMpyemom UHTep-
delice.

- " -/paspeLeHo
no spanning-tree disable /pasp Paspewaet paboTy npotokona STP Ha KOHUTYpUpyemom MHTep-
deiice.
spanning-tree cost cost cost: YcTaHaB/MBAET LLEeHHOCTb NYTU Yepes AaHHbIW MHTepdeic.
' - COSt — LLeHHOCTb NyTW.
: (1..200000000)/cm. . Y
no spanning-tree cost a6y 96 YcTaHaBMBaeT 3HaYeHUe, onpeaensemoe Ha OCHOBAHWUM CKOPOCTU

nopTa U MeToZa onpeaeneHns LeHHOCTU NyTn, cM.Tabaunuy 125

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT npuopuTeT nHTepdeiica B ceasytowem gepese STP.

V 3HaueHue NpuopUTETa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOYAHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

-/auto

BK/IIOYAET peUM, B KOTOPOM MOPT NP NOAHATUM HA HEM JIMHKA
Cpa3y CTaHOBUTCA B COCTOAHUE Nepesayn, He AOKUAAACH UCTede-
HWA Talimepa.

- auto — fobaBnAeT 3a4ePKKY 3 CEKYHADI Nepes NepexoAom B Co-
CTOfIHWE Nepesayn.

BbIKNtOYaeT peXxmm MOMEHTaNbHOro nepexosa B COCTOAHME nepe-
a4 NO NOAHATUIO KZIMHKa».
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HELTEX

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/Mcnonb3oBaHue
rno6anbHOM HaCTPOMKK

BK/toYaeT 3aWmTy «KOPHA» A1A BCEX CBA3YHOWMX AepeBbeB STP Bbi-
6paHHOro nopra.

- root — 3anpeLaet uHTepdeiicy HbITb KOPHEBLIM NOPTOM KOMMY-
TaTopa;

- loop — BKAtOYaeT Ha MHTepdelice AONONHUTENbHYIO 3aLUTy OT
netenb. B cnyyae ecnv uHtepdeic HaxoaUTCA B COCTOAHUM, OT/INY-
Hom oT Designated 1 npu sTom nepecrtaet nony4ats BPDU, nHTep-
deiic bnokupyercs;

- none — oTK/to4aeT Bce Guard-pyHKUMM Ha MHTepdeiice.

Mcnonbayet rnobasbHyH HAaCTPOMKY.

spanning-tree bpduguard
{enable | disable}
no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspelaeT 3aWwuTy, BbIK/IHOYaOLLYI0 MHTEpdeC Npy Npuéme nake-
TO0B BPDU.

3anpeLuaeT 3aLmTy, BbIK/IHOYaKOLLYI0 MHTepdelic Npu Npuéme nake-
To8 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/Bna pynnekcHoro
nopTa «TOYKA-TOYKAY,
ANA NONyAYyNAEeKCHOro

— «Pa3BETB/IEHHbIN»

YcTtaHaBauBaeT npoTtokon RSTP B nepeaatouiee coctoaHue u onpe-
AenaeT TMN cBA3M A4 BbIbpaHHOro nopTa:

- point-to-point — Touka-TouKa;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBAET 3HAYeHUe No YMO4aHUIO.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

OnpeaenneT pexxnm obpaboTkn naketos BPDU-uHTepdeiicom, Ha
KOTOPOM BbIKAKOYEH NpoToKon STP.

- filtering — Ha uHTepdelice c BbIKAOYEHHbIM NpPOTOKONAOM STP
BPDU nakeTbl GunbTpytoTCA;

- flooding — Ha uHTepdeice c BbIKAOYEHHbIM NpOTOKoNOM STP
HeTermpoBaHHble BPDU-nakeTbl nepepatoTcAa, TerMpoBaHHble —
dunbTpyoTCA.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

spanning-tree mac-address
{dot1d | dotlad}

no spanning-tree mac-address

-/dot1d

N3meHsaeT MAC-agpec, C KOTOpPbIM OTNPAaBAAKOTCA U NPUHMMAIOTCA
BPDU.

- dotld — oTnpaBsasoTca u npuHMmatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — otnpasasatTca U npuHMmatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree restricted-tcn
no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
weH

3anpewaet npvem BPDU c ¢pnarom TCN.

Paspewaet nprem BPDU c ¢pnarom TCN.

Tabnuua 125 — LleHHOCTb NyTK, yCTaHOBAEHHAA NO YMOAYaHUIO (spanning-tree cost)

Unmepaeiic Memoo onpedeneHus yeHHocmu nymu
Long Short
GigabitEthernet (1000 Mbps) 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
TwentyFiveGigaEthernet (25000 Mbps) 800 1
FortygigabitEthernet (40000 Mbps) 500 1
HundredGigabitEthernet (100000 Mbps) 200 1
V' DOna vHtepdeiicos Port-channel HauanbHasa cToMmocTb onpepenseTca CTOMMOCTbIO NEPBOTro
JIUHKa, BowleaLlwero B COCtaB Port-channel. an AOGBBHEHMM dKTUBHbIX TMHKOB, Ha4a/ibHaA

ctoumocTtb Port-channel AeNnTca Ha X Konn4ecTso.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPoKK perkmma Privileged EXEC:

console#
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HELTEX

Tabnuua 126 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeilicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

lNoKa3biBaeT cocTosiHne npoTokona STP.

show spanning-tree detail
[active | blockedports]

MokasbiBaeT NoapobHy0 MHPOPMaLMIO O HACTPOWKaxX MPOTOKO/A
STP, ndopmaumio 06 aKTUBHbIX UM 3a6JOKMPOBAHHbIX MOPTAX.

clear spanning-tree
detected-protocols [interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MNepesanycKkaeT Npouecc MMUrpaLmMm NPpoToKoa. 3aHOBO NPOUCXO-
OMWT nepecyét aepesa STP.

KomaHOobl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 127 — KomaHzabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4YaHuo

Aeiicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Moka3sbliBaeT perkum 06paboTkmn naketos BPDU Ha nHTepdeicax.

5.16.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHom KoHGUrypaumm:

console (config) #

Tabnnua 128 — KomaHab! perknma riobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no yMmon4aHuwo
spanning-tree -/paspeLeHo Pa3spelaet ucnonb3oBaHne KOMMyTaTOpoM NpoToKkonaa STP.
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HELTEX

no spanning-tree

3anpeLyaeT UCNOb30BaHWE KOMMYTAaTOPOM NPOTOKoAa STP.

spanning-tree mode {stp |

YcTaHaBAMBAET pexkmMm paboTbl npoTokona STP.

no spanning-tree pathcost
method

rstp | mstp} -/RSTP

no spanning-tree mode YcTaHaBAMBAET 3HAYEHUE NO YMONYAHMIO.

spanning-tree pathcost YcTaHaBAnBaeT MeToA onpeaeneHna LeHHOCTU NyTu.

method {long | short} - long — 3HaueHue LeHHocTU B gnanasoHe 1..200000000;
-/long - short — 3HaueHwWe LeHHOCTM B Anana3oHe 1..65535.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBAMBaeT MNpUOPUTET ANA AAHHOTO KOMMyTaTopa nepej,
0CTa/IbHbIMU, UCMONb3YHOLLMMM 0BWMIA a3K3emnaap MSTP.

- instance_id —3k3emnnsp MST;

- priority — npuopuTeT KOMMyTaTopa.

V 3HaueHuMe npuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBAET 3HAYeHUeE No YMONYaHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBaeT MakCMMaibHOE KONMYECTBO TPAH3UTHbIX Y4aCcTKOB
ona naketa BPDU, Heobxoammbix gnis GopmMUpoBaHUA aepesBa U
yaepKaHna nHdopmaLmm o ero ctpoeHun. Ecam naket yxe npowen
MaKCMMabHOE KOJIMYECTBO TPAH3UTHbIX y4aCTKOB, TO Ha cieayto-
Llem y4yacTke OH oTbpacbiBaeTcs.

- hop_count — MmakCMManbHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
AnAa naketa BPDU.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst
configuration

Bxog, B pexxum KoHburypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypauuu npomokoaa MSTP

Bupa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHGurypaumm npotokona MSTP:

console# configure
(config) # spanning-tree mst configuration
(config-mst) #

console
console

Tabnunua 129 — KomaHabl pexknuma KoHourypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

HAelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..63);
vlan_range: (1..4094)

Co3pgaeT COOTBETCTBME MeXA4y dK3emnaapom npotokona MSTP un
rpynnamu VLAN.

- instance-id — naeHTUdUKaTOp 3K3emnasapa npotokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaet cOOTBETCTBME MENKAY IK3emMnaapom npotokona MSTP um

vlan_range rpynnamu VLAN.

name string 3apaet uma KoHourypaumm MST.
string: (1..32) cumBona | - string — vuma KoHdurypaumumn MST.

no name Ypanser uma KoHdurypauym MST.

revision value

no revision

value: (0..65535)/0

3apaeT Homep peBu3un KoHdUrypauum MST.
- value — Homep peBn3nmn KoHdUrypauum MST.

YcTaHaBAMBaET 3HayeHue No ymonyauutio (value).

show {current | pending}

Moka3sblBaeT TeKyLyto (current) nnbo oxugatowwyto (pending) KoH-
durypauuio MST.

exit ) Bbixoa, 3 pexxmma KoHdurypauum npotokona MSTP c coxpaHe-
HMeMm KoHPUrypaumn.
abort Bbixog, U3 pexknma KoHPUrypaumm npotokona MSTP 6e3 coxpaHe-

HUA KOHOUrypaLumu.
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HELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepagpelica Ethernet, uHmepdgelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHdurypaumm mnHtepdenca Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabanua 130 — KomaHzabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmesue

spanning-tree guard {root |
loop | none}

no spanning-tree guard root

-/vicnonb3osaHue
rnobanbHOM HaCTPOIKK

BKAtouvaeT 3awmTy «KKOPHA» ANA BCex CBA3YLWMX aepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpeLuaeT uHTepdelicy 6biTb KOPHEBBLIM NOPTOM
KOMMYTaTOpa;

- loop — BK/tovaeT Ha HTepdence AONONHUTE/bHYIO 3aLLMTY OT
netenb. B cnyyae ecam nHtepdeinc HaxoanTca B COCTOAHUM,
oT/iMyHom oT Designated v npu aTom nepectaet nosyyaTtb BPDU,
MHTepdeinc baokupyercs;

- none — oTKAo4aeT Bce Guard-pyHKUUM Ha MHTepdeiice.

YcTaHaBavBaeT rnobasnbHy0 HAaCTPOMKY.

spanning-tree mst instance-id
guard root

no spanning-tree mst instance-
id guard root

instance_id: (1..63);
/3aWwumTa BbIKNOYEHa

BKkntoyaeT 3almTy «KOpHA» yKasaHHoro sksemnaapa MSTP gna Bbl-
6paHHOro MHTepdenca. [JaHHaa 3awmTa 3anpeliaeTt nHtepodency
6bITb KOPHEBBIM MOPTOM KOMMYTaTOPAa.

- instance-id — ngaeHTUdMKaTOp 3K3emnaspa npotokona MSTP.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBaAuBaeT npuopuTeT nHtepdeiica B sksemnnape MSTP.
- instance-id — naeHTUdUKaTOp 3K3emnaapa npotokona MSTP;
- priority — npuopuTeT UHTepdeiica.

V 3HaueHuMe NpuopuTeTa A,0/MKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YcTaHaBMBaET LEHHOCTb MyTH Yepes BblOpaHHbIV MHTepdeic ana
onpeaeneHHoro aksemnasapa npotokoaa MSTP.

- instance-id — naeHTUdUKaTOp 3K3emnasapa npotokona MSTP;

- cOSt — LLeHHOCTb NyTW.

YcTaHaBAMBaeT 3HauyeHue, onpeaensaemoe Ha OCHOBAHUM CKOPOCTH
nopTa U meToda onpegeneHna LEHHOCTU NyTU.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT MHTepdeiica B KOPHEBOM CBA3YIOLLEM
nepese MSTP.

V 3HaueHue NpuopuTeTa A0MKHO BbITb KPaTHO 16.

YcTaHaBAMBaeT 3HAYEHUE MO YMOSYAHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
WweH

3anpewaet npvem BPDU c ¢narom TCN.

Paspewaet nprem BPDU c ¢narom TCN.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
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Tabnnua 131 — KomaHabl pexkuma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymMoA4YaHuto
show spanning-tree Moka3sbiBaeT KoHUrypauuio npotokona STP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | - instance_id — naeHTudMKaTOp 3K3emnaspa npotokona MSTP.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | fo_port: (1..8/0/1..32);
fourhundredgigabitethernet group: (1..128);
fo_port | port-channel group] instance_id: (1..63)
[instance instance_id]
show spanning-tree detail MoKasbiBaeT NoApPobHYIO MHPOPMALMIO O HACTPOMKE MPOTOKO/A
[active | blockedports] STP, uHdopmauuto 06 aKTUBHbBIX UK 3a610KMPOBAHHbBIX NOPTaX.

[instance instance_id] - active — npocmoTp MHPopMauumn 06 aKTUBHbIX NOPTaXx;

inst id: (1..63
instance_id: ( ) - blockedports — npocmoTp MHPopmaL MK 0 3a610KMPOBAHHDBIX MOpP-

Tax;

- instance_id — vaeHTnduKaTop sK3emnasapa npotokona MSTP.
show spanning-tree MNokasbiBaeT MHGOPMaALMIO O CKOHOUTYPUPOBAHHbBIX IK3EMNASAPAX
mst-configuration ) MSTP.
clear spanning-tree MepesanyckaeT NpoLecc MMrpaLm NpoToKoia. 3aHOBO MPOUCXO-

detected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

gi__port: (1..8/0/1..48); OVWT NpocyéT aepesa STP.

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

twe_port |

~ . hu_port: (1..8/0/1..32);
hundredgigabitethernet - s
hu_port | fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group}

[pumepbl 8b1M0AHEHUS KOMAHO

BkntounTtb noaaepKky npotokona STP, ycTaHOBUTL 3HaYeHWe NnpuopuTeTa ceasylowero aepesa RSTP —
12288, nntepsan forward-time — 20 ceKyHA, MHTEPBA/ BPEMEHU MEKAY NepesadamMu LWMPOKoBe-
LaTenbHbIX coobueHnin «Hello» — 5 cekyHA, BpemMa *KU3HKU CBA3YIOLLEro AepeBa — 38 ceKyHa. MNo-
Ka3aTb KOHOUrypaumio npotokona STP:

console (config)# spanning-tree

console (config)# spanning-tree mode rstp
console (config) # spanning-tree priority 12288
console (config) # spanning-tree forward-time 20
console (config) # spanning-tree hello-time 5
console (config) # spanning-tree max-age 38
console (config) # exit

console# show spanning-tree

)
)
)
)
)
)

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled
Root ID Priority 32768
Address a8:£9:4b:7b:e0:40

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type
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tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -
enabled 128.1000 4 Dsbl Dsbl No -

5.16.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa 13 pa3sHoBMAHOCTEN NpPOToKoAa Spanning
Tree, pacwupawwan ¢yHKUMOHaAbHOCTb STP ana ncnonb3osBaHuAa B otaenbHbix VLAN. MpumeHeHune
[AHHOro NPOTOKO/1a No3BosieT B Kaxkaom VLAN co3aaTb OTAe bHbIN 3k3emnaap STP. PVSTP+ coBmecTtum

c STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) aBnaeTca ycoBepLueHCTBOBaHMEM NpoTokoaa PVSTP+, xapakTe-
pU3yeTcA MEHbLIMM BPEMEHEM NPUBEAEHMUA CETU K APEBOBUAHOM TONOAOTMK U UMeeT 6osiee BbICOKYHO
YCTONYMBOCTD.

/

.‘

.‘

.‘

MaKkcumanbHoe uucno PVST/RPVST-uHctancoB pna  MES5300-XX, MES5305-48,
MES5310-48, MES5400-24, MES5400-48, MIES5410-48, MES5500-32 — 255, ana Bcex ocTa/ib-
HbIX mogeneit — 64 Mpu aTom HyneBo ucnoablyetca gaa scex VLAN, B KOTOPbIX OTKOUEH
PVST/RPVST. Kaxkgomy VLAN c BkatoueHHbim PVST/RPVST cootBetcreyeT oanH PVST/RPVST
MHCTaHC.

MopTbl, Ha KoTtopbiX KonuyectBo VLAN npeBbiwaeT MaKCMManbHOE KOJIMYECTBO
PVST/RPVST-uHcTaHcoB npu nepexoge B pexkum PVST/RPVST spemeHHO 610KupytoTca, no-
aTomMy nepegp, BkatoueHnem PVST/RPVST Heobxogumo pacumtatb KOAMUYECTBO UCMOAb3ye-
mbix VLAN Ha KonbLeBbIX noptax KommyTtaropa. Ecam aaHHoe 3HayeHue npesbiwaet 64, To
nepBoHaYaNnbHO HYXHO OTKAOUUTL PVST/RPVST B 136bIToUuHbIX VLAN/RPVST KOMmaHaol "no
spanning-tree vlan <VLAN ID>".

Mpu BKkAoueHHOM pexkume PVST/RPVST kommyTatopbl MES o6pabatbisatot PVST bpdu Bo
Bcex VLAN. MNMoatomy B cnyyasax, Korga B KOJbL,e UCNOJIb3YHOTCA KOMMYTaTOpPbl C KOAuye-
crBom PVST/RPVST VLAN, npesbiwaowem makcumanbHoe Konundectso PVST/RPVST-uH-
CTaHCOB, C/ieayeT pacwuputb AMMUTbI 06pabotkn PVST bpdu-tpaduka Ha CPU. Ana atoro
Mcnonb3yetca KomaHga "service cpu-rate-limits other-bpdu 1024".

Ecnm B npouecce 3Kcnyatauumn noHagoburca yépatb VLAN s PVST/RPVST-UHCTaHCOB 1 A0-
6aBUTb HOBblE, HYXXHO NPOU3BECTU CAeAylowMme AeACTBUA:

1) Otknountb STP B HeHyxHbix VLAN (KomaHpa «no spanning-tree vlan vlan_list» B rno-
6anbHOM peXkume KOHPUrypupoBaHua);

2) Bkntountb STP B HOBbIX VLAN (KomaHga «spanning-tree vlan vian_list» B rno6anbHom pe-
}KUMe KOHPUrypupoBaHus).

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoOM KOHPUrypaumm:

console (config) #

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 209
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Tabnmua 132 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmesue

spanning-tree vlan vian_list

no spanning-tree vlan
vlan_list

vlan_list: (1..4094)/ no
YMOIYAHUIO BCE MHCTaHCbI
BKJIIOYEHbI

BKkntoumTb paboTy npotokona PVSTP+, RPVSTP+ B yKa3zaHHbIX
VLAN.

OTkntoyaeT paboty npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaET MHTEPBa/ BPEMEHM, 3aTPaunBaeMblli Ha NPoOCay-
LUMBAHME M U3YYEeHMEe COCTOAHUI nepes, nepekato4eHnem B Co-
CTOAHME Nnepegayun onAa ykasaHHbix VLAN.
Talimepbl AONKHbI COOTBETCTBOBATb CNeAyio-
V wei dpopmyne:
2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time + 1).

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBAET MHTEPBAN BPEMEHU MeXAy nepefayamu LMpo-
KoBellaTeNbHbIX coobuweHnin «Hello» K B3aMmogencTeyoWMM
KOMMyTaTopam gnA yKasaHHbix VLAN.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpeMaA XU3HU cBA3yowero aepesa STP gna yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree vlan vian_list
priority priority_value

no spanning-tree vlan
vlan_list priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HacTtpansaeT npunopuTtet ceasytowero gepesa STP.
V 3HaueHue BblbUpaeTca U3 AManasoHa C LWa-
rom 4096.

YcTaHaBAWBaeT 3HaYeHUe No YMONAYAHUIO.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dunbTpaLmMA OTKAOYEHa

dunbTpyeT uAM nponyckaeT BxoaAlwme Kagpbl PVST/RPVST-

BPDU.

- filtering — BKAOUMTL PUNBTPaLMIO;

- flooding — oTkAtounTL dUAbTPaLMIO.

V [aHHasa KomaHga AeucTByeT B TOM ciayyae,

ecnu STP oTKAtoueH 60 BKAKOYEH B O4HOM
u3 pexxumos: STP/RSTP/MST. Ecam BKAOUEH
pexkum PVST/RPVST, To gaHHaa KomaHaa 6y-
AeT AeicTBOBATb TO/IbKO B TOM C/y4yae, ecam
B YKa3aHHoi VLAN oTtkntoueH STP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxmnma KoHburypaumm nHtepdeica:

console (config-if) #

Tabnnua 133 — KomaHgbl pexkuma KoHdurypaumm nutepdeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaeT LLeHHOCTb MyTW Yepes3 AaHHbI MHTepdelic ana
yKa3aHHbIX VLAN.
- cost — LeHHOCTb MyTw.

YcTaHaBAMBaeT 3HAYeHne, onpeaenaemoe Ha OCHOBaHUM CKOPO-
CTM NopTa U MeToAa onpeaeneHna LEeHHOCTU NyTU ANA yKa3aH-
Hbix VLAN.

210 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
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spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBAMBaeT NpuopuTeT MHTepdeica B KOPHEBOM CBA3YHOLLEM
pepese STP.
/ 3HaueHue BbibMpaeTca M3 AManasoHa C wa-

rom 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

vlan_list port-priority

spanning-tree vlan
vlan_list restricted-tcn

3anpewaet npuem BPDU c dnarom TCN gns ykasaHHbIX VLAN.
-/npuem BPDU c ¢pnarom

TCN pa3speweH;

no spanning-tree vlan vlan_list: (1..4094)

vlan_list restricted-tcn

Paspewaet npuem BPDU ¢ dnarom TCN ansa yKasaHHbix VLAN.

spanning-tree vlan vian_list dunbTpyeT uaM nponyckaeT Bxogslwme Kagpsl PVST/RPVST-

bpdu {filtering | flooding} BPDU.

- filtering — BKAtOUUTL dUNbTPaALMIO;

- flooding — oTkAOUNTL dUAbLTPaUUIO.

V [AaHHaA KomaHAa AeicTByeT B TOM cayyae,

ecnu STP oTkAtoueH 60 BKAOUYEH B O4HOM
u3 pexkumos: STP/RSTP/MST. Ecam BkaloueH
pexum PVST/RPVST, To gaHHas KomaHaa 6y-
AeT AeicTBOBaTb TO/IbKO B TOM C/lyyae, ecam
B yKa3aHHoi VLAN oTKntoueH STP.

vlan_list: (1..4094)/
duUnbTpaLmA OTKAOYEHA

no spanning-tree vlan
vlan_list bpdu

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

5.16.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHaveH Ans NoBbILLEHUSA YCTONYUBOCTHU
M HAZEKHOCTU CeTU Mepeaadn AaHHbIX, UMeloLWen KO/bLEBYO TOMO/IOTNIO, 33 CYET CHUIKEHUSA BPEMEHMU
BOCCTAaHOB/IEHMA CETM B CAyyae aBapuu. Bpemsa BOCCTAHOBNEHWs He npeBblwaeT 1 cekyHAbl, 4TO
CYLLECTBEHHO MEHbLLE BPEMEHW NEPECTPOMKN CETU NPU NCNOb30BAHUM NPOTOKO/I0B CEMECTBA spanning
tree.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxunma rinobanbHoM KoHbUrypaumm:
console (config) #

Tabnuua 134 — KomaHabl pexxknma rnobanbHoN KoHPUrypaumm

3Ha4yeHue/3HayeHue

KomaHda Aeiicmeue
no ymoa4YaHuro
erps PaspewaeT paboTy npotokona ERPS.
P -/BbIKOYEHO P P ynp
no erps 3anpewaet paboty npoTtokona ERPS.

erps vlan vian_id Co3panue ERPS-konbua ¢ ngeHtueukatopom R-APS VLAN, no
KoTopol byaeT nepepasatbes cnyxebHana nHbopmaums n ne-
pexos B pexxum KoHdUrypauum Konbua.

- vlan_id — Homep R-APS VLAN.

vlan_id: (1..4094)

no erps vlan vian_id YpaneHue ERPS-Konbua ¢ ngeHtuoukatopom vian_id.

KomaHObI pexcuma KoHgu2ypayuu Koasbyad

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXKUME KOHPUIypaLmm KoabLa:

console (config-erps) #

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 211
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Tabnunua 135 — KomaHabl perknuma KoHourypaumm ERPS-konbLa

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

protected vlan add vian_list

vlan_list:(2..4094, all)

[Oobasnaet ananasoH VLAN B cN1COK 3aLmiLeHHbIX VLAN.
-vlan_list —cnucok VLAN. inanasoH VLAN MoKHO 3a4aTb ne-
peuyncieHnem yepes 3anATyio WM yKasaTb HavasbHOE U KO-
HeYHoe 3HayeHus guanasoHa yepes gedpuc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN n3 cnucka 3awmweHHbix VLAN.
- vlan_list — cnucok VLAN pgns yaanenus.

port {west | east}{
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
group}

no port {west | east}

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Bbibop west (east)-nopTa KommyTaTopa, BKAHOYEHHOTO B
KO/bLLO.

YaaneHue west (east)-nopta KommyTaTopa, BKAHOYEHHOTO B
KOJIbLLO.

rpl {west | east} {owner |
neighbor}

no rpl

-/no rpl

Bbi6op RPL-nopTa KoMmyTaTOpa M €ro posiu.

- west — RPL-nopTom 6yaeTt HasHayeH west-noprt;

- east — RPL-noptom byaeT HazHauyeH west-nopT;

- owner — KommyTaTop byaeTt ABnATbCA Bnagenbuem RPL-
nopra;

- neighbor — KommyTaTop ByaeT ABAATLCA COCEAOM BNALENb-
ua RPL-nopra.

YpaaneHune RPL-nopTa KommyTtaTopa.

level level

no level

level: (0..7)/1

HacTpolika ypoBHA coobuieHuit R-APS. Heobxogumo pns
NpoxoxaeHus coobweHnin yepes CFM MEP.
- level — ypoBeHb coobuieHunit R-APS.

YCTaHOBKA 3HaYeHUA N0 YMOAYAHUIO.

ring enable

no ring enable

-/BbIK/IIOYEHO

BKAtoyeHne GyHKLMOHNPOBAHNUA KOMbLa.

BbIKktoYeHNE QYHKLMOHNPOBAHWUA KOAbLA.

version version

no version

version: (1..2)/2

Bbibop pexnma COBMECTUMOCTM C APYTMMU BEPCUAMMU NPO-
ToKona G.8032.
- version — Bepcua npoTokona G.8032.

YCTaHOBKa 3HAY€HUA N0 YMONYAHUIO.

revertive

no revertive

-/revertive

Bblbop pexunma paboTbl KonbLa.

YCTaHOBKA 3HAYeHUA No YMONYaHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHue noAKoAnbLa ANA JaHHOTO KobLa.
- vlan_id —Homep VLAN.

YaaneHue nogKonbLa.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAOUMTL OTNPaBKy curHana ouymctkn MAC-Tabanupl B oc-
HOBHOE KO/IbLLO NPWU NepecTpoeHn NoaKobLaA.

OTKAOYUTD OTNPABKY CUrHana ounctkn MAC-Tabauupl B oc-
HOBHOE KOJ1bLLO NPV NepecTpoeHnn NOAKObLa.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBKa Talimepa, bnoKkupytowero ycrapeswue R-APS co-
obuweHua.

YcTaHOBKa 3Ha4YeHuUs no YMONYaHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTtHoe 100 ¢ TOYHOCTbIO
5 mc/0 mc

YcTaHOBKa TaliMepa 3a4epKKu peakL,Mm KommyTaTopa Ha 13-
MEHEHWeE B COCTOAHMW. BMecTo peakuuu Ha cobbiTne BK/IO-
yaeTca Talimep, MO UCTEYEHUWU KOTOPOrO KOMMYTATOp WH-
bopmupyeTt o cBoem coctosHuM. MpegHasHayeH ANa yMeHb-
weHun dayaa NakeTos Npu baannuHre NnopTos.

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

timer wtr value

no timer wtr

value:(1..12) mnH/5 MuH

YcTaHOBKa Taimepa, KOTopbli 3anyckaeTca Ha RPL Owner
KOMMyTaTope B revertive-pexume. MWcnonb3yetca pna
npeaoTBPALLEHNA YaCTbIX 3ALLMUTHBLIX NEpPeKNtoYeHnin 13-3a
CUTHaN0B O HEUCNPABHOCTAX.

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

switch forced {west | east}

no switch forced

-/no

dopcupyeT 3anycK 3alWMUTHOTO NEPEKIOYEHUsA KoabLa, NpuU
3TOM B10KMPYETCA YKa3aHHbIW NOpPT.

OTMeHa GopCHPOBaHNA NEPEKITIOYEHUA KObLA.
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switch manual {west | east}

no switch manual

-/no

PyuHoe 610KMpOBaHUWe yKazaHHOro west (east)-nopTa u pas-
610KMpoBaHue east (west).

OTmeHa py4HO 610KMPOBKMY.

abort

OTKaTUTb M3MEHEHMWs, BHECEHHbIEe C MOMEHTa BX04a B pe-
UM KOHOUTypaLmm KonbLa.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 136 — KomaHabl pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmesue

show erps [vlan vian_id]

vlan_id: (1..4094)

3anpoc nHdopmaumm 06 obuem coctosaHumn ERPS nam cocto-
AHUM YKAa3aHHOTO KO/bLA.

5.16.7 Hacmpolika npomokKona LLDP

OcHoBHOW ¢yHKuMen npotoKona Link Layer Discovery Protocol (LLDP) saBnsetca obmeH mexay
CEeTeBbIMW YCTPOICTBAMM O CBOEM COCTOAHUM U XapaKTepucTuKax. MHpopmauma, cobpaHHan nocpeacTsom
npoTtoKona LLDP, HaKan/iMBaeTcsa B YCTPOMCTBAX U MOXKeT ObITb 3anpoLleHa ynpas/isatowmMm KOMMbIOTEPOM
no npotokony SNMP. Takum obpa3som, Ha OCHOBaHWM COOpPAHHOM MHPOPMALMKU, Ha YMPaABAAIOLLEM
KOMMbIOTEPE MOXKET BbITb CMOAENNPOBAHA TOMNOJIOMUA CETU.

KOMMyTaTopr noaaepxXunBakoT nepenayvyy Kak CTaHAaPTHbIX NapaMeTpoB, Tak U ONUUOHAJNIbHbIX,

TaKUX KaK:

—  MMA YCTPOKCTBA M €ro onucaHue;
—  WMA NOpPTa U ero onucaHue;
—  uHdopmauma o MAC/PHY;

- uT.A.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 137 — KomaHabl pexxkmma rnobanbHoOn KoHUrypaumm

3HayeHue/3HayeHue

KomaHoa Aelicmeue
no ymoa4yaHuro
lidp run /paspeleHo PaspelsaeT KOMMyTaTOpPy UCNOb30BaHMe NpoTokona LLDP.
no lidp run pasp 3anpeLaeT KOMMYTAaTOPY UCNOAb30BaHWe NpoToKoa LLDP.

lldp timer seconds

no lidp timer

seconds: (5..32768)/30
cek

Onpepenser, Kak YacTo ycTPoNcTBO ByaeT oTnpasBaaTb 06HOBNEHWE
nHbopmavrmm LLDP.

YcTaHaBAWBaeT 3Ha4YeHue no YMOYaHUIO.
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lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3afaeT BeMYMHY BPEMEHW ANA NPUHMMAIOLLErO YCTPOCTBA, B Te-
YeHWe KOTOPOro HYXKHO yAepuBaTb MPUHMMaemble naketbl LLDP
nepez ux copocom.

[aHHaa BeAnYmMHa nepegaeTca Ha NPUHUMAEMYLO CTOPOHY B LLDP
update nakeTax (nakeTax 06HOBNEHWA), ABNAETCA KPATHOCTbIO ANs
Tanmepa LLDP (lldp timer). Takum obpasom, Bpems *Ku3Hu LLDP na-
KeToB paccumTbiBaeTtca no ¢opmyne TTL = min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

lldp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHuManbHoe Bpems, Kotopoe LLDP-nopT bygeT oxuaatb nepes
NoBTOPHOW UHULManu3aunei LLDP.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

lidp tx-delay seconds

no lidp tx-delay

seconds: (1..8192)/2
cek

YcTaHaBAMBAET 3afepXKKy Mexay nocieayrolumm nepegadvamm
naketos LLDP, MHULMMPOBAHHbIMU U3MEHEHUAMMU 3HAYEHUN WU
cTaTyca B /IOKaNbHbIX 6a3ax AaHHbIx MIB LLDP.
V PeKkomeHayetca, uTo6bl JaHHAA 3ajaepkKa 6bina
MeHbLue, yem 3HayeHue 0.25* LLDP-Timer.

YcTaHaBAMBAET 3HAYeHUe No YMO4aHUIO.

lidp lldpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpeaenneTt pexxmm obpaboTkm naketosB LLDP, Koraa npoToKkon
LLDP BbIKNOYEH HAa KOMMYTaTOpE:

- filtering — yKa3sbiBaeT, uto LLDP-nakeTbl GUAbTPYIOTCA, €CAN NPO-
TOKOJ LLDP BbIKk/IlOYEH HAa KOMMYTaTOpE;

- flooding — ykasbiBaeT, uTo LLDP-nakeTbl nepeaatoTcs, eCam npoTo-
Kon LLDP BbIKAtOYEH HA KOMMYTATOpe.

YcTaHaBAMBaeT 3HaYeHUe o YMOIYAHUIO.

lidp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTaHaBAuBaeT uncno nosTopeHunin PDU LLDP ana 6bicTporo 3a-
nycka, onpeaenaemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

no lldp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegenseT npasuao ana napametpa network-policy (cetesas no-
JINTMKA YCTPOMCTBA). [laHHbIW NapameTp ABAAETCA ONLMOHANbHbIM
ANA pacwupeHua npotokosa LLDP MED.
- number — nopaaKoBbIM Homep npasuaa network policy;
- application — rnaBHaA pyHKUMA, onpeseneHHan ans AaHHOro npa-
Buna network policy.
- vlan_id — npeHntndukatop VLAN ans gaHHoro npasuna;
-tagged/untagged — onpegenser TerupoBaHHON UM HETEMMPOBaH-
Hol 6ygeT VLAN, ncnonb3yemas AaHHbIM NPaBUIOM.
- priority — npuopuTeT AaHHOIO Npasuaa (MCNoab3yeTca Ha BTOPOM
yposHe moaenn OSl);
- value — 3HauyeHne DSCP, ucnonbsyemoe gaHHbIM npasuaom. Ecam
He yKa3blBaTb 3Ha4YeHMe DSCP, no ymonyaHuo KommyTaTop byaer
oTtnpasnatb napametp DSCP 0.
V U3meHeHHne network-policy BO3mMOXHO TO/IbKO no-
cne CHATUA NONUTUKU CO BCeX MHTepdeiicos, rae
OHa NpPUMeHeHa.

YpanseT cosgaHHoe npasuao ana napamerpa network-policy.

lidp notifications interval
seconds

no lldp notifications interval

seconds: (5..3600)/5
ceK

YcTtaHaBauBaeT MaKCUMaNbHYIO CKOPOCTb Nepegaydn yBeAOMI’IeHVII‘;I
LLDP.

- seconds — nepuoa spemeHun, B Te4eHne KoToporo yCTpOVICTBO MO-
XKEeT OTNPaBUTb He 6onee O4HOro yseaoMNIeHUA.

YcTaHaBAWBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

BunAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumum nHtepdericos Ethernet:

console (config-if)#

214 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

Tabnuua 138 — KomaHapl pexkmma KoHourypaumnm nHtepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

lldp transmit

no lldp transmit

lidp receive

no lldp receive

Pa3pewaet nepegayy naketoB no npoTtokony LLDP Ha wuHTep-
deiice.

MO YMONYaHUIO paspeLleHo
Mcnosib3osaHme B 06omx

3anpelaet nepegayy naketoB nNo nNpoTokony LLDP Ha uHTep-
deiice.

HanpasBneHnAxX

PaspewaeT npvem nakeToB no npoTokony LLDP Ha uHTepdelice.

3anpewiaeT NnpMem NakeToBs no npotokoay LLDP Ha nHTepdelice.

lldp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
desc, 802.3-mac-phy,
802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/
Mo YMOAYaHUIO
onuMoHanbHble TLV He

OnpegenseT, Kakve onuuoHanbHble TLV-nons (Type, Length,
Value) byayT BKAKOYEHbI YCTPOMCTBOM B nepegaBaemblit LLDP-
naker.

B KOMaHAY MOXHO BK/IHOYMTb OT OAHOFO A0 NATU ONUMOHA/IbHBIX

TLV.
V TLV 802.3-power-via-mdi gocTynHa To/bKO Ha yCTpoii-
CTBaX C NoAAepKKoi PoE.

BK/IlO4EHbI B NaKeT

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
no YMO4YaHUIo
onumoHanbHoble TLV He
BKJIOYEHDI

OnpeaensneT, Kakue onuuoHanbHble TLV-nona 6yayT BKAOYEHDI
YyCTPOMCTBOM B NepegaBaemblii LLDP-nakerT:

- pvid — PVID nHTepdelica;

- ppvid — po6asuts/yaanuts PPVID;

- vlan-name — go6asutb/yaannts Homep VLAN;

- protocol — 06aBUTb/yAanNTL ONpeseneHHbI NPOTOKO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmart ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).
Mo YMONYaAHMIO
ynpasasaoLWwmii agpec
onpegensetca
aBTOMaTUYeCKM

OnpegenseT ynpasnsatowWwmii agpec, ob6bABNAEHHbIN Ha WHTEp-
deiice.
- ip_address — 3apaeTcsa ctaTuyeckuii IP-agpec;
- none — yKa3blIBaeT, YTO afpec He 0bbABEH;
- automatic — yKasblBaeT, 4TO cMCTEMa aBTOMATUYECKM BbIbUpaeT
ynpaBastowmii agpec n3 scex IP-aapecos KommyTaTopa;
- automatic — yKasbIBaeT, YTO cMCTeMa aBTOMaTUYECKM BblOMpaeT
yNpaBAsAoLWmMiA agpec, U3 CKOHOUIypUPOBaHHbIX a4PecoB 3aaH-
HOro uHTepodelica.
Ecnan nHTepdelic ethernet uamn nHtepdeiic rpynnbl NOpToB NpK-
HagnexaT VLAN, To gaHHbi agpec VLAN He ByaeT BKAOYEH B
CMUCOK BO3MOXHbIX YNPaBAAOLWMX apecos.
B cnyyae Hanuuua HecKonbKux IP-agpecos cuctema
Bbl6GMpaeT HauanbHbIN IP-agpec U3 AnanasoHa AUHa-
V muueckux IP-agpecos. Ecnn auHamunueckue agpeca
OTCYTCTBYIOT, TO CUCTEeMa Bbl6MpaeT HauyanbHbliii IP-ag-
pec U3 guanasoHa BO3MOXHbIX cTaTuueckux IP-agpe-
COB.

Ypansaert ynpasaatowmii IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Nno YMONYaHMIO OTMPaBKa
yBegomienuit LLDP
3anpelyeHa

PaspeluaeT/3anpeLtaeT oTnpaBKy yBegomaeHuii LLDP Ha uHTep-
deiice.

- enable — paspeuwaer;

- disable — 3anpewgaer.

YcTaHaBAWBaeT 3Ha4YeHue no YMO4YaHUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,

Pa3spewaet ucnonb3osBaHune pacwimpeHma npotokona LLDP MED.

location, B KOMaHAY MOXHO BK/OYUTb OT O4HOMO 40 TPEX CneLmanbHbIX
inventory)/3anpelieHo TLV.
MCMo/b30BaHMe
paclmnpeHnsa NpoToKoa
LLDP MED
lidp med network-policy HasHauaet npasuno network-policy gaHHomy nHtepdelicy.
{add | remove} number - add — Ha3HayvaeT npasuno;
number: (1-32) - remove — yaanaeT Npasuio;

no lidp med network-policy

- number — Homep npasuna.

Ypanset npasuno network-policy c aaHHoro uHTepdeiica.
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lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aiiT;
civic_address_data: (6..160)

3a4aeT MecTono/0KeHe YCTPonCTBa Ans npoTokona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

- coordinate — agpec B cucTemMe KOOPANHAT;

- civic_address_data — apMUHUCTPATUBHbLIV aApec YCTPOMNCTBA;

ecs_elin_data} 6auT; - ecs-elin_data — appec B dopmate, onpeaeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6alT. Ypaansaet HaCTPOMKM napameTpa MecTononoXxKeHusa location.

{coordinate | civic-address |

ecs-elin}

lldp med notification Paspeluaet/3anpelyaet oTnpaBKy ysegomaeHuin LLDP MED o6

topology-change {enable | W3MEHEHWUWN TOMOJIOTUMN.

disable} /sanpelueHo - enable — pa3pelaer oTnpaBKy yBegomneHui;

no lldp med notifications
topology-change

- disable — 3anpewaert oTnpaBKy yBeJOMAEHUA.

YcTaHaBAMBAET 3HA4YeHUeE No YMOYaHUIO.

v/
v/

nopT rpynnbl.

Maketbl LLDP, npuHATble yepe3 rpynny NOPTOB, 3aNOMMHAIOTCA MHAMBUAYA/IBHO NOPTamMu
rpynnbl, NPUHABLWIMMM coobLieHuA. LLDP oTnpaBasAeT pasanuHble coobLieHNa Ha KaxKablit

Pabota npotoKkona LLDP He 3aBUCUT OT cOCTOAHMA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NpPaBAAOTCA U NPUHUMALIOTCA HA 3a610KMpPOBaHHbIX NPOTOKONOM STP-nopTax.

Ecnu nopt KoHTponupyetca no 802.1X, To LLDP paboTtaeT c NnopTom TONLKO B C/yvyae, ec/in OH

dBTOPU30BaH.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabanua 139 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

HAelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

Ounwaet Tabamuy agpecos 06HAPYKEHHbIX COCEAHUX YCTPOWUCTB U
HaYMHaeT HOBbIM LMKA 06MeHa NakeTamu no npotokony LLDP MED.

show lidp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MokasbiBaeT LLDP-KoHdUrypaLmm scex pusmyeckux nHtepoericos
ycTpoiicTBa b0 3aAaHHbIX MHTepdEcoB.

show lidp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MNokasbiBaeT KoOHbUrypaunmu pacwmpeHma npotokona LLDP — MED
4nA Bcex Gusnyeckunx nHTepdeicos nnMbo 3agaHHbIX MHTEPdecos.
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show lidp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MNokasbiBaeT LLDP-uHbOpmaLmio, KOTOPYO aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

lMokKasbiBaeT cTaTyc nepesarpysku TLVs LLDP.

show Illdp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MoKasbiBaeT MHOOPMALMIO O COCeAHMX YCTPOMCTBAX, HA KOTOPbIX
paboTaeT npoTtoko LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

[MoKasblBaeT CTaTUCTMKY LLDP.

[pumepbl 8b1M0AHEHUS KOMAHO

YcraHosuTb ans noprta tel/0/10 cneaytowme tlv-nons: port-description, system-name, system-description.

[ns paHHoro uHtepdeiica fobasutb ynpasaaowmin agpec 10.10.10.70.
console (config) # configure
console (config) # interface tengigabitethernet 1/0/10
(
(

console (config-if)# 1ldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1ldp management-address 10.10.10.70

MocmoTpeTb KoHpUrypauuto LLDP:

console# show 1lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
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tel/0/9
tel/0/10

Rx and Tx SN, SC None Disabled
Rx and Tx PD, SD 10.10.10.70 Disabled

Tabnnuya 140 — OnucaHune pesynbTaToB

Mone OnucaHue
Timer OnpeaenseT, Kak 4acTo ycTpolicTBo wneT LLDP-o6HOBAEHMA.
OnpegenseT BennumHy sBpemenn (TTL, Time-To-Live) gns npuHMMatoLwero ycTpoicTea, B
Hold Multiplier TeyeHMe KOTOPOTo HYXKHO yaep»KMBaTb NPUHMMaeMble nakeTbl LLDP nepeg nx cbpocom:
TTL = Timer * Hold Multiplier.
Reinit dela OnpeaenseT MMHUMaNbHOE BPEMS, B TEYEHWE KOTOPOro NopT byAeT oxunaaTte nepes
y nocbinkol cneaytouiero LLDP-coobueHus.
Tx dela OnpegendaeT 3a4epKKy mexay nociaeayrowmmmn nepegadyamu LLDP-kagpoBs, MHULMKMPO-
y BaHHbIX U3MEHEHUAMM 3Ha4YeHUI IMbBO cTaTyca.
Port Homep nopTa.
State Pexum paboTbl nopTa gns npotokona LLDP.

Optional TLVs

TLV-onuuu, KoTopble nepeaatoTca
BO3MOKHble 3HaYeHunA:

PD — OnucaHue nopta;

SN — CuctemHoe nms;

SD — OnuncaHune cuctemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Address

AZpec ycTponcTBa, KoTopbli nepesaetcs B LLDP-coobweHunsx.

Notifications

YKa3blBaeT, pa3peLleHbl UK 3anpeLeHbl ysegomaeHuma LLDP.

= [lokasaTb MHPOPMALMIO O COCEAHUX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W
Tabnunua 141 — OnucaHune pesynbTaToB
lMone OnucaHue

Port Homep nopTa.

Device ID Nma nnn MAC-agpec cocegHero ycTpomncrsa.

Port ID NaeHTndumKaTop nopTa cocegHero ycTpoicTaa.

System name

CuctemHoe MMsA yCTpoCTBa.

Capabilities

[aHHOoe none onucbIBaeT TMN yCTPOMCTBa:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W —TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolictBo (Host);

r — NosTopuTens (Repeater);

O — Tun HenssecTeH (Other).
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System description

OnucaHuWe coceHero ycTpoicTaa.

Port description

OnucaHMe nopTa CoceaHEero ycTpoicTaa.

Management address

Appec ynpasneHus ycTponcTBom.

Auto-negotiation
support

Onpegenset, NOAAEPKMBAETCA /I aBTOMATMUYECKOE ONpeaesieHne peXxxuma nopra.

Auto-negotiation status

OnpepenseT, BKAOYEHA /M NOALEPKKA aBTOMATUYECKOTO ONpeaeneHnn pexnma
nopra.

Auto-negotiation
Advertised Capabilities

OnpegenseT peumbl, noaaeprkmpaemble GYHKUMEN aBTOMATUYECKOrO onpeaeneHns
nopTa.

Operational MAU type

Pabouunii MAU-TUN ycTpoWcTBa.

5.16.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUUKN YypPOBHA
KaHana nepefayy OaHHbIX NPeacTaBAAloT coboli NMPOTOKON MOHWUTOPWUHIA COCTOSHWMA KaHana. B aTom
NpoToKo/e AnA nepeaaydn MHPopMaLMmM O COCTOSHUM KaHana MexXay HernocpeacTBeHHO NOoAKAOYEHHbIMU
ycTpoiictBamu Ethernet mcnonb3ayiotca 610Ku gaHHbIX npotokona OAM (OAMPDU). O6a ycTtpolicTBa
OO/MKHbI NoAAepKMBaTb cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nntepoericos Ethernet:

console (config-if) #

Tabnunua 142 — KomaHgbl pexkuma KoHdpurypaumm nHtepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

ethernet oam

BkntounTtb nopaeprkky Ethernet OAM Ha nopry.

no ethernet oam link-
monitor supported

—/oTKAoYeHO
no ethernet oam / OTkAtounTb Ethernet OAM Ha KOHUryprpyemom nopry.
ethernet oam link-monitor BkntounTtb nopaeprkky «link-monitor».
supported
PP —/oTK/I04EeHO

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame threshold count

YCTaHOBWTb MOPOr KO/AMYecTBa OWMBOK 3a yKasaHHbIM nepuog
(nepnop, yctaHaBAuBaeTca kKomaHaow ethernet oam link-monitor
frame window).

no ethernet oam
link-monitor frame
threshold

count: (1..65535)/1
BOCCTaHOBMTb 3HAYEHME MO YMOMYAHMIO.

ethernet oam link-monitor
frame window window

YCTaHOBUTb BPEMEHHOMN NPOMENKYTOK AR NoAcYeTa KoanyecTsa
window: (10..600)/100 OLUIMBOK.

no ethernet oam
link-monitor frame window

MmcC BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-period threshold
count

YcTaHoBWUTb nopor ana cobbitua  «frame-period» (nepuop,
ycTaHaBnuBaeTca KomaHgoi ethernet oam link-monitor frame-
period window).

no ethernet oam
link-monitor frame-period
threshold

count: (1..65535)/1
BOCCTaHOBMTb 3HaYeHKe N0 YMONYaHUIO.

ethernet oam link-monitor
frame-period window

YCTaHOBWUTb BPEMEHHOW MPOMEXKYTOK Ans cobbitna «frame-
period» (B Kagpax).

window window:

no ethernet oam (1..65535)/10000 BoccTaHOBUTL 3HAYEHME NO YMOHAHUIO.

link-monitor frame-period

window
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ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam
link-monitor frame-
seconds threshold

count: (1..900)/1

YcTaHoBWUTb nopor ana cobbitua  «frame-period» (nepuop,
ycTaHaBnuBaeTtca KomaHgol ethernet oam link-monitor frame-
seconds window), B cekyHaax.

BoccTaHOBUTL 3HAYeHME No YMON4YaHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam
link-monitor frame-
seconds window

window:
(100..9000)/100 mc

YCTaHOBWUTb BPEMEHHOW MPOMEXKYTOK Ana cobbitna «frame-
period».

BoccTtaHOBUTb 3HaYEHWE NO YMOYAHMUIO.

ethernet oam mode {active
| passive}

YCTaHOBUTb pexkum paboTbl npoTokona OAM:
- active — kommyTaTop nocTosHHO oTnpasaseT OAMPDU;

—/active - passive — KommyTaTop HaunHaet oTnpasaaTb OAMPDU TonbKo
npu Haanunum OAMPDU co BCTpeYHOM CTOPOHBI.
no ethernet oam mode BoCCTaHOBWTL 3HaYEHWE N0 YMOYAHUIO.
ethernet-oam remote- BKAtOUNTL NOAAepKKY M 06paboTKy cobbiTnin «remote-failure».
failure
—/BKAOYEHO
no ethernet oam BoccTtaHOBUTL 3HaYEHWE NO YMOYAHUIO.
remote-failure
ethernet oam BKAtounTb NopaepKy GyHKLMM 3aBopoTa TpaduKa.
remote-loopback
supported —/OTKNO4EHO
no ethernet oam BoccTtaHOBUTL 3HaYEHWE NO YMOYAHUIO.
remote-loopback
supported
ethernet oam uni- Bkntounte PyHKLUMIO OBHApYXKeHUs OAHOHANpPaBAEHHbIX CBA3En
directional detection Ha 6a3e npoTtokosa Ethernet OAM.
no ethernet oam —/oTknioverio BoccTtaHOBUTL 3HaUYEHME NO YMONYAHMIO.
uni-directional detection
ethernet oam uni- Onpefenvte peakumio KOMMyTaTopa Ha OLHOHAMNPaB/EeHHYHO
directional detection action CBA3b:
{log | error-disable} - log — otnpaska SNMP trap v 3anucb B KypHan;
—/log - error-disable — nepeBog nopta B coctoaHue «error-disable, 3a-
NUCb B XypHan u otnpaska SNMP trap.
no ethernet oam BoccTaHOBUTL 3HaUYEHWE N0 YMOYAHMIO.
uni-directional detection
action
ethernet oam uni- BKNIOUNTL arpeccuBHbIN pexum onpeneneHna ogHOHanpaB/eH-
directional detection HOW cBA3W. Ecnm OT cocefiHero ycTpoicTBa NepecTatoT NpUXoanTb
agressive Ethernet OAM-coobuieHna — NMHK NOMeYaeTca Kak og4HOHanpas-
—/OTKAOYEHO NEHHbIN.

no ethernet oam
uni-directional detection
aggressive

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam uni-
directional detection
discovery-time time

no ethernet oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWUTb BPeMeHHOW UHTepBan AN onpeaeneHus Tuna cBasm
Ha nopry.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

KomaHOb! pexcuma privileged EXEC

Bce KomaHAapl AOCTYynHbl ONnA NPUBUNETMPOBAHHOTO NMOZ1Ib30OBaATENA. Bua 3anpoca KOMaHAHOﬁ

CTPOKM pexkmma privileged EXEC:

console#
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Tabnuua 143 — KomaHapl pexkmma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aelicmesue

clear ethernet oam statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OumnctuTb cTaTUCTMRY Ethernet OAM pns ykasaHHOroO WHTep-
delica.

show ethernet oam discovery
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OT06pa3unTb coctoaHne npotokona Ethernet OAM pgnsa ykasaH-
Horo nHTepdeiica.

show ethernet oam
statistics [interface
{gigabitethernet gi port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OT06pa3nTb CTAaTUCTUKY 0BMEHA MPOTOKO/IbHbIMM COOBLLLEHMAMMU
019 YKa3aHHOro uHTepdeiica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OT06pa3untb HacTpolikm Ethernet OAM pgna ykasaHHOro WHTep-
delica.

show ethernet oam
uni-directional detection
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OTO06pa3nTb COCTOAHME MEeXaHU3Ma onpeaeneHnsa oAHOHanpas-
JIEHHbIX CBA3eN A/1A YKa3aHHOro nHtepdeiica.

ethernet oam remote-loopback
{start | stop} {interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port}}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

3anyck/ocTaHOBKa yAafeHHOW MEeTAM AA YKa3aHHOro WMHTep-
delica.
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[pumepbl 8b1M0AHEHUS KOMAHO

OTo6pasunTb coctoaHMe NPOTOKONa Ans nopTa tengigabitethernet 1/0/3:

console# show ethernet oam discovery interface TenGigabitEthernet 1/0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:

Port status:

Loopback status:

PDU revision:
Remote client

PDU revision:
Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
console#

tengigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

Operational status:

operational
no loopback
3

MAC address: a8:£f9:4b:0c:00:03
Vendor (oui) : a8 £9 4b
Administrative configurations:

3

active

not supported
supported
supported

not supported
1500

5.16.9 Hacmpolika ¢pyHkyuu Flex-link

Flex-link — ¢yHKuMA pe3epBupoBaHUA, NpeaHasHaYeHHasa Ans obecneyeHna HaAEKHOCTM KaHana
nepefaun aaHHbix. B cBaske flex-link moryt HaxoguTbcs uHTepdelicbl Ethernet u Port-channel. OguH 13
3TUX UHTEPPENCOB HAXOAUTCA B 3a6/IOKMPOBAHHOM COCTOAHUM U HAYMHAET NPOMNYCKaTb TPAPUK TONbKO B
C/lyyae aBapuuM Ha BTOPOM MHTepdeiice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, uHmepdelica 2pynnsl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B peMmMe KoHourypuposaHua WHTepdelica Ethernet,

nMHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 144 — KomaHabl pexkuma KoHourypmuposaHus uHtepdelica Ethernet, rpynnbsi noptos

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

flex-link backup
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
port_channel}

no flex-link backup
{gigabitethernet gi_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..4);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
port_channel (1..48)/-

Bkntoyaert flex-link Ha MHTepdeiice n HasHayaeT BbIGPAHHOMY MHTep-
delicy ponb backup-nHtepodeiica B flex-link nape.

Boikntoyaer flex-link Ha nHTepdelice 1 yaanaeT BbIbpaHHbIN UHTEp-
detic us flex-link napsi.
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tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
port_channel}

flex-link preemption mode
[forced | bandwidth| off]

-/off

3apaet aencreme Npu NoagHATUKM MHTepdeiica, ydacTeytoutero Bo flex-
link:

- forced — ecnmn noaHaBWMIiCA MHTEpdENC HAaCTPOEH KaK master, To
OH CTaHEeT aKTUBHbIM UHTepdericom;

- bandwidth — npu nogHATUM MHTEpdelica aKTUBHBIM CTaHET UHTep-
delic c 6onbLuen NPONYCKHON CNOCOBHOCTLIO;

- off — nogHaBWWIiCA nHTepdelic ocTaHeTcs B 3a6/10KMPOBAHHOM CO-
CTOAHUM.

no flex-link preemption mode

Bo3Bpallaer 3HaYeHMe No YMOAYaHHUIo.

flex-link preemption delay de-
lay

3apaet BpemA OT nepexoaa OTK/IIOYEHHOro NopTa B COCTOAHUE «Up»,
no npowecTBMKM KOTOPOro BbINOHAETCA ,qeﬁcmme, YCTaHOB/N1IEHHOE

delay: (1..300)/35 komaHgaoli flex-link preemption mode.

- delay — nepuopg BpemeHu, B CEKYHAAX.

no flex-link preemption delay Bo3Bpaliaet 3Ha4YeHne No ymoa4aHuIo.

KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOWM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnuya 145 — KomaHzabl pexkmma EXEC

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

KomaHoa Aelicmeue

show interfaces flex-link

[detailed] {gigabitethernet gi_port: (1..8/0/1..48);

gi_port | (1 fiaff rZ)-
tengigabitethernet te_port ';cwe 'c;rt"
| twentyfivegigabitethernet —port:

(1..8/0/1..120); .
twe_port | hu_port: MokasbiBaeT KoHbUrypauuio dyHkuum flex-link.
hundredgigabitethernet R,

o portlgg (1..8/0/1..32);
— L. fo_port:
fourhundredgigabitethernet (1..8/0/1..32);

fo_port | port-channel

port-channel} port_channel: (1..48)

5.16.10 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®dyHkuua Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb CAyKebHble nakeTbl
pas3nnyHbix L2-npoTokosioB (PDU) 4yepes ceTb npoBaigepa, YTO MNO3BONSAET MPO3PAYHO CBA3ATb
KNIMEHTCKNE CermeHTbl ceTu.

L2PT nHkancynmnpyet PDU Ha nHTepdeice KommyTaTopa, rpaHunyallero ¢ obopyaosaHnem, Kaapbl
KOTOPOro Heo6X0AMMO MHKAMCYIMPOBATb, U NepesaeT UX Ha APYroi TaKol e KOMMYTaTop, KOTOpPbIn
OXKMOQeT MHKANCY/IMpPOBaHHbIe Kagpbl, @ 3aTem AeKancyavpyeT ux. ITO NO3BOJIAET MOAb30BaTENAM
nepefasaTb MHPOPMaUMIO 2-TO YPOBHA Yepe3 ceTb nposangepa. KommyTtatopbl npepoctaBnatoT
BO3MOYHOCTb MHKAMCY/IMPOBaTh CNy»KebHble NakeTbl NnpoTokosos STP, LACP, LLDP, IS-IS.
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[pumep

Ecnu BkAoumTb L2PT ana npotokona STP, To KommyTaTtopsl A, B, Cu D 6yayT o6beAnHEHbI B OHO
cBA3yloLLee AepeBO, HECMOTPA Ha TO, YTO KOMMYTATOp A He CoOeAMHEH HAaNPAMYIO C KOMMyTaTopamu B,
C n D. UHPopmaLma 06 M3MeHeHUM TONOIOTMKN CETU MOXKET ObiTb NepeaaHa CKBO3b CETb NpoBanaepa.

Cetb
npoBangepa

Switch 2

PucyHok 115 — Mpumep paboTbl dpyHKuumM L2PT
Anroputm paboTbl pyHKUMOHANA CAeayOWmiA:
WHKancynauua:
1. Bce L2 PDU nepexsatbiBatoTca Ha CPU.
2. Mopacuctema L2PT onpepensaeT L2-npoToKos, KOTOPOMY COOTBETCTBYET MPUMHATbIN PDU, 1
NnpoBepseT, BKAOYEHA M Ha NOPTY, C KOTOporo npuHAT 3ToT PDU, HacTpoitka [2protocol-

tunnel gna gaHHoro L2-npoToKona.

Ecnu HacTpoiika BKAOYEH], TO:

— Bo Bce noptbl VLAN, Ha KOTOpPbIX BK/IIOYEHO TYHHeAunpoBaHUe, oTnpasadetca PDU-kaap;

— BO Bce nopTbl VLAN, Ha KOTOpbIX BbIKJAKOYEHO TyHHe/NIUpoBaHWe, OTnpaBaseTca
WMHKancynnpoBaHHbi PDU-kagp (ucxoaHbii Kagp ¢ Destination MAC-agpecom,
M3MEeHEHHbIM Ha TYHHEe/IbHbIN).

Ecnn HaCTpOVIKa BbIK/1lOYE€HAQa, TO:

— PDU-Kagp nepepaetca B 06paboTunK COOTBETCTBYIOLLErO MPOTOKOA.

Jekancynauua:

3. PeanusosaH nepexsaT Ha CPU Ethernet-kagpos ¢ MAC-agpecom HasHayeHus, 3aaHHbIM
npu nomouwm KomaHab! |2protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAOYaETCA
TO/IbKO TOrZa, KOrga XoTa 6bl Ha 04HOM NOPTY BK/OYEHA HAaCTpoliKa I2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKONA).
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4. [lpwn nepexsate naketa ¢ MAC-agpecom Ha3zHaYEeHMA XX-XX-XX-XX-XX-XX, OH CHayana nonagaeTt
B noacuctemy L2PT, KoTopasa onpeaenset L2-npoTokon ana gaHHoro PDU no ero 3aronosky,
M NpoBepsAeT, BK/AOYEHA /I Ha MNOPTY, C KOTOPOro MPUHAT MHKaNCy/aMpoBaHHbIM PDU,
HacTpoiKa |2protocol-tunnel gna gaHHoro L2-npoTokona.

Ecnu HacTpoiika BKAOYEHa], TO:

—  MOPT, C KOTOpPOro 6bin NoNy4YeH MHKaNCyAMpoBaHHbIA PDU-Kaap, 610KMpyeTca ¢ npuyYnHoOm

[2pt-guard.
Ecnu HacTpoiiKa BbIKAOYEHA:
— BO BCe MOpTH

— BO BCe nopThI

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

VLAN, Ha KOTOpbIX BK/IOYEHO TYHHE/AUpPOBaHWE, OTNpaBAAeTcA
AeKancympoBaHHbIi PDU-Kaap;

VLAN, Ha KOTOpbIX BbIKAOYEHO TYHHE/NIUpOBaHWe, OTNpaBaAeTcA
WMHKancyanpoBaHHbI PDU-kaap.

Bug, 3anpoca KOMaHAHOM CTPOKM peXnma rnobanbHo KOHPUrypaumm:

console (config) #

Tabanua 146 — KomaHab! perknma rnobanbHo KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aeiicmeue

12protocol-tunnel address
{mac_address}

no I2protocol-tunnel
address

mac_address:
(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

3apatb MAC-agpec HazHayeHMA O/1A TYHHeNUpyembIX Kagpos.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Ha uHTepdeiice, rpaHMUaLLEM C OKOHEUYHbIM YCTPOMCTBOM, He noaaeprusatowmm STP,
V BOMKeH bbITb OTKNOUYEH NpoToKon STP (spanning-tree disable) u BkatoueHa ¢punbTpauma
BPDU (spanning-tree bpdu filtering).

BuAa 3anpoca KOMaHAHOM CTPOKKU B pernme KoHdurypaumm nHtepoeiica Ethernet, untepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 147 — KomaHab!l perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymoa4YaHuro

Aeilicmeue

12protocol-tunnel {stp |
lacp | lldp | isis-I1 | isis-12
| pust | cdp | dtp | vip |
pagp | udid}

no I2protocol-tunnel {stp |
lacp | lldp]| isis-I1 | isis-12 |

-/BbIK/IOYEHO

BKAtoueHMe pexkmma nHKancynsaummn naketos STP BPDU.

BbikntoueHne pexxnma nHkancynaumm naketos STP BPDU.
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pvst | cdp | dtp | vip |
pagp | udid}

I12protocol-tunnel cos cos
no I2protocol-tunnel cos

cos: (0..7)/5

3apatb 3HavYeHune CoS ana 3anakoBaHHbIX PDU-Kaapos.

YcraHoBKa CoS B 3HaYeHMe N0 YMOIYaHUIO.

12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}
threshold

no I12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporosoro 3Ha4eHMA ckopoctu Bxoaawmx PDU-Kag-
poB (B NaKeTax B CEKYHAY), NONYYEHHbIX U NOANEXKALLMUX UHKaN-
cynsaumun. MNpu npesbiweHnn nopora PDU oTbpacbiBatoTcs.

OTKNIOYaET PeXKMM KOHTPOJIA CKOPOCTU BXxoaAwmx PDU-Kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp | udld} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporosoro 3HayeHua ckopoctu Bxogawmx PDU- Kaa-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX U NOAJENKALLMX MHKaN-
cynauun. NMpu npesbileHMW Nopora nopT byaeT nepeBeseH B CO-
cToaHue Errdisable (oTkntoueH).

OTKNIOYAET PEXKMM KOHTPOJIA CKOPOCTM BXxoaALwmMx PDU-Kagpos.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 148 — KomaHabl perkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port

| twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port | twe_port: (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | fo_port: (1..8/0/1..32);

fourhundredgigabitethernet
fo_port | port-channel
group]

group: (1..48)

OtobparkaeT nHdopmaumio L2PT ana ykasaHHOro uHtepodeica
AW ans Bcex MHTepdeincos, Ha KOTOpbIX BKAtoYeH L2PT, ecam
UHTepdeNc He yKasaH.

clear I2protocol-tunnel
statistics [gigabitethernet

gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te_port |

- L te_port: (1..8/0/1..48);
:"V:/'snt‘gfr';"rg'gab'mhemet twe_port: (1..8/0/1..120);
hun:il:edgigabitethernet hu_port: (1..8/0/1..32);
hu_port | fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..48)

fo_port | port-channel
group]

OuuncTKa cTaTucTMKM L2PT ans ykasaHHoro nHtepderica unm ana
BCeX MHTepdEecoB, Ha KOTOpbIX BKAtoYeH L2PT, ecav nHTepdeitc
He yKasaH.

[Mpumepbl 8bINOAHEHUA KOMAHO

YcTaHoBUTb TyHHenbHbIM MAC-agpec B 3HaueHue 01:00:0c:cd:cd:d0, BKkatounTb oTnpasky SNMP traps ot
Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold u shutdown-threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel
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BKAIOUNTb peXnUm TyHHennpoBaHua STP Ha nHTepdelice, yctaHOBUTb 3HaYeHMe CoS-naketos BPDU pas-
HbIM 4, BKNOUYMTb KOHTPOb CKOPOCTU BXOAALLMX NakeTos BPDU.

console (config) # interface tengigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlian 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

consolef#show 12protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepbl coobLeHnii 0 cpabaTbiBaHUK TpUITepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1

5.17 Voice VLAN

Voice VLAN ucnonb3yetca ana sblgeneHna VolP-obopynosaHus B otgenoHyto VLAN. Ona VolP-
KagpoB MOryT ObiTb HaszHayeHbl QoS-aTpmnbyTbl A NpuopuTnsaumm Tpadumka. Knaccudmkauma Kaapos,
OoTHocAlMXCA K Kagpam VolP-obopypoBaHua, 6a3upyetca Ha OUI (Organizationally Unique Identifier —
nepeble 24 6uta MAC-agpeca) oTnpasutens. HasHaueHue Voice VLAN pgns noprta npoucxoaut
aBTOMaTMUYECKM — Korda Ha nopT nocTynaet Kagp ¢ OUl s Tabaunubl Voice VLAN. Koraga nopT onpegensetcs,
Kak npuHagnexkawmin Voice VLAN — gaHHbIN nopT aobasnserca Bo VLAN Kak tagged.

Voice VLAN npumeHUm gns cnegyromx cxem:

— VolP-obopygoBaHMe HacTpamBaeTcs, YTObbl paccbinaTh TErMpPoOBaHHble NaKeTbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMYTaTopE;

— VolP-o6opynoBaHue paccbinaetr HetermposaHHble DHCP-3anpocbl. B oTtBete ot DHCP-
cepsepa npucytcteyeT onuua 132 (VLAN ID), ¢ nomolibio KOTOPOW YCTPOMCTBO
aBTOMATUYECKM HasHauvaeT cebe VLAN ana mapkupoBku Tpadmka (Voice VLAN).

/ DOna HasHauyeHun Voice VLAN Ha cTopoHe OKOHeuYHoro o6opyaoBaHuA Heo6xo4UMMO UCNO/b30-
BaTb lldp-med noantuku nam DHCP.

Cnucok OUl-npoussoauteneit VolP-o60pyaoBaHMA, AOMUHUPYIOWMX HA PbIHKE:

Ooul dupma-npounssoaunTenb
00:EO:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
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00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

« Voice VLAN moxKeT 6bITb aKTUBUPOBaH Ha NopTax, paboTtatowmx B pexkxume trunk u general.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 149 — KomaHabl perknma rnobanbHom KoOHPUrypaumm

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda

Aeiicmeue

voice vlan aging-timeout

timeout .
timeout:

(1..43200)/1440

no voice vlan aging-timeout

YcTaHaBAMBAET TakmayT Aas NOpTa, NPUHALIEKALErO K Voice-
vlan. Ecnv ¢ nopTa B TeYeHWe 3a4aHHOTO BPEMEHW He ObINo Kaa-
pos ¢ OUl VolP-ob6opyaoBaHusa, To voice vlan yganaerca ¢ gaH-
Horo nopTa.

BoccTaHaBnmBaeT 3Ha4YeHMe No YMOIYAHMUIO.

voice vlan cos cos [remark]

cos: (0-7)/6

no voice vlan cos

YcTaHaBAMBaET BbIXO4HYIO oyepeab Ansa Tpaduka B Voice VLAN B
COOTBETCTBMM C HAacTpoeHHbIm ans Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — BKAtoYaeT nepeHasHayeHne CoS Ha yKasaHHbIN A
Tpadmka B Voice VLAN.

BoccraHaBnnBaeT 3HaYeHMe N0 YMONYAHUIO.

voice vlan id vian_id
no voice vlan id

vlan_id: (1..4094)

YcraHasnvBaet naeHtuduratop VLAN ana Voice VLAN

Ypanset ugentuourkatop VLAN gns Voice VLAN
Ana ypaneHna wupeHtudukatopa VLAN Tpebyetca
npeAaBapuUTeNbHO OTKAOUYMTL PyHKuMio voice vlan Ha
BCEX MOpTax.

voice vlan oui-table {add oui |

remove oui} [word] word: (1..32) cumBosioB

no voice vlan oui-table

MNo3sonseT pegakTMposatb Tabanyy OUL.
- oui — neps.ble 3 baitTa MAC-agpeca;
- word — onucaHue oui.

Ypanser Bce nonb3oBaTenbckue nameHeHma OUI-Tabanubl.

voice vlan oui-table auto-
learning

-/BbIK/IIOYEHO

no voice vlan oui-table auto-
learning

Mo3BoNAeT BKAOYMTL aBTOMATM4YecKoe 3anonHeHue OUI-
Tabmubl Ha ocHoBe NPUHATbIX LLDP.
/| Mpu ucnonbsosanHum c port security Bo3moyKHa paborta
TONbKO B pexxume max-addresses.

BepHyTb 3Ha4YeHue No yYMOI4aHUIo.

voice vlan secure mac-learning

-/BbIKNIOYEHO

no voice vlan secure mac-
learning

YcTaHaBAuBaeT 3anpeT Ha ulydyeHne MAC-agpecoB B HETErmpo-
BaHHOM vlan, nepsbie 24 6MTa KOTOPbLIX COBMNAAAIOT C 3anNncAMmM
13 OUI-Tabanubl Ha KOMMyTaTOpeE.

BepHyTb 3Ha4YeHue No yYMOI4aHUo.

voice vlan state {oui-enabled |
disabled}
no voice vlan state

-/BbIK/IOYEHO

BKAtounTb/OTKNOUMTb Voice VLAN.

BepHyTb 3HaYeHWe No YMONYAHUIO.

voice vlan authentication
bypass enable

-/BbIK/IOYEHO

Paspewntb Tpaduky Voice VLAN urHopupoBaTb ayTeHTUPUKaA-
umto 802.1x.

dyHKuMoHan pabortaet ana pexkumos dotlx host-mode
single-host, multi-session.

no voice vlan authentication
bypass enable

3anpeTtutb Tpadumky Voice VLAN nrHopmpoBaTb ayTeHTUdUKaLMIO
802.1x.
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Tabnumua 150 — KomaHap! pexkuma Privileged Exec

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmoa4aHuro
show voice vlan type oui MoKasaTb KoHoUrypaumto GyHuKLMK voice vlan n OUl-Tabauuy.
[dynamic] - - dynamic — oTobpaxeHue KoHdurypaumm GyHKLmMM voice vian un
AnHammyeckux 3anucent 8 OUl-tabanue.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 151 — KomaHab! perkmuma KoHourypaumm nHtepdeiica Ethernet

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymMoa4aHuro

voice vlan enable Bkntouaet Voice VLAN pgns nopra.

- -/oTKAOYEHO .
no voice vlan enable OtkntoyaeT Voice VLAN gna nopra.
voice vlan cos mode {src | all} BK/loyaeT MapKMpPOBKY TpaduKa Aaa BCeX Kagpos, B0 TONbKO

-/src AN UCTOYHMKA.

no voice vlan cos mode BoccTaHaB/MBaET 3HaYEHME MO YMONYAHMIO.

5.18 pynnosasa agpecauums

5.18.1 ®yHKyusa nocpedHuka npomokona IGMP (IGMP Snooping)

®yHKuMA IGMP Snooping Mcnosb3yeTca B CETAX rPynnoBoi paccblikM. OcHOBHOM 3agadveit IGMP
Snooping sBnseTca nNpefoCTaBleHME MHOTOaApPecHoOro TpaduKka TONAbKO AA Tex MOPTOB, KOTOpble
3anpocunu ero.

V‘ IGMP Snooping MOXeT UCNOo/1b30BaTbCA TONbKO B cTaTudecKoi rpynne VLAN. Moaaeprkusa-
oTCcA Bepcum npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

’ ' Yto6bl IGMP Snooping 6bin akTUBHbIM, GyHKLMA rpynnoBoii punbtpaumm “bridge multicast

L. filtering” ponxHa 6bITb BKAlOYeHa (cm. pasgen 5.18.2 Mpasuna rpynnoBoi agpecauum

(multicast addressing)).

PacnosHaBaHMe NOPTOB, K KOTOPbIM MNOAKAOYEHBI MHOFOaAPECHbIe MapLUPYTM3aTOPbl, OCHOBaHO Ha
cneayowmx cobbITUAX:

— IGMP-3anpocbl NPUHATbLI HA NOPTY;

— naketbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOpPTY;

— NakKeTbl NPOTOKO/1a MHOroaapecHon mapuwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NOPTY;

— nakKeTbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHaTbI Ha NOpPTY.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoOM KOHGUIypauum:

console (confiqg) #

Tabnunua 152 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

ip igmp snooping

no ip igmp snooping

Mo ymonuyaHutio
dYHKUMA BbIKAOYEHA

PaspewaeT ncnosb3oBaHue ¢yHKUnn IGMP Snooping KommyTa-
TOpOM.

3anpeuwaet ncnonb3osaHue ¢yHKUMKM IGMP Snooping KommyTa-
TOpOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)
Mo ymonuyaHutio
dYHKLMA BbIK/IOYEHA

Paspewaet ncnonbsosaHue dyHKunn IGMP Snooping kKommyTa-
TOpPOM ANA AaHHOro uHTepdeica VLAN.
- vlan_id — vaeHTuduKkaumoHHbIM Homep VLAN.

3anpewaeT ucnonb3oBaHne eyHKumMmM IGMP Snooping kKommyTa-
TOPOM A/1A AaHHOro uHTepdeica VLAN.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyert rpynnosoi IP-agpec B Tabauue rpynnosoi agpeca-
LM U CTaTUYECKN [06aBNAET UHTepdelcbl U3 rpynnbl ANA TEKY-
wew VLAN.

- vlan_id — vaeHTuduKaumoHHbIn Homep VLAN;

- ip_multicast_address — rpynnosoli IP-agpec.

MNepeuncneHne nHTepHENCoB OCYLLLECTBAACTCA YEPE3 «—» U «,».

Ypanset rpynnosow IP-agpec 13 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonyaHutio
paspeLleHo

Paspewaet gna gaHHon rpynnbl VLAN aBTOMaTMyecKkoe pacrno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAKAHOYEHbI MHOroafpecHble
MapLUpyTU3aTopbl.

- vlan_id — vaeHTnduKaumoHHbIn Homep VLAN.

3anpewaeT ana gaHHow rpynnbl VLAN aBTOmMaTtMyeckoe pacno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAKAIOYEHbl MHOroafpecHble
MapLLpPyTU3aTOpbI.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Onpepensaetr NOpT, K KOTOPOMY MOAKAKOYEH MapLupyTu3aTop
MHOroaZpecHoOM paccbiiku gna 3agaHHoi VLAN.
- vlan_id — voeHTnduKkaumoHHbI Homep VLAN.
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no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

YKasbIBaeT, YTO K MOPTY He MOAK/IOYEH MAPLUPYTU3ATOP MHOrO-
aflpPeCcHO PacCbINKMU.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YcTaHaB/MBaET 3anpeT Ha onpeaesieHne nopTa (cTaTUyecku, au-
HaMMWYEeCKM) KaK NMopTa, K KOTOPOMY NOAKNHOHYEH MapLUpPyTU3aTOP
MHOrOaZpPecHOM PacCbiNKN.

- vlan_id — vaeHTndukaumoHHbIM Homep VLAN.

CHMMaeT 3anpeT Ha onpegeneHne NopTa Kak nopTa, K KOTOPomy
NOAKOYEH MApLIPYTM3aTOP MHOTOaAPECHOM PacCbIIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan

vlan_id: (1..4094);
-/BblAaya 3anpocos

BkntouaeT noaaeprKKy BblAaum 3anpocoB igmp-query KommyTaTo-
pom B gaHHoi VLAN.

OTK/OYaeT NOAAEPIKKY BblAaumM 3aNpoCOB igmp-query KoMMyTa-

. X OTK/ItOYEeHa v
vlan_id querier TOopom B AaHHOM VLAN.
ip igmp snooping vlan vian_id YcTtaHaBnauBaet Bepcmio IGMP-npoToKONa, HA OCHOBAaHWM KOTO-
querier version {2 | 3} poi 6yayT dopmuposaTbea IGMP-query 3anpocsi.

-/IGMPv2

no ip igmp snooping vlan
vlan_id querier version

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpegenseT ucxogHblh IP-agpec, KoTopblit bByaeT ucnonb3o-
BaTbcA IGMP querier-om. Querier — ycTpoicTBO, KOTOPOE OTNPaB-
naet IGMP-3anpocsl.

YcTaHaBAMBaeT 3Ha4YeHMe No ymonvaHuto. Mo ymonyaHuio ecnm
IP-agpec HacTpoeH ana VLAN, OH Mcnonb3yetca B KayecTse aa-
peca nctoyHunka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BkntoyaeT 3ameHy IP-aapeca MCTOYHMKA HA yKa3aHHbIM IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — npeHTdUKaunoHHbI Homep VLAN;
- A.B.C.D — IP-agpec, Ha KoTopblii byaeT nponsseneHa 3ameHa
SRC IP.

3HaueHue no ymonyanuio 0.0.0.0 roBopuT 0 TOM, YTO 3a-
V meHa SRC IP IGMP report nponssoauTtbea He byaer.

OTKAtoYaeT 3ameHy IP-agpeca UcTouHMKa B nakeTax IGMP report
B 3a4aHHOM VLAN.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKNIOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywiel
VLAN. O3HayaeT, 4To NopT AO/IXKEH ObITb HEMeAIeHHO yAaneH u3
rpynnsl IGMP nocne nonyyeHus coobuieHmsa IGMP leave.

- host-based — mexaHun3m fast-leave cpabaTbiBaeT TO/NIbKO B TOM
cnyyae, Koraa Bce NOAKAOYEHHbIe K JaHHOMY MOpTy NO/b30Ba-
TeAW OTNMCANUCh OT rpynnbl (CYETYMK NONb30BaTeNeN BeAeTCsA Ha
ocHoBaHuK Source MAC-aapecos B 3aronoskax IGMP-report’os);

OTkAtounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wei VLAN.
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ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vian
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BKatounTtb dyHKUMIO proxy report B onpeaeneHHom VLAN. Mpwm
BKNOYEHUM 3TOW OYHKLMM KOMMyTaTop Ha npuwegwwue IGMP
query 6yaeT oTBeYaTb OT cBOero umeHu. Knmentckme IGMP report
npv 3Tom oTbpacbiBatoTCA.

- version — yctaHasnvBaeT Bepcuto IGMP gna oTnpaBKu nakeTos.
Mo ymonyaHuto Bepcma onpegenseTca No npulieglieMy Ha KOm-
myTtaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpegeneHHom VLAN.

ip igmp snooping vlan vian_id
€os cos

no ip igmp snooping vian
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YctaHaBauBaet 3HayeHne CoS ana ncxogAawmx B nopt
mrouter IGMP-coobuwieHunii B ykazaHHoM VLAN.

- vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN;

- €0S — KNnacc obcnyRnsBaHus.

YctaHaBauBaet 3HayeHne CoS ana ncxoaawmx B nopt mrouter
IGMP-coobuweHunit B ykazaHHoM VLAN paBHbIM Hy/HO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU pernma KoHourypaumm VLAN:
console (config-if) #

Tabanuya 153 — KomaHab! perkmuma KoHourypaumm nHtepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaeT 3HaveHue yctonunsoctv ana IGMP.
Ecnun Ha KaHane HabnogaeTca NnoTepsa AaHHbIX, 3HAYEHWE YCTOM-
YMBOCTU [,O/KHO BbITb YBENMYEHO.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTtaHaBauBaeT TaﬁmayT, Nno KOTOpOMY CUCTEMA OTNPaBAAET OC-
HOBHbI€ 3anpoCbl BCEM YHaCTHUKaM rpynnbl MHOFOBApeCHOVI ne-
pefayun anAa NpoBepKU NX akTUBHOCTU.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMMaibHOE BpemMs OTBETa Ha 3anpoc.

no ip igmp YcTaHaBAMBaeT 3HaYeHMe MO YMONYAHWIO.
query-max-response-time
ip igmp YcTaHaBAMBaeT KOIMYECTBO 3aNPOCOB, NMOC/E PACCIIKU KOTOPbIX,

last-member-query-count

count: (1..7)/3Ha4eHne

KOMMYTATOp onpeaenAaeT, YTo Ha AaHHOM NOPTY HET XKenatkownx

count nepemeHHom y4acTBOBATb B MHOTroaApecHoOM paccbliiKe.
no ip igmp robustness YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.
last-member-query-count
ip igmp YcTaHaBAMBaEeT MHTepPBas 3anpoca A1 NoCAeAHEro y4acTHUKa.
last-member-query-interval -

milliseconds:

milliseconds

no ip igmp
last-member-query-interval

(100..25500)/1000 mc

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp version version

no ip igmp version

version: (1-3)/3

YcTaHoBUTbL Bepcuto npoTtokona IGMP.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BuA 3anpoca KoMaHAHOWM CTPOKM pexxnma KoHdUrypaumm nHtepdeica:

console (config-if) #
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HELTEX

Tabnuua 154 — KomaHapl pexxmuma KoHourypauum nHtepoeiica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHne IGMP-3anpocoB ¢ KAMEHTCKUX
VLAN B Multicast VLAN agna nHtepdeiica B pexxmme «access».

’ DOna paboTbl AaHHOW GYHKUMM TpebyeTca BKAKOYe-
- Hue ip igmp snooping He ToNbKO rnob6anbHO U B
Multicast VLAN, HO u B KaneHTckux VLAN.

BbikntouaeT nepeHanpasneHme IGMP-3anpocos ¢ KNMeHTCKUX
Vlan B Multicast Vlan ana nHtepdeiica B pexume «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

Bkntoyaet nepeHanpasneHue IGMP-3anpocos wu3 VLAN,
YY4aCTHMKOM KOTOpbIX ABAfeTca nopt, B Multicast VLAN gna
MHTepodeiica B pexkume «trunk». Multicast-Tpaduk nepepna-
eTCA Ha NOPT HETErMpPOBaHHbLIM MU TEFMPOBAHHbLIM B 3aBUCK-
MOCTM OT NnapameTpa tagged. MapameTp tagged yKasbiBaeT Ha
TO, 4uTo Multicast-Tpaduk foKeH OTNPaBAATLCA B MOPT Teru-
poBaHHbIM B Multicast VLAN.

BobikntoyaeT nepeHanpasneHne |IGMP-3anpocos B Multicast
VLAN. MopT uckatoyaeTca U3 rpynn MHOroagpecHow pac-
cbinku B Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntouaeT nepeHanpassieHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX ABAfeTcA nopt, B Multicast VLAN gna
nHTepoelica B pexxume «general». Multicast-Tpaduk nepepa-
eTCA Ha NOPT HETErMpoBaHHbLIM MU TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT Nnapametpa tagged. MapameTp tagged yka3sbiBaeT Ha
TO, uTo Multicast-Tpaduk foKeH OTNPaBAATLCA B MOPT Teru-
poBaHHbIM B Multicast VLAN.

BobikntoyaeT nepeHanpasneHne |IGMP-3anpocos B Multicast
VLAN. MopT uckatoyaeTca U3 rpynn MHOroagpecHow pac-
cbinkun B Multicast VLAN.

KomaHOwbl pexcuma EXEC

Bce KOMaHAb! AOCTYNHbI TONBKO 417 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 155 — KomaHabl pexxkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MokasbiBaeT MHPopmaLuio 06 U3y4yeHHbIX MHOroaApPecHbIX
MapLUpyTU3aTopax B YyKasaHHol rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokasbiaeT MHbopmaumio IGMP-snooping ana AaHHOrO UHTEp-
deica.

show ip igmp snooping groups
[vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MoKasbiBaeT MHPOpMaLmio 06 M3yYeHHbIX MHOFOaAPeCcHbIX rpyn-
rax, y4acTBYHOLMX B rPYNMoBOI pacchiike.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT Tabauuy cootseTcTBUii mexay VLAN obopyaosa-
HWA, YCTAaHOBAEHHOro y nonb3osatensa, U VLAN gna Tenesewia-
HUA.
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clear ip igmp snooping groups [ Ounwaet HPopmaLmio 06 U3yYeHHbIX MHOTOAAPECHbIX rPynnax,
vlan vlan_id ] [ ip-multicast- YYaACTBYHOLLMX B PYNMNOBOM paccbiiKe.
address group_address ] [ - - vlan_id — ngeHTMdUKaumoHHbI Homep VLAN;
ip-address source_addr ] - group_address — |P-agpec rpynnbi;

- source_addr — |P-agpec UCTOYHMKA Fpynnbl.
clear ip igmp groups [vrf Ounwaet HPopmaLmio 06 U3yYeHHbIX MHOTOAAPECHbIX FPpynnax,
vrf_name ] yyacTBylolWmx B rpynnosoi paccbiike (IGMP Snooping) n ouu-

- Lwaet Tabanuy MapLIpyTM3aLMnM MHOTOaAPECHbIX FPynn NyTém ne-
pesanycka npoueccos IGMP-Proxy nnu PIM.
- vrf_name — vmsa BUPTyanbHOM 06/1acTV MapLwpyTU3aLmm.

[pumepbl 8b1M0AHEHUS KOMAHO

Bkntountb pyHKUMio IGMP snooping Ha KommyTaTope. Onsa VLAN 6 paspewmnTb aBTOMaTM4YeCcKoe pac-
Nno3HaBaHWe MopToB, K KOTOPbIM MOAKNOYEHbI MHOTO3ApecHble MapLIpyTU3aTopPbl. YBEANYUTb 3Ha-
YyeHue yCTOMYMBOCTM A0 4. YCTaHOBUTb MAaKCMManbHOE BPEMSA OTBETA Ha 3anpoc — 15 cekyHA.

console# configure

console (config)# ip igmp snooping

console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp robustness 4

console (config-if)# ip igmp query-max-response-time 15

5.18.2 Mpasuna epynnosoli adpecayuu (multicast addressing)

[aHHbIA Knacc KOMaHg, npefHasHayeH ANA 33faHUA NpaBua FPynnoBoM agpecauym B CETU Ha
KaHa/IbHOM M ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHguaypayuu uHmepgpetica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHPurypaumm nHtepoeiica VLAN:
console (config-if) #

Tabnnua 156 — KomaHabl pexknuma KoHourypaumm nHtepderica VLAN

Komanda 3HaveHue/3HaveHue Onucanue
no ymosn4YaHuro
bridge multicast mode 3a4aeT pemMm rpynnoson nepefaymn AaHHbIX.
{mac-group | ipv4-group | - mac-group — MHOroagpecHasa nepegaya, ocHoBaHHasa Ha VLAN u
ipv4-src-group} MAC-agpecax;
- ipv4-group — MHOroaZpecHas nepesaya c TMNom GuabTpaLLmm, oc-
-/mac-group
HoBaHHbIM Ha VLAN 1 agpece npuemHuka B popmarte I1Pv4;
- ip-src-group — MHoroaapecHan nepegavya ¢ TMNOM GUAbTPaLUM,
OCHOBaHHbIM Ha VLAN v agpece otnpasutens 8 dopmare I1Pv4.
no bridge multicast mode YCTaHaBAMBAET 3HAYEHME N0 YMONYAHUIO.
bridge multicast address Lobasnsaet rpynnosoit MAC-aapec B Tabavuy rpynnosoi agpeca-
{mac_multicast_address | UMM 1 CTaTuYecKn aobasnsaeT uav yaanser uHtepdencos! U3 rpynnoi.

ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet

- mac_multicast_address — rpynnosoii MAC-agpec;
- ip_multicast_address — IP-agpec MHOroagapecHOM paccbiNku;
- add — pobasnseT craTMyeckyto noanucky K rpynnosomy MAC-aa-

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

te_port | (1..8/0/1..120); pecy ananasoHa Ethernet-noptos uam rpynn nopTos.
twentyfivegigabitethernet hu o”rt- 1 '8./0/1’ 32); | - remove — yZanseT CTaTMYecKyto NOAMNUCKY K rpynnosomy MAC-aa-
twe_port | POt AL, "I pecy.

.. fo_port: (1..8/0/1..32); .
hundredgigabitethernet MepeuncneHne nHTepHecoB OCyLLECTBIACTCA Yepes «—» U «,»
hu_port | group: (1..128)

fourhundredgigabitethernet
fo_port | port-channel group}]
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no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

Ypansaet rpynnoeoit MAC-agpec ns Tabanupi.

bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

no bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

3anpeLLaeT NOAK/OYEHWE HAaCTpauBaemoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHO’ paccbinku;

- add — fo6asneHre NopTa/NoOPTOB B CNUCOK 3aNpeLLEHHbIX;

- remove — yfaneHue nopta/nopToB U3 CNMCKa 3anpeLLeHHbIX. Me-
peuncieHve nHTepdeicos OCYLLLECTBNAETCA YEPes «—» U «,»

Ypanaet 3anpewatoutee npasuao ana rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyanuo
nepegava Bcex
MHOTOaAPeCHbIX
MaKeToB 3anpeLieHa.

PaspeluaeT nepesayy BCEX MHOrOaZpECHbIX MAKETOB Ha NOPTY.

- add — nobaenser noptbl/06beANHEHHBIE NOPTbI B CMUCOK NOPTOB,
AN KOTOPbIX pa3pelleHa nepeaya BCEX IPYNMNOBbIX NAKETOB;

- remove — y6upaeT rpynny noptos/o6beaMHEHHbIX NOPTOB U3 pas-
peLuatoLLero npasuna.

MepeuncneHve nHTepdEncoB OCYLLECTBANETCS YEPES «—» U &, ».

BoccraHaBanBaeT 3Ha4YeHMeE NO YMONYAHWUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Mo ymon4yaHuo noptam
He 3anpeLleHo
AVHaMUYeCcKu

npucoeanHATLEA K
MHOroazpecHowm
rpynne.

3anpewaer NopTy AMHAMUYECKU [006aBAATLCA K MHOTOaApecHowm
rpynne.

-add — go6aBnset nopTbl/06begMHEHHbIE NOPTbI B CMMUCOK NMOPTOB,
[O/1A KOTOPbIX 3anpeLLeHa nepesaya BCex rpynrosbiX NAaKeToB;

- remove — y6upaert rpynny noptos/o6beAMHEHHbIX NOPTOB U3 3a-
npeLLatoLLero npasuna.

MepeuncneHne NHTepHecoB OCyLLECTBAAETCA YEPes «—» U «,».

BoccTtaHaBanBaeT 3HaYeHMe N0 YMOAYAHUIO.

bridge multicast ip-address
ib_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast ip-address
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Peructpupyer IP-agpec B Tabauue rpynnoson agpecauumm u ctatu-
yeckun pobasnset/yaanaer uHTepdeincol U3 rpynmoi.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — gobasnseT nopTsl K rpynne;

- remove — yanseT nopTbl U3 rpynnbl.

MepeuncneHme nHTepdENcoB OCYLLECTBASETCS YEPES K—» U &, ».

YaansaeT rpynnosoi IP-agpec us tabanupl.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

235

MES5700-32




HELTEX

bridge multicast forbidden
ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

3anpelyaet NOpTy AMHAMMUYECKU [06aBAATbCA K MHOroaapecHom

rpynne.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — fo6asneHne NopTa/NOPTOB K CAUCKY 3anpPeLLeHHbIX;

- remove — yaasneHune nopta/nopToB U3 CNMUCKA 3aNpPeLLEHHbIX.

Mepeuncnenne MHTepPdencoB OCYLLLECTBAAETCA YePes «—» U «,»
Mpexxae 4yem onpegenuTb 3anpeuieHHble MNOPTHI,
rpynnbl MHOrOaApecHO PaccblIKU AOMKHbI 6bITb 3ape-
rMCTPUPOBaHbI.

BoccTaHaBnvMBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast source
ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaEeT COOTBETCTBME Mexay IP-agpecom nonb3osaTens u
rpynnoBsbiM afpecom B Tabamue rpynnoson agpecaumm, U ctatnye-
cku gobasnaet/yaanaeT uHtepdencobl U3 rpynnbl.

- ip_address — vucxopHbii IP-appec;

- ip_multicast_address — rpynnosoi IP-aapec;

- add — go6aBuTL NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — yAaauTb NOPTbI U3 rpynnbl UcxogHoro IP-agpeca.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast forbidden
source ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT 3anpeT Ha gobaeneHune/ypaneHne cooTBeTCTBUA
mexKay IP-agpecom nonb3oBaTens M rpynnosbiM afpecom B Tab-
/ivue rpynnoBoi agpecaumn Ans onpeseseHHoro nopra.

- ip_address — ncxopHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-aapec;

- add — 3anpet Ha go6aeneHne nopTa B rpynny ucxogHoro IP-aa-
peca;

- remove — 3anpeT Ha yAajseHne nopTa M3 rpynnbl ucxogHoro IP-
aapeca.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ipvé mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipv6 mode

-/mac-group

3apaeT pexum rpynnosBoi nepegayn AaHHbIX Ansa IPv6-nakeTos
MHOr0aZpecHOM PaccblIKu.

- mac-group — MHOroagpecHasa nepegaya, ocHoBaHHas Ha VLAN u
MAC-agpecax;

- ip-group — MHOroagpecHas nepegaya ¢ TMnom GpuabTPaLLMM, oc-
HoBaHHbIM Ha VLAN u agpece npuemHunka B popmare IPv6;

- ip-src-group — MHoOroapecHaa nepegaya ¢ TMNOM GuUAbTPaLUK,
ocHoBaHHbIM Ha VLAN v agpece otnpasutens 8 dopmare IPv6.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast ipv6
ip-address
ipbv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyert rpynnosoi IPv6-agpec B Tabnuue rpynnosoi agpe-
caumu, v ctatndeckn gobasnset/yaanset nHtepdeicol M3 rpynnbl.
- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — gobasnseT NopTbl K rpynne;

- remove — yaanaeT nopTbl U3 rpynnbl.

MepeuncneHne NHTephecoB OCyLLECTBIAETCA YEPE3 «—» U «,».
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no bridge multicast ipv6
ip-address
ibv6_multicast_address

Ypansaet rpynnosoit IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

3anpeLLaeT NOAK/OYEHWE HACTPaMBaemMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6aBneHne NopTa/NOPTOB B CUCOK 3aMNpPeLLEHHbIX;

- remove — yaasneHune nopta/nopTos U3 CNMCKA 3anpeLLeHHbIX.
MepeuncneHve nHTepdEncoB OCYLLECTBAAETCA YEPES K—» U &,»

BoccTaHaBnvMBaeT 3HavYeHMe No YMOTHAHWUIO.

bridge multicast ipv6 source
ipv6_address group
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT cooTBeTcTBue mexay IPvb-agpecom nonb3osaTtena
W rpynnoBbiM agpecom B Tabauue rpynnoBoi agpecaLmm, u ctaTu-
yecku gobasnset/yaanset uutepdeicol U3 rpynnoi.

- ipv6_address —vicxopHbin IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6aBuTb NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — yAanunTb NOPTbI U3 rpynnbl UcxogHoro IP-agpeca.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT 3anpeT Ha pobaeneHune/ypaneHne CoOTBETCTBUA
mexay IPv6-agpecom nonb3oBaTens v rpynnosbimM aapecom B Tab-
ivue rpynnoBoi agpecauun Ansa onpeaeneHHoro nopra.

- ipv6_address — vcxogHbin IPv6-aapec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- add — 3anpeT Ha gobaBneHMe nNopTa B rpynny ucxogHoro IPve-aa-
peca;

- remove — 3anperT Ha yganeHune nopTa U3 rpynnbl ucxogHoro IPve-
agpeca.

BoccTaHaBnmBaeT 3HaveHue no YMOANYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepdgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MOpmMos

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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HELTEX

Tabnunua 157 — KomaHabl pexknuma KoHourypaumm nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdelicos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBaAET NPasuI0 Nepeaadn NaketoB C HEe3aperncTpmpo-
BaHHbIX rPYNMOBbIX a4 Pecos.

- forwarding — nepesaBaTb He3aperMcTpMpoBaHHbIE MHOTOAaA-
pecHble NaKkeTbl;

- filtering — dunbTPOBaTL HE3aperncTpPMpoOBaHHbIE MHOTOAAPEC-
Hble NaKeTbl.

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunA 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaLumm:

console (config) #

Tabnunua 158 — KomaHabl perknma rnobanbHOM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/OTKNOYEHO

BkatoyaeT GpunbTpaLmio rpynnoBbIX afpecos.

OTKAK0YAET GUABTPALMIO TPYNMNOBbIX 3APECOB.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CeKyHA,

3agaeT Bpema xpaHeHua MAC-aapeca B Tabavue rnobanbHo.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BK/OYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHOM VLAN.

OTKAoYNTL N3ydyeHmne MAC-agpecos B gaHHOmM VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout | secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Job6asnaeT ucxoaHbvii MAC-agpec B Tabnuvuy rpynnosoli agpe-
caumu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHblit MAC-afpec MOXHO yAanuTb TONbKO C
nomoulblo KoMaHAbl no bridge address;

- delete-on-reset — faHHbIV agpec yaanuTtca nocne nepesa-
rPY3KW YCTPOMCTBA;

- delete-on-timeout — faHHbIN agpec yaanuTca no Takim-ayTy;
- secure — AaHHbIM agpec yAanuTcAa TOMbKO C MOMOLLbIO KO-
maHZabl no bridge address nan nocne Bo3BpalLeHNs nopTa B pe-
Xum 0byyeHun (no port security).

Ypanser MAC-agpec u3 Tabanupl rpynnoBon agpecaunu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | lic sap |
lic-snap pid ] {discard | bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

ethtype:
(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..OXFFFFFFFFFF)

OnpepenseT geiicTBue AA NaKeTOB MHOTOAAPECHON PacCbiku
C 3ape3epBMPOBaAHHOrO agpeca.

- mac_multicast_address — rpynnosoit MAC-aapec;

- ethtype — Tvn naketa Ethernet v2;

- sap — 1N naketa LLC;

- pid — TN nakeTa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepeaatoTca B pexxume bridge.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.
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KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#

Tabnunua 159 — KomaHab! perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Ypanaer craTuyeckue/OMHamuYeckMe 3anucu U3 Tabauubl
rpPynnoBoW agpecaumm.

- dynamic — yaaneHve auHamm4yeckmx 3anucei;

- secure — yaneHne cTaTM4eCcKux 3anmcen.

KomaHObl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabanuya 160 — KomaHzabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group} ]
[address mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasbiBaeT Tabanuy MAC-aapecoB An1a yKasaHHOro nHtepdelica
nmnbo Bcex MHTepdencos.

- dynamic — npocMoTp TONbKO AUHAMUYECKMX 3anmceir;

- static — NPoCMOTP TONbKO CTAaTUUECKMX 3anunceit;

- secure — NPOCMOTP TO/IbKO 6e30MacHbIX 3anucei;

- vlan_id — wpeHTndnKaunoHHbIi Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table count
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKasbiBaeT KoanyecTso 3anucelt B Tabavue MAC-agpecos ans
yKasaHHoro nHtepderica nmbo ana sBcex MHTepdencos.
- vlan_id — wpeHTUdMKaunoHHbI Homep VLAN.
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HELTEX

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipbv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

MoKa3sblBaeT TabmLy rpynnoBbIX a4pecoB A/1A YKa3aHHOro MHTep-
deiica nnbo scex nHTepdericos VLAN (KomaHAaa AOCTYMHA TObKO
AN NTPUBUNETMPOBAHHOIO NONb30BaTENS).

- vlan_id — vaeHTndUKaumMoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoti IPv4-agpec;

- ipv6_multicast_address — rpynnosoii IPv6-agpec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHUKaA;

- ipv6_source_address — IPv6-agpec UCTOYHUKA.

vlan_id: (1..4094)

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ibv4_multicast_address |
ibv6_multicast_address]
[source ipv4 _source_address |
ipv6_source_address] [all |
mac | ip]

MoKa3sblBaeT TabauLy CTaTUYECKMX FPYyNMnoBbIX aApPecoB AN YKa-
3aHHOro UHTepdelica NMbo Bcex nHTepdelicos VLAN.
-vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoti IPv4-aapec;

- ipv6_multicast_address — rpynnosoti IPv6-aapec;

- ipv4_source_address — IPv4-agpec UCTOYHUKaA;

- ipv6_source_address — IPv6-agpec UCTOYHUKaA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all - npocmoTp nonHoM Tabanupl.

vlan_id: (1..4094)

show bridge multicast filtering
vlan_id

MokasbiBaeT KoHoUrypaumio ¢uabTpa rpynnosbiX aapecosB Ans
yKasaHHoro VLAN.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

vlan_id: (1..4094)

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);

MokasbiBaeT KoHdurypaumto dunbTpa ANA HE3aPerncTpupoBaH-
HbIX rPyMMnoBbIX af4pecos.

twe_port:

(1..8/0/1..120);

group: (1..128);
vlan_id: (1..4094)

show bridge multicast mode
[vlan vian_id]

MOKa3blBaeT pexunm rpynnoBon agpecauumn ana yKasaHHOro WH-
Tepoelica nMbo Bcex HTepoericos VLAN.
- vlan_id — wpeHTndnKaumnoHHbIi Homep VLAN.

vlan_id: (1..4094)

show bridge multicast
reserved-addresses

OTo6pa>KaeT npasuaa, yCTaHOB/IEHHbIE ANA TPYNNOBbIX 3ape3ep-
BUPOBaHHbIX aApecos.

[pumepbl 8b1N0AHEHUS KOMAHO

BKNOUMTE GUNBTPALUIO TPYNNOBbLIX a4PECOB KOMMYTAaTOpPOM. 3agaTb Bpemsa xpaHeHuAa MAC-agpeca 400
CEeKYHZA, pa3pewmnTb nepesavy He3aperncTtpmpoBaHHbIX MHOFOAAPECHbIX NakeToB Ha 11 nopTy KommyTa-

TOopa.

console # configure
console (config)
console (config)
console (config)
console (config-if)

# mac address-table aging-time 400

# bridge multicast filtering

# interface tengigabitethernet 1/0/11

# bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address

1 224-239.13012.2.3
19 224-239.13012.2.8
19 224-239.13012.2.8

Forbidden ports for multicast addresses:

Vlan IP/MAC Address

type Ports
dynamic te0/1, tel0/2
static te0/1-8
dynamic te0/9-11
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HELTEX

1 224-239.13012.2.3
19 224-239.13012.2.8

te0/8
te0/8

5.18.3 MLD Snooping — npomoKoa KOHmMponaa MHo20adpecHo20 mpadgukKa 8 IPve

MLD Snooping — MexaHM3M MHOroagpecHom COoObLEHNN, NO3BONSAOWMMI

MWHMMM3MPOBATL MHOFOAAPECHbI TpaduK B IPv6-ceTax.

PaccbizIKn

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaLumm:

console (confiqg) #

Tabanuya 161 — KomaHabl rnobanbHOro pexnma KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

ipvé mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vian_id]

vlan_id: (1..4094)
-/BbIK/NOYEHO

BkatoyaeT MLD snooping.

OTtkatovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

no ipvé mlid snooping vlan
vlan_id static
ibv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Peructpupyert rpynnosoi IPv6-agpec B Tabnuvue rpynnosow agpe-
caumu u ctatudeckn gobasnset/yaanset uHtepdeicbl U3 rpynnbl
ona Tekywen VLAN.

- ipv6_multicast_address — rpynnosoi IPv6-agpec;

MNepeuncneHne nHTepHENCcoB OCYLLLECTBAACTCA YEPE3 «—» U «,».

Ypanset rpynnosow IP-agpec U3 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

[Oob6asnaeT npaBmno, 3anpeLLatoliee NOpTam U3 CNUCKa perncTpu-
poBaTbCA Kak MLD-mrouter.
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HELTEX

no ipv6é mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

Ypanaet npaBuo, 3anpellatowiee nopTam M3 CMCKa permcTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mlid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKAKOYEHO

M3yyaTb nopTbl, NOAKAOYEHHble K mrouter no MLD-query-nake-
Tam.

He n3yyatb nopTbl, NoAKAtO4eHHbIe K mrouter no MLD-query-nake-
Tam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no ipvé mld snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

[o6asnser cnucok mrouter-nopTos.

YpanseT mrouter-nopTbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipv6 mid snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIKOYEHO

Bkntountb npouecc MLD Snooping Immediate-Leave Ha Tekyluei
VLAN.

OTkAtounTb Npouecc MLD Snooping Immediate-Leave Ha TeKkyLuei
VLAN.

ipvé mid snooping querier

no ipvé mld snooping querier

-/BbIKNIOYEHO

BK/itoYaeT noaaepiKKy Bblgaum 3anpocos igmp-query.

OTKAtOYaeT NoaAep KKy Bblgaum 3aMpocoB igmp-query.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica 2pynnsl nopmos, uHmepgetica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NnopToB 1 nHTepdenca VLAN:

console (config-if) #

Tabnuvua 162 — KomaHapl pexknma KoHourypaumm nHtepdeiica (guanasoHa nntepdelicos) Ethernet, nHtep-
delica rpynnbl noptos, MHTepdeinca VLAN

3HayeHue/3HayeHue

KomaHda

no ymon4aHuro

Aeilicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000
MUIUCEKYHA,

3afaeT MaKcMManbHYO 3aJlepKKy OTBeTa Noc/iedHero uieHa
rpynmnbl, KOTOPas MCMOb3yeTcAa A/1A BbIYUCNEHUA KOAA MaKCu-
MasibHOM 3a4epKKn oTeeTa (Max Response Code).

BoccTaHaBivBaeT 3HavYeHMe No YMOTHAHUIO.
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HELTEX

ipvé mid
last-member-query-count
count

no ipvé mid
last-member-query-count

(1..7)/3HayeHne
nepemeHHomn
robustness

YcTaHaBAMBaeT KOIMYECTBO 3aNPOCOB, NOC/E PACCHIIKU KOTOPbIX,
KOMMYTaTOp ONpeaenseT, YTo Ha AAaHHOM MOPTY HET KeNatoLuxX
Yy4acTBOBaTb B MHOFO3APECHOW paccbliiKe.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipvé mld query-interval value

no ipvé mld query-interval

value: (30..18000)/125
CeKyHA,

3apaeT MHTepBaa Paccbl/IKM OcHoBHbIX MLD-3anpocos.

BoccTaHaBnmMBaeT 3Ha4YeHMe No YMOYAHMUIO.

no ipv6 mid robustness

ipvé mid 3afaeT MaKCMMasIbHYIO 3aePXKy OTBETa, KOTOPasA UCMONb3yeTcA
query-max-response-time ONA BbIYNCNEHWNIA KOLA MAaKCUMANbHOW 3aieprKKMN oTBeTa.
value: (5..20)/10
value
- CeKYHA,
no ipvé mid BoccraHaBnnBaeT 3HaYeHMEe NO YMONYAHMUIO.
query-max-response-time
ipvé mld robustness value YcTaHaBAMBaeT 3HavyeHue KoadPuuMeHTa OTKa30yCTOMYMBOCTY.
Ecnu Ha KaHane HabaogaeTca notepa AaHHbIX, KO3GULMEHT OT-
value: (1..7)/2

Kaaoycmﬁqmsocm AO0/1XKeH 6bITb YBENUYEH.

BocctaHaBnvBaeT 3HayeHue no YMONYaHULO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

YcTaHaBAMBaeT BEPCUO0 NPOTOKOA, AEWCTBYHOWYIO HA AaHHOM
MHTepodeiice.

BoccTaHaBnmBaeT 3Ha4yeHMe No YMOYAHMUIO.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanuya 163 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 mid snooping

ibv6_multicast_address]
[source ipv6 _address]

groups [vlan vian_id] [address

vlan_id: (1..4094)

OtobparkaeT MHOPMALMIO O 3aPErMCTPUPOBAHHBIX FPynnax B Co-
OTBETCTBWM C 3a,aHHbIMU B KOMaHe NnapameTpamu GuUabTpaLmu.
- ipv6_multicast_address — rpynnosoi agpec IPv6;

- ipv6_address — |Pv6-agpec UCTOYHMKA.

show ipv6 mid snooping
interface vian_id

vlan_id: (1..4094)

Otobparkaet nHpopmaumio o KoHburypauum MLD-snooping ans
naHHoi VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTobparkaeT MHGoOpMaLMo 0 mrouter-nopTax.

[ vlan vian_id ] [ ip-multicast-
address group_address ]
[ ip-address source_addr ]

clear ipvé mld snooping groups

Oumwwaet nHdopmaumio 06 U3y4eHHbIX MHOFOALPECHbIX rPpynnax,
y4acTBYHOLLMX B FPYNNOBOI Paccbi/IKe.

- vlan_id — npeHTMounKaumoHHbln Homep VLAN;

- group_address — |Pv6-agpec rpynnbl;

- source_addr — IPv6-agpec UCTOYHUMKA rpynnbl.

clear ipv6 mld groups [vrf
vrf_name ]

Ounwaet nHGopmaumio 06 M3yYeHHbIX MHOFOAAPECHbIX rpynnax,
yyacTByloLWmMX B rpynnosoi paccbiike (MLD Snooping) 1 ounwiaet
TabanLy MapLupyTM3aLMM MHOTOaAPECHbIX rpynn NyTém nepesa-
nycka npoueccos MLD-Proxy nnau PIMv6.

- vrf_name — vima BMpPTyanbHOW 061aCcTM MapLupyTM3aumu.

5.18.4 ®yHKyua oeparuyenua multicast-mpaduka

®YHKUMM orpaHnyeHns multicast-Tpaduka ncnonbsytotca gna yaobHON HACTPOMKM OrpaHUYeHus
NPOCMOTPA ONpeAeNeHHbIX FPynn MHOrOaLPECHOMN PACCHIIKM.

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

BunA 3anpoca KOMaHAHOWM CTPOKM pexxunma rnobanbHoM KoHbUrypaumm:

console (config) #
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HELTEX

Tabnunua 164 — KomaHabl pexkuma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

multicast snooping profile
profile_name

no multicast snooping pro-
file profile_name

profile_name: (1..32)
CYMBOJI0B

Mepexopa B pexxum KoHbUrypaumm multicast-npoduns.

YpanuTe ykasaHHbIM multicast-npopuns.
Multicast-npodunb moxet 6bITb yaaneH ToAbKo no-
. cne Toro, Kak 6yaeT oTBA3aH OT BCEX NOPTOB KOMMY-
TaTopa.

KomaHObI pexcuma KoHguaypayuu multicast-npoguns

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm multicast-npoduns:

console (config-mc-profile) #

Tabanua 165 — KomaHabl pexkmuma KoHourypaumm multicast-npoduna

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BaangHbin mul-
ticast-agpec;
high_ip: BannaHbii mul-

3afaeT cooTBETCTBME NPOPUIA YKazaHHOMY AnanasoHy IPv4 mul-
ticast-agpecos.

Ypansetr cooTBeTcTBME Npoduns yKasaHHOMY AmanasoHy |Pv4

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BaangHbiii IPv6
multicast-agpec

[high_ip] ticast-agpec multicast-agpecos.
match ipv6 low_ipv6 low_ipv6: BannaHbilt IPv6 | 3asaeT cooTeeTCTBME NPOdUNA YKa3aHHOMY Anana3oHy IPv6 mul-
[high_ipve] multicast-agpec; ticast-agpecos.

Ypanser cooTBeTcTBME Npoduns yKasaHHOMY AmanasoHy IPve
multicast-agpecos.

permit

no permit

-/no permit

B cnyvae HecooTBeTCTBMA OAHOMY M3 3afaHHbIX AMaNasoOHOB,
IGMP-report 6yayT nponyckaTtbcs.

B cnyyae HecooTBETCTBMSA OAHOMY M3 3a[aHHbIX A4ManasoHoB,
IGMP-report 6yayT oTbpacbiBaTbCs.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bunpg 3anpoca KOMaHAHOM CTPOKU perknma KOHpUrypaumnm nHtepoeiica:

console (config-if) #

Tabnvua 166 — KomaHAabl pexuma KoHourypaumm nHtepdeiica (guanasoHa nHtepodeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping max-
groups number

no multicast snooping
maxgroups

number (1..1000)/-

OrpaHu4MBaeT KOAMYECTBO OAHOBPEMEHHO MpocmaTpuBae-
MbIx multicast-rpynn gna nHtepdeiica.

CHUMaET orpaHuYeHue Ha KOJIMYEeCTBO O4HOBPEMEHHO Npo-
CMaTpMBaeMbIX rpynn Ans uHTepodeiica.

multicast snooping add
profille_name

multicast snooping remove
{profille_name | all}

profile name: (1..32)
CMMBOJIOB

MpuBA3bIBaeT yKazaHHbIN multicast-npodunb K uHTepdelicy.

YaanaeT coorsercteMe multicast-npopuna (scex multicast-
npodunei) unutepoeiicy.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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HELTEX

Tabnmua 167 — KomaHap! pexkmma EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
show multicast snooping OTob6parkaeT MHGOPMaLMIO ANA BCEX NOPTOB O TEKYLLEM KO-
groups count - INYECTBE 3aPErMCTPUMPOBAHHbIX FPYNM, @ TaKkKe MaKcUmasb-
HOe BO3MOXHOE KONYeCTBO.
show multicast snooping profile name: (1..32) OtobparkaeT MHPpopmaumio o multicast-npopunax, Kotopble
profile [profille_name] CMMBON0OB 6bIIM CKOHOUIYPMPOBAHDI.

5.18.5 RADIUS-aemopu3ayus 3anpocos IGMP

[aHHbIN MexaHM3M NO3BOAAET NPOU3BOAUTL aBTOPM3ALLMIO 3aNpocoB NpoToKona IGMP ¢ nomoubto
RADIUS-cepBepa. [na obecneyeHns HageXKHOCTU U pacnpefeneHUs Harpyskm MOMKET UCMNo/b30BaTbCA
Heckonbko RADIUS-cepsepoB. Bbibop cepBepa 418 OTNPaBKM o4yepenHOro 3anpoca aBTopu3auum
NPOUNCXOAMUT CNyvaiHbIM obpasom. Ecnm cepsep He 0TBETMA, OH NOMEYaeTcA Kak BpeMeHHO Hepabouni, u
nepecrtaeT y4yacTBOBaTb B MeXaHM3Me Onpoca Ha onpegeseHHbl nepuoa, a 3anpoc OTCbIIAeTCA Ha
cnepytowmii cepeep.

MonyyeHHble aBTOPM3aALMOHHbIE [OaHHbIE XPAHATCA B K3W-NaMATM KOMMYyTaTopa B TeuyeHue
3aZlaHHOro NepMoAa BpemeHu. ITo NO3BOISET YCKOPUTL MOBTOPHYHO 06paboTKy IGMP-3anpocos.

MapameTpbl aBTOPU3aLMM BKIIOYAIOT B cebs:

=  MAC-agpec KIMEeHTCKOro YCTPOCTBa;
*  NpeHTudUKaTop NnopTa KOMMYTATOPa;
= |P-agpec rpynnbl;

=  PeweHue o gocryne - deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BunAa 3anpoca KoMaHAHOWN CTPOKM pexxmnma rnob6anbHoro KOHPUrypmpoBaHmsa:
console (config) #

Tabnnua 168 — KomaHabl pexnma rnobanbHoro KoHGUrypuposaHma

3HayeHue/3HayeHue no

KomaHoa Aeiicmeue
ymMon4aHuio
ip igmp snooping authoriza- YcTaHaBAnBaeT BpemA XU3HW B Kawe. Ecam 3HaveHune
tion cache-timeout timeout PaBHO HY/IHO — OTCYET BPEMEHM KU3HM OTK/IOYEH (3anuch

timeout: (0..10000) He yaanaeTca co BpemeHem).

— " " MnH/0
no ip igmp snooping authori-

. . YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU peXMMa KOHOUIYpPUpPOBaHUA NHTepdeinca:
console (config-if) #

Tabnnua 169 — KomaHabl perkmuma KoHourypmposaHus nHtepdelica Ethernet

3HayeHue/3HayeHue .
KomaHda Aelicmeue
Mo ymoa4aHuro
multicast snooping BkntouaeT astopusaumio yepes RADIUS-cepsep. Ecnm
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authorization radius

YKaszaH napameTp required, To B clyyae HeAOCTYNHOCTU

[required] Bcex RADIUS-cepBepos IGMP-3anpocbl UrHOpUpYOTCA.
B npoTtuBHom cnyyae IGMP-3anpoc byaetr obpaboTaH
-/oTKt04eHO [aKe npu oTCyTCTBMM OTBETa CepBepa.
no multicast snooping OTKNlOYEeHNe aBTOpU3aLUN.
authorization
. A BKntoyaeT npeaBapuTensHyto ob6paboTky IGMP-3anpocos
multicast snooping
R . ! Ha nopty ao otseta RADIUS-cepsepa. Mo nosayyeHuun
authorization forwarding-first
oTBEeTa OT cepBepa B C/lydyae MNOJIOXKMUTE/NIbHOTO OTBETa
noAnMcKa OCTaeTca, B C/Ayyae OTPULATENbHOrO —
-/OTKNIOUEHO :
yfAanaeTcs, ecim AONONHUTEIbHO HacTpoeHa GyHKumA ip

igmp snooping immediate-leave.

no multicast snooping

authorization forwarding-first BoccTtaHaBnAMBaeT 3HaYeHMe No YMONYaHUIO.

KomaHOobl pexcuma EXEC

Bce KomaHAapl AOCTYNHbI TO/IbKO ANA NPUBUNETMPOBAHHOIO NO/1b30BaTENA.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabanuya 170 — KomaHzabl pexkmma EXEC

3HayeHue/3Ha4yeHue Aelicmeue

o ymon4yaHuro

KomaHda

OTobparkaeT cogeprKMmoe Kala asTopu3saunn IGMP.
Ecnn B KOMaHAe yKasaH uHTepdelic — To oTobparkaroTcs
TOMIbKO Te rpynnbl, KOTOpble 3aperucTpupoBaHbl Ha
yKa3aHHOM nHTepdelice.

show ip igmp snooping au-
thorization-cache
[interface gigabitethernet

gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te port | te_port: (1..8/0/1..4);
twentyfivegigabitethernet twe_port: (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet fo_port: (1..8/0/1..32)
hu_port |

fourhundredgigabitethernet

fo_port]

clear ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet

OunwaeT Kaw aBTopu3aLuu.
Ecav B KOMaHAe YyKasaH wHTepdeilc — Kaw-3anucu
0YMLLAOTCA A/1A YKa3aHHOro nHtepdelica.

gi_port: (1..8/0/1..48); Ecnun nHtepdeic He yKasaH — K3l 0YMLLAETCS MOJIHOCTbHO.

te_port | te_port: (1..8/0/1..4);
twentyfivegigabitethernet twe_port: (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet fo_port: (1..8/0/1..32)
hu_port |

fourhundredgigabitethernet

fo_port]

5.19 Mapuwpytnsauma mHoroagpecHoro tpadpuka

5.19.1 lpomokon PIM

PIM — npoToKon MHOroaapecHon mapLipyTmusauum ans IP-ceTei, co3gaHHbIN Ana pelleHma npobaem
rpynnoBon mapupytmsaumu. PIM 6a3mpyeTca Ha TPaAMLMOHHBIX MapLUPYTHbIX NPOTOKOAAxX (Hanpumep,
Border Gateway Protocol), Bmecto TOoro, ytobbl cosgaBaTb COBCTBEHHYIO ceTeBylo TonoJsioruio. PIM
ucnonb3yet unicast-tabnuuy MmapwpytusaumMm ana  nposepku RPF. 3Ta npoBepKa BbliNoaHAETCA
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MmapLipyTMsaTopamn, 4Tobbl ybeamntbca, YTo nepeaadya MHOroafpecHoro Tpaduka BbINOAHAETCA MO NyTU
6e3 netenb.

« PIM B VRF peanusoBaH ana IPv4.

RP (rendezvous point) — Touyka paHAeBYy, Ha KOTOpoW OyayT pPerucTpmpoBaTbCA WCTOUYHWUKMU
MHOTr0aApecHbIX MOTOKOB M CO34aBaTb MapLUpPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S, G).

BSR (bootsrtap router) — mexaHunsm cbopa nHbopmauum o RP KaHgmaaTax, opMMpoBaHUM CIMCKA
RP pnsa Kakgo MHOroagpecHoi rpynnbl M OTMpPaBKa CNWCKA B npegenax gomeHa. KoHdurypauwms
MHOroaApecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BuA 3anpoca KoOMaHAHOWM CTPOKM pexnma rnobanbHoOM KOHOUIypaumm:
console (config) #

Tabnunua 171 — KomaHabl perknma rnobanbHoM KoHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
ip multicast-routing pim [ vrf BKAOUMTL MHOrOa4pEecHy0 MapLpyTusaumio, npotokon PIM Ha
-/MNo ymon4aHuio .
vrf_name] BCex UHTepdeiicax.
GyHKUwA BoikNiOYeHE; | vrf_name — vma BUpTyanbHOM 061acT MapLLpyTU3aLUm
vrf_name: (1..32) = .
no ip multicast-routing pim [ CUMBONA OTKNOYNUTb MHOFOQAPECHYH MapLIPYTM3aLmio U NpoTokon PIM.
vrf vrf_name] - vrf_name — umsa BUPTYanbHOI 061aCTU MapLIpyTU3aLMM.
ipv6 multicast-routing pim Bkatountb ana IPvé MHOroaapecHyto MmapLupyTusauuto, NpoTOKO
-/No ymonyaHuio PIM Ha Bcex nHTepdeicax.
no ipv6 multicast-routing pim byHKUMA BbIKNIOYEHA OTKAOYUTL ANnAa IPv6 mHOroagpecHyo mapLupyTnsaumio u NnpoTo-
kon PIM.
ip pim bsr-candidate YKa3aTb yCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
ip_address [mask] [priority mask: (8..32)/30; - ip_address — BanngHblit IP-agpec KommyTaTopa;
priority_num] [ vrf vrf_name] priority_num: - mask — macka noaceTu;
(0..192)/0; - priority_num — npuopuTeT;
vrf_name: (1..32) - vrf_name — umsa BUPTYaNbHOI 061aCTU MapLIPYTU3ALLUM.
no ip pim bsr-candidate [ vrf cMmBona OTKNOYEeHWe AaHHOTO NapameTpa.
vrf_name]
ipv6 pim bsr-candidate YKas3aTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
ipbv6_address [mask] [priority mask: (8..128)/126; - ipv6_address — BanuaHbiv IPv6-aapec KommyTaTopa;
priority_num] priority_num: - mask — macka noaceTu;
(0..192)/0 - priority_num — npuopurert.
no ipv6 pim bsr-candidate OTKNOYEeHWe AaHHOTO NapameTpa.
ip pim dm {range BKOUNTL MapLUpyTU3aLMIO 334aHHOMO AMana3oHa My/bTUKACT-
multicast _subnet | default} HbIX rpynn 8 pexkume PIM-DM.
- multicast_subnet — mHoroagpecHas nozcetb;
- default — onpenenset amanasoH B 224.0.1.0/24.
) KomaHAy MOXHO BBeCTU HECKO/IbKO pas, 3a4aB He-
V CKO/IbKO ANana3oHoB.
no ip pim dm {range OTKNOYNTD JaHHbIN NapameTp.
multicast _subnet | default}
ip pim rp-address Co3paHune ctatuyeckoit Rendezvous Point (RP), aononHuTensHo
unica?t_address vrf_name: (1..32) Mo»fHo YKa3aTb MHOrOaJpecHyto noaceTb Ans AaHHOW RP.
[multicast_subnet] [ vrf cAMBONA - unicast_addr — IP-agpec;
vrf_name] - multicast_subnet — MHOroagpecHas NoAceTb;
- vrf_name — umsa BUPTYaNbHOI 061aCTU MapLUPYTU3ALLMM.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 247

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

no ip pim rp-address
unicast_address
[multicast_subnet] [ vrf
vrf_name]

YpaneHue ctatuyeckoli RP unuv yaaneHue RP ans ykasaHHou nog-
ceTu.

ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

Co3pgaHue ctatuyeckoit Rendezvous Point (RP), sononHuTensHo
MOKHO YKa3aTb MHOroaZpecHyto NoaceTb aaa AaHHOM RP.

- ipv6_unicast_addr — IPv6-agpec;

- ipv6_multicast_subnet — mHoroagpecHas noaceTb.

YpaneHue ctatuyeckoli RP unu yaaneHue RP gns ykasaHHoM nog-
ceTu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs] [ vrf vrf_name]

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60

Co3paHune KaHgupata ans Rendezvous Point (RP)

- unicast_addr — IP-appec;

- acc_list — cnMcoK MHoroagpecHbix NpedurKcoB, 3a4aBaemblil C
nomolLupto ctaHaapTHoro ACL;

- priority — NPUOPUTETHOCTb KAaHAMAATA;

CeKyHA; - secs — Nepuog, oTNpPaBKU COOBLLEHWI;
vrf_name: (1..32) -vrf_name — umsa BUpTYyanbHOI 061aCTU MapLIPYTU3ALMM.
no ip pim rp-candidate CMmBO/1a OTKAlOYEeHME JaHHOro NapameTpa.
unicast_address [ vrf vrf_name]
ipv6 pim rp-candidate CospaHue kaHanaata ana Rendezvous Point (RP)
ipv6_unicast_address ) - ipv6_unicast_addr —IPv6-agpec;
- . i acc_list: (0..32) . o
[group-list acc_list] [priority - acc_list — cnMCOK MHOroaZpecHbiXx NpedurKcoB, 3a4aBaembli C
cumBona

priority] [interval secs]

no ipv6 pim rp-candidate
ipv6_unicast_address

priority: (0..192)/192;
secs: (1..16383)/60
CEKYHA,

nomolLpto ctaHaapTHoro ACL;
- priority — NnpMOpUTETHOCTb KaHAMAATA;
- secs — Nepuog oTnpPaBKU COOBLLEHUIA.

OTK/IlOYEHME AaHHOrO NapameTpa.

ip pim ssm {range
multicast_subnet | default} [
vrf vrf_name]

vrf_name: (1..32)

YKa3aTb MHOroaApecHyto NoaceTb

- range — yKa3aTb MHOTOaApecHyto NoACeTb;

- multicast_subnet — MHOroagpecHas NoACeTb;
- default — ykasatb ananasoH 8 232.0.0.0/8;

cumBona - vrf_name — umsa BUPTYanbHOM 061aCTU MapLIpyTU3aLUM.
no ip pim ssm [range OTKNloYeHWe AaHHOro napameTpa.
multicast_subnet | default] [
vrf vrf_name]
ipv6 pim ssm {range YKa3aTb MHOroaZipecHyto noacetb
ipv6_multicast_subnet | - range — yKa3aTb MHOrOaApecHyto NoACceTb;
default} ) - ipv6_multicast_subnet — mHoroapecHasa noaceTb;
- default — ykasatb amanasoH B FF3E::/32.
no ipv6 pim ssm [range OTKNlOYEeHWe AaHHOTO NapameTpa.
ipv6_multicast_subnet | -
default]
ipv6 pim rp-embedded BKAtOUNTL paclumpeHHbI pyHKUMoHan rendezvous point (RP).
-/BKAtOYEHO

no ipv6 pim rp-embedded

OTKAOYUTL paclUMpeHHbI GpyHKUMOHan rendezvous point (RP).

ip multicast multipath {group-
paths-num | group-next-hop} [
vrf vrf_name]

no ip multicast multipath [ vrf
vrf_name]

-/BbIK/OYEHO;
vrf_name: (1..32)
cumBona

BkntoyaeT 6anaHcMpoBKy naketos PIM Join B CTOPOHY JOCTYMHbIX
RP.

- group-paths-num — metog 6anaHCMPOBKK, NPU KOTOPOM XelLl
byHKLMA, NoACYMTaHHAA Ha OCHOBE aApeca rpynnbl, AeAUTcA No
moaynto Ha N, rae N — KoanyecTso A0CTynHbIX RP.

BbllWweyKa3aHHbIi meToa HeobXxoAMM AN KOPPEKTHOMU
l pa6oTbl 6anaHCUPOBKMU npu MCNONb30BaHUU
- EVPN/VXLAN. Ha npakTMKe OH NPUBOAMT K K CUHXPOHU-
3aumn» VTEP u Bbi6bopy oaHoro u Toro e RP gna or-
npaBKu TpadurKa KOHKPETHOM rpynnbl.

- group-next-hop — meTop 6anaHCMPOBKM, NPU KOTOPOM NOACHET
xelw oyHKUMM 6asupyeTca Ha agpece rpynnbl U agpece next-hop.

Mo ymonuaHuio B cayyae Haanumsa B Tabauue mappyt-
! TM3aumum 6onee ogHoro mapwpyta ao RP, PIM Join or-
npasnserca B cTopoHy PIM coceaa ¢ Hanbonbwmm IP.
- vrf_name — vma BMpTyanbHOW 0bnacTh mapLipyTM3aumm.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet, VLAN, epynnei nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #

Tabnunua 172 — KomaHabl pexkuma KoHourypaumm nHtepdelicos Ethernet, VLAN, rpynnbl nopTos

3HayeHue/ 3HayeHue

no ip (ipv6) pim dr-priority

KomaHoa Aelicmeue
no ymosn4aHuro

ip (ipv6) pim BkatoueHue PIM Ha uHTepodeiice.

— - -/BKNIOYEHO —
no ip (ipv6) pim BoikntoueHue PIM Ha uHtepdevice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepeaayvy BSR-coobuieHnin ¢ nHtepdelica.

— -/OTKNO4EHO
no ip pim bsr-border OTKAloYeHMe aHHOro napameTpa.
ip (ipv6) pim dr-priority priority YKasaHue npuopuTeTa ana Bbibopa DR-poyTepa.

iorit - priority — npuoputeT DR-poyTepa onpeaenstowuii, KTo U3 Kom-
priority:

(0..4294967294)/1

myTaTopoB cTaHeT DR-poyTepom. KommyTaTtop ¢ HaumbosbwimMm
3HayeHuem cTtaHeT DR-poyTepom.

Bo3BpalaeT 3Ha4yeHMe No YMOHaHUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpaeku hello-nakeTos.
- sec — nepwog, otnpasku hello-naketos.

Bo3BpalaeT 3Ha4yeHMe No yMOYaHUIO.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKa3aTb UHTEpBas, B TeYEHNE KOTOPOro KOMMYTaToOp OTCblaaeT
join unn prune-coobuweHuns.
- interval — nepvog, BpemeHu OTNPaBKK join, prune coobLeHWIA.

no ip pim passive

. - CeKyHA,
no ip (ipv6) pim Bo3BpalyaeT 3Ha4YeHWe Mo YMOUAHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbTpaums Bxogawmx PIM-coobuieHunit.
acc_list acc_list: (0..32) - acc_list — cnncoK agpecoB, Ha OCHOBE KOTOPbIX MPOU3BOAUTCA
cumBoNna dunbTpaums.
no ip (ipv6) pim neighbor-filter OTKNloYEeHMe JaHHOro NapameTpa.
ip igmp static-group group- BKAtounTb cTaTMyeckuin 3anpoc multicast-rpynnbl Ha uHTep-
address [ sourse sourse_addr ] delice.
- group_address — IP-agpec rpynnbl;
- source_addr — IP-agpec UCTOYHMKA rpynnbl.
! Ha uHtepdeiice aonkeH 6biTb BKAtoueH PIM.
no ip igmp static-group group- BbIKNtOUMTL cTaTUUeCcKuiA 3anpoc multicast-rpynnbl.
address [ sourse sourse_addr ]
ip pim passive BKNtOUUTL MACCUMBHbLIN peXxnm Ha uHTepdeice. ITOT MHTepdeiic
He 6yaeT oTNPaBAATb U NPUHUMATL coobuieHua PIM oT gpyrux
-/OTKAOYEHO MapLupyT1saTopos PIM. HacTpoiiKka HUKaK He BAMAET Ha cooblue-

Hua IGMP.

BbIKNtOYMTb NACCUMBHBIM pexunm.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 173 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip (ipv6) pim rp mapping
[RP_addr] { vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OTo6parkaeT akTUBHble RP, cBA3aHHbIE C MapLWPYTHOM MHPOPMa-
umen.

- RP_addr — IP-apgpec;

- vrf_name — ums BupTyanbHO 061aCT MapLLpyTU3aUuu.
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show ip (ipv6) pim neighbor
[detail] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id] { vrf vrf_name |
all}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
vrf_name:
(1..32) cumBona

OtobpaxkaeT uHoopmaumio o PIM-coceasax.
- vrf_name — umsa BUpPTyanbHOM 061aCTU MapLUpPYTU3aLMK.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | vlan vlan_id |state-
on | state-off] { vrf vrf_name |
all}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
vrf_name:
(1..32) cumBona

OTobpaxkaeT uHoopmauuto no PIM-untepdericam:

- state-on — oTobparkaeT Bce MHTepdeiicsl, rae BkAYeH PIM;

- state-off — oTo6parkaeT Bce nHTepdelichl, rae BoikatoueH PIM;
- vrf_name — ums BupTyanbHOM 061aCTM MapLLpyTM3aUuu.

show ip (ipv6) pim group-map
[group_address] { vrf vrf_name

| all}

vrf_name:
(1..32) cumBona

OTtobpaxkaeT Tabmuy NPUBA3KM MHOTOaAPECHbIX Fpynn.
- group-address — agpec rpynnbl;
- vrf_name — ums BUpPTyanbHO 061aCTU MapLUpPYTU3aLMN.

show ip (ipv6) pim counters {
vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OTobpaxkaeT cogepkmmoe PIM-cyeTumnkos.
- vrf_name — ums BUpTyanbHOM 061acTU MapLpyTU3aLmm.

show ip (ipv6) pim bsr election
{ vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OtobpaxkaeT uHbopmaumio o BSR.
- vrf_name — nma BupTyanbHOM 061aCTM MapLUpyTM3aLuu.

show ip (ipv6) pim bsr rp-cache
{vrfvrf_name | all}

vrf_name:
(1..32) cumBona

OTo6parkaeT MHGOPMALMIO O U3YYEHHDBIX KaHaMAaTax 8 RP.
- vrf_name — ums BUpPTYyanbHO 061aCTU MapLUpPYTU3aLMN.

show ip (ipv6) pim bsr
candidate-rp { vrf vif_name |
all}

vrf_name:
(1..32) cumBona

OTobparkaeT cocTosHNE KaHauaaTos B RP.
- vrf_name — ums BUpTYyanbHOI 061aCTU MapLUpPYTU3aLMN.

clear ip (ipv6) pim counters {
vrf vrf_name | all}

vrf_name:
(1..32) cumBona

O6HynsaeT PIM-cueTumKu.
- vrf_name — ums BUpTYyanbHOI 061aCTU MapLUpPYTU3aLMN.

clear ip (ipv6) mroute [ vrf
vrf_name ]

OuniaeT Tabanuy MaplipyTM3aumm MHOTOaZpPecHbIX rpynn ny-
TéM nepesanycka npouecca PIM nan PIMv6.
- vrf_name — umaA BUPTyanbHOM 061aCTN MapLIpyTU3aLMMK.

clear ip igmp groups [ vrf
vrf_name]

OuniaeT MHGopmaLmto 06 U3y4eHHbIX MHOTOAAPECHbIX rpynnax,
yyacTBylOLWMX B rpynnosoi pacceinke (IGMP Snooping) n ouu-
WaeT TabAnLy MapLLpyTU3aLMmM MHOTOaAPECHbIX rPynn NyTém ne-
pe3anycka npouecca PIM.

- vrf_name — umaA BMpTyanbHOM 061acT1 MapLipyTU3aLmu.

clear ipv6 mld groups [ vrf
vrf_name]

OunwaeT nHPopmaumto 06 M3yyeHHbIX MHOTOaAPECHbIX rpynnax,
y4acTByHOLMX B rpynnoBol paccoiake (MLD Snooping) n ounwaet
TabanLy MapLpyTU3aLMM MHOTOaAPECHbIX rpynn NyTém nepesa-
nycka npouecca PIMv6.

- vrf_name — umaA BUPTyanbHOM 061aCTN MapLIpyTU3aLMMK.
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[pumep UCN0a16308aHUA KOMAHO

BasoBana HacTponka PIM SM c ctatndeckum RP (1.1.1.1). MpeasaputensHO A0MKeH 6biTb HaCTPOEH NPOTO-
KON MapLupyTusaumu.

console# configure
console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.19.2 ®yHkyusa PIM Snooping

®dyHKuusa PIM Snooping ncnonb3yeTca B CeTAX, rAe KOMMYTaTOp UCMOHAET ponb L2-ycTpoicTea
mexay PIM-mapuwpyTtnsatopamu.

OcHoBHoOM 3agavelt PIM Snooping aBnaeTca npeaocTaBieHne MHOroagpecHoro TpadpuKka TonbKo
ONA TeX NoOPTOB, C KOTOPbIX 6blaK nosydeH PIM Join, PIM Register.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKK B pexnume r1obasibHON KoHdUrypaumm:
console (config) #

Tabnnua 174 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3HaueHue "
KomaHoa / Aelicmeue
no ymosan4aHuro
ip pim snooping PaspewunTtb ncnonbsosaHue ¢pyHKUMM PIM Snooping KommyTaTo-
— /BbIK/IIOYEHO pom.
no ip pim snooping 3anpeTuTb NCcNonb3oBaHUe GyHKLUUM
ip pim snooping vlan PaspewunTb ncnonbzoBaHune GpyHKUMM PIM Snooping KommyTaTo-
vlan_id pom Ans gaHHoro uHtepderica VLAN.
vlan_id: (1..4094) vlan_id — npeHTUPMKaLMOHHbBIN Homep VLAN.
no ip pim snooping vlan 3anpetTuTb Ucnonb3oBaHue GpyHKuMM PIM Snooping KommyTaTo-
vlan_id pom Ans gaHHoro uHtepderica VLAN.
KomaHOb! pexcuma EXEC
Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#
Tabnunua 175 — KomaHab! pexkuma EXEC
3HayeHue/3HaueHue o
KomaHoa / Aelicmeue
no ymos4aHuro
show ip pim snooping — MoKa3aTb 06yt MHPOPMALMIO O HACTPOMKAX.

show ip pim snooping vlan MoKa3aTb CTaTUCTMKY KOHTPOIA MHOroaapecHoro Tpaduka B

vlan_id: (1..4094)

vlan_id OaHHoW vian.

show ip pim snooping groups — MoKa3aTb CNMUCOK 3aperucTpUpPOBaHHbIX rpynn.

sh ip pim snooping neighbors — MoKa3aTb CMUCOK 3aperncTpUpPOBaHHbIX yHacTHUKOB PIM.
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5.19.3 NMpomokon MSDP

MpoToKoN OB6HapyXKeHUs WMCTOYHWKOB MHOroaapecHon paccbiniku (MSDP) ucnonb3syetcs ans
obmeHa MHPopmaumeint 06 nctodHukax Multicast-tpadpuka mexgy pasHoimu PIM-gomeHamu. MSDP-
coenHeHne 0bbIYHO yCcTaHaBAMBaeTca mexay RP Kaxaoro gomeHa.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKK B pexxume rnobanbHol KoHUrypaumum:
console (config) #

Tabanua 176 — KomaHgbl pexkuma rnobanbHoi KoHdurypaumm

Komanda 3HayeHue/3Ha4yeHue Leiicmaue
no ymoa4YaHuro
router msdp Bkatounte npoTokon MSDP 1 nepeiiTn B pexum ero KoH-
burypaumm.
no router msdp OcTaHoBUTb NpoToKon MSDP 1 yganutb BClO ero KOHUry-
paumio.

KomaHObI pexcuma KoHgu2ypauuu npomokosaa MSDP

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KOHPUrypaumnm npotokona MSDP:
console (config-msdp) #

Tabnnua 177 — KomaHabl pexkuma KoHpurypauum npotokosna MSDP

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymon4aHuro
connect-source ip_address HasHauutb IP-agpec, KoTopbli ByaeT MCNonb3oBaH B KayecTse
-/IP-agpec He Ha3HauyeH | WCxoAALlero npu coegiHeHun ¢ MSDP-nupom.
no connect-source YCTAHOBUTb 3HaYEHME MO YMOYAHUIO.
cache-sa-holdtime secs secs: (150..3600)/150 | YcraHOBWUTb Bpema xusHu SA-3anucu B KaLue.
no cache-sa-holdtime CeK YCTaHOBWTb 3HAYEHUE NO YMOAYAHMIO.
holdtime secs YcTaHoBWTL Taimep holdtime. Ecnv B TeueHue aTtoro Bpe-
MeHU He byaeT npuHaTo keepalive-cooblieHune, To coegm-
secs: (3..150)/75 cex HeHue c cocegom cbpacbiBaeTcs.
no holdtime YCTaHOBWTb 3HAYEHUE NO YMOAYAHMIO.
keepalive secs YCTaHOBUTb WHTepBan Mexay oTtnpaskoi keepalive-
secs: (1..60)/30 cek coobueHu.
no keepalive YCTaHOBUTb 3HAYEHUE NO YMONYAHMIO.
originator-ip ip_address HasHauuTb IP-agpec, ncnonbayemolt B KayecTse agpeca RP
-/IP-agpec He Ha3Ha4yeH | B MCXOAALNX coobuieHuax SA.
no originator-ip YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
peer ip_address [Jo6aBuTb B KOHUrypaunto MSDP-nMp 1 BOMTU B pemMm
— ero KoHpurypauum.
no peer ip_address Yaanute MSDP-nnp.
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KomaHObI pexcuma KoHguzypayuu MSDP-nupa

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume KoHpurypaumm MSDP-nupa:

console (config-msdp) #

Tabnunuya 178 — KomaHab! pexmuma KoHpurypauum MSDP-nnpa

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

connect-source ip_address

no connect-source

—/IP-aapec He Ha3Ha-

HasHauuTb IP-agpec, KoTopblit ByAeT MCNONb30BaH B KayecTse Uc-
xogAauwero npu coegmuHeHnn ¢ MSDP-nupom.

YyeH

YCTaHOBWUTb 3HaUEHME MO YMONYAHMIO.

description text

no description

3apaTb onncaHne MSDP-nupa.

text: (1..160) cumBona

Yaanntb onucaHue.

mesh-group name

no mesh-group

Oob6asutb cocepga K MESH-rpynne.

name: (1..31) cumBona

Ypanutb cocepa.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

no sa-filter { in | out }
sec_num

sec_num:
(0..4294967294)

Co3patb Npasuno uabTpaumm SA-coobLLEeHNI:

- permit — paspewatouiee npasuao GuUbTPaLmm;

- deny — 3anpeuatouiee npasmno GuUAbTPaLmUu;

- Sec_num — HOMep CeKLUW NpaBuna;

- ip_addr_rp — ¢unbTpauus no agpecy RP;

- ip_addr_gr — ¢unbTpayma no agpecy rpynnoi;

- ip_addr_src — ¢wunbTpauma no agpecy uctoyHmka Multicast-
Tpaduka.

YoanseT co3faHHYH CEeKLMIO NpaBua.

shutdown

no shutdown

—/BbIK/AOYEHO

AOMUHUCTPATUBHO BbIKAOUNTL ceccuto ¢ MSDP-nupom, He yaa-
NnAa ero KoHoUrypauuu.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 179 — Komanapl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show ip msdp peers [ ip_addr]

MoKasaTb MHGOPMaALMIO O HAaCTPOEHHbIX MUpax, CTaTyce coeam-
HEHWA, HAaCTPOMKAX NUPOB, a TaKKe CTAaTUCTUKY 0bMeHa coobuye-
HUAMK NpoTokona MSDP

- ip_addr — IP-appec nupa.

show ip msdp source-active

MNMoKa3aTb cogepkmmoe Kawwa SA.

show ip msdp summary

MokasaTb cymmapHyto nHbopmaumto npotokona MSDP.

clear ip msdp counters

OBHYNUTb CUETUYMKM.

clear ip msdp peers [ ip_addr]

MNepeyctaHoBUTb coegnHeHusa ¢ MSDP-nnpamu
- ip_addr — IP-agpec nupa.
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5.19.4 ®dyHkyua IGMP Proxy

PyHKUMA MHOroagpecHo mapwpytmsaumm IGMP Proxy npegHa3HavyeHa pAaa peanvsauumu
YNPOLLEHHOW MapLpyTM3aLMM MHOFOALPECHbIX AAHHbIX MEXAY CeTAMMW, ynpaBaseMoin Ha OCHOBaHUMU
npotokona IGMP. C nomouwbto IGMP Proxy ycTponcTBa, He HaxoAslwMecs B OAHOM CETU C cepBepom
MHOr0oaApecHOM PaccbliKM, UMEOT BO3MOKHOCTb MOAKA0YATLCA K MHOTOaApeCcHbIM rpyrnnam.

MapLwpyTmsauma ocywecTBaseTcs MexKay WHTepdelicom BblwecTtoAwen cetn  (uplink) w
nHTepdelricamm Hukectoawmx cetei (downlink). Mpu atom Ha uplink-uHTEpdeice KommyTaTop BeaeT cebs
Kak 0bblYHbIN MosyyYaTenb MHoroagpecHoro Tpaduka (multicast client) u popmupyetr cobcreeHHble
coobuweHnsa npotokona IGMP. Ha mnHTepdeicax downlink KommyTaTop BbICTynaeT B KayecTBe cepsepa
MHOroaapecHo paccblaikm 1 obpabaTbiBaeT coobueHUA NpoTokosa IGMP oT ycTpolicTB, NOAKAOYEHHbIX K
3TUM NHTepdemcam.

V Konunuecteo noaaep:KMBaembix rpynn MHOroaapecHoi paccbiiku npotokonom IGMP Proxy
yKasaHo B Tabnauue 10.

V IGMP Proxy nogaep»usaet go 512 downlink-unrepdeiicos.

V OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:

- IGMP Proxy He noaaep:KuBaeTca Ha rpynnax arperauum LAG;
- MOXKeT 6bITb onpeaeneH T0/1bKO OA4UH UHTePdEC BbILIECTOALLEN CETH;

- Npu ucnonb3osaHuu Bepcumn V3 npotokona IGMP Ha uHTepdeicax K HUXKecToALein cetu,
obpabaTtbiBaloTca TONbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUrypaLmm:
console (config) #

Tabnunua 180 — KomaHab! perkuma rnobanbHOM KoHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
ip multicast-routing Pa3pewwaeT paboTy MapLupyTU3aLMmM MHOTOAAPECHbIX AaHHbIX Ha
igmp-proxy -/MNo ymonyaHnuio CKOHPUIrypupoBaHHbIX MHTepdecax.
no ip multicast-routing bYHKUMA BbIK/IOYEHa 3anpewaeT paboTy MapLIpyTU3aALUN MHOTOAAPECHBIX AAHHbIX HA
CKOHPUIrypupoBaHHbIX MHTepdecax.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet, VLAN, uHmepdgelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum uHTepdelicoe Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 181 — KomaHap! pexxmuma KoHourypaumnm nHtepoelicos Ethernet, VLAN, rpynnbl nopTos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

ip igmp-proxy {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

YYacTBYIOLMIA B MapLIPyTM3aLLMK.

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

Tpaduk, nocTynaowmii Ha uHTepdelic, He ByaeT NnepeHanpasaeH.

KoHourypupyembliit nHTepdeiic aBnaetTca MHTepdEncom K HuKe-
cToAwen cetu. KomaHaa HasHavaeT cBA3aHHbIN uplink-uHtepdeiic,

BKAOUMTL 3aWmTy No HUcxoaawemy nHtepdeiicy. IPv4d multicast-

OTKNHOUUTD 3aLUUTY NO HUCXOZALLEMY UHTepdECY.

ip igmp static-group group-
address [ sourse source_addr ]

no ip igmp static-group group-
address [ sourse source_addr ]

BK/lOUMTb cTaTuyeckuit 3anpoc multicast-rpynnbl Ha MHTEp-
deiice.

- group_address — IP-agpec rpynnbi;

- source_addr — IP-agpec UCTOYHMKA rpynnbl.

’ Ha uHtepdeiice agonxeH 6biTb BKAOUEH IGMP Proxy.
.

BbIKNtOUMTbL cTaTUUeCKMiA 3anpoc multicast-rpynnbl.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 182 — KomaHabl pexxkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aeiicmeue

show ip mroute
[io_multicast_address
[ip_address]] [summary]

KomaHAa npefHasHayeHa AnA NPOCMOTPa CIMCKOB MHOroaapec-
HbIX rpynn. Bo3amokeH BbIGOp rpynn no agpecy rpynnbl UAn no ag-
pecy UCTOYHUKA MHOTOaPECHbIX AAHHBbIX.

- ip_multicast_address — IP-agpec rpynnbl;

- ip_address — IP-agpec UCTOYHUKA;

- summary — KpaTKoe CoAepKaHue KaxKAolu 3anncu B MHOTOaj-
pecHol Tabanue mapLpyTusaunm.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

NHdopmauua o ctatyce IGMP-proxy NpUMeHUTENbHO K MHTEp-
deicam.

clear ip mroute [ vrf vrf_name]

OumLaeT TabnuLy MapLIpyTU3aLMN MHOTOAPECHBIX FPYNM NYTEM
nepesanycka npouecca IGMP-Proxy.
- vrf_name — vma BUPTYanbHOM 061aCT MapLIpyTU3aLmuu.
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clear ip igmp groups [ vrf OuniaeT nHGopmaLmio 06 N3yyeHHbIX MHOrOaAPECHbIX rpynnax,
vrf_name] Yy4aCTBYIOLWMX B rpynnosoit paccbinke (IGMP Snooping) 1 ounwiaet
- TabMLUy MapwpyTM3aLMM MHOrOAAPECHbIX Fpynn NyTém nepesa-
nycka npoueccos IGMP-Proxy nam PIM.

- vrf_name — vma BUPTyanbHOM 061aCTM MapLIpyTU3aLmu.

[pumepbl 8b1M0AHEHUS KOMAHO

console#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.20 PyHKUUM ynpaBneHUsa

5.20.1 MexaHu3zm AAA

Ona obecneyeHnsa 6e30NaCHOCTM CUCTEMbI UCMOAb3yeTca MexaHusm AAA (ayTeHTUdUKaLms,
aBTopu3aLMA, yyeT).

— Authentication (ayTeHTUdUKaUMA) — conocTasieHMe 3aMPOCa CYLWECTBYIOLWEN YYETHOM 3a-
nucu B cucteme 6€30MacHOCTMK.

— Authorization (aBTopu3auus, NpoBepKa ypoBHSA AOCTYNa) — COMNOCTaB/eHNE YYETHOM 3anucu
B cucTeme (npoluegluei ayTeHTUMdMKaLMIO) M onpeaeiEéHHbIX NOHOMOYMIA.

— Accounting (y4éT) — cnexeHue 3a noTpebseHMeM pecypcoB NoJib30BaTENEM.

Ons wudpoBaHUA AaHHbIX UCNOMb3YeTcA MexaHn3m SSH.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnuua 183 — KomaHabl pexxknma rnobanbHoN KoOHPUrypaumm

3Ha4yeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
aaa authentication login YcTaHaBAunBaeT cnocob ayTeHTUdUKaLMM AN BXOAA B CUCTEMY.
izati . - aquthorization — pa3speluaeT NPOXOXKAeHMEe aBTOPU3ALUN C
[?Uthonzatlon] { dEff'lU“ | list_name: (1..12) MCNONb30BaHMEM E)I'ACFT’-\CS ce BZ 08B; : Presh
list_name} method_list CUMBONOB; pBepos;

- default — ncnonb3oBaTb CTaHAAPTHBIN CNUCOK AyTEHTUDUKALM-
OHHbIX METOA0B;

- list_name — vMms No/sIb30BaTENbCKOTO CNIUCKA METOL,0B ayTeHTU-
duKaLMK. ITOT CNNCOK Ha3HAYaETCA KOHKPETHOMY TEPMUHANY U
NpUMeHAeTca BMECTO CTaHAAPTHOro ANA BCeX MOMbITOK BXOAa,
BbINOJIHAEMbIX Yepes AaHHbI TepMUHan.

OnucaHune metogos (method_list):

- enable — ncnonb30BaTh Napo/Ib NPUBUIETMPOBAHHOTO PEXUMA
4na ayTeHTUbUKaLMu;

- line — ucnonb3oBaTb NAapoONb TEPMUHANA AR AyTEHTUDUKALMUK;

method_list: (enable, line,
local, none, tacacs, radius);
-/no ymonuyaHuio
OCyLLLeCTBAAETCA NPOBepKa
no fioKkanbHo 6ase
OaHHbIX (aaa
authentication login
default local)
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no aaa authentication login
{default | list_name}

- local — ncnonb3oBaTb NI0KaNbHYO 6a3y MMeH Nonb3oBaTenewn
Ana ayteHTMduKaumm;
- none — He UCMNO/Ib30BaTb ayTEHTUDUKALMIO;
- radius — vcnonb3oBaTb cnucok RADIUS-cepsepoB a1a ayTeHTU-
duKaumu;
- tacacs —ucnonb3osaTb cnucok TACACS cepsepoB A4N1A ayTeHTU-
duKaumm.

V Ecnn metop ayTeHTUPMKALMM He onpeaeneH, To

B[0CTYN K KOHCOIN BCeraa ycnewHbli.

V Ucnonb3oBaHue cnucka B KOHPUrypuposaHumu Tep-
MMUHana:
login authentication method_list

’ | Bo usbexkaHue notepu Aoctyna cneayet BBOAUTb
. Heo6XoAUMbIII MMHUMYM HacTpOeK ANA yKasbliBa-
eMoro meToaa ayTeHTupuKaumnn.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

aaa authentication enable
[authorization] {default |
list_name} method_list

no aaa authentication
enable authorization
{default | list name}

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
none, tacacs, radius);
-/no ymonuaHuio
OCYLLECTBAAETCA NPOBEPKa
no /IoKanbHoM 6ase
OaHHbIX (aaa
authentication enable
default enable)

YcTaHaBaMBaeT cnocob ayTeHTUPMKauum npu MNOBbILEHUN
YPOBHSA NPUBUNETMIA ANA BXOAA B CUCTEMY.
- aguthorization — pa3spelwaeT NPOXOXKAEeHMEe aBTOPU3aLUN C
mncnonb3osaHnem TACACS-cepsepos;
- default — ncnonb3oBaTtb CTaHAAPTHBIN CNMCOK ayTEHTUOUKALM-
OHHbIX MEeTO,0B;
- list_name — vumA NoNb30BaTENIbCKOTO CMMCKA METOA,0B ayTEHTH-
duKaummn. 3TOT CNNCOK Ha3HAYaeTCA KOHKPETHOMY TePMUHANY U
npYMeHAeTcA BMeCTO CTaHAAPTHOro A/1A BCeX MOMbITOK BXOAa,
BbIMNO/IHAEMbIX Yepes3 p,aHHbIVI TepMUHan.
OnucaHune meTtogos (method_list):
- enable — ncnonb3oBaThb NAPO/Ib NPUBUAETMPOBAHHOTO PEXMUMA
Ana ayteHTMdMKaumu;
- line — ucnonb3oBaTb NAPOb TEPMUHANA ANA ayTEHTUDUKALUM;
- none — He UCMNOJIb30BaTb AyTEHTUDUKALMIO;
- radius —ncnonb3oBaTtb cnucok RADIUS-cepBepoB ana ayTeHTu-
duKaumu;
- tacacs —vcnonb3oBaTb cnucok TACACS-cepBepoB ANA ayTeHTH-
bukaumm.

V Ecnn meTtoa ayteHTUdUKAuMKU He onpeaeneH, To

AOCTYN K KOHCONMN BCeraa ycnewHbii.

V Ucnonb3oBaHue cnucka:
enable authenitaction method_list

Bo usbexkaHue notepu goctyna ciepyeTt BBOAUTb
! Heob6XoAMMbII MUMHMMYM HacTPOEK ANA YKa3biBa-
eMOoro MeToga ayTeHTUGUKauun.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOIYAHUIO.

enable password password
[encrypted] [level level]

no enable password [level
level]

password: (1..64)
CUMBOJIOB;
encrypted password:
(1..159) cumeonos;
level: (1..15)/15

YcTaHaBMBaeT Naposb 4/1A KOHTPONA U3MEHEHWUA NPUBUAErUit
40CTyna nonb3osaTenen.

- level — ypoBeHb NpuBUaerui;

- password — naponb;

- encrypted — 3a4aTb 3aWMPPOBaAHHBIN Napoab (Hanpumep, na-
ponb B 3aWMPPOBAHHOM BMAE, CKOMMPOBAHHbLIA C APYroro
YCTPOICTBA).

Ypanaet naposib AN COOTBETCTBYIOLWEro YPOBHA I'Ipl/IBVIﬂeI'VIVI.

username name {password
password | password
encrypted
encrypted_password |
nopassword} [encryption-
algorithm encryption-

name: (1..20) cumBONOB;
password: (1..64)
CMMBO/IOB;
encrypted_password:
(1..128) cumsonos;

[obaBnseT Nnonb30BaTeNs B IOKaAbHYO 633y AaHHBbIX.

- hame — NMA NONb30BaTeNs;

- password — naponb;

- encrypted_password — 3awndpoBaHHbIA Naposab (Hanpumep,
naposib B 3aWWbpPOBaHHOM BWUZAE, CKOMWPOBAHHbBIW C APYroro
YCTPOICTBA);
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algorithm ] [priveliged level

]

no username name

encryption-algorithm:
sha-1, md5, sha-512 /sha-1;
level: (1..15)/1

- encryption-algorithm — anropuTm XaWKMPOBaHUA Napons;
- level — ypoBeHb NpuBMAErnii.

Ypanser nosb3osaTens U3 JI0KaabHoM 6a3bl 4aHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/no ymonyaHuio BeaeHue
yyeTa 3anpeLieHo

PaspelaeT BegeHue yyeTa (aKKayHTa) 4Ns Ceccuin ynpaBaeHus.
BepeHue yuyeTta pa3spelleHO TO/IbKO ANA Nonb3oBaTte-
V Nei, BoleALINX B CUCTEMY NO UMEHU U Napoto, ANA
nonb3oBaTesieil, BoweALWUX NO Napoalo TEPMUHANA,
BeZleHue yyera 3anpeLieHo.
BeaeHue yyeta aKTMBUpPYeETCA U NpeKpalaeTca, Koraa
V nosb3oBaTeNb BXOAUT U OTKAIOYAETCA OT CUCTEMbI, UTO
COOTBETCTBYET 3HAUeHMAM start 1 stop B coobuieHnAx
npotokona RADIUS (napameTpbl, cogeprKalimecs B co-
o6weHunax npotokona RADIUS, npuseaeHbl B Tabauue
184).

3anpelyaeT BegeHMe yyeTa (akKkayHTa) 419 BBefeHHbIX B CLI Ko-
MaHz.

aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

-/no ymon4aHuio BeaeHune
yuyeTa 3anpeLieHo

Pa3pelwaeT BegeHue yyeTa (akkayHTa) gna ceccuin 802.1x.
| BeaeHue yueTa aKTMBUPYETCA M NpeKpalyaeTca, Koraa
V noab30BaTe/lb BXOAUT U OTKNOYAETCA OT CUCTEMDbI, YTO
COOTBETCTBYET 3HaUeHusaMm start u stop B coobieHunsx
npotokona RADIUS (napameTpbl, cogeprKalymecs B Co-
o6weHunax npotokona RADIUS npusegeHbl B Tabamue

184).

B pexxume Multiple sessions coobuieHus stat/stop no-
V CbINAIOTCA ANA KaXAO0ro Nonb3oBaTens, B pexume
Multiple hosts — TonbKo gns nonb3oBartens, npouea-

wero ayreHTMdUKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpeaensetr metos ayTeHTUOMKauuu npu goctyne K HTTP-
cepBepy. Mpn ycTaHOBKE CMWCKa METOAO0B AOMONHUTE/bHbIN
meToz, byaeT NpMMeEHATLCA TONbKO B TOM C/lyyae, Korga no oc-
HOBHOMY MeTOAyY ayTEHTUDUKALMKN BO3BPaLLLEHA OLIMOKa.

- method_list — meTog ayteHTUPUKaumu:

local — no MeHU 13 noKanbHO H6asbl AaHHbIX;

none — He UCMNosb3yeTcs;

tacacs — ncnonb3oBaHUe cnmMckos Bcex cepeepoB TACACS+;
radius — ucnonb3oBaHue cnuckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaB/MBAET a/ITOPUTM OMpPOCa METOL0B ayTeHTUdUKaL UK.

- chain — nocne HeyaayHOM NONbITKM ayTeHTUUKaLUK MO nep-
BOMY METOAy B CMMCKe cnegyeT nonbiTKa ayTeHTuduKaumm no
cneayolemy MeToay B LienoYyKe;

- break — nocne HeygauHol ayTeHTUPMKALUKM NO NepBOMY Me-
TOoAy Npouecc ayTeHTUGUKaLUmMmn ocTaHaBanBaeTca. AyTeHTU K-
KaLua no cneaytoliemy MeToZy AOMyCTUMa TONIbKO B CyYae He-
BO3MOXHOCTV ayTEHTUGMKALLMM NO NpesblayLiemy MeToay.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/no ymon4aHuio BegeHune
yueTa KOMaHZ, BbIK/OYEHO

BkatouyaeT BegeHue yyeta BBegeHHbIX B CLI kKomaHg no npoTto-
Kony Tacacs+.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOYAHUIO.

aaa accounting update

no aaa accounting update

-/BblK/IlOYEHA

BkntoyeHne otnpasku Interim-Update yepes perynapHblie npo-
MEXYTKN BPEeMEeHW.

BbikntoueHue oTnpasku Interim-Update Yepes perynspHbie npo-
MEXYTKN BPEMEHW.

aaa accounting update
periodic minutes

no aaa accounting update
periodic

minutes: (1..300)/1 muHyTa

YKasaHune NnpomMeKyTKa BpeMeHHu, Yepes KoTopbli byaeTt npouns-
BOAWUTbLCA OTNpaBKa Interim-Update.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

aaa authorization
commands {default |
list_name} group
method_list

YcTaHaBMBaet cnocob aBTopu3aLMm BBOAMMbIX KOMaHA.

- default — pegaktnpoBatb cnncok ¢ umeHem default, koTopbii
MO YMOJIYAHUIO ECTb B CUCTEME;

- list_name — umA cnucka mMeToA0B aBTOPM3aLMM, CO3AaBae-
MO0 U pefakTMpPYyeMoro noJ/ib3oBaTesiem:

- tacacs — mMeTo/, N03BONAIOLWMIA MCNOb30BaTh cnncok TACACS-
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CepBepoB A/17 aBTOpM3aLIMUK;
- local — meTopa, Npu KOTOPOM aBTOPM3aLLMA HE OCYLLECTBAAETCA.
YCTaHaBAMBAET 3HAYEHME N0 YMOAYAHMUIO.

- default — cbpoc cnucka ¢ nmeHem default K 3HauyeHuto no

no aaa authorization
commands {default |

list_name} YMOYaHMIO;

. - list_name — yaaneHue noab30BaTENLCKOrO CMUCKA C UMEHEM

list_name: (1..15) o= YA

. list_name.
cumBonoBs; method_list: — c default 6

NUCOK C UMeHeM He MOoKeT bbIT NeH n
(tacacs, local); COK C MMeHe efault He moxet 6bITb yaaneH u3

CUCTeMbI.

-/No YMONYaHMIO aKTUBEH
cnucok default n
aBTOpPU3aLMA He
ocyuiecTenseTca

aaa authorization com-
mands {default |
list_name}

AKTUBMPYET CMMCOK METOA0B aBTOpM3aLMMN BBOAUMBIX KO-
MaHz,
- default — cgenatb akTUBHbLIM CNNCOK ¢ MeHem default;

list_name: (1..15) - list_name — cpenaTtb aKTMBHbIM COOTBETCTBYHIOLLMI NOb30Ba-

CMMBOIOB; TEeNbCKUIN CMUCOK.
no aaa authorization -/default YcTaHaBnMBaeT 3HaueHMe N0 YMOHAHMIO.
commands
[Ans TOro 4To6bl KNAMEHT NOAYYUA A,0CTYN K YCTPOICTBY, AAXKe eC/IM BCe MeToAbl ayTeHTUDU-
e KaLuu BepHYAM oMKy, UCNONb3yiiTe 3HaYeHWe NocAeAHEro MeToAa B KOMaHe — none.

Tabnuua 184 — ATpnbyTbl COObLLIEHNI BeaeHMA yyeTa npoTokosia RADIUS ans ceccuit ynpasaeHua

Haau4ue Hanau4ue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop

User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.

NAS-IP-Address (4) Ectb Ecto IP-agpec rfommyTaTopa, KOTOpbIA Ucnonb3yeTca
ana ceccnin ¢ Radius-cepsepom.
MpoussonbHOe 3HaYeHne, OTNPaBAAEMOEe cepBe-

Class (25) EcTb EcTb P P P
pom KnuneHty B Access-Accept.

Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.

Calling-Station-ID (31) Ectb EcTb IP-agpec nonb3oBaTtens.

Acct-Status-Type(40) Ectb EcTb NaeHTUdUKaTOp TMNa coobLieHns yyeTa ceccum.

Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP y4eTa.

Acct-Authentic (45) Ectb EcTb YKa3blBaeT MeToZ, N0 KOTOPOMY KAMEHT AOMKEH
6bITb ayTEHTUPUUMPOBAH.

Acct-Session-Time (46) Het EcTb MokasbiBaeT, KaK AOAT0 NoJsib3oBaTesb 6bia noa-
K/IIOUYEH K cucTeme.

Acct-Terminate-Cause (49) | Hert EcTb Mpu4YmMHa 3aKpbITUA ceccuu.

Tabnnua 185 — ATpmnbyTbl coobLeHunii BeaeHmna yyeta npotokona RADIUS ana ceccmin 802.1x

Haau4ue Hanau4yue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb Mma nonb3oBaTens.
NAS-IP-Address (4) EcTb EcTb IP-agpec KommyTaTopa, KOTOPbIM MCMNo/b3yeTcA
ana ceccuin ¢ Radius-cepsepom.
NAS-Port (5) EcTb Ectb MopT KOMMyTaTOpa, HA KOTOPOM MNOAKAOYUACA
nosib30BaTeNb.
Ethernet-kommymamopsi ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F, MES5312, 259

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32



HELTEX

Called-Station-ID (30) EcTb EcTb MAC-agpec nopta NAS, ncnonb3yemsiii gnsa cec-
cuit ¢ Radius-cepsepom.

Calling-Station-ID (31) EcTb EcTb MAC-agpec nonb3osartens.

Framed-IP-Address (8) EcTb EcTb IP-agpec nonb3oBaTens.

Class (25) EcTb EcTb MpounsBonbHOE 3HAYEHUE, OTMNPABAAEMOE CepBe-
pom KnauneHTy B Access-Accept.

Acct-Status-Type(40) Ectb EcTb NaeHTudMKaTOp TMNa coobLieHns yyeTa ceccum.

Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbI MAEHTUPUKATOP yUeTa.

Acct-Authentic (45) EcTb Ectb YKa3blBaeT MeTo, N0 KOTOPOMY K/IMEHT A0/XKEH
6bITb ayTeHTUPUUMPOBAH.

Acct-Session-Time (46) Het EcTb MokasbiBaeT, KaK A0Aro no/sib3oBaTesnb b6bin noa-
K/IIOYEH K cucTeme.

Acct-Terminate-Cause (49) | Het EcTb MpuymHa 3aKpbLITUA ceCCUM.

Nas-Port-Type (61) Ectb EcTb MoKasbiBaeT TMN NOpPTa KAMEHTa.

NAS-Port-Id (87) Ectb EcTb lNoKa3biBaeT Ha3BaHME NOPTA KMEHTa.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXUME KOHPUTypaLmm TepMUHaNa:

console (config-line) #

Tabanua 186 — KomaHabl perknuma KoHOUrypaumm TepmMmrMHaabHbIX CECCUi

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

login authentication {default |
list_name}

list_name: (1..12)
CYMBO/10B

no login authentication

3apaeT meTog ayTeHTUOMKaLMM Npu Bxode ANs KoHconw, Telnet,
SSH.

- default — ncnonb30BaTb CNMCOK «NO YMONYAHMIO», CO34aHHbIN
KOMaHAoM aaa authentication login default

- list_name — ncnonb3oBaTb CNMUCOK, CO3AaHHbI KOMaHZOW aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

enable authentication
{default | list_name}

list_name: (1..12)
C“MBO/I0B

no enable authentication

3afaer meTof, ayTeHTUMKALMKU NOb30BaTENSA NPU NOBbILEHUN
YPOBHSA NpuBunernin ana kosconu, Telnet, SSH.

- default — ncnonb3oBaTb CNMCOK «NO YMONYAHMIO», CO3AaHHbIN
KOMaHAol aaa authentication login default

- list_name — ncnonb3oBaTb CMMCOK, CO34aHHbIM KOMAHAOM aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

password password

encrypted
L ypted] password: (0..159)

CMMBOJ1I0B

no password

3apaeT naposb AN TepMUHANa.

- encrypted — 3a4aTb 3aWwmndpoBaHHbIM Naponb (Hanpumep, na-
ponb B 3aWMPpPOBaHHOM BUAE, CKOMUPOBAHHbIW C ApYroro
YCTPOICTBA).

Ypanaet naponb AnAa TepmMmuHana.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnuua 187 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

show authentication methods

MokasbiBaeT uHbopmaumio 06 ayTeHTUOUKALMOHHBIX MeToAax
Ha KOMMyTaTope.

show users accounts

MNoKasbiBaeT N0KaNbHY 6a3y AaHHbIX NOb30BaTeNEN U UX NPU-
BUNETNNA.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Bce KomaHAb! gaHHOrO pa3gena OoCTynHbl TONIbKO ANA NPUBUNETNMPOBAHHDBIX nosb3oBaTtenem.

Tabnnua 188 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

show accounting

Moka3sbiBaeT MHOOPMALMIO O HACTPOEHHbIX METoAdax BeAeHus
y4eTa (aKkKayHTa).

5.20.2 Npomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayteHTMduKaumm, astopmsaumm m yyeta. Cepsep RADIUS
ucnonb3yet 6asy AaHHbIX NO/b30BATENEN, KOTOpPas COAEPKWUT AAHHblE MPOBEPKM MOANMHHOCTM ANA

KaXX4oro no/sab3oBaTtenAa.

Takum o0b6pasom,

ucnonbzoBaHue npotokona RADIUS obecneunBaer

AOMONHUTENbHYIO 3aLLMTY NPW AOCTYMNE K pecypcam CeTH, a Tak:Ke Npu AOCTyne K CaMoMy KOMMYTaTopy.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHPUrypaumumu:

console (confiqg) #

Tabnunua 189 — KomaHabl perknma rnobanbHOM KoOHGUrypauum

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type] [vrf
vrf_name]

hostname: (1..158)
CMMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

[obasnaeT yKasaHHbI cepsBep B CNUCOK Mcnoab3yembix RADIUS-
cepBepos.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — cetesoe nmsa RADIUS-cepBepa;

- auth_port — Homep nopTa ANA nepepayn ayTeHTUPUKaLUMOHHbIX
OaHHbIX;

- acct_port — Homep nopTa A8 Nepesayn AaHHbIX y4eTa;

- timeout — NHTepBan OXXMAAHMA OTBETA OT CepBepa;

- retries — KOANMYECTBO NOMNbITOK Nomcka RADIUS-cepBepa;
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HELTEX

encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority

secret_key: (0..128)
CMMBOJI0B;
priority: (0..65535)/0;
type: (login, *igmp-
auth*, coa, dotlx-eapol,
dotlx-mac, all)/all;
vrf_name:(1..32)

- time — BpemsA B MMHYTaXx, B Te4EHNE KOTOPOro HEAOCTYMNHbIe cep-
Bepa He byayT onpawmsatbcs RADIUS-KAMeHTOM KoMMyTaTopa;

- secret_key — knto4 ans ayteHTMdMKaumMm u wndpoBaHMA Bcero
obmeHa aaHHbimM RADIUS;

- priority — npuopuTeT ucnonb3osaHua RADIUS-cepsepa (4em HMxKe
3HayeHue, TeM NPUOPUTETHEE CepBep);

- type — T1in ucnonb3osaHma RADIUS-cepsepa;

priority] [usage type] [vrf CMMBO/I0B - encrypted — 3a4aTb K/toY B 3alWIMPPOBAHHOM BUAE;
vrf_name] - vrf_name — uma BupTyanbHol 061acTU MapLIpyTU3aLNN.
B cnyyae oTcyTcTBMA B KOMaHAe napameTpoB timeout, retries,
time, secret_key pna paHHoro RADIUS-cepBepa wcnonb3ytoTca
3HaYeHWA, HACTPOEHHbIE C NOMOLLIO KOMaHA, YKa3aHHbIX HUXKeE.
no radius-server host YpanaeT yKasaHHbIN cepBep M3 CNMcKa ucnonbsyembix RADIUS-
{ipv4-address | ipv6-address | cepBepoB.
hostname} [vrf vrf_name]
[encrypted] radius-server key YcTaHaBAMBAET K/IKOY, UCMO/Ib3yeMblit MO YMOIYAHWUIO, ON5 ayTeH-
[key] key: {0..128) TMdMKaumm u wudpoBaHua Bcero obmeHa paHHbimu RADIUS
cMMBON0B/MNO

no radius-server key

YMOYAHMIO KoY —
nycras cTpoka

MEXKAY YCTPOUCTBOM U OKpy»KeHuem RADIUS.
- encrypted —334aTb KoY B 3alUMPpPOBAHHOM BUA,

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YCTaHaBAMBAEGT MHTEPBAN OXWUAAHWA OTBETA OT CepBepa, UCMo/b-
3yemblii MO YMOAYaHUIO.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

Onpepenaer KOAMYECTBO MOMbITOK, MUCMO/b3yemoe Mo YMOYa-
Huto, nomcka RADIUS-cepsepa 13 cnucka cepsepos. pu oTKase
OCYLLLeCTB/IAETCA MOUCK CAeaytoLLero no npuopuTeTy cepsepa U3
crucka.

YcTaHaBAMBaeT 3HaYeHUe N0 YMONYAHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/
0 MmWH

MNo3Bonset onTummnanpoBaTb Bpemsa onpoca RADIUS-cepBepos, Ko-
rga HeKoTopble cepBepa HeJOCTYMHbI. YCTaHaBAMBaET BpeMA B MU-
HyTax, UCMONb3yeMoe Mo YMOJIYaHUIO, B TeYeHMUe KOTOpPOro Hejo-
CTyNHble cepBepa He byayT onpawmsaTtbcst RADIUS-KiveHTOM KoM-
myTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port |

port-channel group | loopback
loopback_id | vlan vian id} [vrf
vrf_name]

no radius-server host
source-interface [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128) ;
vrf_name:(1..32)
CMMBOJI0B

3agaeT nHTepdeiic yctponcTtaa, IP-agpec KoToporo 6yaer ucnosb-
30BaTbCA MO YMOIYAHMIO B KAUecTBe agpeca UCTOYHMKA nepesaBa-
emoro B coobLeHuax npotokona RADIUS.

Ypanaet uHtepdelic yctpoicTsa.

radius-server host
source-interface-ipvé
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no radius-server host
source-interface-ipvé

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128)

3apaet nHTepdelic ycTpoictsa, IPv6-agpec KoToporo byaert uc-
No/1b30BaTbCA MO YMOMYAHMIO B Ka4YecTBe aapeca UCTOYHMKa nepe-
AaBaemoro B coobLueHnax npotokona RADIUS.

Ypanser uHtepdenic ycTpoicrsa.
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HELTEX

radius-server attributes BkntouaeT oTnpaeKy RADIUS-aTpmnbyTa 8 B access-request nakeTax.
framed-ip-address include-in-
access-req
- - -/oTKNOYEHO
no radius-server attributes Bbikntouyaet otnpaBky RADIUS-aTpubyTa 8 B access-request nake-
framed-ip-address include-in- Tax
access-req
radius-server attributes nas- HacTtpausaet ¢popmaT RADIUS-aTpnbyTa 87 B nakeTax access-
port-id include-in-access-req request.
format Mpw onpeaeneHnn NCNoNb3YOTCA cneaytolime WabnoHbl:
%p — A/IMHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1 8
ASClI;

%V — naeHTnduratop VLAN B ASCII.

V Ecnun Ha nopTy BKAKoUeH critical-vlan u guest-vlan, To npu
format:(1-32)/anuHHoe BbICTaB/I€HMM KAloua %v, B onuuu 87 6yaer nepeaaH Ho-
nmsa nopTa mep critical vlan. Ecam Ha nopTy TonbKo guest-vlan, To 6y-
AeT nepeaaH Homep guest-vlian. Mpu oTcyTcTBUM AAHHBIX
HacTpoeK Ha nopty, 6yaeT nepeaaH PVID. laHHoe ycno-
BUA BbINOJIHAETCA NPU NepBoii ayTeHTUPUKaLuK, npm pe-
ayTeHTUdUKauum B 87 onuum byaet nepegad PVID.

no radius-server attributes YcTaHaBAMBaeT 3Ha4YeHMeE N0 YMONYAHMUIO.

nas-port-id include-in-access-

req

radius-server attributes BKkntouaeT oTnpaeky RADIUS-aTpmnbyTa 6 B access-request nakeTax.
service-type {administrative | - administrative — yctaHoBUTb 3HauyeHuMe 6 RADIUS-aTpnbyTa;
nas-prompt} -/oTKAOYEHO - nas-prompt — ycTaHOBUTb 3HauyeHne 7 RADIUS-aTpubyTa.

no radius-server attributes Bbikntouaet otnpaBky RADIUS-aTpubyTa 6 B access-request nake-
service-type Tax.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume Privileged EXEC:
console#

Tabanua 190 — KomaHzabl perkmuma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMmon4aHuro

show radius-servers { status | OTobparkaeT napameTpbl HacTpoliku RADIUS-cepBepoB (KomaHaa
key | vrf {vrf_name | all} } ) [LOCTYMNHA TONbKO A1 NPUBUIETMPOBAHHbIX NONb30BaTeNeN).
show radius server {statistics | OTobparkaeT cTaTUCTUKY NpoTokona Radius, MHbopmaLMio 0 Nosb-
group | accounting | 30BaTenax, KoHdpurypaumto RADIUS-cepsepa.
configuration | nas | rejected )
| secret | user}

[pumepbl UCI016308AHUA KOMAHO

YcTaHOBUTb r106anbHble 3HAYEHMA A1 NapaMETPOB: UHTEPBAJ OXUOAHMA OTBETA OT cepBepa — 5 CEeKyHA,
KOQIMYecTBO NonbITOK noncka RADIUS-cepsepa — 5, Bpemsa, B Te4eHUE KOTOPOro HeAOCTYMNHbIE CepBepa He
6yayT onpawmneaTbcs RADIUS-KnMeHTOM KommyTaTopa — 10 MUHYT, CEeKpeTHbIN Katod — secret. [106aBUTb B
cnmcok RADIUS-cepBep, pacnosioXKeHHbIM Ha y3ne cetn ¢ IP-agpecom 192.168.16.3, nopTt cepBepa and
ayTeHTUPUKaumm — 1645, KonmMyecTBO NONLITOK AOCTyNa K cepeepy — 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645
retransmit 2
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HELTEX

Moka3saTb NnapameTpbl HacTponkmn RADIUS-cepBepoB

console# show radius-servers

IP address

TimeOut : 5
Retransmit : 5
Deadtime : 10

Port
Auth

Source IPv4 interface
Source IPv6 interface

port Time- Ret- Dead- Prio. Usage
Acct Out rans Time
1813 Global Global 0 all

5.20.3 Npomokon TACACS+

MpoTokon TACACS+ obecneuvBaeT UEHTPA/NM30BaHHYO cucTeMy 6e30MacHOCTM A4/ MNPOBEPKM
No/b30BaTesIei, NONYYAIOLWMX AOCTYN K YCTPOMCTBY, NPU 3TOM NOALEPKMBAA COBMeCTUMOCTb ¢ RADIUS u
APYrMMM NpoLLeccamm NpoBepKu noannHHocti. TACACS+ npefocTaBaseT cneaytowme cnyKobbi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpemsa BXoAa B CUCTEMY MO
MMEeHaM Mo/1b30BaTeiIei U ONpeaeeHHbIM NO/b30BATENAMM NAPOSIAM;
— Authorization (aemopu3sayus). ObecneuynBaeTcA BO Bpema BXoda B cuctemy. [locne

3aBepuwieHuna

CeaHCa nposBepKU

NOANTMHHOCTU

3aMyCKaeTca CeaHC aBTopu3auumnm C

MCNONb30BaHMEM MPOBEPEHHOINO MMEHU NOJIb30BATENA, TAKXKe CepBEepPOM NpPOBEPAIOTCA
npusunernn nosib3oBartenA.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHPUrypaummu:

console (confiqg) #

Tabnunua 191 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

HAelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority] [vrf
vrf_name]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority] [vrf
vrf_name]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;
vrf_name: (1..32)
CUMBOIOB

[obasnaeT yKasaHHbI cepBep B CNMCOK Mcnonbdyembix TACACS
cepBepos.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — cetesoe nmsa TACACS-cepBepa;

- single-connection — B Ka)KAbli MOMEHT BpPeMeHW MMeTb He
60nblle 0gHOro coeanHeHna ana obmeHa gaHHbimm ¢ TACACS-cep-
BEpPOM;

- port — HoMep nopTa Ans obmeHa aaHHbIMK ¢ TACACS-cepBepom;
- timeout — NHTepBan OXXMAaHMA OTBETA OT CepBepa;

- secret_key — Kntoy ans ayTeHTMOMKaLUK M WindpoBaHuUA Bcero 0b-
meHa gaHHbimu TACACS;

- priority — npuopuTteT ncnonb3osaHuna TACACS-cepBepa (Yem HMXKe
3HayeHue, TeM NPUOPUTETHEE CEPBEP);

- vrf_name — uma BnpTyanbHol 061aCTM MapLLpyTU3aLNK;

- encrypted — 3HayeHue secret_key B 3awumdpoBaHHOM BUAE.

B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout, secret_key
ana paHHoro TACACS-cepBepa MCNo/b3ylOTCA 3HAaY€HUA, HACTPOEH-
Hble C NOMOLLbIO KOMaHJ, YKa3aHHbIX HUXKe.

Yaannaert yKasaHHbI cepBep M3 cnucka ucnonbayembix TACACS-cep-
BEPOB.
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HELTEX

tacacs-server key key YcTaHaBAMBAET KAKOY, UCMOb3YEMbI MO YMONYaAHUIO, ANA ayTeH-
key: (0..128)
encrypted tacacs-server key CMIMBOI0B/0 TUOMKALMM M WKndppoBaHMa Bcero obmeHa gaHHbimu TACACS
mBosoB/n o
key MeXay YCTPpOoMUCTBOM 1 okpy>keHnem TACACS;
YMOHAHUIO K/IOY —
- encrypted — 3HayeHwue secret_key B 3awmdpoBaHHOM BUAE.

nycTas CTpoka
no tacacs-server key YcTaHaBAMBaET 3HaYEHUE N0 YMONYAHUIO.

tacacs-server timeout timeout YcTaHaBAMBaeT MHTEPBaA OXMAAHMA OTBETA OT cepBepa, NCMOAb3Y-
timeout: (1..30)/5 cek eMblVi MO YMOIHaHMIO.

no tacacs-server timeout YCTaHOBWTb 3HAaYE€HNE MO YMOAYAHUIO.

tacacs-server host 3afaet uHTepdeiic ycTpoiicTaa, IP-agpec KoToporo 6yaeTt ucnonb-

source-interface 30BaTbCA MO YMO/MAHUIO B KauyecTBe agpeca UCTOYHWKa AN ob-

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:

{gigabitethernet gi_port | meHa coobuieHmamm c TACACS-cepsepom.
tengigabitethernet te_port |

twentyfivegigabitethernet

twe_port |

- (1..8/0/1..120);
hundredgigabitethernet ) )
hu_port | hu_port: (1..8/0/1..32);

fo_port: (1..8/0/1..32);
loopback_id (1..64);
tunnel (1-16);
group: (1..128);

fourhundredgigabitethernet

fo_port | port-channel group |
loopback /oopback_id | tunnel
tunnel | vlan vian id | oob} [vrf vrf_name: (1.32)

vrf_name]
CMMBOOB = "
no tacacs-server host Ypanaet uHtepodelic yctpoicTsa.

source-interface [vrf vrf_name]

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:
console#

Tabanuya 192 — KomaHzabl pexkmma EXEC

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
show tacacs [ip_address | host_name: (1..158) OTobparkaeT HaCTPOIKY U CTaTUCTUKY Ansa cepsepa TACACS+.
hostname] [vrf vrf_name] CMMBOJIOB; - ip_address — IP-agpec TACACS+ cepsepa;
vrf_name: (1..32) - hostname — uma cepsepa;
CUMBOIOB -vrf_name - uma BUpTyanbHOM 061aCTM MapLLPYTU3aLUNA.
show tacacs key [vrf vrf_name] vrf_name: (1..32) N
CMBONOB OtobparkaeT napameTpbl HacTpoikn TACACS-cepsepoB

5.20.4 NMpomokon ynpaeneHusa cemoio (SNMP)

SNMP — TexHonorvs, npusBaHHas obecneuynTb ynpaBAeHWE W KOHTPOAb Hag, YCTPOWCTBaMK M
NPUNONKEHUAMM B CETU CBA3M NyTEM obmeHa ynpasasowen uHOOPMALMEN MeKay areHTamu,
pacnoNOKEHHbIMU Ha CETEBbIX YCTPOMCTBAX, N MEHeAKePaMM, HAaXOAAWMMMCA Ha CTAHLMAX YNPaBAEHMS.
SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAIOWMX CTAaHUMIA N 31EeMEHTOB CeTU (FNaBHble
MaLUMHBbI, LWAO3bl MU MapWwpyTU3aTopbl, TEPMUHANbHbIE CEPBEPbI), KOTOpPble COBMECTHO obecneunBsatoT
aAMWHUCTPATUBHbIE CBA3M MEXKAY CETEBbIMM YNPABAAOWMMM CTAHUMAMM U CETEBLIMU areHTamm.

KoMmmyTaTopbl NO3BOAAIOT HAacTpouTb paboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHNUs YCTPOIMCTBOM. YCTPOICTBO NoaaepKMBaeT NpoTokonbl Bepcuii SNMPv1, SNMPv2, SNMPv3.
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HELTEX

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoOM KOHGUIypauum:

console (confiqg) #

Tabnunua 193 — KomaHab! perknma rnobanbHoM KoHPUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmesue

snmp-server server

no snmp-server server

Mo ymon4yaHuo
nogAep:kka NpoTokoa
SNMP oTkntoueHa

BkntounTtb noanepky npotokona SNMP.

OTkAtoYaeT noaaeprKky npotokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name] [vrf vrf_name]

encrypted snmp-server
community
encrypted_community

[ro | rw | su]

[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name] [vrf vrf_name]

snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length] [vrf
vrf_name]

encrypted snmp-server
community-group
encrypted_community
group_name [ipv4_address

| ipv6_address | ipv6z_address
[vrf vrf_name]] [mask mask |
prefix prefix_length]

no encrypted snmp-server
community
encrypted_community [ro | rw
| su] [vrf vrf_name]

no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_address]
[vrf vrf_name]

community: (1..20)
CMMBOJIOB;

encrypted_community:

(1..20) cumBonos;
dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XXX XX
dopmar ipv6z_address:
X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJIOB;
vrf_name:(1..32)
CUMBOOB;
group_name: (1..30)
CMMBOJIOB

YcTaHaBAMBaeT 3HaYeHMe CTPOKM coobuiectBa An1A oOMeHa AaH-
HbiMMK NO NnpoToKoay SNMP.

- community — cTpoKa coobuecTsa (Naponab) 4na 40CTyna no npoTo-
kony SNMP;

- encrypted — 3a4aTb CTPOKY coobLuecTBa B 3alMbpoOBaHHOM BUAE;
- ro — fOCTYN TO/IbKO A/ YTeHUs;

- rW — AOCTYN A/1A YTEeHUA U 3anucy;

- SU — 40CTyN afMUHUCTPATOPA;

- view_name — onpegenseT uma gas npasuna o6o3perns SNMP, ko-
TOpOe A0MKHO ObITb NpeaBapUTENbHO ONpeaeneHo C NOMOLLBIO KO-
MaHgbl snmp-server view. OnpezenseT 06beKTbl, 4OCTYMHble C006-
LecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec ycTpoiicTBa;
- mask — macka agpeca IPv4, koTopas onpeaenset, Kakne 6utbl aa-
peca UCTOYHMKA NaKeTa CPaBHMBAOTCA € 3aaHHbIM IP-agpecom;

- prefix_length —uncno 6uT, KOoTopble cocTaBAAT npedukc IPva-aa-
peca;

- vrf_name — nima BMPTyanbHOW 061acTM MapLpyTM3aumu;

- group_name — onpeaenseTr UMA rpynmnbl, KOTOPOE AO0/XKHO 6bITb
npeaBapuTesibHO ONpPeaeseHo C MOMOLLBbI0O KOMaHAbl snmp-server
group. OnpegenseT 06beKTbI, OCTYMHble coobLecTsy.

YpanaeT 3HayeHue CTpPoKM coobliecTBa Ana ob6MeHa AaHHbIMU MO
npotokony SNMP.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJIOB

Co3gaeT unm pefakTmpyeTt npasuao 06o3penusa ana SNMP — paspe-
Lwatolee npasuno, MMHO orpaHMyYmMBaloLLee cepsepy-obo3pesaTento
poctyn K OID.

- OID — npeHTMdmKaTop 06BbEKTa MIB, NpeacTaBneHHbIN B BUAE Ae-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXeT BKAtoYaTb B cebs 3ape-
3epBMpPOBAHHbIE CN0Ba, Hanpumep: system, dod). C nomoulbio cum-
BOMa * MOXKHO 0603HaUNTL cemelicTBO noaaepesbes: 1.3.%.2);

- include — OID BKnto4YeHa B NpaBuao ana 0603peBaHus;

- exclude — OID uckntoueHa 13 npasuaa ana 0603peBaHus.

Yaanaet npasuno o6o3peHns ans SNMP.
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HELTEX

encrypted snmp-server user
username group_name {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] } [ vrf vrf_name]

no snmp-server user username
[remote engineid-string] [ vrf
vrf_name]

username: (1..20)
CMMBONOB
groupname: (1..30)
CMMBO/IOB
engineid-string: (5..32)
CMMBONOB
password: (1..32)
cMmBoONa
md5:

16 nnun 32 6ant
sha:

20 nnm 36
6anT
dopmat
IPv4: A.B.C.D
IPV6: X:X:X:X:i:X
IPv6z:
X:X:X:X::X%<ID>;
vrf_name: (1..32)

Cospgaet SNMPv3- nonb3oBatens.

- username — UMs NONb30BaTeNsA;

- groupname — UMA TPynnbl;

- engineid-string — naeHTuduKaTop yaaneHHoro SNMP-ycTpoiicTBa,
KOTOPOMY M0/1b30BaTe/b MPUHALNENKMNT;

- auth—password — naponb Ana ayTeHTUPUKaALUMWM WU reHepaLmm
K/toYa;

- md5 — kntoy md5;

- sha — kniou sha;

- host — IP-agpec/ nms xocta;

- vrf_name — vms 061acTi BUPTYabHON MapLpyTU3aLmm.

Ypanaetr SNMP-v3-nonb3oBartens.

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBO/I0B;
notify_view: (1..32)
CMMBO/10B;
read_view: (1..32)
CMMBOI0B; Write_view:
(1..32) cumBonos

Cospaet SNMP-rpynny unun tabanuy cootsetctanit SNMP-nonb3osa-
Tenewu n npasun 06o3peHnin SNMP.

-vl,v2,v3-SNMP vi, v2, v3 mogens 6e3onacHocTH;

- noauth, auth, priv — Tun ayteHTMduMKaLMmM, UCNONb3YyEMBIA NPOTO-
konom SNMP v3 (noauth — 6e3 ayteHTUdUMKaumu, auth — ayteHTUDU-
Kauua 6e3 wudposaHus, priv — aytreHTUdUKaUmaA ¢ undposaHuem);
- notify_view — nma npasuna ob603peHUs, KOTOPOMY paspeLleHo
onpeaenatb coobuweHna SNMP-areHTa — inform u trap;

- read_view — umsa npasuaa 0b603peHus, KOTOPOMY paspeLleHo
TOJIbKO UTeHune coaepkmmoro SNMP-areHTa KOMMyTaTOpPa;

- write_view —ums npasuia 0603peHuns, KOTOPOMy pa3peLleHO BBO-
OUTb AaHHble N KOHOUTYpUpoBaTb cogepxumoe SNMP-areHTa Kom-
myTaTopa.

Yaanaet SNMP-rpynny.

snmp-server user user_name
group_name {v1 | v2c | v3
{ip_address | host} [ vrf
vrf_name]}

no snmp-server user
user_name {v1 | v2c | v3
remote {ip_address | host}
[ *vrf vrf_name] }

user_name: (1..20)
CMMBOJIOB;
group_name: (1..30)
CMMBOIOB;
vrf-name: (1..32)
CYMBO/10B

Cospaet SNMPv3-nonb3osarens.

- user_name — UmA Nosab3oBaTens;

- group_name — Ums rpynnbi;

- vrf_name — nmsa 061acTM BUPTYaNbHOM MapLLpPyTM3aLuUu.

Ypanaetr SNMPv3-nonb3osartens.

snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CMMBO/I0B

Cospaet unan pegaktupyet npasuano SNMP-ounbTpa, KoTopoe nos-
BonfeT ¢unbTpoBaTh inform u trap-coobuweHun, nepeaaBaemble
SNMP-cepsepy.

- filter_name — uma SNMP-dunbtpa;

- OID — npeHtTndmKaTop obbvekTa MIB, npeacTaBneHHbI B BUAE Ae-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, moXKeT BK/toYaTb B ceba 3ape-
3epBMpPOBaAHHbIE C/I0Ba, Hanpumep: system, dod. C nomoLLblo cMM-
BOJ/Ia * MOXHO 0603HaunTL cemeicTBo noaaepesbes: 1.3.%.2);

- include — OID BKAtoYeHa B NpaBunio GuUnbTpaLmu;

- exclude — OID uckntoyeHa 13 npasuna GuabTPaLLMK.

Ypanset npasuno SNMP-¢unbTpa.
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HELTEX

snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries] [vrf
vrf_name]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[vrf vrf_name]

hostname: (1..158)
CUMBOJIOB;
community: (1..20)
CMMBOJIOB;
username: (1..20)
CUMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CMMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
CMMBO/I0B

OnpepenseT HaCTPOMKKN ANA nepefayn coobLieHnin yBeaomaeHnn
inform u trap SNMP-cepsepy.

- community — cTpoKka coobuiectsa SNMPv1/2c ans nepegaum coob-
LLEeHNI yBeAOMIEHUSA;

- username — ums nonb3osaTtens SNMPv3 gns ayteHTUdUKaunu;

- version — onpegensT TMn coobuweHnin trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — ykasbiBaeT NoA/MHHOCTb NakeTa 6e3 WndposaHus;

- noauth — He yKa3bIBaeT NOA/IMHHOCTb NaKeTa;

- priv — yKa3blBaeT NOA/JMHHOCTb NAKeTa C WnbpoBaHUEM;

- port — UDP-nopTt SNMP-cepsepa;

- seconds — nepuoga, oXuUAaHWUA NOATBEPKAEHUI Nepes NOBTOPHOM
nepegayeii coobuweHuii inform;

- retries — KOIMYECTBO MONbITOK Nepeaayn coobuieHnit inform, npu
OTCYTCTBUM UX MOATBEPKAEHUSA;

- vrf_name — vms 061acTi BUPTYabHON MapLpyTU3aLmm.

Yoanaer HacTpoWkM pgns nepegayv CoobLlieHui yBegomMaeHUs
inform u trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBOJI0B

Co3pgaeT ngeHtTuomKatop nokanbHoro SNMP-ycTpoiictea — enginelD.
- engineid_string — uma SNMP-ycTpoiicTBa;

- default — npu ncnonb3oBaHuKM gaHHOM HacTpoliku engine ID 6yaeT
aBTOMaTUYeCKM co3A4aH Ha ocHoBe MAC-aapeca ycTpoicTBa.

Ypansaet naeHTMdunKaTop nokanbHoro SNMP-ycTpolictea — engine ID

snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | vlan
vlan id}

[ vrf vrf_name ]

no snmp-server
source-interface [traps |
informs] [ vrf vrf_name ]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vrf_name: (1..32)
CUMBOIOB

3apaeT uHTepdelic ycTponcTaa, IP-agpec KoToporo byaeT Ucnosib3o-
BaTbCA MO YMO/IYAHUIO B KayecTBe afpeca UCTOYHWMKA A/1A 0bmeHa
coobueHuamm c SNMP-cepsepom.

- vrf_name — nima o61acTn BUPTYyaNbHOM MapLUpyTM3aLuu.

Ypansaer uHtepdenic ycTpoicrsa.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | vlan
vilan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

AHanornyHo ans IPve.

Ypansaer uHtepdenic ycTpoicrsa.

snmp-server engineid remote
{ipv4_address | ipv6_address |

hostname: (1..158)

Co3paeT ugeHTudumKaTop yaaneHHoro SNMP-ycTpoiictBa — engine
ID.

no snmp-server enable traps

hostname} engineid_string . C_V(;MBtOFOB_" = 35 - engineid_string — ngeHTudmkatop SNMP-ycTpoincTea;
[ vrf vrf_name] engmeclm_;;nc:g‘;-( ~32) | vrf_name — nms 06nacT BUPTYaNbHOM MapLLpyTM3aLuu.
no snmp-server enginelD vrf-name: (1 '32) Ypoanaer naeHtuoukatop yaaneHHoro SNMP-ycTpoiictBa — engine
remote {ipv4_address | CVIMB(;HO'B: ID.
ipv6_address | hostname}
snmp-server enable traps / BkntoyaeT noaaepKky SNMP trap-coobLueHuit.
-/BKAOYEHO

OTkntoyaeT noaaepxKy SNMP trap-coobuweHuni.
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HELTEX

snmp-server enable traps ospf

BkntouaeT oTnpasKy SNMP trap-coobuweHnin npotokona OSPF.

no snmp-server enable traps -/BKNtO4EHO OTkAtoYaeT oTnpasky SNMP trap-coobLeHuii.
ospf
snmp-server enable traps ipvé BkntouaeT otnpasky SNMP trap-coobuweHunin npotokona OSPF (IPv6).
ospf
-/BKAOYEHO —
no snmp-server enable traps OTkntoyaeT otTnpaBky SNMP trap-coobueHnin.
ipv6 ospf
snmp-server enable traps erps BksitouaeT otnpasky SNMP trap-coobuieHuii npotokona ERPS.
no snmp-server enable traps -/BKAIOUEHO OtkntoyaeT otnpasky SNMP trap-coobuieHnii npotokona ERPS.
erps
snmp-server enable traps vrrp BkntoyaeT otnpaBky SNMP trap-coobuweHnit 06 ownbKax VRRP:
errors - ttl-error — own6ka TTL B 3arosI0BKe NaKkeTa;
- version-error — HecooTBeTcTBME Bepcum VRRP B npuHATOM
aHOHCe;
-/BKAIOYEHO
- checksum-error — ownbka checksum B 3aro/si0BKe Nakera;
- virtual-router-id-error — owwn6Ka virtual-router-id.
no snmp-server enable traps OTKNtoUNTb 0TNPaBKy SNMP trap-coobuweHuii VRRP.
VITp errors
snmp-server trap Paspewaet nepenasaTb coobLeHns trap-cepBepy, KOTOPbIW He Npo-
authentication wen ayteHTUdMKaumo.
-/paspelueHo

no snmp-server trap
authentication

3anpelyaeT nepeaaBaTtb coobLeHMA trap-cepBepy, KOTOPbII He Npo-
wen ayteHTUdMKaumo.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBonos

Onpegenset KOHTAKTHYH MHGOPMaLMIO YCTPOWCTBA.

YaanaeT KOHTaKTHYO MHGOPMALLMIO YCTPOMCTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumBonos

Onpegenset MHGOPMALLMIO O MECTOMO/IOKEHUN YCTPOMCTBA.

Ypansetr tHGoOpPMauUmIo O MECTOMNO/IONKEHMM YCTPOMCTBA.

snmp-server set
variable_name namel valuel
[name2 value2 [...]]

variable_name, name,
value Ao/KHbI
3aJaBaTbCA B
COOTBETCTBUU CO

Mo3BoNAET YCTAaHOBUTb 3HAYEHUNA NepemMeHHbIX B 6ase aaHHbIX MIB
KOMMyTaTopa.

- variable_name — nma nepemeHHO;

- name, value — napbl COOTBETCTBUI MMA — 3HAYEHMUE.

cneuunounkaumen

snmp-server enable traps Bkatouaet otnpasky SNMP trap-coobuieHmnit no cobbitmam login/
authentication logout/reject.

-/BKNOYEHO .
no snmp-server enable traps OTkntoyaeT otnpasky SNMP trap-coobuieHnin.
authentication
snmp-server enable traps BkntounTtb otnpasky SNMP trap-coobLuieHuit npu fOCTUKEHUM npe-
dhcp-snooping limit clients OeNbHOro KoAnyecTsa NoAKAtoYeHHbIXx DHCP-KiveHToB.

-/OTKNIO4EHO

no snmp-server enable traps
dhcp-snooping limit clients

OTKAtounTb oTnNpaBky SNMP trap-coobLueHuit.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexkume KoHPuUrypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnunua 194 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
Mo ymon4YaHuro

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKAtOYEHO

BkntoyaeT otnpasky SNMP trap-coobLieHnin Npu M3meHeHumn co-
CTOAHMA HAaCTPanBaemoro nopTa.

BbikntoyaeTt otnpaBky SNMP trap-coobuieHnii npu MsmeHeHUn co-
CTOAHUA HAaCTPaMBaeMoro nopra.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTpoKK perkmma Privileged EXEC:

console (config) #
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HELTEX

Tabnunua 195 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

show snmp [vrf vrf_name | all]

vrf_name: (1..32)
CMMBOJI0B

MokasbiBaeT HacTporikn SNMP.
-vrf_name — umaA BUPTyanbHOM 061aCcTU MapLIpyTU3aLMK.

show snmp enginelD

MokasbiBaeT maeHTUOUKaTOp nokanbHoro SNMP-ycTpoicTBa —
enginelD.

show snmp views [view_name]

view_name: (1..30)
CUMBOJI0B

Moka3biBaeT npasuia 0603peHna SNMP.

show snmp groups

group_name: (1..30)

Moka3sbisaetr SNMP-rpynnbi.

[group_name] CMMBO/OB
show snmp filters [filter_name] filter_name: (1..30) Moka3sbiBaeT SNMP-puabTpbI.
CMMBO/I0B

show snmp users [user_name]

user_name: (1..30)
CMMBOJI0B

MNoka3sbiBaeT SNMP-nonb3oBaTenei.

5.20.5 Mpomokon yoanéHHo20 MoHUmopuHaa cemu (RMON)

MpoTokon MmoHuTopuHra cetn (RMON) sBnsetca paclumpeHnem npotokona SNMP, nossonas
npeaocTaBuTb 60nee LWMPOKME BO3IMOXKHOCTM KOHTpoAA ceTeBoro Tpaduka. Otamune RMON ot SNMP
COCTOMT B XapakTepe cobupaemoit MHbOpmaumu — AaHHble cobupaemble RMON B nepsyto ouyepegb
XapaKTepusyloT TpaduK MexKay y3namu cetn. UHpopmauma, cobpaHHaa areHTom, nepenaeTcs B
NPUNOXKEHWE YNPABNEHUA CETbIO.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnuua 196 — KomaHabl pexknma rnobanbHoON KOHPUrypawmm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CMMBOJIOB;
desc_text: (0..127)
CMMBOJIOB;
name: cTpokKa

HacTpaunsaeT cobbiTvA, Mcnoib3yemble B cCUCTEME YAANEHHOTO MO-
HUTOpPMHra.

- index — nHpEKC cobbITUSA;

- type — TUN yBEAOMIEHUA, TEHEPUPYEMOTO YCTPOMNCTBOM NO 3TOMY
cobbITHIO:

none — He reHepUpPoBaTb yBeAOM/IEHUA,

log — reHepupoBaTb 3anucb B Tabnuue,

trap — otcbinate SNMP trap,

log-trap — reHepupoBaTh 3anuchb B Tabaumue u otcbinate SNMP trap;
- com_text — cTpoka coobuwectsa SNMP ana nepecbinku trap;

- desc_text — onuncaHue cobbITUsA;

- name — umsa co3patens cobbiTus.

Ypanaet cobbiTve, UCNONb3yemMoe B CUCTEME YAaIeHHOTO MOHUTO-
puHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

index: (1..65535);
mib_object_id:
KoppekTHbIn OID;
interval: (1..2147483647)
ceK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);

HacTpauBaeT ycnosua Bbl4auM aBapuiiHbIX CUrHAO0B.

- index — nHAEKC aBapUMHOro cobbITUSA;

- mib_object_id — vaeHTUPUKATOp NepemMeHHOW 4YacTu 0bbeKTa
OID;

- interval — nHTepBas, B Te4eHWe KOTOPOro AaHHble oTbMpatoTca U
CPaBHMBAIOTCA C BOCXOAALLEN U HUCXOAALLEN rPpaHMLAMMU;

- rthreshold — BocxopAwan rpaHMLa;

- fthreshold — HUcxoaawWwan rpaHnLa;

- revent — UHAEKC cobbITMA, KOTOPOE UCMONb3YETCA NPU Nepeceye-
HWUM BOCXOAALLEN rpaHuULbI;
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HELTEX

no rmon alarm index

fevent: (0..65535);
type: (absolute,
delta)/absolute;

startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoKa

- fevent — nHpEeKc cobbITUA, KOTOPOE UCMO/Ib3YETCA NPU Nepeceye-
HUWM HUCXOAALLEN FPaHMLbI;

- type — meTog, 0T60pa YKa3aHHbIX NepeMeHHbIX U NoacyeTa 3Have-
HWA ONA CPAaBHEHUA C rPaHMLAMMU:

Metog absolute — abcontoTHoe 3HayeHMe BbIbBpPaHHOW NepemeH-
HOW ByZeT CpaBHEHO C rPaHMLLEN Ha KOHLE UCCNeayeMOoro UHTep-
Bana;

MeTopg, delta — 3HaueHMe BbIGpaHHOM NepemeHHON Npu nocnes-
Hem oT6ope ByAeT BbIYTEHO M3 TEKYLLErO 3HAYEeHUA U pasHULa by-
OeT CpaBHEHA C FrpaHMLaMK (pasHMLA MeXAay 3HAYeHUAMMU nepe-
MEHHOW B KOHLLE M B HaYasie KOHTPO/IbHOro MHTepBana);

- startup — MHCTPYKUMA ANA reHepauun cobbITUii Ha NEPBOM KOH-
TPONbHOM MHTepBase. OnpeaenseT Npasuaa reHepauuu aBapuii-
HbIX COObLITUI AN1A NePBOro KOHTPONbHOIO MHTEePBasa NyTemM CpaB-
HeHWAa oTObpaHHOW NepemMeHHOW C OA4HOW, IMbo 0benmmn rpaHu-
uamu:

- rising — reHep1poBaTb eAUHUYHOE aBapuitHoe cobbiThe NO BOCXO-
OAWEN rpaHnLe, eciv 3HayeHe oTobpaHHOM NepemeHHOM Ha nep-
BOM KOHTPOJIbHOM MHTepBane 6onblue AMbo paBHO 3TOM rpaHuULE;
- falling — reHepupoBaTb egnMHUYHOE aBapuinHoe cobbiTMe No HUC-
XOAALeN rpaHuLe, ecin 3HaYeHne oTobpaHHOM NepeMeHHoM Ha
NepBOM KOHTPOJIbHOM MHTepBasie MeHbLe IM60 paBHO 3TOM rpa-
HUUE;

- rising-falling — reHepupoBaTb eguHNYHOE aBapMitHOE cobbiThe No
BOCXOAALWEN M/MAN HUCXOAALLEH rpaHuLE, eC/iM 3HAaYeHue OTo-
6paHHOM nepemeHHOM Ha NEepBOM KOHTPOAbHOM WHTepBane
6o/ble NMMBO paBHO BOCXoAALLel rpaHuLe u/uam meHbuie, aM6o
PaBHO HUCXOAALLEN rPaHNULLE;

- owner — ms co3aaTesia aBapuUnHoro cobbiTus.

Ypanaer ycnosue Bblgaun aBapunHbIX COObITUIA.

rmon table-size {history
hist_entries | log
log_entries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3apaeT makcumanbHbIv pasmep RMON-Tabanu,.
- history — makcMmanbHoe KonMyecTBo CTPOK B Tabamue nctopuu;
- log — makcmanbHOe KoM4ecTBO CTPOK B Tabauuie 3anucei.
3HaueHue BCTYNUT B CWIY TOJIbKO Nocne nepesarpysku
B ycTpoicTBa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicog) Ethernet, uHmep-

¢elica 2pynnbl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 197 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica Ethernet, rpynnel nHTepdeicos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval interval]

no rmon collection stats index

index: (1..65535);
name: (0..160)
CMMBO/I0B;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

BkntoyaeT dopmupoBaHMe UCTOPUM MO rPpynnam CTaTUCTUKKU AnA
6a3bl gaHHbIX (MIB) yAaneHHOro MOHUTOPUHTa.

- index — UHZEKC Tpebyemol rpynnbl CTaTUCTUKK;

- name — BnageneL, rpynnbl CTaTUCTUKMY;

- bucket_num — 3Ha4YeHuWe, accoLMMpyemMoe C KONMYECTBOM AYeeK
AnA cbopa MCTopmm No rpynne CTaTUCTUKK;

- interval — nepuog, onpoca a4na $opMUPOBAHUA UCTOPUU.

BbikntovaeT popmumpoBaHMe UCTOPUM MO FPyNNam CTaTUCTUKK oA
6a3bl gaHHbIX (MIB) yAaneHHOro MOHUTOPUHTrA.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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HELTEX

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Tabnnua 198 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmesue

show rmon statistics {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKasbiBaeT cTaTUCTUKY MHTepdeica Ethernet anbo rpynnbl nop-
TOB, UCNONb3YEMYIO 41 YAANEHHOTO MOHUTOPUHTA.

OTob6parkaeT MHPOpPMaLMIO NO 3anpalinMBaeMbiM rpynnam craTu-
CTUKMN.

show rmon history index
{throughput | errors | other}
[period period]

index: (1..65535);
period:
(1..2147483647) cek

MNokasbiBaeT uctoputo Ethernet cratuctkn RMON.

- index — 3anpolweHHas rpynna CTaTUCTUKK;

- throughput — nokasbiBaeT cHeTYNKM NPOU3BOAUTENBHOCTU (Mpo-
NyCKHOM cnocobHocTH);

- errors — NoKa3blBaeT CHETYUKHN 0UJVI6OK;

- other — nokasbiBaeT cueTYNKM OOPBLIBOB U KONU3NIA;

- period — nNokasblBaeT MCTOPWUIO 33 3aNpPOLLEHHbIW Nepuos Bpe-
MEHM.

show rmon alarm-table

MoKasbiBaeT CBOAHYO Tabanuy aBapUinHbIX COBbITUN.

show rmon alarm index

index: (1..65535)

MoKa3blBaeT KOHOUIYPaLMIO HACTPOMKN aBaPUMHBIX COBbITUN.
-index — NHAEKC aBapuUnHOro cobbITuA.

show rmon events

MokasblBaeT TabauLy cobbITUiA yaaneHHoro MoHMTopuHra RMON.

show rmon log [index]

index: (0..65535)

MNokasbiBaeT Tabanuy 3anvceit yaaneHHOro MoHutopmHra RMON.
- index — nHpEeKc cobbITUA.

[pumepbl 8b1M0MHEHUS KOMAHO

MoKasaTb cTatucTuKy 10 uHTepdeiica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10
Dropped: 8
Octets:
Broadcast:
CRC Align
Undersize
Fragments:
64 Octets:

Pkts:

878128 Packets:
7 Multicast: 1
Errors:

512 to 1023 Octets:

978

0 Collisions: O

0 Oversize Pkts: 0
0 Jabbers: 0O

98 65 to 127 Octets: 0
128 to 255 Octets:

0 256 to 511 Octets: O

491 1024 to 1518 Octets:

389

Tabanuya 199 — OnucaHune pesynbTaToB
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HELTEX

Mapamemp OnucaHue

Dropped KonnyectBo 3a4eTEKTMPOBAHHbBIX COObITUI, KOraa nakeTbl Oblnn OTOPOLLEHbI.

Octets Konnuectso 6aiT aaHHbIX (BKAtOYasa 6aiTbl NIOXMX NAKETOB), NPUHATLIX U3 CETU (MCKAKOYan
¢dpelimoBble 6UTbI, HO BKOYAsA GUTbI KOHTPOIbHOM CYMMbl).

Packets KonmuecTBo NpUHATLIX NAKETOB (BK/IOYas NAOXME, LMPOKOBELLATEIbHbIE U MHOTOaApPEecHble
nakertbl).

Broadcast KonmuecTso NPMHATBLIX LMPOKOBELLATE/IbHbIX MAaKETOB (TO/IbKO KOPPEKTHbIE MaKETbI).

Multicast KonmuecTBo NPUHATLIX MHOFOa4peCHbIX MAKeTOB (TONIbKO KOPPEKTHbIE NAKETbI).

CRC Align Errors

Konnuyectso NPUHATLIX NAaKeToB AJIMHOMN OT 64 A0 1518 6alAT BKAOUMTE/IbHO, UMEIOLLMX He-
BEPHYO KOHTPO/IbHYIO CYMMY IMB0 C LesibiM YUCoM 6anT (OLWMBKKM NPOBEPKU KOHTPOJIbHOM
cymmbl — FCS), nnbo ¢ HeuenbiMm ynciom 6anT (ownbKM BbipaBHMBaHUA — Alignment).

Collisions

OueHKa Konn4yecTsa KoNInsnn Ha aaHHom Ethernet-cermenTe.

Undersize Pkts

Konnuyectso NpMHATbLIX NAaKETOB ANMHOM MeHblue 64 6aiT (McKatouas dpelimoBble 6UTbI, HO
BKtOYAA BUTbI KOHTPO/IbHOM CYMMbI), HO B OCTa/IbHOM NPAaBUAbHO CHOPMUPOBAHHDIX.

Oversize Pkts

KonmuecTBo NpUHATLIX NAaKeToB A/MHON 6onblue 1518 6aiT (Mckatouan dpeimoBble 6UTHI,
HO BK/1t04an 6BUTbI KOHTPOJIBHOW CYMMbI), HO B OCTa/IbHOM NPaBUIbHO CHOPMUPOBAHHBIX.

Fragments

KoAnyecTBo NpUHATLIX NaKeTOB ANMHOM MeHblue 64 6aiT (Mckaovan dpelimoBble 6UTbI, HO
BKtOYAA 6UTbl KOHTPOJ/ILHOM CYMMbI), UMEIOLLIMX HEBEPHYIO KOHTPO/IbHYIO cymmy nbo c Le-
NibIM Yyncnom 6anT (oWmMbKM NPoBEPKM KOHTPONbHOI cymMbl — FCS), n1Mbo ¢ HeLenbim Yynciom
6alT (oWwmMbKM BbipaBHUBaHUA — Alignment).

Jabbers

KonunyectBo NpuHATLIX NakeToB AvHON 6osbwe 1518 6anT (Mckntouan dpelimoBble 6UTHI,
HO BK/tOYan BUTbl KOHTPONLHOW CYMMbI), UMEIOLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY B0 C
uenbiM ynciom 6ainT (oWMBKM NpoBEPKU KOHTPONbHOM cyMmbl — FCS), b0 ¢ Heuenbim Ymc-
nom 6aiT (oWwn6KKM BbipaBHUBaHMA — Alignment).

64 Octet

KonmuectTBo NpuHATLIX NaKeTOB (BK/AKOYas Mnioxue NakeTbl) AnnHOW 64 6aiita (McKakovan
dperimoBble 6UTbI, HO BKNHOYAA BUTbI KOHTPOALHOM CyMMbI).

65 to 127 Octets

Konnuyectso NpUHATLIX NaKeTOB (BK/o4Yaa Naoxue nakeTbl) AAMHON OT 65 Ao 127 6aiT BKAtO-
YUTENbHO (UCKAtoYas dpelimoBble BUTbI, HO BKtOYAA BUTbI KOHTPOALHON CyMMbl).

128 to 255 Octets

KonmuecTBo NpMHATBLIX NAKeToB (BK/IOYan NaoxXme nakeTbl) A4ANHOM OT 128 Ao 255 6aiT BKAtO-
YUTeNbHO (UcKNoYas GppelimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOALHOMN CyMMbl).

256 to 511 Octets

Konnuectso NpMHATBLIX NaKeToB (BKAOYAA N10XMe NaKeTbl) A4ANHOM OT 256 A0 511 6aiT BKAtO-
YNTENbHO (UCKAtoYas dppelrimoBble BUTbI, HO BKtOYAA BUTbI KOHTPOALHON CyMMbl).

512 to 1023 Octets

KonmuectTBo NpUHATLIX NaKeToB (BKAOYAA Naoxue nakeTbl) AnavHoM oT 512 go 1023 6aiT
BK/IIOUMTENbHO (MCKAtoYan dpeimoBble BUTbI, HO BKOYAs BUTbI KOHTPOIbHOM CYMMbl).

1024 to 1518 Octets

Konnuyectso NpUHATLIX NAKeToB (BKAOYas Niaoxue nakeTbl) gnnHok ot 1024 go 1518 6ait
BK/IIOYMTENbHO (MCKNtouan GpeimoBble BUTbI, HO BKAOYan BUTbI KOHTPO/IbHOM CYMMbI).

MoKasaTb MHGOPMaLMIO NO rpynnam CTaTUCTUKK gaa nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples Owner
1 te0/8 300 50 50 Eltex
Tabanuya 200 — OnucaHune pesynbTaToB

Napamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
Interface Ethernet-uHtepdeic, Ha KOToOpoMm 3anyLLeH onpoc.
Interval MHTepBan B CEKYHAAX MeXAY ONpOoCcCamm.
Ethernet-kommymamopsi ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F, MES5312, 273

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

Requested Samples

3anpoleHHoe KOIMYeCTBO OTCYETOB, KOTOPOE MOMKeT 6bITb COXpaHeHo.

Granted Samples

PaspeweHHoe (ocTaBlIeecA) KOIMYECTBO OTCHETOB, KOTOPOE MOMKET BbITb COXPaHeHO.

Owner

Bnageneu, AaHHOM 3anucu.

MoKasaTb CYETYMKM NPOMNYCKHOM CMNOCOBHOCTUN ANA FPyMMbl CTAaTUCTUKN 1:

console# show rmon history 1 throughput

Time

Sample set: Owner: MES
Interface: tel/0/1 Interval: 1800
Requested samples: 50 Granted samples: 50

Maximum table size: 100

o©

Octets Packets Broadcast Multicast

Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%

Tabnunua 201 — OnucaHune pesynbTaToB

Mapamemp

OnucaHue

Time

[aTa 1 BpemaA co3gaHma 3anmcu.

Octets

KonmyectBo 6aiiT gaHHbIX (BKAOYan 6aliTbl NJIOXMX NAaKETOB) NPUHATLIX U3 CETU (UCKAoYas
dperimoBble 6UTbI, HO BKOYAA BUTbI KOHTPOIbHOM CYMMbI).

Packets

KonnyecTso NpMHATLIX NaKeTOB (BKAKOYan NI0XME NaKeTbl) B TeyeHMe nepunoga Gpopmmpo-
BaHMA 3anucu.

Broadcast

Konnyectso NpuMHATLIX XOPOLIMX NAKETOB B TeYeHWe nepuoaa d)OpMVIpOBaHMﬂ 3anuncu
HanpaB/1IeHHbIX Ha WWMPOKOBELWaTe/ibHblE aapeca.

Multicast

Konnyectso NPUHATbLIX XOPOLWUX NMAKETOB B TEYEHUE nepuoaa d)OpMVIpOBaHMﬂ 3anuncum
Hanpas/1IeHHbIX Ha MHOroagapecHble aapeca.

Utilization

OueHKa cpeaHeit NponycKHOM cnocobHOCTU GU3NYECKOro YPOBHA Ha laHHOM UHTepdeiice
B TeyeHue nepmosa dopmmnpoBaHus sanucu. MponyckHas cnocobHOCTb OLEeHMBaETCA Be-
JIMYNHOM [0 TbICAYHOM NPOLEHTa.

CRC Align

Ko/iMyecTBo NpUHATLIX B TeYeHne nepmnoa GopmMmmMpoBaHMa 3anNncy NakeTos AANHOM oT 64
40 1518 6aiT BKAOUMTENBHO, MMEIOLWMX HEBEPHYHO KOHTPOJIbHYIO CYMMY NMBO C LeabiM
ynciom 6anT (OWKMBKM NPOBEPKU KOHTPOAbHOM cymmbl — FCS), nnbo c Heuenbim Ynciom
6ainT (oWKM6KK BbipaBHMBaAHMA — Alignment).

Collisions

OueHKa KonnyecTsa KoMIM3KiA Ha faHHom Ethernet cermeHTe B TedeHue nepuoaa ¢op-
MWPOBAHUA 3aMNCK.

Undersize Pkts

Konnyectso NpuHATLIX B TedeHue nepuoga GOpMMPOBAHMA 3anucK MaKeToB ANMHOMN
MeHblle 64 6aiT (cknoYas dpermoBble BUTbI, HO BKAKOYAs BUTbI KOHTPOJIbHOW CYMMbl),
HO B OCTa/IbHOM NPaBUIbHO CHOPMMUPOBAHHDIX.

Oversize Pkts

KonnyectBo NpuHATLIX B TeyeHue nepuoga GOPMUMPOBAHWMA 3anMuCU NaKeToB AJIMHOM
6onbwe 1518 6aiT (McKkaoyaa ¢peirmoBble BUTbl, HO BKAOYAA OUTbI KOHTPOJbHOM
CYMMbI), HO B OCTa/lbHOM NPaBUIbHO CHOPMUPOBAHHDIX.

Fragments

Konunyectso npuHATLIX B TedeHue nepuoga GOpPMMPOBAHMA 3anucK MaKeToB ANMHOMN
MeHbLle 64 6aiT (cKktoYas dpeimoBble BUTbI, HO BKAKOYas BUTbI KOHTPOJIbHOW CYMMbl),
NMEIOLLMX HEBEPHYIO KOHTPOJIbHYIO cymmy n60 ¢ uenbim yncaom 6aiT (owmbku npo-
BEPKM KOHTPOIbHOM cymmbl — FCS), 1nbo ¢ HeuenbiMm Ynciom 6anT (owmbKM BbipaBHUBA-
Hus — Alignment).
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HELTEX

KonnyectBo MpUHATbIX B TedeHue nepuosa GopmMMpPOBaHMA 3anUcU MAKETOB AMHOM
6onblwe 1518 6aiT (Mckaovaa ¢peimoBble 6UTbI, HO BKAOYAA GUTbI KOHTPOAbHOM

nepuoaa GopmMmMpoBaHMna 3anucu.

Jabbers CYMMbl), UMEIOLNX HEBEPHYIO KOHTPOJIbHYIO CYMMY IGO0 C LenbiM Yynciom 6anT (owmbkn
NPOBEPKM KOHTPOAbHOM cymmbl — FCS), 1Mbo ¢ Heuenbim ynciom 6anT (owmMbKM Bbipas-
HuBaHuA — Alignment).

Dropped KonnyecTBo 3a4,eTEKTUPOBaHHbIX CODbITUI, KOoraa nakeTbl 6bin OTOPOLIEHbI B TeYeHUe

nOKa3aTbCBOAHYK)Ta6ﬂMuyCMFHaﬂOBTPEBOFMZ

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnmua 202 — OnucaHue pesynbLTaTos

Mapamemp

OnucaHue

Index NHAEKC, YHUKaANbHO MAEHTUOULMPYIOLWLMIA 3aNNCh.

(0]]D] OID KOHTPONUPYEMOI NepeMeHHON.

Owner Monb3oBaTenb, CO3A4aBLUNM 3aMUCh.

MNMokasaTb KOHPUIypaLmio aBapuUiiHbIX CObbITUIA C MHAOEKCOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnunua 203 — OnucaHne pesynbTaToB

Mapamemp

OnucaHue

OoIb

OID KoOHTpOAMpyemoi nepeMeHHON.

Last Sample Value

3HaueHve NnepemMeHHON Ha NocaegHeM KOHTPOIbHOM UHTepBane. Ecan metoa otbopa ne-
pemeHHbIx absolute — To 310 abcontoTHOE 3HaYeHne nepemeHHon, ecam delta — 1o pas-
HMLLA MeX Ay 3HaYeHWAMMN NepeMeHHON B KOHLE U B Hayane KOHTPOJIbHOTO UHTepBana.

Interval

MHTepBan B CEKYHAAX, B TEYEHME KOTOPOro AaHHble OTOMPAIOTCA U CPAaBHMBAKOTCSA C BEPX-
Hen N HUXKHEeM rpaHuLamu.

Sample Type

MeTog, otbopa yKasaHHbIX NepPeMeHHbIX U NoAcYeTa 3HAYEeHUA A/1A CPAaBHEHUA C FpaHu-
uamu. Metog, absolute — abcontoTHoe 3HauyeHMe BbIbDPaHHOW NepemeHHol byaeT cpas-
HEHO C rpaHuLEen Ha KoHLe uccnegyemoro nHtepsana. Metog delta — 3HaueHume BbIGpaH-
HOW NnepemMeHHOW Npu nocnesHem oTbope byaeT BbIYTEHO M3 TEKYLLLEro 3HAYEHUS, U pas-
HUUa ByaeT cpaBHEHa C rpaHuLaMu (pasHMLA MEXKAY 3HAYEHUAMM NepeMeHHON B KOHLLE
W B Ha4yase KOHTPOJIbLHOTO MHTEPBANaA).

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 275
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HELTEX

Startup Alarm

WHCTPYKUMA oA reHepaumm cobbiTUiA Ha NePBOM KOHTPOAbHOM UHTepBane. Onpeaenset
npasu/a reHepaunmn aBapunHbIX COBLITUI ANA NEepPBOro KOHTPOJ/IbHOrO MHTEPBaaa NyTem
CpaBHeEHWA 0TOHBpPaHHOM NepeMeHHoM ¢ ogHon, 1Mbo obenmu rpaHuLaMm.

rising — reHepupoBaTb eAMHNYHOE aBapUiMHOEe cobbITME MO BOCXOAALLEN FPaHULE, ecv
3HaYeHue oTobpPaHHOW NepeMeHHOM Ha NEPBOM KOHTPO/IbHOM MHTepBase 6o/bluem nbo
paBHOM 3TOMI rpaHuLe.

falling — reHepupoBaTb egnHMYHOE aBapuUitHoe CobbITUE MO HUCXOAALLEN rpaHnLE, eCn
3HayeHWe oTobpaHHON NepemMeHHOM Ha NePBOM KOHTPOIbHOM MHTepBasie MmeHblue nbo
paBHO 3TOM rpaHuLLe.

rising-falling — reHepupoBaTb eanHuYHOE aBapuitHoe cobbiTe MO BOCXOAAWEN U/uau
HUCXOAALLEN FpaHuLLe, ec/iM 3HaYeHne 0TObpaHHON NepeMeHHOW Ha NepPBOM KOHTPOJ/Ib-
HOM MHTepBane 6oblue M60 paBHO BOCXoAdLLel rpaHuLe, u/uam meHblue AMbo pPaBHO
HUCXOAALLEN rPaHULLE.

Rising Threshold

3HauyeHue BocxoasaLLen rpaHuLbl. Korga 3HayeHMe oTobpaHHOW NepemMeHHON Ha npeapl-
AyLeM KOHTPOJIbHOM MHTepBasie 6bl10 MeHbLUE AAHHOM rPaHULbI, @ HA TEKYLLEM KOH-
TPOZIbHOM UHTepBasie 6o/bleM MO0 PaBHOM 3HAYEHUIO FPaHULbI, TOTAa eAUHUYHOE CO-
6biTHe reHepupyeTcs.

Falling Threshold

3HavyeHue HUCcxoaALlen rpaHuLbl. Koraa sHadeHne oTobpaHHOM nepemeHHOM Ha npeapil-
AYLEM KOHTPOJIbHOM MHTepBase 6bi10 60ablie AaHHON rPaHULbl, @ Ha TEKYLLEM KOH-
TPO/IbHOM MHTEPBa/ie MeHblUe IMB0 PaBHO 3HAYEHMIO FPaHMLbI, TOraa eamHnYHoe cobbl-
TWe reHepupyeTcs.

Rising Event NHAeKc cobbITUA NCNONb3YIOLLErocs, KOraa BOCXoAALLan rpaHnLLa nepeceyeHa.
Falling Event NHAeKc cobbITUA NCNONb3YIOLLErocs, Koraa HACXoAALLan rpaHnLIa nepeceyeHa.
Owner Monb3oBatesib, CO34aBLUMI 3aMUCh.

MokasaTtb Tabaunuy cobbITUIN yaaneHHOro moHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnunua 204 — OnucaHne pesynbTaToB

Mapamemp OnucaHue

Index NHAEKC, YHUKANbHO MAEHTUOMLMPYIOLWMI COBbITUE.

Description KommeHTapuit, onvcbiBalowWwmin cobbiTue.
Tun yBeLOMIEHNUSA, FeHEPUPYEMOTO YCTPONCTBOM MO 3TOMY COBbITUIO:
- none — He reHepMpoBaTb YBEAOM/IEHUS;

Type - log — reHepupoBaTh 3anucb B Tabauue;
- trap — otcbinatb SNMP trap;
- log-trap — reHepupoBaTb 3anucb B Tabaunue n otcbinatb SNMP trap.

Community Ctpoka coobuiectea SNMP ana nepecbinku trap.

Owner Monb3oBaTenb, CO34aBLLININ COBbITHE.

Last time sent Bpema 1 fata reHepupoBaHUA nocnegHero cobbitna. Ecan He Hbin0 creHepMpoBaHoO co-
6bITU, TO 3TO 3HaYeHMe ByaeT PaBHO HYIO.

276 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

MNMokasaTtb Tabaunuy 3anuceit yaganeHHoro moHmtopmHra RMON:

console# show rmon log

1 Errors

Maximum table size: 100
Event Description Time

Nov 10 2009 18:48:33

Tabanuya 205 — OnucaHune pesyabTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMI 3anuChb.
Description KommeHTapuit, onucbiBalowWwmin cobbiTue.
Time Bpema co3gaHuAa 3anucu.

5.20.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecrneyeHMe KOMMYTATOPOB MO3BO/AET Paspelwmntb AMbo OrpaHnyYMTb A0CTYN K
YNpPaB/IEHNIO YCTPOMCTBOM Yepes3 onpegeneHHble nopTtbl nan rpynnbl VLAN. Ons sToi uenmn cospgarorca
cnucku pgoctyna (Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnuua 206 — KomaHAabl pexxknma rnobanbHoN KOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

management access-list name

no management access-list
name

name: (1..32) cumBona

Co3paeT CnMCcoK AocTyna Ana ynpasnieHus. Bxos B pexxnum KoHou-
rypaumm cnmcka gocTyna gas yrpasaeHus.

YpanaeT cnucok AO0CTyna gna ynpasneHuA.

management access-class
{console-only | name}

name: (1..32) cumBona

no management access-class

OrpaHuMuMBaeT ynpas/jeHWe YCTPOWCTBOM MO onpeaesneHHOMY
cnucky goctyna (access list). AKTUBMPYET yKa3aHHbIM CNUCOK A0-
cTyna.
- console-only — ynpaBsieHne ycTpoMCTBOM AOCTYMHO TOJIbKO C KOH-
conu.

OTMeHsEeT orpaHMyeHne Ha ynpassieHue yCTPOMNCTBOM No onpeae-
NIeHHOMY CNUCKy gocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu cnucka docmyna 0718 ynpassaeHusa

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKUMeE KOHPUIypaLmm CNcKa A0CTyNa ANA ynpaBaeHUs:

console (config) # management access-list eltex manag
console (config-macl)#
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Tabanua 207 — KomaHAabl pexnma KoHGUrypaumm cnucka AocTyna 4na ynpasaeHus

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeilicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id] [service
service ]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh)

3afaeT paspeLuatoLee ycaoBMe A8 YNPaBAAIOLWEro Crnucka 4o-

cTyna.
- service — TMn gocTyna.

deny [gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id] [service
service]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh)

3agaert 3anpeLatoLee yc/0BMe A5 YNPaBAAIOLWEro CNUCKa A0-

cTyna.
- service — TMn pocTyna,

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnuua 208 — KomaHap! pexkuma Privileged EXEC

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda Aeilicmeue

show management access-list
[name]

MoKa3sblBaeT cnucku goctyna (access list) ans ynpasnenus.
name: (1..32) cumBona poctyna ( ) A ynp

show management
access-class

MoKkasbiBaeT MHPOpMmaLMio 06 aKTUBHbLIX CMMCKax AocTyna
(access list) ans ynpasnexums.

5.20.7 Hacmpoiika docmyna

5.20.7.1 Telnet, SSH, HTTP, HTTPS u FTP

[aHHble KOMaHAbl npeAHa3Ha4yeHbl A8 HACTPOMKWM CepBepoB AOCTyna AAAa  ynpaBaeHus
KommyTaTopom. Moapep:kka cepsepos Telnet n SSH KommyTaTopom NO3BOAAET YAANEHHO NOAKNHOYATLCA

K HEMY 4191 MOHUTOPUHIA U KOHPUrypaLmu.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

BuA 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaLmm:
console (config) #

Tabnunuya 209 — KomaHabl perkuma rnobanbHOM KoHGUrypauum

3HayeHue/3HayeHue no

KomaHoa

YyMOMYaHUO

Aelicmeue

ip telnet server

no ip telnet server

Mo ymonyanutio Telnet
cepBep BKOYEH

PaspelwaeTt yaaneHHoe KOHOUIrypupoBaHWe yCTPOMCTBa
yepes Telnet.

3anpewaeTt yganeHHoe KOHPUIrypupoBaHWe yCTPOMCTBA
yepes Telnet.

ip ftp passive

no ip ftp passive

-/BbIKNIOYEHO

BKOUYNTB NACCUBHBIN pexkum paboTbl FTP-KnneHTa.

BbIKNHOUNTL MACCUBHbBIV peXXUM paboTbl FTP-KaneHTa.

ip ssh server [vrf vrf_name]

no ip ssh server [vrf vrf_name]

vrf_name: (1..32)
C1MB0/13/NO yMONYaHUIO
SSH cepBep OTK/OYEH BO

Bcex VRF

PaspewaeT yganeHHoe KOHPUrypMpoBaHue YyCTPOWCTBA
yepes SSH.
- vrf_name — nms aksemnnapa VRF.
[o Tex nop, NOKa KAY ANA WKNPPOBAHUA He
V creHepupoBaH, SSH-cepeep 6yaeT HaxoauTbcA
B pe3epse. Mocne reHepauuu Kawya (Mcnonb-
3yemble KOMaHAbl crypto key generate rsa u
crypto key generate dsa) cepsep nepeiigert B
pabouee cocTosHue.

3anpewaeT yaaneHHoe KoHUrypupoBaHue ycTponcTea
yepes SSH.

ip scp server

no ip scp server

no ymonyaHutio SCP-cepsep
OTK/IIOYeH

PaspelaeT KonvpoBaHue ¢aiinos U3 GpalinoBOro XpaHu-
LA KOMMYTaTOpPa U Ha Hero yepes SCP.

V SSH-cepBep A0MKEH 6biTb BKAOYEH.

Bbikntouaet SCP-cepsep.

ip ssh port port_number

no ip ssh port

port_number: (1..65535)/22

TCP-nopT, ucnonb3yemsbiii SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.
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ip ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /oopback_id | vlan
vlan_id}

no ip ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3agaet nHtepoeiic ana SSH-ceccuii.

Ypanaet nHtepoeic.

ipv6 ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | vlan
vlan_id}

no ipv6 ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3agaet nHtepoeiic ana IPvé SSH-ceccui.

YaanaeT untepoeiic.

ip ssh-client username username

no ip ssh-client username

username: (1..70) cumsonos

YcTaHaBAMBaeT MM nosib3oBatena ana SCP-ceccuit.

Ypanaer uma nonb3osatens ana SCP-ceccui.

ip ssh-client password password

no ip ssh-client password

password: (1..70) cumBonoB

YctaHaBauBaeT naponb gns SCP-ceccui.

Ypansaet naponb ana SCP-ceccuin.

ip ssh pubkey-auth [ auto-login ]

no ip ssh pubkey-auth

Mo ymonyanumio
ncnosnb3osaHue nybaMyHoro
KNtoYa 3anpeLLeHo

PaspelwaeT ucnonbsosaHue Ny6AMYHOTO KAtoYa A/1A BXO-
pawmx SSH-ceccuit.

- auto-login — oTk/to4aeT HeObXo0ANMOCTb ayTeHTUPHKa-
LMW NO NOTUHY M NApO0 Nocne NposepKkn SSH-katova.

3anpeLlaeT CNo/ib3oBaHMe Ny6AMYHOrO KtoYa AN BXO-
pawmx SSH-ceccuit.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour,
aes128-ctr, aes192-ctr,
aes256-ctr, aes128-
gcm@openssh.com aes256-
gcm@openssh, chacha20-
poly1305@openssh.com)
/paspeLueHsbl Bce
aNropuUTMbl, KPOMe none

3a/aeT CNMCOK pa3peLLeHHbIX anropuTMoB WindpoBaHms
AN cepsepa.

BoccTaHaBnmBaeT cnucok paspeleHHbIX a/iIrdpPUTMOB 06-
MeHa KAKYaMy No YMOTHaHUIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal,
curve25519-
sha256@libssh.org, diffie-
hellman-group-exchange-
sha256, diffie-hellman-
groupl6-sha512, diffie-
hellman-group18-sha512,
diffie-hellman-group14-
sha256, diffie-hellman-
groupl4-shal)/
paspelueHbl Bce MeToabl

3aflaeT CNUCOK paspeLlleHHbIX MeToAoB obMeHa Kito-
Yamu g/1a cepsepa.

BocCTaHaB/NMBAET CMUCOK Pa3peLleHHbIX aropuTMmoB 06-
MeHa K/Ilo4amMu 1Mo YMOHYaHMIO.

ip ssh password-auth

no ip ssh password-auth

o ymonyaHuio BKAOYEHO

BKtoUaeT pexknum ayTeHTUdUKaLMM No Naponio.

OTKNIOYAET pexknm ayTeHTUdUKaLMmM No nNapoio.

crypto key pubkey-chain ssh

M0 YMOAYaHMIO KNtOY He
co3gaH

BXOAMT B pexnm KoHdUrypaumm ny6aMyHOro Katova.

crypto key generate dsa

leHepupyeT napy Kaoyen DSA — yacTHbIN M NyBANYHbBIN
ona SSH-cepsuca.
| Ecam xotA 6bl O4MH U3 Napbl KAKOYEn yxKe co-
V 3faH, TO cMCTeMa NpeanoXuUT nepesanucatb
KAlou.
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crypto key generate rsa [size] size

size: (2048..4096)/2048

leHepupyeT napy Kawouyein RSA — yacTHbIA M NyBANYHbIN
onAa SSH-cepsuca.
- Size — 3apaeT pasmep Kawoua.
Ecam xota 6bl 04MH U3 Napbl KAKOUen yxKe co-
V 3[aH, TO cucTema NpeasIoKUT nepesanucaTb
KAtou.

crypto key import dsa

encrypted crypto key import dsa

MmnopTtupyet napy Katouvein DSA.
- encrypted — B 3aWwmnppoBaHHOM BUAE.

crypto key import rsa

encrypted crypto key import rsa

MmnopTtupyet napy Kntoueit RSA.
- encrypted — B 3aWwWMppoBaHHOM BUAE.

ip http server

no ip http server

no ymonyanuto HTTP-
cepBep BKAOYEH

PaspelsaeT yaaneHHoe KOHOUIypupoBaHWe yCTpOMCTBa
yepes web.

3anpewaeTt yaaneHHoe KOHPUrypupoBaHue ycTpomcTsea
yepes web.

ip http port port

no ip http port

1..59999/80

3apaet nopt HTTP-cepsepa.

BoccTaHaBMBaeT 3HavYeHMe No YMOJTHAHWUIO.

ip http secure-server

no ip http secure-server

no ymonyanuio HTTPS-
cepBep BKIOYEH

Bkntouaet HTTPS-cepsep.

Bbikntoyaet HTTPS-cepsep.

ip http timeout-policy seconds
[http-only | https-only]

no ip http timeout-policy

seconds: (0..86400)/600

3apaet TaimayTt HTTP-ceccum.

BoccTaHaBnvBaeT 3HavYeHMe No YMOTHAHWUIO.

crypto certificate {1 | 2} generate

crypto certificate {1 | 2} import

no crypto certificate {1 | 2}

leHepupyeT SSL-cepTudmKar.

MmnopTtupyet SSL-cepTUdUKAT, Ha3HAUYEHHbIW LLEHTPOM
cepTudUKaymm.

BocctaHaBnauBaeT SSL-cepTUdMKaT No ymMo/YaHUIO AnA
YKa3aHHoro ceptudukara.

v/

Knioum, creHepupoBaHHble KomaHaamum crypto key generate rsa u crypto key generate
dsa, coxpaHAIOTCA B 3aKPbITOM ANA nonb3osatens daine KoHpurypaumm.

KomaHObI pexcuma KoHgu2ypayuu nybauyHo20 Karn4va

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUrypaLmmn ny6anYHOro Katoua:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabanua 210 — KomaHAabl pexnma KoHpurypaumm nybandHoro Katouda

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

user-key username {rsa | dsa}

no user-key username

username: (1..48)
CUMBOIOB

Bxof, B peMm co3[aHusa UHOMBUAYANLHOTO Ny6AUYHOTO KAto-
ya.

- rsa —co3aatb RSA-Kkntoy;

- dsa — co3gatb DSA-Kntou.

Yaanaet ny6AnUHbIN KoY 418 onpeaeeHHoro nosib3osartens.

Bua 3anpoca KOMBHAHOVI CTPOKU B pexmme co3gaHnAa nHOnBunayasbHOIro I'IY6I'IM‘-IHOI'O K/1to4a:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #
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Tabnunua 211 — KomaHabl pexkrma co3faHua MHAMBUAYaAbHOrO Ny6/IMYHOrO KAko4a

3HayeHue/3HayeHue .
KomaHda Aeilicmeue
o ymoa4aHuro
key-string - Co3pgaeT Ny6AnYHbIN KNty AN18 ONpeeNeHHOro No/ib30BaTeNs.
key-string row key_string Co3paeT Ny6nYHbIN KAty ANA onpeeneHHOro Noib3oBaTens.

BBof, K/1lOYa OCyLLeCcTBAAETCA MOCTPOYHO.

- key_string —4JacTb Kntova.
[na Toro uTobbl CUCTEMA NOHANA, YTO KAKOY BBeAEH
No/IHOCTbIO, Heo6xoauMO BBeCTM KoMaHAy key-string
row 6e3 cumBonoB.

KomaHObl pexcuma EXEC

KomaHabl gaHHOTro pa3aena AOCTynHbl TONIbKO ANA NpUuBUNErMpoBaHHbIX nonb3oBaTesiei.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnuya 212 — KomaHzabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show ip ssh Moka3sbiBaeT KoHdUrypauuio SSH-cepBepa, a TakKe aKTUBHbIe
) BxoasLme SSH-ceccum.
show crypto key pubkey-chain username: (1..48) MokasbiBaeT nybanyHble SSH-KN0UN, coXxpaHeHHble Ha KOMMYTa-
ssh [username username] cumsonos.Mo Tope.
[fingerprint {bubble-babble | YMOJIYaHUIO OTMEYATOK | - username — UMA YAANEHHOTO KMEHTa;
hex}] K/loYa B WecTHagua- - bubble-babble — oTneuaTtok kntoua B Koge Bubble Babble;
TepuyHom popmare. - hex — oTneyaToK KAtoya B WeCTHaALATEPUUYHOM KOAe.
show crypto key mypubkey MokasbiBaeT Nyb6anyHbIe KAtoun SSH-KommyTaTopa.
[rsa | dsa] )
show crypto certificate [1 | 2] - OTo6parkaeT SSL-cepTudmKatol ana HTTPS-cesepa.

[pumepbl 8b1M0AHEHUS KOMAHO

BkntounTb cepsep SSH Ha KommyTaTope. PaspelwnTb MCNonb30BaHWe Nyb6anYHbIX Katodel. Co3paTtb
RSA-Kkno4 ana nonb3osartens eltex:

console# configure

console (config)# ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIwI9GBRoNZQZx JHKCcKL6rM1Q+ZNX £
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREIpSwoQUvV35LgJJk67I0U/zfwOl1gkTwml75Q
RI9gHUJS6KWGN2QWXgh3ub8gDjTSamuSn/WAd05iDX2IExQWu081licglk02LYciz+Z24TrEU/9FJIx
wPiVQOjc+KBXuR0juNg5bnEFYsYOZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaTlwefWwX6f+Rmt5nhhgqdAtN/40Jfcel 66DgVX1gWmNzNRADYDvSzg01lDnwCACS
Qh Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9
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5.20.7.2 KomaHObI KOHGpU2ypayuu mepmuHana

KomaHabl KoHbUrypauumn TepMmMHana cayxat
KOHCOAN.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

ANA HACTPOMKM NapamMeTpOoB SIOKa/IbHOMN U yaaneHHOoM

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaLmm:

console (config) #

Tabnunuya 213 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda

Aelicmeue

line {console | telnet | ssh}

BX0p4, B pexrmM COOTBETCTBYIOLLErO TEPMUHANA (1OKaIbHAA KOH-
CO/Nb, YAANEeHHan KoHconb — Telnet nan ypaneHHasa 3awmiLeH-
HaA KoHconb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

BunAa 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaunm TepMmmnHana

console# configure

console (config) # line {console|telnet|ssh}

console (config-line)#

Tabnnua 214 — KomaHabl pexkMma KoHoUrypaumm TepmuHana

-/BbIKNIOYEHO

3HaveHue/3HavyeHue .
KomaHoa / Aelicmesue
no ymoa4aHuro
speed bps YcTaHaBAMBAET CKOPOCTb AOCTYNa MO /IOKa/IbHOM KOHCONM (KO-
bps: (4800, 9600, MaHZa AOCTYMHA TONbKO B PeXrMme KOHOUTypaLumn NOKanbHOM
19200, 38400, 57600,
KOHCOAN).
115200)/115200 604,
no speed YcTaHaBAMBAET 3HAYEHMWE MO YMONYAHUIO.
autobaud

BK/Ilo4aeT aBTOMaTUYeCKoe onpegeneHme CKopocT1 4OCTyna no
NIOKa/IbHOM KOHCONM (KOMaHAa AOCTYMNHA TOJIbKO B PEXMME KOH-
buUrypaLmm 10KanbHOM KOHCONMM).

no autobaud

BbikntoyaeT aBTomatuyeckoe onpegeneHue CKOpPOCTK goctyna
Mo SIOKa/NIbHOM KOHCON.

exec-timeout minutes

[seconds] minutes: (0..65535)/10

MWH;

3afaeT MHTEPBan, B TEUEHME KOTOPOrO CUCTEMA OXKMAAET BBOAA
nosnb3osatens. ECM B TedeHWe faHHOrO MHTEpBasna Mosib30Ba-
Teslb HUYEro He BBOAMT, TO KOHCO/Ib OTKAtOYaeTCA.

seconds: (0..59)/0 cek

no exec-timeout

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 215 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

Aelicmeue

show line [console | telnet |
ssh]

Moka3sbiBaeT napameTpbl TepMUHaNa.
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5.21 XypHan aBapui, npotokon SYSLOG

CUCTEMHbIE KYPHabl MO3BONAKOT BECTU UCTOPUIO COBbITUI, NPOM3OLLEALNX Ha YCTPOUCTBE, a TaKKe
KOHTPOIMPOBATbL MpouM3oLeawme cobbiTUA B peasbHOM BpeMeHU. B »KypHan 3aHocATca cobbitus cemm
TUMOB: Ype3BblYalHbIE, CUFHA/bl TPEBOTU, KPUTUUYECKME U HE KPUTMYECKME OLIUBKM, npeaynpexkaeHus,
yBeaoMNeHNUs, MHPOPMALMOHHbIE U OTNaZ04HbIE.

KomaHObI pexcuma 2a06an6Hol KoOHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasbHon KoHbuUrypaumm:

console (config) #

Tabnunua 216 — KomaHab! perkuma rnobanbHo KoOHPUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

logging on

no logging on

BK/touaeT perncrpaumio oTNafouHbIX COOBWEHNN U coobweHN
06 ownbKax.

BbIkNtOYaEeT perncrpalmio oTAaf0uHbIX COOBLWEHNN U coobweHU

[ vrf vrf_name]

Tabnunua 217);
facility: (local0..7)/lo-
cal7;
msg-format: (default,
cef)/default;
text: (1..64) cumBonos
vrf_name:(1..32)

-/peructpaums
06 owmbKax.
BK/lOYEHa .

Mpu BbIKNIOYEHHOM pernucTpaumum oTnagouHble coob-

weHna u coobweHuna o6 owunbkax 6yayt nepepa-

BaTbCA HAa KOHCONb.
logging host {ip_address | BKaloyaeT nepegayy aBapuiHbIX U OTNAA0YHbIX COOBLLEHMI Ha
host} [port port] [severity host: (1..158) yaoaneHHbii SYSLOG-cepeep.
level] [facility facility] [ msg- CVIN;BO};OB' - ip_address — IPv4 nnu IPv6-appec SYSLOG-cepBepa;
format msg-format ] ort: (1 65535),/514- - host — ceTeBoe nms SYSLOG-cepsepa;
[description text] port: Ie\./'el' (cm ! - port — HOMep nopTa A/A nepefayr CoOobLEHUI MO NPOTOKOAY

SYSLOG;

-level — ypoBeHb BaXHOCTU cOObOLIEHMI, NepenaBaemblx Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegaBaemas B cOOOLEHUAX;

- msg-format — ¢dopmat coobleHnid, nepenaBaemblx Ha
SYSLOG-cepsep;

- text — onucaHne SYSLOG-cepBepa;

- vrf_name — vma BUPTYanbHOM 061acTu mapLupyTU3aumm.

no logging console

217)/informational

no logging host {ip_address | CUMBONIOB Ypansaer BblbpaHHbIA cepBep M3 CNMCKa Mcnonb3yemblx SYSLOG-
host} [ vrf vrf_name] cepBepos.
logging console [level] BkAtoyaeT nepesayy aBapuiiHbIX UM OTNAA0UHbIX COODOLLEHWI Bbl-
level: {cm. 6paHHOr0 YPOBHA BaXKHOCTU Ha KOHCO/b.
Tabanua

BbIKNtouaeT nepepady aBapunHbIX UAM OTAAL0UYHbIX COOBLLEHNI
Ha KOHCO/b.

logging buffered
[severity_level]

no logging buffered

severity_level: (cm.
Tabnuua
217)/informational

BKntouaeT nepegayy aBapuUinHbIX UM OTaZ04HbIX COOOLLEHWNI Bbl-
6paHHOro ypoBHA Ba*KHOCTU BO BHYTPEHHUI bydep.

BbIKkNtouaeT nepesayy aBapuiHbIX UAKW OTNAA04HbIX COOBLLEHWIA BO
BHYTpeHHUI bydep.

logging cli-commands

no logging cli-commands

-/OTKNIO4EHO

BkntouaeT nornposaHue BBegeHHbIX B CLI KomaHa.

OTKAlOYaeT normposaHue BBegeHHbIX B CLI KomaHa,

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3meHAeT KoNM4ecTBo COOBLLEHNI, 3aNOMUHAEMbIX BO BHYTPEH-
Hem bydepe. HoBoe 3HaueHue pasmepa bydepa npumeHUTCA no-
C/e nepesarpysKku yCTpolicTeaa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

logging file [level]

no logging file

level: (
Tabnuua 217) /errors

BkAtouaeT nepeAayy aBapuinHbIX UK OTNAL04HbIX COOBLLEHNI Bbl-
6paHHOro ypoBHA BaXXHOCTU B haitn XKypHana.

BbIK/NOYaeT nepeaayvy aBapuUnHbIX UAN OTNAL0UHbIX COOBLLEHUN B
dain KypHana.

aaa logging login

no aaa logging login

-/BKNOYEHO

3aHOCUTb B XYpHabl COBLITUA ayTeHTUOUKALMKM, aBTOPMU3aLMM 1
yyeta (AAA).

He 3aHOCKTb B »KypHanbl cobbITUA ayTeHTUdUKALMM, aBTOPM3aLLMM
nyyeta (AAA).
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file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymonyaHuio
pervcTpauma BKAYeHa

BKAtoyaeT pernctpaumio cobbitnin GanaoBoi cuctemsl.

- COpY — perucTpaumsa coobLeHnn, CBA3AHHbIX C onepaumamMmn Ko-
nuposaHus ¢aiinos;

- delete-rename — pernctpauma coobLeHnit, CBA3aHHbIX C yaane-
Huem $alioB U NeperMmeHoBaHMEM Onepauuii.

BbIKNtoYaeT perncrpaumio cobbiTuii GpainnoBol cucTembl.

logging aggregation on

no logging aggregation on

-/oTKAOYEHO

BK/toYaeT KOHTPO/Ib arperaumm syslog-coobuieHui.

OTKAoYaeT arperaumio syslog-coobuieHuii.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300
CeKyHA,

YcTaHaBAMBaET BPEMA XPaHEHUA CrpynnuMpoBaHHbIX syslog-coob-
LLEHWIA.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

logging service cpu-rate-limits

traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpvé-
snooping, igmp-
snooping, mld-snooping,
sflow, log-deny-aces,
vrrp)/-

BK/IlO4aeT KOHTPO/Ib OrPaHMYEHUA CKOPOCTM BXOAALUMX Kagpos
ANA onpeaeneHHOro Tuna Tpaduka.

OTKANlOYaEeT NOrMpoBaHme.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

-/Het

3afjaeT napameTp, KOTOpblii 6ydeT MCNo/b30BaTbCA B KayecTse
naeHtTndurKaTopa xocta B syslog-coobuieHumsax.

Mcnonb3oBaTb 3Ha4YeHME NO YMOYAHWUIO.

logging source-interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | vlan
vlan_id | oob} [ vrf vrf_name]

no logging source-interface
[ vrf vrf_name]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)
vrf_name:(1..32)
CUMBOJI0B

Ucnonb3osatb IP-agpec ykasaHHOro uHTepdelica B KayecTse uc-
TOYHMKa B IP-nakeTax npoTtokona SYSLOG.
- vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3aLUM.

Ucnonb3osath IP-agpec ucxogauwero nHtepdelica.

logging source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /oopback_id | vlan

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)
vrf_name:(1..32)

Mcnonb3osatb IPv6-aapec yKkasaHHOro nHTepdeiica B KayecTse UC-
TOYHMKa B IP-nakeTax npoTtokonaa SYSLOG.
- vrf_name — vma BUPTYanbHOM 061acTu mapLupyTUsaumm.

vlan_id} CMMBO/IOB
no logging source-interface- Mcnonb3osatsb IPv6-agpec ucxoasuero nHtepdeiica.
ipvé
logging events reload BKAtOUMTL pernucrpaumio BBoga KomaHabl reload.
no logging events reload /Brniokero BbIKNtOUNTb perncTpaLmio BBoga KomaHabl reload.
logging events spanning-tree BK/IIOUMTb perncTpaLmio M3meHeHns crtatyca MHTepdeiicos B STP.
port-state-change
-/BKAKOYEHO

no logging events spanning-
tree port-state-change

BbIKNOUUTL perncTpaLmio usmeHeHus crtatyca uHtepoericos B STP.

logging events spanning-tree
topology-change

no logging events spanning-
tree topology-change

BK/IIOUUTL perucTpaumnto usmeHeHuii Tononorum B STP.

BbIKNHOUYMTL perncTpaumio usmeHeHuii Tononorum 8 STP.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

285

MES5700-32



HELTEX

logging events spanning-tree BKAounTb permctpaumio cmensl root bridge.
root-bridge-change

" - -/BKAOYEHO .
no logging events spanning- BbIK/HOUMTb perucTpaLmio cmeHbl root bridge.

tree root-bridge-change

logging events spanning-tree BKAtOUUTL perncrTpaumio cobbiTuii pyHKUMOHANa tc-protection.
tc-protection

no logging events spanning- BbIKNHOUMTL pernctpaumto cobbitnin dyHKUMOHana tc-protection.
tree tc-protection

Kaxaoe cooblieHmne MMeeT CBOM YPOBEHb Ba*KHOCTU — B Tabsimue 217 npmBeaeHbl TUMbl COOOLWEHWI
B nopAaake y6bIBaHVIFI NX BaXXHOCTWU.

Tabnmua 217 — Tunbl BaXKHOCTU COOOLLEHWUI

Tun eaxxHocmu coobweHuli OnucaHue
. . B cucTeme npousowia KpUTUYeckan owmnbKa, cuctema MoXKeT paboTtatb
YpesBbluanHble (emergencies)
HenpaBW/IbHO.
CurHanbl Tpesorwm (alerts) Heobxo4MMO HemeaNEHHOE BMELATEIbCTBO B CUCTEMY.
Kputnueckue (critical) B cucTeme npowusoluna KputTmyeckas owmnbka.
OwwnbouHble (errors) B cucteme npousolna owmnbKa.
MpeaynpexaeHus (warnings) MpeaynpexaeHune, HeaBapuitHoe cooblueHue.
Yeegomnerus (notifications) YBegomaeHUe cucTeMbl, HeaBapuiiHoe coobLieHue.
NHpopmaymoHHble (informational) MHbOpMaLMOHHbIE COOBLLEHNA CUCTEMDI.
. OTnafouHble COOBLLEHMS, NPEAOCTABAAIOT NO/b30BaTE/NO MHPOPMALMIO
OTthagouHble (debugging) A . W L PEA bopmay,
A9 KOPPEKTHOM HACTPOIKM CUCTEMBI.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume Privileged EXEC:
console#

Tabnnuya 218 — KomaHgaa pexkmuma Privileged EXEC gns npocmoTpa daina KypHana

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoaYaHuro

clear logging - Ypansaer Bce coobLeHUs U3 BHyTpeHHero bydepa.

clear logging file - Ypansaet Bce coobuieHns us daina xypHana.

show logging file OTobparkaeT coCToAHME KypHana, aBapuiMHble U OTNAL04HbIE COo-
i obLweHua, 3anncaHHble B daline KypHana.

show logging OTobparkaeT coCToAHUE KypHana, aBapuinHble U OTNAL04HbIE COo-
i obLeHuA, 3anncaHHble BO BHYTpeHHeM bydepe.

show syslog-servers - OTobparkaeT HAaCTPOMNKKM ANA yaanéHHbIX syslog-cepsepos.

show syslog-servers vrf_name:(1..32) OTobparkaeT HaCTPOMKM ANA yaanéHHblIx syslog-cepsepos.

[ vrf {vrf_name | all}] CMMBO/I0B - vrf_name — ums BnpTyanbHol 061acT mapLpyTUsaumnm

[pumepbl UC016308AHUS KOMAHO

BKkntounTb perncrpaumio OLINBOYHBIX COO6LLI,€HM171 Ha KOHCOU:

console# configure
console (config)# logging on
console (config)# logging console errors

OumncTnTb dain KypHana:

console# clear logging file
Clear Logging File [y/nly

286 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

5.22 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

OYHKUMA 3epKaNMpoBaHMA MOPTOB MpeAHasHayeHa ANA KOHTPOAs ceTeBoro TpaduKka nytem
NepecbINKK KOMUIN BXOAAWMX M/UAN UCXOAALMX MAKETOB C OAHOMO WM HECKO/bKUX KOHTPOJIMPYEMbIX
MOPTOB Ha OAMH KOHTPO/IMPYIOLWMI NOPT.

K KOHTpoAnpyoLemy NopTy NPUMEHSAIOTCA CAeyIoLIMe OrpaHMYeHNA:

— TNopT He MoxKeT BbITb KOHTPOIMPYOLLUM U KOHTPOIMPYEMbBIM MOPTOM OAHOBPEMEHHO;
— TNopT He MmoKeT BbITb YIEHOM rpynnbl NOPTOB;

— IP-uHTepdenc fonxkeH oTCyTCTBOBATL 415 3TOMO NOPTa;

— NpoTtokon GVRP gonkeH 6bITb BbIKAOYEH Ha 3TOM MOPTY.

K KOHTpOAMpyemMbIM NOPTaMm NPUMEHAIOTCA Cheaytowme orpaHuyeHuns:

MOpT HE MOXKET HbITb KOHTPOIMPYIOWMM WU KOHTPOIMPYEMbIM NOPTOM OAHOBPEMEHHO;

—  CywecTByeT orpaHuuYeHue Ha 7 ceccuii 3epKaanpoBaHna: Nno 8 3epKanmpyemblx MHTepdeiicos (nop-
ToB Mam VLAN) B KaxKaou.

v

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

3epKanupoBaHue VLAN BO3MOXKHO TONIbKO B NepBOM ceccumn

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabnunua 219 — KomaHabl perknma rnobanbHoM KoOHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

monitor session session_id
destination interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port [network] |
port-channel group [network]

no monitor session session_id
destination

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YKasbIBaeT 3epKaanpyowmin nopT AnsA BbI6paHHOM CeccMn MOHUTO-
pUWHra.
- network — no3BosiAeT BeCcTM 06MeH JaHHbIMU.

BblkntouaeT QYHKLMIO MOHWUTOPMHIa Ha HACTpPaMBaeMOM WHTep-
deiice.

monitor session session_id
destination remote vlan
vlan_id reflector-port
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port |

port-channel group [network]

vlan_id: (1..4094);
session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YKasblBaeTca CAy*KebHbIl vlan ana 3epkanmMpoBaHus Tpaduka c 3a-
AaHHOro pednekTop-noprta Ans BbI6paHHOM ceccum.

- remote vlan — cnyebHbli vlan ana 3epkannpoBaHuna TpaduKa;

- reflector-port — dp13myeckunii NopT 4Na nepesaym sepKkaanpyemoro
TpadurKa, Ha 3TOM UHTepdelice He JoMKeH bbli NponucaH remote
vlan.
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no monitor session session_id
destination

Bblk/lOYaeT QGYHKLUMIO MOHWTOPUHIA Ha HacTPaMBaemMoOM MUHTep-
delice.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port [rx | tx | both]

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

[ob6aBnseT yKasaHHbIN 3epKanupyemblit NopT Ans BbibpaHHON cec-
CUN MOHWUTOPMHTA.

- X — KOMMPOBaTb NaKeTbl, NPUHATbIE KOHTPOANPYEMbIM NOPTOM;

- tX — KONMpOBaTb NaKeTbl, NepesaHHble KOHTPOANPYEMbBIM NOPTOM;
- both — KonnpoBaTb Bce NakeTbl ¢ KOHTPO/IMPYEMOTO NOpPTA.

BbikNtovaeT QYHKLMIO MOHWTOPWHFA Ha HacTpaMBaemoMm UHTep-
delice.

monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

JobaBnaeT yKasaHHbIM 3epKanupyemblii vlan gns BblbpaHHOM cec-
CUN MOHWUTOPUHrA.

BblK/MOYaeT GYHKLMIO MOHWMTOPMHFA Ha HacTPaMBaemMOM MHTep-
delice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[obasnsaeT B KayecTBe UCTOYHMKA Vlan c yxKe paHee 3epKanupyembim
Tpadukom ana BbIBpaHHOMN Ceccum MOHUTOPUHTa.

BbikntoyaeT GyHKLMIO MOHWUTOPWMHIA Ha HacTpamBaemMoOM WHTep-
delice.

5.23 ®yHKuma sFlow

SF|OW—TEXHOI’IOI'VIFI, NO3B0O/IAOWAA OCYLWECTBNIATb MOHMTOpVIHI'Tpa(I)MKa B MaKeTHbIX CeTAX nepeaayu
AdHHbIX NyTEM YaCTUYHOM Bbl60pKVI Tpad)MKa Aana I'IOCJ'IEAVPOLLI,EVI MHKancynauunm B cneuynanbHble COO6LLI,E-
HUA, NnepeaaBaeMble Ha CepBeEP c6opa CTaTUCTUKWN.

KomaHObI pexcuma 2a06anb6Hol KoOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasbHon KoHbUrypaumm:
console (config) #

Tabnunua 220 — KomaHabl pexkuma rnobanbHOM KoHGUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aeilicmeue
o ymon4aHuro
sflow receiver id {ipv4_ad- id: (1..8); 3apaeT agpec cepsepa cbopa ctatucTmkm sflow.

dress | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte] [vrf
vrf_name]

port: (1.. 65535)/6343;
byte: nonoxutensHoe
uenoe uncno/1400;
¢dopmar ipv4_address:
A.B.C.D;
¢dopmar ipv6_address:
XX Xi XX

- id — Homep sflow-cepsepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pomeHHOE UMSA XOCTa;

- port — HOmMep nopTa;

- byte — maKcMManbHoe KonmM4yecTBo 6aiT, KOTopoe MOXKeT BbITb OT-
MPaBAEHO B OAMH NaKeT AaHHbIX;

- vrf_name — vma BUPTYanbHOM 061acTU MapLIpyTU3aLUM.
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no sflow receiver id

dopmar ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumBonioB;
vrf_name: (1..32) cum-
B0OJIOB

Ypanset agpec cepepa cbopa ctatuctukm sflow.

sflow receiver {sourceinterface
| sourceinterface-ipv6} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel | group
| loopback loopback _id | vlan
vlan_id | oob} [vrf vrf_name]

no sflow receiver {source-in-
terface | sourceinterface-ipv6}
[vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vrf_name: (1..32) cum-
BOJIOB

3agaeT nHtepdelic ycTpoiicTea, IP-agpec KoToporo 6yaeTt MCnosib3o-
BaTbCA MO YMONYAHUIO B KayecTse agpeca MCToYHMKa cbopa craTu-
CTUKMN.

Yaansaer sBHoe 3aAaHune uHTepdelica, c agpeca KOToporo byaeT oT-
npaBAATbCA cTaTUCTUKA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHPuUrypaumnm nHtepdelica Ethernet:

console# configure
console(config)# interface { tengigabitethernet te port | }
console (config-if) #

Tabnunua 221 — KomaHabl perknuma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6ant

3afaeT cpefHIo CKOPOCTb BbIBOPKKM NakeToB. MTorosas ckopocTb
BbIGOPKM cumTaeTca Kak 1/rate*current_speed (current_speed —
TEKyLLasn CpeaHAs CKOPOCTb).

- rate — cpefiHAA CKOPOCTb BbIGOPKM NaKeToB.;

- id — Homep sflow-cepBepa;

- bytes — MaKCMManbHOE KONIMYECTBO BalT, KOTopoe byaeT cKonu-
poBaHo 13 06pasua nakeTa.

OTKNIOYaET CYETYMKM BbIOOPKM Ha NopTy.

sflow counters-sampling sec id

no sflow counters-sampling

sec: (15..86400)
CeRyHA;
id: (0..8)

OnpegensieT MakCUManbHbI UHTEPBAN MEXAY YCMEelWHbIMU Bbl-
60pKamu nakeTos.

- Sec — MaKCUMabHbI UHTEPBAN MeXay BbIBOPKaMU B CEKYHAAX;
- id — Homep sflow-cepBepa (3asaetca komaHzoi sflow receiver B
rnobanbHom pexkmme KoHdUrypaumm).

OTKNIOYaET CYETYMKM BbIOOPKM Ha NopTy.

KomaHOowb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexknme EXEC numeet cneayowmin Bua;

console>
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Tabnuua 222 — KomaHapbl, A0CTYMNHble B pexknume EXEC

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmoA4YaHuio

show sflow configuration BbiBOAUT HacTpoiku sflow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port]

clear sflow statistics Oumwaet ctatuctuky sFlow. Ecam mHTepdeic He ykasaH, Ko-
[gigabitethernet gi_port | MaHZa O4YMLLAET BCE CYETUMKM CTAaTUCTUKM sFlow.
tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

twe_port |
=PEe (1..8/0/1..120);
Zgnsgfflg'gab'tethemet hu_port: (1..8/0/1..32);
foJrhundredgigabitethernet fo_port: (1..8/0/1..32)
fo_port]
show sflow statistics OTobparkaeT cTaTUCTUKY sFlow.

[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port]

[pumepbl 8b1M0MHEHUS KOMAHO

YctaHoBuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa cratuctukm sflow. Ana ethernet-uHtepdelicos
te1/0/1-te1/0/24 ycTtaHOBUTL CPeAHIO CKOPOCTb BbIBOPKK NakeTos — 10240 K6UT/C M MaKCMManbHbIN UH-
TepBaa MeXay ycrnelwHbiMu BbibopKamu nakeTos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flow-sampling 10240 1
console (config-if-range) # sflow counters-sampling 240 1

5.24 ®yHKUUM ANArHOCTUKU PU3NYECKOro YPOBHA

CeTeBble KOMMYTaTOpbl COAEep»KaT annapaTHble M NporpammHble CPeacTBa ANA AMArHOCTMKM
dU3nYeCcKMX MHTepdencoB U MHUIM CBA3KU. B NnepeyeHb TeCTUPyeMbIX NapameTpoB BXOAAT CAeaytowme:

[ns aneKkTpuyecknx nHTepdencos:

—  ANVHa Kabens;
—  paccTosiHMe A0 MecTa HeMCnpaBHOCTU — 06pbIBa NN 3aMblKaHUA.

[ns onTnyecknx nHtepoeicos 1G n 10G:
—  napameTpbl NUTAHWUA — HANPAXKEHNE U TOK;

— BbIXOA4HaA onNTU4eCKaa MOLWHOCTb,
— ONTUn4eCKaAa MOLWHOCTb Ha npuneme.
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5.24.1 flJuazHocmuKka medHo20 Kabens

KomaHObl pexcuma EXEC

3anpoc KomaHAHoOM CTPoKM B pexkxnume EXEC nmeet cneaytowmin Bua;
console>

Tabnuua 223 — KomaHAapbl AMArHOCTUKM MeZiHOTo Kabens

3HavyeHue/3HavyeHue .
KomaHoa / ﬂeucmeue
no ymon4aHuro
test cable-diagnostics tdr BbINOAHWUTL BUPTYyanbHOE TECTUPOBaHWE Kabens /1A yKasaHHOro
[all | interface gigabitethernet gi_port: (1..8/0/1..48) uHTepgenca.
gi_port ] - all — ana Bcex MHTepdelicos.
show cable-diagnostics tdr OT06pasutb pesynbraTbl NOCAELHErNO BUPTYaNbHOrO TECTUPOBAHMA Kabens
[interface gigabitethernet gi_port: (1..8/0/1..48) ANA YKasaHHOro nHTepdeica.

gi_port ]

OT06pa3unTb NPeAnoNoXKUTENbHYIO O/IMHY Kabens, NOAKIOUYEHHOTO
K yKasaHHOMYy MHTepdeiicy (ecnm HOMep MopTa He 3a4aH, TO Ko-
MaHZa BbINOAHAETCA A4/1A BCEX NOPTOB).
WHTepdeiic aonKeH 6biTb aKTUBHbIM U paboTaTb B pe-
ume 1000 M6ut/c mam 100 M6ut/c. narHoctuka noa-
AepXK1BaeTca TONbKO Ha uHTepdeicax GigabitEthernet.

show cable-diagnostics cable-
length [interface gi_port: (1..8/0/1..48)
gigabitethernet gi_port]

[pumep 8b1M10HEHUS KOMAHObI

MpoTtectnposaTb nopt gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gi0/1

Cable on port gil/0/1 is good

5.24.2 luaeHocmuka onmu4yecko2o0 mpaHcueepa

OYHKUMA AMArHOCTUMKM MNO3BOASAET OLEHWUTb TEKylllee COCTOAHWE OMTMYECKOro TpaHcuBepa U
OMNTUYECKOMN NMHUN CBA3MN.

BO3MOKEH aBTOMATUUYECKMI KOHTPO/Ab COCTOAHWUA JAMHWIA CBA3W. [Aa 3TOro  KommyTaTop
nepuoamMyeckn onpawmusaeT MnapameTpbl ONTUYECKUX MHTepdeincoB M CpaBHMBAET MX C NOPOroBbIMU
3HaYeHUAMM, 3a4aHHbIMW NPOU3BOAUTENAMU TPaHCMBEPOB. MpKu BbiXoge NapamMeTpoB 3a AONYCTUMble
npegenbl KOMMyTaTop GOpMUpPYET NpeaynpexaaloLlme U aBapuiiHble COobLLEHMS.

KomaHObl pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexxknme EXEC nmeet cneayowmin Bua;

console>
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Tabnnua 224 — KomaHaa AMarHOCTUKM ONTUYECKOro TpaHcuBepa

KomaHoa

3HayeHue/3HayeHue

Aeilicmeue
o ymon4aHuio

show fiber-ports
optical-transceiver [interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |

OTOb6parkaeT pesynbTaTbl ANArHOCTUKM OMTUYECKOTO TPaHCUBEpa.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | fo_port: (1..8/0/1..32)
fourhundredgigabitethernet

fo_port | t]

[pumep 8b1M10AHEHUA KOMAHOWbI:

swl# show fiber-ports optical-transceiver interface
TengigabitEthernetl/0/5

Port Temp Voltage Current Output Input LOS Transceiver
[C] [Volt] [mA] Power Power Type
[mW / dBm] [mW / dBm]
tel/0/5 33 3.28 11.45 0.28 / -5.52 0.24 / -6.11 No Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current

Output Power -
Input Power -
LOS -
N/A - Not Available,

Measured TX output power in milliWatts/dBm

Measured RX received power in milliWatts/dBm

Loss of signal

N/S - Not Supported, W - Warning, E - Error
Transceiver information:

Vendor name: OEM

Serial number: S1C53253701833
Connector type: SC

Type: SFP/SFP+

Compliance code: BaseBX10

1550 nm
20000 m
supported

Laser wavelength:
Transfer distance:
Diagnostic:

Tabnnua 225 — MapameTpbl 4MArHOCTUKN ONTUYECKOrO TPaHCMBeEpPa

Mapamemp 3HaueHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsaxeHue nuTaHMA TpaHCcMBepa.
Current OTKNOHEHWe TOKa Ha nepejaye.
Output Power BbIxoAHaA MOLWHOCTb Ha nepegaye (MBT).
Input Power BxoaHas MOLWHOCTb Ha npueme (MBT).
LOS MoTtepa curHana.

3Ha4YyeHMA pe3ynbTaToB AMArHOCTUKM:
— N/A - HegocTynHoO;
N/S — He noaaepskmBaeTcs.
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5.25 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHun o6 ypoBHe ob6cnyKuBaHus B IP-ceTax) — TEXHONOMMA aKTUBHOTO MOHUTOPWHTA,
NCNOb3YOWAACA ANA M3MEPEHMA MapamMeTpoB ObICTPOAENCTBMA KOMMbIOTEPHbIX CETEM WM KayecTsBa
nepefaynm fAaHHbIX. AKTUBHbIA MOHWUTOPUHI MNPeacTaBAseT coboil MPOAOMKUTENBHYIO LIMKANYECKYIO
reHepaumio TpadpuKka, coop MHPopMaLMM O ero NPOXOXKAEHMM MO CETU N BeAeHNE CTAaTUCTUKN.

Ha [aHHbI MOMEHT M3MeEpEeHMEe MapPaMEeTPOB CEeTU MOXKET OCYLLECTBAATLCA C MCMNO/Ib30BAHUEM
npotokona ICMP.

Mpu Kaxgom BbinosiHeHMM onepaumm ICMP Echo ycTpoiictBo oTnpasnaset ICMP Echo request
coobLieHMe Ha agpec Ha3HauYeHus, OXKMaaeT nonydyeHus coobueHma ICMP Echo reply B Te4eHune 3agaHHOro
WHTepBasa BPEMEHMU.

C ogHoW IP SLA onepaumelt MOXKHO cBA3aTb Heckoibko 06bekToB TRACK. CocTosaHue o6bekTa TRACK
N3MEHAETCH B MOMEHT U3MeHeHUs cocToAHKA IP SLA onepaumn, nMbo ¢ 3a4aHHON 3a4epKKON.

Mpn U3MEHEHMWN COCTOAHUA TPEKa BO3MOMKHO BbINOJAHEHME MaKPOKOMaHA. MaKpOKOMaHAbI
BbINONHAOTCS B peXXMMe rnobasbHoOro KoHGUrypmposaHus. [na BbINONHEHUA KOMaHA, pexxunuma privileged
EXEC KomaHAapl HeobxoaMmo AononHWUTb npedukcom do. KomaHabl co3gaHuMa Habopa MaKpOKOMaHA,
npuBeaeHbl B Tabaunye

Tabnvua 43.

[ns ncnonbsosaHua GyHKLMM IP SLA He0H6X0AMMO BbINOAHUTL CieAytoLme AeNCTBUA:

— CospgaTb onepaumio icmp-echo 1 ckoHpUrypupoBsatb eé.

— 3anyctutb BbINOJIHEHME OMNepaLuymu.

— CospaaTtb TRACK-06beKT, CBA3aHHbIN C KOHKpeTHOM IP SLA onepauneit U CKoOHGUrypmMpoBaTb
ero.

—  [Mpn HeoBX04MMOCTH, CO34aTb MAaKPOChI, BbINOAHAEMbIE NPU U3MEHEHUWN COCTOAHNA 06BbEKTA
TRACK.

— TpocmoTpeTb CTAaTUCTUKY, MPU HEODXOAMMOCTH, OYUCTUTD ee.

—  [pn Heobxo0ANMMOCTU, MPEKPATUTb BbINONHEHWE OMNEPALLUMN.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasbHon KoHdUrypaumm:
console (config) #

Tabnnua 226 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

Komarda 3HayeHue/3HayeHue Leiicmeue
1o ymMoM4YaHuo
ip sla operation MepexoaunT B pexmum KoHourypmposaHus IP SLA onepauuu.
operation: (1..64) - operation — HoMmep onepauuu.
no ip sla operation Ypansaert IP SLA onepauuio.
ip sla schedule operation life 3anycKkaet Ha BbinonHeHue IP SLA onepauuto.
life start-time start-time - operation — HoOMep onepauun.
operation: (1..64); - life — Bpems, B TeyeHne KoToporo onepaumsa byaeT Bbinos-
life: (forever); HATbCA.
start-time: (now) - start-time — Bpemsa 3anycka.
no ip sla schedule operation MpekpalaeT BbinosHeHue |P SLA onepaunu.
- operation — HOMep onepauuu.
track object-id ip sla opera- Co3paeTt TRACK-06beKT, KOTOPbIM ByAeT oTCaexnBaTb COCTOS-
tion state Hue IP SLA onepauuu.
object-id: (1..64); - object-id — Homep TRACK-o6bekTa.
operation: (1..64) - operation — Homep IP SLA onepauuu.
no track object-id ip sla Ypansetr TRACK o6bekT.
- object-id — Homep TRACK-o6bekKTa.
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track object-id list boolean { object-id: (1..64) Co3spaet TRACK, norMyeckum ob6beauHSAOWMI COCTOSIHUA He-
or|and} cKonbKknx TRACK-06bEKTOB.

- object-id — Homep TRACK-o6bekTa.

- or — Jlornuyeckas onepauusa WU.

- and — Jlornyeckas onepauma NN,

no track object-id list bool- Ypansetr TRACK-cnuncok.
ean - object-id — Homep TRACK-o6beKTa.

Tabnunua 227 — KomaHgbl pexxuma cosgaHus onepaumit IP SLA

3HayeHue/3HayeHue o
KomaHda / Hlelicmesue
no ymon4aHuro
icmp-echo {A.B.C.D | host } [ MepexoauT B penm KoHowurypuposanus ICMP ECHO
source-ip A.B.C.D] onepauuu.

[ next-hop-ip A.B.C.D] [ vrf

host: (1..158) cumBon0B; - A.B.C.D — IPv4-appec y3na cetu;
vrf_name]

vrf_name: (1..32) cumBona | - host — JOMEHHOE UMA y3/1a CeTH;
- vrf_name — nms BUPTya/ibHOW 061acTn MapLipyTusa-
umn.

KomaHObI pexcuma KoHguaypuposaHusa IP SLA ICMP ECHO onepauuu

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypuposanuma IP SLA ICMP ECHO:
console (config-ip-sla-icmp-echo) #

Tabnnuya 228 — KomaHabl pexkuma KoHpurypumposaHua onepauymm ICMP Echo

3HayeHue/3Ha4vyeHue .
KomaHoa / Aelicmeue
no ymon4vaHuio

YcTaHaBauBaeT YactoTy nostopeHua ICMP ECHO onepauuu.

frequency secs
- Secs — 4acToTa, B CeKyHAax.

secs: (10..500)/10 cek »
YCTaHaBAMBAET 3HaYeHMe YacTOTbl MOBTOPEHMIM MO yMoYa-

no frequency o

YcTaHaBAMBaeT AAMHY TalimayTa, MO UCTEYEHUM KOTOPOro,
ecnu He npuwen ICMP-oTBeT, onepauna yaeT cunTaTbCs He-
yAayHoM.

- msecs — TaimayT, B MMIINCEKYHAAX.

timeout msecs
msecs: (50..5000)/2000 mc

no timeout YCTaHaBAMBAET 3HaYEeHWe TalimayTa No YMOIYaHMIO.

YCcTaHOBWTb KOIMYECTBO 6aliT, nepenasaembix B ICMP-nakete
request-data-size bytes B KayecTse AaHHbIx (payload).
bytes: (28..1472)/28 6anT | . bytes — KoAM4ECTBO BaViT.

no request-data-size YCTaHOBWTb 3HaYeHWe Konnyectsa 6anT no YMOAYaHUIO.

DAna HopmanbHoro BbinoaHeHua onepauumn ICMP Echo peKomeHayeTca ycTaHaBAMBATDb 3Ha-
e YeHUue 4acCToTbl BbiNOJIHEHUA onepauunun GOHbLUMM, yem 3HaveHue 'raﬁmay'ra onepauun.

KomaHObI pexcuma KoHguU2ypuposaHUa mpeKa

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoOHGUryprpoBaHua Tpeka:

console (config-track) #
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Tabnuua 229 — KomaHabl pexmma KoHpUrypaumm Tpeka

3HayeHue/3HayeHue

Aelicmeue
10 yMOMYAHUIO

KomaHoa

YcTaHaBAMBaeT 33a4epXKKy ANnAa cmeHbl coctoaHma TRACK-
06beKTa Npu M3meHeHUK coctoaHmA IP SLA onepaumm.

- secs — 3aepyKKa B CEKYHAAX;

- up — 334ep’KKa M3MEHEeHWA COCTOAHWA MPU U3MEHEHUU
secs: (1..180)/0 onepaumm B coctoaHne OK;

- down — 3agepyKKa U3MEHEeHUA COCTOAHUA NPU USMEHEHUU
onepaumu B coctoaHue Error.

delay {up secs down secs | up
secs | down secs}

delay {up secs down secs | up

Ypanaert 3a4eprKKy.
secs | down secs} A ACPMKY

KomaHObI pexcuma KoHgu2ypuposaHusa cnucka TRACK-o6bekmos

BuAa 3anpoca KOMaHAHOM CTPOKU pexnma KoHPUrypnposaHua cnmcka TRACK-06beKTOB:
console (config-track-1list)#

Tabnnuya 230 — KomaHAabl pexxuma KoHpurypmposaHus onepaumnm TRACK LIST

KomaHoa 3HayeHue Aelicmesue
object object-id MpuBA3bIBaeT 06BEKT, COCTOAHUE KOTOpOro TpebyeTca oTcne-
KUBaTb.
object-id: (1..64 S
! ( ) - object-id — Homep TRACK-ob6beKTa.

no object object-id YpanaeT npuBA3aHHbIA 06bEKT.
delay { up secs down YcTaHaBNMBaeT 334€eprKKYy Ana cMmeHbl cocToaHuAa TRACK-
secs | up secs | down obbeKTa Npu n3smeHeHumn coctoaHua IP SLA onepaunu.
secs } - Secs — 3aJleprKKa B CEKyHAaAX;

secs : (1..180)/0 - Up — 334€eprKKa U3MEHEeHUA COCTOAHMA NPU U3MEHEHUM One-

pauun B coctoAaHme OK;
- down — 3ageprKka U3MEHEHUA COCTOAHUA NPU U3MEHEHMUU
onepauuun B coctoAHue Error.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:
console#

Tabnnua 231 — KomaHgbl pexkuma privileged EXEC

KomaHoa 3HaveHue HAelicmeue

show ip sla operation OTobparkaeT HGOPMaLMIO O HacTpoeHHbIx IP SLA onepauusx.

operation: (1..64)

[operation] - operation — HOMep onepavluu.

show track { object-id | Lo OTobparkaeT UHGOPMaLMIO 0 HacTpoeHHbIXx TRACK-o6beKTax.
R o object-id: (1..64) o

list [ object-id 1} - object-id — Homep ob6bekTa.

clear ip.sla counters operation: (1..64) O6Hynﬂ§T cyetumkum IP SLA onepaumm.

[operation] - operation — HOMep onepaLuy.

Mpumep HaCTPOMKM, NpeaHa3HaYeHHOWN AN KOHTPOA y31a ceTu c agpecom 10.9.2.65 c oTnpaBKol
ICMP-3anpoca Kaxkable 20 cekyHa, BpemeHem oTBeTa Ha ICMP-3anpoc He npesbiwarowmm 500 mc m
pasmepomM JaHHbix 92 6aiTa; 3aaeprKKa cMeHbl coctosaHuA TRACK-obbekTa — 3 ceKkyHAbl; npu
n3ameHeHUn coctonaHuA TRACK-o6beKTa BbinonHATCA Mmakpocbl TEST _DOWN u TEST _UP:
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console# configure

console (config) # interface vlan I

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit

console(config)# macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.
int gil/0/11

no shutdown

@

console (config) #

console (config)# macro name TEST UP track 1 state up

Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@

console (confiqg) #

console (config)# ip sla I

console (config-ip-sla)# icmp-echo 10.9.2.65

console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92
console (config-ip-sla-icmp-echo)# exit

console (config-ip-sla)# exit

console (config)# ip sla schedule 1 life forever start-time now
console (config) # track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTUKK ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0

roe

— Operation state — TekyLee COCTOAHME onepaymm:
= scheduled — onepauus BbINOAHAETCS;
= pending — BbINOJIHEHWE ONEPALLUN OCTAHOBNEHO.
— Operation return code — Kop, 3aBeplUeHUs NocneaHel BbINOJHEHHON onepaLmu:
=  OK — ycnelwHoe 3aBeplUeHWe NpeablayLei onepauuuy;
= Error — HeyAayHoe 3aBepLUeHNe nocaeaHel NonbITKN U3MepeHus.
— Operation Success counter — KOAWMYECTBO YCNELHO 3aKOHYEHHbIX Onepauui.
— Operation Failure counter — KONMYeCTBO HEYAAYHO 3aKOHUYEHHbIX ONepPaLLUit.
— ICMP Echo Request counter — KOnn4ecTBO NPOBEAEHHbIX 3aMyCKOB onepauymu.
— ICMP Echo Request counter — Konn4ecTBO NOSy4eHHbIX oTBeToB Ha ICMP-3anpoc.

ICMP Error counter — CY4€TYMK, OTODOpaKatoWMii KONNYECTBO M3MEPUTE/IbHBIX OnepaLyMii, 3aKOHYMBLUNXCA

C COOTBETCTBYHOLWMM KOAOM OLUNBKM.
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5.26 dnekTponutaHue no nuHuam Ethernet (PoE)

Mogenn kommyTaTtopoB c cypdukcom ‘P’ B 0603HaAYEeHMM NOALEPNKMBAIOT 3INEKTpOnUTaHue
yCTpoWcTB Mo iMHMK Ethernet B cooTBeTcTBUM € pekomeHgaumamm IEEE 802.3af (PoE) v IEEE 802.3at (PoE+)

Nno TUNY PAcnMHOBKK A.

Mpun oTKAtOYEHMM 0aHOro 610Ka NUTAHMA BloaKeT mowHOCTM POE pacnpegenseTca cornacHo npwm-

oputeTam. Mo ymonyaHuio Bce MHTepENChbl MeT

npuopwuteT low, NnoaTomy pacnpegeneHue Uaet no no-

PAOKY, HA4YNHaA C NepBOro, U NMTaHMeE NOo4aeTCA Ha CTO/IbKO MHTepd)eﬁCOB, Ha CKOJIbKO XBaTUT 6+o,u,>+<eTa
MOLWHOCTH. anIOpVITETbI MOXHO HaCTpanBaTb — B 3TOM C/ly4ae 6}O,D,)KET 6yAET pacnpenenAaTbCA B N0ONb3y

NHTepdeicoB c 6os1ee BbICOKUM NPUOPUTETOM.

Mpu nepesarpyske ycTpoucTBa Ha MHTepdeiicax ¢ BbiKAlOYeHHbIM POE BO3MOXHa KpaTKo-

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

BpemeHHaA nogavda NUTaHUA, TaK KaK 3anyCcKaeTca npouecc corsnacoBaHuA ero noaayu.

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbuUrypaumm:

console (config) #

Tabnunua 232 — KomaHabl perknma rnobanbHo KoOHGUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

power inline limit-mode {port |
class}

Bbl6paTb perKMM OrpaHUYeHMA MOLLHOCTU 3N1EKTPONUTAHUA:
- port — orpaHuyeHue ycTaHaBAMBAETCA Ha OCHOBAHUMN aAMUHW-
CTPaTMBHbIX NAPaMeTPOoB NopTa;

+/class - class — orpaHuyeHune ycTaHaB/AMBaeTCA Ha OCHOBAHUWM Knacca
NOAK/OYEHHOTO YCTPOMCTBA
no power inline limit-mode YCTaHOBWTb 3Ha4YeHUe No YMONYAHUIO.
power inline restart auto BkAtounTb aBTOMaTUyeckuii pectapt PoE B cnyyae oTknoYeHuA
PoE-KoHTpOonnepa.
-/BKAKOYEHO

no power inline restart auto

YCTaHOBUTbL 3HayeHWe No ymonyaHuto. OTKAIOUMTL aBTOMaTMye-
CKut pectapT POE B cnyyae oTkatodeHus POE-KoHTponnepa.

power inline usage-threshold
percent
percent: (1..99)/95

YCTaHOBWUTL NOpPOT NOTpebaAAeMOolr MOLLHOCTH, Npy KOoTopom ¢op-
MmupyeTtca nHGopmaumoHHoe coobuieHune (snmp trap) o npesbl-
WeHun nopora.

no power inline usage-
threshold

YCTaHOBUTb 3HAYeHMEe NOPOora N0 YMOSYAHUIO.

power inline traps enable
-/BbIKOYEHO

PaspewunTts dopmmuposaHne MHGOPMALMOHHbLIX COOBLLEHUIA oA
noacuctemol PoE.

no power inline traps enable

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

power inline inrush test
disable

BKAOUNTL NpoBepKy inrush-Toka.

—— -/BKAOYEHO
no power inline inrush test

disable

OTK/OYMTb NPOBEPKY inrush-Toka.

power inline disable

-/BbIK/IOYEHO

OTKAOUMTbL Mcnonb3oBaHue PoE.

Y

HacTtpoiika BCTynuUT B CUAIYy TONIbKO NOCNE nepes3arpysku
yCTpOMCTBa.

no power inline disable

BKkntounTb ncnonbsosaHue PoE.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm nHtepodeiica Ethernet:

console (config-if) #

Tabnunua 233 — KomaHAabl perknuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aeiicmeue

power inline {auto | never}
[time-range range_name]

range_name: (1..32)
CUMBON;
-/auto

YnpaenaTte paboToit NpoToKoa 06HapyKeHus PoE-ycTpoiicTB Ha
uHTepdelice.

-auto — paspewaer paboTy npoTokona obHapyxeHus PoE-
YCTPOMCTB Ha MHTepdeiice 1 BKAOYAET Nogayy 3N1EeKTPONUTaHMA
Ha UHTepdelic;

- never — 3anpelaer paboTy npoToKkona obHapyweHusa PoE-
YCTPOMCTB HA UHTepdelice 1 OTKAOYAET NOAaYy 3/1EKTPONUTAHMUSA;
- time-range — BpeMeHHOW MHTepBas, B Te4eHNe KOTOPOro NuTa-
Hue byaeT nogaBaTbca Ha UHTepdelic.

power inline powered-device
pd_type

pd_type:(1..24)

[Job6asuntb NnponsBosibHOe onucaHue PoE-ycTpoiicTea gas nomowm
B aAAMUHUCTPUPOBaHMM 06opya0BaHMUA.

no power inline priority

cumsonos/
no power inline powered-de- He 3aaH0 YaanuTb paHee 3afaHHoe onucaHue PoE-ycTpolicTsa.
vice
power inline priority {critical | 3agaTb NpuopuTeT nHTepdelica PoE Npu ynpaBneHUn 31eKTponu-
high | low} TaHuem.
- critical — ycTaHaBAMBaeT HauBbICLIMI NPUOPUTET 3NEKTpONUTa-
y HUWA. DNEKTPONUTaHMe NOPTOB C TAKMM npuopuTeTom ByaeT npe-
-/low

KpalaTtbcA B NOC/AEAHIO0 oYepeab Npu neperpyske cuctembl PoE;
- high — ycTaHaBAnBaeT BbICOKMIN NPUOPUTET INEKTPONUTAHUS;
- low — ycTaHaB/AMBAET HU3KMI1 NPUOPUTET /IEKTPONUTAHMUA.

YCTaHOBUTbL NPUOPUTET MO YMOJIYAHUIO.

power inline limit power

no power inline limit

power: (0..30000)/
30000 mBT

HasHauuTb Npesen MOLWHOCTU 31EKTPONUTaHNA ANA BbIGPAaHHOrO
nopra.

YcTaHOBUTb npegen MmowHOCTHU NO YMONYaHUIO.

KomaHOwbI pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 234 — KomaHabl perkuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show power inline
[gigabitethernet gi_port | unit
unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OTO6pPa3nTb COCTOSIHWME 3/IEKTPONUTAHUA UHTepdecos, nogaep-
KUBAOLWMX NUTAHME MO IMHUK POE.
- unit_id — Homep toHMTa B CTeKe.

show power inline
consumption [gigabitethernet
gi_port | unit unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OTO6pasnTb XapaKTepUcTUKM noTpebneHma mouwHoctn PoE-
MHTepdencoB yCTPOMCTBA.
- unit_id — Homep toHWTa B CTeKe.

show power inline version

OT06pa3unTb BepcUto NPorpaMmmMHoro obecneyeHns KOHTpoepa
noacucrtembl PoE.

[pumepsbi 8biM0AHEHUS KOMAHO

e [loKa3aTb COCTOSIHME 31EKTPONUTAHUA BCeX MHTepdeincoB ycTpoiicTBa:

consolef#show power inline
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Power-limit mode: Class based
Usage threshold: 95%
Trap: Enable
Legacy Mode: Enable
Inrush Test: Enable
Class Error Detection: Enable
Guard-Band Value: Static (1W)
Unit Module Nominal Consumed Temp SW PSE chipset

Power (W) Power (W) (C) Version HW Revision
1 MES2300-24P AC 380 353 (93%) 39 22.211.20.2
0x0
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Oon 14.400 0 low
gil/o0/2 Auto On 14.600 0 low
gil/0/3 Auto Oon 14.800 0 low
gil/o0/4 Auto On 14.700 0 low
gil/0/5 Auto Oon 14.400 0 low
gil/0/6 Auto On 14.300 0 low
gil/0/7 Auto On 14.900 0 low
gil/0/8 Auto Oon 14.500 0 low
gil/0/9 Auto Oon 14.500 0 low
gil/0/10 Auto On 14.800 0 low
gil/0/11 Auto On 14.900 0 low
gil/0/12 Auto On 14.800 0 low
gil/0/13 Auto On 14.800 0 low
gil/0/14 Auto On 14.700 0 low
gil/0/15 Auto On 14.900 0 low
gil/0/16 Auto On 14.600 0 low
gil/0/17 Auto On 14.700 0 low
gil/0/18 Auto On 14.700 0 low
gil/0/19 Auto On 14.600 0 low
gil/0/20 Auto On 14.700 0 low
gil/o/21 Auto On 14.600 0 low
gil/0/22 Auto On 14.700 0 low
gil/0/23 Auto On 14.700 0 low
gil/0/24 Auto On 14.700 0 low

[Mpumepsl 8bINOAHEHUA KOMAHO
e [loKa3aTb COCTOSIHME 3NIEKTPONUTAHUA BbIOPAHHOIO MHTEepdeica:
consolef#show power inline GigabitEthernetl/0/1
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low
Port Status: Port is off. Detection is in process
Port standard: 802.3AT
Admin power limit (for port power-limit mode): 30.000 watts
Time range:
Max Power Allocation: 30.000 watts
Spare pair: Disabled
Negotiated power: 0.0 watts (None)
Current (mA) : 0
Voltage (V) : 0.000
Overload Counter: 0
Short Counter: 0
Denied Counter: 0
Absent Counter: 0
Invalid Signature Counter: 0O
299

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

Tabnuua 235 — MapameTpbl cTaTyca 3/1eKTPONUTaHUA

Nominal Power

HoOMMHaNbHaA MOLLHOCTb UCTOYHMKA NUTAaHUA nogcuctembl PoE.

Consumed Power

N3mepeHHoe 3Ha4YeHMe NoTpebaaemolt MOLWHOCTY.

Usage Threshold

MoporoBoe 3HayeHue NOTPebAAEMON MOLLHOCTU, NPKU KOTOpom dopmu-
pyetca MHPopMauMOHHOoe cooblieHne (snmp trap) o NpeBbiWeHUM no-
pora.

Traps

OTob6parkaeT paspeleHme popmmposaHme MHPOPMaLMOHHBIX coobLLe-
HUWN.

Port

O603HayeHne nHTepdeica KoMMyTaTopa.

Admin

AZLMUHUCTPATUBHOE COCTOAHWNE 3NEKTPONUTAHMA NOpTa. Bo3moxkHble
3HayeHusa — auto u never.

Priority

MpuopuTeT ynpaBaeHUa 3N1eKTponUTaHMEM NopTa. BoamoxKHble 3Haue-
Hua — critical, high, low.

Oper

OnepaTUBHOE COCTOAAHUE 3/IEKTPONUTAHMA NopTa. Bo3moxHble 3Haue-
HUA:

- Off — nuTaHMe nopTa BbIKAKOYEHO aAMUHUCTPATUBHO;

- Searching — nuTaHWe NopTa BK/OYEHO, OXUAaHMe NoaKAYeHus PoE-
YCTPOWCTBA;

- On — nuTaHMe NopTa BK/ILOYEHO U eCTb NpucoegmHeHHoe PoE-ycTpoi-
CTBO;

- Fault — aBapusa nuTaHMA nopTa. POE-ycTPOMCTBO 3aNpOCKMIO MOLLHOCTb
60nblIyt0, YEM AOCTYNHO MAM noTpebnsemasa PoE-ycTpolcTBOmM moll-
HOCTb NpeBbICKNA 3a4aHHbIN Npeagen.

Port standard

Knaccudukaumsa nogxnoveHHOro yctpoictsa B cootsetctBun c |EEE
802.3af, IEEE 802.3at.

Overload Counter

CyeTumK KoNnYecTBa C/ly4yaeB neperpyskun No 31IeKTPONUTAHMUIO.

Short Counter

CyeTumK cnyyaeB KOPOTKOro 3aMblKaHMA.

Denied Counter

CyeTumk C/ly4aeB OTKa3a B nogaye 3/1IeKTpoOnnTaHuA.

Absent Counter

CyeTumK cayyaes NpeKpaLLeHms 31eKTPOMUTAHMA U3-3a OTKAOUYEHMUA Nn-
Taemoro ycTpoWncTBa.

Invalid Signature Counter

CyeTumK oWMBOK KnaccudpukaLmm noaxkatodeHHbIX POE-ycTpoicTB.

5.27 ®yHKuum obecneueHunsa 6esonacHocTn

5.27.1 ®yHKyuu obecneyeHUa 3aWUMmol NOPMoOs

C uenbto nosbiweHMA 6e30NacHOCTM B KOMMYTATOpe CyLLEeCTBYET BO3MOMHOCTb HacTPOUTb KaKoWn-
nMbo nopT TakK, uyTobbl AOCTYN K KOMMYTATOPy Yepes 3TOT NOPT NPeaocCTaBAsfNCA TONbKO 3aAaHHbIM
ycTpoiicTBam. ®yHKUMA 3aLMTbl NOPTOB OCHOBAHa Ha onpeaeneHnn MAC-aapecos, KOTOPbIM paspeluaeTca
goctyn. MAC-agpeca mMoryT 6biTb HAaCTPOEHbI BPYYHYHO MAW M3y4deHbl KOMMyTaTopoMm. locie nsyyeHus
HeobXxoAMMbIX aapecoB MOPT caedyeT 3ab/0OKMPOBaTb, 3aWIMTUB €ro OT MOCTYMN/JAEHUA MNaKeToB C
HeunsydeHHbIMU MAC-agpecamun. Takum 06pasom, Korga 3ab10KMpPOBaHHbIN MOPT Noay4YaeT naket, u MAC-
aZlpec UCTOYHMKA NaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3MPYETCA MEXAHN3M 3aLLMTbI, B 3aBUCMMOCTM OT
KOTOPOro MOryT 6biTb MPUHATLI Caeaylowme mMepbl: HECAaHKLMOHMPOBAHHbIE MAKeTbl, MOCTynawme Ha
3a6/10KMPOBAHHbIN NOPT, NepecbINaoTCA, 0TOPACLIBAOTCA, MO0 XKe NOPT, NPUHABLUMIA NAKET, OTKAOYAETCA.
®yHKuMA besonacHocTM Locked Port nossonser coxpaHuTb CNMCOK M3y4veHHbix MAC-aapecoB B ¢aline
KOH}UrypaLmm, Takum 06pasom, 3TOT CMIMCOK MOXKHO BOCCTAaHOBUTL NOC/Ie Nepe3arpyskun yCTpomncTea.

/ CyuwiecTtByeT orpaHuMyeHue Ha Konudyectso MAC-agpecoB, KOTOpoe MOXKeT U3y4YnTb NOpPT, UC-
NoNb3YyOLWMA GYHKLMIO 3aLLUTDI.
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KongaHdbl pexcuma KoHguaypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 236 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnoel uHTepdericos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

port security

no port security

-/BbIKNOYEHO

BkntovaeT ¢yHKUMIO 3alnTbl HA UHTepdelice. BaokupyeTt dyHK-
LMI0 U3y4YeHUsa HOBbIX aapecoB ans nHtepdeltica. MakeTbl ¢ HeU3y-
yeHHbIMM MAC-agpecamun UCTOYHMKa oTbpacbiBatoTcs. KomaHaa
aHanorMyHa KomaHge port security discard.

OTKAtoYaeT GYHKUMIO 3aWMTbl Ha MHTepdelice.

port security max num

no port security max

num: (0..32768)/1

3agaeT MaKCcMManbHOe KONMYeCTBO afpecoB, KOTOPOE MOXeT
M3y4nTb NOPT.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

port security routed
secure-address mac_address

no port security routed
secure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAMBaeT 3aWmLLeHHbIi MAC-agpec.

Ypansaet sawmueHHbii MAC-agpec.

port security {forward |
discard | discard-shutdown}

[trap freq]

freq: (1..1000000) cek

BkntoyaeT pyHKUMIO 3aWwmTbl Ha UHTepdelice. Bnokupyet dyHK-
LMIO M3yYEeHMA HOBbIX aApecoB Ana nHTepdeica.

- forward — naketbl ¢ HensyuyeHHbIMM MAC-agpecamm UCTOYHUKA
nepecblnaroTcs;

- discard — nakeTbl ¢ HemM3y4yeHHbIMM MAC-agpecammn UCTOYHMKA
oTbpacbiBatoTCH;

- discard-shutdown — naketbl ¢ HensyyeHHbiMM MAC-agpecamum
MCTOYHWKA OTOPACHIBAOTCA, MOPT OTK/OYAETCH;

- freq — yactoTa reHepupyembix coobuweHunin npotokona SNMP
trap Npv NOCTYyN/IeHUU HECAHKLMOHUPOBAHHBIX NMAKeTOB.

port security trap freq

freq: (1..1000000) cek

3apaeT 4acToTy reHepupyembix cooblueHuii npotokona SNMP
trap npu NOCTyN/IeHNN HECAHKLMOHNPOBAHHbIX NAKEeTOB.

port security mode {secure
{permanent | delete-on-reset}
| max-addresses | lock}

no port security mode

-/lock

3agaeT pexum orpaHudeHua wusyvyeHua MAC-agpecoB Ana
HacTpanBaemoro nHTepdeica.

- secure — HacTpauBaeT CTaTUYECKOe OrpaHW4YeHWe W3y4YeHun
MAC-agpecos Ha nopTy;

- permanent — gaHHbIi MAC-agpec coxpaHuTca B Tabavue gaxe
nocse nepesarpyskun yCTponCTea;

- delete-on-reset — gaHHbIM agpec yaanuTca nocne nepesarpysku
YCTPOMCTBA;

- max-addresses — yganaeT Tekylwme MHAMUYECKU U3YYEHHbIE
agpeca, CBA3aHHble c NHTEpbEricom. PaspeweHo
M3y4yeHMe MaKCMMaNbHOIO KO/JMYecTBa afpecoB Ha MNopTy.
lMoBTOpHOE M3yyeHne 1 CTapeHne paspeLleHbl;

- lock — coxpaHsaeT B KOHOUIYpaumto TeKylLMe AUHAMUYECKN U3Y-
YeHHble aZpeca, CBA3aHHble C MHTepdeicom u 3anpeLaet obyye-
HWE HOBbIM apecam U CTapeHuUe yKe U3YYeHHbIX aAPecoB.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnuua 237 — KomaHap! pexkmuma EXEC

3HaveHue/3HayeHue .
KomaHda / Aeilicmeue
no yMmoA4YaHuio

show ports security MoKa3biBaeT HAaCTPOMKMN OYHKLMKM H6e3onacHOCTU Ha BblbpaH-
{gigabitethernet gi_port | HOM UHTepodeiice.

tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

twe_port |

L (1..8/0/1..120);
hundredgigabitethernet ) )
hu_port | hu_port: (1..8/0/1..32);

fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group |
detailed}

show ports security addresses MOoKa3bIBaEeT TEKYLME AMHAMUYECKUe agpeca Ans 3abaokupo-
{gigabitethernet gi_port | BaHHbIX MOPTOB.

tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

twe_port |

s (1..8/0/1..120);
hundredgigabitethernet ) )
hu_port | hu_port: (1..8/0/1..32);

fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group |

detailed}

set interface active AKTMBM3MpPYET UHTepdenc, OTKAIOYEHHDbIV GYHKUMEN 3aWnTbl
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); noprta (KomaHZa AOCTYMHa TONbKO ANA NPUBUIAETMPOBAHHOIO
tengigabitethernet te_port | te_port: (1..8/0/1..48); | nonb3osatens).

twentyfivegigabitethernet twe_port:

twe_port | (1..8/0/1..120);

hundredgigabitethernet hu_port: (1..8/0/1..32);

hu_port | fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group}

[pumepbl 8b1N0AHEHUS KOMAHO

BKounTb PpyHKLMIO 3aLmTbl Ha 15 nHtepdeiice Ethernet. YctaHoBUTb OorpaHMyeHme Ha U3yYeHWe afpecoB
— 1 agpec. Nocne nsyyeHns MAC-agpeca 3a610KMpoBaTb GYHKLMIO N3yYEHMA HOBbIX afpecoB Ana UHTep-
delica ¢ uenbto oT6POCUTb NakeTbl ¢ HemdydeHHbIMM MAC-agpecammn UCTOYHMKA. CoXpaHUTb B dainn usy-
YeHHbIl agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if)# port security max 1

console (config-if)# port security

MoaKNUMTb KNMEHTa K NOPTY U n3yuntb MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.27.2 lNposepka NnodaUHHOCMU KaAueHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.27.2.1 baszosas nposepka nodauHHocMu

AyTeHTMdMKAUMA Ha ocHoBe cTaHgapta 802.1x obecneyvMBaeT MPOBEPKY NOAMHHOCTU
nosib3oBaTesiell KOMMYTATOPa Yepe3 BHELIHWI cepBep HAa OCHOBE MOPTA, K KOTOPOMY NOAK/OYEH KANEHT.
TonbKo ayTeHTUPUUUPOBAHHbIE M AaBTOPM30BAHHbIE MOAbL30BATE/NM CMOFYT MepefaBaTb M NPUHUMATb
AaHHble. MpoBepKa NOAJMHHOCTM NoJIb30BaTeNeN NOPTOB BbiNosHAeTCA cepBepom RADIUS nocpesncrsom
npoTtokona EAP (Extensible Authentication Protocol).
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoOM KOHGUIypauum:

console (confiqg) #

Tabnunuya 238 — KomaHab! perkuma rinobanbHoM KoHGUrypaumm

Komanoa 3HavyeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
dotlx system-auth-control BKAOUMTL pexknum ayTeHTUdMKaumm 802.1X Ha KommyTaTope.
-/BbIK/IIOYEHO
no dotlx system-auth-control BbIkNtoUNTb perkmum ayteHTUdumKaumm 802.1X Ha KommyTaTope.
aaa authentication dotlx 3a4aTb OAMH WK ABa MEeTOAA NPOBEPKM NOAJMHHOCTU, aBTOpU3a-
default {none | radius} [none | uMm n ydeta (AAA), ana Mcnonb3oBaHWs Ha MHTepdeicax IEEE
radius] 802.1X.
- none — He BbINOJIHATb ayTEHTUDMKALMIO;
- radius — ucnonbsoBatb cnmMcok RADIUS-cepBepoB ansa ayTeHTU-
-/radius duKaumm nonbsosaTens.
BTopoii meToa, ayTeHTUGUKALUMN UCNOJb3YETCA TONIbKO B
V c/lyyae, ecim nNo nepsomy ayTeHTUdUKauuma 6biia He-
yCneLwHoii.
no aaa authentication dotlx YCTaHOBWTb 3HAYEHWE MO YMONYAHUIO.
default
dotlx guest-vlan timeout time . YCTaHOBWUTL 3a4ep»KKy B HasHayeHUW guest-vlan Ha nopTt nocne
time: (30..180) nony4vyeHma access-reject ot cepsepa.
cekyHa/0
no dotlx guest-vlan timeout YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
dotlx mac-auth { radius | eap } BbibpaTb dopmaT coobueHuii, KoTopble oTnpasastoTca RADIUS-
[ username { groupsize KnneHTom Ha RADIUS-cepBep B npouecce ayTeHTUGUKALUM HA OC-
groupsize separator separator Hose MAC-azpeca, U ONUMOHANIbHO HAacTPoUTb popmaT aTpmbyTa
{ lowercase | uppercase }}] -/eap User-Name.
groupsize: 1,2, 4,12/12 - eap — Mcnonb3oBatb aTpMbyT EAP B coobuieHnax RADIUS.
separator: -, :,./none | _ radius — ucnonbsosats RADIUS 6e3 aTpubyTa EAP. B KauecTse
3HavyeHuna aTpubyTa User-Password ncnonbsyetca MAC-agpec cy-
NAMKaHTa.
Ecam username He 6yaeT HacTpoeH, To npumeHuTca ¢pop-
V mar 6e3 pa3genutens ¢ HUXKHUM PerucTpom.
no dotlx mac-auth YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
dotlx mac-auth password Mcnonb3oBaTb 3a4aHHbIN aAMUHUCTPATOPOM NApPO/b B aTpubyTe
password User-Password Bmecto MAC-agpeca cynauKaHTa.
password:
(1..32) cumsonos V KomaHga ucnonb3syetca B nape ¢ dotlx mac-auth radius.
no dotlx mac-auth password OTmeHa Mcnob30BaHMA 3a4aHHOTO aAMUHUCTPATOPOM Mapona B
atpunbyte User-Password: ncnonb3osats MAC-agpec cynavkaHTa
B aTpnbyTe User-Password.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelic

a Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKK B PEXKUME K

console (config-if)#

v/

MpoTtokon EAP (Extensible Authenticat

oHduUrypaummn nutepoeiica Ethernet:

ion Protocol) BbinonHAeT 3agaun ana ayreHTMdUKa-

UMUN yOAa/IeHHOro K/IneHTa, Nnpu 3Tom onpeagenaa mexaHnam BYTEHTMd)MKaU,MM.
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Tabnunua 239 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeilicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

HacTpausaet ayteHTMdMKaymto 802.1X Ha uHTepdeiice. Paspe-
LLIAeT Py4yHOM KOHTPO/Ib 3@ COCTOAHMEM aBTOPM3aLLMK NopTa.

- auto — ucnonb3osatb 802.1X ANA U3MEHEHUA COCTOAHUA KAK-
€eHTa MeKy aBTOPM30BaAHHbIM Y HEABTOPM30BaHHbIM;

- force-authorized — Bbikntouaet ayteHTUOUKaumio 802.1X Ha
uHTepdelice. MNopT NepexoanT B aBTOPU30OBAHHOE COCTOAHUE
6e3 ayTeHTUdUKauuu;

time: (1..32) - force-unauthorized — nepeBoaUT NOPT B HEABTOPM30BaHHOE
cocToAHune. IrHOpMpyoTca BCE MOMbITKM ayTEHTUGUKALUM KAK-
€HTa, KOMMYTATOP He NPeAOCTaBAAET CEPBUC ayTeHTUUKaL MM
[OJ/19 3TOro NopTa;
- time — vHTepBan BpemeHu. EcM AaHHbIV NapamMeTp He onpe-
LeneH, To NOpT He aBTOPU30BaH.
no dotlx port-control YcTaHaBAMBaeT 3HaYeHUE Mo YMOAYAHUIO.
dotlx reauthentication -/nepuogunyeckme BKAtoyaeT nepuogmyeckne noBTOPHbIE MPOBEPKM NOAJMHHO-
NOBTOPHbIE NPOBEPKMU cTn (nepeayteHTUdMKALMIO) KNMEHTA.
no dotlx reauthentication NoA/IMHHOCTKN BbikntoyaeT nepnoanyeckme NOBTOPHbIE MPOBEPKM NOANHHO-
BbIK/IOYEHbI cT1 (nepeayTeHTUdMKALMIO) KNMEHTA.

dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3afaeT MHTepBan BpeMeHU B CEKyHAAX, B TeyeHMe KOToporo
cepsep EAP oxknaaet oTBeTa oT KAneHTa EAP 10 NnoBTOpHOM ne-
pefauu 3anpoca.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3afaeT nepuos BpemMeHu, B TedeHMe KOTOpPOro 3anpalimsato-
WM KOET [0 Nepe3anycka ayTeHTUdMKALMM Nocae NoayyeHus
oteeTa FAIL oT cepBepa Radius.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cekK

YcTaHaBNMBAET Nepuos Mexay NOBTOPHbIMU NpPOBepKamu
NOANMHHOCTU.

YcTaHaBAMBaeT 3HAYeHKWe no YMONYaHULO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcTaHaBAWBaeT Mepuos, B TeYeHWe KOTOPOro KOMMYTaTop
OCTaeTCcs B COCTOAHMM MOJIYAHMA MOC/AEe HeyAauHON NPoBepKM
NoOA/IMHHOCTHU.

B TeyeHue nepuoga MONYAHWUA KOMMYTATOP He MPUHMMAET U
HE MHULMMPYET HUKAKMX ayTEHTUGUKALMOHHBIX COOBLLEHNIA.

YcTaHaBAMBaeT 3HAYeHKWe no YMONYaHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
ceK

YcTaHaBAWBaET Nepuog, B TeYEHME KOTOPOro KOMMYTATOP OXM-
[AeT OTBET Ha 3anpoc Mbo naeHTMdMKaLMIO Mo NPOTOKONY
EAP OT KnneHTa, Nnepes, NOBTOPHOM OTNpPaBKOW 3anpoca.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBNMBaET MaKCMMasbHOE YMCNO MOMBbITOK Nepesayn 3a-
NpocoB NpoToKkona EAP-KAMEeHTY nepej, HOBbIM 3anyCKOM Mpo-
Liecca NpoBepKU NOAJMHHOCTU.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAUBaAeT Nnepuoa Mexay NoBTOPHbIMU Nepefavyamu 3a-
npocos NpoTtokona EAP-knuneHTy.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcraHaBAuBaet nepnoa, B Te4HeHne KOTOPOoro KOMMyYTaTop OXKKU-
AaeT OTBETa OT cepBepa ayTeHTMd)MKa unn.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dotlx timeout silence-period
period

period: (60..65535)
ceKk/He 3aaHo

YcTaHaBAMBaeT Nepuos, BpeMeHU HeaKTUBHOCTU KAUEHTa, No
NncTeyeHne KoToporo KANEeHT CTaHOBUTCA HEABTOPU3OBAHHbIM.
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no dotlx timeout
silence-period

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 240 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| fourhundredgigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Bpy4yHyto OCyLLeCTBAAET MOBTOPHYK MPOBEPKY MNOAJAMHHOCTU
YKa3aHHOro nopTa B KOMaHAe, b0 Bcex NOPTOB, NOAAEPHKMBA-
towmx 802.1X.

dotlx unlock client
gigabitethernet gi_port |
tengigabitethernet te_port
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3abn0KMpoBaTb KAMEHTA C yKa3aHHbIM MAC-agpecom Ha nopTy
npu OOCTUMKEHUW NOPOra MaKCMMasibHO BO3MOMKHbIX MOMbITOK
ayTeHTUdUKaLMN.

show dot1x [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| fourhundredgigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MokasbiBaeT coctosHue 802.1X ana KommyTaTopa AMbo anna yka-
3aHHOro UHTepodelica.

show dotlx users [username
username]

username: (1..160)
CUMBOJI0B

MoKasbiBaeT aKTUBHbIX ayTEHTUOULMPOBAHHBIX NOAb30BaTENEN
802.1X kKommyTaTopa.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| fourhundredgigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MokasbiBaeT cTtaTUcTMKy no 802.1X anA BblbpaHHOro MHTEp-
deiica.

show dotlx advanced
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
hundredgigabitethernet hu_port
| fourhundredgigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MoKa3sblBaeT pexxumbl paboTbl dotix.
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HELTEX
HpumepblsunonHeHUﬂKomaHd

BKAountb pexkum ayteHTMdmKaumm 802.1x Ha kKommyTtaTope. McnonbzoBaTb RADIUS-cepBep aas npoBepKu
NOA/IMHHOCTU KAMEHTOB Ha MHTepdencax IEEE 802.1X. na 8 nHtepdeiica Ethernet ncnonbsosatsb pexmm
ayTeHTUdUKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config) # aaa authentication dotlx default radius

(
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

MokasaTb coctosHMe 802.1x ana KOMMyTaTopa, Ana 8 uHTepderica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8
Host mode: multi-host
Port Administrated Status: auto
Guest VLAN: disabled
Open access: disabled
Server timeout: 30 sec
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
Max req: 2
Authentication success: 0
Authentication fails: 0

Tabnuua 241 — OnvcaHve pe3ynbTaToB BbIMOAHEHUSA KOMAHA

Mapamemp OnucaHue

Port

Homep noprTa.

Admin mode

Pexxum ayteHTudmraumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepauyoHHbIV PeXnm NopTa: aBTOPU30BaHHbIW, HEABTOPMU30BaHHbIN, MO0 BbIK/IOYEH-
HbI (Authorized, Unauthorized, Down).

Reauth Control

KoHTposib NnepeayTeHTUdUKaLUM.

Reauth Period

Mepuoa mexay NOBTOPHbIMU NPOBEPKAMU NOAJAUHHOCTU.

Mmsa nonb3osatens npu ncnonb3osaHum 802.1X. Ecnm nopT aBTOpM30BaH, TO OTOOpaXKa-

Username eTCsA UMA TeKylero nosibsosaTena. ECan nopT He aBTOpM30BaH, TO OTOBParKaeTca MMA No-
cnegHero ycnewHo aBTopM30BaHHOIO No/b30BaTeNsA Ha NOPTY.
Quiet period Mepuog, B TeYeHWe KOTOPOro KOMMYTATOpP OCTAaeTCA B COCTOSHMM MONYAHUA MNoc/ie He-
p yAa4HOM NPOBEPKM NOAJMHHOCTH.
Tx period Mepuoa, B TeueHMe KOTOPOro KOMMYTATOP OXKMAAET OTBET Ha 3anpoc Mbo naeHTudmKa-
p uMto no npotokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKOM 3anpoca.
Max req MaKcumanbHoOe YMCA0 NOMbITOK NepeAayn 3anpocoB NpoTokona EAP KnneHTy nepes Ho-

BbIM 3aMyCKOM NpoLLecca NpoBepKu NogMHHOCTY.

Supplicant timeout

Mepuoa mexay NOBTOPHbIMM Nepegadamu 3anpocos NpoTokona EAP KaneHTy.
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Server timeout

Mepnoga, B Te4eHUe KOTOPOro KOMMYTaTOp OXKMAAeT OTBeTa OT cepBepa ayTeHTMCbVIKaLJ,VIVI.

Session Time

Bpems noAKAoUYeHUs noib3oBaTens K YyCTPOWUCTBY.

Mac address

MAC-agpec nonb3oBarens.

Authentication Method

MeToga ayTeHTUPUKALUKN YCTaHOBAEHHOM CECCUM.

Termination Cause

MpuunHa 3aKkpbITUA ceccuu.

State

TeKyliee 3HaYeHWe aBTOMaTa COCTOAHWUI onpeaennTens NoaAMHHOCTM U BbIXOAHOIO aB-
TOMaTa COCTOAHUM.

Authentication success

Konnyectso nosy4eHHbIX coobLieHunii 06 ycnewHolm ayTeHTMdMKaLmMm OT cepeepa.

Authentication fails KonnuyecTBo Nosy4eHHbIX COODLLEHUI O HEYCNELIHOM ayTeEHTUDUKAL MM OT CEpBEpa.
VLAN Ipynna VLAN Ha3HayeHHaa noab3oBaTesnto.
Filter ID NaeHTuduKaTop rpynnel GuabTpaLmu.

MokasaTb cTaTUCTMKY no 802.1x ana nHtepdeica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx:
EapolFramesTx:

EapolRegFramesTx:

12

EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6

EapolRegIdFramesTx: 3

5

InvalidEapolFramesRx: 0O
EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnnuya 242 — OnucaHune pesynbTaToB BbINOJHEHUA KOMaHS,

Mapamemp OnucaHue
EapolFramesRx KonnuecTBo KOppeKTHbIX nakeTos Atoboro Tvna npotokona EAPOL (Extensible Au-
thentication Protocol over LAN), NpMHATbIX AaHHbIM OnNpeaenutenem noaMHHOCTU.
Konnuectso KOppeKTHbIX NakeToB ntoboro Tuna npoTtokona EAPOL, nepegaHHbixX
EapolFramesTx
OaHHbIM onpeaennTenem NogIMHHOCTW.
Konunuyectso naketos Start npotokona EAPOL, NnpuHATbIX AaHHbIM onpegenntenem
EapolStartFramesRx P » NP A PeA
NOA/IMHHOCTHU.
Konunyectso naketos Logoff npotokona EAPOL, NpUHATbLIX AaHHbIM onpeaenurenem
EapolLogoffFramesRx g P » P P
NOA/IMHHOCTHU.
Konnuyectso naketos Resp/ld npotokona EAPOL, NpUHATBLIX AaHHbIM onpeaenuTe-
EapolRespldFramesRx P P » NP A PEA
nem noasIMHHOCTHU.
Konnyectso naketos otsetos (Kpome Resp/ld) npotokona EAPOL, NpUHATbIX AaH-
EapolRespFramesRx (kp p/id) np » NP a
HbIM onpegenutenem NOAAUHHOCTU.
Konunyectso naketos Resp/ld npotokona EAPOL, nepeaaHHbIX AaHHbIM onpeaenure-
EapolReqldFramesTx P P » EPEA A PeA
nem NOASIMHHOCTW.
Konnuyectso naketos 3anpocoB (Kkpome Resp/ld) npoTtokona EAPOL, nepeaaHHbIX
EapolReqFramesTx P (kp p/id) np » MEPEA
JaHHbIM onpeaennTenem NOAJIMHHOCTY.
, Konunyectso naketos npoTtokona EAPOL ¢ Hepacno3HaHHbIM TUMOM, NPUHATLIX AaH-
InvalidEapolFramesRx P P » P A
HbIM onpegenuTenem NOAAMHHOCTU.
Konunyectso naketos npoTtokona EAPOL c HEKOPPEKTHOM ANMHON, NPUHATbIX AaHHbIM
EaplengthErrorFramesRx P PP A » P A
onpeaenutenem nNoaJIMHHOCTW.
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LastEapolFrameVersion

Bepcua npotokona EAPOL, NnpuHATas B caMOM MocnegHemM Ha AaHHbI MOMEHT na-

KeTe.

LastEapolFrameSource

MAC-afpec UICTOYHWMKA, MPUHATBIN B CAMOM NOC/eaHEM Ha AaHHbIM MOMEHT Nakete.

5.27.2.2 PacwupeHHas nposepKa nodsauHHocmu

PacwmnpeHHble HacTpolikn dotlx No3BOAAOT NPOBOAUTL MPOBEPKY MOAJAMHHOCTU ANA HECKOJbKUX
KNMEHTOB, NOAKNOYEHHbIX K nopTy. CyliecTByeT ABa BapMaHTa ayTeHTUDUKaLMM: NePBbIi, KOrga NpoBepKa
NOA/NIMHHOCTM HA OCHOBe nopTa TpebyeT ayTeHTUPUKAUMM TONIbKO OLHOMO KAMEHTa, 4Tobbl AocTyn K
cucTeme MMenu Bce KaueHTbl (pexum Multiple hosts), BTopoit, Korga npoBepKa Nog/IMHHOCTU TpebyeT
ayTeHTUOUKALMKM BCEX MOAKMIOUYEHHBIX K MOPTY KAMEHTOB (pexxunm Multiple sessions). Ecam nopt B pexkume
Multiple hosts He npoxoguT ayTeHTUdMKALMIO, TO BCEM NOAKNOUYEHHBIM XOCTam ByaeT 0TKa3aHo B AoCTyne

K pecypcam ceTu.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabnunua 243 — KomaHabl perknma rnobanbHoM KoHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

dotlx traps authentication
success [802.1x | mac | web]

no dotlx traps authentication
success

-/BbIKNOYEHO

PaspelwaeT oTnpaBKy trap-coobuieHuin, KOraa KAMEHT YCnewHo
NPOXoANUT ayTeEHTUDMKALMIO.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

dotlx traps authentication
failure [802.1x | mac | web]

no dotlx traps authentication
failure

-/BbIK/IIOYEHO

PaspelsaeT oTnpaBKy trap-coobLLeHni, Korga KAMEHT He npoLen
ayTeHTUdUKaLMIO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx traps authentication
quiet

no dotlx traps authentication
quiet

-/BbIKNIOYEHO

Bk/toyaeT oTnpaBKy trap-coobuweHnit Nnpy NpeBbIEeHUN NoNb30-
BaTe/leM MaKCMMAaNbHO AONYCTUMOrO Ko/amyecTBa 6esycnewHbix
NONbITOK ayTEHTUDUKALUM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnunua 244 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

-/multi-host

PaspeluaeT Hannyne oHOro/HECKONbKUX KNMEHTOB Ha aBTOPU30-
BaHHOM nopTy 802.1X.

- multi-host — HeCKO/1IbKO KNMEHTOB;

- single-host — oguH KnneHT;

- multi-sessions — HeckobKo ceccuit.
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dotlx violation-mode
{restrict | protect | shutdown}
[trap freq]

no dotlx single-host-violation

-/protect;
freq: (1..1000000)/1
cek

3apaeT [feicTBMEe, KOTOpoe HeobXoAMMO BbIMOAHWUTL, KOrga
ycTpoicteo, MAC-agpec KoToporo otamyaetcs oT MAC-agpeca
K/IMEHTA, OCyLLLeCcTBAAET NONbITKY AOCTyNa K MHTepoeicy.

- restrict — naketbl ¢ MAC-agpecom, oTanyHbiMm oT MAC-aapeca
KAWEHTa, NepecbliatoTcsa, Npu 3TOM afpec UCTOYHMKA He U3yda-
eTcs;

- protect — naketbl ¢ MAC-agpecom, otamyHbim oT MAC-agpeca
KAWeHTa, oTbpacbiBatoTcs;

- shutdown — nopT BbIkAtOYaeTcs, nakeTbl ¢ MAC-agpecom, OT/InM4-
HbIMm oT MAC-aapeca KaneHTa, oTbpacbiBatoTcs;

- freq —yacToTa reHepupyembix coobweHnin npotokona SNMP trap
npv NOCTYNAEHUN HECAaHKLMOHMPOBAHHbIX MaKeTOB.

V KomaHpga urHopupyertcsa B pexxume Multiple hosts.

YcTaHaBAMBaET 3Ha4YeHMe No YMON4YaHUIO.

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BbIK/IIOYEHO

BK/toYaeT ayTeHTUpUKaLmio
- mac — BK/OYaeT ayTeHTUdUKaLmio, ocHoBaHHyto Ha MAC-agpe-
cax;
- 802.1x — BK/IOYAET ayTEHTUPMKALMIO, OCHOBAHHYIO Ha 802.1x;
- web -BkntouaeT mexaHnsam Web-based ayteHTudumKaumm.
- He aonKHO 6biITb cTaTMUecKMX NnpueA3oK MAC-agpecos.
. - PyHKUMA NOBTOPHOWU ayTeHTUPMKaLUK [0NMKHA 6biTb
BK/IOYEHa.

BbikntoyaeT ayTeHTUOMKauMO, OCHOBaHHytO Ha MAC-agpecax
nosib3oBaTenem.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3aaeT MaKcMMasibHOe KO/IMYECTBO XOCTOB, NPOLUEALINX ayTeHTH-
duKaumio.

Bo3BpaliaeT 3HayeHMe No YMOAYaHUIO.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3ajaeT KOAMYecTBO HeyAauHbIX MOMbITOK BBOAA JIOTWHA, Nocne Ko-
TOPbIX KANEHT BoKMpyeTca.
- 0 — 6ecKOHeYHoe YMCNO NOMNbITOK.

Bo3BpallaeT 3HaueHMe N0 YMOYaHMIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BbIK/NOYEHO

BkntouaeT dyHKumio roctesoit VLAN Ha Tekywem nHtepdelice.

BbikntoyaeT PpyHKuMio rocteBoit VLAN Ha Tekyluem nHTepdeiice.

dotlx critical-vlan enable

no dotlx critical-vlan enable

-/BbIK/IIOYEHO

BkatounTb GyHKLMIO KpuTuyeckol VLAN Ha Tekywem nHTepdeiice.
OTKpbIBaeT HEaBTOPU30BaHHbIM MO/b30BaTENAM AOCTYN B KPUTU-
yeckyto VLAN npu HepgocTynHocT cepsepos RADIUS.

Ecnm KpuTnyeckas VLAN onpegeneHa v paspelieHa, nopt byget
aBTOMaTMYecKM f06aBneH B Hero Mocsie akTMBauMW U MOKMHET
KpuTnyeckyto VLAN npu nosyyeHnn oTeeTa OT cepsepa.

BbIKNoUnTb OYHKUMIO KpuTudeckor VLAN Ha Tekyliem MWHTep-
deiice.

dotlx radius-attributes filter-id

no dotlx radius-attributes
filter-id

-/BbIK/IIOYEHO

BKOYUMTL NPOBEPKY MOAAMHHOCTM, OCHOBaHHytO Ha ACL/HasHa-
ynTtb QOS-Policy.

YCTaHOBUTb 3HAYEeHME N0 YMOHAHWUIO.

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes vlan

-/BbIKNIOYEHO

BkatounTtb 06paboTKy onuum Tunnel-Private-Group-ID (81) B coob-
weHmax RADIUS-cepBepa.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

dotlx radius-attributes
vendor-specific data-filter

no dotlx radius-attributes
vendor-specific data-filter

-/BbIKNOYEHO

BktounTtb GyHKLMIO AHamuyeckoro gobasneHna ACL Ha nopT ye-
pe3 coobuieHun ot RADIUS-cepsepa.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

authentication open

-/BbIKNOYEHO

BK/t0O4aET BO3MOMKHOCTb YCTPOMCTBY 33 MOPTOM C HaCTPOEHHOW aB-
Topu3aumen NoAyYMTb AOCTYN A0 BbINONHEHMA NPOLEcca ayTeHTU-
duKaumm.

no authentication open

-/BbIKNOYEHO

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.
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KomaHObI pexcuma KoHguaypayuu uHmepapetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nutepdeica VLAN:

console# configure

console

(config)# interface vlan vlian id

Tabnnua 245 — KomaHab! perknuma KoHourypaumm nHtepdelica VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

dotlx guest-vlan

no dotlx guest-vian

no ymon4yaxumio VLAN
He onpepaeneHa Kak
rocteBas

Onpegenntb roctesyto VLAN.

OTKpbIBaeT HEaBTOPU30BaHHbIM MO/Ib30BaTENAM UHTepdelica fo-
cTyn K rocteBoi VLAN. Ecam rocteBas VLAN onpegeneHa v paspe-
WweHa, nopT 6yaeT aBTOMAaTMYECKM NPUCOEAUHATLCA K HeW, Koraa
He aBTOpM30BaH, W MNOKMAATb, KOr4a NPOWAET aBTOPU3aLMIO.
YT106bI NICNONB30BATb AAHHbIN GYHKLMOHA, NOPT HE AO/IKEH BbITb
CTaTUYECKMM YneHom roctesoi VLAN.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

dotlx critical-vlan

no dot1x critical-vlan

no ymon4yauumio VLAN
He onpeaeneHa Kak
KpUTHUYeckas

Onpegenntb VLAN B KauecTBe KpUTUYECKON.

OTKpbIBaeT HEaBTOPM30BaAHHbIM MOb30BATENAM AOCTYN B KPUTU-
yeckyto VLAN npu HegocTynHoctun cepsepos RADIUS.

Ecan Kputnueckas VLAN onpegeneHa u paspelwleHa, nopT byget
aBTOMATMYeCcKM f06aBneH B Hero Mocse akTMBauMW WU MOKMHET
Kputndeckyto VLAN npun nony4yeHmnun oteeTa OT cepsepa.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

dotlx auth-not-req

no dotlx auth-not-req

Nno yMOA4YaHuio
asTopusauyma gna VLAN
BK/tOYEHA

Onpegenutb VLAN 6e3 asTopur3aumn. OTKpbIBaeT HEAaBTOPM30BaH-
HbIM MO/Ib30BaTeNAM A0CTYN K BblaeneHHomy VLAN. HeaBTtopmso-
BaHHbIA VLAN gonxeH 6biTb Ha3HayeH Ha MOPT CTaTUYECKM KaK
tagged.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 246 — Komanapl pexkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show dot1x [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MoKa3sblBaeT coctoaHue 802.1X ana KommyTaTopa Mbo ANns yKa-
3aHHOro UHTepdelica.

show dotlx detailed

MoKa3biBaeT pacliMpeHHble HAaCTPOMKKN NpoToKkona 802.1x.

show dotlx credentials

CTpyKTypa y4yeTa faHHbIX oTobpaykaeT napameTpbl aBTOPU30BaAH-
HbIX K/IMEHTOB.

show dotlx users [username]

username: CTPOKa

Moka3sbiBaeT ABTOPU30BaAHHbIX KIMEHTOB.

show dot1x locked clients

MoKa3biBaeT HEaBTOPM30BAHHbIX KIMEHTOB, 3a6/10KMPOBAHHbIX MO
Tanm-ayTy.
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show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MokasbiBaeT cTaTUcTUKy 802.1X Ha UHTepdeiicax.

5.27.3 Hacmpolika akmuesHozo ceaHca KaueHma (CoA)

RADIUS CoA (Change of Authorization) — 3To ¢yHKUMA, KOTOpas no3sosiAeT cepBepy RADIUS
HACTPOUTb aKTUBHbIN CEaHC KNMEHTA, paHee ayTeHTUPULMPOBAHHOIO Ha ocHoBe cTaHaapTa 802.1x. O6pa-
60TKa coobueHnint CoA-Request npoucxoamt B cootseTcTBumn ¢ RFC 5176. Ob6pabatbiBatoTca coobLeHus,
npuweawmne Ha UDP-nopt 3799 oT cepBepoB, 3aZaHHbIX KOMaHAoM radius-server hosts 1 ¢ KAto4om, 3a4aH-
HbIM KomMaHgoM radius-server key. Ana ngeHTMduKaumm ceaHca knmeHta ncnonbsytorca RADIUS-aTpnbyThbl
User-Name wnu Acct-Session-Id. Ons HacTpOMKM ceaHca KnneHTa nogaepxusatotca RADIUS-aTpubyTtbl Tun-
nel-Private-Group-Id, Filter-Id, Calling-Station-Id, Eltex-Data-Filter, Eltex-Data-Filter-Name.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnuua 247 — KomaHabl pexkmma rnobanbHomn KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

aaa authorization dynamic
radius

no aaa authorization
dynamic

-/BbIK/OYEHO

BKNOUUTBL GYHKLMIO HACTPOIMKM aKTUBHOIO ceaHca KaneHTa (CoA).

BbIKNtOUNTb PYHKLMIO HACTPOMKM aKTMBHOTO CeaHca KAMeHTa
(CoA).

aaa authorization dynamic
radius port local
<port_num>

no aaa authorization dy-
namic radius port

<1-65535>/3799

YcraHasnusaet UDP-port ans pabotsl ¢ 3anpocamu CoA oT cep-
Bepa.

BepHyTb 3HauYeHne No ymoa4YaHuto.

5.27.4 Hacmpolika ¢pyHkyuu MAC Address Notification

®yHKuma MAC Address Notification no3sonset oTcnexkmsaTb NOABAEHUE U UCHE3HOBEHNE aKTUBHOTO
0bopynoBaHUSA Ha CeTU MNyTeM COXpaHeHus wuctopum usydeHms MAC-agpecos. Mpu oBHapyKeHUK
M3MeHEeHU B cocTaBe M3yyeHHbix MAC-agpecoB KOMMYTATOp COXpaHaeT uHdopmaumio B Tabavue u
ussewaer o6 sTom C nNomoLlbio coobuieHnint npotokona SNMP. DyHKUMA MMmeeT HacTpaMBaemble
napameTpbl — rybuHa UCTOpPUM O COBBLITUAX U MUHMMANbHBIN MHTEPBaN OTNPaBKK coobleHnin. CepBuc
MAC Address Notification oTKAtO4YEH MO YMONYAHUIO M MOXKET ObITb HACTPOEH BbIBOPOYHO ANA OTAENbHbIX

NoOpTOB KOMMYTATOPA.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHom KoHGUrypaumm:

console (config) #
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Tabnunua 248 — KomaHabl pexkuma rnobanbHOM KoOHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

mac address-table notification
change

no mac address-table
notification change

-/BblK/IOYEHa

KomaHga npegHasHadeHa ana rnobanbHOro ynpasieHus ¢yHK-
umelt MAC notification. KomaHza paspeluaert pernctpaumto cobbi-
T pobasnenus v yaaneHna MAC-agpecos B/w3 Tabauy, Kommy-
TaTopa M OTNPaBKY yBeJOM/IeHUsA 0 cobbITUAX. AnA paboTbl GyHK-
UMM HEeobXoAMMO [OMONHWUTENbHO paspellaTb reHepauuio yse-
OOMIEHUI Ha MHTepdericax (Cm. HUKe).

Bbikntountb PpyHKUMo MAC notification rno6anbHO M OTMEHUTB CO-
OTBETCTBYIOLLME HACTPOMKM Ha BCeX UHTepdelicax.

mac address-table notification
flapping

BKAtounTb PyHKLMIO 06HapyxkeHna daannmHra MAC-agpecos.

no mac address-table
notification change interval

(0..4294967295)/1

no mac address-table /Bwniodena BbIKNtOUNTb GYHKLMIO 0BHapykeHua pnannuHra MAC-agpecos.
notification flapping
mac address-table notification MaKcMManbHbIi MPOMEXYTOK BpemeHW MeXay OTnpaBKamu
change interval value SNMP-ysegomnenuii. Ecnn 3HaueHne nHTepsana BpeMeHU paBHO
0, To reHepauA yBeJOMNEHWI 1 COXpaHeHWe cOBbITUIA B UCTOPUIO
6yaeT ocyllecTBNATLCA HEMEA/IEHHO MO Mepe BO3HWMKHOBEHUA C
| 6bITUI 06 M3MeHeHUN cocTosiHMA Tabanubl MAC-agpecos. Ecan
value:

3HaYeHWe MHTepBasa BpemeHu bonbwe 0, TO yCTPOCTBO byaeT
HaKkananBaTb cobbITMA 06 M3MeHeHUN cocToaHUA Tabanubl MAC-
a[pecoB B TeYEHMe 3TOro BpeMeHU, a 3aTeM OTNpPaBAATb YBeAOM-
neHunsa npotokona SNMP 1 coxpaHaTb COBbITUA B UCTOPUMN.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

mac address-table notification
change history value

no mac address-table
notification change history

value: (0..500)/1

3aaTb MaKCMMabHOe KONMYecTBO COBbITUI 06 M3MeHeHWUn co-
cToAHMA Tabamubl MAC-agpecoB, KOTOpPOe COXPaHAETCA B UCTO-
puun. Ecnm yctaHoBNEH pa3mep UCTOPUK paBHbIv 0, TO cObbITUA He
coxpaHstoTca. Mpu nepenonHeHun bydepa nctopun Hosoe cobbl-
TWe NoMeLLAeTCA Ha MecTo CaMoro CTaporo.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable traps
mac-notification change

-/BbIK/IOYEHa

Bkntountb otnpasky SNMP-yBegomneHuii 06 nsmeHeHnn cocton-
Hus Tabanubl MAC-agpecos. 118 OTKAOYEHUA UCMONb3YETCs OT-
puuatenbHaa dopma KomaHabl. Ecnn otnpaska ysBesomneHui
BK/IIOYEHA, TO YCTPOMCTBO byaeT MHGOPMUPOBaTb O COBLITUAX CO-
obweHnamm npotokona SNMP 1 coxpaHATb COOTBETCTBYOLWME CO-
6bITMA B Uctopumn. Ecnn otnpaska SNMP-yBefoMAeHWI BbIK/LO-
YyeHa, TO YCTPOMCTBO BYyAET TONIbKO COXPaHATL COBbITUA B UCTOPUM.

OtkAtounTb oTNpaBky SNMP-yBegomneHunii 06 nsmeHeHMM cocTo-
AHUA Tabamubl MAC-agpecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable traps
mac-notification flapping

-/BK/OYEHA

BkntounTb oTNpaBKy Tpanos o paannuHre MAC-aapecos.

OTKAOYMTB OTNPaBKy Tpanos o pnannuHre MAC-aapecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #
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Tabnuua 249 — KomaHapl pexxmma KoHpurypaunm nHtepoeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

snmp trap mac-notification
change [added | removed]

-/BblK/lOYEHa

no snmp trap mac-notification
change

BKOYUTL reHepaumio yBegomneHuii Ha nitepdeice o cobbiTUAX
nsmeHeHunsa coctoaHna MAC-agpecos. OTAENbHO MOXHO paspe-
WKTb reHepaLmnio yBeAoMAEHUI ToNbKo 06 usydyeHnn MAC-agpe-
COB IMbB0 TONbKO 06 UX yaaneHuu.

OTKNIOYMTb FreHepaLuio yBegOMAEHUIM Ha UHTepdelice.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console#

Tabnnua 250 — KomaHabl pexnma KoHdurypaummn nHtepdeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

show mac address-table
notification change history

OTob6pa3uTb Bce yBeaomaeHUA 06 M3meHeHumn coctoaHna MAC-
a4pecoB, COXPaHEHHbIX B UCTOPUU.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

[gigabitethernet gi_port |

tengigabitethernet te_port |
twentyfivegigaethernet

twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet fo_port: (1..8/0/1..32)
hu_port | -

group: (1..128);

fourhundredgigabitethernet vlan_id: (1..4094)

fo_port | port-channel
group | vlan vian_id]

OT06pa3unTb CTAaTUCTUKY cepBuca: obLuee KoMYecTBo cobbiTuii 06
nsydyeHun MAC-agpecos, obuiee KosmyecTso cobbiTnin 06 yaane-
HUM MAC-agpecos, obliee KoaMYecTBO OTnpasieHHbIx SNMP-
coobLLeHuA.

show mac address-table
notification change statistics

[Mpumep UCnoab308aHUS KOMAHO

B npumepe noKasaHo, Kak HacTpouTb nepenady coobueHnin SNMP MAC Notification Ha cepsep ¢ agpecom
172.16.1.5. Mpw HacTpoliKke 3agaeTca oblee paspelleHne paboTbl cepBmca, HAaCTPaMBAETCA MUHUMAIbHbBIN
WMHTEepBan OTNPABKM COOOLLEHMI, 3a4aeTCA Pasmep UCTOPUMN COBbITUIN M HAacTpanBaeTCa CEPBMUC Ha BblIbpaH-
HOM MopTy.

console (config
console (config

) # snmp-server host 172.16.1.5 traps private
) #

console (config) #
) #
)

(
( snmp-server enable traps mac-notification change
( mac address-table notification change

console (config mac address-table notification change interval 60
console (config) # mac address-table notification change history 100
console (config) # interface gigabitethernet 0/7

console (config-if)# snmp trap mac-notification change

console (config-if) # exit

console (config) #
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5.27.5 Konmponae npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceteBoi MpPOTOKOA, MO3BOAAKOWMIA KAUEHTY MO
3anpocy nony4atb IP-agpec u agpyrue Tpebyemble napameTpbl, Heobxoammblie ana pabotbl 8 cetn TCP/IP.

MpoTokon DHCP moKeT Mcnonb30BaTbCs 3/10YMbILNEHHUKAMW 15 COBEPLUEHWNSA aTaK Ha YCTPOMUCTBO,
KaK CO CTOpPOHbl KAneHTa, 3actasnaa DHCP-cepsep BblAaTbh BCce AOCTYMNHblE agpeca, Tak U CO CTOPOHDI
cepsepa nyTem ero nogmeHbl. lMporpammHoe obecneyeHne KOMMyTaTopa No3BoaseT obecneynTs 3aLmTy
YCTPOMCTBA OT aTak C Mcnosb3oBaHWem npoTtokona DHCP, ans yero npumeHseTca PpyHKUMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexumBaTb nossneHne DHCP-cepBepoB B ceT, paspewas ux
MCNONIb30BaHWE TOJIbKO Ha «A0BEPEHHbIX» UHTepdeicax, a TaKKe KOHTPOMPOBATb AOCTYMN KAMEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUMN.

Onuus 82 npotokona DHCP (option 82) ucnonbsyetca ana Toro, 4tobbl NnponHdopmuposaTe DHCP-
cepBep o ToMm, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) 1 Yepes KaKol ero nopt 6611 NoAyYeH 3anpoc.
MpumeHaeTca oA yCTaHOBAEHUA COOTBETCTBUI IP-agpecoB 1 NOPTOB KOMMYTATOPA, @ TaKKe AN1A 3alnThI
OT aTaK C WUCnosb3oBaHWMem npoTokosa DHCP. Onuma 82 npepctaBnsaeTr cobor AOMNOAHUTENbHYHO
MHOOPMaUMIO (MMA YyCTPOMCTBA, HOMep MnopTa), AobaBnseMytd KOMMYTATOPOM, KOTOpbli paboTaeT B
perknume DHCP relay areHTta (6e3 gobasneHus IP-agpeca Ha KAMEHTCKUI uHTepdelic) nnm dyHkumm DHCP
Snooping (npu ychosum BKAoYeHUA KomaHabl ip dhep information option). Ha ocHoBaHuKW gaHHOM onumw,
DHCP-cepsep BbigensieT |IP-agpec (ananasoH IP-aapecos) u gpyrve napameTpbl NMOPTY KOMMyTaTopa.
Monyume Heobxoaumble AaHHble oT cepsepa, DHCP Relay areHT Bbiaenset IP-agpec KAMEHTY, a TaKxKe
nepefaert emy Apyrne HeobxoanMble NapameTpbl.

Tabnunuya 251 — dopmat nonent onumm 82

Mone lMepedasaemas uHgpopmayus

Mma xocTa ycTpoiicTBa.

Crpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnegHuii 6aT — HoMmep NopTa, K KOTOPOMY MOZK/AUYEHO YCTPOMCTBO, OTMNpaBadAoLLee
dhcp-3anpoc.

Circuit ID

Enterprise number —0089c1

R ID
emote agent MAC-aapec ycTpoiicTsa.

; DOnAa ncnonb3oBaHuAa onuum 82 Ha YCTPOICTBE A0/KHA 6bITb BKAOYEHA PYHKLUA

’ DHCP relay areHTa (6e3 po6aBneHusa IP-agpeca Ha KAMEHTCKUA uHTepdeic) nam

- $yHKumna DHCP Snooping (npu ycnosum BkatoueHua komaHpgbl ip dhcp information
option).

Ona KoppeKTHo paboTbl ¢pyHKUMM DHCP Snooping Bce ncnonbsyemble DHCP-cep-
Bepbl A40/XKHbl 6bITb NOAK/IOYEHDbI K «A0BEPEHHbIM» NOPTam KommyTaTtopa. Ana
[obaBneHna noprta B CNUCOK «A0BEpPeHHbIX» ucnonb3yetca KomaHga IP dhcp
shooping trust B pexxume KoHoUrypaumm untepdeiica. Ana obecneveHums 6esonac-
HOCTM BCe OCTa/IbHble NOPTbl KOMMYTATOPA A0/3KHbI 6bITb «HEA,0BEPEHHbIMUY.

.‘

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KoHGUrypaumm:

console (config) #
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Tabnuua 252 — KomaHap! pexkmuma rnobanbHon KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIKOYEHO

BkntouaeT KoHTpob npoTokona DHCP nytem BegeHuA
Tabanubl DHCP snooping 1 0TNPaBKM KANMEHTCKUX
WwnpoKoseLwaTenbHbix DHCP-3anpocoB Ha «f0BepeHHbIe»
nopTbl.

BbikntoyaeT KOHTpPOIb NpoToKoia DHCP.

ip dhcp snooping vlan vian_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbIKNtOYEHO

PaspelwaeT KoHTponb npotokona DHCP B npeaenax ykasaHHOM
VLAN.

3anpewaeT KOHTpob npoTtokona DHCP B npeaenax yKasaHHOM
VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonyaHutio npuem
DHCP-nakeToB ¢
onuuel 82 ot
«HEHaAeXHbIX» NOPTOB
3anpeLueH

PaspewaeT npnHnumatb DHCP-nakeTbl ¢ onuuMeit 82 oT «HeHafeX-
HbIX» MOPTOB.

3anpewaet npuHumaTb DHCP-nakeTbl c onumei 82 oT KHEHaAEX-
HbIX» MOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonyaHuio
BepudurKauma
BK/IIOYEHa

BkntouaeT Bepudumraumio MAC-agpeca knneHta 1 MAC-agpeca mc-
TOYHWKA, NpuHATOro B DHCP-nakeTe Ha «Hef0BEepPEHHbIX» NOPTaXx.

BoikntovaeT Bepudukaumio MAC-agpeca kaveHTa u MAC-agpeca
NCTOYHMKA, NpuHAaToro B8 DHCP-nakeTe Ha «Hed0BEpPEHHbIX» Nop-
Tax.

ip dhcp snooping database

no ip dhcp snooping database

PesepsHbIli pain He
ncnosbayetca

PaspelwaeT ucnonb3oBaHue pesepsBHoro ¢aina (6asbl) KOHTPOAA
npotokona DHCP, nossossolero BOCCTAaHOBUTb 3anucu B Tab-
ivue B Clydae nepesarpysku ycTpomncTea.
HeobxoaMma HacTpoiiKa CMHXPOHMU3ALUN CUCTEMHOTO
V spemeHu (NTP/SNTP).

3anpewaeT Ucnonb3oBaHue pesepeHoro ¢aina (6asbl) KOHTpoNA
npotokosna DHCP.

ip dhcp information option

no ip dhcp information option

-/BbIK/IIOYEHO

PaspeLwaeTt ycTpolictey gobasneHune onunm 82 npu paboTe npoTo-
Kona DHCP.

3anpewaet yctponctay gobasneHune onuumn 82 npu paboTe npoTo-
kona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..48)
CMMBO/I0B/system
description

YcTaHaBAunBaeT naeHtupukaTop Access Node ID onumm 82.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.
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ip dhcp information option for-
mat-type circuit-id format [de-
limiter delimiter]

no ip dhcp information option
format-type circuit-id

format: (sp, sv, pv, spv,
bin,user-defined);
delimiter: (.,;#)/npo6en

HacTpaunsaeT ¢popmat DHCP onuum 82.

dopmar:

- Sp — HOMep C/0Ta U NOPTa;

- sV — Homep cnoTa u VLAN;

- pv — Homep nopTta u VLAN;

- Spv — HOMmep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN dpopmart: VLAN, cnoT, noprT;

- user-defined — ¢opmat onpegenserca nonb3osatesnem. Bos-
MOXHO HacTpouTb WwabnoHbl B ASCIl 1 HEX.

Mpu onpeaeneHnn UCNONb3YIOTCA Caeaytolme WabAoHbI:
%h: hostname B ASCII;

%p: KOPOTKOE UMA NopTa, Hanpumep, gil/0/1 8 ASCII;

%P: onvHHOe vMmsA nopTta, Hanpumep, gigabitethernet 1/0/1 8
ASCII;

%t: TN nopTa (3HayeHue nons ifTable::ifType B
wecTHaguaTepuyHom suge) 8 ASCII;

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H 8 ASCII;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H 8 ASCII;
%u: Homep toHMTa B ASCII;

%s: Homep cnoTa B ASCII;

%n: Homep nopTa (Kak Ha amuesol naHenun) B ASCII;

%i: ifindex nopta B ASCII;

%v: ngeHtuédukatop VLAN B ASCII;

%V: umsa VLAN B ASCII;

%cC: MaK-aapec KnmeHTta B popmate H-H-H-H-H-H B ASCII;
%a: IP agpec cuctembl B popmate A.B.C.D B ASCII. (%al0 —agpec ¢
interface vlan 10);

%%: 0AMHOYHbIN cumBon % B ASCII.

SS: oanHOYHbIN cumeon S B ASCII

St: Tmn nopTa (3HayeHue nona ifTable:ifType B
WwecTHaauatepmyHom Buae) 8 HEX;

$m: mak-agpec nopta B popmate H-H-H-H-H-H-H B HEX;

SM: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B HEX;
Su: Homep toHuTa B HEX;

Ss: Homep cnota B HEX;

$n: Homep nopTa (KaK Ha iMuesoi naHesnm) B HEX;

Si: ifindex nopra B HEX;

Sv: naeHtnudukatop VLAN 8 HEX;

Sc: mak-agpec knneHTa B popmare H-H-H-H-H-H B HEX;
Sb[XY]: nobasnstoTca nponssonbHble 6aitTbl XY B HEX (Sb13)

3anpeLwyaeT ycTponcTey gobasneHue onumm 82 npu pabote npoTo-
Kona DHCP.

ip dhcp information option for-
mat-type remote-id
remote-id

no ip dhcp information option
format-type remote-id
remote-id

remote_id:
(1..128)/mac address B
hex

YcTaHaBAnBaeT naeHTMdunkaTop Remote agentID onunm 82.
[nA HacTPOMKM BO3MOXKHO MCNOb30BaTb WAbM0HbI, onpeaeneH-
Hble B circuit-id user-defined.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

ip dhcp information option
suboption-type

no ip dhcp information option
suboption-type

-/BbIKNIOYEHO

[ob6asnaeT B Hayano circuit id/remote id gononHuTenbHble 2
6aliTa (Type u length).

YcTaHaBAMBaeT 3HAYeHMe no YMONYaHULO.
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ip dhcp information option for- HacTpaunsaeT ¢popmat DHCP onuuu 82.
mat-type circuit-id format dopmar:
[delimiter delimiter ] - Sp — HOMep CN0Ta M NopTa;

- sV — Homep cnoTa u VLAN;
- pv — Homep nopta u VLAN;
- Spv — HOomep cnoTa, nopta u VLAN;
- bin — 6uHapHbIN popmaT: VLAN, cnoT, noprt;
- user-defined — ¢opmat onpegenserca nonb3osatesnem. Bos-
MOXHO HacTpouTb WabnoHbl B ASCIl 1 HEX.
Mpu onpeaeneHnn UCNONb3YIOTCA Caeaytolme WabAoHbI:
- %h: hostname 8 ASCII;
- %p: KOpoTKOe UMsA nopTa, Hanpumep, gil/0/1 8 ASCII;
- %P: paMHHOE uMma nopTa, Hanpumep, gigabitethernet 1/0/1 8
ASCII;
- %t: TMn noprta (3HayeHue nons ifTable::ifType B wecTHaguatepny-
Hom Buae) B ASCII;
- %m: mak-agpec nopta B popmate H-H-H-H-H-H-H B ASCII;
- %M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B ASCII;
- %u: Homep toHMTa B ASCII;
- %s: Homep cnoTa B ASCII;
- %n: Homep nopTa (Kak Ha anuesol naHenun) B ASCII;
- %i: ifindex nopta B ASCII;
format: (sp, sv, PV, SPV, | _o4v: ypentuduratop VLAN 8 ASCII;
bin, user-defined); - %V: uma VLAN 8 ASCII;
delimiter: (.,;#)/npoben | - %qc: ngentndmratop C-VLAN 8 ASCII;
- %qs: naeHtuoukatop S-VLAN B ASCII;
- %C: Mak-agpec KaneHTa B popmate H-H-H-H-H-H B ASCII;
- %a: IP agpec cuctembl B popmate A.B.C.D B ASCII. (%al0 —agpec
c interface vlan 10);
- %%: 0AMHOYHBbIN cumBon % B ASCII.
- $S: ognHOuHbIN cumson S B ASCII
- $t: TMn nopta (3HauyeHue nons ifTable:ifType B wWecTHaguaTepuy-
Hom Buae) B HEX;
- Sm: mak-aapec nopta B popmate H-H-H-H-H-H-H B HEX;
- SM: mak-agpec cuctembl B popmare H-H-H-H-H-H-H 8 HEX;
- Su: Homep toHuTa B HEX;
- Ss: Homep cnota B HEX;
- $n: Homep nopTa (Kak Ha AnueBoit naHenn) B HEX;
- Si: ifindex nopra B HEX;
- Sv: npgeHTndmratop VLAN B HEX;
- $qc: ugeHTndmkatop C-VLAN B HEX;
- $gs: naeHTudmkatop S-VLAN B HEX;
- $c: mak-agpec KnveHTa B popmate H-H-H-H-H-H B HEX;
- Sb[XY]: nobasnatoTca npounssonbHble 6aiiThl XY B HEX (Sb13).

no ip dhcp information option 3anpeluaeT ycTpoiicTey gobasneHune onuum 82 npu paboTe npoTo-

format-type circuit-id kona DHCP.

ip dhcp route {connected | -/BbIKNOYEHO Bk/toyaeT cosgaHue 3anuceit B Tabanue maplupyTMsaummn ¢ mac-

static} Ko /32 ana kasporo IP-agpeca, HazHaYeHHOro KaneHty DHCP-
cepsBepom.

3anucu B Tabnuue maplipyTM3auMuM aBTOMATUYECKMU yAanAloTcA
npu UcTe4yeHnn cpoka apeHabl IP-agpecos.
— connected — MmapLLpPyT cO34aETCA KaK NOAKAOYEHHbIN;
— static — mapLupyT co3gaeTcA Kak CTaTUYeCKui.
V ®yHKUMA paboTaeT To/bKO Npu BKAo4eHHom DHCP

Snooping.
no ip dhcp route YcTaHaBAMBaeT 3Ha4YeHMe MO YMONYAHUIO.
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Tabnuua 253 — dopmat noneit onumnm 82 cornacHo pekomeHgaumam TR-101

Mone Mepedaeaemas uHghopmayus

MmsaA xocTa ycTpoicTsa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnepHWin 6akT — HOMep NOpPTa, K KOTOPOMY NOAK/IOYEHO YCTPOMCTBO, OTMPABAAIOLLEE
3anpoc DHCP.

Circuit ID

Enterprise number — 0089c1

Remote agent ID MAC-aapec ycTpouncTsa.

Tabnuua 254 — dopmat nonent onunm 82 perknma custom

Mone Mepedaeaemas uHghopmayus
Onvna (1 6ainT)
Tun Circuit ID
Circuit ID Anania (1 6aii)

VLAN (2 6aiiTa)
Homep mogynsa (1 6aiT)
Homep nopTa (1 6auT)

Onvna (1 6anT)

Tun Remote ID (1 6aitT)
OnvHa (1 6aiT)
MAC-agpec KommyTaTopa

Remote agent ID

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
elica 2pynnbl MOpmMos

CyLLecTByeT BO3MOXHOCTb BK/OUYUTb fo6aBeHMe onumm 82 Ans oTAe/IbHbIX MHTepdeicoB 1 NopToB..
MpuopuTeT NPUMEHEHMA KOMaHAbI OT HU3KOIO YPOBHA K BbICOKOMY: rob6asibHas HAaCTPOMKa, HAaCTPOIMKa Ha
nHTepdelice, HaCTPOMKa Ha NOPTY.

dopmat onumm 82 Npun 3TOM OnNpeaenseTca TONbKO B r106anibHOM pexunume.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 255 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica Ethernet, rpynnel nHTepdeiicos

3HaveHue/3HayeHue .
KomaHda / HAelicmeue
no ymon4aHuio

ip dhcp snooping trust JobasnaeT MHTepdENC B CNUCOK «4OBEPEHHDBIX» NMPU UCNOb30-
BaHWKM KOHTponsa npoTtokona DHCP. DHCP-tpaduK «posepeH-
Horo» uHTepdelica cumtaetca 6€30MacHbIM U He KOHTPOAUPY-
eTcA.

Mo ymonyanuio
MHTepoeic He aBnseTca

- - L0BepeHHbIM —
no ip dhcp snooping trust Ypanaer uHTepdenc M3 cnmcka «40BepeHHbIX» MPu MCnosb3o-

BaHMW KOHTpoAA npoTokona DHCP.

ip dhcp information option PaspelwaeT gobasneHue onumm 82 Ha BbIbpaHHOM MHTEpdeice
[global] -/global npwv pabote npotokona DHCP.
global — rnobanbHas HacTpolika Ans NnpuMeHeHus onuum 82.
NpunopureT pabotbl kKomaHabl ip dhcp information op-
V tional — nopr, interface vlan, rno6anbHas KoHpurypa-

ums.
no ip dhcp information option 3anpewaet aobasneHue onumm 82 Ha BbibpaHHOM MHTepdeice
npv pabote npotokona DHCP.
ip dhcp snooping limit clients value: (1..2048)/ YcTaHaBAMBaeT NpesenbHoe KOANYECTBO MOAKMOYEHHbIX KAW-
value He 3a4aH €HTOB.
no ip dhcp snooping limit YcTaHaBAMBAET 3HAYEHME MO YMOIYAHUIO.
clients
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ip dhcp snooping limit rate pps

no ip dhcp snooping limit rate

pps: (1..2048)/
6e3 orpaHuyeHus

YcTaHaBAMBaET OrpaHWYeHWe CKOpOCTU

NaKeToB.

- pps — KONMYECTBO NaKeTOB B CEKYHAY.
Mpu npesblweHnn numuTa uHTepdeinc byaer NnpuHy-

e AuTenbHo yeeaeH B errdisable.

Bxogawmx DHCP-

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 256 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
seconds:
(10..4294967295) cek

LOobasnsaet B dpaiin (6a3y) KoHTponA npoTokosa DHCP cooTseT-
cteue MAC-agpeca knneHTa, rpynne VLAN m IP-agpecy AnAa yka-
3aHHOro UHTepdelica.

[aHHas 3anuce byaeTt gencTBUTENbHA B TEYEHME YKA3aHHOTO B
KOMaHZe BPEMEHW KM3HW 3aMnUCK, EC/IU KJNEHT HE OTMNPaBUT
3anpoc Ha DHCP-cepBep Ha obHoBNeHMe. Tallmep 0bHynseTca
B C/ly4ae Noy4YeHUn OT KNMeHTa 3anpoca Ha obHoBneHue (Ko-
MaHAa AOCTYNHA TO/IbKO AN1A NPUBUNETMPOBAHHOMO NOJIb30Ba-
Tens).

- seconds — BpeMs }KU3HW 3anuncu;

- infinity — Bpems *K13Hu 3anucKn He orpaHUYeHo.

Ypansaet us daitna (6a3bl) KoHTpona npoTokona DHCP cooTeeT-
cteue MAC-agpeca kaneHTa u rpynnbl VLAN.

clear ip dhcp snooping
database

OunuwaeTt daiin (6asy) KoHTpoaA npoTokona DHCP.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 257 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

HAelicmeue

show ip dhcp information
option

MokasbiBaeT MHPopmaumio 06 UCNoNb30BaHMM onumn 82 npo-
ToKosna DHCP.

show ip dhcp information
option vlan vlan_id interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | portchannel group]

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48);
vlan:(1..4094)

Moka3biBaeT MHGOPMALMIO NO ONLMK 82 Ha KOHKPETHOM NOPTY.

show ip dhcp information lMokasbiBaeT WMHPOPMAUMIO O BO3MOMKHbIX  BapuaHTax
option tokens [brief] HacTpolKK WwabaoHOB B onuun 82.
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show ip dhcp snooping MoKa3sbiBaeT KOHPUrypaumo GYHKUMM KOHTPOAS MPOTOKOAA

gi_port: (1..8/0/1..48);

[glga.blte_thernet gi_port | te_port: (1..8/0/1..48): DHCP.
tengigabitethernet te_port | twe._port:
;\‘:/I:n;zfrl;ni:glgabltethernet h (1..8/(()1/15/102/01); "

— . . u_port: (1.. ..32);
hundredgigabitethernet fo_port: (1..8/0/1..32);
hu_port |
fourhundredgigabitethernet group: (1..128)
fo_port | portchannel group]
show ip dhcp snooping binding Moka3biBaeT cooTBeTCcTBUA M3 daiina (6asbl) KOHTpOASA NpoTo-
[macaddress mac_address] [ip- Kona DHCP.
address ip_address ] [vlan gi_port: (1..8/0/1..48);
vlan_id] te_port: (1..8/0/1..48);
[gigabitethernet gi_port | twe_port:
tengigabitethernet te_port | (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | fo_port: (1..8/0/1..32);
hundredgigabitethernet group: (1..128);
hu_port | vlan_id: (1..4094)

fourhundredgigabitethernet
fo_port | portchannel group]

[pumepbl 8b1N0AHEHUS KOMAHO

PaspewwnTb ncnonobsosaxHme DHCP onumu 82 8 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip dhcp snooping vlan 10

console (config) # ip dhcp information option

console (config)# interface tengigabitethernet 1/0/24
console (config)# ip dhcp snooping trust

e [loKasaTb BCe COOTBETCTBUA U3 TabAWLLbl KOHTPOAA NpoToKona DHCP:

console# show ip dhcp snooping binding

5.27.6 3awuma IP-adpeca knueuma (IP source Guard)

®yHKUMA 3aWwmThI IP-aapeca (IP Source Guard) npegHasHauyeHa ans dunbTpauum Tpaduka, NPUHATOrO
¢ uHTepdelica, Ha ocHoBaHMW Tabanupbl cootBeTcTBMii DHCP snooping un ctaTuyeckmx cooTseTcTBuid IP
Source Guard. Taknum o6pasom, IP Source Guard nossosaeTt 6opoTbca ¢ nogmeHon IP-aapecoB B NakeTax.

V [Ona KoppeKTHOI paboTbl pyHKUMOHana Heobxoaumo npepBapuTenbHO HacTpouTb DHCP
Snooping.
V dyHKumio 3awuThbl IP-agpeca (IP Source Guard) Heo6xoaMMO BKAOUYUTL rNobanbHO U ans
uHTepdeiica.
V' B pexkume KoHdpurypauum nntepdeiica Ethernet goctynHa KomaHga ip source-guard mac-
check, nossonstowan gonoaHUTenbHo 6opoTbea ¢ nogmeHo MAC-agpeca UCTOYHMKA.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHOM KoOHOUIypaumm:
console (config) #

Tabnunua 258 — KomaHabl pexkunma rnobanbHOM KoOHGUrypauum
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KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip source-guard

no ip source-guard

no yMO4aHUIO

BkntouaeTr GyHKUMIO ANA  33WUTbl  KAMEHTOB OT  MOAMEHbI
IP-TpaduKa NO agpecy MWCTOYHMKA HA OCHOBaHUM Tabauupl
cooTBeTctBMi DHCP Snooping u cratMyeckux cooTeeTcTBuid |IP
Source Guard.

bYHKLUMA BbIKAOYEHA

BbikntovaeT GpyHKLMIO ANA 3alWMTbl KAMEHTOB OT NnogMeHbl |P-Tpa-
duKa no agpecy NCTOYHMKA Ha OCHOBAHUWM TabanLLbl COOTBETCTBUIM
DHCP Snooping u ctatuyeckux cootseTctBuii IP Source Guard.

ip source-guard [ mac-check ] [
vlan vian-id]

no ip source-guard [ mac-check
1[ vlan vian-id]

BKkntouaeT PpyHKUMIO 3aWmTbl OT nogmeHbl IP-Tpaduka MCTOUHUKA
ONA HacTpaMBaemoro uHTepdelica.
- mac-check — pobasnsaet nposepky MAC-agpeca UCTOYHUKA AN1A
BXoAsLLero TpadpuKa.
- vlan — BKntoyaeT pyHKUMIO 3awmuThl IP-TpadmKa UCTOUYHMKa ana
nHTepodeinca VLAN.

V Heckonbko KnueHTckux VLAN pgo6asnstoTtca yepes 3ansa-

TYl0 B C/ly4ae nepeuncneHms u yepes aeduc B cnyyae yka-
3aHUA AMaNa3oHOB.
BbikntoyaeT dyHKUMIO 3awmThl IP-TpadmKa MCTOUHMKA A8 HacTpa-
nBaemoro nHtepdeliica.

- mac-check — BbiktoyaeT nposepky MAC-agpeca UCTOYHUKA ANA
BXogALLero Tpadpuka.

- vlan — BbIKAtoYaeT GyHKLMIO 3aWwmThbl IP-TpadnKka UCTOUHMKA ans
HacTpanBaemoro nHTepdeica VLAN.

ip source-guard binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no ip source-guard binding
mac_address vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Co3faHune cTaTUYecKom 3anmcK B Tabanue cooTBeTcTBuA mexay IP-
agpecom KnueHTa, ero MAC-aapecom v rpynnoi VLAN gns ykasaH-
HOTO B KOMaHZAe UHTepdelica.

YpaneHue ctaTUYecKkom 3anmcu B Tabaunue cooTBeTcTauA.

ip source-guard tcam
retries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60
ceK

3apaeT YacToTy 06paLLeHMA YCTPOMCTBA K BHYTPEHHUM pecypcam ¢
L,e/1bio 3aMMcY B NaMATb HEAKTUBHbIX 3alUmLLeHHbIX IP-agpecos.

- never — 3anpeLaeT 3anNncb B NamATb HEAKTUBHbIX 3aLUMLLEHHbIX
IP-agpecos.

YcTaHaBAMBaeT 3HAYEHUE MO YMOYAHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanasoHa uHmepaeticos) Ethernet, uHmep-

gelica 2pynnbl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 259 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnel nHTepdelicos

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip source-guard

Mo ymonyanuio

no ip source-guard

bYHKLMA BbIKAOYEHa.

BkAtoyaeT GyHKLMIO 3awmThl IP-agpeca KNneHTa ona HacTpau-
BAaeMoro nHTepodeica.

Bbik/toyaeT GyHKUMIO 3aWwmTbl IP-agpeca KneHTa i HacTpa-
MBaemoro nHTepoeiica.
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KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#

Tabnunua 260 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmesue

ip source-guard tcam locate

BpyuHyto 3anyckaeT npouecc obpaLleHns yCcTPoUCTBa K BHYT-
pPEeHHMM pecypcam C Le/blo 3anncy B NaMATb HEAKTUBHbIX 3a-
wmueHHbIX IP-agpecos. KomaHaa 4OCTyNHA TONbKO ANA NPUBK-
NIerMpoBaHHOro Nosib3oBaTens.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanuya 261 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

KomaHaa oTobparkaeT HacTpoliKy ¢yHKumuM IP Source Guard Ha
3afaHHOM nnbo Ha Bcex UHTepdericax ycTponcTaa.

show ip source-guard statistics
[vlan vian_id]

vlan_id: (1..4094)

KomaHpaa oTobparkaeT cTatTucTury dyHKumm IP Source Guard Ha
3agaHHoOM 6o Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KomaHpza oTobparkaet ctaTyc ¢yHKumu IP Source Guard gns
YKa3aHHoro uHtepdeiica, IP-agpeca, MAC-agpeca unam rpynnbl
VLAN.

show ip source-guard inactive

KomaHza oTobpakaeT IP-aapeca MCTOYHUKOB, He MPOXOAALLUX
nposepky IP Source Guard.

[pumepsi 8biM0AHEHUS KOMAHO

MoKa3aTb HAacTPOMKY GYHKLUK 3aWwmThl IP-agpeca ans Bcex MHTepdencos:

console# show ip source-guard configuration

Interface

IP source guard is globally enabled.
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HELTEX

te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

BrAtoUMTb PYyHKUMIO 3almTel IP-agpeca ana dunbtpaumm Tpadmka Ha OCHOBAHMM TabaULbl COOTBET-
ctBuit DHCP snooping n cTtaTnuyeckux cootseTtcTBuin IP Source Guard. Co34aTb CTaTUYECKYO 3anuCh B
Tabanue cooteeTcTBUA ANA uHTepdenca Ethernet 12: IP-agpec KaneHTa — 192.168.16.14, ero MAC-
agpec —00:60:70:4A:AB:AF. UHTepdeiic B TpeTbel rpynne VLAN:

console# configure

console (config) # ip dhcp snooping
console (config) # ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14

1/0/12

5.27.7 KoHmponb npomokona ARP (ARP Inspection)

®yHKUMA KoHTpona npoTtokona ARP (ARP Inspection) npepHasHayeHa pas 3almTbl OT aTak ¢
ncnosb3oBaHMem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKa). KoHTponb
npoToKosia ARP ocyuiecTBaseTca Ha OCHOBE CTaTUYecKnx cooTsetcTani IP- n MAC-agpecos, 3aAaHHbIX AN

rpynnbl VLAN.

’ ' NopT, CKOHPUrypupoBaHHbINA «HegoBepeHHbIM» ana GyHKuMM ARP Inspection, aonKeH TakKe
e 6bITb «HepoBepeHHbIM» ana ¢pyHKuum DHCP snooping nam coorsercteue MAC-agpeca u IP-
appeca ANa 3TOro NopTa A0KHO 6bITb CKOHPUrypupoBaHO cTaTudecku. MHaue AaHHbI nopT

He byaeT oTBeuaTb Ha 3anpocbl ARP.

V DOns HeHa[EXHbIX NOPTOB BbINONHAIOTCA NPOBEPKU cooTBeTcTBUM IP- 1 MAC-aapecos.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KOHOUIypaLumm:

console (confiqg) #

Tabnunua 262 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

3Ha4yeHue/3HayeHue .
KomaHda HAelicmeue
no yMmoa4YaHuro
ip arp inspection Mo ymonuaHuio BKAtoyaeT KOHTPo/Ib NnpoTokona ARP (dyHKumio ARP Inspection).
no ip arp inspection GYHKLMA BbIKNOYEHa BbIKNntoYaeT KOHTPoIb NpoTokona ARP (dyHKumMio ARP Inspection).

i i tion vlan vian_id
ip arp inspection vlan vian_i vian_ id: (1..4094);

Mo ymonyanumio

no ip arp inspection vlan dYHKUMA BbIK/IOYEHA

vlan_id

PaspewaeT nposepKy npoTtokona ARP, ocHoBaHHylo Ha 6a3se cooT-
BetcTBuit DHCP snooping, B BbiI6paHHOM rpynne VLAN.

3anpewaeT nposepky npoTtokona ARP, ocHOBaHHyt0 Ha 6ase cooT-
BetcTBuit DHCP snooping, B BbiI6paHHoOM rpynne VLAN.

ip arp inspection validate

no ip arp inspection validate

MNpepocTtaBnaeT cneunduryHbIe MPOBEPKM ANA KOHTPOAA NPOTOKONA
ARP.

MAC-agpec ncroyHumka: na ARP-3anpocos 1 0TBETOB NpoBepsAeTca
cootsetctBue MAC-agpeca B 3aronoske Ethernet MAC-agpecy uc-
TOYHMKA B cOAepXKMMOM nNpoToKoaa ARP.

MAC-agpec HasHayeHua: [1na ARP-oTBeTOB npoBepaeTcA COOTBET-
ctBue MAC-agpeca B 3aronoske Ethernet MAC-aapecy Ha3HayeHun
B cogep*KMmom npotokona ARP.

IP-agpec: MposepseTtca coaep:kmumoe ARP-coobLeHMA Ha Hannumne
HeKOppeKTHbIX IP-aapecos.

3anpeLaet cneunduyHbie NPoBEPKM ANA KOHTPOAA NpoToKona ARP.

ip arp inspection list create

name: (1..32) cumBona
name

1. Co3paHue cnmcka ctatuyecknx ARP-cooTBETCTBUN.
2. Bxop, B perkum KoHurypaumm ARP-cnmnckos.
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HELTEX

no ip arp inspection list create YpaneHue cnucka ctatudeckux ARP-cooTBETCTBUN.

name

ip arp inspection list assign HasHavaeT cnucok cTatnyeckmx ARP-COOTBETCTBUI A5 YKa3aHHOM
vian_id_ _____ vian_id: (1.4094) | —cAN: _

no ip arp inspection list assign OTMeHAeT HasHayYeHne cnucka ctatuyecknx ARP-cooTBeTcTBUIA ANA
vlan_id yKasaHHowu VLAN.

ip arp inspection logging 3afaeT MUHUMA/bHBIM MHTEPBAN MEXAY COOBLEHNAMM, COAEPIKa-
interval {seconds | infinite} LWMMK MHPopMmaumio npoTokona ARP, nepesaBaembiMu B KypHan.

- 3HayeHue O yKasbiBaeT Ha TO, 4YTo coobuieHma byayT reHepupo-
BaTbCA HE3aME/IMTEe/IbHO;
- infinite — He reHepMpoBaTb COOBLLEHNI B KypHan.

seconds: (0..86400)/
5 cek

no ip arp inspection logging YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.
interval

KongaHdbl pexcuma KoHguaypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 263 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet, rpynnoel uHTepdelicos

Komanda 3HayeHue/3Ha4yeHue Neiicmeue

no yMmoa4aHuro

ip arp inspection trust [obasnaeTt uHTepdENC B CNMUCOK «A0BEPEHHbIX» NPU UCMO/Ib30Ba-

Mo ymonyaHuto HUM KOHTPOIA NpoTokoaa ARP. ARP-TpaduK «1oBEPEHHOTO» UHTEP-
nHTepdeiic He ansetca | deica cuntaetca 6e3onacHbIM M He KOHTPOAMpPYeTCA.
no ip arp inspection trust A0BEPEHHBbIM Ypanaet uHtepdeic ns cnncka «L0BepeHHbIX» Npu MCNOAb30BaHUN
KOHTpona npotokona ARP.

ip arp inspection limit rate rate HactpouTb orpaHuuyeHue cKopocTu paspelieHHbiXx ARP-naketos B
rate:(0..2048)/0 pps pps.

no ip arp inspection limit rate YAanuTb orpaHnyYeHme cKopocTu Ans paspeleHHbix ARP-nakeToB.

KomaHObI pexcuma KoHgu2ypauyuu ARP-cnucKkos

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm ARP-cnmnckos:

console# configure
console (config) # ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 264 — KomaHabl perkuma KoHourypaumm ARP-cnvckoBs

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymon4arHuro

ip ip_address mac-address [obasnaeT cTatuyeckoe cootseTcTeune IP- 1 MAC-agpecos.
mac_address

no ip ip_address mac-address Ypanset ctatnyeckoe cootsetcteume IP- 1 MAC-agpecos.
mac_address

KomaHOobl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnnua 265 — KomaHabl pexkmma EXEC
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HELTEX

KomaHoa 3Ha4yeHue/3Ha4yeHue Aelicmesue
no YyMOAYAHUIO
show ip arp inspection MokasbiBaeT KOHoUrypaumo ¢GyHKLMKM KOHTpoNs npoTokona ARP
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | Inspection Ha Bbi6paHHOM UHTepdeiice/Bcex uHTepdeicax.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | fo_port: (1..8/0/1..32);
fourhundredgigabitethernet group: (1..128)
fo_port | port-channel group]
show ip arp inspection list MoKa3blBaeT CNMCKM cTaTuyecknx cootsetctauim IP- 1 MAC-agpecos
- (komaHpa pocTynHa TONbKO ANA NPUBUIETMPOBAHHOIO NO/b30BA-
Tens).
show ip arp inspection MNoKa3sblBaeT CTaTUCTUKY ANA CNefyloLnX TUMOB NaKeToB, KOTopble
statistics [vlan vian_id] 6111 06paboTaHbl Npu NomoLwm GyHKLMK ARP:
vlan_id: (1..4094) - nepegaHHble nakeTsl (forwarded);
- noTepsiHHble nakeTbl (dropped);
- owmnbku B IP/MAC (IP/MAC Failures).
clea.r i;.) arp inspectiqn vian_id: (1..4094) OuunLaeT CTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.
statistics [vlan vian_id]

[pumepbl 8b1M0AHEHUS KOMAHO

BKAounTb KOHTPOJIb NpoToKona ARP 1 gob6aBuTb B cnncok spisok ctatnyeckoe cootsetctemne: MAC-aapec:
00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HazHaunTb cn1coK spisok ctatnyeckmx ARP-cooTBeTCTBUI ANA
VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060. 70AB.CCCD
console (config-ARP-1list) # exit

console (config)# ip arp inspection list assign 11 spisok

MoKa3aTb CNUCKM CTaTUYEeCKUX cooTBeTcTBUI IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.27.8 ®yHkyuoHan First Hop Security

MakeT dpyHKUMi First Hop Security Bkntouaet B ceba aHanusatop DHCPv6-nakeTos, IPv6 Source Guard,
ND Inspection n RA Guard. JaHHbIi Habop ¢yHKUMIA npefHasHayeH Aaa obecneyeHUa KOHTPOAA U
dunbTpaymm IPv6 Tpaduka B ceTu.

AHanusaTtop DHCPv6 nakeToB no3BosseT 4ob6asnsTb cocenen B Tabaunuy npueasok IPv6 binding table
npu nonyyeHumn agpeca no DHCP, a Takke no3BosiseT 6opoTbca ¢ HegosepeHHbIMM DHCPV6 cepsepamu.

IPv6 Source Guard no3BosseT yCTPOMUCTBY OTKNOHATL TPAadUK, €C/IM OH UCXOOMUT OT aapeca, KOTOPbIN
He coxpaHeH B IPv6 binding table. Tabnuua npuessok cocepeli IPv6 binding table, nogknouyeHHbIX K
YCTPOWMCTBY, CO343ETCA M3 TaKMX MCTOYHMKOB MHOOPMALMK, KaK OTCIEXMBAHME MO MPOTOKOY
obHapy»KeHusn coceaeii (NDP).
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HELTEX

C nomolubto ¢pyHKUuKM ND Inspection kommyTtaTtop nposepseT coobuieHma NS (Neighbor Solicitation)
n NA (Neighbor Advertisement) 1 coxpaHsaeT ux B IPv6 binding table. Ha ocHoBaHWK TabaKULbl KOMMYTATOP
otbpacbiBaeT Nt0bble nogaensHble coobuweHna NS / NA.

®yHKuMoHan RA Guard no3sonsieT 6,10KMPOBATb UK OTK/IOHATb HeXKenaTelbHble MW NOCTOPOHHME
coobuweHnn Router Advertisement (RA), noctynatowme Ha KOMMyTaTop OT MapLpyTU3aTopa.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 266 — KomaHab! perknuma rnobanbHo KoOHPUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

ipv6 neighbor binding policy
policy_name

no ipv6 neighbor binding policy
policy_name

policy_name: (1..32)
cuMmBO/Ia

Co34aTb NONIMTUKY NPUBA3KM coceaelt (neighbor binding) v ne-
penTh B pemMm eé KoHOUTrypnupoBaHus.

Y4anuTb NOAUTUKY NPUBA3KK coceaeit.

ipvé6 first hop security policy
policy_name

no ipvé6 first hop security policy
policy_name

policy_name: (1..32)
cMMBO/IA

Co3pgatb nonnTuky First Hop Security.

YAanuTb NOAUTUKY NPUBA3KK coceaeit.

ipv6 first hop security logging
packet drop

no ipvé first hop security logging
packet drop

-/BbIK/IIOYEHO

AKTMBMPOBATL IOTMPOBaHME ApPONa NaKeToB NpW HECOOTBET-
CTBUM NoMTUKam 6esonacHocTu cnyk6 RA Guard, ND Inspec-
tion, DHCPv6 Guard u IPv6 Source Guard.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ipv6 neighbor binding address-
config {stateless | any | dhcp}

no ipv6 neighbor binding ad-
dress-config

-/BbIK/IIOYEHO

BKkntounTb fobaBneHue 3anmceit B Tabanuy NpUBA3KM cocenen
Ha OCHOBAHMUMU:

- dhcp-nakera DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
afpeca BHOCATCA B Tabavuy NpuBA3KKM cocesei no ymonya-
HWIO B pe3yabTaTte aHanmnsa ICMPv6-nakeTos;

- any — no6asnaTtb Bce agpeca;

- stateless — Ha ocHoBe IPv6 RA coobuieHuni.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 neighbor binding address-
prefix {vlan | X:X:X:X::X/<0-128>}

no ipv6 neighbor binding ad-
dress-prefix {vlan |
X:X:X:X::X/<0-128>}

[ob6aBuTb CcTaTMuecKylo 3anucb ¢ npedukcom B Tabauuy
Neighbor Prefix Table:
vlan — npuBAasaTtb 3anuck K onpegeneHHomy VLAN.

Ypanutb cTaTUyeckylo 3anucb C npedukcom M3 Tabauubl
Neighbor Prefix Table.

ipv6 neighbor binding address-
prefix-validation

no ipv6 neighbor binding ad-
dress-prefix-validation

-/BbIKNIOYEHO

BKAtOUMTL NPOBEPKY aapecos B Tabauue NpMBA3KM coceaei

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 neighbor binding lifetime
minutes

no ipv6 neighbor binding lifetime

minutes: 1..60/5

YCTaHOBUTb BpemsaA XU3HU TaﬁI'IVILI,bI NPUBA3KN COCEAEVI AanAa
3anncn B MUHyTax.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

ipv6 neighbor binding logging

no ipv6 neighbor binding logging

-/BbIK/IOYEHO

Bkatountb lormMpoBaHMe OCHOBHbIX CO6bITUIN NO U3MEHUHUIO
Ta6/1VILI,bI NPUBA3KN.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.
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HELTEX

ipv6 neighbor binding max-en-
tries {interface-limit | vlan-limit |
mac-limit} {limit | disable}

no ipv6 neighbor binding
max-entries

limit: (0..65535)/
BbIK/NHOYEHO

Onpeaenvute MakCMManbHOE KONNYEeCTBO 3anucelt B Tabauue
NpWBA3KK coceaelt.

- interface-limit — onpeaenuTe "MMuUT gns nHTepdelica;

- vlan-limit — onpegennte Aumut VLAN;

- mac-limit — onpegennts numutT MAC-agpecos;

- disable — pa3pewnTb MaKCMMaNbHOE KOJIMYECTBO 3anncei.
MakcumanbHoe 3HadyeHue = 4294967294.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ipv6 neighbor binding static ipv6
{X:X:X:X::X} vlan vlan_id interface
interface mac mac-address

no ipv6 neighbor binding static
ipv6 {X:X:X:X::X} vlan vlan_id

[Jo6aBuTb cTaTMyeckyto 3anucb 6e3 npedukca B Tabauuy
Neighbor Prefix Table:

- vlan — npuBAsaTtb 3anucb K onpegeneHHomy VLAN;

- interface — npwuBA3aTb 3anucb K onpeaesieHHOMY WHTep-
deiicy;

- mac — npmBeA3aTb 3anucb K onpeaeneHHomy MAC-agpecy.

Y0anutb CTaTUYECKYIO 3aMUCh.

ipv6 source guard policy
policy_name

no ipv6 source guard policy
policy_name

policy_name:
(1..32) cumBona

Co3gaTtb noAnTUKy Source Guard U NepeinTn B PeXXnUM eé KoH-
duUrypmpoBaHus.

YpanuTe nonnTuky Source Guard.

ipv6 dhcp guard policy
policy_name

no ipv6 dhcp guard policy
policy_name

policy_name:
(1..32) cumBona

Co3patb nonntnky DHCP Guard v nepevit B pexunm eé€ KoH-
burypuposaHus.

Yaanutb nonantuky DHCP Guard.

ipv6 dhcp guard preference
{minimum minimum_value |
maximum maximum_value}

ipv6 dhcp guard preference

minimum_value;
maximum_value:
(0..255)/BbIKNtOYEHO

YCTaHOBWUTb MaKCUMasIbHbIM U MUHUMaNbHbIM Npeaenbl npes-
noyteHuna gna DHCPv6-cepsepa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 nd inspection policy
policy_name

no ipv6 nd inspection policy
policy_name

policy_name:
(1..32) cumBona

Co3aatb nonntuky ND Inspection n nepeit B pexunm eé KoH-
durypmpoBaHus.

Yaanutb noantuky ND Inspection.

ipv6 nd inspection drop-unsecure

no ipv6 nd inspection
drop-unsecure

-/BbIKNOYEHO

BkaounTb OT6paCbIBaHMe NaKeToB C OTCYTCTBYHOLWMMU NN HE-
A0NYyCTUMbIMU NMapamMmeTpamMmn Uam Nnoanucbio.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 nd inspection sec-level
minimum

no ipv6 nd inspection sec-level
minimum

minimum: (0..7)/
BbIK/TIOYEHO

YCTaHOBUTb MMHUMA/IbHOE 3HaYeHWe NapameTpa YpoBHA bes-
OMacHOCTU NpU WCMONb30BaHWM ONUMIA KpunTorpadpuyecku
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

ipv6 nd inspection validate
source-mac

no ipv6 nd inspection validate
source-mac

-/BbIK/IIOYEHO

BkntounTb npoBepky MAC-agpeca naketa no ero agpecy link-
layer.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 nd raguard policy

no ipv6 nd raguard policy

policy_name:
(1..32) cumBona

Co3aatb nonmMTnky ND RA Guard u nepeinTu B pexkum eé KoH-
burypuposaHus.

Yaanutb nonntuky ND RA Guard.

ipv6 nd raguard hop-limit
{minimum minimum_value |
maximum maximum_value}

no ipv6 nd raguard hop-limit

minimum_value;
maximum_value:
(1..255)/BbIKNtO4EHO

YcTaHoBUTb Npeaensl 3HadeHus Cur Hop Limit B coobuieHnax
Router Advertisement.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

ipv6 nd raguard managed-config-
flag {off | on}

no ipv6 nd raguard managed-
config-flag

-/BbIK/IOYEHO

Bk/itountb nposepky ¢nara managed-config B coobuieHunax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3HauyeHue pnara JOMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 327
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32



HELTEX

ipv6 nd raguard other-config-flag
{off | on}

no ipv6 nd raguard other-config-
flag

-/BbIKNOYEHO

BKntountb npoBepKy dnara other-config B coobuweHuax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITL O;

- on — 3Ha4yeHue ¢ara JOMKHO bbiTb 1.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ipv6 nd raguard router-
preference minimum {low |
medium | high}

no ipv6 nd raguard router-
preference minimum

-/BbIKNOYEHO

YCTaHOBUTb MUHMManbHoe obbasnsemoe 3HaveHue Default
Router Preference B coobuueHunax Router Advertisement:

- low — HM3Koe 3HaueHue;

- medium — cpegHee 3HayYeHwUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 nd raguard router-
preference maximum {low |
medium | high}

no ipv6 nd raguard router-
preference maximum

-/BbIKNOYEHO

YCTaHOBUTb MaKCMManbHoe o6baBasemoe 3HaveHne Default
Router Preference B coobuueHunax Router Advertisement:

- low — HUM3KOoe 3HayeHue;

- medium — cpegHee 3Ha4YeHuUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusasku cocedell

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-nbr-binding) #

Tabnuua 267 — KomaHap! pexkruma nosIMTUKKN NPUBA3KKN coceaei

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

logging binding enable

logging binding disable

-/BbIKNOYEHO

Bkatountb nornposanHue aobasneHuna/yaaneHusa IPve B Tab-
JIMLLY NPUBA3KN coceaent.

BbIKNOUMTL NorMpoBaHune gobasneHuns/yganenus IPv6 B Tab-
MLy NPUBA3KK coceaen.

max-entries {interface-limit |
vlan-limit | mac-limit} {limit |
disable}

no max-entries

limit: (0..65535)/
BbIK/IKOYEHO

OnpeaennTe MakCMManbHOEe KONNYEeCTBO 3anucelt B Tabauue
NpWBA3KK coceaelt.

- interface-limit — onpeaennts AMMUT ana nHTepoeiica;

- vlan-limit — onpegenntb AumuT VLAN;

- mac-limit — onpegennto nmnutT MAC-aapecos;

- disable — paspewnTb MakcMmanbHOe KOIMYECTBO 3amnuncei.
MakcmanbHoe 3HadeHue = 4294967294,

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

address-config {dhcp | any |
stateless}

no address-config

-/BbIKNIOYEHO

BkntounTtb fobaBneHMe 3anucelt B TabamLy NpuBA3KKU coceaen
Ha OCHOBaAHWUM:

- dhcp-nakera DHCPv6 Reply. Mpu stom Bce Link-local IPv6-
afpeca BHOCATCA B Tab/avuy NpuBA3KKM cocefei nmo ymonya-
HWIO B pe3yabTaTte aHanmnsa ICMPv6-nakeTos;

- any — po6asnaTtb Bce agpeca;

- stateless — Ha ocHoBe IPv6 RA cooblueHnit.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

address-prefix-validation {enable
| disable}

no address-prefix-validation

-/BbIK/IOYEHO

BK/1tOUMTbL NPOBEPKY aApecos B TabauvLe NpuBA3KK coceaei.

YCTaHOBUTb 3HaYeHMe N0 YMOIHAHUIO.

device-role {permiter | internal}

no device-role

-/BbIK/IOYEHO

YKasaTb po/ib YCTPOWUCTBA, MOAKAOYEHHOIO K MHTEpPdECY:
- permiter — yCcTpoOWCTBO NepUMeTpa;
- internal — BHyTpeHee yCTpONCTBO.

Y6paTb po/b C YCTPOICTBA, NOAKNOUYEHHOIO K MHTepdeiicy.
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KomaHObI pexcuma KoHgu2ypayuu noaumuku Source Guard

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-ipv6-srcgrd) #

Tabnunua 268 — KomaHabl perkuma IPv6 Source Guard noanTuKm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmesue

trusted-port

no trusted-port

-/BbIKNOYEHO

OnpeaennTb f0BEPEHHDbIM NOPT. [laHHaA NOANTMKA Ha3Haua-
€TCs Ha MoPT, Ha KOTOPOM HE A0JIKHA NPUMEHATLCA NOANTUKA
Source Guard.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku DHCP Guard

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp-guard) #

Tabnuua 269 — KomaHap! pexkuma ipvé DHCP Guard nosnmtuku

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

device-role {client | server}

no device-role

-/BbIK/IIOYEHO

YKa3aTb po/ib YCTPOMCTBA, NOAK/IIOYEHHOTO K MHTEpdency:
- server — yCTaHOBWTb POJib CEPBEPA;
- client — ycTaHOBUTb PO/Ib KNAMEHTA.

Y6paTb posib € yCTPOMCTBA, NOAK/IOUYEHHOTO K MHTEpdEeNcy.

no match server address

match reply {disable | prefix-list prefix_list: BK/IOYNUTL NPOBEPKY aHOHCUPYEMBIX aAPECOB, MNONYYEHHbIX B
prefix_list} (1..64) cumsona/ coobuieHunax DHCPv6:
BbIK/IIO4YEHO - disable — oTkntounTb NPOBEpKY No DHCPV6-coobueHmnam;
- prefix-list — npedukc-macKka, no KoTopol byaeT ocyLlecTs-
NATCA NPOBEepKa.
no match reply YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
match server address {disable | prefix_list: BKAtOUNTL NPOBEPKY agpeca NCTOUHMKA cepBepa:
prefix-list prefix_list} (1..64) cumsona/ - disable — oTKAOUUTL NPOBEPKY agpeca UCTOYHUKA cepBepa;
BbIK/IHOYEHO - prefix-list — npedukc-macKka, no KoTopol byaeT ocyLlecTs-

NATCA NpoBepkKa.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

preference minimum
{preference_value | disable}

no preference minimum

preference_value:
(0..255)/BbIKNtOYEHO

YCTaHOBUTb MUHMMabHBIN Npeaen aHoHcupyembix DHCPV6-
cepBepom onuuin:
- disable — BbIKNOUYNTL NPOBEPKY ONLLMIA.

YCTaHOBWTb 3HaYeHMEe N0 YMOAYAHMUIO.

preference maximum
{preference_value | disable}

no preference maximum

preference_value:
(0..255)/BbIKNtOYEHO

YCTaHOBUTb MaKCMManbHbIM Npeaen aHoHcupyembix DHCPV6-
cepBepom Onuumi:
- disable — BbIKNOUNTL NPOBEPKY ONLLMIA.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku ND Inspection

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-nd-inspection) #
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Tabnuua 270 — KomaHap! pexkuma IPve ND Inspection noantunkm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

device-role {host | router}

no device-role

-/BbIK/IOYEHO

YKasaTb po/ib YCTPOMCTBA, NOAK/IOYEHHOTO K MHTepdeicy:
- host — ycTtaHOBUTb posb XOCTa
- router — yCTaHOBUTb POJIb MapLIpyTM3aTopa

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

drop-unsecure {enable |disable}

no drop-unsecure

-/BbIKNOYEHO

BkaounTb OT6paCbIBaHMe NaKeToB C OTCYTCTBYOLWMMU UNTN HE-
A0NYyCTUMbIMUK NapameTpamn Uam noanucbio.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

sec-level minimum
{sec_level_minimum | disable}

no sec-level minimum

sec_level_minimum:
(0..7)/BbiKNtOYMEHO

YKasaTb MUHMMa/IbHOE 3HayeHWe napameTpa ypoBHs 6es-
ONacHOCTM MpPM MCNO/Mb30BaHUM ONUMUI KpuUnTorpadpuyecku
creHepupoBaHHoro agpeca (CGA).

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

validate source-mac {enable |
disable}

no validate source-mac

-/BbIKNOYEHO

BKkntounTb npoBepKy MAC-agpeca nakeTta no ero link-layer ag-
pecy:

- enable — BkaOUUTH

- disable — BbIKAOUNTD

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku RA Guard

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-ra-guard) #

Tabnunua 271 — KomaHabl pexkuma IPv6 RA Guard noantukm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

device-role {host | router}

no device-role

-/BbIK/IIOYEHO

YKa3aTb po/ib YCTPOMCTBA, NOAK/IIOYEHHOTO K MHTEpdecy:
- host — ycTaHOBUTb PONb XOCTa;
- router — yCTaHOBUTb PONIb MapLLpPYTU3aTOpPA.

YCTaHOBUTb 3HAYEHME MO YMOIYAHMIO.

hop-limit {minimum value_limit |
maximum value_limit}

no hop-limit

value_limit:
(1..255)/BbIKNtO4EHO

YcTaHoBUTb Npeaensl 3HaveHus Cur Hop Limit B8 coobuyeHunax
Router Advertisement.

YCTaHOBWTb 3HaYeHue no YMO4aHMUIO.

managed-config-flag {off | on}

no managed-config-flag

-/BbIK/IIOYEHO

BKkntounTtb nposepky ¢nara managed-config B coobuweHnax
Router Advertisement:

- off — 3HaueHune dnara LOMKHO 6bITh O;

- on — 3Ha4yeHune dnara JOMKHO 6bITb 1.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

match ra address {disable | prefix- prefix_list: Bkntountb nposepky aapecoB B coobuieHnax Router Adver-
list prefix_list} (1..64) cumsona/ tisement:
BbIKNHOYEHO - disable — oTKNOUMTb NPOBEPKY aapecos
- prefix-list — npedukc macka, no KoTopoi byaer ocyliecTs-
NATCA NPOBepKa.
no match ra address YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
match ra prefixes {disable | prefix- prefix_list: BKNtounTb NpoBepKyY NpeduKcos B coobuieHnsx Router Adver-
list prefix_list} (1..64) cumsona/ tisement:
BbIK/OYEHO - disable — oTKOUMTL NPOBEpPKY NpedUKCoB;

no match ra address

- prefix-list — npedurKkc-macka, no KoTopoi byaeT ocyw,ecTs-
NATCA NpoBepKa.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

other-config-flag {off | on}

no other-config-flag

-/BbIK/IOYEHO

Bkntountb npoBepKy dnara other-config B coobueHuax
Router Advertisement:

- off — 3HaueHune dnara LOMKHO 6bITh O]

- on — 3HayeHuWe dpnara LOMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.
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router-preference minimum {low |
medium | high}

no router-preference minimum

-/BbIKNOYEHO

YCTaHOBUTb MUHMManbHoe obbasnfsemoe 3HaveHue Default
Router Preference B coobuueHunax Router Advertisement:

- low — HM3Koe 3HaueHue;

- medium — cpegHee 3HaYeHuUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHMUIO.

router-preference maximum {low |
medium | high}

no router-preference maximum

-/BbIKNOYEHO

YCTaHOBUTb MaKCcMManbHoe ob6baBasemoe 3HaveHne Default
Router Preference B Router Advertisement coobLueHusax:

- low — HM3Koe 3HaueHue;

- medium — cpegHee 3HayYeHwUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku First Hop Security

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-ipv6e-fhs) #

Tabnunua 272 — KomaHabl pexkuma IPv6 First Hop Security nonMtukm

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

logging packet drop {enable |
disable}

no logging packet drop

-/BbIKNOYEHO

AKTMBMpPOBaTb NOTMPOBAHME Apona NakeToB NpPU HECOOTBET-
CTBUM nonuMTUKam 6esonacHoctn cnyxk6 RA Guard, ND
Inspection, DHCPv6 Guard u IPv6 Source Guard:

- enable — BKAOUMTL NOrMpoOBaHME APONA NAKETOB A/1A AaH-
HOM NOJIUTUKM;

- disable — oTkntounTbL NOrMpoOBaHME Apona NAaKeToB ANA AaH-
HOM NOJIUTUKM.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHguypayuu uHmepagelica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 273 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica VLAN

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 first hop security

no ipvé first hop security

-/BbIKNIOYEHO

BkntounTb dyHKLMOHan First Hop Security 8o VLAN.

BbIkntounTb PyHKUMOHAN First Hop Security Bo VLAN.

ipv6 first hop security attach-policy
policy_name

no ipvé first hop security attach-
policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

[o6asnTb nonuTuky First Hop Security Ha nHTepdeiic.

Ypanutb nonnTuky First Hop Security c uHtepdeiica.

ipv6 neighbor binding

no ipv6 neighbor binding

-/BbIK/IOYEHO

BKAtounTb NpuBA3KY coceaelt n aobasneHue 3anuceit B Tab-
nnuy.

BbIKNtOUMTb NPUBA3KY cocenent n aobasneHne 3anucei B Tab-
auy.

ipv6 neighbor binding attach-policy
policy_name

no ipv6 neighbor binding attach-
policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

Lo6asutb nonntuky Neighbor Binding Ha uHtepdelic.

Yaanutb nonntuky Neighbor Binding c uHtepgeiica.

ipv6 source guard

no ipv6 source guard

-/BbIK/IOYEHO

BKkatountsb IPV6 Source Guard.

BbikntounTb IPV6 Source Guard.

ipv6 dhcp guard

-/BbIK/OYEHO

BKkatountb DHCP Guard.
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no ipv6 dhcp guard

Bbikntounts DHCP Guard.

ipv6 dhcp guard attach-policy
policy_name

no ipv6 dhcp guard attach-policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[o6asuTb nonutuky DHCP Guard Ha uHTepodeiic.

Yaanutb nonantukn DHCP Guard ¢ nHtepdelica.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIKOYEHO

Bkatoumtb IPv6 ND Inspection.

BbikntounTb IPv6 ND Inspection.

ipv6 nd inspection attach-policy
policy_name

no ipv6 nd inspection attach-policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

[No6aeutb nonntnky ND Inspection Ha uHTepdeiic.

Yaanutb nonntuky ND Inspection c nHtepdeiica.

ipv6 nd raguard

no ipv6 nd raguard

-/BbIKNOYEHO

Bkatounts IPv6 ND RA Guard.

BbikatounTb IPv6 ND RA Guard.

ipv6 nd raguard attach-policy
policy_name

no ipv6 nd raguard attach-policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

Lo6aeutb nonntrky ND RA Guard Ha nHtepdelic.

Yaanutb nonantuky ND RA Guard c nHtepdeiica.

KomaHObl pexcuma EXEC

BuAa 3anpoca KOMaHAHOM CTPOKM:

console#

Tabnunua 274 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue

no ymon4aHuro

Aelicmeue

show ipvé first hop security

OT06pa3nTb HacTponkKM PpyHKLMI IPV6 First Hop Security.

show ipv6 source guard

OT06pa3unTb cocToAHne PyHKLMM IPV6 source guard.

show ipv6 neighbor binding table

OT06pa3nTb TabanLy NpMBA30K cocenen.

show ipv6 dhcp guard

OTO6pPO3UTL COCTOAHUE M HACTPOIKK dyHKLUMM DHCP Guard.

show ipv6 nd inspection

OTO6pPO3UTL COCTOAHUE M HAcTpolikn ¢yHKUmMM ND Inspection.

show ipv6 nd raguard

OT10bpa3unTb cocToAHME M HAacTponkKu dyHKLMKM RA Guard.

5.28 ®yHKkuuu DHCP Relay areHTa

KommyTtatopbl noaaepkmeatoT GpyHkummn DHCP Relay areHTta. 3apaveit DHCP Relay areHTa siBnaetca
nepenaya DHCP-nakeToB OT KAMEHTa K cepBepy M obpaTHO B chy4vae, ecnm DHCP-cepBep HaxoauTca B 04HOM
CeTU, a KAMeHT B apyron. Opyroii ¢dyHKumMeln apnsetca gobasneHwe AOMNOAHUTENbHbIX onuuii B DHCP-

3anpocbl KAneHTa (Hanpumep, onumu 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOMMmyTaTope: KOMMYTATOp NPUHUMAET OT KaneHTa DHCP-
3anpochbl, NepenaeT 3TM 3anpochl CEPBEPY OT UMEHW KMeHTa (0CTaBAsAsA B 3anpoce onuun ¢ TpebyembiMmu
KJIMEHTOM MapamMeTpamMm W, B 3aBUCUMOCTM OT KOHPUrypaumm, aobasnsas ceon onuuu). Monyyms oTeeT oT

cepsepa, KOMMYTATOP NepPeAaeT ero KANeHTy.

KomaHObI pexcuma 2a06asab6HolU KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHom KoHGUrypaumm:

console (config) #

Tabnnua 275 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

ip dhcp relay enable Mo ymon4yaHuto areHT

BrntounTb PpyHKLMM DHCP Relay areHTa Ha KommyTaTope.

no ip dhcp relay enable BbIK/IIOYEH

BbIkntountb yHKuMmM DHCP Relay areHTa Ha KommyTaTope.
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ip dhcp relay address
ip_address [vlan vian_id]
[vrf vrf_name]

no ip dhcp relay address
[ip_address] [vrf vrf_name]

vlan_id: (1..4094);
vrf_name: (1..32)
CMMBONOB
MosKeT 6bITb 3a4aH0 40
32 cepBepoB
(ananasoHom nam
nepeyncieHmem)

3agatb IP-agpec pgoctynHoro DHCP-cepsepa gna DHCP Relay

areHTa.

- vlan — knueHTckmii VLAN, 3anpocbl M3 KoToporo 6yayT Hanpae-

neHbl Ha IP-agpec koHKpeTHOro DHCP-cepBepa;

- vrf_name — vma BUPTYanbHOM 061acTU MapLIpyTU3aLUM.
Heckonbko KnueHTckux VLAN pgob6asnsiotca yepes 3ans-
TYI0 B C/ly4ae nepeyncaeHusn u yepes geduc B cayvae yKka-
3aHUA AMana3oHOoB.

Ypanutb IP-agpec u3 cnucka DHCP-cepsepos ana DHCP Relay
areHTa. MoxeT 6bITb 33aHO A0 BOCbMW CEPBEPOB B BUAE Auana-
30Ha UK NepeyncneHmem.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHPurypaumnm nHtepoerica VLAN:

console# configure

console(config)# interface vlan vian id

console (config-if) #

Tabanuya 276 — KomaHabl perknma KoHourypaumm nHtepdeiica VLAN, nHtepoeitca Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

ip dhcp relay enable
Mo ymonuyaHuto areHT
BbIK/1tOYEH

no ip dhcp relay enable

Bkntounte ¢yHKumMm DHCP Relay areHTa Ha HacTpavBaemom
nHTepoelice.

BbIkntounTb dyHKUMM DHCP Relay areHTa Ha HacTpavMBaemom
nHTepoelice.

ip dhcp relay gateway-address
ip_addr

no ip dhcp relay gateway-address

Mo ymonyaHutio agpec
He BblbpaH

M03BOANTb HACTPOUTb KOHKPETHbIM agpec WCTOYHUKA ANA
DHCP-nakeToB 13 kaneHtckoro VLAN.

BepHyTb B pexmMm paboTbl N0 yMOAYaHUIO.

KomaHOob! pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnuua 277 — KomaHabl pexkuma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip dhcp relay [ vrf {vrf_name |

all}]

- vrf_name — uma BUpTyanbHOM 061aCT MapLIpyTU3aALNN.
OTo6pa3uTb KOHOUrypaumto HacTpoeHHoW ¢yHKumum DHCP
Relay areHTa Ana KommyTaTopa M OTAENBbHO A8 UHTepdelicos,
a TaKXKe CMUCOK AOCTYMHbIX CEPBEPOB.

show ip dhcp relay statistics [
interface [ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet twe_port
|

hundredgigabitethernet hu_port |
fourhundredgigabitethernet fo_port
| port-channel group | vlan vian_id ]

]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

OTobpaxkaeT cTaTUCTUKY paboTbl dyHKuMM DHCP Relay.
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HELTEX
Hpumepb/sunonHeHUHKomaHd

MNMokasaTtb coctoaHMe ¢yHKUnM DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
192.168.16.38
Relay agent Information option is Enabled

Servers:

5.29 KoHowurypauusa PPPoE Intermediate Agent

®yHKumMA PPPOE |IA peanvsoBaHa B COOTBETCTBMU € TpeboBaHUAMM gokymeHTa DSL Forum TR-101 u
npegHasHayeHa 419 UCNoJIb30BaHUA Ha KOMMYyTaTopax, paboTatowmx Ha ypoBHe AoCTyna.

®PyHKUMA No3BONAET AONONAHATL NakeTbl PPPOE Discovery MHGOpMaLMEN, XapaKTEPU3YIOLLEN WH-
Tepdelic goctyna. 1o Heobxoammo ana naeHtTudpurKaumMmn Noab3oBaTeIbCKOro NHTepdeinca Ha cepeepe ao-
ctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsatom 1 obpaboTkoit naketos PPPoE
Active Discovery ocyuwiectsnserca rnobasnbHO A8 BCEro YCTPOWCTBA M BbIDOPOYHO AN1A KaXKA0ro UHTEpP-
deica.

Peanusaums ¢yHKUMN PPPOE IA npegocTtaBasieT AONONHUTEbHbIE BO3SMOMXKHOCTU KOHTPO/IA CO06-
LLLEHUI NPOTOKOMA NYyTEM Ha3HAYeHUs AOBEPEHHbIX MHTEPdENCOB.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

BunA 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaLmm:

console (config) #

Tabnunua 278 — KomaHabl pexkmuma rnobanbHol KoHUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe intermediate-agent

-/oTKAKOUEeH

PaspewwnTb paboTy PPPOE Intermediate Agent.

3anpetutb paboty PPPOE Intermediate Agent.

pppoe intermediate-agent
timeout seconds

no pppoe intermedi-
ate-agent timeout

seconds :(0..600)/300

YCTaHOBUTb IMMUT BpeMeHU HeaKTUBHOCTK NON1b30BaTeN1A.

BocctaHoBUTL HaCTpOVIKM N0 YMOZIHaHUIO.

no pppoe intermediate-agent
format-type generic-error-
message

Discover packet is too
large to process

pppoe intermediate-agent word: (1..48) YCTaHOBUTb CTPOKY MAEHTUDUKALMM YCTPOMCTBA AOCTyNa.
format-type access-node-id cumsona/
word naeHTuduKkaTop
no pppoe intermediate-agent YCTPOMCTBA He BOCCTaHOBUTb HAaCTPOMKM MO YMOAYAHMIO.
format-type access-node-id HasHaveH
pppoe intermediate-agent YCTaHOBUTb TEKCT cooblieHna o6 ownbke npesbllleHWA pas-
format-type generic-er- mepa naketa (MTU), otnpasnsemoro PPPoE IA 8 PADO- naun
ror-message word .
g word: (1..128) PADS-nakeTax.
cumsona/PPPoE

l Ecnun coobieHue coaepuT cumBobl npobena, ero

- HEOGXOAMMO 3aK/II0O4YNUTb B KaBbl4YKWU.

BoccTaHoBUTL HaCTpOI7IKI/I NO YMO/THaHUIO.
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HELTEX

pppoe intermediate-agent
format-type option {sp | sv
| pv|spv}

delimeter [.,;#/, space]

no pppoe intermediate-agent
format-type option

-/ycTaHoBNEeH popmaT
B COOTBETCTBUU
c TR-101:
slot / port : vlan

HacTpouTb Habop napameTpoB 1 pasaeuTeNn Mexay HUMu,
KoTOopble Ncnonb3ytoTca Ana GopMMpoBaHMA NOAONLMK circuit -
id.

B KOMaHfe 1CNonb3yHTCA caeaytolme YCI0BHble 0603HaYeHUs:
- sp — slot + port

-sv — slot + vlan

- pv — port + vlan

- spv — slot + port + vlan

BoccTaHoBUTL HaCTpOVIKVI N0 YMO/THaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BunAa 3anpoca KoMaHAHOWM CTPOKM pexnma KoHOUrypaumm nHtepdeica:

console (config-if)#

Tabnunua 279 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

pppoe intermediate-agent

no pppoe intermediate-agent

-/3anpet

PaspewunTtb paboTy PPPOE Intermediate Agent.

3anpetutb paboty PPPoE Intermediate Agent.

pppoe intermediate-agent
format-type circuit-id circuit_id

no pppoe intermediate-agent
format-type circuit-id

circuit_id: (1..63)
CMMBO/10B

HasHauntb naeHtTndukaTop circuit-id, nobaBaAsemoro KommyTa-
Topom. NaeHTudMKaTop, 3afaHHbIA B KOMAHAE, NONIHOCTLIO ne-
peonpeaenseT UAEHTUGUKATOP, BbIMUCNAEMbIA Ha OCHOBE FN10-
6anbHbIX NapameTpoBs access-node-id u option/delimeter.

BoccTaHOBWTL HACTPOMKY Ha ocHoBe rn06anbHbIX NapameTpos
access-node-id v option/delimeter.

pppoe intermediate-agent
format-type remote-id
remote_id

no pppoe intermediate-agent
format-type
remote-id

remote_id: (1..63)
cumsonos/MAC-aapec
KOMMyTaTopa

HasHauutb ngeHtndukatop remote-id, fob6aBnsemoro Kommy-
TaTopom. NoeHTUdUKaTOp Ao/IKeH ObiTb CKOHPUIYPUPOBaAH Ha
BCEX MHTepdelricax KoMmMyTaTopa, rae pabotaet PPPoE IA.

BocctaHoBUTL HaCTpOVIKy N0 YMOZIHaHUIO.

pppoe intermediate-agent
trust

no pppoe intermediate-agent
trust

-/He aBnaeTca
[OBEPEHHbIM

YnpaBaaTb pexxMmom aosepus K uHTepdeiicy. KomaHaa nobas-
nAeT nHTepdenc K cnMcky aosepeHHbix. MHTepdelicol, K KoTo-
pbiM nogkntoyeHbl PPPOE-cepBepbl, HacTpamBaloTCcA Kak aose-
peHHble. HTepdeichl, K KOTOPbIM NOAKNOUYEHbI M01b30BaTENM,
HaCcTPanBalOTCA KaK HeJOBEPEHHbIE.

BoccTaHOBUTb 3HaYeHMe N0 YMONYAHUIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe intermediate-agent
vendor-tag strip

-/BbIK/IIOYEH

PaspewwnTb yaanenune vendor-specific onumm 13 naketos PADO,
PADS, PADT nepepn OTMpaBKOM WX B CTOPOHY MO/b30BATENSA.
DYyHKUMA yaaneHna MoxKeT b6biTb MCMOIb30BaHA TONbKO HA WMH-
Tepdelice, Ha KOTOpom paspelleHa paboTta PPPOE IA 1 KoTopbili
ABNAETCA AOBepeHHbIM UHTepdelicom. O6bIMHO dYHKLMA yaa-
JNIeHUA HacTpauBaeTca Ha UHTepdelice, 0bpaLLeHHOM B CTOPOHY
PPPoE-cepsepa.

BbIKNIOUNTD peXxum yaaneHus.
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HELTEX

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 280 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmesue

show pppoe

intermediate-agent info [giga-

bitethernet gi_port | tengiga-
bitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port | fourhundredgiga-
bitethernet fo_port | port-
channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

OTo6pa3uTb HacTpoiku PPPOE Intermediate Agent. Ecau B Ko-
MaHAe ABHO He 33faH UHTepdelc, To KOMaHAa BbINOAHAETCA
ON1A Bcex uHTepdeicos, rae paspeweHa pabota PPPoE IA n Bcex
[0BEPEHHbIX MOPTOB.

show pppoe intermediate-
agent statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port| fourhundredgiga-
bitethernet fo_port | port-
channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

OTo6pa3uTb CTaTUCTMKY paboTbl PPPOE Intermediate Agent.
Ecnv B KOMaHAe He 33faH ABHO MHTepdelic, TO KOMaHA4a BbiNoA-
HAeTCca gns Bcex MHTepdeincoB ¢ paspelueHHbIM PPPOE IA 1 Bcex
[,0BEPEHHbIX NOPTOB.

clear pppoe intermediate-
agent statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port | fourhundredgiga-
bitethernet fo_port | port-
channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

OumnCTUTB CTAaTUCTURY paboTbl PPPOE Intermediate Agent. Ecan B
KOMaHZe He 3aZaH ABHO MHTepdeic, To KoMaHAa BbINOHAETCA
ONs BCcex MHTepdelicos ¢ paspelueHHbIM PPPOE IA n Bcex
[,0BEPEHHbIX NOPTOB.

show pppoe intermediate-
agent sessions
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port | fourhundredgiga-
bitethernet fo_port | port-
channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

OTo6pa3nTb BCEX 3aPEruCTPUPOBAHHbIX K/IMEHTCKUX CECCUN.
Ecnm B KomaHZe He 3a4aH ABHO MHTepdelic, To oTobpaatoTes
BCE CeCCMU C COPTUPOBKOW NO UHTepdelicam.

clear pppoe intermediate-
agent sessions [mac-ad-

dress]

mac address: (H.H.H
vnan H:H:H:H:H:H nan
H-H-H-H-H-H)

OumncTnTb CTaTUCTUKY paboTbl PPPOE Intermediate Agent ansa og-
HoW ceccun. Ecnmn He ykasaH mac address, To ouuLialoTca Bce
ceccum.

5.30 KoHopurypauua DHCP-cepsepa

DHCP-cepBep OCyLEeCTBAAET LeHTPaN30BaHHOE YpaB/ieHne ceTeBbIMM agpecamn 1 COOTBETCTBYIO-
LWMMW KOHOUTYPALMOHHbBIMM NapameTpamm, aBTOMaTUYECKM NPeAoCTaBaaAa UX KAneHTam. ITo No3sonseT
n3bexKaTb PyYHOM HACTPOMKM YCTPOMCTB CETU M YMEHbLLAET KONMYECTBO OLUIMBOK.
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HELTEX

Ethernet-kommyTaTopbl MoryT paboTtaTb Kak DHCP-KaueHT (nonyyeHune coberseHHoro IP-aapeca oT
cepsepa DHCP), Tak n Kak DHCP-cepBep. BoamokHa ogHOBpemeHHan pabota DHCP-cepsepa n DHCP-relay.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunA 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaLumm:

console (config) #

Tabnunua 281 — KomaHab! perknma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

ip dhcp server

no ip dhcp server

-/BbIKNOYEHO

Bkntountb PpyHKUM0 DHCP-cepBepa Ha KommyTaTope.
Mepea BkAloueHnem DHCP-cepBepa npeaBapu-
' | TeNbHO A0J/KHbI 6bITb OTKAOYEHbl DHCP-KAMEHTDI
e Bo Bcex VLAN. B Tom uucne BKAIOYEHHbI NO ymon-
yaHuio DHCP-knueHT B VLAN 1.

Bbikntountb oyHKUMo DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32)
CUMBOJI0B

Boitn B pexum KoHdurypaumm ctatuyeckux agpecos DHCP-
cepsepa.

Ypanute KoHpurypaumto DHCP-knneHTa ¢ 3aiaHHbIM UMEHEM.

ip dhcp pool network name

no ip dhcp pool network name

name: (1..32) cumBonos

BoliTn B pexknm KoHourypaummn DHCP-nyna agpecos DHCP-cep-
Bepa.
- name — umsa DHCP-nyna agpecos.
MakcumanbHo ponyctumoe Konudecteo DHCP pool
. yKasaHo B Tabnuue 10.

Yaanute DHCP-nyn ¢ 3agaHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-address
low_address [high_address]

YKa3satb IP-agpeca, koTopble DHCP-cepBep He byaeT HazHavaTb
ana DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec AnanasoHa;

- high-address — KoHeuHbIV |P-agpec gManasoHa.

Yaanutb IP-agpeca us cnucka UCKAOYEeHU A1a HasHauyeHus ero
DHCP-knneHTam.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckKux adpecos DHCP-cepsepa

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexknume KOHPUrypaumm ctatuyeckmx agpecos DHCP-cepsepa:

console# configure
console (config) # ip dhcp pool host name
console (config-dhcp) #

Tabnuua 282 — KomaHabl pexxnuma KoHburypaumm

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda HAelicmeue

PyuHoe pesepsuposaHue IP-agpecos gns DHCP-knmeHTa.

- ip_address — IP-agpec, KoTopblii byaeT conocTasneH ¢ ¢pusn-
YeCcKMM afpecom KIMEeHTa;

- mask/prefix_length — macka nogcetn/annHa npeduKca;

- id — pusnyecknit agpec (MaeHTUGMUKaTOP) CETEBOM KapTbl;

- mac_address — MAC-agpec.

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address} -

no address Ypanutb 3apesepsupoBaHHble IP-agpeca.

client-name name Onpepenntb nma DHCP-knuneHTa.

name: (1..32) cumBonos

no client-name Yaannte uma DHCP-knneHTa.
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SHELTEX

338 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa

Bupa 3anpoca KOMaHAHOM CTPOKK B pexkume KoHpurypaumumn nyna DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool network name

console (config-dhcp) #

Tabnunuya 283 — KomaHabl perkMma KoHburypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeilicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

no address

YCTaHOBWUTbL HOMEpP NoACeTM U MAcKy NOACEeTU ANA nyna ajpe-
cos DHCP-cepsepa.

- network_number — |P-agpec Homepa noaceTu;

- low_address — HayanbHbIl IP-appec AnanasoHa aapecos;

- high_address — koHeuHbIW |IP-agpec gManasoHa agpecos.

- mask/prefix_length — macka noacetn/annHa npeduKca.

Ypanute KoHdurypauyuto DHCP - nyna agpecos

lease {days [hours [minutes]] |

Bpems apeHgbl IP-agpeca, KOTopblit HasHayeH oT DHCP.

no auto-default-router

infinite} - infinite — Bpems apeHgbl He OorpaHNYEeHo;
- days — Konn4yecTso gHew;
-/1 peHb
- hours — KOINYECTBO YacoB;
- minutes — KOANYECTBO MUHYT.
no lease YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.
auto-default-router -/BKAtOYEHO DHCP-KAMeHTy BblAaeTca MmapLipyT no ymondaHuto c IP-agpe-

com DHCP-cepBepa B c/nydyae, €C/iM KOHKPETHbIWA L3 He
HacTpoeH KomaHaon default-router .

OTMeHUTb Bblgavy maplipyTta no ymondaHuto DHCP-knmeHTy.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOWM CTPOKM:
console (config-dhcp) #

Tabnunua 284 — KomaHabl pexkMuma KoHburypaumm

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aeilicmeue

default-router ip_address_list

Mo ymon4aHumio cnmucok
MapLpyTU3aToOpOB He
onpeaeneH.

no default-router

OnpeaenvTb CNWCOK MapLIPyTM3aTOPOB MO YMOYAHUIO ANS
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLipyTM3aTopos, Mo-
JKeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.
IP-agpec maplipyTM3aTtopa Ao0NXKeH 6biTb B TOW Ke
o noAaceTu, YTo U KINEHT.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dns-server ip_address_list
Mo ymonyaHuio cnncok
DNS-cepsepos He

Onpegenntb cnncok DNS-cepBepoB, A0CTYMHbIX ANA KAMEHTOB
DHCP.
- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXKeT

onpesenex. coaepaTb 40 8 3anuceit, pasgeneHHbIx npobenom.
no dns-server YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.
domain-name domain domain: (1..32) Onpegenutb gomeHHoe umsa ans DHCP-knveHToB.
no domain-name CMMBO/I0B YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

netbios-name-server
ip_address_list Mo yMoN4aHMIO CMIMCOK
WINS-cepBepoB He

onpeaeneH.

no netbios-name-server

OnpegennTb cnucok WINS-cepBepoB, AOCTYMHbIX ANA KANEH-
Tos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, moseT
cofepaTb A0 8 3anucen, pasgeneHHbix npobenom.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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HELTEX

netbios-node-type {b-node |
p-node | m-node | h-node}

no netbios-node-type

Mo ymonyaHuio Tvn
y3na NetBIOS He
onpegenex.

Onpegenutb TN y3na NetBIOS Microsoft gns knneHtos DHCP:
- b-node — WMpOKoBeLWaTeNbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHNPOBAHHbI;

- h-node — rnbpuaHbIN.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHYAHMUIO.

next-server ip_address

no next-server

Mcnonb3osaTb Ana ykasaHma DHCP-knuneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOTro AOJIXKEH BbITb NOy-
YeH 3arpy3oyHbli ¢an.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3osatb ans ykazaHua DHCP-knveHTy umsA cepsepa, € KO-
TOPOro A0/KeH bbITb NOYYEH 3arpy304Hblii dpaiin.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

bootfile filename

no bootfile

filename: (1..128)
CMMBO/I0B

YKazaTtb umsa ¢daina, UCnonb3yemoro AAsA HavalbHOM 3arpysKku
DHCP-knuneHTa.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

time-server ip_address_list

no time-server

Mo yMONYaHMIO CNCOK
cepBeposB He
onpeaenex.

OnpegennTb CNUCOK CePBEPOB BPEMEHM, AOCTYMHbIX ANS KU-
eHTtos DHCP.

- ip_address_list — cnucok IP-appecos cepBepoB BpeMeHU, MO-
YKET coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHME N0 YMOIYAHMUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CYMBOJIOB;
desc: (1..160)
C“MBO/I0B

HacTtpouTb onumn DHCP-cepsepa.

- code — kop, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- integer — Lenoe NONOXKUTENbHOE YNCNO;
- ascii_string — ctpoka B ¢opmarte ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om ¢popmare.

Yaanutb onuuun ana DHCP-cepsepa.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOW CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 285 — KomaHab! pexxunma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

Yaanutb 3anucelt U3 Tabamubl COOTBETCTBUA GU3MYECKUX aape-
COB UM aZpecoB, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHa4YeHHbI DHCP-cepsepom;

- ¥ —ypanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepsepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-appecos, kKoTopble DHCP-cepBep He byaeT HasHa-
yatb gnAa DHCP-knueHTOB.

show ip dhcp pool host
lio_address | name]

name: (1..32) cumBonos

MpocmoTp KoHdUTypauumn Ans ctaTuyeckmx agpecos DHCP-cep-
Bepa:

- ip_address — IP-agpec KnneHTa;

- name —vumaA DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHoUrypaumm DHCP-nyna appecos DHCP-cepBepa:
- name — vuma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-aapecos, KoTopble conocTaseHbl ¢ PUINYECKUMU
aapecamu KAMEHTOB, a TaKXKe Bpema apeHabl, cnocob HasHave-
HUA 1 cocToAHUe IP-agpecos.

show ip dhcp server statistics

MpocmoTp cTatnctukn DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTMBHbIX IP-agpecos, BbligaHHbIX DHCP-cepBepom.
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HELTEX

[pumepbl 8b1MNOAHEHUS KOMAHO

Hactpoutb DHCP-nyn c umeHem test n ykasatb ana DHCP-knneHTOB: umAa gomeHa — test.ru, Wwnto3 no ymon-

YaHuto —192.168.45.1 n DNS-cepBep — 192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp)# dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

5.31 KoHdwurypauua ACL (cnucKu KOHTpOAA AocTyna)

ACL (Access Control List — cnucok KoHTposa goctyna) — Tabaunua, KoTopasa onpegenser npasuna
dunbTpaumm BXoAALLEro U ncxogauiero Tpaduka Ha OCHOBaHWUM NepefaBaeMblX B MakeTax NPOTOKO/OB,

TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

v

ACL-cnucku Ha 6a3e IPv6, IPv4 u MAC-agpecoB He A0NXKHbl UMeTb OAMHAKOBble Ha3BaHUA.

IPv6- n IPv4-cnuckn moryT pabortatb Bmecte Ha ogHom d¢usnyeckom uHTepdeiice.
IPv4-cnucku n ACL Ha 6a3e MAC-agpecauum moryT pabotatb Bmecte Ha ogHOM PpU3NYECKoMm
nHtepdeiice. Cnucok ACL Ha 6a3ze MAC-agpecaumm He MOXET COBMELL,ATbCA CO CNUCKamMMm
ana IPv6. [1Ba cnMcka o4MHAKOBOro TMNa He MoryT pabortatb BMmecTe Ha UHTepdeiice.

%

KomaHapl Ans co3paHusas M pedaktupoBaHus cnivckoB ACL gocTtynHbl B pexume rnobasnbHoOM

KOHUrypaumu.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

KomaHgHan cTpoKa B pexkume rnobanbHo KOHPUrypaumm numeet Bua;

console (confiqg) #

Tabnunua 286 — KomaHabl a4nsa co3gaHua U KoHdurypaumm cnmckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip access-list access_list
{deny | permit} {any |
ip_address [ip_address_mask]}

no ip access-list access_list

ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list access_list
{deny | permit} {any |
ipv6_address
[ipv6_address_prefix]}

no ipv6 access-list access_list

access_list: (0..32)
cMMBONIA

Co3aaTb CTaHAAPTHbLIV cnivcok ACL.

- deny — 3anpeTuTb NPOXOXKAEHWE NaKeTOB C yKasaHHbIMW Mapa-
meTpamu;

- permit — paspeLlmnTb NPOXOXKAEHNE NAKETOB C YKa3aHHbIMM Napa-
MeTpamu.

YpanuTb CTaHZapTHbIN cnncok ACL.

Co3aaTb HOBbIW pacliMpeHHbIi cnucok ACL ans agpecaumm IPv4 n
BOMTU B PEXUM €ero KoHdUrypauumn (ecam cnucok ¢ AaHHbIM Ume-
HeMm elle He co34aH) B0 B peXKUM KOHOUIypaLLMm paHee co3aaH-
HOTO CMUCKa.

Yaanutb pacwmpeHHbin cnucok ACL ana agpecaumn IPv4.

Co3A4aTb HOBbIM CTaHAAPTHbIM cnucok ACL ans agpecauuu IPvb.

- deny — 3anpeTuTb NPOXOXKAEHWE NaKeTOB C yKa3aHHbIMW Mapa-
meTpamu;

- permit — paspeLmnTb NPOXOXKAEHWNE NAKETOB C YKa3aHHbIMM Napa-
MeTpamu.

YpanuTb cTaHgapTHbIM cnncok ACL gns agpecaumm IPv6.
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HELTEX

ipv6 access-list extended
access_list

no ipv6 access-list extended
access_list

mac access-list extended
access_list

no mac access-list extended
access_list

Co34aTb HOBbIM paclwmpeHHbIn cnncok ACL ana agpecauum IPv6 u
BOWMTU B PeXMM ero KoHOMrypaumm (ecam cnmcok ¢ AaHHbIM ume-
HeMm elle He co34aH) B0 B peXKUM KOHOUIypaLLMm paHee co3aaH-
HOTO CMUCKa.

Ypanutb pacwmpeHHoro cnucka ACL gna agpecaumm IPv6.

Co3patb HoBbIV cnMcoK ACL Ha 6a3e MAC-aapecaummn u BOUTHU B pe-
UM ero KoHourypauum (ecam cnncok ¢ JaHHbIM UMEHeM elle He
€0343aH) 60 B peXxnm KOHOUTypaLnn paHee CO34aHHOIO CNMCKa.

Ypanutb cnucka ACL Ha 6a3e MAC-agpecauuu.

time-range time_name

time_name: (0..32)

BoliTn B pexkum KoHdurypauum time-range 1 onpeaenntb BpemeH-
Hble MHTepPBanbl ANA CNUCKa J0CTyna.

cMmBona - time_name — nma npoduna HacTpoek time-range.
no time-range time_name YaanuTb 3agaHHyto KoHdurypaumio time-range.
access-list statistics -/oTKNOYEHO BkAtountb GyHKUMOHaN noacyeTta paboTbl ana ACL-npasua.

no access-list statistics

B Tekywieit Bepcum NO PpyHKUMOHan paboTaeT B Hanpas-
nenuum IN, pabota pyHKUMOHaNa He Nnoaaep:KaHa Ha KOM-
myTtaTtopax cepumn MES53xxA.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

Ona Toro 4rtobbl aKTMBM3MpoOBaTb cnncok ACL, Heobxoaumo cBfA3aTb €ro c WHTepdeincom.
NHTepdelicom, MCNONb3YIOLLMM CIINMCOK, MOXET bbiTb Nb60 nHTEpdelic Ethernet, inbo rpynna nopros.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica Ethernet, VLAN, epynnsi nopmos

KomaHZHana cTpoka B perkume KoHourypaummn nHtepdeiica Ethernet, VLAN, rpynnbl nopToB MmeeT

BUA:

console (config-if) #

Tabnunua 287 — KomaHaa HasHauyeHus cnucka ACL-mHTepdeincy

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
cumBoNa

B HacTpoiKax onpegenéHHoro pusmyeckoro nHTepdeinca KomaHaa
MPUBA3bLIBAET YKa3aHHbIN CMUCOK K AaHHOMY UHTepdelicy.
—rnobanbHaa HacTPOWKa ANs NPUMEHeHUs onumm 82.
MNop peiictBue ACL, HazHavyaemoro Ha interface vlan, no-
V nagaeT He TONbKO MapLUPYTUIMPYEMbIA TPadUuK, HO M
Tpad UK BHYTPU CETU.
Nop petvicteue ACL, HasHayaemoro Ha interface vlan, no-
V napaeT Becb BXOAALWMI B NOPTbI TpadPuK B AaHHOM VLAN.

V Ha uHtepdeiic MoxkHO HasHauuTb TonbKo Extended ACL.

V MpuBaska K uHTepdeiicy VLAN BO3MOXKHa TONbKO AnA
HanpasaeHusa input.

YaanuTb cnUCoK ¢ uHTepdelica.

KomaHOwbi pexcuma Privileged EXEC

KomaHaHan cTpoka B perkume Privileged EXEC nmeet Bua:

console#
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HELTEX

Tabnuua 288 — KomaHap! ans npocmoTpa cnmckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cMmBosia

MokasaTtb cnuckn ACL, co3gaHHble Ha KOMMyTaTope.

Mokasatb cnuckn ACL, co3pgaHHble Ha KommyTaTope, KoTopble B
HacToALLee BpeMA ABNAIOTCA aKTUBHbIMM.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MNokasaTtb cnuckn ACL, HazHa4YeHHble UHTepdericam.

clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

O6HYNUTbL BCe cYeTYMKM cnmckoB ACL 6O cYETUMKM ANs CUCKOB
ACL 3agaHHoro nHtepdelica.

show interfaces access-lists
trapped packets
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MNoKa3aTb CYETYMKM CMUCKOB AocTtyna.

KomaHOwbi pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeert sua;

console#

Tabnnuya 289 — KomaHab! gns npocmoTpa cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show time-range [time_name]

Moka3aTb KoHdUrypaumio time-range.

5.31.1 KoHndpueypayusa ACL Ha 6a3e IPv4

B pgaHHOM pasgene npuBedeHbl 3HAYEHMA U OMUCAHMA OCHOBHbIX MapameTpoB, UCMOIb3yeMbIX B
COCTaBe KOMaHpA, HacTpoiikmn cnmnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHune U BXOL B pPerKUm
penaktupoBaHua cnuckoB ACL, OCHOBaHHbIX Ha agpecaumn IPv4, ocyliecTBnaeTca No KomaHae: ip
access-list extended access-1ist.Hanpumep, gna co3gaHuns cnmucka ACL nog HasBaHuem EltexAL
Heo6X0AMMO BbINOJAHUTL CNeayioLLMe KOMaHOb!:

console#

console# configure

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

343

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32
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console (config)# ip access-list extended EltexAL
console (config-ip-al) #

Tabnunuya 290 — OCHOBHbIE MapamMeTpbl, UCNOJIb3yeMble B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue
permit [Oevicteue ‘paspewnTs’ Co3pgatb paspewatoliee npasuao ¢punbTpaymm B cnmcke ACL.
deny [Oeictaue ‘3anpetuTts’ Co3patb 3anpeuatoutee npasuao ¢punbtpaumm B cnmcke ACL.
protocol Mone npeagHasHayeHo ANA yKa3aHWA NPOTOKOAA (MK Bcex NpoTo-
KOJ/I0B), Ha OCHOBE KOTOPOro ByaeT ocylecTeaseTcs puabTpaumsa.
Mpw BbIBOpE NPOTOKOa BO3MOXKHbI CieaytoLmMe BapmaHTbl: icmp,
NooToKoN igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipvé:rout,
P ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim,
12tp, isis, ipip, MMBO UMcNOBOE 3HaYEHME NPOTOKOA, B AManasoHe
(0—255).
[na cooTBeTCTBMA NIO6OMY NPOTOKOY UCNOb3yeTcA 3HaYeHue IP.
source Appec UCTOYHMKA Onpepgenutb IP-agpec UCTOYHMKA NaKeTa.

source_wildcard

Wildcard-macka agpeca
NCTOYHUKa

butoBaA macKa, npumeHAemas K IP-agpecy UCTOYHMKa MakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble He06X0AMMO UTHO-
pupoBaTb. B 3HaYeHUs UrHopmpyembix BUTOB AOMKHbI ObITb 3anK-
CaHbl eamMHULbl. Hanpumep, ncnoab3ya macky, MOXHO onpeae-
NUTb ana npasuna ¢unotpauun IP-cetb. Ytobbl f06aBUTH B Npa-
Buao punbtpaumm IP-cetb 195.165.0.0, HeobxogMMO 3a4aTb 3Ha-
yeHne mackm 0.0.255.255, To ecTb cOriacHO AaHHOM Macke no-
cnenHue 16 6ut IP-appeca 6yayT UTHOPUPOBATHLCS.

destination

Appec HazHayeHun

Onpegenutsb IP-agpec Ha3HavYeHUA NakeTa.

destination_wildcard

Wildcard-macka agpeca
Ha3Ha4YeHuA

BuToBas macka, npumeHsaemas K IP-agpecy HasHaueHMA maketa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HE06X0AMMO UTHO-
pupoBaTb. B 3HaueHna nrHopmpyembix 6UTOB A0MKHbI BbITb 3anK-
CaHbl eAauHMUbl. MacKa MCMo/b3yeTca aHa/lorM4yHO Macke
source_wildcard.

vian

NpeHTndukatop Vlan

Onpegenntb VLAN, gna KoToporo 6yaeT npumeHATbCA NPaBuio.

dscp

Mone DSCP B 3aronoske L3

Onpeaenntb 3HayeHne DSCP-nons diffserv. BoamoskHble Koabl co-
obuweHnit nona dscp: (0 —63).

precedence

Mpuopwutet IP

Onpegaenutb npuopuTtet IP-Tpaduka: (0-7).

time_name

NUmsa npoduna
KOHdUrypaumm time-range

Onpeaenntb KOHOUIYPaLMIO BPEMEHHbIX MHTEPBAIOB.

icmp_type

Tun coobueHnit npotokona ICMP, ucnonbsyembii gnaa dpunbTpa-
umMm  ICMP-naketoB. Bo3MOXHble Tunbl COOBLEHUI nons
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, in6o umcnosoe 3Haue-
HUWe Tuna cooblieHus, B guanasoHe (0 — 255).

icmp_code

Koa coobuieHnsa npoTokona
ICMP

Koz coobueHuii npotokona ICMP, ncnonbsyembln ana ¢punbTpa-
umMm  ICMP-naketoB. Bo3moskHble Kogbl co06LleHUI nona
icmp_code: (0 — 255).

igmp_type

Tun coobleHna npoTokona
IGMP

Tun coobueHunit npoTokona IGMP, ncnonbsyemoli gns puabTpa-
UMM naketos |IGMP. Bo3moKHble TuMbl coobuieHMiA nona
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nMb0o YncnoBoe 3Ha4YeHne
TMna coobuieHms, B AManasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3HaueHua
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source_port Bo3moskHble 3HaueHusa nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
UDP/TCP-nopt nctouHuka | Ans UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(223), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HayeHue (0 — 65535).

list_of flags Ecam ana ycnosua dunbTpaumm aar goakeH 6biTb YCTaHOB/EH,
TO Nnepes, HUM CTaBUTCA 3HAK «+», €CIN He A0/KeH BbITb yCTaHOB-
NIeH, TO «-». Bo3amosKHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonvzoBaHun
HECKONbKUX ¢NaroB B ycnoBuu ¢uabtpaunn, dnarn obbvesmHs-
t0TCA B O4HY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

®dnarn npotokona TCP

disable_port BbIKNIOYUTb NOPT, C KOTOPOTO BblN MPUHAT NaKeT, Y40BNETBOPSALO-
OTKANtoYeHWe nopTa Wwuii yenosuam noboit n3 komaHg, 3anpeta deny, B cocTaBe KoTo-
pow 6bl10 onucaHo none.

BKAoUnTbL 0TNPaBKy MHGOPMALMOHHBIX COOBLLEHWNI B CUCTEMHDIN
KYPHaA Npyu NOAYyYEHUN NaKeTa, KOTOPbI COOTBETCTBYET 3anucy.

log_input o
08_Inpy OTnpaBKa coobLueHmit

3a4aTb UCMONb30BaAHWUE CMMCKA WAbNOHOB No/Ib30BaTeNA A1A pac-
Nno3HaBaHWA NakeToB. [na KaxKaoro cnucka ACL moskeT bbITb onpe-
[AeneH CBOM CNUCOK WabnoHOoB.

offset_list_name
HanmeHoBaHMe cnuncka

wabnoHoB Nonb3osaTens

ace-priority MHAeKe 3a4aeT NoI0KeHNe NpasBuia B CNUCKE U ero NnpuopuTerT.
MpuopwuTteT 3anucu Yem meHblle MHAEKC — Tem npuopuTeTHee npasuno. [AnanasoH
[ONYyCTUMBIX 3HaYeHui (1..2147483647).

/ [na Bbibopa Bcero ananasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3yerca na-
pameTp «any».

Ecam nakert nonagaet nop, Kputepuii npasuna B ACL, TO Hag, HAM BbINOJIHAETCA AeNcTBUe
aToro npasuna (permit/deny). flanbHeilan npoBepKa He NPOM3BOAUTCA.

cooteeTcTBue npasunaam IP ACL, notom MAC ACL (B cnyuyae, ecnv He nonagéTr nog aencrsme
HU ogHoro u3 npasun IP ACL).

Ecnm nocne npoBepKu Ha cootBetcTtBue npasunam IP uan MAC ACL (korga 1 ACL Ha3HaueH
Ha uHTepdeic) uam IP u MAC ACL (koraa 2 ACL HasHaueHbl Ha UHTepdeiic) NnakeT He nonan
noa AeiicTBMe HU OAHOr0 U3 NPaBUA, TO HaA AaHHbIM NAaKeTOM byaeT NpMMeHeHo aelcTeme
"deny any any".

V Ecnu Ha nHTepdeiic HasHaueHbl IP u MAC ACL, To nepBOHa4Ya/sibHO NakeT 6yaeT NnpoBepeH Ha

Tabnnuya 291 — KomaHabl, cnosibayemble aaa HacTpoliku ACL-cnnckoB Ha ocHoBe IP-aapecauunn

Komanda Aeilicmsue
permit protocol {any | source source_wildcard} {any | [o6aBuTb paspelsarowyto 3anuce GuUaAbTPaLUK AnA NpoToKona.
destination destination_wildcard} [dscp dscp | MaKeTbl, OTBEYalOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbes
precedence precedence] [time-range time_name] KOMMYTaTOPOM.
[ace-priority index]
no permit protocol {any | source source_wildcard}{any | YAanuTb CO34aHHYI0 paHee 3anuchb.
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
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permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[06aBuTb paspeLuatoLLyto 3anvMcb GuAbTpaLmn aaa npotokona IP.
lMaKeTbl, OTBEYatOLLME YCAOBMAM 3anucu, byayT obpabaTtbiBaTbea
KOMMYTaTOPOM.

no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

Y4anuTb CO34aHHYI0 paHee 3anucsb.

permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[o6aBuTb paspellatollyto 3anmcb GUAbTPALUKN ANA NPOTOKONA
ICMP. MaKeTbl, oTBEYatoWwme ycaoBUaAM 3anucu, byayTt obpabaTbi-
BATbCA KOMMYTaTOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

YAanuTb CO34aHHYI0 paHee 3anuch.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[o6aBuTb paspellatollyto 3anucb GUAbTPALUKN ANA NPOTOKONA
IGMP. MaKeTbl, oTBEYatoLme ycaoBuAm 3anucu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

permit tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[o6aBuTb paspelsatollyto 3anmcb GUAbTPALUKN ANA NPOTOKONA
TCP. MaKeTbl, oTBevatowWwme ycioBuam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

YAanuTb CO34aHHYIO paHee 3anuch.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[o6aBuTb paspeluatollyto 3anmcb GUALTPALUKN ANA NPOTOKONA
UDP. MakeTbl, oTBEYatlowWwme ycioBmam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanutb CO34aHHYIO paHee 3anucb.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[o6aBuTb 3anpelyatollyto 3anucb GUALTPALMK AN NPOTOKONA.
lMaKeTbl, OTBEYatOLLME YCAOBUAM 3anucy, byayT 610KMpPOBaTLCA
KommyTaTopom. Mpu ucnonb3osaHum Knoyesoro cnosa disable-
port dpusmyecknii MHTepdeic, NPUHABLUNIA TaKoM NakeT, byaeT Bbl-
KAtoueH. Mpu ncnonb3oBaHUM Katodesoro cnosa log-input 6yaet
OTNPaBNEHO COOBLLEHNE B CUCTEMHbIV KYpHa.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Ypanutb CO34aHHYIO paHee 3anucb.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[lo6aBuTb 3anpeLyaiolyio 3anuch GuUabTpaLMmU ana npoTokona IP.
MaKeTbl, OTBEYalOLWMeE YCNOBUAM 3anucy, ByayT 61oKMpoBaTbCA
KommyTaTopom. lMpu ncnonb3osaHuu Katoyesoro cnosa disable-
port dpusmyeckunii MHTepdenc, NPUHABLUNIA TaKoM NakeT, byaeT Bbl-
KntoyeH. Mpu ucnonb3oBaHuK KntoueBoro cnosa log-input 6yaet
OTMNpPaB/IEHO COOBLLEHNE B CUCTEMHDIV MKYpHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

Yaanutb CO34aHHYIO paHee 3anucb.
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deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[ob6asuTb 3anpeluatowyto 3anucb GUAbTPALUKU 1A NPOTOKONA
ICMP. MaKeTbl, oTBEYalOWMe ycnoBmam 3anucu, 6yayTt 610Kkupo-
BaTbCA KOomMMmyTaTopom. [pu MCNONb30BaHUWU KAKOYEBOro C/10Ba
disable-port ¢pusmyecknin nHTepdelic, NPUHABLIMIA TaKOW NakerT,
byaeT BbikAoYeH. Mpu 1Cnonb3oBaHWKM KatodeBoro cnosa log-
input 6yaeT oTnpaBieHo coObLLEHNE B CUCTEMHBIN XKypHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Y[anuTb CO34aHHYI0 paHee 3anuch.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[ob6aBuTb 3anpelLatowyto 3anucb GUAbTPALUK AAa NPOTOKONA
IGMP. MaKeTbl, oTBeYatoWme ycaoBUsAM 3anmcu, byayT 610kupo-
BaTbCA KOomMMmyTaTopom. [pu MCNONb30BAHUWN KAKOYEBOro C/10Ba
disable-port dpusmyecknin nHTepdelic, NPUHABLIMIA TaKoM NakerT,
byaeT BbikAoYeH. Mpu 1CNoNb30BaHUKM KatodyeBoro cnosa log-
input 6yaeT oTnpaBieHo coObLLEHNE B CUCTEMHBIN XKypHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

YAanuTb cO34aHHYI0 paHee 3anuch.

deny tcp {any | source source_wildcard}{any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[Job6asuTb 3anpeluatollyto 3anuce GUAbTPaALMM ANA NPOTOKONA
TCP. MNaKeTbl, oTBevalowWMe ycI0BUAM 3anucu, byayT 610Kupo-
BAaTbCA KOMMYyTAaTOpoMm. MpK MCNONb30BaHUM K/IOYEBOrO C0Ba
disable-port ¢usmyecknii nHTepdelic, NPUHABLUNIA TaKOW NakerT,
6yaeT BbikAoYeH. Mpu ncnonb3oBaHuK Katoyesoro cnosa log-
input 6yaeT oTnpaBneHo coobLLeHNe B CUCTEMHBIN XKypHa.

no deny tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[Job6asuTb 3anpeluatollyto 3anuce GUAbTPALMM ANA NPOTOKONA
UDP. MNakeTbl, oTBeYatowme ycaoBuam 3anucu, byayt 610kupo-
BaTbCA KOMMyTaTopom. [pu MCNONb30BaHUWU KAKOYEBOro C/10Ba
disable-port ¢usmyecknin nHTepdelic, NPUHABLIMIA TaKOW NakerT,
6yaeT BbikAOYeH. lMpu 1cnonb3oBaHWK Katoyesoro cnosa log-
input 6yaeT oTnpasieHo COObLLEHNE B CUCTEMHBIN XKypHa.

no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

Y[annTb CO34aHHYI0 paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3patb cnvcok WwabnoHoB Nosib3oBaTens ¢ MmeHem name. Nma
MOKeT BK/toYaTb oT 1 A0 32 cumBo0B. B 0gHO KOMaHAe MoXKeT
cofepyKaTbca A0 TPMHaAALATM Wab/oHOB B 3aBUCMMOCTU OT Bbl-
H6paHHOro peXxnma HacTPOIMKM CMMCKOB A0CTyNa (KomaHaa set sys-
tem mode), BK/lOYaOLWMX CNeaytowme napameTpbl:
- offset_base — 6a3oBoe cmeLLeHne. Bo3MOXKHble 3HaYeHUs:

I3 — Hayano cmewweHnA ¢ Hayana IP-3aronoBeKa;

14 — Hayano cmelleHus ¢ KoHua IP-3aronoBsKa.
- offset — cmeleHne HaliTa faHHbIX B Npegenax nakera. basosoe
CMeLLeHMe NPUHUMAETCA 33 Ha4Yano OTCYeTa;
- mask — macka. B aHanM3e nakeTa NPUHMMALOT y4acTue TONIbKO Te
paspaabl 6aiTa, ONA KOTOPbIX B COOTBETCTBYIOWMX paspanax
MacKku 3agaHa ‘0’;
- value — ICKoOMoe 3HayeHue.

no offset-list offset_list_ name

Ypanutb COB,D,aHHbIVI paHee CNUCOK.
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5.31.2 Kongpuzypayusa ACL Ha 6a3e IPv6

B maHHOM pa3gene npuBedeHbl 3HAYEHMA M OMUCAHMA OCHOBHbIX MAapamMeTpPoB, UCMOJb3YEMbIX B
coCTaBe KOMaHA HacTponKu cnmckos ACL, ocHOBaHHbIX Ha aapecauumn IPvé.

CosgaHue n BXxo4, B pexum penaktmposaHma cnuckoB ACL, OCHOBaHHbIX Ha aapecauun [Pv6,

OCyLWLEeCTBNIAETCA NO KOMaHAe:

ipv6é access-list access-1ist. Hanpumep, gna cosgaHua cnucka

ACL nog, HazBaHMem MESipv6 HeobxoaMMO BbINOMHUTL CAeaytowmne KoMaHabl:

console#

console# configure
console (confiqg)# ipv6 access-list MESipvé
console (config-ipve-al) #

Tabnunua 292 — OCHOBHbIE MapamMeTpbl, UCNOJIb3yeMble B KOMaHAax

MpoTokon

Mapamemp 3HavyeHue Aelicmeue
permit [ewcTteue paspewmnTb Co3paTb paspewatollee npasuao ¢punbTpauum B cnmcke ACL.
deny [OeiicTBue 3anpeTuTb Co3pgatb 3anpewatouiee npasuno ¢punbTpaymm B cnmcke ACL.
protocol Mone npeagHasHayeHo Ana yKasaHWA NPOTOKOAA (MK Bcex NpoTo-

KO/10B), Ha OCHOBE KOTOpOro byaeT ocyliecTBaseTca dpuabTpauma.
Mpu BbIGOPE NPOTOKO1a BO3MOKHbI CeaytoLme BapuaHTbl: icmp,
tcp, udp Mbo yMcnoBoe 3HaYeHMe NpoTokoaa —icmp (58), tep (6),
udp (17).

[ns cooTBeTCTBMA /1060MY MPOTOKOAY MCMNONb3YeTcA 3HauyeHue
IPv6.

source_prefix/length

Appec oTnpasutens un ero

Onpegenntb IPv6-agpec n AnnHy npedukca cetv (0-128) (konnye-

ANVHa CTBO CTapLmx 6UT aapeca) UCTOYHMKA NaKeTa.
destination_prefix/length Aapec HazHaYeHUA u ero Onpeaenntsb IPv6-agpec n anvuy npedukca cetv (0-128) (konmue-
ANMHa CTBO CTapLuMX BUT agpeca) HasHaYeHUs nakeTa.

Kona ICMP

dscp Mone DSCP & saronoske L3 Onpe,u,e}lmb 3HavyeHue DSCP-nonsa diffserv. BoamoxKHble Kogbl Co-
obuweHwuii nona dscp: (0—63).
precedence Mpwoputer IP Onpegenutb npuopuTteT IP-Tpadumka:(0-7).
time_name Nma npoduna konourypa- | Onpeaenntb KOHUrypaL Mo BpeMeHHbIX MHTEPBANOB.
umu time-range
icmp_type Ucnonbsyetca ana punbrpaunm ICMP-nakeToB. Bo3moXKHble TUMbI
M YNCNIOBblE 3HaYeHUs cooblueHunl nonsa icmp_type: destination-
Tun coobliieHmA npoToKona unreachable (1), packet-too-big (2), time-exceeded (3), parame-
ICMP ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mlid-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).
icmp_code Kopg, coobueHunii npoTo- Ucnonbsyetca gns ¢unbtpaumm ICMP-naketoB. Bo3aMoKHble 3Ha-

yeHus nons (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHus

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3morkHble 3HayeHua nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HaveHune (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecav ans ycnosua GpunbTpaumm aar goaxKeH 6biTb YCTaHOBIEH,
TO nepea, HAM CTaBUTCA 3HAK «+», €C/IN He A0/KeH BbITb YCTaHOB-
JIeH, TO «-». Bo3amoKHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.
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disable-port
OTKAtOYeHMe nopTa

BbIK/NIOUMTL MOPT, C KOTOPOTo 6biN NPUHAT NaKeT, YA0BAETBOPAIO-
WM ycnoBmam Nntoboit M3 KomaHg, 3anpeTa deny, B cocTaBe KOTo-
poi1, 6b10 onucaHo none.

log-input .
0g-inpu OTnpaBKa coobLeHmit

BKNoUMTL 0TNPaBKY MHGOPMALMOHHBIX COOBLLEHWNI B CUCTEMHDIN
KYPHaA Npu NONYyYEHUN NaKeTa, KOTOPbI COOTBETCTBYET 3aMucy.

ace-priorit
P v MNHaekc npasuna

MHaekc npasuna B Tabauue, Yem mMeHblle MHAEKC — TEM NPUOPU-
TeTHee npaswo: (1..2147483647).

ecn Mone ECN B 3aronoske L3

Onpeaenntb 3HayeHne ECN-nons. Bo3amokHble Koabl CO0bLLEHMI
nona ecn: (0-3).

V napameTp «any».
V 6aBnAlOTCA 3anucH
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

Ona sbibopa Bcero guanasoHa napameTpos, Kpome dscp, ecn u IP-precedence ucnonbsyerca

MNocne Toro, Kak xoTa 6bl ogHa 3anucb ao6asneHa B cnucok ACL, nocnegHMmM B CNUCOK A,0-

[Be nepBble U3 HUX pa3peLlaloT NOUCK coceaHux IPv6-ycTpoiicTB ¢ nomoLlblo npoToKona IC-
MPv6, a nocneaHAa o3Ha4YaeT UTHOPMUPOBAHME BCEX MNAKETOB, He YA0B/IETBOPAIOLWMUX YC/I0-

suam ACL.

Tabnunua 293 — KomaHabl, Ucnosibayemble ana HacTpoliku ACL cnuckoB Ha ocHoBe IPv6-aapecauum

KomaHoa

Aelicmesue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name] [ace-
priority index]

[Jo6aBuTb paspeluatowyto 3anmcb GUALTPALUM ANA NPOTOKONA.
MaKeTbl, oTBEYAOLWME YCAOBUAM 3anucu, byayT obpabaTbiBaTbes
KOMMYTaTOPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name]

YAanuTb CO34aHHYIO paHee 3anmch.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [ace-priority
index]

[Jo6aBuTb paspelatollyto 3anucb GuUAbBTPALUN A1A NPOTOKONA
ICMP. MNakeTbl, OTBEYaloLLMe YCAOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name]

Ypanutb CO34aHHYIO paHee 3anucb.

permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [match-all
list_of flags] [ace-priority index]

[o6aBuTb paspewatowyto 3anucb GpuabTpaumMmM Oaa nNpoToKona
TCP. NakeTbl, OTBEYalOLME YCNOBMAM 3anuncu, byayT obpabaTtbi-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [match-all

list_of flags]

Ypanutb CO34aHHYIO paHee 3anucb.

permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [ace-priority index]

[Jo6aBuTb paspelatollyto 3anucb GUAbBTPALUKM 414 NPOTOKONA
UDP. MakeTbl, OTBEYalOLLME YCAOBUAM 3anucu, byayT obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name]

YaanuTb co3aaHHYI0 paHee 3anuchb.
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deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |

precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[ob6aBuTb 3anpeLyatowyto 3anmucb GUAbTPaLUKU ANA NPOTOKOAA.
MakeTbl, oTBEYaoLWMe ycnoBuAm 3anucu, byayt 610knposaTbCA
KommyTaTopom. lMpu ncnonbsosaHum Katoyesoro ciosa disable-
port dbusmueckunin nHTepdelic, NPUHABLLMI TaKOM NakeT, byaeT Bbl-
KatoueH. Mpy ucnonb3oBaHMKM Ktoyesoro cnosa log-input 6yaer
OTNPaBAeHO COObLEHNE B CUCTEMHDIN KypHan.

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Y[anuTb CO34aHHYI0 paHee 3anuch.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[o6aBuTb 3anpelsarowyto 3annuce GuabTpauum gas nNpoTokona
ICMP. MNakeTbl, OTBEYatOLWME YCAOBUAM 3anucu, byayt 6aokupo-
BaTbCA KOMMmyTaTopom. lpu MCNonb30BaHMM K/OYEBOTO C/0Ba
disable-port ¢usnyecknin nHTepdenc, NpUHABLLUMIA TaKOM NakKerT,
byaeT BblkAtoyeH. Mpu Mcnonb3oBaHMM Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo coObLLEHNE B CUCTEMHBIN XKypHa.

no deny icmp {any | source_prefix/length}{any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Y[anuTb CO34aHHYI0 paHee 3anuch.

[dscp dscp | ecn ecn | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input] [ace-priority index]

deny tcp {any | source prefix/length} {any | source _port}
{any | destination_prefix/length} {any | destination _port}

[o6aBuTb 3anpelsarowyro 3annucb GuabTpaunm gasa nNpoTokona
TCP. MNakeTbl, OTBEYalOLWME YCNOBMAM 3anucu, byayT 610Kupo-
BaTbCA KOMMmyTaTopom. lpu MCNonb30BaHMM K/OYEBOTO C/NOBa
disable-port ¢usnuecknin nHTepdenc, NPUHABLINI TaKOW NakKeT,
6yaeT BblkAtoYeH. Mpu mcnonb3oBaHMK Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo coobLLEHNE B CUCTEMHBIN XKypHa.

no deny tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

YAanuTb CO34aHHYIO paHee 3anuch.

deny udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input] [ace-priority
index]

[o6aBuTb 3anpelsarowyro 3annuce GuabTpaunm gaa nNpoTokona
UDP. MakeTbl, OTBeYaoWMe ycNnoBUAM 3anucu, byayT 6aoKupo-
BaTbCA KOMMYyTAaTOpOM. [pM UCNONb30BaHUWU KAKOYEBOrO CNOBa
disable-port ¢usnuecknin nHTepdenc, NPUHABLINI TaKOW NakKeT,
bypeT BblkAtodYeH. Mpu Mcnonb3oBaHMM Katoyesoro cnosa log-
input 6yseT oTnpaBieHo COObLLEHNE B CUCTEMHBIN XKypHa.

no deny udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Y[annTb CO34aHHYI0 paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3aatb CNUCOK WabnoHOB Nosb30BaTeNA C UMeHeM name. Uma
MOXeT BKAto4YaTb 0T 1 A0 32 cMMBO/IOB. B 0ZIHOM KOMaHAe MOXKeT
COZepKaTbCa A0 TPMHAALATM WabJOHOB B 3aBUCMMOCTU OT Bbl-
H6paHHOro peXmrma HaCTPOMKM CMUCKOB AOCTyna (KomaHaa set
system mode), BkAtouatoLWMX ceayiolime napameTpbi:
- offset_base — 6a3oBoe cmelLeHne. Bo3MoXKHble 3HaYeHUs:

13 — Hayano cmeleHnna ¢ Hayana IPv6-3arosioBKa;

14 — Hayano cmelleHus ¢ KoHua IPv6-3aronoBKa.
- offset — cmeleHne HaliTa AaHHbIX B Npesenax nakera. basosoe
CMelLeHVe NPUHMMAETCA 33 Ha4ano OTCYeTa;
- mask — macka. B aHanuse nakeTa NPYHUMAIOT y4acTUe TONIbKO Te
paspsagbl 6aiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX Pa3psaaax
MacKku 3agaHa ‘0’;
- value — nckomoe 3HaueHue.

no offset-list offset_list_ name

Ypanutb COB,D,aHHbIVI paHee CNUCOK.

350 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

5.31.3 Kongpuzypayusa ACL Ha 6a3e MAC

B maHHOM pa3gene npuBedeHbl 3HAYEHMA M OMUCAHMA OCHOBHbIX MAapamMeTpPoB, UCMOJb3YEMbIX B
cocTaBe KoMaHA HacTponku cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CosgaHue n BXo4, B pexum pepaktmpoBaHma cnuckos ACL, ocHoBaHHbIx Ha MAC-agpecaumn,
OCYLLEeCTBNAETCA NO KOMaHAe: mac access-list extended access-1ist.

Hanpumep, gna cosgaHma cnmucka ACL noa HasBaHMem MESmac HeobxoaMmMo BbIMOJHUTL

cnefytolme KomaHapl:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnumua 294 — OCHOBHblE NapaMeTpbl, UCNOIb3yeMble B KOMaHAaxX

Mapamemp 3HayeHue Aelicmeue
permit [eWcTtBre paspewwmnTb Co3pgatb paspelatoliee npaBuao ¢punbTpauum B cnmcke ACL.
deny [Oevicteue 3anpeTuTb Co3pgaTb 3anpeuatouiee npasuao ¢punbtpaymm B cnmcke ACL.
source Appec otTnpasutena Onpegenaetr MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
NCTOYHUKa

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heo6XoANMO wr-
HOPMPOBATb. B 3HAaUYEeHWA UTHOPUPYyEMbIX BUTOB AO/IKHbI ObITb 3a-
nucaHbl eguHuLbl. Hanpumep, UCNonb3ya MacKky, MOXHO onpeae-
NNTb Ana npasuna ¢punbtpauum amanaszoHa MAC-agpecos. Y1obbl
£06aBuUTb B Npasuio punbtpaumm sce MAC-aapeca, HauMHaoLWM-
eca Ha 00:00:02:AA.xx.xx, He0bXx0A4MMO 3a4aTb 3HAYEHUE MACKU
0.0.0.0.FF.FF, To ecTb, cornacHo gaHHOW macke, nociegHue 32
6uta MAC-agpeca 6yayT He BaKHbl ANA aHanAu3a.

destination

Appec HazHayeHun

Onpegenutb MAC-agpec Ha3zHadyeHUA nakeTa.

destination_wildcard

wildcard-macka agpeca
Ha3Ha4YeHuA

Macka onpegenset 6utbl MAC-agpeca, KoTopble HEO6X0ANMO Ur-
HOPUPOBaTb. B 3HaUEHMA UTHOPUPYEMBIX BUTOB AOMKHbI BbITh 3a-
nucaHbl eguHuLbl. MacKka MCMo/b3yeTca aHaforMyHO Macke
source_wildcard.

vlan_id

vlan_id: (0..4095)

Noacetb VLAN ¢dpunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc ob6cnyxusanumsa (CoS) puabTpyembix NaKeTos.

cos_wildcard

wildcard-macka agpeca
o6cnyxnsanus (CoS)
dUNbTPyeMbIX NaKeToB

Macka onpegenset 6utbl CoS, KoTopble He06X04UMO UTHOPUPO-
BaTb. B 3HaUeHWAa UrHopupyembix 6UTOB AO0NKHbI ObITb 3anMncaHbl
eavHuUbl. Hanpumep, 4Tobbl UCMONb30BaTh B Npasusie GuUabTpa-
umm CoS 6 n 7, Heobxoanmo B nose CoS ykasaTtb 3HaYeHue 6, inbo
7, a B nosie Macku 3HadyeHune 1 (7 B ABOMYHOM NpeAacTaBAeHUU —
111, 1 — 001, nonyyaercs, YTo nocneaHuit 6uT yaer urHopupo-
BaTbcA, TO ecTb CoS moxKeT 6biTb b0 110 (6), "nbo 111 (7)).

eth_type Ethernet-Tun ¢unbTpyembix MakeToB B LECTHAALATEPUYHON 3a-
-typ eth_type: (0..0xFFFF) bunetpy Adarep
nucum.
disable-port BbIKNtOUMTL NOPT, C KOTOPOro Obl NPUHAT NAKeT, yA0BAETBOPAIO-
LM yCNnoBMAM KOMaHAbl 3anpeta deny.
log-input N BKNtoUnTbL 0TNPaBKy MHGOPMALMOHHBIX COODOLLEHNI B CUCTEMHbIN
g-inp OTnpaBKa coobuieHuni pasky uropma, . W
YPHaN Npu Noay4eHMmM nakeTa, KOTOPbI COOTBETCTBYET 3aMucHu.
time_name Nmsa npoduna OnpeaennTtb KOHOUIYpPaL M0 BpEMEHHbIX MHTEPBA/IOB.

KoHbUrypauum time-range

offset_list_name

MobaliToBOE CMelleHne oT
KNHOYEBOM TOUKHM

3apaTb UCNONb30BAHME CNMCKA WabNoOHOB Nonb3oBaTensa gas pac-
Nno3HaBaHWA NakeToB. A Kaxgoro cnucka ACL moxKeT 6bITb onpe-
OeneH CBOW CNUCoK WwabaoHoB..

ace-priorit MHAekc npaBuna B Tabauue, 4em MeHbLUe MHAEKC — TEM NPUOPU-
p y MHaekc npasuna A P ue, A pviop
TeTHee npasuno 1-2147483647.
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[na Bbi6opa Bcero gnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3yerca na-
pameTp «any».

Y
v

Ecnn nakert nonagaert nopg, Kputepuii npasuna B ACL, To Hag, HAM BbINOJIHAETCA AeUCcTBUe
aToro npasuna (permit/deny). lanbHeliwana nposepKa He NPOU3BOLUTCA.

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHauasibHO NaKeT byaeT npoBepeH Ha
cootBeTcTBue npasuaam IP ACL, norom MAC ACL (B cnyyae, ecnv He NonNagéeT nog aencrsme
HU ogHoro 13 npasun IP ACL).

Ecnu nocne npoBepKu Ha coorBetcTBue npasuaam IP uam MAC ACL (korga 1 ACL HasHaueH
Ha uHTepdeic) uam IP u MAC ACL (koraa 2 ACL HasHaueHbl Ha UHTepdeiic) nakeTt He nonan
nopa, AeicTBMe HU OAHOro U3 NPaBUA, TO Hag AaHHbIM NakeTom 6yaeT npumeHeHo aeiicTBue

"deny any any".

Tabnunuya 295 — KomaHabl, Ucrnosibayemble ana HacTpoliku ACL-cnnckoB Ha ocHoBe MAC-agpecauum

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[Jo6aBuTb paspeluatoLLyto 3annce ¢punbTpauun. MNaketsl, oTee-
yalowme ycnosuam 3anucu, byayT ob6pabaTbiBaTbCA KOMMYTa-
TOpPOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[o6aBuTb 3anpeLLalolyto 3anucb ouabTpaumn. MNakeTol, otee-
YatoLLme ycnosuam 3anucu, byayt 610KMpPoOBaTLCA KOMMYTATO-
pom. Mpu ncnonbsosaHun Knouvesoro ciosa disable-port, ou-
3MYECKMI UHTepdec, NPUHABLLNIA TaKoW NaKeT, byaeT BbIKtO-
yeH.

MpK1 UCNONb30BaHUK KNKOUEBOTO cnoBa log-input byaeT oTnpas-
JIEHO COOBLLEHWNE B CUCTEMHbIN XKYPHa.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

Ypanutb CO34aHHYIO paHee 3anucb.

offset-list offset_list_name {offset_base offset mask value}

Co3faTb cnNUcoK LWAbNOHOB MOAb30BaTeNA C MMEHEM name.
Mmsa moxKeT BKoYaTb oT 1 0 32 cMmBON0B. B ogHOM KomaHae
MOXET CoAepaTbCA A0 TPMHAALATH WaboHOB B 3aBUCUMOCTH
OT BbIGPAHHOrO pPeXKMMa HaCTPOMKM CNUCKOB AocTyna (Ko-
MaHga set system mode), BkAtovalOWMX cneaytowme napa-
MeTpbl:
- offset_base — 6a3o0Boe cmelleHne. BO3MOXKHble 3HaYeHusn:

12 — Havano cmeweHus ot EtherType;

outer-tag — Ha4yano cmeweHuns ot STAG;

inner-tag — Hayano cmeueHus ot CTAG;

src-mac — Hayano cmeleHnsa ¢ MAC-afpeca UCTOYHUKA;

dst-mac — Hayano cmeleHua ¢ MAC-agpeca HazHavyeHus.
- offset — cmelLeHune bariTa faHHbIX B Npeaenax naketa. baso-
BOE CMeLLLeHNE NPUHMMAETCA 33 HaYaNo OTCYeTa;
- mask —macka. B aHanuse naketa NpMHMMAIOT y4acTue TONbKO
Te paspaabl 6aliTa, 4NA KOTOPbIX B COOTBETCTBYIOLLMX pa3psaaax
Macku 3agaHa ‘0’;
- value — nckomoe 3HayeHwe.

no offset-list offset_list_name

Ypanutb COB,D,aHHbIl’lI paHee CNUCOK.
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5.32 KoHowurypaumsa 3awmtbl ot DoS-atak

[aHHbIN KNnacc KomaHg no3soaseT 610KMPOBaTb HEKOTOPbIE PacnpoCcTpaHeHHble Knaccbl DoS-aTak.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUIypauumn nmeet Bug;

console

(config) #

Tabnuua 296 — KomaHap! Ans HacTponky 3awwmTbl oT DoS-atak

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-agpec

3anpeTuTb NPOXOMKAEHME KAaApoB C HeaZOoMyCTUMbIMK («MapcuaH-
ckummny») IP-agpecamu nctouHmKa (loopback, broadcast, multicast).

security-suite deny syn-fin

no security-suite deny syn-fin

-/BKNIOYEHO

Ot6pacuTb NnakeTbl TCP c 04HOBPEMEHHO YCTaHOBAEHHbIMU SYN- 1
FIN- dnaramn.

BbIkMOUNTb GYHKUMIO 0TOBpackiBaHUA naketos TCP c oaHoBpe-
MeHHO ycTaHoBneHHbIMK SYN- 1 FIN- dnaramu.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeTuTb/paspewnTb NPOXOXKAEHNE ONpeseneHHbIX TUNOB Tpa-
dV1Ka, XapaKTepHbIX 417 BPEAOHOCHbIX NPOrPaMmm:

- stacheldraht — otbpacbiBaer TCP-nakeTbl ¢ NOPTOM WMCTOYHMKA
paBHbiMm 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C NOPTOM Ha3HaYeHuUA
paBHbIM 2140 1 nopTOM UCTOYHMKA 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl C MOPTOM Ha3Ha-
YyeHua 31337 1 nopTom UCTOYHMKA paBHbiM 1024.

security-suite enable [global-
rules-only]

no security-suite enable

-/BbIK/OYEHO

BKIOUNTB Knacc KOMaHA, security-suite.
- global-rules-only — oTtkntouyaeT knacc kKomaHg, security-suite Ha
nHTepoercax.
V He Bauset Ha paboTy KomaHAb! security-suite deny syn-
fin.

OTKNOUMTDb KAAacC KOMaHA, security-suite.

security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

Hactpoutb pexkum 3awmtbl oT SYN-aTak:

- block — otbpacbiBaeT npepHasHayeHHble ycTpoicTey TCP-
nakeTbl ¢ ycTaHoBAeHHbIM dnarom SYN u dopmupyeT npeaynpe-
}Aaatouee cooblueHue;

- report — dopmupyeT npegynpexaatollee cooblieHme npu npu-
Xo4e npepHasHavyeHHoro yctponctey TCP-nakeTa C ycTaHOBAEH-
HbIM ¢pnarom SYN;

- disable — oTk/touaeT 3awmTy.

HacTpounTb pexkum no ymonyaHumto.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec: (10..600) / 60

OnpegennTb UHTEPBAJ, NO UCTEYEHMM KOTOPOro ByaeT pa3bioKu-
pOBaH paHee 3ab/10KMPOBaHHbIM UCTOYHMK SYN-aTaku.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate: (20..200) / 80

OnpeaennTb CKOPOCTb (KOIMYECTBO MAaKeTOB B CEKYyHAY) OT KOH-
KPETHOro MCTOYHMKA, NPU KOTOPOI 3TOT UCTOUHUK ByaeT naeHTuU-
dUUMPOBAH KaK aTaKyHoLWMN.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

— /BbIK/OYEHO

BkntounTb BegeHune ctatuctmkm SYN-aTtak.

BbIkntounTb BegeHne ctatuctmkm SYN-aTak.
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KomaHObI pexcuma KoHgu2ypauuu uHmepagpelica Ethernet, epynnsi nopmos

KomaHaHan CTpoka B perkume KoHbUrypauumn nHtepdeliica Ethernet, rpynnsi NOpTOB MMEET BUA,

console

(config-if) #

Tabnnuya 297 — KomaHaa KoHoUrypaumm 3awmTel oT DoS-atak ans nHtepdeicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmesue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca nam
npeduKca

Co3paTb NpaBuo, 3anpeLyatollee NpoxoxaeHue Tpaduka, co-
OTBETCTBYIOLLEFO KPUTEPUAM.

- fragmented — ¢parmeHTMpPOBaHHbIE NaKeTbI;

- icmp — ICMP-Tpaduk;

- Syn — syn-nakertbl.

YaanuTe 3anpeuatoliee npasuio.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — IP-agpec;
mask: macka B
dopmare IP-agpeca nau
npeduKca

3ajaTb NOPOr syn-3anpocoB Ha onpeaeneHHbii IP-agpec/ceTb,
npv NPEeBbILEHUN KOTOPOro JUWHKE Kagpbl byayt otbpachkl-
BaTbCA.

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnuya 298 — KomaHga pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeilicmeue

show security-suite configura-
tion

OT06pa3nTb HAaCTPOMKM 3amTbl oT DoS-aTak.

show security-suite syn
protection {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48)

OT06pa3nTb HAaCTPOMKKM 3awwmnTbl oT SYN-aTak n onepaTveHoe
COCTOAHUE UHTEePdECoB.

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port | hundredgiga-
bitethernet hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48)

OT06pPa3nTb HACTPOMKM CTaTUCTMKM 3aWmTbl OT SYN-aTaK U UH-
dopmaumto 06 UCTOYHMKAX aTaKMU.

- detailed — oTobpakaeT fononHUTENbHYIO MHPOPMaLUIO 06
NCTOYHWKE aTaKu;

- source-ip — oTobparkaeT MHPOPMaLMIO A9 YKa3aHHOTO ip-
aflpeca UCTOYHWMKa;

- interface — oTob6pakaeT UHGOPMaLMIO ANA YKA3aHHOTO UH-
Tepdelica.

V B cTtaTtuctuke coxpaHaetca MHpopmauums o 512 no-
cnegHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

OYUCTUTL CTAaTUCTMKY 06 UCTOYHMKax SYN-aTakK.
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5.33 KauectBo 06cnyuBaHums — QoS

Mo ymon4YaHWIO Ha BCEX MOPTAaX KOMMyTaTopa MCMNONb3YETCA OpraHM3auua oyYepeam MakeTos No
meToay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo Bpema MHTEHCMBHOW Mepenayn
TpaduKa NpM UCNONb30BAHUM JAHHOTO METOAA MOFYT BO3HUKHYTb NpPobaembl, MOCKONbKY YCTPOMCTBOM
UTHOPUPYIOTCA BCE MNaKeTbl, He Bolwegwne B bydep ouvepean FIFO, M COOTBETCTBEHHO TepAOTCA
6e3B03BpaTHO. Pelwaet gaHHyto npobnemy meTon, OpraHUsylOWMiA odepean no npuopuTeTy TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CnyXKMBaHMA), peanv3oBaHHbI B KOMMyTaTopax,
No3BO/IAET OPraHN30BaTb BOCEMb OYepeaen NpMopuTeTa NAaKETOB B 3aBUCMMOCTM OT TUMa NepeaaBaeMbix
OaHHbIX.

5.33.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06ana6Hol KOHgpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaLmm:
console (config) #

Tabnunua 299 — KomaHabl perkuma rnobanbHOM KoHPUrypaumum

3HaveHue/3HayeHue no ”
KomaHoa / Aelicmesue
YMOAYAHUIO

YcTaHOBUTL 3HayeHune nona DSCP gns IP-nakeToB, dopmupyembix

ip tx-dscp value
value: (0..63)/56 LEeHTPabHbIM NPOLLECCOPOM.

no ip tx-dscp YCTaHOBUTb 3HAaYEHUE MO YMOIYAHUIO.

YcTaHOoBUTb 3HaveHue nona DSCP gna naketos, Gopmupyembix

ipv6 tx-user-priority value
value: (0..7)/7 LEHTPaIbHbIM NPOLLECCOPOM.

no ipv6 tx-user-priority YCTaHOBWUTb 3HAYEHME MO YMOYAHMIO.

. .. YcTaHOBUTb 3HaveHue nona CoS AnA TermpoBaHHbIX MAKeTOB,
ip tx-user-priority value

value: (0..7)/7 dbopmUpyemMbIX LLeHTPaIbHbIM MPOLECCOPOM.
no ip tx-user-priority YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.
gos [basic | advanced PaspewnTb KOMMyTaTOpPy MCNONb30BaTL QOS.
[ports-trusted | - basic — 6a308BbIit pexxum QoS;
ports-not-trusted]] - advanced — pacliMpeHHbI pexnm KoHpurypaumm QoS, BKAKoYa-

FOLLMIA NOJHbIV NepeYeHb KoOMaHg, HacTpoikm QoS;

- ports-trusted — B faHHOM nogpexnme NakeTbl HaNpaBAAOTCA B
BbIXOAHYIO o4epenb Ha OCHOBAHWM NOJIeN B 3TUX NaKeTax;

-/basic - ports-not-trusted — B AaHHOM nogperKMme Bce NaKeTbl Hanpas-
NATCA B oyepesib, KOTOPOW cooTBeTcTBYeT cos=0 (cooTBeTcTBUE
MOXHO MOCMOTPeTb KomaHaol «show qos interface queuing»),
017 OTNPaBKK B Apyrue oyepeam TpebyeTca HasHauTb Ha BXOAHOWM
WHTepodelic cTpaTteruto kKnaccuodukaumm Tpaduka (policy-map). 3Ha-
YyeHusa dscp He y4uTbIBAlOTCA NpuU BblbOpe BbIXOAHOW oyepeaun B
3TOM MoApexrume.

gos advanced-mode trust YCTaHOBUTL MeTOg, J0BepuA Ha MopTax npu pabote B pexunme
{cos | dscp | cos-dscp} pacwmpeHHoro KoHourypaumm QoS v nogpexxkmnme ports-trusted.
- €os — NopT AosepsAeT 3HavyeHuto 802.1p User priority;
-/cos-dscp - dscp — nopt gosepaet 3HadeHno DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT foBepsaeT 060MM ypoBHAM, ogHaKko DSCP umeet
npuoputeT Hag 802.1p.

no gos advanced-mode trust YCTaHOBWUTbL METOZ, N0 YMONYAHMUIO.
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class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
CUMBOOB;
Mo ymonyaHuo
MCMONb3YeTca onumn
match-all

1. Co3path CNUCOK KpUTepUeB Knaccudukaumm Tpadumka.
2. BOMTU B peXXMM pefakTMPOBaHWUA CMIUCKA KpUTepues Knaccuou-
Kauuu TpadukKa.
- match-all — Bce KpuUTepMM AaHHOTO CNMCKa AO/MXKHbI ObITb BbINOA-
HEeHbl;
- match-any — oauH, no6oli KpUTepuin JaHHOTO CMUCKA O0/KEH
6bITb BbINOHEH.
B cnucke KputepueB moxKeT 6biTb 04HO MAM ABaA npa-
V Buna. Ecnau npasuna aBa, 1 06a OHM yKa3bIBalOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudukauma 6yaet ocy-
LWEeCTBAATLCA NO NepBOMY B CMUCKEe BEPHOMY NpaBuay.

V JeiicTByeT TONbKO ANA pexxuma gos advanced.

YLanuTb CNUCOK KpuTepues Kaaccuduraumm tpaduka.

policy-map policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CUMBO/I0B

1. Co3patb cTpaTerunto Knaccubmrkaumm Tpadumka.
2. BolTM B peMM peaaKTUpPOBAHMA CTpaTermm Kaaccudukaumm
TpaduKa.
B oaHOM HanpasBneHUM noapepKMUBaeTCcA TOJIbKO OAHA
V cTpaterua KnaccuduKkaumm Tpaduka.
Mo ymonuaHuio policy-map ycraHasnueaet DSCP = 0 gnsa
IP-nakeToB 1 CoS = 0 anA TerMpoBaHHbIX NAKETOB.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YaanuTtb npaBmno KnaccuduKkaumm Tpadpuka.

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumBona;
committed_rate_kbps:
(3..100000000) K6uT/C;
excess_burst_byte:
(3000..268431360) 6air;
peak_rate_kbps:
(3..100000000) K6uT/C;
peak_burst_byte:
(3000..268431360) baiiT

OnpepenvTb WabMOH HAaCTPOEK, KOTOPbLIA NO3BO/AET OFPAHUYUTD
nosiocy NPonycKaHWsA KaHana.
Mpu paboTe ¢ N0I0COM NPOMYCKAaHUA MCNOb3YETCA aNTOPUTM Map-
KMPOBAHHOM «KOP3WHbI». 3aa4eit aaropuTma ABASETCA NPUHATHE
pelweHuna: nepepaTtb NakeT uan oTbpocutb. MapameTpamu anro-
puUTMa ABAAOTCA cKopocTb noctynneHus (CIR) mapkepos B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBI».
- committed-rate-kbps — cpegHee 3HauyeHWe CKOPOCTM TpaduKa.
[aHHas cKopocTb rapaHTUpyeTca Npu nepeaade UHGopmauuu;
- committed-burst-byte — pasmep caepkuBatoLero nopora B 6ai-
Tax;
- drop — naket byzeT oTOpOLLEH, KOr4a «KOp3uHa» NnepenosiHUTCS;
- policed-dscp-transmit — npu nepenoiHeHnn KKOP3MHbLI» 3HaYe-
Hue DSCP byaeT nepeonpeneneHo;
- peak — ycTaHOBUTbL NOPOroBOE 3HAaYEHNE CKOPOCTU TpaduKa ¢ ne-
peonpeaeneHHbIMKN 3HaveHnammn DSCP;
- violate-action — ycTaHOBUTb AeicTBME Hag NakeTom nocne npe-
BbILIEHWA NOPOroBOro 3HaYeHMUA.
Henb3a yaanutb WabnoH HACTPOEK, ecau OH UCNOJb3y-
V eTcA B cTpateruu policy map, nepea yganeHmem cneayer
YAQNUTb Ha3HauyeHue wWabnoHa crpateruu: no police
aggregate aggregate-policer-name.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit nossonseT npu npesbl-
WweHUn 3HaueHua committed_rate unu peak_rate nepe-
V AaTb NaKeT ganblue, Y3MeHUB B HeM MeTKy dscp, KoTo-
pas HacTpauBaeTcA KomaHAoi qos map policed-dscp c
AONONAHUTENbHbIM aprymeHTom violation B cayyae c
peak_rate. Mpu 3tom npu npesbllweHnn committed_rate
n peak_rate moXXHO HacTpanBaTb pasHbie 3HaYeHuA dscp.

Yaanutb wabnoH HACTpPOeK perynnpoBaHnA CKOPOCTU KaHasa.
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qos aggregate-policer
aggregate_policer_name pps
committed_rate_pps
committed_burst_packet
[exceedaction {drop |
policed-dscp-transmit [peak
peak_rate_pps
peak_burst_packet
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..195312500) pps;

committed_burst_packet:

(1..195312500) nakeTos;

aggregate_policer_name:

(1..32) cumBonos;
peak_rate_pps:
(125..195312500) pps;
peak_burst_packet:
(1..195312500) nakeToB

OnpeaennTb WabnoH HAcTpoeK, KOTOPbIM NO3BONAET OrPaHUYUTL
NoNocy NPOMYCKaHWA KaHa/la U B TO e BPemA rapaHTMpoBsaTb
onpezeneHHyo CKOPOCTb Nepeaayn AaHHbIX.
Mpu paboTe ¢ N0N10COM NPONYCKaHUA UCMOJb3YETCA aroOPUTM Map-
KMPOBAHHOM KKOP3UHbI». 3aAa4elt anroputma ABAAETCA NPUHATUE
pelweHua: nepeaatb nakeT uam otbpocuTb. Mapametpamu anro-
puTMa ABAAtoTcA ckopocTb noctynneHnsa (CIR) mapkepos B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBI».
- committed-rate-pps — cpegHee 3Ha4YeHMe CKOPOCTU TpaduKa B
pps;
- excess_burst_packet — pasmep caepuBatoLLero nopora B nake-
Tax;
- drop — naket byzeTt oTOpoOLLEH, KOr4a «KOp3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenosiHeHnn KKOP3MHbI» 3Haye-
Hue DSCP 6yaeT nepeonpeneneHo.
Henb3a yaanutb wabnoH HacTpoeK, ecan OH UCNo/b3y-
V erca B cTpaterum policy map, nepeg yaaneHuem cnegyer
yAanuTb Ha3HauyeHue wWabnoHa crpatermmn: no police
aggregate aggregate-policer-name.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit no3sonsaeT npu npesbl-
WeHUU 3HaueHuAa committed_rate unm peak_rate nepe-
V AaTb NaKeT ganblue, 13MeHUB B HeM MeTKy dscp, KOoTo-
pas HacTpamBaeTcAa KomaHAoi qos map policed-dscp ¢
AONONIHUTENbHbIM aprymeHTom violation B cnyyae ¢
peak_rate. Mpu 3Tom npu npesbiweHnn committed_rate
1 peak_rate MOXKHO HacTpanBaTb pasHble 3HaYeHusA dscp.

YaanuTb WwabnoH HaCTPOEK PerysiMpoBaHusa CKOPOCTU KaHana.

qos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NMOBTOPHOM MAPKMUPOBKU
ABNAETCA NYCTOM, TO eCcTb
3HayeHunA DSCP pgnsa Bcex

BXOOALLMX MNAKETOB
OCTAOTCA HEU3MEHHbIMM

3anonHUTb Tabanuy nepemapkmposku DSCP. ns Bxogawmx nake-
TOB C yKa3aHHbIMK 3HavyeHmamu DSCP 3apaeT HOBoe 3HauyeHue
DSCP.

- dscp_list — onpeaenset go 8 3HayeHnit DSCP, 3HaueHuA pasaens-
t0TCA 3HaKOM Npobena;

- dscp_mark_down — onpegenseTt HoBoe 3Ha4yeHue dscp;

- violation —3aaaTb HoBOe 3HayeHne DSCP B nakeTe npu npesbillie-
HWUW 3HaveHunA peak_rate.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YCTaHOBUTb 3HAYeHUA No YMOANYaHULO.

wrr-queue cos-map queue_id
cosl...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHus CoS no
YMOJIYaHUIO ANA
ouepesen:
CoS =1-ou4epegb 1
CoS =2 — ouepeppb 2
CoS =0-ouepeap 3
CoS =3 —ouepegb 4
CoS =4 —ouepegb 5
CoS =5 —ouepegpb 6
CoS =6 —ouepeab 7
CoS =7 —ouepesb 8

OnpeaennTb 3HayeHus CoS ana ovepeeit ncxoaauero Tpaduka.

YCTaHOBUTb 3HAYeHUA NO YMONYaHULO.

wrr-queue bandwidth
weight1..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymon4aHmio Bec
KasKgoM oyepeam paseH 1

MPUCBOUTL BEC UCXOAALLMM OYepesnm, UCNONb3YEeMbIi MexaHW3-
mom WRR (Weighted Round Robin — BecoBoit mexaHu3m pacnpe-
AeneHus Harpysku).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)
Mo ymonyaHuio Bce
oyepean obpabaTbiBalOTCA
no anropuTmy «strict
priority».

3a4aTb KONMYECTBO NPUOPUTETHBIX OYepeseit.
Ona npuoputeTtHoii ouepeamn sec WRR 6yaeT urHopupo-

V BaTbCA, ouepeam c anroputmom SP 6yayT obcnykusatbes
paHble oyepeaeit WRR.
Ecnm 3apaetca otanuHoe ot «0» 3HauyeHue N, To cTaplumne
N ouepepgeit 6yayT npuoputeTHbiMM (He 6yayT yyacTBo-
BaTb B WRR).
Mpumep:
0: Bce ouepeam paBHOMNPABHbI;

1: cemb mnapawmx ouepepgeii yyactsyt B8 WRR, 8-aa He
y4yacrByer;
2: wecTb Maagwnx odepeaen yyacrsytor 8 WRR, 7, 8 He
y4acrBylorT.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIHYAHMUIO.

gos map enable {cos-dscp |
dscp-cos}

no gos map enable
{cos-dscp | dscp-cos}

-/BbIK/IIOYEHO

Mcnonb3oBaTth 3afaHHyl0 Tabauuy nepemapKUpoBKU A8 fose-
peHHbIX NOPTOB KOMMYyTaTopa.

He ncnonb3osatb TabanLy nepemapKUpOBKH.

qos map dscp-cos dscp_list to
cos

no qos map dscp-cos [
dscp_list ]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabmuy nepemapknposkm DSCP. 3ameHseT 3HayeHue
DSCP Ha CoS.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

gos map cos-dscp cos to
dscp_list

no gos map cos-dscp [ cos ]

dscp_list: (0..63);
cos: (0..7)

3anonHUTbL Tabanuy nepemapkMpoBku CoS. 3ameHAeT 3HayeHue
CoS Ha DSCP.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

qos map policed-dscp
dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabanua
NMOBTOPHOM MAPKMUPOBKU
ABNAETCA NYCTOM, TO eCTb
3HayveHunAa DSCP gna sBcex

BXOAALLMX MAKETOB
OCTaAOTCA HEU3MEHHbIMMU

3anonHuTb Tabanuy nepemapkmpoBku DSCP. ns Bxogawmx nake-
TOB C yKa3aHHbIMK 3HavyeHmamn DSCP 3agaeT HOBoe 3HayeHue
DSCP.

- dscp_list — onpeaenser go 8 3HayeHnit DSCP, 3HaueHuA pasaens-
t0TCA 3HAKOM Npobena;

- dscp_mark_down — onpegenseTt HoBoe 3Ha4yeHue dscp.

V DeiictByeT TONbKO AnA pexxuma qos advanced.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

qos map dscp-queue dscp_list
to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HayeHMA Mo YMONYAHMIO:
DSCP: (0-7), ouepegp 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepegp 3
DSCP: (24-31), ouepeap 4
DSCP: (32-39), ouepeab 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YCTaHOBUTb COOTBETCTBME MeXAay 3HadeHmamu DSCP BxopAalmx
nakeToB 1 oyepeasamu.
- dscp_list — onpeaenset po 8 3HayeHuit DSCP, 3HaueHuWA pasaens-
toTCA 3HAKOM npobena.

YCTaHOBUTb 3HAYeHUA NO YMONYaHULO.

gos trust {cos | dscp |
cos-dscp}

no qos trust

-/dscp

YCTaHOBUTbL PEXMM L0OBEPUA KOMMYyTaTopa B 63a30BOM pexunme
QoS (CoS nnm DSCP).

- COS — yCTaHaBNMBAET KNaccndrKaLMIo BXOAALMX NAKETOB MO 3Ha-
yeHuAm CoS. [Ina HeTerMpoBaHHbIX MAaKETOB UCMONb3yeTCA 3HauYe-
Hue CoS no ymonyaHuio;

- dscp — ycTaHaBAMBaeT KnaccMPUKaLMIO BXOAALMX NAKETOB MO
3HayeHmnam DSCP.

- cos-dscp — yCTaHaB/AMBAET KNacCMOUKALMIO BXOAALLMX MAKeToB
no 3HavyeHnam DSCP gna IP-naketoB u no 3HavyeHnam CoS gna He
IP-nakeTos..

V [DeiicTByeT TONbKO ANA peXXuma qos basic.

YCTaHOBUTb 3HaYe€HMA MO YMOJIHAHUIO.
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HELTEX

qos dscp-mutation

no qos dscp-mutation

Mo3BoAUTL NPUMEHUTb TabaNLy M3MeHeHU I dscp K COBOKYNMHOCTH
dscp-aoBepeHHbIX NopToB. Mcnosnb3oBaHue TabanLbl 3MeHeHU
nosBosAeT nepesanucatb 3HavyeHnA dscp B IP-nakeTax Ha HoBble
3HayeHus.
V MNpumeHutb TabAULy wu3MmeHeHnit DSCP BO3MOXHO
TO/IbKO ANA BXoaALliero Tpadpuka 40BepeHHbIX NOPTOB.

V [eicTByeT TONIbKO ANA pexuma qos basic.

OTMeHUTb Ncnonb3oBaHue KapTbl N3MEHEeHU dscp.

qos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo ymon4yaHuio KapTa 13-
MEHEHUI ABNAEeTCA NyCToN,
TO ecTb 3Ha4YeHua DSCP gna

BCEX BXOAALIMX NaKeToB

OCTaloTCA HEM3MEHHbIMMU

3anonHuTb Tabanuy nepemapknpoBku DSCP. [na BXogALWMX NaKe-
TOB C YKa3aHHbIMW 3HayYeHnamu DSCP 3apaeT HOBble 3HayeHUA
DSCP.

- in-dscp — onpepensaeT no 8 3HadyeHuit DSCP, 3HaueHua pasgens-
t0TCA 3HaKOM Npobena;

- out-dscp — onpegenseT go 8 HOBbIX 3HayeHuit DSCP, 3HauyeHuA
pasaenaTca 3Hakom npobena.

YCTaHOBUTb 3HA4YeHUA No YMONYaHUIO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..100000000)
K6UT/C;
burst: (3000..268431360)
6anT/128 KbanT

YCTaHOBUTbL OrpaHUYEHNE CKOPOCTU A5 BXoAsALlero Tpadpuka ana
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate — cpeaHAs ckopocTb TpaduKa (CIR);

- burst — pasmep caep)KuBatowwero nopora (orpaHM4eHne ckopo-
CTu) B HalTax.

CHATb OrpaHMYEHNe CKOPOCTU BXOAALLErO TpaduKa.

rate-limit vlan vian_id
pps rate_pps burst_packet

vlan_id: (1..4094);
rate_pps:
(125.. 195312500) pps
burst_pps: (1..195312500)

YCTaHOBUTb OrpaHUYEHNE CKOPOCTU O/1s BXOAsLLero Tpaduka gns
3agaHHoM VLAN.

- vlan_id — Homep VLAN:

- rate_pps — KONNYECTBO NAKETOB B CEKYHAY.

- burst_packet — pasmep caepuBatowLero nopora (orpaHuyeHune

nakeToB CKOPOCTM) B NaKeTax.
no rate-limit vlan vian_id CHATb OrpaHUYeHne CKOpPoCTU BxoasLlero TpaduKa.
traffic-limiter mode {kbps | YCTaHOBUTL peXkum paboTbl orpaHuyeHus Tpadumka.
pps} - kbps — orpaHuueHune BXOAALLMX KUIOBUT B CEKYHAY;
- pps — orpaHuyeHue BXOAALLMX NAKETOB B CEKYHAY;
V [aHHasa KomaHA[a u3meHseT pexxum paboTbl 4na cnepy-
towero ¢pyHKUMOHana: storm-control, rate-limit, rate-
/kbps limit vlan, police, qos aggregate-policer.

Bbl6paHHbII  peXXum  [JONKEeH  COOTBeTCTBOBaTb
V HacTpoiiKam orpaHuyeHuA TpaduKa MHaue orpaHuye-
HuA TpaduKa He npousoiiger. Hanpumep: KomaHga
storm-control unicast kbps He 6yaeTr orpaHuumsaTtb
Tpaduk, ecnu BBegeHa KomaHpa traffic-limiter mode

pps.

KomaHObI pexcuma pedaxrmupo8aHUs CUCKa Kpumepues Kaaccugpukauuu mpaguKka

Bua 3anpoca KOMaHOHOM CTPOKM peXmma pefakTUpPOBaHMA CMMUCKA KpUTepueB KnaccudbuKkauum

Tpaduka:

console# configure

console (confiqg)# class-map class-map-name [match-all

console (config-cmap) #

| match-any]
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HELTEX

Tabanua 300 — KomaHAabl pexxnma peaakTMpoBaHUA CrIMCKa KpuTepues Kaaccudukaumm Tpadmka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

match access-group acl_name

no match access-group
acl_name

acl_name: (1..32)
CUMBOJI0B

[ob6aButb Kputepuit Knaccudurkaumm Tpaduka. Onpegenser npa-
Buna ¢punbTpaumm Tpaduka no cnmcky ACL gns knaccudumraumm.

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

YpanuTe KpUtepuin KnaccuduKkaumm tpaduka.

KomaHObI pexcuma pedaxkmuposaHUsa cmpameauu Kaaccugukayuu mpaguka

Bua 3anpoca KOMaHAHOM CTPOKU PeXKMMa peaKTUPOBaHMA cTpaTerMm knaccupmkaumm Tpaduka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

Tabnvua 301 — KomaHap! pexkMma pegakTUpPoBaHMA cTpaTerMm knaccupmkaumm tpaduka

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumBonos;

acl_name: (1..32)
CUMBOJI0B

OnpefenvTb NpaBnao KnaccuduKkaumm TpadurKa n BXOAUT B PEXUM
KOHdUrypaumm npasunaa knaccuounkaumm — policy-map class.
-acl_name — onpegensaeT npaswuna ¢éunbTpauun Tpaduka no
cnucky ACL ana knaccudpukaumm. Mpm cosgaHMmM HOBOTo nNpaBua
KnaccuomKaLmm onuMoHaabHbIN NapameTp access-group obasarte-
NeH.

Ona Toro utobbl MCNONbL30BaTb HACTPOMKU cTpaTerum
V policy-map ana wuHTepdelica, ucnonblyte KomaHAy

service-policy B pexkume KoHdurypauum nHtepoeiica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Yaanutb npasuno Knaccuoukaumm tpaduka class-map us ctparte-
rum policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasuand Kaaccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHPUrypaLmm npaBmnaa Knaccuourkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnnuya 302 — KomaHabl perkMma KoHbUrypaumm npaeuna Knaccupurkaymm

KomaHoa

3Ha4yeHue/3HayeHue no

ymon4yaHuro

Aeilicmeue

trust

no trust

Mo yMmoN4YaHu1IO pexkum
[OBEPUA He YCTaHOBNEH

OnpenenvTb pexkum JoBepUa K onpeaeneHHoMy Tuny Tpaduka
COTNacHO rNo6anbHOMY pPeXUMY A0BEpUS.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.
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HELTEX

set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YCTaHOBUTb HOBble 3HaYeHuA ana IP-nakera.
KomaHaa set ABnAeTca B3aMMoMUCKAIOUYaloLWe ¢ Ko-
V MaHZAoi trust ana ogHoM u Toii e cTpaterum policy-
map.

Crpaterum policy-map, ucnonb3syowme KOmaHabl set,
V trust uam umetowmin Knaccupukaumio ACL, HasHava-

I0TCA TONbKO ANA UCXOAALUX MHTEPDECOoB.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypaanntb HoBble 3Ha4YeHuMA ana IP-nakera.

redirect {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no redirect

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

HanpaBuTb NakeTbl, y40BAETBOPAIOWME NPABUY KNaccudmKa-
uMu TpadmKa, B yKasaHHbIN NOpPT.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) k6ut/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) kK6UT/C;
peak_burst_byte:
(3000..19173960) 6aitt

Mo3BOAUTL OFPaHMYUTL NOIOCY NPONYCKaHUA KaHana.

Mpw paboTe ¢ NoNOCOI NPONYCKAaHUA UCNOJb3YeTCA anropuUTm
MApPKUPOBAHHOM «KOP3WHbI». 3afavyeirt anroputma sBAsETCA
NPUHATUE pelleHuA: nepesaTb NakeT Uan oTbpocuTb. NapameT-
pamu anropuTma ABAATCA CKOpoCTb noctynaeHusa (CIR) map-
KepoB B «KOP3MHY» N 06BbEM (CBS) «KOpP3UHbI».

- committed_rate_kbps — cpeaHee 3HayeHWe CKOPOCTM Tpa-
duKa;

- committed_burst_byte — pa3mep caeprKMBatoLLEro nopora B8
baiiTax;

- drop — naket 6yaeT oTbpoLeH, Koraa «Kop3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenonHeHUM KKOP3UHbI», 3HA-
yeHune DSCP 6yaeTt nepeonpesneneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHne CKopocTH TpaduKa
nepeonpeaeneHHbIMU 3HayeHnamu DSCP;

- volate-action — ycTaHOBUTb AeNCTBME HAA NaKeTom nocse
npesbleHNA NOPOroBOro 3HaYeHUA.

V [elicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npesbllleHUM 3HayYeHua committed-rate wuaum

V peak_rate nepeaaTb NakeT ganblue, UI3MEeHUB B HEM
MmeTKy dscp, KoTopas HacTpanmBaeTca KOMaHAOM (oS
map policed-dscp ¢ gononHUTENbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu asTom npm npe-
BbilleHUM committed_rate u peak_rate moKHO
HacTpauBaTb pa3Hble 3HaueHua dscp.

HasHauuTb npaBuny Knaccudukaumm Tpaduka wabnoH
HaCTPOEeK, KOTOPbI NO3BOAAET OrPaHNUYNTL MOJOCY NPOMYCKa-
HWA KaHana.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

Ypanutb wabnoH HacTpoeK peryavMpoBaHuA CKOPOCTU KaHana
13 npaBuna Knaccudurkaumm Tpaduka.
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HELTEX

police pps committed_rate_pps
committed_burst_packet}
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no police

committed_rate_pps:
(125.. 19531250) pps;

committed_burst_packet:

(1.. 19531250) nakeTos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) naketos

M03BOAUTb OFPaHMYUTL NOIOCY NPONYCKaHUA KaHana.

Mpw paboTte ¢ NONOCOIN NPONYCKaHUA UCNOJb3YETCA aNrOPUTM
MapKMPOBaHHOW «KOP3WHbI». 3ajaveit anroputma sBAAETCA
NPUHATUE peLLeHna: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAAOTCA CKOpPOCTb noctynaenusa (CIR) map-
KepoB B «KOP3MHY» N 06BbEM (CBS) «KOpP3UHbI».

- committed_rate_pps — cpefHee 3HaYeHMe CKOPOCTU Tpaduka
B pps;

- committed_burst_packet — pasamep caepXuUBatoLLEro nopora
B balTax;

- drop — naket 6yaeT oT6poLEH, KOraa «KOp3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenosHeHUM KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesgeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTH TpaduKa ¢
nepeonpegeneHHbiMn 3HavyeHnammn DSCP;

- volate-action — ycTaHOBUTb AeNCTBME HAA NaKeTom nocse
NpeBbleHNA NOPOroBOro 3HaYeHus.

V [eilicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilEHUM 3HAYeHUA committed-rate wnam
peak_rate nepepatb NaKeT Aanblue, USMEHUB B HEM

V MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAOI qos
map policed-dscp ¢ gononHUTENbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu atom npu npe-
BblWeHUU committed_rate w peak _rate MOMKHO
HacTpamBaTb pa3Hble 3HaYeHus dscp.

Ypanutb wabnoH HacTPOEK PEeryiMpoBaHus CKOPOCTU KaHana
13 npaBuaa Knaccudukaumm Tpaduka.

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb HOMep monitor-ceccun Ana 3epKaivpoBaHUA Tpa-
duka.

OTMEHUTb 3epKannpoBaHue.

KomaHObI pexcuma KoHgu2ypayuu npogund qos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHourypaumm npoduna qos tail-drop:

console# configure
console (config)# gos tail-drop profile profile id
console (config-tdprofile) #

Tabanua 303 — KomaHab! perknma KoHourypaumm npoduna qos tail-drop

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

port-limit /imit

no port-limit

limit: (0..7576)/25

3afaTb pa3mep NaKeTHOro pasgensiemoro nyna 4as nopra.

YCTaHOBUTb 3HaYeHMe NO YMOAYAHMUIO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

no queue queue_id

limit: (0..7576)/12;
queue_id: (1..8)

M3MeHUTb MapameTpbl ouepeau:

- queue_id — Homep oyepeau;

- limit — KonnyecTBO NakeToB B oYepeau;

- without-sharing — 3anpeTuTtb focTyn K 06Wemy nyny;
- with-sharing — paspewwuTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, 2pynnsi nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdpurypaumm nHtepoeiica Ethernet, rpynnbl nopTos:

console (config-if) #
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HELTEX

Tabnumua 304 — KomaHap! pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl noptos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

HasHauntb MHTepdeicy cTpatermto Knaccuoukaumm tpaduka.

- deny-any — ot6pocuTb TpaduK, He NonagatoLmii noa Aenctane
NONUTUKMK;

- permit-any — paspelunTb NpoxoxaeHne Tpaduka, He
nonagaroLLero nog, AencTeme NoaUTUKK.

Ypanute cTpaternto knaccudukaymm tpadurka c MHTepdeiica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
Kéut/c;
committed_burst:
(4096..12578880) 6aiit

YCTaHOBWUTb OrpaHMYeHne CKOPOCTU AN UCXOAALLEro TpaduKa ye-
pe3 nHtepdeiic.

- committed_rate — cpeaHAA CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepKuBatowero nopora (orpaHuye-
HWe ckopocTn) B baiTax.

CHATb OrpaHMYeHne CKOPOCTU UCXoaALLEero TpaduKa Yepes UHTep-
delic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue

queue_id: (0..8);
committed_rate:
(64..100000000)
K6KnT/C;
committed_burst:
(4096..12578880) 6aitT

YCTaHOBWUTbL OrpaHWYeHMe CKopocTu TpaduKa uepes mHTepdeic
ONA ucxoasLel ovepeam.

- committed_rate — cpeaHasa CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pazmep caepK1BatoLWero nopora (orpaHuye-
HUWe cKopocTu) B HalTax.

CHATb OrpaHMYeHMe CKOPOCTU TpaduKa Yepes uHTepdeic ana uc-

no qos trust

-/BKNIOYEHO

queue_id xoAsauen oyepegm.
qos trust [cos | dscp | BKkAtouMTb 6a30BbIN MeXaHW3M qos ANA MHTepdeica.
cos-dscp] - €os — NopT AosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopT gosepsaeT 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;
- cos-dscp — nopt gosepsAeT 060MM ypoBHAM, ogHako DSCP nmeet
npuoputeT Hag 802.1p.

BbIKNt0UNTb 6a30BbIN MexaHM3M (oS a5 UHTepdelica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..100000000)
Kbut/C;
burst:
(3000..268431360)
6anT/128 KbanT

YCTaHOBWUTb OrPaHNYEHNE CKOPOCTM ANA BXOAALLEro TpadmKa.

CHATb OrpaHUYeHne CKOPOCTU BXoAsLLero TpaduKa.

rate-limit pps rate_pps
[burst burst_packet]

no rate-limit

rate_pps:
(125..195312500) pps;
burst_pps:
(1..195312500)
nakeTos

YCTaHOBUTb OrpaHWYeHne CKOPOCTU AnsA Bxogswero Tpaduka B
pps.

CHATb OrpaHMYEeHne CKOPOCTU BXOAALLErO TpaduKa.

qos cos default_cos

no qos cos

default_cos: (0..7)/0

YcTaHoBUTL 3HaueHne CoS no ymondaHuto gaa nopta (CoS, npume-
HAEMbI AN BCEro HeTerMpoBaHHOMO TpaduKa, NPOXOAALLEro Ye-
pes nHTepoeliic).

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

gos tail-drop profile profile_id

no qos tail-drop profile

profile_id: (1..8)

MprBA3aTb yKazaHHbIN Npodunb K MHTepbeiicy.

Y6paTb NpuUBA3KY.

KomaHObI pexcuma KoHguaypauyuu uHmepagetica VLAN

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxmnma KoHourypaumm nHtepdeica VLAN:

console (config-if) #
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HELTEX

Tabnunua 305 — KomaHabl perknuma KoHourypaumm nHtepdelica VLAN

KomaHoa

3HayeHue/3HavyeHue
o ymon4YaHuro

Aeilicmeue

oS cos egress cos

No (qOs Cos egress

cos: (0..7)

YCcTaHOBUTb 3HaYeHWe napameTtpa nonsa npuopurteta 802.1p anAa
MCXOAALLEro TerMpoBaHHoOro Tpaduka, GopMUPYeMOro LeH-
TPasbHbIM NPOLLECCOPOM.
Mpu oTcyTcTBMM KOMaHAbI 3HauyeHue cos byaer nony-
V YEHO U3 HAaCTPoeK KoOMaHp, ip tx-user-priority value nam
ipv6 tx-user-priority value.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 306 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4yaHuro

Aelicmeue

show qos

MokasaTtb pexunm QOS, HaCTPOeHHbIN Ha ycTpolicTee. B 6asoBom
peXKMMe NoKasblBaeT «40BEPEHHbINY» perkum (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cumBona

MoKasaTb cnUCKM Kputepues Knaccudukaumm Tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

MokasaTb npaBuia knaccubukaummn Tpadumka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKa3saTb HAaCTPOWMKM CpeaHelt CKOPOCTU M OrpaHNYeHMs NoaoCHI
nponycKaHuaA 4aa Npasua Knaccudukaumm tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show gos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Mokaszatb QoS-napameTpbl gas uHTepdelica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG12;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoikun bydepa gna ouepeneit HTepodelica;

- queueing — anroputm 06paboTkmn ovepeaen (WRR mnam EF), Bec
ons WRR-ouepenelt, Knaccbl 06Ciy)KMBaHMA OAs odepenen U
npuoputet gna EF;

- policers — ckoHdUrypupoBaHHble cTpaTerMm KnaccuduKaumm
TpaduKa gns nntepdelica;

- shapers — orpaHu1yeHve CKOPOCTU ANA UCXOAALLEro TpaduKa.

show qos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation | dscp-cos |
cos-dscp]

MoKa3aTb MHPOPMaLMIO O 3aMeHe Nosiei B NakeTax, UCNob3ye-
Mbix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepegei;

- dscp-dp — Tabnnua cootsetcTeua metok DSCP u npuopuTeta
cbpoca (DP);

- policed-dscp — Tabaunua nepemapkuposku DSCP;

- dscp-mutation — Tabanua nsmeHeHna DSCP-to-DSCP;

- dscp-cos — Tabnnua nsmeHeHui dscp-cos;

- cos-dscp — TabavLa M3meHeHn cos-dscp.

show qos tail-drop

MpocmoTpeTb napameTpos tail-drop.
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HELTEX

show qos tail-drop
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet

fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MpocmoTtpeTb tail-drop uHbOpMaumMm nNo KOHKPETHOMY MNopTy
(Bcem noptam).

show qos tail-drop unit unit_id

unit_id: (1..8)

MpocmoTpeTsb tail-drop MHPopmauumn No KOHKPETHOMY YCTPOWM-
CTBY B CTEKE.

[pumepbl 8b1M0AHEHUS KOMAHO

Bkatountb pexkum QoS advanced. Pacnpegenuts Tpadumk no odepenam, naketbl ¢ DSCP 12 B nepsyto
ouepenp, nakeTbl ¢ DSCP 16 Bo BTOpYyto. Bocbmasa ovepegb — npmoputetHaa. Co3aaTtb cTpaTernto
Knaccudumkaumm Tpadmrka no cnmcky ACL, paspewatowemy nepegady TCP-naketos ¢ DSCP 12 n 16
M OrPaHUYMBAIOLLLYIO CKOPOCTb — cpeaHasa ckopocTb 1000 K6uT/c, nopor orpaHuyeHns 200000 6aiiT.
Mcnonb3oBaTb AaHHY0 cTpaTernto Ha uHTepdelicax Ethernet 14 n 16.

console#

console# configure

console(config)# ip access-list tcp ena

console (config-ip-al)# permit tcp any any any any dscp 12
console (config-ip-al)# permit tcp any any any any dscp 16
console (config-ip-al)# exit
console (config)# gos advanced

(
(
(
(
console (config)# qgos map dscp-queue 12 to I

console (config)# qgos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I

console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c)# exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1/0/14

console (config-if) # service-policy input traffic

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16

console (config-if) # service-policy input traffic

console (config-if) # exit

console (confiqg) #

5.33.2 Cmamucmuka QoS

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHom KoHGUrypaumm:

console (config) #

Tabnnua 307 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

3HayeHue/3HavyeHue ”
KomaHoa / Aelicmeue
110 yMmon4YaHuio

qos statistics aggregate-policer
aggregate_policer_name

Bkatountb QOS-CTaTl/ICTVIKy no orpaHMUYeHUKD NonocC nponycka-
HUA.
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no qos statistics
aggregate-policer
aggregate_policer_name

aggregate_policer_name:

(1..32)
CYMBOJI0B/BbIKIOYEHO

OTKNtOUnTL QOS-CTaTVICTVIKy no OorpaHU4YeHno NoN0C Nponycka-
HUA.

qos statistics interface

no qos statistics interface

-/BbIK/IOYEHO

BKntounTb c6op QOS-CTaTUCTMKM Ha BCeX UHTepdeicax.

BbIKNOUMTL c60p QOS-CTaTUCTUKM Ha BCex UHTepdeiicax.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 308 — KomaHap! pexkuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
o ymon4aHuro

Aeilicmeue

clear qos statistics

OuncTnTb cTaTUCTMKY QOS No Bcem uHTepdericam.

clear qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OumnCTUTb CTaTUCTUKY QOS yKa3aHHOro uHTepdelica.

show qos statistics

MokasaTtb cTaTUcTUKy QOS no Bcem MHTepdeicam.

show qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

Moka3saTtb cTaTUCcTUKY QOS yKaszaHHOro nHTepdeiica.

5.34 KoHdurypauma npoToKON0B MapLUpyTU3aL UK

5.34.1 KoHndpueypayua cmamuyeckoii mapwpymusayuu

CTaTMuyeckana MapLpyTmMsauma — BUA MapLIpyTM3aumMmn, NpyM KOTOPOM MapLIpyTbl YKa3blBalOTCA B
ABHOM BUAE NPU KOHIUTYpaLuUmM mapLlipyTnsaTopa. Bca mapLipytnsauma npm sTom nponcxoguT 6es yyactus
KaKnx-1mbo NpoToKON0B MapLUPYTU3aLIUN.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnunua 309 — KomaHabl pexknma rnobanbHOM KoOHGUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aeilicmeue

ip route prefix prefix_length

{reject-route | gateway [met-
ric metric] [track object-id] [vrf
vrf_name] [distance distance]}

no ip route prefix prefix_length
{rejectroute | gateway} [vrf
vrf_name]

prefix: (A.B.C.D);
prefix_length: (A.B.C.D
nwnan /n);
gateway: (A.B.C.D)
metric (1..255)/1;
vrf_name: (1..32)
CUMBON;
object-id: (1..64);
distance (1..255)/1

Co3aaTb cTaTMYecKoe NpaBuI0 MapLLPyTM3aLMn.

- prefix — IP-appec ceTn HazHayeHus;

- prefix_length — macka npeduKca HazHaYeHNs UK eé ganHa;

- reject-route — 3anpeLaeT MapLpPyTU3aLMIO K CETU Ha3HaveHus
yepes Bce LWA03bI;

- gateway — IP-agpec wnto3a gna 40CTyna K CeTM HasHayYeHus;

- metric — MeTpuKa ana AaHHOTO MapLIpyTa;

- vrf_name — ums BUPTyaNbHON 061acTN MapLupyTU3aLuun.

- object-id — Homep 06bEKTA OTCNEKUBAHUSA;

- distance — agMMHUCTPATMBHAA AUCTAHLUMA MApLLPYTa.

YpanuTb NpaBuao U3 TabauLbl CTaTUYECKOM MapLIpyTU3aLLMK.
- vrf_name — ums BUpTyanbHOM 061aCTM MapLIpyTU3aLNN.

distance {ospf {inter-as | intra-
as} | bgp {ebgp | ibgp} | static}
distance

no distance {ospf {inter-as |
intra-as} | bgp {ebgp | ibgp} |
static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110,
BGP intra-as:200,
BGP inter-as:20

YCTaHOBWUTbL 3HAYeHWEe aAMUHUCTPATUBHON AncTaHumu (AD) pna
BCEX MapLUPYTOB YKa3aHHOro TMna.

- ospf inter-as — ycTaHaBiMBaeT 3HaueHne AD A1 MeK30HaIbHbIX
MapLIpyTOB, NPUHATLIX N0 NpoTokony OSPF;

- ospf intra-as — yctaHaBnuBaeT 3HaueHne AD gna BHYTPU3OHANb-
HbIX MapLIPYTOB, NPUHATbLIX MO NpoTokoay OSPF;

- BGP inter-as (ebgp) — yctaHaBnMBaeT 3HayeHue AD ans mapuipy-
TOB, NPUHATBLIX NO NpoTokony BGP ot eBGP cocepaga;

- BGP intra-as (ibgp) — ycTaHaBnnBaeT 3HauyeHne AD gns mapLupy-
TOB, MPUHATLIX N0 NPoToKoay BGP o1 iBGP coceaa;

- static — yctaHaBavBaeT 3HaueHne AD ans cTaTUYECKUX MapLipy-
TOB.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 310 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

MoKasaTb TabamuUy MapLupyTU3aLmMn, YA0BAETBOPAIOLLYIO 3a4aHHbIM
KpUTEPUAM.

— connected — NOAKAOYEHHbIN MapLUPYT, TO €CTb MapLUPYT, B3ATbIN
C HENOCPeACTBEHHO MOAKNOUYEHHOTO U QYHKLMOHMPYIOLWEro UHTep-
deiica;

— static — cTaTUYecKuii mapLpyT, NPONWUCaHHbIV B TabauLe mapLupy-
TM3auuun.

show distance [vrf {vrf_name |

all}]

vrf_name (1..32)
CUMBOJI0B

MoKasaTb 3HaYeHNe aAMUHUCTPATUBHOMN AUCTaHLMM ANA PA3ANYHBIX
MCTOYHUKOB MapLIpyTa.
- vrf_name — ums BUPTYyanbHON 061aCTN MapLUpyTU3aLUMN.
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HELTEX

[pumep 8b1M10AHEHUS KOMAHObI

MoKasaTb TabanLy MapLpyTU3aLmm:

console# show ip route

S 172.1.1.1/32

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active

[5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnuua 311 — OnucaHue pesynbTaTta BbINOJAHEHUA KOMaHAb!

Mone OnucaHue
MoKa3biBaeT NPOMCXOXKAEHNE MapLIpyTa:
C C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO MOAKAOYEHHOTO U GYHKLMOHUPYIO-
wero nHTepdelica),
S — Static (cTaTuyecKuMit MapLwpyT, NPONMCaHHbIM B Tabanue MapwpyTnsaumum).
10.9.1.0/24 Appec ceTu.
MepBoe 3HaYeHMe B CKOOKAxX — aAMUHUCTPATMBHAA AUCTAHLMA (CTENEHb A0BEPUA MapLu-
[5/2] pyTM3aTopy, YEM YMUCNO BbllLE, TEM MEHbLUE AOBEPUE K UCTOUYHUKY), BTOPOE YUCNO — MET-
puKa mapuipyTa.
via 10.0.1.2 Onpegpenset IP-agpec cieayowero mapLpyTM3aTopa, Yepes KOTOPbIM NPOXOAUT MapLl-
o pyT 40 ceTu.
00:39:08 OnpeaenseTt Bpema nocnegHero o6HOBAEHMA MapLpyTa (4acbl, MMHYTbI, CEKYHAbI).
Vlan 1 OnpegpensieT uHTepdeEc, Yyepes KOToPbIM NPOXOAUT MapLLPYT A0 CETU.

KomaHObI pexcuma KoHguaypauyuu VRF

Bupg 3anpoca KOMaHAHOM CTPOKK pernma KoHourypaumm VRF:

console (config-vrf) #

Tabnunua 312 — KomaHabl pexkuma KoHourypaumm VRF

3HayeHue/ 3Have-
KomaHda Hue no ymonya- Aelicmeue
HUKL
ip route prefix {mask | pre- Co3paTb cTaTUYeCcKoe NPaBU/Io MapLLIpPyTU3aLMu.
fix_length} {gateway [met- - prefix — ceTb HazHa4yeHua (Hanpumep, 172.7.0.0);
ric distance] - mask — macka cetu (B popmate AECATUYHOM CUCTEMBI MCUUCAE-
HUA);
prefix_length: (0..32); | - prefix_length — npeduKkc macku cetn (konnuectso eanHuUL, B

distance (1..255)/1 macke);
- gateway — W03 417 AOCTYNA K CETU Ha3HaYeHus;
- distance — Bec maplupyTa.

no ip route prefix {mask |
prefix_length} {gateway}

Yaanutb npasuno 13 Ta6l'|MLl,bI cTaTUyYecKomn MapLlwpyTmnsaumu.

ip default-gateway {gate-
way}

3agatb ANA KOMMYTaTopa agpec Wai3a no ymondaHuto yepes VRF.
—/Wwni03 no ymonya-

no ip default-gateway
{gateway}

HWIO He 3a4aH YAanuTb HazHaYeHHbIN ajpec Wwnsa no ymon4yaHuto.
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KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 313 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/ 3Haye-
Hue no ymonya-
HUto

Hlelicmesue

show ip route [connected |
vrf vrf_name | static | ad-
dress ip_address [mask |
prefix_length] [longer-pre-
fixes]]

MoKa3aTb TabAnLy MapLpyTU3aLmMm, YA0BAETBOPAIOLLYIO 334aHHbIM
KpUTEPUAM.

- connected — NOAKNIOYEHHbIV MApPLLPYT, TO €CTb MapwpyT, B3ATbHIN C
HEenocpeacTBEHHO NOAKAOYEHHOTO U GYHKUMOHUPYIOLWLEro UHTEp-
delica;

- static — cTaTM4YeCcKUin MapwpyT, NPONMCaHHbIM B Tabanue mappy-
TM3auum;

- vrf — obnacTb BMpPTyanbHOM MapLpyTM3aLMK, B KOTOPOM Haxo-
LUTCA MapLupyT.

- vrf_name — vma BUPTyanbHOM 061aCT MapLIPYTU3ALLUN.

5.34.2 Hacmpolika npomokKona RIP

MpoTokon RIP (aHrn. Routing Information Protocol) — BHyTpeHHWI NPOTOKOA, KOTOPbLIM NO3BONSET
MapLLpyTU3aTOpPam AMHAMUYECKM ODOHOBAATL MapLUpyTHYO MHOPMaLMIO, MOAy4yas ee OT COCenHMUX
MapLIpyTM3aTOPOB. 3TO O4YEHb NPOCTOM MPOTOKO/, OCHOBAHHbIM Ha NPUMEHEHUN ANCTAHLUMOHHOIO BEKTOPA
MapLpyTnsaummn. Kak aMcTaHUMOHHO-BEKTOPHbIA NpoTokoAn, RIP nepuogmyeckn nocbliaeT obHOBAEHMA
MeXay coceaamu, CTpos, TakMm o0b6pa3om, TOMOAOrUi ceTu. B Kaxkpgom obHOBAeHMM nepegaetca
nHbopmauma 0 AMCTaHUMKM [0 BCEX CeTel Ha cocegHuMM mapupyTtusaTop. KommyTtaTop noagep»kuBaet

npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHGUrypaumm:

console (confiqg) #

Tabnuua 314 — KomaHabl pexknma rnobanbHoN KoOHPUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

router rip BoiTu B pexkum KoHduUrypaumm npotokona RIP.

no router rip

Ypanutb rnobanbHoi KoHourypauum npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokosa RIP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #
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Tabnnua 315 — KomaHabl pexkmuma KoHourypaumm npotokona RIP

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YCTaHOBWUTb 3HAYEHME METPUKU, C KOTOPOI ByayT aHOHCMpO-
BaTbCA MApPLUPYTbl, NONYYEHHbIE APYTMMM NPOTOKOAAaMMU MapLU-
pyTv3aumn. bes napameTpa ycTaHaB/AMBaeT 3HaYeHWe No ymon-
YaHuto.

YCTaHOBWUTb 3HAYeHUE NO YMOI4aHUIO.

network A.B.C.D

A.B.C.D: IP-appec

YcTaHoBUTb IP-agpec MHTepdeiica, KoTopbl ByaeT y4acTBOBaTb
B NpoLecce MapLupyTU3aLmun.

no network A.B.C.D nHTepdeiica Ypanutb IP-agpec nHTepoeica, KoTopblt byaeT y4acTBoBaTh B
npouecce MapLpyTM3aLmu.
redistribute {static | PaspewmnTb aHOHCMpOBaHMe mapLpyTos Yepes RIP.
connected } [metric - 6e3 napameTpoB — O3HAYaeT, yYto bOyAeT MCNonb30BaTbCA
transparent] default-metric npy aHOHCMPOBaHMM MapLLPYTOB;
- metric transparent — o3HauaeT, 4To OyAeT Ucnonb3oBaTbCs
. METPUKA U3 TabaunLbl MapLLpyTU3aLuu.
no redistribute {static | 3anpeTnTb aHOHCUPOBAHME CTaTUYECKUX MapLIpyToB Yepes RIP.
connected} [metric - metric transparent — 3anpeLLaeT UCNoab30BaTb METPUKY U3
transparent] TabAnupl mapLupyTU3auum.
redistribute ospf [metric metric: (1..15, Pa3spewntb aHoHcMpoBaHue OSPF-maplupyToB Yepes RIP.

metric | match type |
route-map route_map_name]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..64) cumBona

- type — Npon3BoANTb aHOHCUPOBAHME TOJIbKO A/1A YKa3aHHbIX
TMnos OSPF-mapLupyToB;

- route-map_name — Npou3BOAUTb AaHOHCUPOBAHWE MapLUpY-
TOB nocsie ux GpUNbTPaLMM Yepes yKasaHHyto route-map;

redistribute bgp metric [metric
| transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

PaspewunTb aHoHCcMpoBaHMe BGP-mapwpyTos 4yepes RIP.

- metric — 3Ha4YeHNe MeTPUKN ANA UMNOPTUPYEMbIX MapLu-
pyTOB;

- metric transparent — o3HauyaeT, 4YTO HyAeT MCNONb30BATLCA
METPUKA U3 TabAnLblI MapLLPYTU3ALUN.

3anpeTntb aHoOHcuposaHue mapupyTtos BGP yepes RIP. B cay-
Yae yKasaHMA napameTpa BO3BpallaeT ero AedponTHoe 3Haye-
Hue.

redistribute isis [/eve/] [match
match] [metric metric]
[transparent]

no redistribute isis [/evel]
[match match] [metric metric]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3pewntb aHoHcMpoBaHue IS-IS mapipyTos yepes RIP.

- level — ycTaHOBUTDb, U3 KaKoro yposHs IS-IS 6yayT aHOHCK-
poBaTbCA MapLUPyThI;

- match —nNpov3BOAUTb AHOHCUPOBAHME TO/IbKO ANA YKa3aHHbIX
TMnos IS-IS mapwpyTos.

3anpeTnTb aHOHCUpOBaHMe mapLupyTos IS-IS yepes RIP. B cay-
Yyae yKasaHuA napameTpa Bo3BpallaeT ero AedonTHoe 3Haye-

[transparent] Hue.

shutdown BbIKNOUMTL NpoLuecc mapLupyTusauum no npotokony RIP.
no shutdown /BKnioverio BKNOUMTb NpoLecc maplupytusagmm no npotokony RIP.
passive-interface JaKnioueHo OTKNOYUTb OBHOBIEHWA MapLUPYTU3aLUK.

no passive-interface

BKkNtoUNTL 0BHOBAEHMA MApLUPYTM3aLmu.

default-information originate

no default-information
originate

-/MapLpyT He
reHepupyerca

leHepupoBaTb MapLLPYT MO YMOAYAHUIO.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #
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Tabnuua 316 — KomaHapl pexkmma KoHourypauum nHtepoelica IP

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4YaHuio

Aeiicmeue

ip rip shutdown

no ip rip shutdown

-/BKAOYEHO

BbIKNOUMTL Npouecc mapLpyTusauum no npotokoay RIP Ha gaH-
HOM MHTepodeiice.

BKkAtounTb Npouecc mapwpyTtmsaumm no npotokony RIP Ha aaH-
HOM MHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymon4yaHuo
OoTnpaBKa 0O6HOBNEHUM
BKNIOYEHA

BbIKNOUMTb OTNPaBKY 06HOBNEHWI Ha HTepdeiice.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[06aBUTb CMeLLEHNE K METPUKE.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymon4yaHuio
dYHKUMA OTKOYEHA

YCTaHOBUTb METPUKY A/1A MapLUPYTa NO YMOAYAHWUIO TPAHCAUPY-
emoro yepes RIP.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

ip rip authentication mode
{text | md5}

no ip rip authentication mode

Mo ymonyaxuio
ayTeHTUdMKaumA
OTK/IIOYEHa.

Bkntountb ayteHTUdUKaumto B RIP n onpeaennts ee Tvn:
- text — ayTeHTUOMKALMA OTKPBITHIM TEKCTOM;
- md5 — ayTeHTUdPUKaunn MD5.

YCTaHOBUTb 3HAYeHMe Nno YMO4aHUIO.

ip rip authentication key-chain
key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CMMBO/IOB

Onpeaennte Habop Katoven, KOTOPbIA MOMKET MCNO/b30BaTHCA
Ana ayteHTuduKaumm.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
C“MBO/I0B

OnpeaennTb KAY AN ayTEHTUGMKALMMN OTKPbITHIM TEKCTOM.

YCTaHOBUTb 3HAYEHMe Nno YMO4aHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CUMBOIOB

YcTaHOBUTbL CcTaHAapTHbIM IP ACL ana ¢ounbTpauumn aHoHcupye-
MbIX MApLLPYTOB.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 317 — KomaHgabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

show ip rip [database |
statistics | peers]

MNpocmoTpeTb MHPopmaumm o RIP-mapwpyTmsaumm:
- database — nHpopmauus o HacTporikax RIP;

- statistics — ctaTuctuueckune gaHHble;

- peers — UHPOPMaLLMA YYACTHUKA CETU.

[Tpumepbl UCNoAb308aHUS KOMAHO

BkatoumTb npoTokon RIP gna noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeH-
TMdumkaumio MD5 yepes Habop Katouelt mykeys:

console#

console# configure

console (config)# router rip
console (config-rip)# network 172.16.23.1

console (config-if)# ip rip authentication mode md5

(

console (config-rip)# interface ip 172.16.23.1
(
(

console (config-if)# ip rip authentication key-chain mykeys
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5.34.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AMHAMMUYECKOW MapLLpPYTU3aLLMMN, OCHOBAHHbIM Ha Tex-
HO/IOTMM OTCNENKMBAHUA COCTOAHMA KaHana (link-state technology) M ucnonb3ylowmin ana HaxoxKaeHus
KpaTyanwero nytn anroputm Adenkctpbl. NMpotokon OSPF npeactasnaetr cobon npoOTOKOA BHYTPEHHEro
wo3a (IGP). MpoTokon OSPF pacnpocTpaHAeT MHGOPMALIMIO O AOCTYMHbIX MapLIpyTax MeXay MapLipyTu-
3aTOpamMu OAHON aBTOHOMHOM CUCTEMBI.

YCTpoiicTBO NoAAepKUBAET O4HOBPEMEHHYO PAabOTYy HECKOIbKMX HE3aBUCUMBbIX IK3EMMNAAPOB NPO-
ueccoB OSPF. Hactpolika napameTpoB sk3emnanapa OSPF nponssoantca nytem yKasaHua naeHtuoumkatopa
aksemnnspa (process_id).

Mpu ncnonb3osaHmMm VRF KonnuectBo OSPF-instance (ceccuit) pacnpegennetca mexay VRF. MoHo
BCE ceccum ncnosib3osaTtb B ogHom VRF nnbo pacnpenenntb ux mexkay pasHoimu VRF, HO He bonee yem
oblLLee KONNMYECTBO CECCUM HA BCE YCTPOMCTBO.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bu, 3anpoca KOMaHAHON CTPOKM B peXkMme rnobasibHoN KoHUrypaumm:
console (config) #

Tabanua 318 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue

o ymMmon4aHuio
router ospf [process_id] process_id: BKAouMTL MapLipyTM3aumio no npotokony OSPF.
[vrf vrf_name] (1..65535)/1 3apaTtb naeHTMdUKaTOp Npouecca.
no router ospf [process_id] vrf_name: (1..32) BbIkntoUMTb MapLpyTusaumio no npotokony OSPF.
[vrf vrf_name] cMmBona
ipv6 router ospf [process_id] BKAOYMUTL MapLipyTM3aumio no npotokony OSPFv3.

process_id: 3agatb MaeHTMOMKaTOp NpoLecca.
no ipv6 router ospf (1..65535)/1 BbIKNOYNTL MapLIPYTH3aLmMio No npoTokony OSPFv3.
[process_id]
ipv6 distance ospf {inter-as | 3a4aTb aAMUHUCTPATUBHYIO AUCTAHUMIO AnA MapwpyTtos OSPF,
intra-as} distance OSPFv3.
. - inter-as — 41A BHELWHWX aBTOHOMHbIX CUCTEM;
distance: (1..255) . o
- intra-as — BHyTpY aBTOHOMHO CUCTEMBI.

no ipvé6 distance ospf BepHyTb 3HaYeHMA N0 YMONYaHUIO.
{inter-as | intra-as}

KomaHObl pexcuma npoyecca OSPF

Bug, 3anpoca KOMaHAHOW CTPOKU B pexume KoHdurypaumm npouecca OSPF:

console (router ospf process)#
console (ipv6 router ospf process)#
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Tabnuua 319 — KomaHap! pexkxmuma KoHourypaumum npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

redistribute connected [metric
metric] [route-map name]
[filter-list acl_name]

[tag value] [subnets]

no redistribute connected
[metric metric] [route-map
name] [filter-list acl_name]
[tag value] [subnets]

metric: (1..65535);
name: (1..64)
CUMBO/I0B;
acl_name: (1..32)
cumBoNa

PaspelunTtb aHOHCcMpoBaHUe connected MapLIPyTOB:

- metric — 3Ha4YeHMUE METPUKMN AN UMNOPTUPYEMbIX MapLLPYTOB;
- hame — UMA NOAUTUKM MMMNOPTA, NO3BONAIOLLLEN GUNLTPOBATD U1
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MaPLLIPYTbI;

- acl_name — vma ctaHgapTtHoro IP ACL, KoTopblit byaeT mc-
Nonb30BaH AN GUAbTPALUKN UMNOPTUPYEMbIX MAPLLPYTOB;

- value — 3Ha4yeHune aTpnbyTa tag ANA UMNOPTUPYEMBIX MapLLpPY-
TOB;

- subnets — No3BonAET UMNOPTMPOBATL NOACETH.

3anpeTuTb yKasaHHyo GyHKLMIO.

redistribute static [metric
metric] [route-map name]
[filter-list ac/_name] [tag
value] [subnets]

metric: (1..65535);

MmnopTupoBaTb cTaTuyeckne mapwpyTol B OSPF.

- metric — ycTaHaBAMBaET 3HAYEHUE METPUKM ANA UMMNopTUpye-
MbIX MApLLPYTOB;

- name — NpUMeHsAEeT NOJIMTUKY MMNOPTA, NO3BOAAIOLLYIO GUb-
TPOBaTb M BHOCUTb M3MEHEHMUA B MUMMOPTUPYEMbIE MAPLUPYTbI;

- acl_name — wma ctangaptHoro IP ACL, KoTopbil byaeT uc-

name: (1..64) NoNb30BaH 417 GUABTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB;
CNMBOJIOB; - value — 3HayeHune aTpmnbyTa tag Ana UMNOPTUPYEMBbIX MapLUpY-
acl_name: (1..32) .
TOB;
tumsona - subnets — N03BONISET UMNOPTUPOBATL NOACETH.
no redistribute static [metric 3anpeTuTb yKasaHHY GyHKUMIO.
metric ] [route-map name]
[filter-list ac/_name] [tag
value] [subnets]
redistribute ospf id [nssa-only] MmnopTutopsaTb MapwpyTsl 13 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type -nssa-only — ycTaHaB/MBaeT 3HayeHMe nssa-only ana Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MapLLIPYTOB;
name] [match {internal | - metric-type type-1 — umnoptupyetT ¢ nomeTkoh Kak OSPF
external-1 | external-2}] [tag external 1;
value] [subnets] - metric-type type-2 — umnopTtupyet c nomeTtkoi Kak OSPF
external 2;
- match internal — umnopTUpyeT MmapLwpyTbl B Npeaenax area;
-match external-1 — umnoptupyetr mapwpytol TMna OSPF
external 1;
-match external-2 — umnoptupyetr mapwpytel TMna OSPF
id: (1..65535); external 2;

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [tag value]
[subnets]

metric: (1..65535);
name: (1..64) cumBona;
acl_name: (1..32)
cumBoNa

- subnets — No3BoAAET UMNOPTUPOBATL NOACETH;

- name — NPUMEHSET YKa3aHHYl0 MOJIMTUKY MMMNOPTa, NO3BONA-
foLLyto GUNLTPOBaTL U BHOCUTb M3MEHEHUS B MMMOPTUPYEMble
MapLUpyTbI;

- metric — yCTaHaB/IMBaeT 3HAaYEHNE METPUKM ANA UMMNOoPTUpYe-
MbIX MapLIpyTOB;

- value — 3HayeHuWe aTpubyTa tag ANsa UMNOPTUPYEMBIX MapLLpPY-
TOB.

3anpeTuTb yKaszaHHyo byHKUMIO.
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redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [tag value]
[subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list ac/_name] [tag

value] [subnets]

metric: (1..65535);
name: (1..64) cumBona;
acl_name: (1..32)
cumBoNa

MmnopTtuposatb mapwpyTbl U3 RIP B OSPF.

- metric — 3HaYeHNe MEeTPUKMN ANA UMNOPTUPYEMbIX MAPLLPYTOB;
- name — MA NOIUTUKN UMMOPTA, NO3BOAIAOLLEN GUABTPOBATbL U
BHOCWUTb U3MEHEHUS B UMMNOPTMPYEMbIE MaPLLIPYTbI;

- acl_name — vmsa ctaHgapTtHoro IP ACL, KoTopblit byaeT mc-
NoNb30BaH 417 GUABTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB;

- value — 3Ha4yeHune aTpmnbyTa tag Ana UMNOPTUPYEMBIX MapLIpy-
TOB;

- subnets — no3BosAeT UMNOPTUPOBATL NOACETH.

3anpeTuTb yKasaHHyo GyHKLMIO.

redistribute isis [/evel] [match
match] [metric metric]
[route-map name]

[filter-list ac/_name] [tag
value] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[route-map name_policy]
[filter-list name_acl] [tag
value] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMmBoONa

MmnopTtupoBaTtb mapwpyTbl U3 IS-IS B OSPF.

- level — ycTaHOBUTb M3 Kakoro ypoBHA IS-IS 6yayT aHoHcUpo-
BaTbCA MapLUpyTbl;

- match — Npon3BoANTb AaHOHCMPOBAHME TONBbKO A/1A YKa3aHHbIX
TMnos IS-IS mapwpyTos;

- metric — 3Ha4YeHUe METPUKM A1 UMMOPTUPYEMBbIX MAPLLPYTOB;
- name — MA NOZIMTUKN MMNOPTA, NO3BONAIOLLEN GUNBTPOBATL U
BHOCUTb M3MEHEHMUA B UMMNOPTUPYEMbIE MAPLLPYTbI;

- acl_name — nmsa ctaHgapTHoro IP ACL, KoTopblit byaeT ucnonb-
30BaH 414 GUALTPALUN UMMOPTUPYEMBIX MaPLLIPYTOB;

- value — 3HayeHune aTpmnbyTa tag Ana UMNOPTUPYEMbIX MapLUpy-
TOB;

- subnets — No3Bo/IAET UMNOPTUPOBATHL NOACETH.

be3 napameTpos 3anpeTuTb UMNOPT mapLupyToB u3 IS-IS 8 OSPF.
B cnyyae ykasaHua napameTpa BepHYTb €ro 3HayeHne no ymon-
YaHuio.

redistribute bgp [metric
metric] [route-map name]
[filter-list ac/_name] [tag
value] [subnets]

metric: (1-65535);
name: (1..64) cumBona;
acl_name: (1..32)

MmnopTtuposatb mapwpyTtbl n3 BGP 8 OSPF.

- metric — 3HaYeHMe MEeTPUKUN AN UMNOPTUPYEMbIX MAPLLPYTOB;
- name — MMA NOAUTUKN MMNOPTA, NO3BOAAIOLLEN GUABTPOBATL U
BHOCUTb U3MEHEHUSA B UMMOPTUPYEMbIE MaPLLPYTbI;

- acl_name — vmsa ctaHgapTHoro IP ACL, KoTopbii bygeT ucnosb-
30BaH 414 GUAbTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB;

- value — 3Ha4yeHune aTpmnbyTa tag Ana UMNOPTUPYEMbIX MapLIpy-
TOB;

cMmeosa - subnets — N03B0/IET UMMNOPTUPOBATL MOACETH.
no redistribute bgp [metric be3 napameTpoBs 3anpeTuTb UMNOpT maplipytos u3 BGP 8 OSPF.
metric] [route-map name] B cnyyae ykasaHMA napameTpa BO3BpallaeT ero 3HavyeHwe Mo
[filter-list acl_name] [tag YMOIHaHMIO.
value] [subnets]
router-id A.B.C.D A.B.C.D: YCTaHOBUTb MAEHTUOUKATOP MapLIPyTM3aTopa, KOTOPbIN YHU-
M,D,eHTMdJVI KaTtop Ka/lbHO VIp,EHTVI(bI/ILI,VIDVET MapLpyTn3aTop B npegenax OfiHOWM aB-

no router-id A.B.C.D

MapLipyT13aTopa B
dopmarte ipvd-agpeca

TOHOMHOW CUCTEMbI.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtoUNTL (OTKAOUUTL) aK3emnaap OSPF Ha IP-uHTepdelice (ans
IPv4).

Ypanutb IP-agpec uHTepodeiica.

default-metric metric

no default-metric

metric: (1..65535)

YctaHoBuTb meTpuKy OSPF-mapuwpyTa.

OTKNIOUYNUTD GYHKL M.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTuduKaTop
MaplupyTusaTopa B
dopmarte IPv4-agpeca

YCTaHOBWTb A/1A YKa3aHHOM 30HbI TMN stub. 30Ha — COBOKYMHOCTb
ceTeil U MapLIPYTU3aTOPOB, UMEIOLLMX OAMH U TOT Ke UaeHTUdK-
KaTop.

- No-summary — He OTNPaBAATb UHGOPMALMIO O CYMMUPOBAHHBIX
BHELUHUX MapLupyTax.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.
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HELTEX

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTudumkaTop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
interval: uenoe
NoNIOXKUTENBbHOE YNC/IO

YCTaHOBWTb A5 YKAa3aHHOW 30HbI TUN NSSA.

- no-summary — He NPUHUMaTb UHGOPMALMIO O CYMMUPOBAHHbIX
BHELHMX MapLUpyTax BHYTPb NSSA-30HbI;

- interval — onpefenaeT NPOMeXyTOK BpeMeHM (B CEKyHAaX), B Te-
YeHue KOToPOoro TPaHCAATOP ByAeT BbINOAHATL CBOU GpYHKLMM NO-
C/Nle TOro, Kak 0BHapYKWT, YTO TPAHCAATOPOM CTan Apyron rpa-
HWYHbIM MapLUpPyTM3aTOop;

- translator-role — onpegenset, Kaknm 06pasom Ha MapLIpyTHU3a-
Tope byaeT GYHKLUMOHMPOBATL PEXKMM TpaHCAATOPA (TpaHCAALUK
Type-7 LSA B Type-5 LSA);

- always — B NpuMHYyAMTENIBHOM NOCTOAHHOM PEXUME;

- candidate — B pexkMme y4yacTua B BbIbopax TpaHcAAToOpa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHtTnduKaTop
MapLIpyTU3aTopa B
dopmarte IPvi-agpeca;
secs: (1..65535) cekyHa;

Co3aaTb BUPTYaNbHOE COEAMHEHNE MEXKAY OCHOBHOW U APYrMmM
yAaneHHbIMM 061acTAMM, KOTOPbIE MMEIOT MeXay HUMmKU obna-
cTu.

- hello-interval — ykazartb hello-untepsan;

- retransmit-interval — yka3aTtb MHTepBan meay NOBTOPHbIMM Me-
pegadamu;

- transmit-delay — yka3aTtb Bpems 3a4epKKu;

- dead-interval — yka3atb dead-uHTepBan;

- null — 6e3 ayTeHTMdUKaLUY;

- message-digest — ayTeHTUOUKaUMA ¢ WWMdpPOBaHUEM;

- word — naponb Ans ayteHTuduKauum.

- - word: (1..256)
no area A.B.C.D virtual-link CUMBO/IOB Yaanutb BUpTYyanbHOe coeguHeEHMe.
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YCTaHOBUTb 3HayYyeHuMe CTOMMOCTM CYMMAPHOro MaplipyTa, uc-
naeHTudukaTop nonb3yemoro ans stub- u NSSA-3oH (ans IPv4).

no area A.B.C.D default-cost

MapLlupyTusaTopa B
dopmarte IPv4-agpeca;

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

cost: uenoe
NONOXKUTENIbHOE YNC0
area A.B.C.D authentication A.B.C.D: Bkntounte ayteHTUdMKaumo ana Bcex WUHTepdelricoB AaHHOM
[message-digest] naeHTUdMKaTop 30HbI (anAa IPv4):

no area A.B.C.D authentication
[message-digest]

MapLipyTU3aTopa B
dopmare IPv4-agpeca;
-/BbIKNOYEHO

- message-digest — c wndpposaHnem MD5.

OTKNOYNUTDL ayTEHTUPUKALMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHtTnduKatop
MapLipyTU3aTopa B
dopmare IPv4-agpeca;
network_address:

Co34aTb CyMMapHbI/ MapLIpyT Ha rpaHuLLe 30HbI (a5 IPv4).
- advertise — aHOHCMpPOBATb CO34aHHbIV MapLIPYT;
- not-advertise — He aHOHCMPOBATb CO3A4aHHbIN MApPLLPYT.

Y8anuTb CyMMapHbIN MapLipyT.

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTaHOBUTL GUABLTP HA MAPLLIPYTbl, aHOHCUMpPYEMble B YKa3aHHYHO
prefix_list in naeHTuduKaTop 30HY U3 Apyrux 30H (s IPv4).

no area A.B.C.D filter-list prefix

MaplupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)

®unbTpaumA Npous3BOAUTCA TONbKO ANA MapLIpPYTOB
LSA Type 3.

Ypanute GUABTP Ha MapLUpyTbl, aHOHCUMPYeMble B YKa3aHHYHO

prefix_list in cumBona 30HY U3 ApYrux 30H (gna IPv4).
area A.B.C.D filter-list prefix A.B.C.D: YCTaHOBUTbL GUIBTP Ha MapPLLPYTbl, aHOHCMpPYeMble U3 yKasaHHOM
prefix_list out naeHtTuduKaTop 30HbI B Apyrue 30Hbl (ans IPv4).

no area A.B.C.D filter-list prefix
prefix_list out

MaplupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)
cMmBona

®unbTpaumAa Npous3BOAUTCA TONbKO ANA MapLUpPYTOB
LSA Type 3.

Yaanute oUNbTP Ha MapLUpyTbl, aHOHCMpPYEeMble M3 YKa3aHHOM
30HbI B Apyrue 30Hbl (gna IPv4).

area A.B.C.D shutdown

OTKAtoUMTL Npouecc OSPF ana 30HbI.
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HELTEX

no area A.B.C.D shutdown

A.B.C.D:
naeHTudumKaTop
MapLIpyTU3aTopa B
dopmarte IPv4-agpeca;

BkatounTb npouecc OSPF ansa 30HbI.

-/BKAOYEHO
auto-cost reference-bandwidth YCTaHOBWTbL aBTOMATUUYECKUIA PacYET METPUKN UHTepdelica B 3a-
reference BMCMMOCTU OT ero ckopocTu no dopmyne: reference/ifSpeed.
- reference - 6a30Ban CKOPOCTb.
reference:

no auto-cost reference-
bandwidth

(0..400000)/0 M6uT/c

/| 3Hauenue reference pasHoe 0 OTKNlO4aeT aBTOoMaTUYe-
CKMi1 PacyéT MeTpuKK.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

passive-interface

no passive-interface

-/BbIK/IIOYEHO

3anpeTtutb Bcem IP-uHTepdelicam, yyacTsyowmm B npouecce
OSPF, 06MeHMBaTLCA NPOTOKO/IbHBbIMK COOBLLLEHNAMM C COCe-
OAMU (BK/IOYAET MACCUBHbIN PEXUM).
MNpu NnpUumeHeHUN AaHHOI KOMaHAbI HACTPOiiKa ip
V ospf passive-interface yaanaerca co Bcex ip uHTep-
deiicoB u cTaHOBUTCA ANA HAX 3HAYEHMEM NO YMO-
YaHuio.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

shutdown

no shutdown

-/BKNIOYEHO

OTKAtounTL Npouecc OSPF.

Bkatountb npouecc OSPF.

timers spf delay delay

delay: (0..600000)/

YCTaHOBUTb BE/IMYMHY 33[EP’KKM, NPOM3BOAMMON nepes, ode-
peAHbIM nocnegosaTenbHbiM pacyetom SPF.

- 5000 mc
no timers spf delay YCTaHOBUTb 3HAY€HMEe MO YMOYaHUIO.
timers Isa throttle min_interval 3apaTb BpeMeHHble napameTpbl LSA-TpoTTAnHra. TpOTTAUHT aew-
hold_interval max_interval CTBYET TO/IbKO Ha LSA, ICTOYHMKOM KOTOPbIX ABNAETCA JIOKa/IbHOE
YCTPOWCTBO.
in int | - min_interval — MWHUManNbHbLIN BPEMEHHON MHTEPBAN Mexay
min_interval:
- OBYMA nocnefoBaTesibHO OTMNPABAAOWMMMUCA OLMHAKOBLIMM
(0..60000)/5000 mc; LSA
hold_interval: L .
(0..60000)/0 - hold_interval — nHTepBan, onpefenatolLmii TeKyLLee Bpema 3a-
. MC; o N N
. ! AeprKKuU. C Kaxkaom HOBOM nocnenoBaTenbHOM LSA 3TOT MHTepBan
max_interval:

no timers Isa throttle

(0..60000)/0 mc

YMHOaeTcA Ha fiBa, MOKa He AOCTUTHET 3HayeHna max_interval.
- max_interval — MaKcMManbHbIi BDEMEHHOW UHTEPBAN MeXAay
ABYMA NOCNef0BaTe/IbHO OTMNPaBAAOWMMUCA OAUHAKOBLIMMU
LSA.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

timers Isa arrival min_arrival

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBUTb MUHUMA/bHbIW BPEMEHHOM MHTepBas, C KOTOPbIM
MapLipyT1satop obpabatbiBaeT npuHMMaemble LSA.

YCTaHOBUTb 3HAYEHKWeE Mo YMO/I4aHUIO.

neighbor ip_add [priority
priority]

no neighbor ip_add

priority: (0..255)/0

3apatb IPv4-apgpec ana ctatnyeckoro OSPF-cocena
- ip_add — IPv4-appec;
- priority — yKa3aTb priority gna coceaa (y4nTbiBaeTcA TO/IbKO B
coctoAaHuu attempt/down).
Hactpoiika akTyanbHa TOoNbKO Ana non-broadcast wu
V point-to-multipoint non-broadcast Tunos cetei.

Ypanute KoHourypaumio ans OSPF-cocepa c yKasaHHbim IPv4-
agpecom.

max-metric router-Isa [include
stub] [on-startup period ]

no max-metric router-lsa

period: (0..86400)
CeKyHA;
-/BbIKAOYEHO

YCTaHOBWUTb MAKCMMAabHOE 3Ha4YeHWe MeTPUKU ANA aHOHCUMPO-
BaHHbIX non-stub mapuupyTos.

- include-stub — ycTaHOBWTb MaKkcManbHoOe 3HaYeHEe METPUKK
TakKe Ana stub-maplpyTos

- period — neproA aHOHCUPOBAHMA MaPLLPYTOB C MAKCUMaNbHOW
METPUKON.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

summary-address ipv4_addr
mask [not-advertise]

no summary-address ip_addr
mask [not-advertise]

-/BbIK/IIOYEHO

BKAtOUUTL cymmmMpoBaHMe mappyTos IPv4, KoTopble 6biiv no-
nyyeHbl OSPF 13 apyrnx NpOTOKOJI0B.
not-advertise — npocymmmnpoBaTb, HO He aHOHCUPOBATb.

OTKAOUUTL CYMMApPM3aLLMI0 MapLLPYTOB.
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HELTEX

summary-prefix ipv6 [not-
advertise]

no summary-prefix ipvé

-/BbIK/IIOYEHO

BK/IIOYUMTb CyMMUMpPOBaHMe mapLipyTos IPv6, KoTopble 6biaun
nonyyeHsl OSPF 13 apyrMx npoToKo0B.
not-advertise — NpocymmmMpoBaTh, HO He aHOHCUPOBATb.

OTKNHOUUTL CYMMApPU3aLMI0 MapLUPYTOB.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabanua 320 — KomaHabl perkmuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aeiicmeue

ip ospf shutdown

BbIKNOUMTL MapLlupyTM3aumio no npotokony OSPF Ha uHTep-
deiice.

no ip ospf network

-/BKNIOYEHO
no ip ospf shutdown BKAouMTb mapwpytmsaumio no npotokony OSPF Ha uHTep-
deiice.
ip ospf network {broadcast | BbibpaTtb TMN ceTun:
non-broadcast | point-to-point - broadcast — wupoKoBelaTenbHaa ceTb C MHOMECTBEHHbIM
| point-to-multipoint non- [0CTYyNnom;
broadcast} - non-broadcast — HewwupoKoBewaTenbHaa CeTb C MHOXe-
-/broadcast CTBEHHbIM AO0CTYMNOM;

- point-to-point — ceTb «TOYKa-TOYKa»;
- point-to-multipoint non-broadcast — HewupokoBelLaTenb-
Has CeTb C MHOXECTBEHHbIM AOCTYNOM «TOYKA-MHOFOTOYKA Y.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

ip ospf authentication [mes-
sage-digest]

no ip ospf authentication

-/BbIK/OYEHO

BkntounTb ayteHTUdMKaumo B OSPF ¢ ncnonb3oBaHnem 3agaH-
HOro napons B HewndpoBaHH

- message-digest — BKatoyaeT ayTeHTUOMKaumto B OSPF ¢ umc-
nosb3oBaHMEM 334aHHOro Habopa Kntoueln n anroputma MDS.

3Ha4YeHne No ymo4aHuio.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumso-
nos/naposb He 3agaH

HasHaunTb naponb Ansa ayTeHTMdUKaLmm cocesen, AOCTYNHbIX
yepes Tekywmi nHtepdeiic. Maponb 3agaetca B HelwMdpoBaH-
HOM BUAe.

Maposb, yKa3aHHbIN TakKum obpas3om, byaeT BHeAPEH B 3aroso-
BOK KaXaoro yxogsauiero B 3Ty ceTb naketa OSPF B KayecTtBe
Ktoya ayTeHTUdMKaUMK.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6aiT/naponb He 3aaaH

HasHaunTb naponb Ansa ayTeHTMdUKaLmm cocesel, AOCTYNHbIX
yepes Tekywmit uHTepdeinc. Maponb 3agaetca B WKMGPOBAHHOM
BUAe.

Maposb, ykasaHHbIN Takum 06pasom, byaeTt BHeApeH B 3arono-
BOK Ka)K[Oro yxoZsllero B 3Ty ceTb naketa OSPF B KayecTse
Ktoya ayTeHTUdMKaUMK.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain: (1..32) cum-
BO/10B/He 3aaHO

3apaTb UMA Habopa KAloyen, KOTopbI ByaeT NCNoNb30BaTLCA
npu ayTeHTUOUKaLUK.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf authentication null

-/He ncnonbsyeTca

OTKNOUUTD UCMONb30BaHME ayTEHTUOUKALMM Ha TEKYLLEM WH-
Tepoelice.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHWA KaHana, KoTopaa AsaseTcs
YC/IOBHbIM MOKa3aTenem '"cToMmoctu" nepecbiiku AaHHbIX MO
KaHasny.

YCTaHOBUTb 3HaYeHMe MO YMOHYAHWIO.
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HELTEX

ip ospf poll-interval interval

no ip ospf poll-interval

interval: (1..255)/120
CeKyHA,

YCTaHOBWUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUM KO-
TOpOro maplupyTtusaTtop otnpasnset hello-nakeTtbl ¢ HeakTUB-
Horo uHtepoderica (OSPF-coceacTso B cTatyce down).

V HacTtpoiika akTyanbHa TonbKo ans non-broadcast u

point-to-multipoint non-broadcast Tunos cerei.
YCTaHOBUTb 3HaYeHME NO YMOYAHUIO.

ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535)
CeKYHA;
minimal — 1 ceK

YCTaHOBUTb MHTEPBAN BPEMEHU B CEKYHAAX, N0 UCTEYEHMM KO-
TOporo cocep, 6yAeT cUMTaTbCA HEAKTUBHbIM. ITOT MHTEpBan
OOKEH BbITb KpaTHbIM 3HaYeHuto hello-interval. Kak npasuno,
dead-interval paseH 4 uHTepsanam otnpasku hello-naketos.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

ip ospf hello-interval interval

interval: (1..65535)/

YCTaHOBWUTb MHTEPBA/ BPEMEHU B CEKYHAAX, MO UCTEYEHUM KO-
TOPOro mapLpyTusaTop oTnpasaset cneayrowmin hello-naket c

10 cekyHA MHTepodeiica.
no ip ospf hello-interval YCTaHOBUTb 3HAY€HME N0 YMOJYaHUIO.
ip ospf mtu-ignore OTKAOYNTL NpoBepkn MTU.
-/BKAOYEHO

no ip ospf mtu-ignore

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

ip ospf passive-interface

no ip ospf passive-interface

-/BbIK/OYEHO

3anpetutb IP-uHTEpdeiicy 06mMeHMBaTbCA NPOTOKO/IbHBIMMU CO-
06LeHUAMM C coceaamm (BKAOYAET NAaCCUBHDBIN PEXUM).

YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
» Ecnu npumeHeHa Hactpoiika passive-interface B pe-

HOro pexuma.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

*ume KoHpuUrypaumm npouecca OSPF, To AaHHas Ko-

MaHAA BbIBOAUT AaHHbIA IP-uHTepdeiic M3 naccme-
YCTaHOBUTb NPUOPUTET MAPLLIPYTM3aTOPa, KOTOPbIM MCNO/b3Y-
etcs gns Bbibopa DR u BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip ospf bfd

no ip ospf bfd

-/BbIK/IIOYEHO

BKatounTb NnpoTokon BFD Ha uHTepdeiice ana coceneit no npo-
TOoKONy OSPF.

BbikntounTb npoTokon BFD Ha uHTepdelice gns cocepeit no
npotokony OSPF.

KomaHObI pexcuma KoHgu2ypayuu uHmepapelica Ethernet, VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 321 — KomaHabl pexkuma KoHourypaumm nHtepoeica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKNIOYEHO

BbIKNOUMTE MapLIpyTU3aumio no npoTtokony OSPFv3 Ha uHTep-
deiice.

BkaounTb mapuwpyTtusaumio no npotokony OSPFv3 Ha uHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMouKaTop
MaplupyTusaTopa B
dopmarte IPvd-agpeca

BkntounTb (oTKAtoUMTL) OSPF-npoLiecc ana onpeaeneHHoM 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHWA KaHasia, KoTopas fBAseTcs
YC/IOBHbIM NMoOKa3zaTtesieM "cToMmocTu" nepecbINiKM AaHHbIX MO Ka-
Hany.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YCTaHOBWTb UHTEPBA/l BPEMEHU B CEKYHAAX, MO UCTEYEHWM KOTO-
poro cocep, byAeT cuMTaTbCA HEAKTUBHbLIM. 3TOT UHTEpPBan A0N-
»KeH bbITb KpaTHbIM 3HauveHuto hello-interval. Kak npasuno, dead-
interval paBeH 4 nHtepsanam otnpasku hello-nakeTos.

YCTaHOBUTb 3HaYeHue no YMOHaHUIO.
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HELTEX

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YCTaHOBWUTb MHTEPBA/ BPEMEHU B CEKYHAAX, MO UCTEYEHUU KOTO-
pOro mapLpyTusaTop oTnpasaseT ciegyowmii hello-nakeT ¢ uH-

CEKYHZ, Tepdelica.
no ipv6 ospf hello-interval YCTaHOBWTb 3HAYEHME N0 YMONUYAHUIO.
ipv6 ospf mtu-ignore . OTKAtounTL Nposepkn MTU.
-/disabled

no ipv6 ospf mtu-ignore

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWUIO.

ipv6 ospf neighbor
{ipv6_address}

ipv6 ospf neighbor
{ipv6_address}

3apatb IPv6 agpec cocepa.

Ypanutb IPv6 agpec cocena.

ipv6 ospf priority priority

no ipv6 ospf priority

priority: (0..255)/1

YCTaHOBWUTb NPUOPUTET MapLLPYTU3aTOPa, KOTOPbIM MCMONb3Y-
etcs gns Bbibopa DR u BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWUIO.

ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHMM KOTO-
pPOro MapLpyTM3aToOp NOBTOPHO OTMNPABUT NaKeT, Ha KOTOPbIN He
nony4ymn NOATBEPKAEHMA O nonyvyeHun (Hanpumep, Database
Description naket unm Link State Request nakeTsbi).

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CEKYHA,

YCcTaHOBUTL NpUMeEpPHOE BpeMA B CEKYHAAX, Heobxoaumoe ans
nepefayn naketa COCTOAHMA KaHana.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnnua 322 — KomaHgabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuio

Aelicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBoOIa

OT06pasnTb KoHPUrypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBoOIa

OTo6pa3sunTb nHPopmaumm 06 OSPF-coceasx.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec
cocepa
vrf_name: (1..32)
cuMMmBOIA

OTo6pasunTb MHPopmaumm o6 OSPF-cocese ¢ yKasaHHbIM agpe-
CoMm.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cuMMmBOIA

OT106pasunTb KOHPUrypaumm scex OSPF-uHTepdeiicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)
A.B.C.D: IP-agpec
vrf_name: (1..32)
cMMBONIA

OT106pasunTb KOHPUrypaLmm KoHKpeTHoro OSPF-uHTepdelica.
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HELTEX

show {ip | ipv6} ospf
[process_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary [vrf
vrf_name] ]

process_id: (1..65535)
vrf_name: (1..32)
cumBona

OT06pa3unTb cocTosHMe H6a3bl 4aHHbIX NpoToKosia OSPF.

show {ip | ipv6} ospf
virtual-links [process_id] | [vrf
vrf_name]

process_id: (1..65535)
vrf_name: (1..32)
cumBona

OTO6pasnTb MapameTpbl U TEKyLlee COCTOSIHWE BUPTYasibHbIX
JIHKOB.

clear ip ospf {process_id | vrf
vrf_name process}

process_id: (1..65535)
vrf_name: (1..32)
cumBona

Pa3sopeaTb COCEACTBA U yAa/IUTb COOTBETCTBYIOLME MAPLLIPYTHI.

[pumepbl UC016308AHUA KOMAHO

o [lokasaTb OSPF-coceaeli gns onpeaeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-coceaen ana onpegenerHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

KomaHObI pexcuma KoHgu2ypayuu VRF

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypaumm VRF:

console (config-vrf) #

Tabnunua 323 — KomaHabl perkuma KoHourypaumm VRF

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

distance ospf {inter-as | intra-
as} distance

no distance ospf {inter-as |
intra-as}

(1..255)/0SPF intra-
as:30,
OSPF inter-as:110

YCTaHOBUTb 3HaYeHMe aAMUHUCTPATUBHON AncTaHumu (AD) gna
BCEX MapLUPYTOB YKa3aHHOro Tuna.

- ospf inter-as — yctaHaBnvBaeT 3HaueHne AD gna merk3oHanb-
HbIX MapLLPYTOB, NPUHATbLIX NO NpoTokoay OSPF;

- ospf intra-as — yctaHasnvBaeT 3HayeHne AD gna BHYTPU3OHAb-
HbIX MapLUPYTOB, NPUHATbLIX MO NpoTokoay OSPF.

YCTaHOBWTb 3HaYeHue no YMOYaHMUIO.

5.34.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTOKOA rpaHUYHOrO WAK03a) ABAAETCA NPOTOKO/IOM MapLLpy-
TU3aUMM MeXay aBTOHOMHbIMU cucTtemamu (AS). OcHoBHOM ¢yHKUMen BGP-cuctembl sBnseTca obmeH
nHbopmaumen o AOCTYNHOCTU ceTel ¢ Apyrmmn cuctemamm BGP. UHpopmauma o foCTynHOCTU ceTen
BK/IIOYAET CMUCOK aBTOHOMHbIX cuctem (AS), yepes KoTopble NPOXoAuT 3Ta MHpopMaLmA.

BGP aBnfeTcA NPOTOKOIOM MPUKAALHOTO YPOBHA U QYHKLMOHUPYET NOBEPX NPOTOKOAA TPaHC-
nopTHoro ypoBHa TCP (nopt 179). Mocne ycTaHOBKK coeanHeHUA nepenaétca uHpopmaumsa obo Bcex
MapLLpyTax, NpeaHa3Ha4YeHHbIX ANA SKCNopTa. B ganbHenwem nepenaérca Tonbko nHdopmaumsa o6 us-
MeHEeHUAX B TabanLax MmapLupyTmsaumm.

Y

Moapeprkka npotoKkona BGP npepocraBnseTca no MLEH3UN.
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HELTEX

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHo KoHoUrypaymm:

console (confiqg) #

Tabanua 324 — KomaHab! perknuma rnobanbHom KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

router bgp [as_plain_id |
as_dot _id]

no router bgp
[as_plain_id_| as_dot_id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

BKAKOUMTL MapLupyTU3aLmio No npotokony BGP.

3apatb naeHTUdMKaTop AS U NEpPEnTU B PeXUM €€ KOHPUTypu-
poBaHus.

-as_plain_id —vwaeHTMPUKATOP aBTOHOMHOW CUCTEMBI, UCMO/b-
3yemblli MapLlpyTU3aTOPOM NpPU YCTAaHOB/IEHUWU COCeACTBA U
obmeHe mapLupyTHON MHbOPMaLment;

- as_dot_id — naeHTMduMKaTop aBTOHOMHOM CUCTEMbI B 32-6UT-
HoM dopmare.

OcTaHoBUTb BGP-mapuipyTusaTtop, yAaauTb BCHO KOHOUrypa-
LMo NpoToKosa BGP.

ip community-list standard
name seq section_id
{permit | deny}

ip community-list expanded
name seq section_id
{permit | deny} reg_exp

name: (1..32)
CUMBOAA;
section_id:
(1..4294967295);
reg_exp: (1..127)

Co3paTb CTaHAAPTHBIV CMMCOK community M BOMTU B peXXUM ero
KOHUrypaumm.

Co3paTb paclUMpPEeHHbI CIMCOK community.

reg_exp — perynsipHoe BbipasKeHue.

[aHHbIi cnMcok community Mcnonb3yerca Kak WwabnoH ana no-
MCKa coBMageHunit community B cekuum match B route-map.

section_id {permit | deny}

(1..4294967295);

no ip community-list cnmsona Y[anuTb yKasaHHbIWM CMMCOK community LeJIMKOM MW TOJIbKO
{standard | expanded} KOHKPETHYIO ero CeKkuuio.

name seq [section_id]

ip extcommunity-list Co3aaTb CTaHAAPTHBIW CMUCOK C PacLUMpPEHHbIMX community n
standard name seq BXOAWT B PEXUM €ro KoHoUrypaumm.

section_id {permit | deny}

ip extcommunity-list name: (1"3.2) Co3AaTb pacWMpPEHHbIN CMUCOK C PaCLUMPEHHbIMX community.
expanded name seq scevéili‘:::n?olr reg_exp — perynspHoe BblpaxKeHue.

ﬂ,aHHblﬁ CNUCOK extcommunity MCNONb3YyeTCA KaK WwabnoH AnAa

no ip as-path access-list
name seq [ section_id ]

(1-4294967295);
reg_exp: (1..160)
cMMBOIA

reg_ex MOMCKa COBMAZEHMIN pPacWMPEHHbIX community B ceKkuuu
g_exp reg_exp: (1..127) A P P ¥ 4
- match B route-map.
- — cumBona — -
no ip extcommunity-list Y4anuTb YKasaHHbIA CNMCOK extcommunity LEeAMKom uau
{standard | expanded} TO/IbKO KOHKPETHYHO €ro CEeKLMIO.
name seq [section_id]
ip as-path access-list name name: (1..32) Co3patb cnucoK as-path.
seq section_id {permit | CMMBONA; - reg_exp — perynsapHoe BbipaxkeHue.
deny} reg_exp section_id [aHHbIN CNMCOK as-path ncnosb3yeTtca Kak WabioH 419 noncka

coBnageHuin as-path-filter 8 cekumm match B route-map.

Ypanutb yKa3aHHin;I CNUCOK as-path LEeNNKOM UIN TONIbKO KOH-
KPETHYIO ero cekuuto.

KomaHObI pexcuma KoHgu2ypayuu AS

Bupg, 3anpoca KOMaHAHON CTPOKM B pexume KoHdurypauum AS:

console (router-bgp) #

Tabnnua 325 — KomaHabl perkuma KoHourypaumm AS

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

bgp router-id ip_add

no bgp router-id

3apatb naeHTudumkaTop BGP-mapwpyTtusaTopa.

Ypanute naeHtnounkatop BGP-mapwpyTtmsatopa.
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HELTEX

bgp asnotation dot

3apeicTBoBaTH cUCTeMy 0603HayYeHe Homepos AS B popmaTe

no bgp client-to-client re-
flection

-/asplain asdot.
no bgp asnotation YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
bgp client-to-client reflec- BKNOUMTL MepecbiIky MaplpyToB, NoJsyyeHHbIX oT reflector-
tion KaveHTa, apyrum reflector-knuextam.
-/BKAOYEHO

BbIK/IIOUMTL NepecbiKy MapwpyToB, nosay4YeHHbIX oT reflector-
KnveHTa, apyrum reflector-knnextam.

bgp cluster-id ip_add

3aaéT naeHTUPUKaTop Knactepa BGP-mapwpytusaTopa.
B cnyyae ecnnm wupeHTMdMKaTOp Knactepa He
V HacTpoeH, B KauyectBe upaeHTudukatopa byaer wuc-
nonb3oBaTtbcA rnobanbHblii upeHtudpukatop BGP-
MapLipyTusatopa.

no bgp cluster-id

YpanuTe naeHtTMduUKaTop Knactepa BGP-mapwpyTtmsaTtopa.

bgp bestpath as-path multi-
path-relax

no bgp bestpath as-path
multipath-relax

-/BbIK/IIOYEHO

BKOUMTL YCTaHOBKY HECKOIbKUX PaBHO3HAYHbIX MapLIPYTOB C
OZMHAKOBbIM NO ANnHe aTpmbyTom AS-Path, HO ¢ oTanyatowm-
MWUCA HOMEepPaMM aBTOHOMHbIX CUCTEM BHYTPU Hero.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

shutdown

no shutdown

-/no shutdown

AOMUHUCTPATMBHO BbIKAKOYUTL NpoToKon BGP, He yaanaa ero
KOoHdurypaumto.
970 peiicTBMe BNEUYET 3a cO60M Pa3pbIiB BCEX CECCUi C
V BGP-cocegamu u o4nUCTKY Tabauubl MapLIpyTU3auumn
nportokona BGP.

BkntounTb paboTy AS.

neighbor ip_add

no neighbor ip_add

3agatb |IP-agpec ana BGP-cocega wav nepenTtv B pexum
KOH$rypmMpoBaHua CyLLLecTBYHOLLEro cocea.

Ypanute KoHdurypaumio ana BGP-cocega ¢ yKkasaHHbiM |Pv4
nnn IPv6-agpecom.

peer-group name

name: (1..32) cum-

Cospatb Peer-rpynny.
- name — UMa rpynnol.

no address-family ipv4
{unicast | multicast}

BO/IA

no peer-group name YaanuTb co3gaHHyto Peer-rpynny.

address-family ipv4 {unicast Ykasatb TMn IPv4 Address Family u nepesect KommyTaTop B

| multicast} Junicast pexXum KoHdurypaumum cooteetcTeytowein Address Family.
-/unicas

BbIkNtounTb cooTBeTcTBYOLWY0 Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/OYEHO

Ykazatb ™1n 12vpn Address Family 1 nepesectn kommyTaTop B
pexXum KoHdurypaumm cootsetcTeytoweint address-family.

BbIkNtounTb cooTBeTCTBYOLWYO address-family.

address-family vpnv4
{unicast | multicast }

no address-family ipv4
{unicast | multicast}

-/BbIK/IIOYEHO

YKkasaTtb Tun VPNv4 Address Family n nepesectn kKommyTaTop B
pexum KoHdurypaumm, cootsetcTaytowein address-family.
V B TeKkyuwiei Bepcuu MO nopaeprkaHo SAFI Unicast.

B TeKywei Bepcum MO nopaep>kaHO BbiaeneHue
MPLS-meToK perVRF.

BbIKntounTb cooTBeTCTBYIOLLYO address-family.

vrf [vrf-name]

vrf-name: (1..32)

Cos3paTb KOHTeKCT VRF.
, | VRF gonxeH 6bITb cO34aH B rn106anbHONU KOHOUrypa-

no listen-range A.B.C.D/n

cCUMBONaA o U1 KOMmmMmyTaTopa.
no vrf [vrf-name] Ypanutb KoHTeKcT VRF.
listen-range A.B.C.D/n 3a4aTtb AnanasoH AMHamudeckux IPv4 BGP cocepeit
{ peer-group word | limit - A.B.C.D/n — anana3soH IPv4-aapecoB ¢ MacKoi NoAceT;
value } - word — Ha3BaHue peer-group;
word: (1..32) - value — KoIM4ecTBo AOCTYMNHbIX AUHAMUYECKUX COCEACTB.
CUMBOOB YnpasneHue atpubytamm AUHaMUUYECKUX COCEACTB
limit: (1-64) V BbINO/IHAETCA B KOHTEKCTE peer-group.
coceacTs

Ana amHamuueckux BGP-coceaeit npumeHstoTca Bce
V address-family, onpeaenéHHble B rno6asibHOM KOH-
Tekcte AS n11M60 B KoHTeKcTe BGP VRF.

YpanuTb ananasoH guHamuuyeckux IPv4 BGP-coceaeln.
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HELTEX

KomaHObI pexcuma KoHguaypauuu Address-Family

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume KoHdurypaumm Address-Family:

console (router-bgp-af) #

Tabnunua 326 — KomaHabl perknuma KoHourypaumm Address-Family

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3apaTb noaceTb, KOTOpaa aHOHcupyeTca BGP-cocepgam.

- ip-add — appec noacetu;

- mask — macka noaceTu.
Ecnn macka He yKa3aHa, N0 YyMO/N4YaHUIO OHa 3ajaaeTca
K/1accoBbIM METOA0M ajapecaLuu.
mask — macka IP-noacet namn anmHa npedukca.

YAanuTb aHOHC AaHHOW NoAceTH.
- ip-add — appec noacetu;
- mask — macka noaceTy.

redistribute connected
[metric metric | filter-list
name | route-map
route_map_name ]

no redistribute connected

metric: (1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

Paspewntb aHOHCcMpoBaHWe connected-mapLpyToB.

- metric — 3Ha4YeHue aTpubyta MED, KoTOpOe byaeT npucsoeHo
MMMOPTUPOBAHHLIM MapLLIPYTam;

- name — Ha3BaHuWe access-list, KoTopbli ByaeT npumeHeH K
MmapLpyTam;

- route-map_name — NPOV3BOAMUTb aHOHCMPOBAHME MApPLLPYTOB
nocne ux puabTPaLMUM Yepes yKasaHHyto route-map.

3anpeTuTb aHOHCMpoOBaHUe connected-mapLIpyToB.

redistribute rip [metric
metric | filter-list name |
route-map
route_map_name ]

no redistribute rip

metric: (1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

MmnopTtuposatb mapwpyTtbl RIP 8 BGP.

- metric — 3Ha4YeHue aTpubyta MED, KOTOpOe byaeT npucBoeHo
MMMOPTUPOBAHHbBIM MapLUpyTam;

- name — Ha3BaHuWe access-list, KoTopbli ByaeT npumeHeH K
MmapLpyTam;

- route-map_name — NpPOV3BOAMUTb aHOHCMPOBAHME MApPLLPYTOB
nocne ux puabTPaLUM Yepes yKasaHHyto route-map.

3anpeTnTb MMNOPT MapLIpyTOB 13 npoTokoa RIP.

redistribute static [metric
metric | filter-list name |
route-map
route_map_name ]

no redistribute static

metric: (1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

PaspewmnTb aHOHCMPOBaHME CTaTUYECKMX MapLUPYTOB.

- metric — 3Ha4YeHue aTpubyta MED, KoTOpOe byaeT NnpucsoeHo
MMMNOPTMPOBAHHbIM MapLIpyTam;

- name — Ha3BaHMWe access-list, KOTopbI 6yAeT MpUMeEHeH K
MapLupyTam;

- route-map_name — NPou3BOANUTb aHOHCUPOBAHWE MapLLPYTOB
nocne ux GUNbTPaLLMM Yepes yKaszaHHyto route-map.

3anpeTnTb aHOHCMPOBAHUE CTaTUYECKMX MapLupyToB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name | route-
map route_map_name ]

no redistribute ospf

id: (1..65535);
metric: (1-4294967295);
type: (internal, external-1,
external-2); name: (1..32)
CUMBO/IOB;
mtype: (type-1, type-2);
name: (0..32) cumBona;
route_map_name:
(1..64) cumBona;
route_map_name:
(1..64) cumBona

MmnopTtuposaTtb mapupytbl OSPF B8 BGP.

- id —vaeHTndukaTop npouecca OSPF;

- metric — 3Ha4YeHue aTpubyta MED, KOTOpOe byaeT npucBoeHo
MMMNOPTUPOBAHHLIM MApPLLPYTaMm;

- type — T1n OSPF-mapLipyToB, aHOHcMpyembix B BGP;

- name — Ha3BaHMWe access-list, KOTopbIN 6yaeT MpUmeHeH K
MapLipyTam;

- mtype — TMn meTpukmn Ex1 unm Ex2;

- route-map_name — NpPOV3BOAMUTbL aHOHCMPOBAHME MApPLLPYTOB
nocne ux puabTpaLMm Yepes yKasaHHyto route-map.

3anpeTnTb MMMNOPT MapLLPYTOB 13 NpoTokona OSPF.
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HELTEX

redistribute isis [/evel]
[match match] [metric
metric] [filter-list ac/_name
| route-map
route_map_name ]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32)
CMMBONA;
route_map_name:
(1..64) cumBona

MmnopTtupoBaTtb mapwpyTbl U3 IS-IS B BGP.

- level — ycTaHOBWUTbL M3 Kakoro ypoBHs IS-IS ByayT aHOHcupo-
BaTbCA MapLLpPyThl;

- match — npon3BOAUTbL aHOHCUPOBAHME TO/IBKO A5 YKa3aHHbIX
TMnos IS-IS mapwpyTos;

- metric — 3Ha4YeHMe MEeTPUKM A7 UMMOPTUPYEMBbIX MAPLLPYTOB;
- acl_name — vmsa ctaHgapTHoro IP ACL, KoTopblii byaeT ucnonb-
30BaH 414 GUNbTPaALMM UMNOPTUPYEMbIX MAPLLPYTOB;

- route-map_name — NpoM3BOAUTb aHOHCUPOBAHNE MapLLPYTOB
nocne ux puabTPaLUM Yepes yKasaHHyto route-map.

3anpeTnTb MMMNOPT MApPLLPYTOB U3 NpoToKoAa IS-IS.

redistribute bgp [ metric
metric | filter-list name |
route-map
route_map_name ]

no redistribute bgp

metric:
(1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

MmnopTupoBaTb MapwpyTbl, NosyyeHHble B none default VRF no
npotokony BGP, 8 BGP AF [2vpn evpn

- metric — 3HayeHune atpubyTta MED, KoTopoe 6yaeT npucBoeHo
MMMNOPTUPOBAHHLIM MapLIPyTam;

- name — HasBaHMWe access-list, KoTopbI b6yaeT MpUMeHeH K
MapLupyTam;

- route-map_name — NPou3BOANUTb aHOHCUPOBAHWE MapLLPYTOB
nocne ux puNbTPaLMM Yepes yKasaHHyto route-map.

3anpeTuTb aHOHCMPOBAHWE MApPLLIPYTOB.

aggregate-address
ipv4_add mask [ summary-
only | as-set | advertise-
map route_map_name |
attribute-map
route_map_name | sup-
press-map
route_map_name]

no aggregate-address
ipv4_add mask

BkntounTb arperaumio 6onee cneundurUHbIX MapLLPYTOB, BXOAA-
LLMX B YKA3aHHbIM npeduKc:

- ipv4_add — IPv4-agpec noacety;

- mask — macka noacetu

- route_map_name — uma route-map;

- summary-only — 3anpeTuTb OTNPaBKY COCeAAM MApPLLPYTOB, KO-
TOpble NOMNAAAIT NOA CYMMUPYIOWNIA MapLIpyT;

- as-set — BK/OYUTb f06aBNEHME B CYMMUPYIOLLMIA MapLUPYT as-
path, nonyyYeHHbI 13 NpedUKCoB, NONALAOLWMX NOL CYMMUPYIO-
LWMI MapLLpPYT;

- Suppress-map — 3anpeTuTb OTNPABKY COCeAAM MapLLIPYTOB, NO-
nagatoLmx nog route-map (napameTtp summary-only urHopupy-
erTcs);

- advertise-map — mapwpyTbl, Nonagatowme nog route-map, He
6yayT nonasaatb NO4 CYMMUPYOLMIA;

- attribute-map — BKNIOYMTb YCTAHOBKY A8 CYMMMUPYIOLLErO
MapLipyTa aTpnbyToB, YKa3aHHbIX B AeNCTBUM set B route-map.

Ypanutb arperaumio 6onee cneumduyHbIX MapLIPyTOB, BXOAA-
LLMX B YKA3aHHbIV npedmKc.

additional-paths {both |
send | receive | disable}

no additional-paths

-/disable

BK/IlO4aeT BO3MOXHOCTb Npuéma/nepenayn Heckonbkux BGP-
MapLIpPyTOB (MOMMMO NydLIEro mapLupyTa) AN oAHOro npeduKca
B pamkax BGP-npouecca.

- both — pexum npuvéma u nepesaynm Heckonbkux BGP-
MapLUpyTOB ANA oAHOro npeduKca;

- send — TONbKO NepeAaya HeckoNbkMx BGP-mapLipyTos ans oa-
Horo npedukca;

- receive — TO/IbKO NPUEM HecKonbKknx BGP-mapwpyTos anqa oa-
Horo npeduKca;

- disable — BbIKItOYUTL NPUEM U Nepenadvy HeCcKosibkux BGP-
MapLIpyTOB ANs ogHOro npedukca.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

additional-paths best
bestpath_number

no additional-paths best

bestpath_number:
(1-255)/1

YCTaHOBUTbL  KO/AMYECTBO  nepefaBaemblx  Ayywnx  BGP-
MapLIpyTOB A8 ogHoro npedukca B pamkax BGP-npouecca.

- bestpath_number — makcMmManbHOE YNCNI0 NepesaBaeMbIX Nyu-
wux BGP-maplpyTos ana oaHoro npeduKca.

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHUIO.
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HELTEX

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bug, 3anpoca KOMaHAHOM CTPOKK B pexume KoHdurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnunua 327 — KomaHabl pexkmma KoHourypauum BGP-coceaa

maximum-prefix value
[threshold percent | hold-
timer second | action type]

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

no maximum-prefix

BKNOUNTL OrpaHMYeHUe KOAMYecTBa NPUHMMAEMbIX MapLl-
pyTtos oT BGP-cocepa.

- value — MakcMmanbHOE KOMYECTBO MPUHUMAEMbIX MapLL-
pyToB;

- percent — NPOLLEHT OT MAaKCUMAIbHOTO KOJIMYeCcTBa MapLupy-
TOB, MO AOCTUKEHUM KOTOPOro OTNPAaBAAETCA Npeaynpexae-
Hue;

- second — BpeMeHHOM NPOMEXKYTOK (B cekyHAax), No ncreye-
HWIO KOTOPOrO MPOUCXOAMUT NEPENOSKIOYEHNE, ECIN CECCUA
6blna pasopBaHa M3-3a NPEBbIWEHUA KOANYECTBA MapLipy-
TOB;

- type — Ha3HayaeT AeliCTBME, BbINOJHAEMOE NPU AOCTUNKE-
HUW MAKCMMA/IbHOTO 3HA4YeHUA (pa3pblB ceccum <restart> naum
OoTNpaBKa npeaynpexaeHunsa <warning-only>).

BbIK/IOUMTB OrpaHUYEeHME KOIMYeCcTBa NPUHMMAEMbIX MapLu-
pytoB oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

no advertisement-interval

3aaaTb BpeMeHHble MHTepBasbl.

- adv-sec — MMHUManNbHbIM MHTEPBaN Mexay oTnpaBkon UP-
DATE coobuieHnit 04HOrOo U TOTO XKe MapLupyTa;

- With-sec — MMHUMaNbHbIV MHTEPBaN MeXAy aHOHCMPOBa-
HMEM MapLUpyTa 1 ero NocneayroLmnm ge-aHOHCMPOBaHNEM.

V —Advertisement-interval gonkeH 6biTb 60nblie
nunum paseH withdraw-interval;

— MapuwpyTbl, KOTOpble A0/MKHbI 6bITb aHOHCUPO-
BaHbl coceaHum BGP-mapupyTtusaTopam, pacnpe-
[enaTca No Heckonbkum UPDATE-coobueHuam.
Mexay otnpaeKoi atTux UPDATE-coo6uieHui Bbl-
OEePXUBAETCA C/NyYaliHbli BpemMeHHOW WHTepBan
Takum o6pasom, utobbl 0bLiee Bpema mexay 06-
HOBJIEHWEM MapLUPYTOB B JIOKaNbHOI Tabauue
BGP wu ortnpaBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B chyyae otnpaBku
NIOKaNbHbIX (MapLpyTbl U3 I0KaNbHOM AS) mapLu-
pyToB B eBGP-coeguHeHnun. Takum o6pasom, Kak-
Ablii U3 MapLIPYTOB MOXKET UMETb CAYYaAHYIO Be-
JINUMHY 33[,eP3KKM aHOHCUPOBAHUSA;

— TouHoCTb paboTbi TalimepoB advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAKCMMa/NIbHOro 3HauyeHua noboro us
3TUX TPEX TalimepoB, HACTPOEHHbIX Ha BGP-
maplipyTtusatope  (yuuTbiBaloTcA  Talimepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TalimepoB aHOHCUPOBAHUA U fie-aHOHCUPOBa-
HMA MapLpyTOB, CKOHPUrypMpoBaHHbIX Ha
YCTPOUCTBE, AUCKPETUIUPYIOTCA WHTEpBaioM B
1/255 ot HambonbLEero HaCTPOGHHOIO 3HAYEHUSA.
YBenMueHne MaKCMManbHOro 3HauyeHusa 6yper
NPUBOAUTL K YBE/IMUEHUIO YaCTOTbl AUCKPETU3a-
LMY TaliMepoB U, COOTBETCTBEHHO, K MOHUMKEHUIO
TOYHOCTU UX paboTbl.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.
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HELTEX

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3a4aTb BpeMeHHoM nHTepBan mexay otnpaskoi UPDATE co-
0ob6LEeHNI 0AHOrO M TOTO Ke MapLUpyTa, UCNosb3yeTca ANA
QHOHCA NTOKa/IbHbIX (MapLIpPyTbl U3 NOKaNbHOM AS) maplupy-
TOB €BGP cocepam.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3afaTb BpeMEHHOW MHTepBa, No UCTEYEHUIO KOTOPOro BO3-
obHoBAAETCA NoMbITKa co3aatb BGP-ceccuto ¢ cocesom.

YCTaHOBWUTb 3HAYeHMUE NO YMO/IHaHUIO.

next-hop-self

no next-hop-self

-/BbIKIOYEHO

BKAtouNTb NogmeHy 3HaveHua aTpubyta NEXT_HOP Ha no-
KasbHbI agpec mapLipyTmsartopa.

OTKAOYUTL NogMeHy aTpmubyTta NEXT_HOP.

as-override

no as-override

-/BbIKNOYEHO

BKAtounTb NnogmeHy BcTpeyatoweroca B AS-Path Homepa AS
Ha CBOWM MpPW aHOHCMPOBAHMMN B TAKYIO e aBTOHOMHYIO CU-
cTemy.

BbIkntounTb nogmeHy AS.

allowas-in allowas_number

no allowas-in

allowas_num-
ber:(0..255)/0

BKtOUYNTL BO3MOMKHOCTb MPUHMMATb MapLUpyTbl, B aTpnbyTe
AS-Path KoTopbIx npucyTcTByeT HoMep cOBCTBEHHOM aBTO-
HOMHOWM cUCTEMBI.
allowas_number — makcMmanbHO [0NycTMMOE KO/IMYECcTBO
BXOXAEHUIM cOBCTBEHHOIO HOMEpPa aBTOHOMHOM CUCTEMbI B
aTtpubyTe AS-Path

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

remote-as [as_plain_id_|
as_dot_id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3af4aTb HOMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoauTca
BGP-cocea. YcTaHOBAEHME COCEACTBA HEBO3MOXHO, NOKa CO-
cefly He Ha3HayeH Homep AS.

970 AeiicTBMe BAEYET paspbliB CECCUM C COCEA0M U
V OUYUCTKY BCEX NPUHATbBIX OT HEro MapLUPYTOB.

Yaanutb MaeHTUPUKATOp cocefHen aBTOHOMHOM CUCTEMBI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHa,

3aaaTb BpeMeHHble MHTepBasibl.
- holdtime — ecnn B TeyeHue 3TOro BpeMeHU He byaeT npu-
HATO keepalive-coobuieHune, To coeanHeHme ¢ cocegom cbpa-
cblBaeTcs;
- keepalive — nHTEpBan mexay otnpaskoin keepalive-coobuye-
HUN.
3HaueHua holdtime u keepalive ponkHbl 6biTb
V nmnbo oba paBHbl HYA1O, NM60 06a 6onblue HynA.
holdtime ponkeH 6biTb 6o0nblie wan paseH
keepalive.

— Ecnm 6bin Bbi6paH Takimep hold, Kotopbii
HACTPOEH Ha /IOKa/JIbHOM MapLUpyTU3aTope, To
MCNONb3YeTcA NOKaNbHOE 3HauyeHue Tailmepa
keepalive;

— Ecnam 6bin BbibpaH Taiimep hold, Kotopbiit
HaCTPOeH Ha coceAHeM MapLipyTusatope U
3HauyeHUe /NIOKaNbHO HACTPOEHHOro Taiimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonbayerca nokanbHoe 3HaYe-
Hue Talimepa keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, kotopbiit
HaCTPOeH Ha coceAHeM MapLipyTU3aTope M
3HauyeHUe JIOKaNbHO HACTPOEHHOro Taiimepa
keepalive 6onblwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonb3syerca yenoe umcno, Ko-
TOpoe MeHblue Yyem 1/3 Bbi6paHHOro Taiimepa
hold.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3apaTb BpeMEeHHON MHTEPBAN yAEPMKaHWA coceaa B COCTOSA-
Huu |dle nocne Toro, Kak oH 6bin cOpOLIEH B 3TO COCTOAHME.
3a 3TOT UHTEPBaA BCe MOMbITKM NepPeyCcTaHOBUTb COeAMHEHNE
c cocefiom 6yayT OTKNOHEHDI.

YCTaHOBUTb 3HaYeHMe N0 YMOHAHWUIO.

timers open-delay seconds

seconds: (0-240)/0
CeKyHA,

3apaTb BpPeMeHHOW WHTepBan Mexay YcTaHoBkoh TCP-
coeauHeHus n oTnpasKkol nepsoro OPEN-coobLieHus.
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HELTEX

no timers open-delay

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

shutdown

no shutdown

-/no shutdown

ALMWHUCTPATUBHO BbIKAKOYaeT ceccuio ¢ BGP-cocegom um
OYMLLAET NPUHATbIE OT HETO MapLLpPYTbl, HEe YAANAA ero KOH-
durypauyun.

AOMUHUCTPATUBHO BKAKOYAET ceccuto ¢ BGP-cocepom.

update-source
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | Port-Channel group
| Loopback loopback | Vlan
vlan_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauuTb uHTEpdelic, KoTopbli ByaeT MCNOb30BaH B Kaye-
CTBE UCXOAALLEro NPU COEAUHEHUN C COCEAO0M.

OTMEHUTb PYYHYK HACTPOWKY WCXOAALero WHTepdeiica,
BK/IIOYAET aBTOMATUYECKMI BbIbOp MHTepdelica.

route-reflector-client
[meshed]

no route-reflector-client

-/disabled

HasHauutb BGP-cocepa Route-Reflector knneHtom.

- meshed — napameTp BbiCTaBnseTcA ecan MCNosblyeTca

mesh-Tononorua. Mpu noay4yeHUn OT TaKoro KaneHta BGP-

MapLUPYTOB OHWU He ByAyT NnepecbinaTbCca APYrMM KANEHTAM.

BGP-mapwpyTtusatop asnsaerca route-reflector-om,

V ecnn xota 6bl 0AMH ero cocep, CKOHPUrypupoBaH

KaK route-reflector knueHT.

Ana npumeHeHMA BAHHOW KOMaHAbl Heobxogum
nepe3anyck BGP-ceccuum c cocepgom.

Y

YCTaHOBUTb 3HAYEHMeE Mo YMO/T4aHUIO.

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

-/disabled

KomaHaa coxpaHsAeT nosyyeHHble OT cocesia MapLUpyThbl B OT-
AenbHoW obnactm namatu. MeTon No3BOAAET NPUMEHUTb
BXOAALLYO NOAUTUKY «route-map in» gas cocepa 6e3 cbpoca
coceACcTBa M 3aNpoca MapLIPyTOB.

V Mo ymonuaHuio pabotaer mexaHuam Route

Refresh.
OTKAIOYNUTb MEXAHM3M COXPAaHEHWNA MapLIPYTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

- name — Ha3BaHue IP prefix-list, koTopbIlt ByaeT npumeHeH K
QHOHCUPYEMbIM MM MPUHUMAEMbIM MApPLLPYTaM.

name: (1..64) cumBona

OtBasaThb IP prefix-list.

peer-group name

no peer-group

name: (1..32) cumBona

- name — uma Peer-rpynnbl, KoTopasa 6yaeT npumeHeHa K co-
ceay.

Hactpoiiku Ha Peer-rpynne umetot 6onee BbICOKMA
NPMOpPUTET, YeM HACTPOIKM Ha cCamom coceae.

Ypanute cocega us rpynnbi.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKasatb Tvn IPv4 address family n nepesectn kommyTatop B
pexunm KoHburypauum cootsetcTeytolLei address family gns
sToro BGP-cocepa.

BbIKkNtounTb cooTBeTCTBYIOWY!O IPVv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIKNIOYEHO

YKazatb Tmn 12vpn address family n nepesect kommyTaTop B
pexunum KoHdurypauum cootsetcTBytowelrt Address Family
ana storo BGP-cocepa.

BbIkntounTb cooTBeTCTBYIOLWYIO Address-Family.
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HELTEX

address-family vpnv4
{unicast | multicast }

no address-family ipv4
{unicast | multicast}

-/BbIK/IIOYEHO

Ykazatb Tun VPNv4 Address Family u nepesectn KommyTtatop
B PEXXMM KOHPUrypaumm cootsetcTBytowwen address-family.
V B TeKyuei Bepcum MO nogaep:kaHo SAFI Unicast.

B Tekyweit Bepcun MO noapep:kaHo BblaeneHue
MPLS-meTOK perVRF.

BbIkNtounTb cooTBeTCTBYIOLWYIO address-family.

fall-over bfd

no fall-over bfd

-/BbIKIOYEHO

BkntounTb npoTokon BFD Ha cocepe.

BbikntounTb NnpoTtokon BFD Ha cocepne.

as-path-filter name {in |
out}

no as-path-filter name {in |
out}

name: (1..64) cumBona

3agaTtb opunbTp as-path ana BGP-coceaa.
- name — UMA cNUcKa as-path;

- in — A4 BXOAALMX MapLUPYTOB;

- out — AnAa ncxoaAaLLMX MapLLpPyTOB.

Ypanutb ounbTp as-path.

password word

no password

word: (1..128) cumBon0B;
Mo ymon4yaHuo
ayTeHTUdUKaumA
OTK/IIOYEeHa

BKatounTb ayTeHTUdMKaumo Bcex TCP-cermeHTOB, NPUHATLIX OT
BGP-cocena. 3a4aTb KoY ayTEHTUOUKALUKN B TEKCTOBOM BUAE.
[aHHas HacTpoWiKka UrHopupyeTca, ecan gas ayTeHTUdUKaumm
yKa3saHa key-chain.

- word — KNtoY B TEKCTOBOM BUAE.

YCTaHOBUTb 3HAYeHMe Nno YMOI4aHUIO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymonyaxuio
ayTeHTUdMKaumA
OTK/IlOYEeHa

BKntounTb ayTeHTUdMKaumio scex TCP-cermeHTOB, NPUHATLIX OT
BGP-cocepa. 3agaeT katoy ayTeHTUdMKaLMM B 3aliMPppoBaHHOM
BuAe (Hanpumep, Napob B 3aWndpPOBAHHOM BUAE, CKOMUPOBAH-
HbI C APYroro ycTpoicTaa).

[aHHaa HacTpoiKa UrHopUpyeTcs, ecnm Aana ayTeHTUduKaumm
yKa3saHa key-chain.

- encryptedword — knto4 B 3aWMppoBaHHOM BUE.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

password key-chain word

no password key-chain

word: (1..32) cumBo10B;
Mo yMOAYaHMIO ayTeHTU-
duKauma oTKAtoYEH]

3apaTb UMSA CBA3KM KAtoven, KoTopasa byaeT ncnonb3oBaTheA Aa
ayTeHTMdMKauum Bcex TCP cermeHTOB, NPUHATbLIX OT BGP-coceaa.
- word — UMSA CBA3KKU KNIOYEN.

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

ebgp-multihop

no ebgp-multihop

-/TTL paBeH 1

YctaHoBuTb TTL paBHbiii 64 s EBGP-noakatoueHni.

YCTaHOBUTb 3HaYeHue no YMOIHaHUIO.

evpn multihoming
core-tracking

no evpn multihoming
core-tracking

-/BbIKNOYEHO

BKAoUnTb OTChexmBaHme coctoaHna BGP-ceccnmn go cocepa ana
nepesoga ethernet-segment B errdisable coctoaHue.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu duHamuveckux BGP-cocedeli

Bupg, 3anpoca KOMaHAHOMW CTPOKM B peXume KoHduUrypaumm anHammuecknx BGP-coceaeit:

console (router-bgp-listen) #

Tabnnuya 328 — KomaHabl perkMma KoHouUrypaumm anHammyecknx BGP-cocepnein

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

peer-group word

word: (1..32) cumBonos

- word — ums Peer-rpynnbl, KoTopas byaeT NpMMeHeHa K coceay.
YpaneHue peer-group He NpPeAcTaBAAETCA BO3MOXK-
V HbIM. U3meHeHue rpynnbl 4onycKaeTca.

limit value

value: (1..64)
coceacts/32, 64

BKNOUUTL OrpaHnyeHne KonyectTsa NpMHUMaEMbIX BGP-co-
ceacTs B 3a4aHHOM AMana3soHe.
- value — KonnyecTBo OO0CTYNHbIX ANHAMUYECKMUX COCeacCTB.
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HELTEX

no limit

YCTaHOBWUTb 3HAyeHUEe MO YMONYAHUID — MaKCMManbHoe
YMCNO COCEACTB AOCTYNHOE Ha YCTPOWCTBE.

KomaHObI pexcuma KoHgu2ypayuu Address Family BGP-coceda

BunAa 3anpoca KOMaHAHOM CTPOKMK B pexxunume KoHdurypaumm Address Family BGP-cocega:

console (router-bgp-nbr-af) #

Tabnnua 329 — KomaHabl pexkuma KoHourypauum Address Family BGP-coceaa

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BKtOUYNTL OrpaHMUYeHme KomyecTBa NPpMHUMaeMbIX MapLipyToB
ot BGP-cocepa.

- value — MaKcMManibHOe KOAMYECTBO MPUHUMAEMbIX MapLUpy-
TOB;

- percent — NPOUEHT OT MaKCMMa/IbHOTO KOZIMYECTBA MApPLLPYTOB,
Mo AOCTUNKEHUM KOTOPOro OTNPABAAETCA NpeaynpexaeHue;

- second — BpeMeHHOI NPOMEKYTOK (B CEKyHAaX), N0 UCTEYEHUIO
KOTOPOro NPOUCXOAUT NepenogKatoyeHne, ecam ceccus bbina
pa3opBaHa M3-3a NPEeBbILEHNA KOMYECTBA MapLLIPYTOB;

- type — Ha3HayaeT AeiCTBME, BbINOIHAEMOE NPU AOCTUMHKEHMM
MaKCUMANbHOro 3HayeHWa (paspbiB ceccum <restart> uam oT-
npaBKa npeaynpexaeHua <warning-only>).

BbIK/IIOUMTb OrpaHUYeHne KOMYecTBa NPUHUMAEMbIX MapLUpy-
TOB OT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3apaTb BpeMeHHble MHTepBasbl.

- adv-sec — MMHMMaNbHbIN MHTepBan mexay oTnpaskoit UPDATE
COO0BLLEHNI OAHOTO M TOTO XKe MapLIpyTa;

- With-sec — MMHUMAnNbHbIV MHTEPBAN MEXAY aHOHCUPOBaHWEM
MapLupyTa 1 ero NocneayroWwmnm Ae-aHOHCUPOBAHUEM.

V —  Advertisement-interval gomxeH 6biTb 60nblie
unu paseH withdraw-interval;

—  MapupyTbl, KOTOpble AO0NXHbl 6biTb aHOHCUPO-
BaHbl cocegHUm BGP-mapwipyTtusatopam, pacnpe-
[enaTca no Heckonbkum UPDATE-coobweHusam.
Mexay otnpasKoii 3tux UPDATE-coobLeHuit Bbl-
OEepXXUBAeTCA C/NyYaiiHblA BpeMeHHOW WHTepBan
Takum o6pasom, uTobbl obLiee Bpema mexay 06-
HOB/IEHWEM MapLUPYTOB B JIOKa/NbHOI Tabnuue
BGP u ortnpaBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B cnyyae otnpaBku
NIOKaNbHbIX (MapLpyTbl U3 I0KanbHOM AS) mapLu-
pyToB B eBGP-coeguHeHun. Takum o6pasom, Kaxk-
Ablii U3 MapLIPYTOB MOKET UMETb Cy4YaiiHyto Be-
JINYMHY 33[,ePKKM aHOHCUPOBaHUSA;

—  TouHocTb paboTtbl Taiimepos advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAaKCMManbHOro 3HayeHuAa noboro u3
3TUX TPEX TallMepoB, HACTPOEHHbIX Ha BGP-
mapuwpytusatope  (yuuTbiBaloTcA  Talimepbl,
HacTpoeHHble ana Bcex BGP-cocegeii). Bce 3Haue-
HUA TakMepoB AaHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HMA  MapLpPYTOB, CKOHPUIYPUPOBAHHLIX HA
YCTPOUCTBE, AUCKPETUIUPYIOTCA WUHTEpBasoM B
1/255 ot Hanb0/1bLIEro HaCTPOEHHOrO 3HAUYEHUSA.
YBeNMueHne MaKCcMManbHOro 3HauyeHua 6yger
NPUBOAUTb K YBENIMUEHUIO YacTOTbl AUCKpPeTU3a-
LMY TaliMepoB U, COOTBETCTBEHHO, K MOHUXXEHUIO
TOYHOCTU UX PaboTbl.
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HELTEX

no advertisement-interval

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3apaTb BpeMeHHOoM MHTepBan mexay otnpaskoit UPDATE coob-
LLeHN OAHOrO M TOTO e MapLIpyTa, UCNO/Ib3yeTcA ANA aHOHCA
JIOKa/IbHbIX (MapLwpyTbl U3 IoKanbHoM AS) mapwpyTtos eBGP-co-
cegam.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

default-originate [route-map
name]

no default-originate

name: (1..64) cumsona/-

AHoOHcHpoBaTb BGP-coceay mappyT no YyMOAYaHUIO BHE 3aBU-
CMMOCTM OT Ero HaMYMA B IOKAIbHOM TabanLe MapLpyTU3aLmu.
B KauecTBe nexthop B Takom maplipyTe 6yaeT yKasaH WHTep-
delic, c KoToporo ycTaHoBneHa BGP-ceccus.
- route-map — napameTp N0O3BOJIAET aHOHCMPOBATb MapLUPYT No
YMO/IYaHWIO, TONIbKO €CAM OH MPUCYTCTBYET B JIOKA/IbHOMN Tab-
JIMLLE MApLIPYTU3aLLMK U er0 UCTOYHUKOM He ABAETCA MPOTOKO
BGP.
- name — UMA NONIMTUKM route-map, Kotopas byaeT npumeHeHa
K onepaLn aHOHCMPOBAHUA MapLLpPyTa NO YMOYAHUIO.
Route-map ponxHa cogep:KaTb B ce6e TONbKO Cek-
V uuto match ip address c ykasaHuem Ha prefix-list, nog
KOTOpbI/ NonajaeT mMapwpyTt no ymonuyauuio. MNpum-
Mep HACTPOWKM Takoii route-map u prefix-list npuse-
OeH nopg Tabauueid.

Ecnm B prefix-list HaxoguTca yKasaHue Ha KaKoi-1mbo
MapLpPyT, OT/IMYHBIN OT A€ ONTHOrO, TO UMEHHO 3TOT
MapLpPYT AO/MKEH NPUCYTCTBOBATb B IOKA/IbHOM Tab-
Avue  mapupytusaumm, utobbl  aHOHCMpoBanca
MapLpyT No ymonuyaHuio. OrpaHU4YecHU Ha UCTou-
HMK 3TOrO MapLipyTa HerT.

Y

OTtmeHuTb HacTpoitky default-originate.

route-map name {in | out}

no route-map name {in | out}

name: (1..64) cumBona

- name — UMA NOAUTUKK route-map, KoTopas 6yaeT NpumeHeHa
K coceay B AaHHol Address Family. Mo3sonaeT ¢puabTpoBaThb U
BHOCWUTb M3MEHEHUA B aHOHCUPYEMbIE M MPUHUMAEMble MapLL-
pyTbl.

YpanuTb NOANTUKK € AaHHoM Address Family.

next-hop-self

no next-hop-self

-/BKNOYEHO

Bkntountb nogmeHy 3HaveHua aTpmbyta NEXT_HOP Ha nokanb-
HbI agpec MapLupyTMU3aTopa.

OTKtOUMTL NoameHy aTpmbyta NEXT_HOP.

as-override

no as-override

-/BbIKNIOYEHO

BkAtounTb NnogmeHy BcTpedatowerocs B AS-Path Homepa AS Ha
CBOI MPU aHOHCUPOBAHMM B TAKYIO K€ aBTOHOMHYIO CUCTEMY.

BbikntounTb nogmeHny AS.

allowas-in allowas_number

no allowas-in

allowas_number:
(0..255)/0

BK/IIOUYNTL BO3MOKHOCTb MPUHMMATb MapLUpPYTbl, B aTpubyTe
AS-Path KoTopbIX MpUCYTCTBYET HOMEpP COOCTBEHHOM aBTO-
HOMHOI CUCTEMBI.
allowas_number — maKcrmanbHO 4ONYCTUMOE KO/JMYECTBO
BXOXAEHUI coOBCTBEHHOIO HOMEpPa aBTOHOMHOM CUCTEMbI B
aTpubyTe AS-Path

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

next-hop-unchanged

no next-hop-unchanged

-/BbIK/IIOYEHO

CoxpaHATb BGP aTpnbyT next hop npu nepegaye mapwpyTta eBGP
cocepny.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

route-reflector-client [meshed]

no route-reflector-client

-/disabled

HasHauutb BGP-cocena Route-Reflector knneHtom.
- meshed — napameTp BbICTaBAAETCA eCNU UCMONb3yeTcA mesh-
Tononorua. Mpu noay4yeHnn oT Takoro KnmeHta BGP-mapipyTos
OHM He ByAyT nepecbiNaTbCa APYTUM KAUEHTaM.
BGP-mapwpytusatop asnsetca route-reflector-om,
V ecnu xota 6bl 0AUH ero cocef CKOHPUrypUpPOBaH Kak

route-reflector knueHr.
AnA npumeHeHUa AaHHOW KOMaHAbl Heobxoaum ne-
pe3sanyck BGP-ceccum ¢ cocegom.

YCTaHOBUTb 3HaYeHMe MO YMOIHAHUIO.

additional-paths {inherit | both
| send | receive | disable}

-/inherit

BkatoyaeT BO3MOXKHOCTb nepeaavm Heckonbknx BGP-mapwpyTtos
(nomumo nyylero mappyTa) A8 O4HOro NpeduKca B pamkax
BGP cocepa.
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HELTEX

- inherit — BK/IOYUNTb HacnegoBaHUe KOHOUTypaumm additional-
paths n3 Address-Family npouecca.
V HacTpoiika pa6oTaet TonbKo gns iBGP-cocepcrs.

- both — pexum npuéma u nepegaunm Heckonbkux BGP-
MapLIpyTOB ANs oAHOro npedukca

- send — TONIbKO Nepesaya HeckonbKux BGP-mapwpyToB ans oa-
Horo npedukca;

- receive — TO/IbKO NPMEM HecKkonbkmx BGP-mapLupyTos ansa oa-
Horo npeduKca;

- disable — BbIKNOUNTL NPUEM M Nepepayy HecKoabKux BGP-
MapLIpyTOB ANs ogHOro npeduKca.

no additional-paths YCTaHOBWTb 3HAYEHME MO YMOIYAHUIO
additional-paths best YCTaHOBUTb KO/IMYECTBO NepegaBaembix Aydwnx BGP-mapipy-
bestpath_number TOB A/18 o4HOro npeduKca B pamkax BGP-cocepna.

- bestpath_number — MaKcMManbHOE YUCNO NepesaBaembiX

bestpath_number: Ay4Wwnx BGP-mapLupyToB A8 oA4HOro npeduKca.

(1-255)/1 KonnuecTBo He MOKeT NpeBbIWaTh 3Ha4YeHUe, ycTa-
V HoBNeHHoe B pamkax Address-Family BGP-npouecca.
no additional-paths best YCTaHOBWTb 3HaYEHME N0 YMOIUYAHUIO.

[Mpumep HacmpolKu route-map, ucnosas3yemol 8 kKomaHoe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit

console (config-route-map) #match ip address prefix-list PL DEFAULT ROUTE
console (config-route-map) #fexit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0

KomaHObI pexcuma KoHguaypauuu Peer-epynn

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume KoHurypauum Peer-rpynn:
console (router-bgp-nbrgrp) #

Tabnnua 330 — KomaHabl perkruma KoHourypaumm Peer-rpynn

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoaYaHuro
maximum-prefix value [thresh- BK/IlOUMTbL OrpaHUYeHme KonYecTsa NPMHUMaEMbIX MapLIPyTOB
old percent | hold-timer second oT BGP-cocepna.
| action type] - value — MakcMManbHOe KONMYECTBO MPUHUMAEMbIX MApLUpY-
TOB;
- percent — NPOLLEHT OT MaKCMMa/IbHOTO KO/IMYECTBA MapLLPYTOB,
value: (0-4294967295); Nno AOCTUMKEHUN KOTOPOTro OTNPAaBAAETCA NpeaynpexaeHue;
percent: (0-100); - second — BpeMeHHOI NPOMEKYTOK (B CEKYHAAX), MO UCTeYeHM IO
second: (30-86400); type: | KOTOPOro MpPoucXoAuT nepernojkatoyeHue, ecan ceccua 6biia
(restart, warning-only) pa3opBaHa M3-3a NPeBbILEHNA KOMYECTBa MapLUPYTOB;
- type — Ha3HayaeT AencTeune, BbINOJHAEMOE MPU SOCTUNKEHUU
MaKCMMaNbHOro 3HayeHua (paspbiB ceccum <restart> uam oT-
npaska npeaynpexaeHua <warning-only>).
no maximum-prefix BbIKNHOUNTD OrpaHUYEHUE KOAMYECTBA NPUHUMAEMbIX MapLLpy-
TOB OT BGP-cocepa.
advertisement-interval adv_sec 3azaTb BpeMEHHble UHTepPBasbI.
withdraw with_sec - adv-sec — MMHUMa/bHbIN MHTEPBan mexay otTnpaskoii UPDATE
adv-sec: (0-65535)/30 COO0DBLEHMI OLHOTO U TOTO }Ke MapLLpPYTa;
CeKyHz; - With-sec — MMHMMaNbHbIN UHTEPBAN MeEXAY aHOHCUPOBAHUEM
with-sec: (0-65535)/30 MapLIpyTa U ero nocneayowmm ae-aHOHCMPOBaHMEM.
CEKYHA,
V —  Advertisement-interval gonxkeH 6biTb 60nblue
unu paseH withdraw-interval;
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HELTEX

no advertisement-interval

—  MapuwpyTbl, KOTOpble AOMKHbI 6bITb AaHOHCUpPO-
BaHbl cocegHUM BGP-mapwipyTtusatopam, pacnpe-
AenaTca no Heckosibkum UPDATE-coobweHusam.
Mexay otnpaskoi 3Tux UPDATE-coo6uieHumit Bbl-
AEPrKUBAETCA CNyYaliHbIi BPeMeHHOM WHTepBan
Takum o6pasom, uTo6bl obLiee Bpema mexKay 06-
HOBNEHUEM MapLUPYTOB B JIOKaNbHOI Tabnuue
BGP u otnpasKkoi nocnegHero UPDATE-coobuie-
HMA He npesbiwano advertisement-interval uan
as-origination-interval B cnyyae oTnpaBKu N10Kanb-
HbIX (MapLWPYTbl U3 NOKaNbHOW AS) MapLIPYTOB B
eBGP-coeauHeHnn. Takum obpasom, Kaxaplii u3
MapLUPYTOB MOXET MMeTb C/IlyYaliHYI0 BeAUUYUHY
334,epKKM aHOHCUPOBAHMUS;

— TouHocTb paboTbl TalimepoB advertisement-
interval, withdraw-interval wu as-origination-
interval 3aBMCUT OT MaKCMMaNbHOro 3Ha4YeHusA
no60oro n3 aTUX TPExX Talimepos, HACTPOEHHbIX Ha
BGP-mapuwpyTtusatope (yuuTbiBatoTca Talimepbl,
HacTpoeHHble ana Bcex BGP-cocegeid). Bce 3Haue-
HUA TalimepoB aHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HMA MapLpPYTOB, CKOHPUIypMPOBaHHbIX Ha
YCTPOWCTBE, AUCKPETUIUPYIOTCA WHTEepBaioM B
1/255 ot HambonbLEero HaCTPOEHHOro 3HAYEHUA.
YBenMueHne MaKCMManbHOro 3HauyeHusa 6yaer
NPUBOAUTL K YBE/IMYEHUIO HACTOTbl AUCKPeTU3a-
UMUK TalimepoB U, COOTBETCTBEHHO, K NOHUXXEHUIO
TOYHOCTU UX paboTbl.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KyHA,

3afaTb BpeMEHHOW MHTepBan mexay otnpaskoit UPDATE coob-
WEHUI OA4HOrO M TOTO e MapLIpyTa, UCNONbL3YETCA A1A aHOHCa
JIOKaNbHbIX (MapwpyTbl U3 N0KanbHoM AS) mapwpyTtoB eBGP co-
ceaam.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

connect-retry-interval seconds

no connect-retry-interval

seconds: (1-65535)/120
CEKYHA,

3apaTb BPEMEHHOW MHTEPBas, N0 UCTEYEHWIO KOTOPOro BO306-
HOB/IAETCA NONbITKA co3aaTb BGP-ceccutio ¢ cocegom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

next-hop-self

no next-hop-self

-/BbIKNIOYEHO

BKkAtounTb NogMmeHy 3HaveHusa atpubyta NEXT_HOP Ha noKanb-
HbIW agpec mapLupyTM3aTopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

as-override

no as-override

-/BbIKNIOYEHO

BkntounTtb nogmeHy BcTpevatolweroca B AS-Path Homepa AS Ha
CBOW NPU aHOHCMPOBAHMM B TAKYIO e aBTOHOMHYIO CUCTEMY.

BbIkAtounTL NnogmeHy AS.

allowas-in allowas_number

allowas_number:

BK/IIOYNTb BO3MOMKHOCTb MPUHMMATb MapLIpyTbl, B aTpubyTe
AS-Path KoTopbIX NpuUCyTCTBYeT HOMep COBCTBEHHOI aBTo-
HOMHOM CUCTEMBDI.

allowas_number — makcumanbHO AonycTMMoe KONMYeCTBO

no remote-as

(1.0..65535.65535)

(0..255)/0 BXOXA,EHUN cOBCTBEHHOrO HOMEpPa aBTOHOMHOW CUCTEMbI B
aTpunbyTe AS-Path
no allowas-in YCTaHOBWTb 3HaYeHUe NO YMONYAHUIO.
remote-as [as_plain_id_| 3apaTb HOMep aBTOHOMHOM CUCTEeMbI, B KOTOPOW HaxoauTcs BGP-
as_dot _id] as_plain_id: cocefl. YCTaHOBNEHUE COCEACTBA HEBO3MOXKHO, MOKa coceay He
(1..42_94967_295)/1 Ha3HayeH Homep AS.
as_dot_id:

/ 310 AeicTBUE BIEYET pa3pbiB ceccuuM C cocegom M
OUYUCTKY BCEX MPUHATbIX OT HEFO MapLUPYTOB.

YaanuTtb naeHTMdmnKaTop cocegHet aBTOHOMHOM CUCTEMBI.

timers holdtime keepalive

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-21845)/30
CeKyHA,

3afaTb BpEMEHHble UHTepPBasbI.

- holdtime — ecnu B Te4eHUe 3TOro BpeMeHn He byaeT NPUHATO
keepalive-coobuieHre, To coeguHeHue c cocegom cbpacbiBa-
eTcs;

- keepalive —nHTepBan mexay otnpaBKoi keepalive-coobieHni.

V 3HaueHusa holdtime u keepalive gonxHbl 6biTb NGO
o06a paBHbI Hy/O, 160 06a 60bLUe HyAA.
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no timers

holdtime gonkeH 6biTb 60sblIe nnu paBeH keepalive.
— Ecnm 6bin BbIGpaH Taiimep hold, KoTtopbii
HacTPOEH Ha JI0Ka/IbHOM MapLUPYTU3aTOPE, TO UC-

nonb3yeTcA J/IOKa/sbHOe 3HaueHue Takmepa
keepalive;
— Ecnm 6bin BbIGpaH Taiimep hold, KoTtopbii

HacTPOeH Ha cocegHeM MapLUPYTM3aTope U 3HaYe-
HMe NI0KaNbHO HacTpoeHHoro Taiimepa keepalive
meHbLwe yem 1/3 sbibpaHHoOro Taiimepa hold, To
MCNo/Nb3yeTcA JIOKa/JIbHOe 3HauyeHuWe Talkmepa
keepalive;

Echu 6bin BbiGpaH Taiimep hold, Kotopbii
HaACTPOEH Ha coceagHeM MapLUpyTU3aTope U 3Have-
HMe NI0KaNbHO HacTpoeHHoro Taiimepa keepalive
6onbwe yem 1/3 BbiGpaHHOro Taiimepa hold, To
MCNONb3yeTcA Lie/sIoe YUCNO, KOTOpOoe MeHbLue
yem 1/3 Bbi6paHHOro Taitmepa hold.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aTb BPEMEHHOW MHTEpPBa yAepsKaHUA coceda B COCTOAHWUU
Idle nocne Toro, Kak oH 6bl1 cOpOLLEH B 3TO cOCcTOsIHME. 3a 3TOT
WHTEpPBa BCe MOMbITKN NepeycTaHOBUTL COeaNHEHME C COCea0M
6YAYT OTK/IOHEHDI.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3ajaTb BPEeMEHHOW WHTepBan Mexay YycTaHoBkoih TCP-
coegmHeHus u otnpasKoy nepsoro OPEN-coobueHus.

YCTaHOBUTb 3HaYeHMEe N0 YMOIYAHMUIO.

shutdown

no shutdown

-/no shutdown

AOMWHUCTPATUBHO BbIK/OYAET ceccum co Bcemu BGP-cocegamum,
BXOAALLMMM B COCTAB peer-rpynmbl, ¥ OYULLAET NPUHATbIE OT HUX
MapLLPYTbl, HE YAANAA UX KOHUTYpaL .

B KOHOUrypaLmio Kax4oro cocesa, BXOAALLEro B peer-rpynny, 8
KOHTEKCT (router-bgp-nbr) gobasnserca komaHaa shutdown.

AOMUHUCTPATMBHO BKAOYaeT ceccumn co Bcemun BGP-cocepgamum,
BXOAALLMMM B COCTAB peer-rpynnbl. YaanaeT komaHay shutdown
13 KOHOUTYypaumm Kaxaoro cocesia, BXOAALLETO B peer-rpynny.

update-source [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | Port-Channel group |
Loopback loopback | Vlan
vlan_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauunTb nHTEpdelic, KOTopbIN ByAEeT UCNONb30BaH B KayecTse
NCXOAALLEro Npu CoeanHEHUN C COCEL0M.

OTMEHUTb PYYHYIO HACTPOWMKY McxoasLlero UHTepdeiica, BKAO-
YaeT aBTOMATUYECKUM BbIBop nHTepdeiica.

route-reflector-client [meshed]

no route-reflector-client

-/disabled

HasHauntb BGP-cocega Route-Reflector knneHTom.
- meshed — napameTp BbICTaBAAETCA €CU UCNOAb3yeTcA mesh-
Tononorua. MNpu noay4yeHUn oT Takoro KnameHTa BGP-mapwpyTtos
OHU He byayT nepecbliaTbCa APYrMM KANMEHTaM.
BGP-mapwpyTtusatop ssaserca route-reflector-om,
V ecam xoTta 6bl 0AUH ero cocep, CKOHPUIypUPOBaH KakK

OnA npumeHeHUA [aHHOW KOMaHAbl Heobxoaum ne-
pe3sanyck BGP-ceccum ¢ cocegom.

route-reflector knueHr.
YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
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HELTEX

soft-reconfiguration inbound

no soft-reconfiguration in-
bound

-/disabled

KomaHZa coxpaHsAeT noJlyyeHHble OT cocefa MaplpyTbl B OT-
AenbHol obnacTv namat. MeTo no3BonseT NPUMEHUTb BXOASA-
Lyt NOAUTUKY «route-map in» ana cocepa 6e3 cbpoca cocea-
CTBa U 3aMpoca MapLIpyToB.

V Mo ymonuaHuio paboraetr mexaHusm Route Refresh.

OTKNIOYUTL MEeXaHM3M COXpaHEHUA MapLIPYTOB.

prefix-list name {in | out}

no prefix-list name {in | out}

name: (1..64) cumBona

- name — Has3BaHue |IP prefix-list, KoTopbili 6ygeT npumeHeH K
AHOHCUMPYEMbIM WM NPUHUMAEMbIM MapLIPyTam.

OtBsa3aThb IP prefix-list.

fall-over bfd

no fall-over bfd

-/BbIKNOYEHO

BkatounTb npoTtokon BFD Ha peer-rpynne.

Bbikntountb npotokon BFD Ha peer-rpynne.

password word

no password

word: (1..128) cumBo08B;
Mo ymonuyanutio
ayTeHTMdMUKaumA
OTK/IloYeHa

BkntounTb ayTeHTUdUKaLumio Bcex TCP-cermeHTOB, NPUHATLIX OT
BGP-cocena. 3afaeT Kto4 ayTEHTUDMKALUKN B TEKCTOBOM BUAE.
[aHHas HacTpoWika UrHopupyetca, ecan gns ayTeHTUdUKaumm
yKasaHa key-chain.

[aHHaa HacTpolika WrHopupyeTca AAA NUPOB, BXOAALLMX B
HacTpanBaemyto rpynny, Ana KOTOPbIX NPUCYTCTBYIOT COH6CTBEH-
Hble HAaCTPOMKM ayTeHTUdUKaLmun.

- word — K/loY B TEKCTOBOM BUAE.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymonyaHuio
ayTeHTUOUKaUmA
OTK/lOYEHa

BKntounTb ayTeHTUdMKaumio Bcex TCP-cermeHTOB, NPUHATLIX OT
BGP-coceaa. 3agaeT Knwo4 ayTeHTMdMKauMmM B 3alndpoBaHHOM
Buge (Hanpumep, naponb B  3awWnMdpPOBaHHOM  BUJeE,
CKOMUPOBAHHbIN C APYroro ycTponcTsa).

[aHHasa HacTpoWKa UrHOpUpyeTca, ecin ana ayteHTUdMKauum
yKkasaHa key-chain.

[JaHHas HacTpoiKa WrHopupyeTca ANnA NUPOB, BXOAAWMX B
HacTpaMBaemylo  rpynny, A/a  KOTOPbIX  MPUCYTCTBYHOT
cobcTBEHHbIE HAaCTPOMKKM ayTeHTUDUKALUK.

- encryptedword — Kntou B 3aluMdpPOBaHHOM BUAE.

YCTaHOBUTb 3HaAYeHMe no YMOI4aHUIO.

password key-chain word

no password key-chain

word: (1..32) cumBonos;
Mo ymonyanuio
ayTeHTMdUKaumA
OTK/OYeHa

3a4aTb MMA CBA3KM KNKOYen, KoTopana byaeT ncnosb3oBaTbesa gns
ayTeHTUdMKaLumm Bcex TCP cermeHTOB, NPUHATLIX OT BGP-cocepa.
[aHHas HacTpoiKa MWrHopupyeTtca A1a NUPOB, BXOAALUMX B
HacTpamBaemylo  rpynny, Ana  KOTOPbIX  NPUCYTCTBYIOT
cobcTBEHHbIE HAaCTPOMKM ayTEHTUDUKALUM.

- word — VMs CBA3KM KAKOYen.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo2o community list

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdUrypaumm cTaHgapTHoro community list:

console (ip-comm-1ist) #

Tabnumua 331 — KomaHabl pexxknma KoHbUrypaumm ctaHgapTHOro community list

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

community {graceful-shut-
down | internet | local-as |
no-advertise | no-export |
ASN2:NN}

no community {graceful-
shutdown | internet | local-
as | no-advertise | no-ex-
port | ASN2:NN}

[o6aBnTb community B CNMCOK.

Yaanutb community 13 cnucka.
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HELTEX

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 extcommunity list

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoHdUrypaumm ctaHgaptTHoro extcommunity list:

console (ip-extcomm-list) #

Tabnnuya 332 — KomaHab! perknuma KoHbUrypaumm cTaHgapTHoro extcommunity list

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmesue

ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath| rt | soo}
number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

[o6aBuTb paclwmpeHHoe community B CIMCOK.

ext-community cost [igp |

pre-bestpath] value value: (0..255)

[06aBuTb pacluMpeHHoe community B CIMCOK.

no ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath] | rt | soo}

Y4anuTb pecluMpeHHoe community U3 cnucKa.

KomaHOwb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO MOAb30BaTeNA.

BunAa 3anpoca KomaHAHOWM CTPOKK pexxunma Privileged EXEC:

console#

Tabanuya 333 — KomaHabl perkuma Privileged EXEC

KomaHoa
1o yMon4aHuwo

3HayeHue/3HayeHue

Aeiicmeue

clear ip bgp [ip_add]

vrf [vrf-name]

-/vrf-name: (1..32)
cumBona, all

MNepeycTaHoOBUTL coeanHeHUA ¢ BGP-cocegamm, ouniuas npum-
HATbIE OT HUX MapLUPYTbI;

- ip_add — appec cocegHero BGP-cnukepa, ¢ KoTopbiMm byaeT
nepeycTaHOBNEHA Ceccus;

- vrf — obnacTb BUPTYyaNbHOW MapLUPyTM3aLMK, B KOTOPOM
HaXO0AWUTCS MapLIpYT.

show ip bgp afi safi

vrf [vrf-name] afi: (all, ipv4, 12vpn);

safi (all, unicast,

multicast, evpn);

vrf-name: (1..32)
cumBona, all

OT06pa3uTb Tabnvuy BGP-maplupyTtoB (Loc-RIB) yKasaHHbIx
AFI/SAFI.

- afi — naeHTudukatop Address Family;

- safi — naeHTuounkaTop Sub-Address Family;

- vrf — obsacTb BMPTyasbHOM MapLIpyTM3aLMKU, B KOTOPOM
HaXo4MTCA MapLUPYT.

show ip bgp [ip_add]

vrf [vrf-name] -/vrf-name: (1..32)

cumBona, all

OT06pasunTb Tabanuy BGP-mapwpyTos (Loc-RIB).

- ip_add — npeduKc noaceTm HazHaueHun, No Kotopomy byaet
oTobparkeHa noapobHas MHGOPMaLMA O MapLIpyTax 4o HeéE;

- vrf — obsacTb BUMPTyasbHOM MapLpyTM3aLMn, B KOTOPOM
HaXo04MTCA MapLUPYT.
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show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]
vrf [vrf-name]

OT06pa3snTb MHPGOPMaLMIO O HACTPOEHHbIX BGP-coceasax.

- ip_add —appec cocegHero BGP-cnuKkepa, no Kotopomy byaet
oTduAbTpOBaHa HDOPMALUA;

- detail — oTo6pa3nTb NOAPO6HYIO MHPOPMaLMIO;

- advertised-routes — 0To6pa3nTb TabAULYy MapLLUPYTOB, aHOH-
CUPOBAHHBIX coceay;
- received-routes — 0TO6pasuTb TabauLy MNPUHUMAEMbIX
MapLLPYTOB A0 NMPUMEHEHMSA K HUM BXOAALLEN NOAUTUKK;
- vrf — obsacTb BMpPTyanbHOM MaplpyTM3aLmn, B KOTOPOM
HaXo04MTCA MapLUpYT.
Ana otobpaxkeHUs NPUHUMAEMbIX MApPLUPYTOB C
V Kntoyom received-routes B KOHTEKCTE HACTPOIKMU co-
OTBETCTBYIOLLLEIO coceaa A0MKHA 6biTb 3ageicTBo-
BaHa KomaHpga soft-reconfiguration inbound.

-/vrf-name: (1..32)
cumsona, all

show ip bgp peer-group
name vrf [vrf-name]

OT06pasunTb co3aaHHble Peer-rpynnbl U UX HAaCTPOMKM.

- name — 0To6Pa3nTb HACTPOMKM rPyMMbl C UMEHEM Name;

- vrif — obnacTb BUpPTyanbHOW MapLIpyTM3aLMK, B KOTOPOM
HaxoAWTCA MapLLpYT.

-/vrf-name: (1..32)
cumsona, all

show ip bgp peer-group
name neighbors vrf
[vrf-name]

OTO6pasunTb COCTOALLMX B peer-rpynne coceaen.
- vrf — obsacTb BUMpPTyanbHOM MaplpyTU3aLMn, B KOTOPOM
HaxoAMUTCA MapLIPyT.

-/vrf-name: (1..32)
cumBona, all

show ip bgp listen-range
[ A.B.C.D/n [ peer-group
word ]] vrf [ vrf-name ]

OT06pasnTb MHGOPMALMIO O HACTPOEHHbIX AMHAMUYECKUX
BGP-coceasx.

- A.B.C.D/n — pnana3soH IPv4-aapecos ¢ Mackol noaceTy;

- word — Ha3BaHwWe peer-group;

- vrf — obnacTb BUPTyanbHOW MapLUpyTU3aLUKU, B KOTOPOM
HAXO0AWUTCS MapLIpYyT.

-/vrf-name: (1..32)
cumBona, all

Tabnunua 334 — KomaHabl perkruma KoHourypaumm VRF

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aeiicmeue

distance bgp {ebgp | ibgp}
distance

YCTaHOBWTb 3HaYeHMe aAMUHUCTPATUBHON aucTaHumm (AD) ans
BCEX MapLUpPyTOB YKa3aHHOro TMna.

- BGP inter-as (ebgp) — ycTaHaBnMBaeT 3HaueHwe AD ans mapiu-
pyTOB, NPUHATbIX NO NpoToKony BGP ot eBGP cocenga;

- BGP intra-as (ibgp) — yctaHaBnvBaeT 3HauyeHne AD gna mapLu-
pyTOB, NPUHATBLIX N0 NpoTokony BGP ot iBGP coceaa.

distance

(1..255)/
BGP intra-as:200,
BGP inter-as:20

no distance bgp {ebgp |
ibgp}

5.34.5 Hacmpoiika npomokona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON ANHAMMUUYECKON MapLLpPyTU3aLIMK, OC-
HOBaHHbI Ha TEXHO/IOTMWN OTCNEKMBAHUA COCTOAHMA KaHana (link state technology) 1 ncnonb3yowmin ans
HaxoXAeHWA KpaTyaiwwero nyty anropuTtm [enkcTpbl. NMpoTokon IS-IS npeactasnaeT coboi NPOTOKOA BHYT-
peHHero wnto3a (IGP). MpoToKkon IS-IS pacnpocTpaHaeT MHGOPMALMIO O JOCTYNHbIX MapLIPyTax Mexay
MapLLpyTU3aTOPaMmn OAHOM aBTOHOMHOM CUCTEMDbI.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHol KoHduUrypaumm:
console (config) #

Tabnnua 335 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HaveHue/3Ha4yeHue »
KomaHda / HAelicmeue
no ymon4YaHuro
router isis -/ISIS mapwpyTusatop 3anyctutb IS-IS mapwpyTmsatop. Bxoamt B pexum KoHdurypauum

OTK/NIKOYEeH

npoTokona IS-IS.
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no router isis

Kona IS-IS.

KomaHObI pexcuma KoHgu2ypayuu npomokoad I1S-1S

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoHPUrypaumm npotokona IS-IS:

console (router—-isis) #

Tabanuya 336 — KomaHzabl pexkmma KoHoUrypaumm npotokona IS-IS

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

address-family ipv4 unicast

MepeiTn B pexkum KoHpurypaumm Address-Family.

authentication key word

3aaTb KAOY ayTeHTMOMKaUMKM B BUAe TeKkcTa. Mcnonblyetcs

(1..128) cumBonos;
level: (level-1, level-2)/

[level] word: (1..20) ana ayteHTudmkaumm LSP, CSNP, PSNP PDU. laHHaa HacTpoiika
CMMBO0B; UrHopupyeTca, ecin Ana ayTeHTudUKaumm ykasaHa key-chain.
level: (level-1, level- - word — KNto4 B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
no authentication key Y[anuTe KoY ayTeHTUOUKauuu.
authentication key encrypted 3a4aTb KAtoY ayTeHTUdMKaLmm B 3awmdpoBaHHOM BUAE (Hanpw-
encryptedword [level] Mep, Naposib B 3alWMPPOBAHHOM BUAE, CKOMMPOBAHHBIN C Apy-
encryptedword: roro ycrtpoiicrtea). Mcnonbayetca ana ayteHTMduMKauum LSP,

CSNP, PSNP PDU. laHHas HacTpoMKa UrHOpUpyeTcs, ecan gas
ayTeHTMdMKaumm ykasaHa key-chain.

no authentication key-chain

level-1-2 - encryptedword — ko4 B 3aWwnMdpoBaHHOM BUAE;
- level — ypoBeHb IS-IS, 4na KOTOPOro NPUMEHUTCA HAaCTPOMKA.
no authentication key y,ﬂ,aﬂl/ITb KN4 ayTeHTVId)VIKaLI,VIVI.
authentication key-chain 3apaTb MMA CBA3KKM KAtouen, KoTopasa byaeT mcnosb3oBaTtbeA
word [level] word: (1..32) ona ayteHTuouKkaumm LSP, CSNP, PSNP PDU.
CMMBONA; - word — UMA CBA3KU K/OYEN;
level: (level-1, level-2)/ - level — ypoBeHb IS-IS, A1 KOTOPOro NPUMEHUTCA HAaCTPOMKA.
level-1-2 OTKNIOYUTD PEXKMM UCMONb30BAHUA CBA3KU K/OYEN ANA ayTeH-

TUdUKaLmu.

authentication mode {text |

level: (level-1, level-

BkatounTb ayTeHTUdMKaumio B IS-IS u onpepenseT ee Tun:

no is-type

md5} [level] 2)/level-1-2; - text — ayTeHTUPMKaLMA OTKPbITbIM TEKCTOM;
Mo ymonyaHuio - md5 — ayTeHTUPUKaLma MD5;
ayTeHTUdMKaLms - level — ypoBeHb IS-IS, A1 KOTOPOro NPUMEHUTCA HAaCTPOMKA.
no authentication mode OTK/IIOYEHa. YCTaHOBMUTb 3HAYEHME MO YMONYAHWIO.
hostname dynamic BKAOUUTL NOAAEPKKY ANHAMMYecKmx hostname.
-/BKOYEHO

no hostname dynamic BbIKNOUNTb NOAAEPIKKY AMHAMUYECKMX hostname.
is-type {level-1 | level-2-only 3agatb TMN mapLpyTtusaTtopa B IS-IS gomeHe:
| level-1-2} - level-1 — Bce B3anmMogeNCTBUA C APYTMMU MapLIPYTU3ATOPaMM

npoucxoaaT Ha 1 ypoBHe;

- level-2-only — Bce B3avmoaeincTauna ¢ 4pyrumu mapLipytmsa-

-/level-1-2

TOPamM NPOUCXOLAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO NogaepKuBaeT B3aumoaencramns 06o-
NX YPOBHEN.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

Isp-buff-size size

size (512-9000)/1500

YCTaHOBUTb MAaKCMMaNbHO BO3MOMKHbIW pasmep OTnpaBAsembix
LSP 1 SNP. 3HayeHue Isp buffer size He AoNKHO NpeBbILWATL 3Ha-

no Isp-gen-interval

level: (level-1,
level-2)/level-1-2

6anT yeHue pdu buffer size.
no Isp-buff-size YCTaHOBUTb 3Ha4YeHWe MO YMONYAHUIO.
Isp-gen-interval second [level] 3a4aTb MMHUMAbHbIA MHTEPBAA B MC MeXAy reHepauunein oa-
second: (1- HOW 1 TOM e LSP.
65535000)/30000 - second — 3HayeHMe MHTepPBaNa B MUIIMCEKYHAAX, NO UcTeYe-
MUANNCERYHA, HUM KoToporo LSP mosKeT 6biTb 33aHOBO CreHepupoBaHo;

- level — ypoBeHb 418 KOTOPOro NPUMEHUM AAHHbIN MHTEpBan.
Ecnu He yKasbiBaTb, UHTEPBA NPUMEHUTCA K 060MM YPOBHAM.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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Isp-refresh-interval second

no Isp-refresh-interval

second: (1-65235)/
900 ceKyHA,

3a4aTb MaKCUMasbHbIA MHTEPBaN B CEKYHAAX MeXAy reHepa-
umei LSP.

- second — 3Ha4YeHWe MHTepBasa B CEKYHAAX, MO UCTEYEHUN KO-
Toporo LSP byaeT 3aHOBO CreHepMpoBaHo.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

max-Isp-lifetime second

no max-Isp-lifetime

second: (350-65535)/
1200 cekyHp,

3apatb Bpems XusHu LSP. 3HaueHue okKHO 6biTb X0Ts 6bl Ha
300 ceryHp 6oblue, yem Isp-refresh-interval.
- second — 3HaYeHWe B CEKYHAaX.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

metric-style style [level]

style: (narrow, wide,

3afaTb UCNONb3YEMbIN CTUNb METPUKM.

-narrow — NoAAEepPKMBaTb TONbKO CTaHAAPTHYIO (Y3Kylo) meT-
PUKy;

-wide — noaAepKMBaTb TONIbKO PaCLUMPEHHYIO METPUKY;

start

both)/both -both — noaaep»meatb 06a CTUNA METPUKMY;
level: (level-1, level- - level — ypoBeHb, AN KOTOPOFO NPUMEHWUM YKa3aHHbINA CTUIb
2)/level-1-2 MEeTPUKKU. ECM He yKasbiBaTb, METPMKA MPUMEHUTCA K oboum
YPOBHAM.
no metric-style YCTaHOBUTb 3HaYeHME NO YMOJHAHUIO.
net XX XXXX. XXXX.XX YcTaHoBUTb Tak HasbiBaemblii NET (Network Entity Title) agpec
— YHUKaNbHbIA naeHTMOMKaATOp mMaplpyTusaTopa B npegenax
- IS-IS pomeHa. Mpwu 3anmcm NET ncnonbyerca wectHaguUaTMpuy-
HaA cCUCTeMa CYUCNEeHUA.
no net Ypanute naeHTMOUKATOP MapLupyTU3aTopa.
shutdown OTkAtoumTb Npouecc ISIS.
-/BKOYEHO
no shutdown BkatoumTb npouecc ISIS.
spf interval maximum-wait YCTaHOBUTb MHTEPBAN MeXAy ABYMA NOC/AeAoBaTe/lbHbIMKU Mne-
second second: (0- pecyetamu anroputma SPF B mmnancekyHaax.
no spf interval maximum- 4294967295)/5000 YCTaHOBUTb 3HaYEHME MO YMOTYAHMIO.
wait
spf threshold restart-limit YCTaHOBUTbL CKONIbKO pa3 anroputm SPF moxkeT 6biTb NpepBaH
number number: (1- 06HoBeHem LSDB.
4294967295)/10
no spf threshold restart-limit YCTaHOBUTb 3HAYEHNE N0 YMOJTHAHMUIO.
spf threshold updates-restart 3apaTtb KonnyecTso 06HOBAEHMI LSDB, npu KOTOPbIX anroputm
number number: (1- SPF oCTaHaBNMBaeTCA M NepesanycKaeTcs.
4294967295)/
no spf threshold updates-re- 4294967295 YCTaHOBWUTb 3Ha4YeHWE N0 YMOAYAHUIO.
start
spf threshold updates-start Konunuectso obHoBneHuit LSDB, HeobxogmMmoe Ans HemeneH-
number number: (1- Horo 3anycka anroputma SPF (spf interval maximum-wait npu
4294967295)/ 3TOM UTHOpMpYyeTcs).
no spf threshold updates- 4294967295 YCTaHOBUTbL 3Ha4YEHME MO YMOJIHAHWIO.

KomaHObI pexcuma KoHguaypauuu Address-Family

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHourypaumm Address-Family:

console (router-isis-af) #
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Tabnuua 337 — KomaHap! pexkxnuma KoHopurypaumnm Address-Family

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspewunTb MMNopT connected mapLpyToB:

- level — ypoBeHb IS-IS, B KOTOpbIN ByaeT BbINOAHATLCA Nepe-
pacnpefeneHne MapLupyTos;

- type — yCTaHOBWUTb MMMOPTUPYEMbBIM MapLUpyTam TUMN MeT-
PVIKK;

- metric — 3HaYeHMEe METPUKMN 419 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH 1A GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PVKW, BCE 3HAYEHUA MeTpUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpelaet umnopT connected mapLipyToB
B IS-IS. B cnyyae ykasaHuA napameTpa BO3BpalLaeT ero ae-
dbonTHOe 3HaueHwe.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspelwmnTb UMNOPT CTaTUYECKUX MapLupyTos B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINOAHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb MMMOPTUPYEMbIM MapLUpyTam TUM MeT-
PVIKK;

- metric — 3HaYeHME METPUKMN A1 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — umsa cTaHgapTHoro IP ACL, KoTopblit 6yaeTt ucnonb-
30BaH gna GUAbTPALMMK MMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab mMeT-
PWKW, BCe 3HAYEHUA MEeTPUKM bonble 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpeLaetr MMNOPT CTAaTUYECKUX MapLUpy-
TOB B IS-IS. B cnyyae ykasaHuMA napameTpa BO3BpaLLaeT ero
nedonTHoe 3HaveHwue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewuntb umnopt mapwpytos 13 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIi ByaeT BbINONHATLCA Nepe-
pacnpefeneHve MapLIpyTOB;

- type — YCTaHOBWUTb MMMOPTUPYEMbIM MapLUPyTam TUM MeT-
PVKK;

- metric — 3HaYeHMEe METPUKMN A1 UMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH 1A GUAbTPALUMN MMNOPTUPYEMbIX MapLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTunb meT-
PWKW, BCE 3HAYEHUA MEeTPUKKM bonblie 63 BbyayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpeLlaet umnopTt mapwpyTos 13 RIP B IS-
IS. B cnyyae yKasaHuMA mapameTpa BO3BpalLaeT ero AedponT-
HOe 3HayeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewunts umnopt mapwpytos 13 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTAaHOBUTb UMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PVKK;

- metric — 3HaYeHMEe METPUKUN A1 UMMNOPTUPYEMbIX MApLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeT ucnosb-
30BaH gna GUAbTPALMM UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PWKW, BCE 3HAYEeHUA MeTpUKK bonblie 63 ByayT yKasaHbl B
TLV Kkak 63.

399

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

be3 napameTpoB 3anpeLLaeT UMNopPT MappyTos 13 BGP B IS-
IS. B cnyyae ykasaHus nmapameTpa Bo3BpalLaeT ero aedponT-
HOe 3HayeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match]
[metric metric] [filter-list
name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal,
external);
match:(internal,
external-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona

Paszpewmntb umnopT mapwpyTtos 13 OSPF B IS-IS.

- id —npgeHTMdUKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbIN ByaeT BbINOAHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb UMMOPTUPYEMbBIM MapLUpyTam TUM MeT-
PVIKK;

- match — Tvn mapwpyTta OSPF, noanexawmit umnopTy.

- metric — 3HaYeHMEe METPUKMN 419 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit 6ygeTt ucnonb-
30BaH 414 GUAbTPALUKM UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PVKW, BCE 3HAYEeHUA MeTpUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpewaet nmnopt mapwpyTtos u3 OSPF B
IS-IS. B cnyyae yKasaHus napameTpa Bo3BpaliaeT ero aedonTt-
Hoe 3HauyeHue.

KomaHObI pexcuma KoHguaypauuu uHmepaetlica Ethernet, VLAN:

Bua 3anpoca KOMaHAHOWM CTPOKM:

console (config-if) #

Tabnnua 338 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

ip router isis

no ip router isis

-/BbIKNIOYEHO

BkatoyaeT npoTokon mapuwpyTtusaumm IS-IS Ha Tekywem wuHTep-
delice.

BbikntoyaeT NpOTOKOA MaplipyTusaumm IS-IS Ha Tekylwem uHTep-
deiice.

isis authentication key word
[level]

no isis authentication key

word: (1..20) cumBonos;
level: (level-1, level-2)/
level-1-2

3apaTb KoY ayTeHTUdMKauUK B BuAe TekcTa. Ncrnonesyromes 0ns
aymeHmugukayuu HELLO PDU. [aHHas Hacmpolka uz2Hopupy-
emcs, ecnu 0419 aymeHmuguKkayuu yKkasaH key-chain.

- word — K/1t04 8 meKkcmoeom sude;

- level — ypoBeHb IS-IS.

Ypanaer KAy ayTeHTMoUKaLmm.

isis authentication key en-
crypted encryptedword [level]

no isis authentication key

encryptedword: (1..128)
CMMBOJIOB;
level: (level-1, level-2)/
level-1-2

3afaeT KoY ayTEHTUGMKALMM B 3alIMPPOBAHHOM BUAE (Hanpwu-
Mep, Naposib B 3alWMPPOBAHHOM BUAE, CKOMMPOBAHHbIN C APYroro
ycTpoiicTBa). Ucnonb3ytotca ana ayteHTudukaumm HELLO PDU.
[aHHasA HacTpoiika UTHOPUPYETCA, eC/IU AN1A ayTeHTUOUKaALMM YKa-
3aH key-chain.

- encryptedword — kntoy B 3aWNdpPoBaHHOM BUAE;

- level — ypoBeHb IS-IS.

Yaanaer KNy ayTeHTUdUKaumu.

isis authentication key-chain
word [level]

no isis authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-2)/
level-1-2

3afaTb MUMA CBA3KM KNtoyel, KoTopas byAeT ucnonb3oBaTtbes ANs
ayTeHTMdMKauum HELLO PDU.

- word — MA CBA3KU KAtouel;

- level — ypoBeHb IS-IS.

OTKAKOYAET PEXKMM MCMO/Ib30BAHMA CBA3KM KAtOUen ANA ayTeHTUDU-
Kauumm.

isis authentication mode {text
| md5} [level]

no isis authentication mode

level: (level-1, level-
2)/level-1-2;
Mo yMONYaHMIO ayTEHTH-
duKauma oTKIIOYEHa

BkntouaeT ayteHTUPUKaumio B HELLO PDU Ha TekyLiem nHTepdeiice
W onpeaenser ee Tmn:

- text — ayTeHTUdMKaLMA OTKPbITLIM TEKCTOM;

- md5 — ayTeHTUdPMKauma MD5;

- level — ypoBeHb IS-IS.

YcTaHaBAMBaeT 3HaYeHUe No YMOJIYAHUIO.
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isis circuit-type {level-1 | level-
2-only | level-1-2}

no isis circuit-type

-/level-1-2

YKa3blBaeT, cOCeACTBa KaKOro YpPOBHA MOXHO ¢$opmMpoBaTb Ha
AaHHOM nHTepdeiice.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

isis metric metric [/evel]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YcTaHaBAMBAET METPUKY AN1A AaHHOro uHTepdeica.

- metric — 3Ha4YeHWe MeTPUKK. Ecnm rnobanbHO BKAKOYEH CTaHAAPT-
HbI (Narrow) cTUAb METPUKM, BCE 3HaYEHUs METPUKK bonblue 63
6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, gna KoToporo 6yaeT NPUMEHATLCA METPUKA.

YcTaHaBAMBAET 3HA4YeHUeE No YMOYaHUIO.

isis passive-interface

no isis passive-interface

-/NaccUBHbIN peXum oT-
KNKOYEH

MNepeBoanT MHTepdEIC B NACCUMBHBIN pexXnm. B sTom pexnme mH-
Tepdelic He oTnpaBaseT U He NnpuHumaeT HELLO PDU.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

isis network point-to-point

no isis network point-to-point

-/broadcast

YcTaHaBAMBaeT TUN MHTepdeiica point-to-point.

YcTaHaBAMBAET 3HA4YeHUeE No YMOYaHUIO.

isis hello-padding value

no isis hello-padding

value: (disable, enable,
adaptive)/enable

YcTaHaBAMBaeT pexxum paboTbl naganHra hello-coobuieHui.
- disable — oTKNOUUTb NaAAUHT BO Bcex coobuieHusx hello;

- enable — BKNOUUTL NagauHr Bo Bcex coobuweHuax hello;

- adaptive — BKNOYUTb NAAAMHT A0 YCTAHOBEHUWA COCEACTBA.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

isis pdu-buff-size size

no isis pdu-buff-size

size (512-9000)/
1500 6ant

YcTaHaBAMBaeT MaKCMManbHblIi pasmep PDU, oTnpaBasembix U no-
JlydaembIx Ha 3Tom uHTepdelice. 3HaveHne pdu-buff-size ponxkHO
6bITb 60/bLUE 3HAYEHUA isp-buff-size.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

isis bfd

no isis bfd

-/BbIK/IIOYEHO

BKkntouaeT npoTokon BFD Ha uHTepdeiice ansa coceaeli no npoTo-
kony IS-IS.

BbikntouaeT npoTtokon BFD Ha MHTepdeiice gns cocegelt no npoTo-
Kony IS-IS.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Loopback

BuAa 3anpoca KOMaHAHOWM CTPOKM:

console (config-if) #

Tabanua 339 — KomaHabl pexnma KoHdpurypaumm nHtepdelica Loopback

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip router isis

no ip router isis

-/BbIKNIOYEHO

BKAOUMTb NPOTOKON MapLlpyTusaumm IS-IS Ha Tekywem mHTep-
deiice.

BbIKNOYMTb NPOTOKON MapLupyTU3aLum IS-IS Ha Tekywem nHTep-
delice.

isis circuit-type {level-1 | level-
2-only |level-1-2}

no isis circuit-type

-/level-1-2

YKa3aTb, COCEACTBAa KAaKOro YPOBHA MOMHO (GpOpmMMpoBaTb Ha
AaHHOM nHTepdeiice.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOIYAHUIO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YCTaHOBUTb METPUKY ANA AaHHOTO UHTepdelica.

- metric — 3HaYeHne MeTpUKK. Ecim rnobanbHO BKAKOYEH CTaH-
AapTHbIA (narrow) CTUAb METPUKKM, BCE 3HAYEHUSA METPUKMU
6onble 63 6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, ana KoToporo byaeT NPUMEHATLCA MeT-
puKa.

YCTaHOBUTb 3HAYeHue no YMO4YaHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbIN peskum
OTK/IlOYeH

MepeBecTn UHTepdec B NACCUBHbLINA pexum. B aTom pexume
MHTepdeinc He OTNPaBAAET U He NpuHMMmaeT HELLO PDU.

YCTaHOBWTb 3Ha4YeHMEe N0 YMOYAHWIO.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KoMaHAHOW CTPOKM UMEET BUA,:

console#
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Tabnunua 340 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeilicmeue

show isis database [level]
[detail] [Isp-id Isp-id]

level: (level-1, level-2);
Isp-id: 20 cumBonos

OT06pa3unTb 6asy AaHHbIX TONOAOTMM NpoTOoKoAA IS-IS.

- level — yKa3sbiBaeT ypoBeHb NpoToKoAa IS-1S, 6a3y AaHHbIX KOTO-
poro Heob6xoaMmo 0To6pasuTh;

- detail — oTobpakeHne nogpobHon nHpopmaumm o TLV;

- Isp-id — oTo6parkeHne nHGopmaumm no BbibpaHHo! LSP PDU.

show isis hostname

OT06pa3unTb U3BECTHbIE COOTBETCTBUA SystemID 1 Hostname.

show isis interfaces
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /oopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pa3unTb MHPopmaumto 06 nHTepdelicax, yyacTsyrowmx B IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pa3nTb MHGOPMALMIO O coceasnX.
- detail — ncnonb3oBaHuWe faHHOroO NapameTpa No3BoAAET OTObpa-
3UTb AeTasbHY0 MHGOPMaLMIO O coceanx.

clear isis

C6pocuTb BCE COCEACTBA M OYUCTUTL TabauLy maplpyTusaumm IS-1S.

5.34.6 Hacmpoliika Route-Map

MpumeHeHWe route-map No3BoaAeT U3MeEHATb aTPMOYTbl Y aHOHCUPYEMBIX U NPUHUMAEMbIX MapLL-
pyToB BGP, a TaKkke M3MeHATb next-hop Ana maplpytnsnpyemoro Tpadumka.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (confiqg) #

Tabnunua 341 — KomaHabl perknma rnobanbHoM KoHGUrypauum

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

system router resources
policy-ip-routes [number of
IPv4 policy routes]
policy-ipv6-routes

[number of IPv6 policy
routes]

no system router resources

number of IPv4 policy
routes: (0..32)/0;

number of IPv6 policy
routes: (0..32)/0

BblgennTb pecypcbl MapLupyTU3aLmmn Ans nsmeHeHus next-hop y
TPaH3UTHOrO MapLUpPyTU3NPYEeMOro TpadmKa.
KomaHaa npvmeHseTca nocse nepesarpyskiu.
B Tekyuweii Bepcun MO nogpep:kaHa paborta TONbKO
V IPv4 policy routes.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

402 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

route-map name
[section_id ] [ permit |
deny]

no route-map name
[section_id ] [ permit |
deny ]

name: (1..64) cumBona;
section_id:
(1..4294967295)

Co3aaTb 3anucb route-map.
MNepeBoANT KOMaHAHYIO CTPOKY B PEXKMUM KOHOUTYPUPOBAHUSA
route-map.
- name — Ha3BaHue route-map;
- section_id — Homep 3anucu B 3Toi route-map;
- permit — npUMeHUTb Set KOMaHAbI K MapLpyTam;
- deny — oT6pOCUTL MapLWpPYTbI.
MakcumanbHoe Konuuyectso route-map = 32
V (BkNOUanA cekummn ogHoro route-map).

Ypanuts route-map.
- name — Ha3BaHuWe route-map;
- section_id — ypanaet 3anucb ¢ Homepom section_id.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepdgelica epynnel nopmos

Bua 3anpoca KOMaHOHOM CTPOKM B pexume KoHdurypauum uHtepdencoB Ethernet, VLAN,

WHTepdeiica rpynnbl NOPTOB:

console (config-if) #

Tabanua 342 — KomaHapl pexkmma KoHourypaumm nntepdeliica Ethernet, VLAN, nHtepdeiica rpynnbl nop-

TOB

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip policy route-map name

no ip policy route-map name

name: (1..64) cumBona

Mp1MMeHnTb route-map ¢ MMeHem hame ANA 334aHHOro UHTep-
deiica.

Ypanutb route-map c UHTepdeiica.

KomaHObI pexcuma KoHgu2ypayuu cekyuu route-map

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume KoHdUrypaLmm cekumm route-map:

console (config-route-map) #

Tabnnua 343 — KomaHAabl pexknma KoHPUrypaLmm cekummn route-map

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

HAelicmeue

continue section_id [and]

no continue

section_id:
(1..4294967295).

3ajaTb HOMep cneaytolen cekuum route-map, KoTopas byaer
NPUMEHEHa K MapLUpyTam, Noc/ie NPUMEHEHMUA TeKyLLeN.
- section_id — Homep 3anucK B 3TOM route-map;
- and — yKasbiBaeT, 4To match yctaHoBKM B 3TOW route-map
OO/IXHbI 6bITb NorMyeckn obbveanHeHsl (AND) ¢ match yctaHoB-
Kamu B route-map, 0603Ha4yeHHbIX MapameTpom section_id.
Co3paHme uenouek route-map (6e3 napametpa and)
V BO3MOXXHO, €C/IM TUN route-map BbICTaBAEH B permit.
Ecnv npu co3gaHum LEenovyku npumeHaeTca napameTp
V and, To Bce set YCTaHOBKU A,0/1KHbI HAXOAUTLCA B NO-
cnepHei CeKLMU 3TOM LLEMOYUYKMN.

CHpOCUTb YCTaHOBKY.
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HELTEX

match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (1..64) cumBona

3agaTtb cootBetcTBue prefix-list n agpeca mappyTa.

- address — cooTBeTcTBMe prefix-list v ip-agpeca mapwpyTa;

- next-hop — cooTtseTcTBume prefix-list u next-hop ip-agpeca mapLu-

pyTa;

- route-source — cootseTcTBue prefix-list u ip-agpeca nctouHmka

MapLwpyTa;

- name — Ha3BaHue route-map;
Y1o6bl He OT6paAcbIBAINCh OCTa/ibHble MapLUPYTbl, He

V yKa3aHHble B prefix-list, Heo6xogumo co3gatb nycroii
route-map M NpmMBA3aTb €ro K TeKywemy yepes con-
tinue.

C6pocuTb COOTBETCTBME.

match local-preference
value

no match local-preference

value: (1..4294967295).

3afaTb cooTBETCTBME MapLupyTa ¢ atpubyTtom local-preference.

C6pocuTb COOTBETCTBME.

match metric value

no match metric

value: (1..4294967295).

3afaTb COOTBETCTBUE MapLLpyTa C aTpMbyTom metric.

C6pocuTb COOTBETCTBME.

match origin [igp |egp |
incomplete]

no match origin

3afaTb COOTBETCTBME MapLLpyTa C aTpubyTom origin.

- igp — MapLupyT 6bI1 NOAYYEH U3 MPOTOKOA BHYTPEHHEN MapLu-
pyTM3auuu (Hanpumep, KomaHaou network);

- egp — MapLpyT 6b1/1 BblyyeH no npoTtokony EGP;

- incomplete — mapLwpyT 6b11 BblyYeH KaKMM-TO MHbIM 06pa3om
(Hanpumep, komaHaoi redistribute).

Cbpocutb COOTBETCTBUE.

match tag value

no match tag

value: (0-4294967295)

3afaTb COOTBETCTBME MapLLpyTa C aTpMbyTOM tag.

C6pocuTb COOTBETCTBUE.

match {community |
extcommunity} name
[exact-match]

no match {community |
extcommunity}

3aaTb COOTBETCTBME, MPY KOTOPOM CoOmmunity U3 CNMCKa ¢ me-
HEeM name [0/KHbl COAEPXaTbCA B community maplipyTa.
exact-match — TpebyeT To4HOro coBnaseHusa Bcex community us
crnMcKa ¢ community mapLupyTa.

Cbpocutb cOOTBETCTBUE.

match as-number reg_exp

no match as-number

reg_exp: (1..127) cumBona

3a/aTb COOTBETCTBME MYTW MaPLLPYTa U PETYNAPHOTO BbIPAXKEHMA
reg_exp.

C6pocuTb CoOTBETCTBUE.

match as-path-filter name

no match as-path-filter

reg_exp: (1..127) cumBona

3afaTb COOTBETCTBME MYTW MaPLLPYTaA U PETYNAPHOTO BbIPAXKEHMUA
as-path 13 cnucka c umeHem name.

C6pocuTb cooTBETCTBUE.

set community {add |
replace | remove}
{graceful-shutdown |
internet | local-as |
no-advertise | no-export |
number}

no set community

number: ASN2:NN

add — f,06aBMTb K MapLpyTy community;

replace — yoanuTb Bce community U3 maplupyTta 1 o06aBuUTb yKa-
3aHHoe;

remove — yAanuTb U3 MapLUpyTa YKasaHHOe community.

CbpocuTb aeicreme set community.

set community-list { add |
remove } name

no set community-list {
add | remove }

name: (1..64) cumBona

add — 06aBUTb K MapLIpyTy community;
remove — yaauTb U3 MapLIpyTa Bce community, cogepskatimecs
B CMUCKE C UMEHeM name.

CbpocuTb geicreme set community-list.

set community-list remove
all

no set community-list
remove all

YaanuTb U3 maplupyTa Bce community.

C6pocuTb AeiicTBue, yaansaiolee U3 MapLipyTa Bce community.

set evpn gateway-ip
ip_add

no set evpn gateway-ip

-/0.0.0.0

YcTaHOBUTbL 3HayeHue aTpmbyTta IPv4 gateway address B EVPN
MaplLupyTax Tmna 5.
- ip-add — IPv4-agpec wntosa.

CbpocuTb ycTaHOBKY aTpubyTa gateway IP 8 EVPN-mapwpyTax
TmMna 5.
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HELTEX

set extcommunity {add |
replace | remove}
sub-type {rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

add — 0,06aBUTb K MapLUPYTy pacliMpeHHoe community;

replace — yaanuTb Bce pacluMpeHHble community U3 mapLipyTa u
£06aBUTb YKa3aHHOE;

remove — yAanuTb M3 MapLUpyTa YKasaHHOe community.

set extcommunity {add |
replace | remove}
sub-type color value

value: (0..4294967295)

add — 006aBUTb K MapLUPYTy pacliMpeHHOe community;

replace — y4anuTb BCe pacluMpeHHble community U3 mapLipyTa u
006aBUTb YKa3aHHOE;

remove — yAanuTb M3 MapLUpyTa YKasaHHOe community.

set extcommunity {add |
replace | remove} word

word: (1..127)

add — 0,06aBUTb K MapLUpPYTy pacliMpeHHoe community;

replace — yaannTb Bce pacliMpeHHble community M3 MapLipyTa u
006aBUTb YKa3aHHOE;

remove — y4aAuTb U3 MapLUpyTa yKaszaHHoe (Mau BCe nonagato-
Wue Nog, perynspHoe BbipaxkeHne) community. [lna gaHHol one-
paLMM MOXKHO MCMO/b30BaTb B KadecTse napameTpa word pery-
NAAPHOE BblpayKeHue;

word: — uma community B HEX-popmare.

no set extcommunity

CbpocuTb gelicTeme set extcommunity.

set extcommunity-list
{add | remove} name

no set extcommunity-list
{add | remove}

name: (1..32) cumBona

add — go6aBuTb K MapLIPyTy BCe pacluMpeHHble community u3
CMMCKa C MMeHeM name;

remove — yAanunTb U3 MapLIpyTa BCe pacliMpeHHble community,
cofiepsKalumecs B CMCKe C MMeHem hame.

Cbpocutb geicreme set extcommunity add naum remove.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[0o6aBuTb K MappyTy aTpubyt AS_PATHLIMIT.

Hynesoe 3HaueHwe orpaHW4MBaeT aHOHCUPOBAHWE JIOKASIbHO
CreHepupoBaHHbIX MapLIPyTOB, TONbKO Mexay iBGP coceaamu
(He ByayT BUAHbI AN eBGP).

3HayeHue b6onblue 0 o3HavaeT, yto ecam AS_PATH aTpubyT numeet
6onblie AS-HomepoBs, yem 3HaveHne AS_PATHLIMIT, To Hy»KHO
ero otbpocuTb Npu Bbixoae B eBGP.

Cbpocutb path-limit.

set as-path prepend

as_number: (1-

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHbIE AS HOMepa.

as_number
4294967295)
no set as-path prepend Cbpocutb gobasneHue Kk AS-Path.
set as-path prepend local- [06aBuTb K aTpnbyTy AS-Path value Homepos Local AS (Ha Bbixog,
as value eBGP-cocepy).
value: (0-10) AY)

no set as-path prepend lo-
cal-as

Cbpocutb fobasneHue K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127) cum-
Bosa

Yaanutb 13 atpnbyta AS-Path ykasaHHyto AS.

CbpocuTb yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpmbyT mapLpyTa.
- ip_address — IP-agpec next-hop.

CbpocuTb ycTaHOBKY aTpmnbyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBWUTL 3HaYeHue aTpunbyTa local-preference.

CbpocuTtb ycTaHoBKY aTpmbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBUTb 3HaveHue anM6yTa metric.

CbpocuTb yCTaHOBKY aTpmnbyTta metric.

set next-hop-peer

no set next-hop-peer

ATpUBYT He ycTaHOBNEH

YcTaHOBUTL 3HaueHue aTpubyTa next-hop, Kak agpec coceaa.

CbpocuTb ycTaHOBKY aTpmbyTa.

set next-hop-unchanged

no set next-hop-
unchanged

CoxpaHaATb BGP aTpubyT next hop npu nepegaye mapwpyTta eBGP
cocepny.

CbpocuTb coxpaHeHue aTpubyTa next hop npu nepepaye mapui-
pyTa eBGP coceay.

set origin [igp |egp | in-
complete]

no set origin

YcTaHOBWTL 3HaYeHue aTpunbyTa origin.

- igp — MapwpyT 661N NONYYEH M3 NPOTOKO/IA BHYTPEHHEN mapLu-
pyTmsaumu (Hanpumep, KomaHaon network);

- egp — mapuwpyT 6bin BblyyeH no npoTokony EGP;

- incomplete — mapwpyT 6bI1 BblyYeH KaKMM-TO MHbIM 06pasom
(Hanpumep, kKomaHaoli redistribute).

CbpocuTb yCcTaHOBKY aTpmbyTa origin.
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HELTEX

set tag value
no set tag

value: (0-4294967295)

YCTaHOBWTb 3HaueHue aTpubyTa tag.

CbpocuTb ycTaHOBKY aTpubyTa tag.

set weight value
no set weight

value: (1-4294967295)

YCcTaHOBWTb 3HaueHWe aTpubyTa weight.

CbpocuTb ycTaHOBKY aTpubyTa weight.

KomaHOb1 pexcuma Privileged EXEC

Bce komaHabl OOCTYyNnHbI ANA NPUBUNETNPOBAHHOIO NOJ1b30BaTeNA.

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 344 — KomaHabl perkuma Privileged EXEC

3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
10 yMOA4YaHuio
show route-map [name] name: (1..64) MpocmoTp nHGOpPMaLMK 0 CO34aHHbIX route-map.
CnMmBOAa -hame — unma route-map.

5.34.7 Hacmpolika Prefix-List

Prefix-nucTbl No380s1A10T GUALTPOBATL MPUHUMAEMbIE U AHOHCUPYEMbIE MapPLLPYTbI MPOTOKOJ/I0B AMHa-

MWYECKOM MapLUpyTM3aLMUN.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabnunua 345 — KomaHabl perknma rnobanbHoM KoOHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHoa

HAelicmeue

ip prefix-list name [seq
seq_value] [description
text] {deny | permit}
ib_address [mask] [ge

ge_value] [le le_value]
name: (1..64);

seq_value: (1..
4294967294);
text: (1..80) cumBona;
ge_value: (1..32);
le_value: (1..32)

no ip prefix-list name [seq
seq_value]

Cosparb Prefix-list.
- name — ums cosgasaemoro prefix-amcra;
- seq_value — Homep 3anuncu B cnucke npedurKcos;
- text — onMcaHue cnmcka npeduKcos;
- deny — 3anpewatouiee aencTeme 414 MapLupyTa;
- permit — paspeluatouiee AeiCTBUE A5 MapLUPYTa;
- ge_value — cooTBetcTBMe AanHe npeduKca, paBHOW MK
6osblwen, Yem HacTpOeHHan AnHa npedurKea;
- le_value — cooTtseTcTBME ANnvHe nNpeduKca, KOTopas paBHa
WM MEHbLLE HAaCTPOEHHOM A/InHbI NpeduKca.
EC/M He HaLNOCb HU OAHOrO COOTBETCTBUA, TO ByaeT
V npumeHeHa HeABHaA NOAIMTUKa No ymonyaHuio deny
any.

Ypanutb cosgaHHbli Prefix-List.

KomaHOwbi pexcuma Privileged EXEC

Bce KomaHAapl AOCTynHbl ANA NPUBUNETMPOBAHHOIO NOJ1Ib30BaTENA.

BuAa 3anpoca KomaHAHOM CTPOKKM pexxknma Privileged EXEC:

console#
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HELTEX

Tabnuua 346 — KomaHap! pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHoa

Aeilicmeue

show ip prefix-list [name] name: (1..64) cumsona

MpocmoTp nHdopmaumm o co3gaHHbix prefix-list.
- name — uma prefix-list.

5.34.8 Hacmpolika ceasKku knroveli

CBsizKa K/toueit nossonser c034aTb Ha60p

naposen (Kawo4en) c nocneayowen BO3MOMKHOCTbIO

HaCTpOﬁKM BpeEMEHU AEﬁCTBMH Ka*X40ro naponAa. Co3paHHble napo/sin MOTYyT UCNOJ1Ib30BATLCA MPOTOKO/1IaMU

RIP, OSPF, IS-IS ana ayTeHTUPMKaUUK.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobasbHon KoHbuUrypaumm:

console (config) #

Tabnunua 347 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

key chain word

word: (1..32) cumona/-

no key chain word

Co34aeT CBA3KY Ktouen C MMeHemM word 1 BXOAWT B PEXKMUM KOHOU-
rypauym CBA3KM KNoYen.

YanseT cBA3Ky KAtoyei ¢ umeHem word.

KomaHObI pexcuma KoHgu2ypayuu c8a3KU Kawoyel

Bug, 3anpoca KOMaHAHOM CTPOKM B peXXUMe KOHPUIypaLmm CBA3KK KAtoYen:

console (config-keychain) #

Tabnunua 348 — KomaHabl pexkMma KOHOUTypaLmMm CBA3KK KAto4en

Komanda 3Ha4yeHue/3HayeHue Neiicmaue
no ymoa4YaHuro
key key_id Cospfaet Kntou ¢ naeHTuounkaTopom key_id 1 BXoanT B peXknUM KOH-
key_id: (1..255)/- durypaumm Knrova.
no key key_id Ypansaet knwou ¢ naeHtudukatopom key_id.

KomaHObI pexcuma KoHgu2ypauuu Kaw4a

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUmMe KOHdUrypaLmmn Katoua:

console (config-keychain-key) #

,ﬂ,aHHbe/‘I pPeXnmM 0O0CTYNEH U3 PEXMMA KOH¢Vll'ypaLl,VIM CBA3KM KAtOYel U npegHasHadYeH gnAa 3agaHuAa

CamMoro K/ito4a 1 ero napameTpos.

Tabnunua 349 — KomaHbl pexkMma KoHbUrypauum Katoua

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

key-string word

3agaeT 3HaYeHume Kava.
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HELTEX

no key-string
word: (1..16) cumsonos/-

YpanaeT 3HayeHune Kawova.

encrypted key-string
encryptedword
encryptedword/-

no encrypted key-string

3afaeT 3HaueHMe KtoYa B 3awnbpoBaHHOM BUAE.

- encryptedword — 3alwndpoBaHHbIi Napoab (Hanpumep, na-
posb B 3awWNdpPoBaHHOM BUAE, CKOMMPOBAHHbLINA C APYroro
yCTpoWcTBa).

Yaanaet 3Ha4deHume Katoua.

accept-lifetime
time_to_start
{time_to_stop | duration |
infinite}

-/Bcerga pencreuteneH

no accept-lifetime

3a4,3eT BpemMsA KU3HWU KNKoYa, B TEYEHWE KOTOPOro Kawu by-
OET AeNCTBUTENIeH A1 CBEPKM C KOYOM B MPUHMMAEMBbIX CO-
obuweHunnax.

- time_to_start — Bpema 1 AaTa Hayana AencTBMUA KNtoYa. 3a-
paetca B popmate hh:mm:ss month day year;

- time_to_stop — Bpemsa W AaTa NpeKpalleHus AencTBus
Kntoya. 3agetca B popmate hh:mm:ss month day year;

- duration — 3afaeT NPOAOKUTENBHOCTb AEUCTBUA KtOYa B
CeKyHAaXx;

- infinite — ycTaHaBNMBaeT HecKOHeYHoe Bpema AEeNCTBUSA
KAtoya.

YaanuTb BpemaA }KU3HU KNtoya.

send-lifetime
time_to_start
{time_to_stop [duration |
infinite}

-/BCeraa pencreuteneH

no send-lifetime

3a4aeT BPeMSA KU3HWU KkoYa, B TEUEHWE KOTOPOro KoY 6y-
LET AelcTBUTENEH A5 OTNPABKU COOBLLEHMIA.

- time_to_start —Bpemsa 1 AaTa Hayana AencTBMUA KNtova. 3a-
paetca B popmate hh:mm:ss month day year.

- time_to_stop — Bpems W pata NpeKkpaweHus AencTBus
Kntoya. 3agetca B opmate hh:mm:ss month day year.

- duration — 3apaeT NPOAOIKUTENBHOCTb AEMCTBUA KNtOYa B
CEeKyHaax.

- infinite — yctaHaBnMBaeT HeckoHeyHoe Bpema AEeNCTBUA
KAtoya.

YaanuTb BpemMaA XKU3HU KNtoya.

Y

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM UMeEeT BUA,:
console#

Tabnuua 350 — KomaHab! pexxunma Privileged EXEC

Ecnn B KAaKOM-TO MOMEHT BpemeHu Cpa3y HECKOJIbKO Kalouen GYAYT ABNATHCA AEVICTBMTEHI:-
HbiMU, TO (baKTM‘-IECKM Mncnos1b3oBaTbCA GVAET K/1I0Y C HAMMEHbLLUUM MAEHTMd)MKaTOpOM.

3HayeHue/3HayeHue
no yMmoa4aHuwo

KomaHoa

Aeiicmeue

word: (1..32) cumsona/-

show key chain word

OtobparkaeT MHGOPMALMIO O CBA3KE Ktouen ¢ MmeHem word.

[pumepbl 8b1M0AHEHUS KOMAHO

CospaTtb CBA3KY KAtoyel ¢ MmeHem namel 1 NomMecTuTb B Heé ABa Katoya. Ha kntouve key 2 HAaCTpoOuUTb
BDEMEHHOI‘;I MHTEpPBAaa, B TEHEHNE KOTOPOIO 3TOT K/IKOY MOXKET 6bITb MCNO/Ib30BaAH ANnAa CBEPKU C KZTIOYOM B

NMPUHATDBIX NaKeTax.

console
console
console
console
console
console

config) #key chain namel
config-keychain) #key 1

config-keychain-key) #exit
config-keychain) #key 2

— e~ o~~~ —

config-keychain-key) #key-string testkeyl

config-keychain-key) #key-string testkey?2

console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020

12:00:00 mar 20 2020

408 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

MNMoka3aTb MHGOPMaLUIO O CO34aHHOM CBA3KE K/tOYel:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwpbmWCy69nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIJwHBL6UXZYyWVPzbgZ/6fI0F3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.34.9 bBanaHcuposKka Hazpy3ku Equal-Cost Multi-Path (ECMP)

BanaHcuMpoBKa Harpysku ECMP nossonseT nepenaBaTb NAKeTbl OAHOMY NOJIyYaTeNHO NO HECKO/b-
KMM «JTy4lwMM mapLupyTam». JaHHbll GyHKUMOHAN NpegHasHavyeH ANs pacnpeaeneHus Harpysku u on-
TUMM3aLMKN NPONYCKHOM cnocobHocTn ceTn. ECMP morKeT paboTaTb KaK CO CTaTUYECKMMM MapLLUPYTamMu,
TaK 1 C NPOTOKO/IAMMN AMHAMMNYECKO MapPLLPYTU3aUMM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Buna 3anpoca KOMaHAHOW CTPOKM B pexxume rnobasibHol KoHdUrypaumm:
console (config) #

Tabanua 351 — KomaHzabl pexkmma rnobanbHoM KoHurypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
1o yMOAYAaHUIO
ip maximum-paths maxi- 3a4aTb MAKCMMAJIbHOE KOJIMYECTBO MyTel, KOTopble MOryT
mum_paths . 6bITb ycTaHOBNEHDI B FIB Ans KaxKaoro mapLupyTa.
maximum_paths: "

1.64)/1 Hactpoiika BCTynuT B CUAY TONbKO NOC/e coxpaHe-

(1. \ / HUA KOHUrypauum 1 nepesarpysKku ycTpoiicraa.
no ip maximum-paths YCTaHOBUTb 3HAYEHME MO YMOJIYaHUIO.

5.34.10 Hacmpoliika Virtual Router Redundancy Protocol (VRRP)

Mpotokon VRRP npeaHasHayeH AnA pe3epBMPOBAHUA MapLUPYTU3ATOPOB, BbINOAHAKOLWMX POb
LU/1t03a MO YMOJIYAHUIO. ITO AoCTUraeTca NyTém obbeamHeHus IP-uHTepdencoB rpynnbl MapLLpyTU3aTOPOB
B OZMH BMPTYasibHbIM, KOTOPbIN ByAeT MCNONb30BATLCA KaK LAKO3 MO YMONYAHWUIO 415 KOMNBIOTEPOB B CETU.
Ha KaHanbHOM ypoBHe pe3epsupyemble MHTepdencbl nmetoT MAC-agpec 00:00:5E:00:01:XX, rae XX —
Homep rpynnbl VRRP (VRID).

Tonbko oaMH U3 PUINYECKMX MAPLUPYTU3ATOPOB MOMKET BbINOHATL MapLlpyTM3aumto TpaduKa Ha
BMpTyanbHoM |IP-uHTepdeiice (VRRP master), octanbHble MapLLpyTU3aTopbl B rpynne npegHasHadyeHbl and
pesepsupoBaHua (VRRP backup). Beibop VRRP master npoucxoauT B cootsetcteum ¢ RFC 5798. Ecau
TEKYWMIA master CTaHOBUTCA HeAOCTYMHbIM — BblOOp MNoOBTOPseTcs. HauBbICWMIA NPUOPUTET MMeET
MapLLpyTU3aTop € cobcTBEHHBIM IP-agpecom, COBNaAaoWMM C BUPTYasibHbIM. B ciiydae AOCTynHOCTU OH
Bcerga crtaHosutcA VRRP master. MakcumanbHoe KonmdectBo VRRP-npoueccos gna KommyTaTopos
MES2300-xx, MES3300-xx — 255, gna kommytatopos MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 127.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 409

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

KomaHObI pexcuma KoHgu2ypauyuu uHmepagpelicos Ethernet, VLAN, uHmepgelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B pexmme KoHourypaumm uHtepdeiicoB Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 352 — KomaHapl pexkmma KoHourypaumm nntepdeliica Ethernet, VLAN, nHtepdeiica rpynnbl nop-

TOB

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

vrrp vrid description text

no vrrp vrid description

vrid: (1..255);
text: (1..160 cumBo10B)

[Job6aBneHune onncaHus Leam nam ncnonb3osaHus ana VRRP maplu-
pyT13aTopa ¢ uaeHTMdunKaTopom vrid.

YpaneHune onucaHma VRRP-mapwpyTtmsaTopa.

vrrp vrid ip ip_address

no vrrp vrid ip [ip_address]

vrid: (1..255)

Onpegenenune IP-agpeca VRRP-mappyTmnsaTopa

Ypanenue IP-agpeca VRRP ¢ mappytmsatopa. Ecam B KauecTse na-
pameTpa He yKa3saH IP-agpec, To yaanatca Bce IP-agpeca BupTyans-
HOro MapLupyTM3aTopa, BCAEACTBME YEro yAaauTca U cam BUPTY-
a/IbHbIV MapLpyTMU3aTop Vrid Ha AaHHOM YCTpOMCTBE.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255);
Mo ymonyaxuio
BKJ/IIOYEHO

BkntoyeHune perkmma, npu Kotopom backup-mappyTtunsatop c 6o-
/iee BbICOKMM NpUopuTeToM ByaeT NbITaTbCsA NEPEXBAaTUTb Ha ceba
posib master y TekyLero master-mapLpyTtvsatopa ¢ 6osee HU3KUM
npUopUTETOM.
MapLupyTU3aTop, KOTOpbIi ABAAETCA  BAAfAeNbLEeM
IP-appeca maplupytusatopa, 6yaer nepexsartbiBaTb Ha
V cebAa ponb master HE3aBMCMMO OT HACTPOEK AaHHOIA
KOMaHAbl.

BbIK/tOUEHME pexnma, Nnpu KoTopom backup-mapwpytusatop ¢ 60-
Nlee BbICOKMM NPMOpUTETOM ByAeT NbiTaTbCA NepexsaTunTb Ha ceba
poJsib master y TekyLiero master-mapLpyTtusatopa ¢ 601ee HU3KUM
NPUOPUTETOM.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254);
Mo ymonyanuto: 255
ana snagenoua IP-
agpeca, 100 ana

HasHauyeHune npuoputeta VRRP-mappyTtusaTopa.

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

OCTa/IbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoyeHne VRRP-NpoToKo1a Ha AaHHOM UHTepdeiice.
no vrrp vrid shutdown Mo ymonyaHuto: BkntoyeHne VRRP-npoToKona Ha JaHHOM UHTepdelice.
BbIK/tOYEH
vrrp vrid source-ip ip_address vrid: (1.255); OnpegeneHune peanbHoro VRRP-agpeca, Kotopblii byaeT ncnonbso-

no vrrp vrid source-ip

Mo ymonuanuio: 0.0.0.0

BaTbCA B KayecTse IP-agpeca otnpasutens ana VRRP-coobLLeHUi.

YCTaHOBKa 3HAY€HUA N0 YMOAYAHUIO.

vrrp vrid track object-id
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
object-id: (1..64);
decrement: (1..253)

M3meHsaeT npnoputet VRRP-mapLupyTM3aTopa npu M3meHeHumu co-
cTOAHMM TpeKa. Mpu nepexose Tpeka B cocToaHWe down npuoputeT
VRRP-mapLipyTM3aTopa NOHUXKaeTca Ha 3HadeHue decrement_pri-
ority unu Ha 10, ecnu 3HaueHue decrement_priority He ykasaHo.

OTmeHseT nsmeHeHue npunoputera VRRP-mapupytmusaTopa.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonyanumio: 1 cek

OnpepeneHne nHTepBasa Mexay aHOHCaMM master-mapLupyTmsa-
Topa. Ecnv uHTepBan 3agaH B MUAIMCEKYHAAX, TO MPOUCXOAUT
OKpyrneHne BHU3 A0 baunkanwein cekyHabl gna VRRP Version 2 u
00 6AvKalWmMX coTbIX Aonei cekyHabl (10 munnucekyHa) ans
VRRP Version 3.

YcTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.
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HELTEX

vrrp vrid version {2 | 3 | 2&3}

no vrrp vrid version

OnpegeneHune nogaepxusaemoit sepcum VRRP npotokona.

-2 — noppepxkusaetca VRRPv2, onpepeneHHbin 8 RFC3768. Mony-
Yyaemble VRRPv3-coobuieHMa oTOpacbiBalOTCA MApLLPYTM3aTOPOM.
OTtnpasnatTca Tonbko VRRPV2-aHOHCbI;

-3 — nogaepxkueaetca VRRPv3, onpeaeneHHbit B RFC5798, 6e3
coBmectumocTtn c VRRPv2 (8.4, RFC5798). Monyyaembie VRRPvV2-co-
obuweHna oTbpacbiBaloTcA  MapupyTM3aTtopom. OTnpasastoTca
ToNbKO VRRPV3-aHOHCbI;

- 2&3 — noppepkmeaetca VRRPv3, onpeaeneHHbin B RFC5798 ¢ 06-
paTHOW coBmecTumocTbio ¢ VRRPv2. Monyyaembie VRRPv2-coo6-
weHmAa obpabatbiBaloTcA  MapluipyTu3aTopom. OTnpasasatoTcA
VRRPV2- n VRRPv3-aHOHCbI.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum exclude

Mo ymon4yaHuio:
MCnonb3yeTca MeTos,
pacyeTa KOHTPO/IbHOM

BKNHOUMTb METOZ, pacyeTa KOHTPOIbHOM CyMmbl B 3arosioBke VRRP
6e3 yyeTa ncesgo3aronosKka. RFC 3768.

YCTaHOBWUTb METOZA, PacyeTa KOHTPOIbHOM CYMMbI, ONpese/ieHHbl i

no vrrp vrid accept mode

pseudo-header CYMMbI C B8 RFC5798, no ymonyaHuio.
ncesA03aro/I0BKOM
vrrp vrid accept mode [accept | YcTaHaBMBaET peXxnm paboTbl 06paboTKM NaKeToB, aApPecoBaHHbIX
drop] Ha BMpPTyasibHbI agpec:
- accept — VRRP-mapwpyTtusaTop B coctoaHun Master byaet npu-
HMMaTb NaKeTbl, afpecoBaHHble Ha BUPTYaNbHbI agpec, Aaxke
-/drop; €C/IM OH He ABNAETCA BNafeNbLEeM 3TOro afpeca;
vrid: (1..255) - drop — VRRP-mapLpyTm3aTop B cocToaHun Master byaeT otbpa-

CblBaTb NaKeTbl, agpecoBaHHbIE Ha BVIpTyal'Ibelﬁ ajgpec, ecam oH
He ABNAEeTCA BNagenblem 3Toro agpeca.

YCcTaHOBKa 3HAaY€HUA N0 YMOYAHUIO.

vrrp vrid authentication {text
word | md5 key-chain key |
md5 key-string { string |
encrypted md5-string }}

no vrrp vrid authentication

word: (1-8) cumBon0B;
key: (1-32) cumonos;
string: (1-80) cumBonOB;
md5-string: (1-128) cum-
BOJIOB;
vrid: (1..255);
Mo ymonuaHuio:
ayTeHTUdMKaumA
OTK/IlOYEeHa

YcTaHaBAMBAET peXmMm ayTeHTuduKkaumm ansa naketos VRRP:

- text — noacTaHoBKa B VRRP-nakeTbl napons gns ayteHTUduKaumm
B He WndpoBaHHOM BUAE;

- md5 key-chain — noacraHoBka B VRRP-nakeTbl napons ana ayteH-
TMPUKaLMK B LUIMPPOBAHHOM BMAE C MOMOLLBIO CKOHPUTYpUpOBaH-
HOro K/oYa WudpoBaHus;

- key — CKOHPUIYpPUPOBaAHHbIN KAOY WNPpOoBaHUS;

- md5 key-string — noactaHoska B VRRP-naKkeTbl napons Ana ayTeH-
TMdMKaumMmM B LULMGPOBAHHOM BUAE C MOMOLLBIO 3a4aHMA Mapos;

- string — Naponb 3a43eTcA B OTKPLITOM BUAE (XpaHWUTCA B 3awnd-
poBaHHOM);

- md5-string — naponb 3agaeTcA B 3aWndpoBaHHOM BUAe.

YCTaHOBKA 3HA4YeHUA No YMONYaHUIO.

KomaHObi pexcuma Privileged EXEC

Bce KomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJb30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

411

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

Tabnuua 353 — KomaHap! pexkuma Privileged EXEC

3HayeHue/3HayeHue .
KomaHoa Aelicmesue
o ymMoA4aHuio
show vrrp [all | brief | MpocmoTp KpaTKoW nau aetanbHol MHGOpMaL MM ANA BCEX UK
counters interface OfHOrO HAaCTPOEHHOro BUPTyabHOro mapLpytusatopa VRRP.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

- all — npocmoTp MHbOpMaLMK O BCeX BUPTYasIbHbIX MApLLPYTH-
3aTopax, BK/HOYAA OTKNOYEHHDIE;
- brief — npocmoTp KpaTKON MHPOPMALUKN O BCEX BUPTYaAsIbHbIX

twe_port | MapLIpyTU3aTopax;
. hu_port: (1..8/0/1..32);
:En:;(reflglgabltethernet fo_port: (1..8/0/1.32); - counters - oTobpakaeT cyeTynku gna VRRP.

group: (1..128);

fourhundredgigabitethernet vian, id: (1..4094)

fo_port | port-channel group |
vlan vian_id}]

[pumepbl 8b1M0AHEHUA KOMAHO

HactpouTb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3osaTb 3TOT aZ4pec B KayecTse agpeca BMpTyanb-
HOro mapuwpyTmsaTopa. Bkatounte VRRP-npoToKon Ha uHtepdeiice VLAN.

console
console
console
console

config-vlan) # interface vlan 10
config-if)# ip address 10.10.10.1 /24
config-if)# vrrp 1 ip 10.10.10.1
config-if)# no vrrp 1 shutdown

— e~~~

MocmoTpeTb KoHpUrypaumto VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.34.11 Hacmpolika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sonneT 6bicTpo 06HapyKUTb HEMCNPABHOCTU NNHKOB. BFD moxeT paboTtaTb Kak
CO CTaTUYECKMMM MapLLPYTaMm, Tak 1 C NPOTOKOAaMN ANHAMUYECKOM MmapLpyTm3aummn RIP, OSPF, BGP.
B Tekywen Bepcum MO peannsosaHa paboTa c npoTtokosamu IS-1S, OSPF, BGP.

AnnapaTtHbit BFD peanusosaH TonbKo B VRF no ymonuaHuio. B octanbHbix VRF npumeHs-
e eTcA nporpammHbiii BFD.

’ ' AnnapatHbiii BFD He peanusosaH gna mogenen MES2300-xx/MES2310-xx/MES3300-xx.
e Dna paHHbIX Mogeneii npumeHsaeTca NporpammHbiii BFD.
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A ELTEX

.‘

HauuHasa c Bepcum 6.6.12, sBkntoueHue annapatHoro BFD ucnonb3yer yactb pecypcos TCAM,
npumeHsaembix ana o6pabotku offset-nncros B pamkax ACL, 4To NpUBOAUT K YyMEHbLUEHUIO

KOJIMYecTBa A0CTYMNHbIX K HacTpoiike UDB-komnapaTtopos. Mpu BKAOYEHUU pe3epBupyeTtca
06béMm, aKBUBaNEeHTHbIA 5 UDB-Komnapartopam. Mpu Hannuuu nuueHsuu EVPN, aononHu-
TenbHO pe3epBupytorca ewé 4 UDB. [laHHan N0oruKa coXxpaHAeTcsa, B TOM Yuciae, npu MHULU-
anun3auum ycTpoiicTBa nocie nepesarpysku.

Mpo UDB-KomnapaTtopbl U UX Koanyecrtso cm. Mpunoxkenue Q. PyHKUMOHAN KOMMyTaTOpa,
ucnonb3yowmini TCAM u UDB.

KomaHOb! pexcuma 2106aa6HoU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B PeXKMUME r106anbHOM KOHPUTypaLmK:

console (confiqg) #

Tabnvua 354 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

bfd neighbor ip_addr
[interval int ] [min-rx min]
[multiplier mult_num]

no bfd neighbor ip_addr

int: (150..1000)/150
min: (150..1000)/150
mult_num: (2..15)/3

YKa3aTb napameTpbl BFD-ceccuun gnsa BFD-coceaa.

- int — MUHUManNbHLIM UHTEpPBaN nepegayn Ana obHapyXKeHuA
own6KY;

- min — MWMHMMaNbHLIN MHTEpBan Npuéma Ana obHapyKeHuA
OWKNBKY;

- mult_num — KonnyecTBo NOTEpPAHHbIX MaKeToB A0 pa3pbiBa
ceccum.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

KomaHOwb1 pexcuma Privileged EXEC

Bce KOMaHAbl AOCTYMNHbI A4 NPUBUNETMPOBAHHOTO NO/b30BaTENS.

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 355 — KomaHgb! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

HAelicmeue

show ip bfd neighbors
[ip_addr] [detail]

[ vrfvrf_name | all ]

[ detail ]

MpocmoTp nHPopmauumn o6 akTmBHbIX BFD-cocegsax.

5.34.12 TlNpomokon GRE

GRE (Generic Routing Encapsulation) — npoTokon TyHHeNMPOBaHUA ceTeBbIX NaKeToB. Ero ocHOB-
HOe Ha3sHayeHMe — MHKaMNCyAsaLuns NakeToB ceTeBoro yposHa ceteso mogenn OSI B IP-nakeTbl. GRE moxeT
ncnonb3osBatbca Ana opraHmsaummn VPN Ha 3-m yposHe mogenun OSIl. B kommyTaTopax MES peannsosaHbl

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 413
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cTaTU4ecKkune Heynpasasemble GRE-TYHHeNU, To ecTb TYHHeNU CO34at0TCA BPYUHYO nyTem KoHdUrypuposa-
HMA Ha NOKANbHOM WM yAaneHHOM y3nax. MapameTpbl TYHHENA 418 KaXKAoM U3 CTOPOH A0/XKHbI BbITb B3au-
MOCOr/1aCoBaHHbIMM UAN NEPEHOCUMMbIE AaHHble He ByayT AeKancyAnMpoBaTbCa NapTHEPOM.

' ' DOna kommytatopos MES5410-48, MES5500-32, MES5700-32 pa6ota ¢yHKLMIA TYHHEAupo-

e BaHMA OrpaHMYeHa HaCTPOMKOM Npoduan nepepacnpeseseHna annapaTHbix pecypcos. Mpu

ucnonb3oBaHuu npoduna min-13-max-12 pabora pyHKLUMOHANA TYHHENIMPOBAHMUA B TEKYLLEN

sepcumn MO HeBOo3MOXKHA. CMm. KomaHAy system forwarding resources mode B paspgene 5.5
KomaHgbl ynpaBieHUsa CUCTEMOA.

KomaHOb! pexcuma 2n06aa6HoU KOHU2ypayuu

Bup, 3anpoca KOMaHAHOM CTPOKM B pexknme rnobanbHoi KoHGUrypaumu:
console (config) #

Tabnunua 356 — KomaHab! pexkuma rnobanbHomn KoHduUrypaumm

3HaveHue/3HavyeHue ”

KomaHoa / Aelicmesue
no ymon4aHuro

interface Tunnel tunnel_id tunnel_id: (1..16) Co3patb UHTepdeiic TyHHens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica myHHens

Buz 3anpoca KOMaHAHOM CTPOKM B peXnume KOHPUrypaunmn nHtepdeiica TyHHena:
console (config-tunnel) #

Tabnnua 357 — KomaHgb! pexkuma KoHpurypauum nHtepderica TyHHens

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
Tunnel mode gre ip 3apatb TMn TyHHenAa GRE ¢ ucnonbsosaHuem IPv4.,
- -/BbIKNOYEHO
no Tunnel mode gre ip YpanuTb TyHHeNb.
Tunnel source HasHauutb IP-agpec nnm uHtepdelic, Kotopbii byaeT ncnosnb-
{ipv4_address | 30BaTbCA B KayecTBe ajpeca OTNPaBUTENA  BHELLIHEro
gigabitethernet gi_port | gi_port: (1..8/0/1..48); IP-3aronoska GRE-TyHHenA.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48);
group | tunnel tunnel_id | vlan_id: (1..4094)
vlan vian_id }
no Tunnel source Ypanuts IP-agpeca oTnpasutens.
Tunnel destination {_URL_ HasHauuTb IP-agpec nonyyatens (KoHUa TyHHens).
| ipv4_address} -
no tunnel destination Ypanute IP-agpec nonyyatens.
ip address ipv4_address YcTaHoBUTb IP-agpec uHTepderica TyHHens. C MCnonb3oBaHWem
3TOro agpeca KOMMYTaTop AOCTyneH yepes TyHHenb. MoxeT
- MCMO/Ib30BaTbCA B KAaYeCTBE LW/I03a Ha YAa/leHHOM ycTpoicTae
NPy MapLUpyTM3aLmMK B TYHHEND.
no ip address Ypanute IP-agpec uHTepdeinca TyHHens.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

414 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

Tabnuua 358 — KomaHabl pexkmma EXEC

3HavyeHue/3Ha4yeHue .

KomaHda / Aeilicmeue
no yMmoA4YaHuo

show ip Tunnel [ tunnel-id ] tunnel_id: (1..16) OT106pa3unTb MHGOPMaLUM TYHHENS.

show ip interface Tunnel
tunnel_id

:ll;r?r\:;li-r;;erfaces Tunnel tunnel_id: (1..16) OT06pa3nTb MHPOpMaLMIo HTepdelica TyHHeNs.

tunnel_id: (1..16) OT06pa3unTb MHPopmaumto 06 IP-uHTepdelice TyHHeNA.

[Mpumep Hacmpoliku myHHens

Co3faHue TyHHeNA U HaCTPOMKA CTAaTUYECKOro MapLUpyTa ANA CeTU, Haxo4ALLeNCA Ha NPOTUBOMNO-
JIOXKHOW CTOPOHE TYHHeNA:

® B KayecTBe NOKA/NbHOro agpeca gnAa TyHHena ucnonobsyetca IP-agpec 192.168.1.1;
e B KayecTBe yAaneHHOro agpeca aAnda TyHHena ncnonbsyetca IP-agpec 192.168.1.2;
e |P-agpec TyHHeNna Ha nNoKanbHoW cTtopoHe 172.16.0.1/30;

® CeTb Ha MPOTMBOMNOJ/IOXHOW CTOPOHe TyHHens 10.10.1.0/24.

console (config) #vlan database

console (config-vlan) #vlan 301

console (config-vlan) #exit

console (config) #interface tengigabitethernetl/0/1
console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 301
console (config-if) #exit

console (config) #interface vlan 301

console (config-if) #ip address 192.168.1.1 /24

console (config-if) #fexit

console (config) #interface Tunnel 1

console (config-tunnel) #Tunnel mode gre ip

console (config-tunnel) #Tunnel source 192.168.1.1
console (config-tunnel) #Tunnel destination 192.168.1.2
console (config-tunnel) #ip address 172.16.0.1 /30
console (config-tunnel) #exit

console (config) #ip route 10.10.1.0 /24 Tunnel 1

’ Ha sBctpeyHOM yCTpOﬁCTBe HQOGXOAMMO BbINOJ/IHUTb B3aUMOCOTr/1aCOBaHHbIe HaCTpOﬁKM.
-

5.34.13 KoHdepueypayusa supmyansHoli obaacmu mapwpymusayuu

VRF (Virtual Routing and Forwarding) — 3To TexHon0rus, KoTopas NO3BONAET HECKOJIbKMM JK3eM-
naspam Tabanubl MapLIpyTM3aLMm COCYLLECTBOBATL B OA4HOM MapLUPyTM3aTOpe OAHOBPEMEHHO.
CnucoK noaaepaHHbix B VRF GyHKLMI focTyneH B pasgene ®yHKuum B VRF.

V Kommyrtatopbl cepuit  MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P,
MES35001-8P8F, MES35001-24F He noppep:usBatot paboty ¢ MP-BGP, goctyneH TO/nbKO
¢yHKumnoHan VRF-Lite.

Tabnunua 359 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue .
KomaHoa HAelicmeue
no ymoa4aHuro
ip vrf [vrf_name] vrf_name: (1..32) cum- Co3paHue BMPTYyanbHOM 061acTU MapLupyTU3aumum.
no ip vrf [vrf_name] BO/a YaaneHue BupTyanbHOW 061acT MmapLupyTU3aumm.
Ethernet-kommymamops! ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 415
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Tabnmua 360 — KomaHabl pexmma KoHpurypaumm nHtepoeiica

3HayeHue/3Ha4yeHue .
KomaHoa Aeilicmeue
no yMoaYaHuro

ip vrf [vrf_name] MpwuBaska nHTepdeiica K 061acTv BUPTyabHOM MapLIpyTM3a-

umun. Mocne BBOAa KOMaHAbI BCE CO34aHHbIE B AanbHelwem IP-

vrf_name: (1..32)
- aapeca byayT accoummnpoBaTbes ¢ VRF, K KoTopomy 6bin npusa-
cMMmBOAa o

3aH UHTepodeiic.

no ip vrf OTBA3Ka UHTepdelica oT 061aCTM BUPTYyaIbHON MapLLPyTU3aLUK.

KomaHObI pexcuma KoHgpuaypayuu VRF

Buza 3anpoca KomMaHAHOWM CTPOKM B pexknume KoHdurypaumm VRF:
Console (config-vrf) #

Tabnnuya 361 — KomaHab! pexkmuma KoHpurypauum VRF

3HaveHue/3HavyeHue .
KomaHoa / Aelicmesue
10 yMoA4aHuio
route-target {import | 3afaTb 3HaYeHMe pacwmnpeHHoro BGP-KombloHUTH route-tar-
export | both} get.

- import — umnopTUpoBaTb KOMbIOHUTH;
- export — 3KcnopTUpoBaTb KOMbIOHUTY;
- both — skcnopTMpoBaTh M UMNOPTMPOBATH KOMBIOHUTH.
ASN2:NN or IPV4:NN or | ®opmat 3anncy KOMbIOHUTH:
ASN4:NN/- ASN2 — 16-6uTHOE 3HayeHue AS;
ASN4 — 32-6uTHOE 3HayeHue AS;
IPv4 — IPv4-appec;
NN —yuncnosoe 3HayeHue route target.
no route-target {import | YpanuTb 3Ha4YeHWE KOMbIOHUTU.
export | both}
rd route-distinguisher

3a4aTb 3Ha4YeHMe pacwmnpeHHoro BGP-kombloHUTH route-dis-
tinguisher.
Yaanutb 3Ha4eHMe KOMbIOHUTH.

ASN2:NN or IPV4:NN
or ASN4:NN/-

no rd

Tabnunua 362 — Komanapl pexkuma EXEC

3HavyeHue/3Ha4yeHue o
KomaHoa / Aelicmeue
Mo ymMoa4YaHuro
show ip vrf [all [vrf_name] vrf_name: (1..32) cum- BbiBOA MHPOPMALMM O CO3AAHHBIX BUPTYabHbIX 061aCTAX MapLuU-
BOJ/a pyTM3auunn n 06 L3-nHtepdeiicax, KOTopbie B HUX HAXOAATCA.

V dyHKUMK, noaaeprKaHHble anA paboTbl B VRF: pasgen: 2.2.6 ®yHKuum B VRF.

5.35 KoHodurypauma VXLAN

VXLAN — 3To BMpTyanbHasa paclimpeHHaa yactHasa ceTb (Virtual eXtensible Local Area Network).
[aHHaA TexHoNOrMA No3BoAAET ynakosbiBaTb Ethernet-kaapbl 8 UDP-cermeHTbl M TPaHCNOPTUPOBATDL MX MO
IP-ceTn.

VTEP — Virtual Tunnel End Point, ycTpocTBO, Ha KOTOPOM Ha4yMHaeTcs UK 3akaHumBaeTca VXLAN-
TOHHenb. Mogenu, onucbiBaemble B 4aHHOM PYKOBOACTBE, MOTYT AelcTBOBaTb B Kayectse VTEP.

B KauectBe control plane gna VXLAN wucnonbsyetca EVPN. 3To pacwupeHue npoTtokona BGP,
KOTOpoe NO03BO/AET CETU MepeaaBaTb MHGOPMALMIO O AOCTYMHOCTM KOHEYHOrO YCTPOMCTBA, TaKyl Kak
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MAC-agpeca ypoBHA 2 1 IP-agpeca ypoBHA 3. 9Ta TEXHONOMMA NIOCKOCTU ynpaBaeHma ncnonbsyet MP-BGP
ana pacnpegeneHma MAC-aapecoBs 1 IP-agpecoB KOHeYHbIX yCTponcTs, rae MAC-agpeca paccmaTtpuBaroTcs
Kak mapuwpyTbl. EVPN nossonseT ycTpoiictBam AencTBoBaTb B Kayectse VTEP ana obmeHa nHpopmaumeit
MexAay coboi 0 AOCTYNHOCTN CBOMX KOHEYHbIX YCTPOWCTB.

¥
Y

Moapeprxka VXLAN npepocTaBnfaerca Nno AMLUEH3UN.

dyHKuymnoHan VXLAN TpebyeT pesepBupoBaHuA annapaTHbIX pecypcos. CBeaeHUA 0 XapaK-
TePUCTUKAX PeCcypcoB ANA KOHKPETHbIX mMoAeneii KOMMYTaTOpPoOB NpUBeAEHbl B pasaene

4.5.2.3 BblgeneHue annapaTHbIX pecypcos nog, MueH3npyemblii GyHKLMOHAN.

.‘

EVPN/VXLAN He nopaep»uBaercsa.

.‘

DOna KommyTtatopos cepuit MES2300-xx, MES3300-xx, MES35001-xx u MES5312 TexHonorus

Ona kommytatopos MES5410-48, MES5500-32, MES5700-32 pa6ota ¢yHKLMIA TYHHEeNAupo-
BaHMA OrpaHMYeHa HaCTPOMKOM Npoduan nepepacnpeseneHna annapaTHbix pecypcos. Mpu

ucnosb3oBaHuu npodpuna min-13-max-12 pabora ¢pyHKUMOHANA TYHHEANPOBAHUA B TEKYLLEN
Bepcun MO HeBo3MOXKHA. CM. KOMaHAy system forwarding resources mode B pasgene 5.5

KomaHAabl ynpaBaeHUA CUCTEMOM.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

ponu Spine, Tak u B ponu Leaf.

Jioboit KommyTtaTtop ¢ noaaep:Kko ¢pyHkunoHana VXLAN moKeT UCNoNb30BaTbCA KaK B

Buza 3anpoca KoMaHAHOM CTPOKM B peXnume rnobasbHON KoHOUrypaumm:

console (config) #

Tabnnua 363 — KomaHabl pexuma rnobanbHomn KoHduUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

vxlan word

word: (1..64) cumBona

no vxlan word

Co3aatb VXLAN-MHCTaHC € umeHem word 1 nepenTn B pexmm
ero KoHdurypaumu.

Ecan VXLAN-MHCTaHC C TaKMM MMEHEM YKe Cco34aH, TO ne-
PenTU B peXKMM ero KoHdurypauum.

Yapanutb VXLAN c umeHem word.

anycast-gateway

mac_address: H.H.H naun
mac-address mac_address

H:H:H:H:H:H nnn H-H-H-
H-H-H/
He 3aZaHo

no anycast-gateway
mac-address

3agatb BUpTyanbHbit MAC-aapec, KoTopblii 3ameHsieT 6aso-
Bbln MAC-agpec KommyTaTopa B ARP-coobLieHMAX, Ucxoas-
WMX C MHTepdencoB, Ha KOTOPbIX AaHHAA YHKUMA aKTUBHA.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

arp suppression-cache
timeout timeout

no arp suppression-cache
timeout

timeout: (30..40000000)/
300 cekyHp,

3a4aTb MaKcMManbHoe BpemMsa K13Hu 3anuceit Tuna local 8
Tabavue arp suppression-cache.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

ip dhcp information option
vpn [link-selection |server-
override | virtual-subnet]

-/BbIK/IOYEHO

no ip dhcp information
option vpn

PaspewunTb ycTpolicTBY fobaBneHune B onumto 82 (ecnu eé po-
H6aBneHue paspeLlleHo) AONONHUTENbHbIX NOAOMNUNNA:

-vpn — gobasuTb nogonumm 5, 11 n 151;

- link-selection — n06aBuTb TONbLKO NogoNLUMIO 5;

- server-override — n06aBuTb To/IbKO Nogonuuio 11;

- virtual-subnet — go6asutb TonbKO Nogonuuto 151.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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ip dhcp relay source-
interface [gigabitethernet

gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port: (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet fo_port: (1..8/0/1..32);
hu_port | group: (1..48);
fourhundredgigabitethernet loopback: (1-64);
fo_port | portchannel group vlan: (1..4094);

| Loopback loopback | vian vrf_name: (1..32)
vlan_id] [vrf vrf_name] cMmBOAa

no ip dhcp relay source-
interface [vrf vrf_name]

3agatb uHTepdelic ycTpoiictBa, IPv4-agpec KoTtoporo byaget
Mcnonb3oBaTbcA B KayectBe IP-agpeca uctoyHuka B IP-
3arosioBKe M 3HauyeHus nons Relay agent IP address B coobuue-
HusAx npoTokosaa DHCP oT relay-areHTa.

Ecnv Ha yKazaHHOM nHTepdelice He HacTpoeH IP-aapec, To npu
Bblbope IP-agpeca UcTouHMKa ByeT cnosb30oBaTbCA NoBese-
Hue relay-areHTa no ymonyaHumio.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

evpn ethernet-segment
multihoming core-tracking
delay time

no evpn ethernet-segment
multihoming core-tracking

seconds: (1-300)/0 cek

BK/OUNTL 3a4eprKKy nepeBoaa ethernet-segment u3 errdisa-
ble cocToaHus.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

bgp router-id

no evpn source-interface

delay time
evpn source-interface loopback: (1-64)/ 3agatb loopback-uHTepodeiic, KoTopblt ByaeT ABAATLCA UCTOY-
loopback loopback P ) HUKOM An1a noctpoeHua VXLAN-TyHHenen.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHguaypayuu VXLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B pernume pexkmme KoHourypaumm VXLAN:

console (config-vxlan) #

Tabnunuya 364 — KomaHabl pexkuma KoHdpurypaumm VXLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

arp-suppression
p-supp -/BbIK/OYEHO

no arp-suppression

BkntounTb dyHKUMIO arp-suppression B Tekywent VXLAN v B cBA-
3aHHOM ¢ Hei VLAN.
OpHoBpemeHHas paboTa B ogHOI U Toii ke VLAN
! ¢yHKUMi1 arp-suppression 1 arp inspection 3anpe-
weHa.
BkntoueHue pyHKUUM TpebyeT BbigeneHUs Jonon-
! HUTeNbHbIX pecypcoB TCAM Ha ycTpoiicTBe, 4TO
NPUBOAUT K YMEHbLLEHUIO KOJIMYECTBEHHDbIX XapaK-
TEPUCTUK HEKOTOPbIX CETEBbIX CEPBUCOB.
Cm. pasgen 2.2.2 Ucnonb3oBaHue TCAM.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

shutdown
-/no shutdown

no shutdown

YCTaHOBUTb agMUHUCTPaTMBHBIN cTaTyc DOWN gna VXLAN-uUH-
CTaHCca.

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

vlan vian-id
no vian

vlan-id: (1-4094)

3agatb vian id, KoTopsbii 6yaet cesizaH ¢ VXLAN-uHcTaHCOM.

Ypanutb cBasky vlan id ¢ VXLAN-MHcTaHCcOM

vni vni-id [ip-routing]

vni-id: (1-16777214)

no vni

3apatb Virtual Network Identifier (VNI), koTopsbiit 6yaet uc-
Nonb30BaTbCA B pamKax gaHHoro VXLAN.

- ip-routing — yKasbiBaeT, YTo AaHHbIM VNI 6yaeT ucnonbso-
BaTbCA AnA uHkancynaumm B VXLAN IP-nakeToB, mapLipyTnsu-
pyembix B VRF.

YpanuTb 3agaHHbIln VNI,

route-target { export | im-

port | both } community

community: (ASN2:NN,
IPV4:NN, ASN4:NN)

Co3spaeT cnnckn nmnopTa u akcnopTa Route Target Community:
- export — no6asuTb Route Target Community K akcnopTupye-
MOW MapLLpPYTHON MHPOPMaLMK;

- import — uMnopTMpoBaTb MapLLPYTHYIO MHPOPMALMIO C YKa-
3aHHbIM Route Target;

- both — ykasatb umnopT 1 akcnoprt.
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no route-target { export |
import | both } community

YpanaeT cnMckn nmnopTa u skcnopta Route Target Commu-
nity.

mcast-group ip_mul-
ticast_address

no mcast-group

-/BbIKIOYEHO

Bkntounte B Tekywert VXLAN pexum penaukaumm BUM-
Tpadmka c nomowpto PIM Multicast n npussasbiBaeT rpynnosoi
agpec K aaHHol VXLAN. 3ToT agpec 6yaeT Mcnonb3oBaTbCA Kak
aapec Ha3zHayveHua B VXLAN nakeTax.
- ip_multicast_address — rpynnosoi IP-agpec.
[na nonyyeHus TpadumKa yKasaHHOM B KOmaHae
) BbilWe rpynnbl Heo6x0AMMO BKAOYEHUE
V npotokona PIM Ha uHTtepdeiice loopback ¢
YyKa3zaHMem JaHHOMW rpynnbl KaK CTaTU4eCcKOil.
OnucaHue COOTBETCTBYIOLMX KOMaHA, B
cnepyiouweii Tabnuue.

~ Bce VTEP B ogHOoM VNI gonKHbI UCNONb30BaThb
V OAMH M TOT XXe MmeTop, peniukauuu. B cnyyae
multicast Ha Bcex VTEP B ogHom VNI gonxkeH

MCNONb30BaTbCA OAUH U TOT }Ke agpec rpynnbl.

MaKcumanbHoe KOMYecTBO YHUKanbHbIX mul-
ticast VXLAN TyHHeneii (multicast rpynn) 256.

V OpHa multicast rpynna moxkeT 6bITb Ha3HaYeHa Ha
HeckonbKo VXLAN TyHHeneu.

YCTaHOBWUTb 3HaYeHue Nno YMONYaHUIO.

V [Ona KoppeKTHOI paboTbl VXLAN Heob6xoaumo yctaHoBneHue ceccun BGP mexay loopback-
uHTepdeicamm ycTponcTB ¢ ykasaHuem agpeca loopback B Kauectse bgp router-id.

KomaHObI pexcuma KoHguaypauyuu uHmepageltica loopback

Buza 3anpoca KoMaHAHOM CTPOKM B pexnme KoHUrypaumm nutepdeica loopback nmeet sna:

Console (config-if) #

Tabnunua 365 — KomaHabl pexkuma KoHpurypauum nHtepdelica loopback

ip igmp static-group
ip_multicast_address

no ip igmp static-group
ip_multicast_address

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymMoa4aHuro
ip pim -/BbIKOYEHO BkntoumTb npoTokon PIM Ha uHTepdelice.
no ip pim YCcTaHaBAMBAET 3HAYEHME N0 YMONYAHUIO.

Coszgaet 3anuchb (*, G) c ykasaHHOM MyNbTUKACTOBOM rpymnno
n pnobasnsaet uHtepdeiic loopback 8 OIL. OTnpaBnseT Ha RP
PIM Join ¢ yka3aHHbIM aapecom MynbTUKAcTOBOM rpynnbl.

- ip_multicast_address — rpynnoso# IP-agpec.

Ypanset 3anuck (*, G) ¢ ykazaHHON MyNbTUKAcTOBOW rpynnoi.
Otnpasnsaet Ha RP PIM Prune ¢ yka3aHHbIM agpecom MynbTu-
KacToOBOW rpynnbl.

KomaHObI pexcuma KoHguypayuu uHmepagetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnunua 366 — KomaHabl pexkuma KoHdpurypaumm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

anycast-gateway

no anycast-gateway

-/BbIKNIOYEHO

BkAtounTb GYHKUMIO anycast-gateway Ha JaHHOM UHTepdelice.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHguaypauyuu VRF

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHourypaumm VRF:

Console (config-vrf) #

Tabnunuya 367 — KomaHab! pexruma KoHpurypauum VRF

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

vni vni-id

no vni

vni-id: (1-16777214)

3apatsb Virtual network Identifier (VNI), koTopbiit 6yaet ncnons-
30BaTbcA Ana uHKancynauum 8 VXLAN IP nakeToB, mapipyTtu-
3upyembix B VRF.

Ypanute 3agaHHbin VNI,

route-target {import |
export | both}

no route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

3apaTb 3HaYeHUe pacwmpeHHoro BGP-komboHUTH route-tar-
get.

- import — uMNopTUPOBaTb KOMbIOHUTH;

- export — 3KCNopTUPOBATb KOMbIOHUTW;

- both — akcnopTMpoBaTb M UMNOPTUPOBATL KOMBIOHWUTH.
dopmaT 3annMcn KOMbIOHUTU:

ASN2 — 16-6uTHOe 3HaueHue AS;

ASN4 — 32-6uTHOE 3HayeHue AS;

IPv4 — IPv4-apgpec;

NN —uuncnosoe 3HayeHue route target.

YAannTb 3Ha4YEHNE KOMbIOHUTW.

rd route-distinguisher

nord

ASN2:NN or IPV4:NN
or ASN4:NN/-

3a4aTb 3Ha4YeHMe pacwmpeHHoro BGP-kombloHUTH route-dis-
tinguisher.

YpanuTb 3Ha4eHMe KOMbIOHUTH.

KomaHObI pexcuma KoHgu2ypayuu cekyuu route-map

Bua 3anpoca KOMaHAHOM CTPOKM B pesmume KoHdUrypaLumm cekumm route-map:

console (config-route-map) #

Tabnuua 368 — KomaHabl pexkMuma KoHOUrypaumm cekumm route-map

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

set evpn gateway-ip
ip_address

no set evpn gateway-ip

/0.0.0.0

YcTaHoBUTL 3HaveHune [P-v4 Gateway address B NLRI
otnpasnaembix EVPN-mapwpyTos Tvna 5.
- ip_address — yctaHaBnanBaemoe 3HavyeHue IP-v4 Gateway
address.
Route-map ¢ aaHHoO1 HacTpoWKoii cnepyet
ucnonb3oBaTb B KOHTeKcTe address-family 12vpn
evpn BGP-cocepa 1 TonbKo B HanpasaeHuu out.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

set as-override

no set as-override

-/BbIK/IOYEHO

BkAtounTb NnoameHy BcTpeyatoweroca B AS-Path Homepa AS Ha
CBOM NPU aHOHCUPOBAHWUW B TAKYHO e aBTOHOMHYIO CUCTEMY.

BbIkNtOUMTb MoaMeHy BcTpedatoweroca B AS-Path Homepa AS
Ha CBOW MpPW aHOHCMPOBAHMMU B TAKYI0 KE aBTOHOMHYIO CU-
cTemy.

KomaHOb! pexcuma Priveleged EXEC

Bug 3anpoca KOMaHAHOW CTPOKM MMeeT BUA.:

console#
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Tabnuua 369 — KomaHabl pexkmma Priveleged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeilicmeue

show arp suppression-cache
[local | remote | vlan]

OTobpaXkaeT cogepKMmoe Kalla arp suppression:

- local — oTobparkaeT TONbKO NOKabHbIE 3aMKCHy;

- remote — oTo6pakaeT TONbKO yAaneHHble 3anucy;

- vlan — oTobpakaeT TONbKO 3anncK, OTHOCALLMECA K YKa3aH-
How VLAN.

show evpn Ethernet-seg-
ment {port-channel group

| es_number mac-address |
esi} [detailed]

group: (1..48);
es_number:
(1..16777214);
mac_address: H.H.H nau
H:H:H:H:H:H nan H-H-H-
H-H-H;
esi: H:H:H:H:H:H:H:H:H:H

OTobpaxkaeT nHbopmaumio 06 Ethernet Segment Identifier.

show evpn inclusive-mul-
ticast [word]

word: (1..64) cumBona

OTo6parkaeT MHGOPMALMIO O MapLIpyTax TMNa 3, KOTopble Uc-
NoAb3yHTCA 414 NepeAayn LNPOKOBELLATeNbHOrO, HEN3BeCT-
HOro 04HOAAPECHOTO U MHOroagpecHoro (BUM) Tpaduka.

show evpn ingress-
replication [vni vni-id]

vni-id: (1-16777214)

BbiBognT cnucok VTEP, Kyga BbiNOAHAETCA LenesBas pac-
cblika BUM-Tpadmka metogom ingress-replication ana scex
co3gaHHbIX VNI,

- vni — BbIBOA, UHPOPMALMK BbINONHAETCA TOIbKO ANA YKa-
3aHHoro VNI.

show evpn ingress-
replication flood-domain

OTobparkaeT cnncoK Bcex yaaneHHbix VTEP B IP-pabpuke, a
Takke crnmcok VNI/VLAN, nonaswux 8o flood-domain.

Mpu HexBaTKe CUCTEMHbIX PECYPCOB A/1A LLeNeBOM PacCbiKku
BUM-TpaduKka metoaom ingress-replication, VNI nomelua-
etca Bo flood-domain. Ana takux VNI paccbinka BUM-Tpa-
¢duKa BbinonHaeTca Ha Bce VTEP IP-babpuku.

show evpn ingress-
replication resources

OTobpakaeT MHPOPMALMIO O CUCTEMHBIX PECYPCAX, UCNOb-
3ylowmxca ana pacnpocrpaHeHma BUM-Tpaduka.

show evpn mac-ip [word]

word: (1..64) cumBona

OTobparkaeT MHOOPMALMIO O MApLLPYTaxX TUMA 2, KOTOPbIE UC-
nosib3ytoTca AN nepeaaqun nHdopmaumm o MAC-/IP-agpecax.

show vxlan tunnels [word]

word: (1..64) cumsona

OTobpaxkaeT uHPopmauuto 060 Bcex ycTaHosaeHHbIX VXLAN-
TYHHENAX:

- word — umsa VXLAN. OTobpaskaeT MHpopmaumio 06 ycTaHOB-
JIEHHbIX TYHHeNAX yKkazaHHoi VXLAN.

show vxlan/word]

word: (1..64) cumsona

OTobparkaeT KpaTKyto MHPOPMaLMIO NO BCEM CO3AaHHbBIM
VXLAN-TyHHenAXx:

- word — uma VXLAN. OTobparkaeT getanbHyto MHGOpMaLMio
no ykasaHHol VXLAN.

show ip anycast-gateway

BbiBOAUT MHOOpMaLMio 06 anycast-gateway.

[Mpumep KoHpuU2ypayuu 014 98yx ycmpolicme

Meay asymsa yctpoicteamu R1 n R2 yctaHoBsneHa BGP-ceccua mexay loopback-untepdeiicamu.

BkntoueHa AF [2vpn evpn ana obecneveHuna yctaHoBneHua VXLAN-TyHHenen n nepegaym nHpopma-

umm 06 nsyyeHHbix MAC-agpecax.

CosgaH VXLAN-mHcTaHc c umeHem test_vxlan. K Hemy npusasana VLAN 1000, 3agaH VNI 1000.
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KoHourypaums 1:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R1

|

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255
exit

|

!

ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address—-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.2

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

exit

exit

|

|

end
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KoHourypaums 2:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

|

!

ip route 10.0.0.1 /32 172.16.1.1
|

router bgp 65500

bgp router-id 10.0.0.2
address—-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.1

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

exit

exit

|

|

end
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Ecam  um3yuntb MAC-agpec Ha uHTepdeitice TenGigabitEthernet1l/0/3 Ha R1, TO MOXHO
NPOKOHTPOAMPOBATb ero Hanmuue B Tabamue MAC-agpecoB Ha R2.

MocmoTpetrb MAC-agpeca, nsydyeHHble B VXLAN, MOXKHO B BbiBOoAe KOomaHAbl show mac address-
table. Tun gaHHbIX agpecos yKasblBaeTcA Kak evpn-vxlan. Mpumep BbiBOAA:

Flags: I - Internal usage VLAN
Aging time is 300 sec
Vlan Mac Address Interface Type
1 e0:d9%9:e3:26:d6:00 0 self
1000 00:00:00:00:00:10 10.0.0.1 evpn-vxlan
1000 0c:9d:92:61:9f:c4 10.0.0.1 evpn-vxlan
tel/0/1(I) e0:d9:e3:17:6b:40 tel/0/1 dynamic
tel/0/1(I) e0:d9:e3:17:6b:41 tel/0/1 dynamic

KomaHObI pexcuma KoHguaypayuu uHmepgelica Port-Channel

Buza 3anpoca KOMaHAHOWM CTPOKM pexnma KoHburypaumm nHtepdeica:
console (config-if) #

Tabnunua 370 — KomaHab! pexkuma KoHdurypaumm nHtepdelrica Port-Channel

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no yMmo/a4YaHuro
ethernet-segment esi Co3patb Ethernet Segment Identifier (ESI) c Homepom esi n ne-
pPenTU B PEKMUM KOHOUTYPUPOBAHUA.
HoW ¢ HeW VLAN.
’ ) BkatoueHue pyHKUMN Ha KommyTaTtopax MES5316A,
. MES5324A, MES5332A, MES5300-24, MES5300-48
esi: (1-16777214) - Tpebyet BbigeneHusa 512 craHpgaptHbix TCAM-npa-
BWJI, YTO NPUBOAUT K YMEHbLUEHUIO KONUYECTBEH-
HbIX XapaKTePUCTUK HEKOTOPbIX CeTEBbIX CEPBUCOB.
Cm. pasgen 2.2.2 Ucnonb3oBaHue TCAM.
no ethernet-segment esi Ypanutb Ethernet Segment Identifier c Homepom esi.

KomaHObI pexcuma KoHgu2ypuposaHusa ESI

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHpurypaumm ESI:
console (config-es) #

Tabnunua 371 — KomaHgbl pexkuma KoHdurypaumm ESI

Komanda 3Ha4yeHue/3HayeHue leiicmeue
no ymo/a4YaHuro
system-mac system_mac mac_address: H.H.H nan | 3agate MAC-agpec, ucnosnb3yemblii B Kadectse System ID npo-
H:H:H:H:H:H nnn H-H-H- | Tokona LACP.
no system-mac H-H-H Ypannte MAC-agpec.

5.36 KoH¢wurypauma MPLS

MPLS (MultiProtocol Label Switching) — TexHonorMa KommMmyTauum U NEpPeCcbUIKN NaKeToB AaHHbIX,
KOTOpas UCKAtoYaeT HeobXoAMMOCTb aHanm3a IP-3aronoBKa M Nomncka Nyt no Tabaunue IP-mapwpyTnsaumm
Ha KaXXAoM TpaH3UTHOM y3ne. AHanu3 IP-3aronoBKa BbINOAHAETCA OAMH pa3 — Ha Bxoge B MPLS-ceTh,
nocne yero nakety gobasnaetca MPLS-3aronosok 1 npuceamsaetca MPLS-meTKa. [lanbHeiwan nepeaaya
OAHHbIX OCYLLEeCTBAAETCA Ha OCHOBaHUM MPLS-3aronoBKOB. 3TO BO3MOMKHO 32 CYET MPUCBOEHUA METOK
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dOUKCUMPOBAHHOWM A/NMHbI NOTOKAaM TpaduKa, MMEIOWMM SKBMBA/NEHTHbIEe MNyTM Nepegaynm K y3nam
HasHadeHuMa B MPLS-ceTn. lMpyn 3TOM camu METKM MMEIOT JIOKasibHOE 3HauyeHWe Ha Kaxgom y3ne.
MHKancynauma MPLS-3aroioBKa Npou3BOAMTCA MEXKAY 3aroI0BKaMmn KaHaibHOrO U CETEBOrO YPOBHA.

B npouecce nepecblikn Kaxabit yzen MPLS (LSR) BbinonHaeT onepaunn gobasieHus, 3ameHbl Uan
vaaneHua metku. Kommytaums no MPLS-meTke He TpebyeT aHanusa cogepumoro IP-3arosioBKa, yto
nosblwaeT 3¢pPEKTUBHOCTb NEPECHIZIKM NAKETOB.

MPLS-MeTKM MCMONb3YHTCA O/ MOCTPOEHUA NOrnYecknx TyHHenel (LSP) BHyTpu MPLS-gomeHa
nosepx IP-ceTu. 3T TYHHEAN MOTYT UCNOIb30BATbCA A1 NOCTPOEHMA BUPTYasibHbIX YacTHbIX ceTelt (VPN)
Kak BToporo (L2VPN), Tak u Tpetbero (L3VPN) ypoBHel.

— MPLS domain — coBoKynHocTb y37108 MPLS, mexay KOTOpbIMU CyLLLECTBYIOT HEMPEPbIBHbIE
LSP.

— LSR (Label Switch Router) — maplpyTtrsatop B gomeHe MPLS, BbinonHsAOWMIA onepaymm ¢
MPLS-meTKamu (MHKancynaumn/aekancynauum/3ameHsl (push/swap/pop)) 8 3aBucumoctu
oT ponu y3na (ingress/transit/egress).

— LER (Label Edge Router) — norpaHuyHbiii mapwpyTtnsatop MPLS-ceTu, BbINOAHAOWMIA PO/b
ingress/egress LSR.

— LSP (Label Switched Path) — KommyTupyemblii MO MeTKam NyTb. ITO OAHOHaNPaBAEHHbIN
KaHan ot Ingress LSR go Egress LSR, no kotopomy byaeT HanpaB/ieH nakeT yepe3s MPLS-ceTb.

— FEC (Forwarding Equivalence Class) — Knacc MHoXecTBa NakeToB, UMEIOLWMX OA4MHAKOBbIN
NyTb OTHOCUTENbHO TeKyliero ysna MPLS-gomeHa. MaeHTMdMKAaTOpoOM Knacca sBAseTca
afpecHbln npeduKc HasHadyeHusa (IP-agpec wMAM noaceTb HasHauyeHWA), BCe MOTOKMW,
npuHaanexKawme ogHomy Knaccy (ogHomy FEC), ucnonb3syoT oguH LSP.

— P-mapuwpyTtusartop (provider) — TpaH3UTHbIA MapLupyTm3aTop B MPLS-gomeHe, KOTopbil He
ABNAETCA TOYKON TEPMUHALMWN CEPBUCOB BUPTYa ibHbIX YaCTHbIX CETEN.

— PE-mapuwpyTusatop (provider edge) — norpaHu4YHbIM MapLupyTM3aTOp CO CTOPOHbI MPLS-
OOMEHa, ABNAIOLLMINCA TOYKOM TEPMUHALNMN CEPBUCOB BUPTYANbHbIX YAaCTHbIX CETEN.

Moppepka MPLS npegocraBnaeTca nNo NLEH3UN.

B TteKyuweit Bepcun MO noppepaHa 6asoBaa pabotra MPLS B TpaHCNOPTHO NAOCKOCTU
(underlay) u pa6ota IPv4 Unicast L3VPN B cepucHoi naockoctu (overlay).

Ona kommyTtatopos cepuit MES2300-xx, MES3300-xx, MES35001-xx u MES5312 TexHonorus
MPLS He noaaepkusaerca.

= K K

B Tekyweii Bepcun NO ¢pyHKumoHan EVPN/VXLAN n MPLS asBnaoTca B3aMMOMCKAIOYaIO-
wmmm.

.‘

B TeKyuieii Bepcumn NO He nopaep)kaHa coBmecTHaAa pabora MPLS u dotlq Ha ogHOM UHTep-
deiice.

.‘
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.‘

A

B TeKyuweii Bepcum MO nogaeprkaHa TONbKO cTaTudeckaa annokauua ECMP-pecypcos gns
MPLS LSP. Bo usbexxaHue nepepacxoga u gedpuumnta annapaTHbIX pecypcoB yCTpoicTBa pe-
KOMeHAyeTcA yCTaHaB/IMBaTb 3HauyeHue ip maximum-paths He 60onee 4 anbTepHATUBHbIX Ny-
Teil.

DOna kommytatopos MES5410-48, MES5500-32, MES5700-32 pa6ota ¢yHKLMIA TYHHEAupo-
BaHMA OrpaHMYeHa HaCTPOMKOM Npoduan nepepacnpeseneHna annapaTHbix pecypcos. Mpu
ucnonb3oBaHuu npoduna min-13-max-12 pabora pyHKLUMOHANA TYHHENIMPOBAHMUA B TEKYLLLEN
sepcumn NO HeBO3MOXKHa.

Tabnunua 372 — PacnpegeneHue pecypcos ana MPLS-TyHHenel

MaKcumanbHoe Yucno
MaKcumaneHoe 4ucso
. mpaHcnopmHbix
myHHeneli ecex " MakcumaneHoe Yyucao | MakcumansHoe 4ucno
Tun myHHens/ myHHeneli ecex . .
munoes, pa3denaemoe cepeucHbIx myHHeneli | cepeucHbix myHHenel
Kommymamop munoes, pa3densemoe
0119 UHKancynayuu u 008 uHKancyaayuu 0na dekancyaayuu
0019 UHKancynayuu u
deKkancynayuu
dekancynayuu
MES5316A 4127 2048 2048 15
MES5324A 4127 2048 2048 15
MES5332A 4127 2048 2048 15
MES5300-24 4346 2032 2048 15
MES5300-48 4346 2032 2048 15
MES5305-48 4362 2048 2048 15
MES5310-48 4362 2048 2048 250
MES5320-24 4362 2048 2048 250
MES5400-24 4362 2048 2048 250
MES5410-48 4362 2048 2048 250
MES5500-32 4362 2048 2048 250
MES5700-32 4362 2048 2048 250
MES5400-48 4362 2048 2048 250
Tun pasaenaemoro ARP 1 TCAM ARP 1 TCAM ARP TCAM
pecypca

PYHKUMU MHKANCYNALUKM U AeKancynaunmn Tpaduka ansa TPAHCNOPTHLIX U CePBUCHBIX MPLS-
TYHHenel ucnonb3yloT obwme pasgensemblie pecypcbl.

Y

DYHKUMM MHKaNcyAsauumn TpaduKa ANs TPAHCMOPTHBIX U cepBUCHbIX MPLS-TyHHeneid Bbinon-
HAIOTCA C annapaTHbIM YCKOpPEHUeM, C 3aAeicTBOBaHUeM obLuero pasgenaemoro pecypca
ARP-Tabnuupbl. 1 TYyHHeNb pe3epBUpPYyeT pecypcbl 3KBUBaNeHTHblie 4 ARP-3anucam.

dyHKUMM aeKkancynaumum TpadpuKa gNA TPAHCNOPTHDBIX U cePBUCHBbIX MPLS-TyHHenel Bbinon-
HAIOTCA C anNnapaTHbIM YCKOPEeHUeM C 3aAeACTBOBaHMEM obLiero pasaenaemoro pecypca
TCAM.

MHdopmauuio 06 orpaHUUEHUAX, BOSHUKAIOLWMX NPU 6pOHUMPOBaHMM annapaTHbIX PecypcoB
ARP-Tabnunubl n TCAM gna KOHKpPETHbIX MoAeneilt KOMMYTaTopoB cM. B pasgene 4.5.2.3 Bbl-
AeneHue annapaTHbIX PecypcoB NoA NULEH3UPYEMbIA PyHKLMOHaN.

Y
Y
Y

5.36.1 Hacmpolika npomokona LDP

— LDP (Label Distribution Protocol) — npoTokon pacnpegeneHus MPLS-meTok ans FEC n pacnpocTpa-
HeHMA MHGOPMaLMM O METKAX Mexay MaplipyTnsatopamu MPLS-gomeHa.

— LIB (Label Information Base) — 6a3a AaHHbIX Bcex MeTOK U FEC, M3BeCTHbIX MapLUpyTU3aTopy B
MJ0CKOCTM ynpaBaeHus, aHanormyHa tabanue RIB B IP.
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— LFIB (Label Forwarding Information Base) — 6a3a gaHHbIx meToK 1 FEC mapLupyT13aTopa, yCTaHOB-
NIEHHbIX B KOMMYTALMOHHYIO MATpULYy ANA annapaTHOW nepegayun Tpaduka B NJAOCKOCTU AAHHbIX,
aHanorunyHa tabauue FIB B IP.

V B Tekywei Bepcun MO B LDP nopaep’kaHo YCTAaHOBJ/IEHUE COCEACTB TOJIbKO B pexume
Neighbor Autodiscovery.

V' B Tekyweii Bepcun MO noppepxkuBaerca pabora LDP Tonbko B pexkume Downstream
Unsolicite Independent Control u Liberal Label Retention Mode.

V B Tekywieit Bepcumn MO LDP-npouecc knaccudpuumpyet Kak FEC TonbKo IPv4-nogcetn HasHa-
yeHus ¢ ganHon npedukca 32.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Buz 3anpoca KOMaHAHOMN CTPOKM peskmma rnobasbHON KoHpUrypaumm:
console (config) #

Tabnunua 373 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no yMmoa4YaHuro
mpls Idp y— BkatoyaeT ncnonb3oBaHue NpoTokona LDP Ha kommyTaTope.
no mpls Idp BbIkntoyaeT ncnonb3oBaHme NpoTtokoia LDP Ha kKommyTaTope.

KomaHObI pexcuma KoHguaypauuu LDP

Bupa 3anpoca KOMaHAHOM CTPOKM B perume rnobasibHoM KoHbUrypaumm:
console (mpls-1dp) #

Tabnnua 374 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMmoAa4YaHuro
router-id A.B.C.D A.B.C.D: ngeHtudukaTop | YctaHaBaMBaeT yHUKabHbIN naeHTUPMKaTop MPLS mappyTu-
MapLipyTusatopa B pop- | 3atopa B npegenax MPLS-nomeHa.
no router-id A.B.C.D mare IPv4-agpeca YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

/IP-uHTepdeiic ¢
HaMMeHbLIMM 3HaYeHneMm

afpeca
address-family ipv4 unicast BkntoueHue IPv4 Address Family n nepesog KommyTaTopa B
eXuM KoHdUrypauum coorsetctaytowlelt address-family.
— -/BbIKNIOYEHO P purypay Yot - y
no address-family ipv4 BbIKNtoUnTb cooTBeTCTBYIOLWYO address-family.

unicast

KomaHObI pexcuma KoHgu2ypayuu Address-Family

Buza 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHdurypaumm Address-Family:

console (mpls-1dp) #
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Tabnunua 375 — KomaHabl pexkuma KoHdurypaumm Address-Family

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

redistribute connected

no redistribute connected

-/BbIK/IOYEHO

Pa3peLmntb aHOHCMpoBaHWe connected-mapLupyToB.

3anpeTuTb aHOHCKMpPOBaHue connected-mapLupyTos.

redistribute static

no redistribute static

-/BbIKIOYEHO

Pa3pewuntb aHOHCMpOBaHMe static-mapLupyTos.

3anpeTnTb aHOHCMpPOBaHMe static-mapLupyTos.

redistribute rip

no redistribute rip

-/BbIKNOYEHO

Pa3pelunTb aHOHCMPOBAHMWE rip-MapLIPyTOB.

3anpeTuTb aHOHCMPOBAHMWE rip-MapLIPYTOB.

redistribute bgp

no redistribute bgp

-/BbIKNOYEHO

Pa3pelunTb aHOHCcMpoBaHWe bgp-mapLpyTos.

3anpeTuTb aHOHCMPOBaHWe bgp-mapLpyTos.

redistribute isis [/evel]
[match match]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,

external)/BbikntoueHo

MmnopTtuposaTb mapwpyTbl u3 IS-IS 8 LDP.

- level — ycTaHOBUTb U3 KaKoro ypoBHs IS-IS 6yayT aHOHCKpo-
BaTbCA MapLUPYThI;

- match — npon3BOANTb aHOHCUPOBAHWE TONbKO A1 YKasaH-
HbIX TUNOB IS-IS mapwpyToB.

3anpeTnTb MMNOPT MapPLLPYTOB M3 NpoToKoAa IS-IS.

redistribute ospf id [ match
typel

no redistribute ospf

lid: (1..65535);
type: (internal,
external-1, external-2)/
BbIK/IOYEHO

MmnopTtuposaTtb mapwpyTtbl OSPF B LDP.
- id —naeHTnduKatop npouecca OSPF;
- type — un OSPF-mapuwpyTos, aHoOHCUpyembix B BGP.

3anpeTnTb UMNOPT MapLLIPYTOB 13 NpoTokona OSPF.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdelica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 376 — KomaHabl pexkuma KoHpurypauum nntepdeliica Ethernet, rpynnbl uHTepdelicos

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no yMOAYaHUIO
mpls ip y—— BKatoyaeT ncnonbsosaHue npotokona LDP Ha nHtepdelice.
no mpls ip BbIKNtoYaeT ncnosib3oBaHMe npoTokona LDP Ha nHtepodelice.

KomaHOwb! pexcuma EXEC

Buna 3anpoca KoMaHAHOM CTPOKM B pexxkunme EXEC:

console>

Tabnunua 377 — Komanapl pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

show mpils Idp neighbors [
A.B.C.D | detailed]

A.B.C.D: LSR ID B ¢op-
mate IPv4-appeca

OTobparkaeT Tabanuy LDP-coceneli.

show mpils Idp bindings [
ip_address {mask |
prefix_length} | local |
remote]

prefix_length: (8..32)

OT1ob6pasunTb cogeprkmumoe LIB gna FEC, nokanbHble U NosyyeH-
Hble OT cocefei 3anucu.

show mpls forwarding [
AB.CD]

A.B.C.D: npedukc
HasHayeHus

OTob6pasunTb Tabnaunuy LFIB ana FEC.
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHto Startup ncnonb3yeTtca 418 BbINOAHEHUA CNeLMabHbIX NPOLEeaYp, TAKUX Kak BOCCTaHOBEHME
3aBOACKMX HaCTPOEK U BOCCTAHOB/IEHUE Napons.

[nsa Bxoga B MmeHto Startup HeobxoaMMo NpepBaTb 3arpy3Ky HaxKaTnem Knasuwm <Esc> unu <Enter>
B TEYEHME NEPBbIX ABYX CEKYHA NOC/e NOoABNEHUA COOBLEHMS aBTO3arpy3KkM (Mo OKOHYaHUM BbINOJHEHUA
npoueaypbl POST).

[ —Y

[1
[2
[3
[4
[5

]

Startup Menu
Image menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Back

Enter your choice or press

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.

Ecnu B TeueHue 15 ceKyHp (3HaueHMe No yMoa4aHUIO) He BbiGpaH HM OAUH U3 NYHKTOB MEHIOo,
TO 3arpy3Ka yCTPOiCTBa NPOAO/IKUTCA. Bpema 0XKnaaHMa MOXKHO YBENIMUUTL C MOMOLLbIO KO-

MaHA, KOHCONU.

Tabnuua 378 — OnucaHue meHto Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyerca ans Bbibopa aktmeHoro ¢aiina cucremuoro MNO.
Ecnu He BbIBpaH HOBbIM 3arpyKeHHbIn ¢paiin cuctemHoro MO aKTUBHbLIM, TO YCTPOM-
Image menu CTBO BbIMOJIHUT 3arpy3Ky C UCMO/Ib30BAHMEM TEKyLLEero aktmsHoro obpasa Image
<1> Bbi6op akTMBHOrO daiina cu- menu.
ctemHoro MO [1] Show current image — npocmoTp AaHHbIX 0 Bepcusax MO Ha ycTpolicTse;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemuoro NO;
[3] Back.
Restore Factory Defaults [aHHas npoueaypa Mcnonb3yeTca ANa yaaneHnsa KoHpurypaumm ycTpoicrea. Boc-
<2> BoccTaHoBNEHME 3aBOACKMX CTaHOBAEHME KOHOUTYpaLMM NO YMOAYaAHUIO.
HacTpoek
Boot password [aHHas npoueaypa MCnonb3yeTcs ANs YCTaHOBKM/yAaneHWs Napois Ha HavyaibHbIM
<3> YcTaHoBKa/yaaneHve napons 3arpysumK.
Ha Haya bHbIN 3arpy3yunk
[aHHasa npoueaypa UCNonb3yeTcs AN BOCCTAHOB/EHWA YTPaYeHHOro Naposs, oHa
No3BO/IAET NOAKNOYUTLCA K YCTPOWCTBY 6e3 napons.
/1 BOCCTAHOBNEHMA NAPOAA HaKaTb KAaBuLy <2>, Npu NOCAeAyOLWEeM NoaKoYe-
Password Recovery Procedure A N P y » P Aytow A
<4> HWW K YCTPOMCTBY Napob ByaeT NpourHopmMpoBsaH.
BoccTaHoBneHue napons . .
Current password will be ignored!
[na Bo3BpaTa B MeH!o Startup HakmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpyskuM yCTpoincTBa Haxkmute Knasuwy <Enter> nnbo
Bbixog, U3 meHto <Esc>.
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.‘

.‘

6.2 O6HoBNeHMe nporpammHoro obecneveHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLeH U HaCTPOEH Ha KOMNbOTepe, ¢ KoToporo 6yaer 3arpy-
¥aTbcA nNporpammHoe obecneueHue. CepBep A0MKEH MMETb paspellueHUe Ha YTeHue dai-
NI0B HauyanbHOro 3arpysumnka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEPOM A0/1KeH 6bITb A0CTYNEH 411 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINO/HUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTepa).

O6HoBAEHME NPOrpamMmmMHOro obecneueHMa MOXKET OCYLLLECTBAATLCA TOIbKO NpUBUAErNpo-
BaHHbIM NONb30BaTeNIeM.

6.2.1 OG6HoBnEHUe cucmeMHO020 NPo2pamMmHo20 obecneyeHus

3arpysKa ycTpoicTBa ocywecTBaseTcs U3 ¢alina cMCTeMHOTo nporpammHoro obecneyenus (M0),

KOTOpbI XpaHutca Bo Flash-namatu. Mpu obHOBAEHWM HOBbIM dan cucTtemHoro MO coxpaHseTca B
CneuManbHO BblAeNeHHON 06nacTM namatu. [pu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIA daiin
cuctemHoro MO.

]

.‘

Mpoueaypa 06HOBNEHMA CTEKA KOMMYTAaTOPOB He OT/IMYAeTCA OT Npoueaypbl 06HOBAEHUA
04MHOYHOro KommyTtatopa. CHauana 6yaer o6HoBnéH Master oHUT, 3atem MO byger 3arpy-
YKE€HO Ha OCTaJIbHble IOHUTbI CTEKA.

Ecnu Tekywan sepcua MO 5.5.x.x, To npu nepexoae Ha aKTyanbHyo Bepcuto MO 6.x.x peko-
MeHAyeTCcs BOCNO0/b30BaTbCA MHCTPYKLUMEeN No o6HoBneHUIO Bepcuu MO B ceTeBbIX KOMMY-
Tatopax MES5312 n MES53xxA npu nepexoge ¢ Bepcumn 5.5.x.x Ha 6.0.2 n 6onee nosgHue,
KoTopaA HaxoauTca B pasaene "LeHTp 3arpysku”.

[Ons npocmoTpa TeKylieil BepcMm CUCTEMHOFO MporpammHoro obecneyeHus, paboTatowero Ha

ycTpolicTse, BBeauTe KomaHay show version:

console# show version

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68cédc
Date: 03-Jun-2016
Time: 19:54:26

Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

MATN.

Mpoueaypa ob6HoBneHMA MO:

CKonmnpoBaTb HOBbIN ali NporpaMmmHOro obecneyeHmns Ha YCTPOMCTBO B BblAae/IeHHY0 06nacTb Na-
dopmaT KOMaHAbI:

boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHNA KOMAHAbI:

console# boot system tftp://10.10.10.1/imagel.ros
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26-Fepb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOW nocne nepes3arpyskmn Kommyrtartopa.

Ana NPOCMOTpPAa AaHHbIX O BEPCUAX NPOrpaMmMHOro obecneyeHms 1 X akTMBHOCTU BBeAUTE KOMaHOY

show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80df854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe NepesarpysKy BBOAOM Y.
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NPUNOMXEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HacTpoiiKa npoToKo/a MHOXeCTBa CBA3yOWMX aepeBbeB (MSTP)

MNpoTtokon MSTP no3BoaseT CTpOUTb MHOXKECTBO CBA3YIOLWUX AepeBbeB AN oTaenbHbIx rpynn VLAN

Ha KOMMYTATOpax JIOKa/bHOM CETU, YTO No3BoAAeT HanaHCUMPOBaTb HArpy3Ky. 14 NPoCcToTbl PACCMOTPUM
CNy4al c Tpema KOMMYTaTopaMn, 06begUHEHHBIMW B KOJIbLLEBYIO TOMOOTUIO.

BO BTOPOM 3K3emnaape. Heobxoanmo, utobbl Tpaduk VLAN-os 10, 20, 30 mexagy nepsbiMm M BTOPbIM
KOMMYTaToOpaMn nepegasanca Hanpamyto, a Tpaduk VLAN-os 40, 50, 60 nepepasanca TpaH3UTOM Yepes

Myctb VLAN 10, 20, 30 06begmHatoTca B nepBom aksemnnsape MSTP, VLAN 40, 50, 60 o6beaunHsatoTca

KommyTaTop 3. KomMmyTaTop 2 HasHaYMM KOpPHEBbIM AN BHYTPeHHero ceasytouero gepesa (IST — Internal
Spanning Tree) B KOTOPOM nepegaerca cy*ebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLLO,
ncnonb3ysa noptbl tel u te2. Huxke npuBeaeHa cxema, M306parkatoLasn IOrnMYecKyto TOMoI0r1to CeTu.

VLAN 10,20,30 HaaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha aKkseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3T0T NOPT nepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansa akzemnnapa 1

JT10T NOPT NepeckinaeT Tpaduk
Ann akaemnnapa 1 u Gnokupyer
Tpacduk Ann akzemnnapa 2

KOMMmyTaTop 2

PucyHok A.1 — HacTpoiika NpOoTOKOMa MHOXECTBA CBA3YIOLLNX AepeBbEB

Korga oAnH 13 KOMMYTaTOPOB BbIXOAMUT U3 CTPOA MO0 06pbIBAaEeTCA KaHa, MHOXECTBO AepeBbeB
MSTP nepectpanBaeTca, YTO NO3BOAAET MUMHUMU3NPOBATL NOCEACTBNA aBapumn. Huxe npmsegeH npouecc

KOHdUrypaumm KommyTtatopos. Jna 6onee GbICTPON HACTPOMKM co3aaeTca obwmii KOHPUIYPaLMOHHbLIN

WwabnoH, KOTopbIi 3arpyKaeTtca Ha TFTP-cepBep M UCNOb3yeTcA BNOCAEACTBMM A1 HACTPOMKM BCEX KOM-

MyTaTOpPOB.

1.

Co3pgaHue wabsoHa 1 KoHGUrypaLuma NnepBoro KOMmyTaTopa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit
console (config)# spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

HacTpoiika selective-qing

Hobasnerue SVLAN

MpuBeaeHHbIV 34eCb NPUMEP KOHOUTYPaAL MM KOMMYTATOPA AEMOHCTPUPYET KaK 006aBNAATb METKY

SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX 40BO/IbHO YaCTO BO3HMKAKOT 3a4a4u, CBA3aHHble ¢ nogmeHon VLAN
(Hanpumep, A1 KOMMYTATOPOB YPOBHS AOCTYMNA CYLLECTBYET TUMOBAsA KOHGUTypaLLMsa, HO NOJ/Ib30BaATE b~
ckuit Tpadumk, VOIP n Tpaduk ana ynpasneHusa Tpebyetca nepesasatb B pa3Hbix VLAN Ha pasnunyHbIx
Hanpas/ieHusXx). B aTom cnydae 66110 6bl yA06HO BOoCcnonb3oBaTbes GpyHKUMen noameHbl CVLAN ana 3a-
MeHbl Tunu3aunposaHHbix VLAN Ha VLAN ana tpebyemoro HanpaeneHus. Huxke npuseaeHa KoHoUrypawmsa
KOMMyTaTopa, B KOTOpOM ocyLLectsasetca nogmeHa VLAN 100, 101 v 102 Ha 200, 201 1 202. O6paTHas

noameHa A0/1KHa OCYLLECTBAATLCA Ha 3TOM Ke UHTepdelice:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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PucyHok B.1 — MNoaKkntoueHne KoHCoNbHOro Kabens
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnnua B.1 — NoaaepkmBaemble 3HaveHus EtherType

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

O0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
Ox22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
Ox22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
O0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXKEHUE . ONUCAHUE NMPOLIECCOB KOMMYTATOPA

Tabnuua .1 — OnucaHMe NpoLLeccoB KOMMYTATOpPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB meXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanunsaumna npotokona ARP

B_RS YnpaBneHue nepesarpysKon yCTPONUCTB B CTEKE

BFD Peanusaumna npotokona BFD

BOXM JononHuTenbHble AeNCcTBUA B CTEKe (NolyYeHMe CBeAEeHUI O CTeKe, MHAMKaumsa, obmeH co-
obuweHunamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaH/, COCTOAHUSA cTeKa: gobasneHne Master/Slave, nsyyeHme Tononoruu, ob-
HoB/ieHMe Bepcuu MO Begomoro ycTpoincTaa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu c FDB (go6aBneHue, yaaneHue 3anucei), 3epKkanmpo-
BaHue, KoHpurypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHU3aLMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnposaHune KoHOUIrypaLMOHHbIX ¢pannos

CNLD 3arpyska/sbirpysKka KoHburypaumm

COPY YnpasneHne KonnposaHuem panios

CPUT Ytnnunsauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemon

DFST PacnpepeneHHas dainosas cuctema (DFS). MUcnonbayeTcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHne nHdopmaLmm € yaaneHHblx OHUMTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa M0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbIThii OT yAaneHHbIX OHUTOB 06 M3MEHEHUN COCTOAHWUA BEHTU-

DSPT NIATOPOB, UCTOYHMKOB NUTAHUSA, TEPMOLATYNKOB, SFP-TpaHcuBepoB. MoslyyeHne coobLueHui
OT yAaNeHHbIX loHUTOB 06 nx Bepcum MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aumogelicTBMe c Nonb3oBaTenem)

ESTC JlorvpoBaHue cobbiTuid 0 NpesbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBToMaTU4YecKas HacTponKa napameTtpos SERDES

EVAU O6paboTKa cobbiTin Address Update, HUKHUIN ypoBEHb, Nepeaaya Bbille

EVFB Onpoc coctoAHuA SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbilwe

EVRT RX Training
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EVRX Ob6paboTKa cobbiTUiM NpMEMA NakeTa U3 KommytaTopa B CPU, HUKHKUIA ypOBEHb, Nepenaya
nakeTa Ha ypOBEHb 2

EVTX O6paboTKa cobbITMN OKOHYaHUA OTNpPaBKK NakeTa n3 CPU B KommyTaTop, HUXKHUIN YPOBEHb

exRX O6paboTKa BbIxOAa NAKETOB C HUXKHETO YPOBHA 2

FFTT YnpasneHue Tabanueit mapwpytmsaumm n mapLipyTusauma naketos

FHSF IPv6 First Hop Security (O6paboTka Taiimepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanunsauns Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA, HACTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmoaeincTBme c KOHTPOIEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOW host-noToK, X0N10CTOM X04,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMyTaTopa Ha YAa/IeHHOM HOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX IOHUTOB Ha
macTepe

HSEU O6paboTKa cobbITHiM CTEKA

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepMnHanamu BBo4a-BbiBoaa

IOTM YnpasneHune TepMnMHanamu BBoAa-BbiBoaa

IOUR YnpasneHune TepMnMHanamu BBoAa-BbiBoaa

IP6C Cyétunkmn IPv4 n IPV6

IP6M MapuwpyTtnsauma IPv4 n IPv6

IPAT YnpaneHue 6a3oii gaHHbIX IP-agpecos

IPG O6paboTKa nepexBayeHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHas 3agayva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3afaya gns paboTbl ¢ BUPTYaAIbHbIMM NPEPLIBAHUAMMU

L2HU MNepepayva nakeToB Ha ypoOBeHb 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHUA/HACTPoeK MHTepdeincos 1 nepeaaya cooblueHni 3a-
pPerncTpmMpoBaHHbIM Cy*Kbam

L2UT Ytunusauus noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnmn Loopback Detection

LBDT OtnpaBKa nakeTtoB Loopback Detection

LTMR O6wan 3agaya g8 BCeX TaMMepos

MACT O6paboTKa cobbiTna 06 okoHYaHWUK aeiicteua B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToOTECTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHOUrypaumoHHoro ¢aina B sSHeproHesaBUCMMON NaMATH

MSCm MeHegaKep gnsa paboTbl C TEPMUHANIBHBIMU CECCUAMM

MSRP Mepenaya cobbITNIM B CTEKE NO/Ib30BATE/NbCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeToB

MUXT OTCcnermnBaHme U3MEHEHWNN CTPYKTYpbl CTEKA

NACT BupTyanbHoe TecTupoBaHue Kabena (VCT)

NBBT N-Base

NINP PaboTa c kKombo-nopTamu
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NSCT HacTpoiika orpaHMYeHna cCKOpoCTM NepexsaTta naketos Ha CPU, BegeHne cTaTUCTMKK Mo ne-
pexBayeHHbIM NakeTam

NSFP OTtcnexumBaHue cobbITUiM, cBA3aHHbIX ¢ SFP, Ha ceTeBoM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana ansa onpoca t1abamy MAC, VLAN, nopToB, My/ibTUKAcCTa,
MapLIpyTM3aLLMKn, NPUOPUTU3ALNM

NTST JobaBneHune u yaaneHume IOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHMA IOHUTA, HA CETEBOM
YPOBHe

NVCT BcnomoratenbHaa 3agava gna VCT. 3anyck Tecta n oTCcAeXmnBaHMe U3MeHEeHUA COCTOAHUA
nopTa.

OBSR 3afayva gns oTCNeXMBaHMA U yBEAOMIEHUA 006 M3MeHeHMAX cneumdnyecknux napameTpos
nHTepdelicos, Heobxoanmbix gns LLDP, CDP n apyrmx npoTOKO10B.

PLCR O6paboTKa cobbITUN CMEHbI COCTOAHWUA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUI CMEHbI COCTOAHUA NOPTOB

PNGA Peanusaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OT1cnexunsaHue coctoaHma OOB-nopTa

SCPT ABTOOBOHOBNEHWNE M aBTOKOHOUIYpaLma

SCRX MonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUIT ypoBEHb

SELC MonyyeHue cobbITUIA O CMEHE COCTOSHMA NOPTA, HUKHUN YPOBEHb

SERT OTcnerknBaHue cobbITUiA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX MonyyeHune cobbiTNIM NpUEma NakeTa U3 KommyTtatopa B CPU, HUKHWI ypoBEHb

SETX MonyyeHune cobbITUIA OKOHYAHMA OTNPaBKM NakeTa U3 CPU B KOMMYTaTOp, HUXKHUIA YPOBEHb

SEMG sFlow Manager — 06paboTka cobbiTnit usmeHeHua IP-aapeca, 3anpocos CLI/SNMP, Taiime-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbiTMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B MN3Y

SNMP Peanunsauna npotokona SNMP

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii COKkeToB

SQIN HacTpoiika Selective QinQ

SSIM Slave To Master — nepegava coobuieHuid ¢ Begomoro yctpoictsa (slave) Ha Begyuiee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KomaHA, Tanmep

SSHU Cepsep SSH — npoTokon

SSLP Peannsauna SSL

SSTC JlorvpoBaHue cobbiTHid 0 NpeBsbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccna yepes VLAN

STSC CLI-ceccna yepes VLAN
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STSD CLI-ceccmsa yepes VLAN
STSE CLI-ceccmsa yepes VLAN
SW2M Ob6paboTKa cobbiTuin Address Update ot FDB, 610KMpoBKa nopTta Npu BO3SHUKHOBEHMMW OLLMU-
60K Ha nopTy
SYLG BbiBOA, co0bLIEHMI B syslog
TBI_ Tabanua BpemeHHbIX npomeKyTkos ans ACL
TCPP Peanusauna npotokona TCP
TFTP Peanusauna npotokona TFTP
TMNG YnpasneHne npuoputeTamm 3agay
TNSL KnuneHnt Telnet
TNSR Cepsep Telnet
TRCE Peanusauusa traceroute
TRIG 3anyck geicteua B FDB (aging MAC-aapecos)
TRMT YnpaBieHMe IOHUTaMM B CTEKE C NOAAEPHKKON TPaH3aKLUN
TRNS File Transfer — konupoBaHue daiinos mexay toHUTamm cteka (MN0)
UDPR UDP Relay
URGN O6paboTKa KPUTUYECKNX COBBLITUI (HanpUmep, NepesarpysKku)
VRRP Peanunsauna npotokona VRRP
WBAM Web-based Autentification
WBSO B3anmopaencreme c web-KnmeHTamm, HUKHUI YpOBEHb
WBSR YnpaBneHue n Tanmepbl web-cepeepa
WNTT Mopaepkka NAT gna WBA
XMOD Peanusaums npotokona X-modem
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NPUNOXEHUE L. ®YHKUMOHANT KOMMYTATOPA, UCNONb3YIOWMNIA TCAM U

uDB

Tabnunuya 4.1 — PyHKUMOHaN KommyTaTopa, ucnonbayrowwmii cepsucel PCL n TTI ansa pabotbl c TCAM

Pazden PyHKYUA PCL-client Mompe6neHue TCAM
input port IPCL_1 ACE=30B rule
IPv4 output port EPCL ACE=30B rule
input VLAN IPCL_O ACE=30B rule
input port IPCL_1 ACE=60B rule
ACL IPv6 output port EPCL ACE=60B rule
input VLAN IPCL_O ACE=60B rule
input port IPCL_1 ACE=30B
MAC output port EPCL ACE=30B
input VLAN IPCL_O ACE=30B
DHCP Snooping BkntoyeHue dyHKUMM Ha VLAN IPCL_1 perVLAN=2x30B+2x60B rules
2.1x Multi-
80 X. urtl Bk/toueHme GyHKUMM Ha port/LAG IPCL_2 Supplicant=30B rule
Session
PIM Snooping BkntoyeHue dyHKUMM Ha VLAN IPCL_1 perVLAN=30B+60B rules
ARP inspection BkntoyeHue dyHKUMM Ha VLAN IPCL_1 perVLAN=30B+60B rules
CTaTnyeckune 1 AMHaMMUYeCcKme 3anncu IPCL_1 Entries=30B rule
IP Source Guard BktoyeHne GYyHKLMK Ha
IPCL_1 VLAN=308B rul
port/LAG/VLAN CL per 30B rule
VPC Peer-link IPCL_1 VPC domain enable=30B+60B rules
BKkntoueHue pyHKUMM Ha uHTepdeice .
BFD neighbor=30B+60B rules
coceacTea
QoS service- input port IPCL_1 ACEs=30B rule
o .
policy output port EPCL ACEs=30B rule
Selective input port IPCL_2 rule=30B rule
QinQ output port EPCL rule=30B rule
VLAN Subnet-Based IPCL_2 mapping group=2x30B rules
MAC-Based IPCL_2 mapping group=30B rule
RPVST IPCL_2 Global process=30B+60B rules
vxlan=30B rule;
lat IPCL_O ’
Tunnel VXLAN encapsulate - arp-suppressioni=30B+60B rules
decapsulate TTI vxlan=30B rule
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TR-101
vlan mode decapsulate TTI inner-vlan=30B rule
Double-tag
per port
GRE decapsulate TTI tunnel=30B rule
transport | decapsulate TTI LSP=308B rule
MPLS
service decapsulate TTI Label per VRF=30B rule
/ Mpu nepsom HasHauyeHun ACL Ha VLAN-nHTepdeiic aBTomaTMUeCcKn ycTaHaB/IMBAIOTCA ABa
rno6anbHbIX NpaBuaa 06paboTku TpaduKa No ymonyaHuio: permit any any u deny any any.

B panbHeiiwem 3TM NpaBuaa NPUMEHAIOTCA Ko Bcem nocnegytowmm ACL Ha VLAN-uHtep-
deircax.

ACL Ha VLAN He nopaep»uBaloT paboTy c guanasoHamu uHTep¢peincoB: Npu HasHaYeHUU
V oaHoro u Toro e ACL Ha HeckonbKo VLAN-untepdeiicos TCAM-npasuna gna ACL 6yayr
Ayb6nunposaTtbca anA Kaxaoii VLAN, Ha KOTOPYIO OH Ha3HaueH.

Tabnunua 4.2 — PyHKUMOHaN KommyTaTopa, ncnonbsyowmin UDB komnapaTtopsbl B PCL ana pabotsl c TCAM

®yHKYyUOHan Tun komnapamopa Yucno komnapamopos
BFD rno6anbHbIN 5
VXLAN? rno6anbHbii 4
ACL
offset 16
V UDB saBnseTca pasgenaembim pecypcom ana scex PCL-cepBucoB Ha ycTpoiicTBe.

OAMH KOMNapaTop MOXKeT BbIMOJIHUTb TONbKO OAHY onepauuio cpaBHeHus: 6Goablue,
MeHblue unn HepasHo. MNMpu ucnonbzosaHun UDB gna ¢unbtpaumm no TCP/UDP-noptam

V AmanasoHbl Buga 0-6000 u 7999-65535 notpebyioT No ogHOMY Komnapatopy. [uana3oH
nopTtos Buaa 6000-7999 notpebyeT aBa KOMNapaToOpPa, TaK Kak ONUCbIBaeTcA ABYMA YC/10BU-
AMU ogHoBpemeHHOo (n26000 && n<7999).

! BpoHMpoBaHMe pecypcoB NPOMCXOANT NOCAE YCTaHOBKMU U MHULIMAAU3aLMM ANLLEH3UM Ha dyHKUumMoHan EVPN/VXLAN.
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V OpuHakosble guanasoHbl TCP/UDP-noptos ana SRC IP u DST IP TpebyioT BblgeneHua oT-

AeNbHbIX KOMNApPaToOpoOB.
Mpasuno cnegylowero eupa notpebyer BbiaeneHne 4 KomnapaTopos: <action> <protocol>
<SRC IP> <SRC wildcard> 6000-7999 <DST IP> <DST wildcard> 6000-7999
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NPUNOMEHUE E. MATPULIA NMPOXOXAEHMA TPAGUKA MEXAY NOPTAMMU C
BKNHOYEHHOW U30NALMEN

Tabnuua E.1 — MaTpu1ua NpoxoxKaeHUa TpaduKa mexay NopPTamm C BKIOUYEHHOW nsonaumen

MopT 6e3
nsonauum

Mopt
B pexume
nsonauum
protected-
port

MopTt
B pexume
nsonauum
protected-
port
isolate-group
group_A

Mopt B
pexume
usonauum
protected-
port isolate-
group
group_B

MoptB
pexume
usonaumm
protected-
port
community
group_C

MoptB
pexxume
usonAuUn
protected-
port
community
group_D

MNopT 6e3
nsonaumm

MopTt
B pexxume
usonAumm
protected-
port

MopT
B pexxume
nsonauum
protected-
port
isolate-group
group_A

MopTB
pexxume
nsonAauum
protected-
port isolate-
group
group_B

MoptB
pexume
usonaumm
protected-
port
community
group_C

MoptB
pexume
usonAumm
protected-
port
community
group_D
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TEXHUYECKAA NOAOAEPXKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMPOCaM 3KchayaTauum obopynoBaHuA
000 «MpeanpusaTtne «3INNTEKC» Bbl MoxKeTe 06paTnTbes B CepBUCHbIN LEeHTP KOMNaHUK:
dopma obpaTHOI cBA3K Ha caiiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha opunumanbHOM caitiTe KOMMAAHUM Bbl MOXKETE HAUTU TEXHUYECKYHO OKYMEHTALMIO M MPOrpaMMHOe
obecneyeHune ana npoaykumm 000 «Mpeanpusatne «3/ITEKC», 0bpaTuTbCa K 6ase 3HaHUIA UM OCTaBUTb
WHTEPaKTUBHYIO 3aABKY:

OdunumanbHbIi cant Komnanuu: https://eltex.ru/
ba3a 3HaHwui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LeHTp 3arpy3ok: https://eltex.ru/support/downloads
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